System and Met hod of Content Restoration in Mobile Devices Field of the

I nvention This invention relates to a system and nethod for restoring
content in nobile comunication devices. Mre particularly, this invention
relates to a systemfor restoring data in nobile commnication devices via
secure wireless conmmuni cation |inks between the nobil e device and a
remotely |ocated davstesepgdMethodofGanten Restoratien i MehiteDgvices ‘Since the
i ntroduction of wireless nobile comruni cation devices into the daily |ives
of consuners worldw de, these devices have evol ved beyond being nere
instruments of communication to %ﬁﬂ?&ﬁg I';’\Qgrﬁtlo':ﬁ conmmuni cat i on devi ces such
as personal digital assistants ( g phones. Specific
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and nmanagenent a user's personal” data such as a ca endar of events or
~appoi nt ”ent&xnn%rﬁﬁé%l?déﬁceéd@ﬁc?é §arlaémé<ﬂy, ﬂi.sginbaluomérét%m £)ssm fSrRBRSsing2MRi | S
and many others types of data. ter a certain period of tine, users
custom ze tdud In fBtle! RMARURBAIG advides wiseymaa witeledsi donineiidatiotniimkes betheen For
exanpl e, business users have nost of their appointnments or neetings for the
nont h ent erta¢l mobilecddvize and kb eardatelydgupladaizta seavern t hei r nobi | e communi cati on
device together with daily rem nders for upcom ng events. This data may be
| ost due to a variety of reasons such as accidental deletion, data
corruption or sinply because the nobile device was repl aced wlth a newer
model . Alternatively, a conpanyesafiptienetthedidaifit wvant to upl oad a new

application or new contacts or remnders, to the npbile conmunic n devi ce
for the user. Since 'ﬁiﬁ@‘bﬁﬁ?fboﬂ’fﬁrﬁl?ﬁé&qg?ﬂ%%m'ﬁwﬂ%"ﬂ%dF‘ﬂ%‘?S '"tB\RW g?'bg?’?set ary

f hat_al | he, ph b
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synchronl ze rem) y oca data servers and restored via w

met hods. §S@n [(BDRP SarldetdpRfiepHones cal 5% edifRC | B aBAEE created for mobile
encryption/ ecryptl on process to ensure that the transfer of data is not

conpr oni segomffunichforf devites @NGW Fdrith@ btofayel drdl HAIGUMERAS! 20 eHS pofBRall 36 ease,
so does the conplexity of the device's applications. An autonated data
transfer appth 6gbicaknis dferdetd o hppoiaimMents at gheneat addrasst bepkndigitaleptabosi ces
to be quickly and seanl essly restored and/or updated with m ni mal user
i nt er vent i motes;Tinewos &trails aund uilanhtmelbéynesslfdabd to the nobile device as when
determ ned by the nobile device's user. A nethod for backing up and
restoring data Afemmbertain g@nddéélmﬁsuﬁ@'swwtem@géh%mmmmwhpfhﬁgw%s
been described in US Patent Nunmber US 7,505, 762 issued _in the nane of Onyon
et. al. entq gyiptheingafiylies Wtﬁxé'ﬁﬁ'@né“?%ﬁsé ysgrshaye SPest ghfheir appoin ’T\‘%’HBPS/
space in nohile cq i cati es, | s,normm 80 the size of
the rest or Sfelings, * gngg%dgwf'ﬁ F N@F?or@esﬁﬁﬁ%é%na?%gatl?ﬂbl"fe ﬁ'évﬂﬁ t he
restoration proces e r r t he
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t hrough the VI ce eting existing data in or
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this issue by allowng the user the choice of '"rolling back' the data
cont ai ned AmiiEraRhORE Wwant td aplohdhehdwhappliaitibnva heivtoatacBorakalididetatoahe

Fromthe above, it is clear that there is a need in the art for a reliable
and easy neiobislcdromuticdtion dedcslfcotheupdat e data on a nobil e devi ce.
Some phone manufacturers provide their own proprietary software that allows data
on the phone to be synchronized with a computer via a data transfer cable. Third party

vendors have also introduced universal applications which allow data in mobile devices to

be synchronized with remotely located data servers and restored via wireless methods.



Summary of the Invention The above and ot her problens are sol ved and
an advance in the art is nade by a data restoration systemin accordance
with the present invention. A first advantage of a systemin accordance
with this invention is that the data in a nobile comuni cation device can
be restored and/or updated wi thout user intervention. A second advantage of
t hi s i nventTihese wielesmmethndfypisaliyanedudre stroel eptryptionfdsciypipnapragess tasasseeng t he
data is provided if a primary nethod fails. A third advantage of a system

i n accor datha the transtenpdathisant sagprongisehafls thedurgjionality of sabfieFeRupiRationt he
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adm ni strator conputer via a reless tel ephonic networKk. e systemthen

reads the %@%@t@fe% Bfthd BobRVBES 58 Uhen eferMieb P thb RotiE aaliBd s eBemhat her

the contents include a command code for a data transfer function. If the
contents Ofmdthy fOESSRBE uio RAY Hkboring YaETR AL Bevicadalsvgiwilkss esminunicaionn, t he
systemattenpts to establish a wirel ess connection to a second data
networ K. | finkshRasvbe@l @escriba@n meusi RatentsN@aberblUS shsab, 162eissuestiethpamafrer ofs t he
data transfer function. In accordance with some enbodi nents of this
i nventi on, Gnyen sy st entitige fWirelesssTetepShie PemBagkup Hyliterat i ng a connecti on
failure and transmts the nessage to the adm nistrator conputer when the
syst em det er ni ndemonaspachdn mabdensompwinissticibiievisesds corpally timitad f HVherythe
accordance with sone of these enbodi nents, the admni s%r ator c nPut r then
gener at es &28eRf0he repededaln grcesdy the fRS MeLOY P8R O8nlHe %‘89‘%""84 e

devi ce when the SMS nessage f{)om t,hg d{avi, eis .rﬁ:(F:e%ved. The second ﬁlVB
message nmayeSEiIQRIOsess MAY ok b gaied out Yntlh SRR 3 IPPL HP 28 S RERY I at a
transfer at_ a |later ti when npeGt,l.on,. s t I . u Ay
t hen conne@{terf‘%tet'H%mg'gcr;g%rag%lést%'O%e%fa §bﬁ}l‘</h'get thés' [“%? enr%pib F?raheﬁ]t {?rl%ﬁﬁu%?{:g'e W th

the syst emab il id?rcecP U8 By PHHARH Thd BRa LAl B ddos, deleting | 1

accordance wth sone e I ments o I's Invention, e system begi ns
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an address of the second data network fromthe nobile device. A system

havi ng t he a8@e4td thig Hsas by BIRFANY/BE UsBIEthe ZHbIES bf ‘edlithgtbaek! tiskedata eomeained re
anount of data to transfer. This systemthen transmts a nmessage to the
nobi | e dev itheepHohato ihe clatelths dhtaavasrimahan dflertittes t 0 transfer. The systemin

t he nobil e device then determnes if the device has enough nenory avail abl e
to store the tofaim thepahove,df isddgan thatfthere is aimeeddn thecart oy iacteliahje aadneasy
generates and transmts an acknow edgenent to the systemat the second
addr ess. THethodde geptere andfar updateriptaer? swbile deica r ansits the data.

I n accordance with sone enbodi nents of this invention, the systemin the
nobi | e device erases data fromthe nenory of the nobile device when the

system determ nes that the nobile devi c& d?evs “l;%o'g1 have enough nenory
available to store the data to DENPPRLFRFINENUCR some of these

mbodi ts, d | ' ' ; f
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amount of {LiEeLSaRbRSRdem |ir{"a¢§£).¥da|nc<9§n}|ﬂﬁrth@mgﬁtqﬁ@nﬁ_@n.dﬁtﬂ?st%ﬁvé’ntage of a

predeterm ned type 1I's erased. n accordance with sone enbodi nents of
the i nvent kpflemtiMgccoimhswitttisNBvdntien RAAAIRS dath it & trobREeIMmakaaAion abvied k
perfornms a user authentication with the nobile device comrunicating with

t he secondcasldeasstorsieinde? TRHAtEE alitholt iser ireavestiord Ayetdnd advbntage dévtice. | n
further accordance with sonme enbodi nents, the system having the address in
t he secondinttattnnethadak alteyateonetbisd afaestoving and/breupdating e deta is @ravideld if a

encrypted data. _ o
primary method fails. A third advantage of a system in accordance with this invention is

that the system determines that the mobile device has sufficient memory space available



I n accordance with sone enbodi nents of this invention, the nobile device
includes multiple systens for connecting to the second data network. In
accordance with sonme of these enbodi nents, the connecting systens attenpt
to establish a connection to the second data network in the follow ng
manner. First, the system selects one of the systens for connecting to the
second dat do siareherestored arygliar aipdetae atgt Rriefr §eftd6‘9e‘§tedl§}"iestﬁe dntegitn 8&“!30 nto

t he second data network using the selected system |f a connection is not
est abl i shed@@& he system atterrpts to establish a connection vvlth anot her one
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~based upon user input crit ernore once a connection is

est abl i sheqyireled§ tetephbRBINERY I ETRE B dté \fmtre@ds fhi ROAfeAtst of thaBMSameddagé.ocol
(HTTP) format conmunications are avail abl e over the second data network in
accor dance Thetdyste@nBen Hetehfinesriradihee thesconfentshindudens exotrineemd dddetforea idataP
format is not avail able, the system may communicate with the second address
vi a socket sransfenfynetioapeicihticedtepsrdf thexmesssge irpiudeca command forta date trasstg HTTP
format being unavail able. Brief Description of the Draw ngs

above and duriotion, theatysiesatiemptaidastablighes wigtless owgwﬁmtmaaewﬂdiawwrkh this
system are descrl bed in the bel ow detail ed description and are shown in the

fol | owi ng dfitaguvirgjass connection ispgsiahliched the %&em &?’fQ’i‘@s 3\%%?@@ ferfendien ng a

nobi | e devi ce i ncl udi ng an, enbodi m%g% St, em ance w ‘tgh this

i nventi on; In acc?fdﬁ P WiBh spg Smogdinegtsy ol '8&'?2’38 %[b e"a 95PYasR & ng
syst em of vari ous onents for. pr i n dan wth
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di agr am f Ol Rioidfi? SRrBLRE WRh AW dle{%nQFmgé Ctﬁatf fe a%arnﬁartm Satits u.nctl on
in accordafce Wt I nvention; gure 4 i1llustrating a process
execut ed by,ileidPRike qﬁ‘ﬁc@&d&ﬁl{e W fs&h@‘dﬁgh@sed%ﬁodlﬁléﬁtgf e AdmiaisgRsdance
with this invention; Figure 5 illustrating a process executed by the

Mobi | € devicspier theR BBRsHleB@ dekofd SFISONELSEEE andeaNSNils tha sacsmarmessage Wi t h
this invention;
the device when the SMS message from the device is received. The second SMS
message may include a link or address to a system for completing the data transfer at a
later time when a connection is established. The user may then connect to the second
data network at a later time to communicate with the system at the link or address to
perform the data transfer.

In accordance with some embodiments of this invention, the system begins
performing the data transfer function by transmitting a request for data to an address of
the second data network from the mobile device. A system having the second address
receives the request and then determines the amount of data to transfer. This system
then transmits a message to the mobile device that includes the amount of data to transfer.

The system in the mobile device then determines if the device has enough memory

available to store the total amount of data. If so, the mobile device system generates and



Figure 6 illustrating a process executed by an adm ni strator conputer for
requesting a data transfer in accordance with an enbodi nent of this

i nvention; and Figure 7 illustrating a process executed by a server
system on the second data network for performng a data transfer in
accordance with this invention. Detail ed Description This invention

rel ates t o '@NgYily ¥hrepewiregamant tothersystesy atribe senene aedreps. nbhe pystem at the
comuni cat i o&pﬁevi ces, l\/?re articularly, this invention relates to a

syst em f or SPEXE&dAess they rﬁ"ﬁ“ﬁtsﬁgﬁf’f"@' comuni cation devices via secure

W rel ess comunication |i n.léjs bet ween .t he .l e devic anq a.renotel.
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W reless r bt e hébile &f%id%e@“& ﬁQ;@éﬁeﬂ?ﬂJgﬁM& absiabler s stérethd ddd%o be

W rel ess base station , and nobil e dévice 140. Server 105 is a

convent i on@ansieatEr Intsbale dp GidseredMbddimterts) detal M tidin £ ESHdiNBmEad araked. mnd
transferring data to nobile device 140- in accordance with this enbodi nent
of the i nveome othersSefitvede elfbodintents) darchatthat @of e raRedsséd foranstéddterdiined

equi val ent network for communi cation with other digital processing systens.
Admi ni st r atoouctosftinecis egsadeninldtll otberaercltlinaetits, alatd ofca mpedeterminest type tshat
executes instructions to provide an adm nistrator interface to allow an
admi ni straetsed.o generate and transnit requests to nobile device 140 in
accordance with enbodi nents of this invention. Adm nistrator conputer

system 115 i s chnfreetdance with semenepbadimenis @f die Byrntion) bRtsyslermpavg the
communi cate with qther digital processing devices. . . STN 130 i.s a
convent | ongrdikEA dbesaserd fhte Jeors RETGITR & Sspsficatiopmiibahe EiobleNidehg
calls and ; . snl ssi.on bet ween bile devices. PSIN.IS nect ed
Co I nt or nefo Rl s Shehy WarEh 48R cRBRU0RakR ) (SRerpa Ry b B ces
connect ed h@idd iR, QLB e S0l i ﬁ%nﬁ% .PSTN 130
to communi cat'e_ wﬁtf%é\%lé%éésagggnﬁec?}gg toomﬁ%ﬁg‘t\éﬁ%va T aﬁgg&i%ﬁg udes
at | east ofR s RISndRSR ridy2ddntAuridite WitRihelhichile Bblice Rtfleh@téd/ &fa Radi O
Frequency (RF) and/or other types of signals 137 to comunicate with nobile
devi ce 140. Oneinskitdordfcéd rwithh@omet embbdimemts OFfNihie invBationDthy hbtsigEdevice
conponents of PSTN 130 and wirel ess base station 135 needed to understand

t he i nvent inoludes mullipls cysiemd farmbnaedtingd teesedoraicdats netwvodd. Ihlees@damuepatrent s
is omtted for brevity. Wrel ess router 120 or anot her equival ent
devi ce is soraeof thescembnsiiments.ttbe cornectingsystemslat@mpbtozdstahliseisohrecievicces t o

connect to Internet 110 via RF and/or equival ent signals 125. A conplete
under st andthggeesend data gsbwask i theploligwing nganger: ofirsdy the Rysteq sgiects one of the

systems for connecting to the second data network. The system then attempts to

establish a connection to the second data network using the selected system. If a
connection is not established, the system attempts to establish a connection with another
one of the systems for connecting to the second network until all of the systems for
connecting have been used. In accordance with some of these embodiments, the system
selected for use in connecting to the network is based upon predetermined criteria. In
accordance with some others of these embodiments, the system selected for use in
connecting to the network is based upon user input criteria.

Furthermore once a connection is established, the system may determine whether

Hypertext Transfer Protocol (HTTP) format communications are available over the second



needed to provide a systemin accordance with this invention. Therefore, a
conpl ete description of wireless router 120 is omtted for brevity.

Mobi | e device 140 is a nobile hand phone, Personal Digital Assistant (PDA),
Laptop conputer or other device that nmay be connected to and/or conmunicate
with PSTN 130 and Internet 110 by transmtting and receiving signals for

Wi rel ess baleta natwerkdmaacgBiaperivilli sahe obthe enbedimen®, of Anig innentione Ifdbe EHTITPt i on
of nobile device 140 is omitted for brevity and only those processes that
are per f or fermat is net avilakiedee systam MRV sommyeisatedithdhesesead addsess via sockets
Figure 2 illustrates_a, bl ock di agram of the c,ongonents %ﬂéh&r‘gro essi ng
syst ens i nYsiHEn2ofPeciied RATH EhERIPONEH AP EXRBURIEAtoRS (SIS | Abdeing
menory to provi.lde] processes in accordance with this invention. One skilled
in the art WY& cogni ze that Figure 2 is for illustrative purposes only
and the exact configuration of the conponents in the processing device may
be different without departing fromthis invention. Processing system 200

includes Central Processing ynggogs(‘,qy}ioggahecygwg,% is a processor,
0

m croprocessor, or any conbination processors and m croprocessors that
execut e i nstr uctrh®BBboveQnBHHe? fdRtiréLaid ARREGEs bia ARG Madtesrduhdewitis
present invention. CPU 205 connects to nenory bus 210 and | nput/ Qut put
(1/0) bus 2ydemMeaweycribes i 2 S detafiedBesRiPhort andrarDstioas iAZfe dolidwdid5 t 0
transmt data and instructions between the nmenories and CPU 205. 1/0 bus
215 connectswiiyd: 205 to peripheral devices to transmt data between CPU 205
and the peripheral devices. One skilled in the art will recognize that I/0
bus 215 and nenbigyreplilustietingraynetyeoric inglidingch mabile dayisetingluding anembodiment i nt o
many ot her busses and the exact configuration is left to those skilled in
the art. ©of asystem jippcoigpage with thig iRYepiono, such as a Read Only Menory

, ted to b 210. Non-volatil e 2 t or.
st uct ; ons. anbioUER & MEUADH EobBge RSEA o UECRIBnE yPE: ob e i8S ng
t 200 dt t th tem at st -up. _On i . art wi |
" aogni zo. PRAROnERY RCHBUReR STRRL heeShilnks e BRes it ilob el | '
f tion. ' i d
(RAN), 15 al so et M a TR Rderan tyr SRR B SOSSB IR, e

i nstruct i opgrMthgltfuActidl FHstoRbnlE It ihderigh;f orm sof tware instructions

for processes such as the processes for providing a systemin accordance
with this invenfigamr 4 flirating & bRdedslededeteabl thié InbbileadgB ifaretfomiing B Ylataumber
of types of nenory may be used to provide volatile nmenory and the exact
type used tirandferfit acrdandewltiythisciheentient o t hose skilled in the art.

I/ O device 230, keyboard 235, display 240, menory 245, network device 250
and any nunber Bfurethustrating phrocedss dxetuted by thenmobilet devicedobernnggtingtte a
exchange data with CPU 205 for use in applications being executed by CPU
205. |/ O desgopd dalmetworkipacgerdpree withathistipgRtien:it s and/ or recei ves data from
CPU 205. Keyboard 235 is a specific type of 110 that receives user input
and transmts t'ﬁ'@“'ienﬁut"“?tf?t‘ﬁlf RIBCeSE; EXFCiP Ry AR RAYNETHPT SPEPUEEE £ r om
CPU 205 and di spl ay, images on a screen for a,user tq, see. nory, 245 is a
devi ce t haPaprRg Adats Lt ALascoRBnGR Y P BRATReRta B USRS or i ng

dat a t_o a medi % t'J\IL%tM[Jsl‘ftraglgg\;/ ! CgrogeSsg SRAINeG tb acgyvgroé's{egn 8n Qﬁé w&hd];ggfa
transmission of data 1o andsfrom other processi ng systens. I'gure 3
illustrate I ' fEScko ; systemin a nmobile
device in @%‘@’8&‘4@%@“&@ tB ﬁg]td%{ast?ﬁrﬁ%gntl on%@%ﬁﬁlgg‘{%m@gé%r ovi ded by
processes stored in software, firmvare, or hardware that perforns the
processes described. Process 300 begins in step 305 when the nobil e device
recei ves an SM5 nmessage from adniputsitedbéscriptioput er 115 via PSTN 130. The
generation, transm ssion, and reception of the nessage are conventional and
om tted for brethis ynveflin sdidtéd &t ai systdne amdt madhbd forecstpning eotteat irotrivbite
nessage formats may be used to transmt nessage over PSTN wi t hout departing
from t he icowmmunication devices. Morespesticutly, thisoinventips reléites kea sestern VerdesSneng
nessage are read. In step 315, the systemin accordance with this invention
determ nes whet her the contents of the SM5 nessage include a command code
for a data transfer. One skilled in the art will recognize that this step
may | ook for other command codes to inplenment different functions that are
not related to the current invention w tthout departing fromthis invention.
If the contents do not include the conmand code, the system causes the SMS
to be handled in a conventional nmanner in step 330 and process 300 ends. If
the contents include the command code, the function indicated by the
command code is perfornmed in step 320. In particular, a command code
indicating a data transfer is to be perfornmed is detected and the data

~ P~ P~



Figure 4 illustrates an enbodi nent of a process for performng a data
transfer in accordance with this invention. Process 400 begins with step
405. In step 405, the systemattenpts to establish a connection to a second
data network, such as Internet 110. In particular, the second data network
is adifferent network fromPSTN 130. In step 410, the system determ nes
whet her a odataécbbile ¢comniunicatioe deniced aiansenatrenwirdessscopynuariidationdioks between | g
connection is not established, the systemgenerates and transmts a
connect i on thaimobitedsigg.andr f@'ﬁP@'Yﬂ%ﬂaﬁdcdﬁt%ﬁFef@fbodl ment, the connection
failure SVMSB is transmitted to adm nistrator computer 115 in step 44 g
However, the corfilete il dlystraips petwors\i80 tag} pS€°’fTisaﬁ1n§ﬁ?1“f’E§fe'i‘8 "éﬁ?ﬂ?ﬁ@\"c"b Ty in

d th thi t | di
Connect 1 on Massagyanca bl Pt o Bohen 19b Ind . Dt siRs et

arer 1 m COvEisyEEn YRowPRSCpRer 0. FHLR T bnENeSH BN | 2
second addregs d@%aér Bgéeugtﬁ idh ?%%ﬁl Qﬂﬁgdr?étc%hﬁb | SUOkCTosRisPs RERRRtidaR!

connects to the address au omati ca e connection to the second
network is gaidrHa §&?dﬁms ﬁfé@ﬁa.bh@m%@&ﬁ@%% SRSFRER MY dabFBinGtie REAGESS
400 ends. a connection to the second data network is established,
the system maﬁ%&&raa'acer@iw&ﬁ efhBodim8Atl ofethe firventidne daiver t0RRSé@nectuetto t he
second data network in step 415. The address of the second data network may
be previ oudhterrit o1@andiyr drhequivaient yetebrktfbrecamphiirieatide wite ether digilgl drecessiog uded
as part of the command code wi thout departing fromthis invention.

The syst emsybtemsr ecei ves an acknow edgenent fromthe server in step 420.
The acknow edgenent includes an indication of the anount of data to
transfer. The syministraiorepororuterr gysiens 145 o penvaaianae %@B”ﬁéssyétﬁ@uﬂﬁt
menory avail able to store the data bei n%gtransf

rred in ste
nobi | e devigxgcuad ingkudtiondto RERYIdectih agRINRYAISF Wt?'ga"?tt&aélo’f"h%n gg‘f‘ﬁ"s"f’{?é t%yst em
T o 2% Fenel e B S5 RRo Forie e TR g b ESnd il SinBadifBs of

TP may e USRY O Sel ect

the data Sttﬁlé%{,eh{l gg&\%lskrgtogrcgﬁgutewggst% r1t1§r|§ %o}gﬂe% 4 Qmetalﬁg

limted to atasor m ne or time; gata not
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If a HTTP connection cannot be established, the systemattenpts to nmake a
socket connection to the server over a designated port in step 550. The
syst em det ermi nes whet her the socket connection is established in step 555.
If the socket connection is established, an indication of connection is
generated in step 520 and process 500 ends. | f connection cannot be
est abl i shecheetled teeprobitl® aosystend.in btvordapse avith dbis dnmventies Wherefoes, 4 hemplefes

anot her nmethod avail able to connect to'the second network. If there is

anot her netdeschiptiompf witdlass rauterci@fés @oiged topbeevity. f rom st ep 505. Ot her wi se,
process 500 generates an indication that no connection is available in step
535 and process Msbie sigrige 140 is a yyobile hand phenee RegsonalyRigialgAssivtatdEOA300

illustrates an enbodi nrent of the processes erforc{nsd b¢¥ adm ni st r at af
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and the command code for a data transfer. The SMS nessage is transmtted
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proper wireless base station 135 for transm ssion of the nmessage to nobile
devi ce 140 iusianly dRBEhei gmadopert8 7that execute Mistroetivss Gd@red hisnmaeotys ta erovidsei ve a
response at step 615. If no response is received, process 600 ends. If a
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transfer. After the second S ssage.is transmtted. .process 600 ends.
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be used t 0chhiB&Nb meddirpblelyeand MpoUOapaaYOy BuslA(b. amemesrbuar210Qonnddte
choi ce of conmunication protocol and encryption are left as design choices
for those €U Rkedl to méreriear 220 and 225 Ry dreessit dat bedjiimstructionst bewge® the t h
server 105 receiving a request for a data transfer from nobile device 140.
The exact meherigaanb6PHRPST dOnpus 245 coheeateGBE 205 4¢ peripbpral deviedsds draskit | ed
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of nobil e delaiketwernCRYY 285 god the geiirfieral fe¥ceseAne) ekitadiinibe aft !l grergnizs
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determnes if [ [ 40,,hS t ' I ng% . ' is
not aut henti ca%%olﬁsglg@éﬁ %%y%rzlg's‘c?ﬁH ag%%éﬁéﬁgmﬁnfeo% Vi '{é‘g ‘%%Anlggteﬁ

aut hent | caiBhon® By %10 ORoASLENIE! MEMohNF2P IR ifdlrudlRha dod ddtddeBEd ) St ep
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exact format of the acknow edgenent is left as a design choice for those

skill ed i nOhB&kiM&d in the art will recognize that any number of types of memory may be used to

perform this function.



Process 700 then remains idle until an acknow edgenent from nobil e device
140 is received in step 730. In sone enbodi nents, process 700 wll end if

t he acknow edgenent is not received in a certain anount of tine or if other
predetermned criteria are net. If an acknow edgenent is received, server
105 perforns the data transfer in step 735 and process 700 ends. The
above is a descrA poiatie ebmetybasds, memths aef Randvyrs tAzoessn Mecwooy dRALY, vé talsot he
invention as set forth below. It is envisioned that those skilled in the
art can andconnedted &smgmoay lhusr 21t | Velatileboethonz 826 sidres Hives instnyatines end ldateed
upon this invention that infringe on this invention as set forth in the

fol | owi ng chegded by CRH 205 tasparfogn gelivars instrugions faf prioqessesfeeh 8% erRiee@sers: a
transfer function by a nobile device conprising; recei ving a short
message serfof eevidngsa S¥sten g agrordansen with this dpveplienutre W‘L?damvﬁ‘ﬁe%@

t el ephonic network. reading cgntents of said short ssage seryic ssage;
det er ni ni ndeﬁﬂ%‘fzﬁé?at%yd‘“@g?ﬁ éﬂygesi %@W&“@o?ﬁﬂ??gmg(?&%%&o%&'yedg‘gg% °
transter f e hdiact tog usedd bR ARG dA8oh 2nicd ARhded nifie %S connection Lo

n .
a second dai'§ sponse sard contents Tncluding said comuand

code, wherei” SHPARLIAS, M}B&M%gg,fd;wwgdd, nfenithy 2451 Rorl BEvGOPSIEAH NO € O

sai d second data networ ecti'ng one sald plurality of systens

for connectifohintbed 8t BineCFGPHedRHAVIER ¥t to /O bus 215 to exchange data with
CPU 205 for use in applications being executed by CPU 205. /O device 230 is any
device that transmits and/or receives data from CPU 205. Keyboard 235 is a specific type
of I/O that receives user input and transmits the input to CPU 205. Display 240 receives
display data from CPU 205 and display images on a screen for a user to see. Memory
245 is a device that transmits and receives data to and from CPU 205 for storing data to a
media. Network device 250 connects CPU 205 to a network for transmission of data to
and from other processing systems.

Figure 3 illustrates a flow diagram of a process performed by a system in a mobile
device in accordance with this invention. The system is provided by processes stored in
software, fimware, or hardware that performs the processes described. Process 300
begins in step 305 when the mobile device receives an SMS message from administrator
computer 115 via PSTN 130. The generation, transmission, and reception of the message
are conventional and omitted for brevity. One skilled in the art will recognize that other
message formats may be used to transmit message over PSTN without departing from the
invention.

In step 310, contents of the received SMS message are read. In step 315, the
system in accordance with this invention determines whether the contents of the SMS
message include a command code for a data transfer. One skilled in the art will recognize
that this step may look for other command codes to implement different functions that are

not related to the current invention without departing from this invention.



attenpting to establish a connection to said second data network with said

sel ected one of said plurality of systems; determ ning said wreless
connection is established with said selected one of said plurality of
syst ens; repeating said step of selecting one of said plurality of

systens, attenpting to establish a connection to said second data network
w th sai d sel ectleitie @nsteots deaiotlinplude étei copnradindsgesieetine systand ahuses thie fMg to
whet her said connection is established with said sel ected one of said
plurality dfe sandtedrin staspyerttional gwaherdn stapi IBOANGrrIPGasy 300 eadsst b theueantents

connection is established; and performng said data transfer
function i ringledsplRsemmand cada. é’t“?ﬁuﬁ‘éﬁq"dﬂd'?ﬁ{%ﬁ by &Wﬁi@c@ﬂﬁr‘? periormed in
established. 2. The nethod of claim1 fur .t hat
Sal 0 ot © omien Phel I eI ade I GHNG £ Ga0h Lt etdg 1 b6 baGHnag id "2

ti h
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net wor k. 3. urt er conpri sing: receiving a
second short m%ﬁ&lﬁ@ﬁﬁfs\’r&@? AARFRRERNE B PROEsREHTIpRISHIRY 8daOFENstR fin

wherein said second short nessage service nessage includes an address on
sai d secontcdatian®eivi® litis WBARIND BrRicEss2 a0l 88Giné With Gstdle 40& e dn tstepp40d, ahen sai d

data transfer function at a later tine.
system attempts to establish a connection to a second data network, such as Internet 110.
In particular, the second data network is a different network from PSTN 130. In step 410,
the system determines whether a connection to the second data network is established.

If a connection is not established, the system generates and transmits a
connection failure SMS. In this particular embodiment, the connection failure SMS is
transmitted to administrator computer 115 in step 440. However, the connection failure
SMS may be transmitted to another party in accordance with this invention. In response
to sending the failure connection message, the mobile device receives a second SMS
message that includes a hyper-link, web address or other address that may be used at a
later time to comp!éte the transfer in step 445. In some embodiments, the second
address may include a second command that invokes a process that connects to the
address automatically when the connection to the second network is established. After
the second SMS message is received process 400 ends.

If a connection to the second data network is established, the system transmits a
request to a server for the data transfer over the second data network in step 415. The
address of the second data network may be previously stored by the memory of the
mobile device or may be included as part of the command code without departing from
this invention.

The system then receives an acknowledgement from the server in step 420. The

acknowledgement includes an indication of the amount of data to transfer. The system



The nmethod of claim3 further conprising: generating said second short
nmessage service in said admnistrator conputer. 5. The nmethod of claim3
further conprising: connecting to said second data network
subsequent to receiving said second short nessage service nessage; and
comuni cating with said address on said second data network to perform said
- data transfteén tetasiinesnif mdbile Bedcerad das ainougramembryvherileble te state She datsf
perform ng said data transfer function conprises: transmtting a request
for data tdeing tedsierssinorens 425 & heanbild dedcntQuirds. not faveTneuge METPNOIC cl ai m
6 wherein said step of perfornming said data transfer function conprises:
recei ving Staretthd dataothatsystemdmey efase fb 1gash RRIUGHMBRMPTY dinthe Mebilg devcasto angd
det erm ni ng whet her sai d devi ce has enough nenpr vai | [
t ot al amu?ﬁor@fh%r@ferred data in step 450. Any n%mber gpcr}{er?a may gg lugeé 8) get‘e()cc( e d

data stored in memory to erase. The criteria include, but are not limited to, data stored

prior to a predetermined date and/or time; data not accessed for a predetermined time; or

user input criteria. Before the data is erased, the system may prompt the user to backup

the selected data to a secondary media such as a removable memory media or an online

backup server. This allows the user to retrieve the data and serves as a fail safe in case

the user erases data that is important.

After step 450 or if there is sufficient memory to store the data, the system
generates and transmits a message to the server indicating the system is ready to
proceed with the data transfer in step 430. The system then receives and stores the
transferred data in step 435 and process 400 ends.

In accordance with some embodiments of this invention, mobile device 140 may
include components that allow connection to the second network in more than one manner.
Some examples include but are not limited to, broad band data connections, wireless
network antenna, and Bluetooth communicatibns. Figure 5 illustrates process 500 for
determining a connection. Process 500 provides a method in accordance with this
invention for connecting to the second network when more than one method may be
employed. Process 500 begins in step 505 by selecting a manner for connection. One
skilled in the art will recognize that the methods may be attempted in an order based on
criteria including, but not limited to, performance, cost, and user preference.

In step 510, the system attempts to establish a connection in the selected manner.

In step 515, the system determines whether a connection has been established. If a

connection has been established, the system attempts to establish a HTTP connection to

the address of the server in step 540. The system determines if the HTTP connection is

10



8. The method of claim7 wherein said step of performng said function
further conprises: transmtting a confirmation from said nobile
device to said second address in response to a determ nation that said
device has enough data to store said data. 9. The nethod of claim8

wherein said step of performng said data transfer function conprises:

transm tti ngipaibddalstepl 58M s Metboneltion S tQalihel, rapbihdicatide \of cenreetion Bai d
second data network in response to receiving said confirmation from said

mobi | e devigperateOn siEps20mtihmdcest 500 ahds. 7 wherei n said step of perforning
said data transfer conprises: erasing data fromnmenory of said
devi ce in respornkeHTTP eorthettion wammt be established dhelsystam atengiyfodeakgsesodkie have
sufficient menory to store said anmount of data. 11. The nmethod of claim 10
wher ei n datcanugatien te tenservercavenrfesionatef pogriasdep 58@ THEe WYEHRBIILE™IMES m 10
rased.  1IheeE theensal SIERETS FOUHIRIEE! S8 S50 "ABABaE BERLET By pe |
. . . &' éﬁﬁa%f AP RSt EPPRSTEY Rpe i s
o i bh e R B 4l pRELLESSH s ¢
If connection cannot be established in step 515 or 555, the system determines
‘whether there is another method available to connect to'the second network. If there is
another method available, process 500 repeats from step 505. Otherwise, process 500
generates an indication that no connection is available in step 535 and process 500 ends.
With reference to Figure 6, process 600 illustrates an embodiment of the
processes performed by administrator computer 115 in accordénce with an embodiment of
this invention. One skilled in the art will recognize the steps described in process 600 may
be performed by one or more different application being executed by administrator
computer system 115 without departing from this invention. Process 600 begins in step
605 by receiving an input from an administrator requesting a data transfer to mobile device.
In step 610, process 600 generates and transmits the SMS message to mobile
device 140. The SMS message includes tﬁe telephone number (PSTN address) of mobile
device 140 and the command code for a data transfer. The SMS message is transmitted
over Internet 110 to PSTN 130. PSTN 130, in turn, transmits the SMS to proper wireless
base station 135 for transmission of the message to mobile device 140 using RF signals
137.
Process 600 then waits to receive a response at step 615. If no response is
received, process 600 ends. If a failure to connect SMS is received from mobile device
140, process 600 generates and transmits a second SMS that includes a link or other

network connection address that may be used at a later time to complete the data transfer.

After the second SMS message is transmitted, process 600 ends. One skilled in the art

11



perform ng a user authentication in response to said device conmunicati ng
with said second address. 15. The nethod of claim 14 wherein said step of
perform ng said data transfer function further conprises: encrypting data
transm tted between said device and said second address. 16. The nethod of
claiml1l wherein said selecting is based upon predetermned criteria. 17.
The net hod wifi redoghioe thathetepsi 61 5sanddé20einay thengpmpseted g canothen systam, suthuas
criteria. 18. The nethod of claim1 further conprising: determ ni ng
whet her HT Tgerveo D@ withmhrepariingtfioonibisamventionai | abl e over said second data
network. 19. The nethod of claim 18 further conprising

comuni cat i ng wifigvre Ji Husietasner aabedient\ofthe rpeess R?gpfrﬁ'@dab% B%’W'f 1®Dort

in response to communi cati ons using HTTP fornmat bejn a
P complete the data transfer in accor%ance with one embod{m g\t oP %Ys {nven jon. One

skilled in the art will recognize that to protect the data being transferred, encryption of the
data should be employed. In.accordance with this invention, any encryption system may
be used to transmit data between mobile device 140 and server 105. The choice of
communication protocol and encryption are left as design choices for those skilled in the .
art. .

Process 700 begins in step 705 with server 105 receiving a request for a data
transfer from mobile device 140. The exact information and format of the request are left
to those skilled in the art. In some embodiments, the request will include an identification
of mobile device 140 or a user. Server 105 then determines the data to transfer based
upon the identification.

In step 710, server 105 performs a user and/or device authentication with mobile
device 140. The authentication is a conventional process and not explained in detail with
reference to process 700 and/or process 400. In step 715, server 105 determines if
mobile device 140 is authenticated. If mobile device 140 is not authenticated process 700
ends.

If mobile device 140 is authenticated, server 105 determines the amount of data to
transfer in step 720. Server 105 then generates and transmits an acknowledgement to
mobile device 140 that includes the amount of data to transmit in step 725. The exact
format of the acknowledgement is left as a design choice for those skilled in the art.

Process 700 then remains idle until an acknowledgement from mobile device 140
is received in step 730. In some embodiments, process 700 will end if the
acknowledgement is not received in a certain amount of time or if other predetermined
criteria are met. If an acknowledgement is received, server 105 performs the data transfer

in step 735 and process 700 ends.
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20. A systemfor providing a data transfer function for a nobile device
conprising: instructions for directing a processing unit in said nobile

devi ce to: receive a short nessage service nmessage from an
adm ni strator conputer via a wireless tel ephonic network, read contents of
said short nmessage service nessage, determ ne whether said contents

i ncl ude a conmmafbe aboke & ar descdption dfremntskienerttsiofca ispstem in accordarmetwtipthet o
establish a wirel ess connection to a second data network in response to
sai d cont eriveniiancdsuset fogth balow. b sremsisthnedthat thasreskdied istiedrtdaniaod Wlkdesigies a
plurality of systems for connecting to said second data network )

sel ect one a¢mativecerphadinagnts 9f Gis igyantiambases, uposriiie drvention Hat infripge A dat a
network, _attenpt to establish a connection to said second data
networ k wi tityestianpsset lorp krthe frllowing &18is-p ural ity of systens,

determ ne whether said wireless connection is established with said

sel ected one of said plurality of systens, repeat said instructions
to select one of said plurality of systens, attenpt to establish a
connection to said second data network with said selected one of said
plurality of systens, and determ ne whether said connection is established
for each of said plurality of systemuntil a connection is established, and

13



performsaid data transfer function in response to a determ nation that
sai d connection is established; and a nedi a readable by said
processing unit in said nobile device storing said instructions. 21. The
system of claim20 further conprising: instructions for directing said
processing unit,,in. sai.d bile device to: determ ne that said attenpt to
establish said aF?ﬁ%ﬂ@egg%nection failed, generate a response short
nmessage service indicating said wireless connection failed, and

transmt said response short nessage service nmessage to said adm ni strator

computer Y1 2 SRlfkttd B BEe TR BB gt i Bt e BT R T 2
e R R o e A e
reesaoe | QSRR oL SToord dea petverk whereln sad
e 25 o BB A o deaeR PR B 1ot ot e T
said second shgl NERFAHRRG" YA SohtBnBhdudd'l BoRhaRE YoaS PY R vBRGer
function;
attempting to establish a wireless connection to a second data network in response
to said contents including said command code, wherein said device includes a plurality of
systems for connecting to said second data network;
selecting one of said plurality of systems for connecting to said second data
network;
attempting to establish a connection to said second data network with said
selected one of said plurality of systems;
determining said wireless connection is established with said selected one of said
plurality of systems;
repeating said step of selecting one of said plurality of systems, attempting to
establish a connection to said second data network with said selected one of said plurality
of systems, and determining whether said connection is established with said selected one
of said plurality of system steps for each of said plurality of system until a connection is
established; and

performing said data transfer function in response to a determination that said

connection is established.

2. The method of claim 1 further comprising:

determining that said attempt to establish said wireless connection failed;

14



a nedi a readabl e by said processing unit in said adm nistrator conputer for
storing said instructions. 24. The system of claim 22 further conprising:
instructions for directing said processing unit in said nobile device to:
connect to said second data network subsequent to receiving said second

short nessage ' . .an communi.cate wi.th. sai d address on
sai d second da?gﬁﬁﬂgﬁﬁ%g&%@%%rs 8&%‘8533?%6 a%rtv'ziet‘P%{%%F‘grsaﬂ‘%W&!?‘?a%.°°””f§§°"rhe
syst em of ; i O wherein said instructions to performsaid data transfer

function C_OI’?’DYI ses: instructions for directing said processing unit in said
data metvor k. '3 PR°E rdb 8 hitet S Merth0F R e e o
Cai o pr oo LbBpHEt B sp R Al BB g Tro: ettt one Tor direeting
3. The method of claim 2 further comprising:
receiving a second short message service message from said administrator
computer wherein said secbnd short message service message includes an address on

said second data network wherein said address is to be used to perform said data transfer

function at a later time.

4, The method of claim 3 further comprising:

generating said second short message service in said administrator computer.

5. The method of claim 3 further comprising:

connecting to said second data network subsequent to receiving said second short
message service message; and

communicating with said address on said second data network to perform said

data transfer function.

6. The method of claim 1 wherein said step of performing said data transfer function
comprises:

transmitting a request for data to an address on said second data network.
7. The method of claim 6 wherein said step of performing said data transfer function

comprises:

receiving a total amount of data to be transferred from said address; and
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receive a total anount of data to be transferred fromsaid address, and
det erm ne whet her sai d device has enough nenory available to store said
total anmount of data. 27. The system of claim 26 wherein said instructions
to performsaid function further conprises: instructions for directing said
rocessing unit _in said bile. device to: transm t confirmation to
Do second adpeBa PR s TG s enqonpeBhY A AT s Fo SRR bR it
enough data tq §%O{e said data. 28. The system of claim 27 further
conpri si ng" oM O 9% hetructions for directing a processing unit in a
processi ng system having said second address to: transmt said data
fromsaid address to said nobile device over said second data network in

response to receivi aid confirmation from said bile device: a
bt Badapi 8¢ KA 3 HRL e hnre R &f PeoPoBneseig LSioantiie
storing Sgé{’q ri.Sns_t ructions. 29. The systemof claim 26 wherein said
instructi spfgsperform said data transfer

transmitting a confirmation from said mobile device to said second address in

response to a determination that said device has enough data to store said data.

9. The method of claim 8 wherein said step of performing said data transfer function
comprises:
transmitting said data from said address to said mobile device over said second

data network in response to receiving said confirmation from said mobile device.
10. The method of claim 7 wherein said step of performing said data transfer
comprises:

erasing data from memory of said device in response to a determination that said
mobile device does not have sufficient memory to store said amount of data.

11. The method of claim 10 wherein data older than a certain time is erased.

12. The method of claim 10 wherein data that has not been accessed for a

predetermined period is erased.
13. The method of claim 10 wherein data of a predetermined type is erased.

14. The method of claim 6 wherein said step of performing said data transfer function

further comprises:
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function conprises: instructions for directing a processing unit in said
nobi | e device to: erase data fromnenory of said device in response
to a determ nation that said nobile device does not have sufficient nmenory
to store said anount of data. 30. The system of claim26 wherein data ol der
than a certain tine is erased. 31The system of claim 26 wherein data that
has not been aPREXREY 7 sisenayheptioplemirheasPpesy tngsqid devigs g@mmunigatingydth
system of claim 26 wherein data of a predeterm ned type is erased. 33. The
syst em of Sqifl 8f¢ANPRAEIRSEher conpri si ng: instructions for directing a
processing unit in a processing system having said address to:

performa user authentication in response to said device comrunicating with

sai d second address and _ o _ _ _
15.  The method of claim 14 wherein said step of performing said data transfer function

further comprises:

encrypting data transmitted between said device and said second address.
16.  The method of claim 1 wherein said selecting is based upon predetermined criteria.
17. The method of claim 1 wherein said selecting is based upon user input criteria.

18.  The method of claim 1 further comprising:
determining whether HTTP format communications are available over said second

data network.

19. The method of claim 18 further comprising:
communicating with said second address via sockets using a specified port in

response to communications using HTTP format being unavailable.

20. A system for providing a data transfer function for a mobile device comprising:
instructions for directing a processing unit in said mobile device to:
receive a short message service message from an administrator computer
via a wireless telephonic network,
read contents of said short message service message,
determine whether said contents include a command code for a data

transfer function,
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a nmedi a readabl e by said processing unit in said processing systemfor
storing said instructions. 34. The system of claim 33 further conprising:
instructions for directing said processing unit in said processing system
havi ng said address to: encrypt data transmtted to said nobile device.

35. The system of claim 20 wherein said selecting is based upon ,
predet ermi ned crit effifept t9eestaiplish & wirglassrcopnestion o usereich dals peeredt i ng
i s based upon user input criteria. 37. The system of claim 20 further
conpri si ng: i nESPRRYY #hsaidofoniBNte MGIVNG 8P FRBPAERY RGeS uWNErei saidi aeVithhi | e
devi ce to: _ det ermi ne whet her HTTP format comruni cati ons, are

avai | abl e over inglidgs 3 PRBALY algvatemstiRbsannesing tprsaidspepatfidie Nefeh 37 furt her

conpri si ng:
P g select one of said plurality of systems for connecting to said second data

network,

attempt to establish a connection to said second data network with said
selected one of said plurality of systems,

determine whether said wireless connection is established with said
selected one of said plurality of systems,

repeat said instructions to select one of said plurality of systems, attempt to
establish a connection to said second data network with said selected one of said
plurality of systems, and determine whether said connection is established for each
of said plurality of system until a connection is established, and

perform said data transfer function in response to a determination that said
connection is established; and
a media readable by said processing unit in said mobile device storing said

instructions.

21. The system of claim 20 further comprising:
instructions for directing said processing unit in said mobile device to:
determine that said attempt to establish said wireless connection failed,
generate a response short message service indicating said wireless
connection failed, and
transmit said response short message service message to said

administrator computer via said wireless telephonic network.

22. The system of claim 21 further comprising:

instructions for directing said processing unit in said mobile device to:
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instructions for directing said processing unit in said nobile device to:
comuni cate with said second address via sockets using a specified port in
response to comruni cations using HITP format bei ng unavail able. 39. A system
for providing a data transfer function for a nobile device conprising:

circuitry in said nobil e device co figured to.receive 3 short ssage
service nmessage froftan adif ﬁ%zgﬁorp TEE FEBHC] NESSAR; Uy &8 4 I'@lﬁﬂatﬁfc

net wor k; circuitry in.said bi,l e device configured to.rea

Content s of sait8mSHET i MirdinLEuT Heohd rish Bigadte SeRIIEEtadeines e o
nmobi | e device cgnfigured .to determ ne whether said. contents include
command code f(?sgrzfsgaotnas?'? arrsPe DEIRRK Whereln salcgiaagr&is? fS 19 rCPes&F%“aﬁ%bi | e
devi ce confi gure& to aétengt t{) ?stﬁbl i shI ? ?irel ess connection to a second
data network i REPRIHIHL doedransieq MOsHe L At %'3{S5dMSdi ng sai d command code,
wherein said nobile device includes a plurality of systens for connecting
to said second data network; circuitry in said nobile device

configured,to | ect, on f i.d.plurality of systems for connecting to
sai d secoga' dat er%?t%rq‘i;cg'm ﬁgfurm%&c?'@ﬁf'?'g%/ in said mobile device
configured to

wih Sai d sel eliuiERRs R 4ol Mo SR AduriertoP SSRARERT £ 1T o
_sai d nobi I e devi ce conf i gureag to gleﬁ(grqm' ne whet her. sai({/j %%.%eiefs Cr%nﬂtee(r:'ti on
i s established with98M8°SEETRREY SHY BFSSZITPEY e Wi FHAYRNSYEIOL frRmPUter:

and

a media readable by said processing unit in said administrator computer for storing

said instructions.

24, The system of claim 22 further comprising:
instructions for directing said processing unit in said mobile device to:
connect to said second data network subsequent to receiving said second
short message service message; and
communicate with said address on said second data network to perform

said data transfer function.

25. The system of claim 20 wherein said instructions to perform said data transfer
function comprises:
instructions for directing said processing unit in said mobile device to:

transmit a request for data to an address on said second data network.

26. The system of claim 25 wherein said instructions to perform said data transfer
function comprises:
instructions for directing said processing unit in said mobile device to:

receive a total amount of data to be transferred from said address, and
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circuitry in said nobile device configured to repeat said application of
said circuitry configured to select one of said plurality of systens,
circuitry configured to attenpt to establish a connection to said second
data network with said selected one of said plurality of systens, and
circuitry configured to determ ne whether said connection js established
with said selected gﬁtgrralpegg]egwe&sap qVicp Ras PUgBMEYY aga@%leoﬁo %faiedsa“?
plurality of S}/stem unti# a connection is established; and circuitry
in said mobil e!'PRAMRINEBHAQured to performsaid data transfer function in
response to a determnation that said connection is established. 40. The
system of claim39 further conprising: circuitry in said nobile

device copfigured to determne that said attenpt to establi said_w,rel ess
Connect | oB" T o1 T8 syl o1 digim SR, E QAT DTS (o R B ADANCGT BaIED
generate a response short nessage service indicating said wreless

connect i ofPTRI9%&d; and circuitry in said nobile device configured to
transmt said response_short nessage service nessage to _sai d adm nistrator
Computer v sHSHOTS /8 L e P CaaHODES TG G A TTGHE S6Y8e & of |l ai 40
further conprising: . _circuitry in said nobile device configured to
recei ve a second shH?'ﬂs%s%a%‘?'EB?%céonﬁ%‘gaﬁéc%dorﬂdgﬁsa %ﬂ:lrf?ﬁ‘?@%?aﬁbra
conmput er wherei,n said second short message servi ce nmessage includes an

addr ess on sai BeERRBAPHARL AR oMY RILER Bla 1 SRIGFBESHR 1o be used to

performsaid data transfer function at a later tinme. 42. The system of

claim4l further conprising: circuitry in said adm ni strator
conput er nfigured to gener aid second short nmessage service in said
adgpni st rg%)'or B%)(ﬁt%m _o?claim 3‘5 ?urt%er compr(u;s?ng: g

instructions for directing a processing unit in a processing system having said
second address to:

transmit said data from said address to said mobile device over said

second data network in response to receiving said confirmation from said mobile
device; and

a media readable by said processing unit in said processing system for storing said

instructions.

29. The system of claim 26 wherein said instructions to perform said data transfer
function comprises:
instructions for directing a processing unit in said mobile device to:
erase data from memory of said device in response to a determination that

said mobile device does not have sufficient memory fo store said amount of data.

30. The system of claim 26 wherein data older than a certain time is erased.

31. The system of claim 26 wherein data that has not been accessed for a

predetermined period is erased.
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43. The system of claim41l further conprising: circuitry in said
nobi | e device configured to connect to said second data network subsequent
to receiving said second short nessage service nmessage; and circuitry
in said nobile device configured to communi cate with said address on said
second data network to performsaid data transfer function. 44The system of
claim 39 wherein said circuitry configured to said data transfer function
conpri ses; rcuitry in said nobile device configured to transmt a

request f 8% dafhe ﬁbst%m o5 8@ine 36 Whareiridta 9k e prrACRIMINaddYRR BIerasedls. The system
of claim39 wherein said circuitry configured to performsaid data transfer
function conpri ses: circuitry in said nobile device configured to
receive a_total amount of data to be transferred fromsaid address; and
ci rcui try3¥n shhQISYR®NIoECAEY P2 BrEEREIGRIEW t 0 det er mi ne whet her said device
has enough m&*rrpral/I available to store said total anount of data. 46. The
system of cl ai WeUuctipghefei Aireding & iPFRSEREIFY WHNNI @I EESEIBg pypest hawag aid
transfer
address to:
perform a user authentication in response to said device communicating
with said second address; and
a media readable by said processing unit in said processing system for storing said

instructions.

34. The system of claim 33 further comprising:
instructions for directing said processing unit in said processing system having said
address to:

encrypt data transmitted to said mobile device.

35. The system of claim 20 wherein said selecting is based upon predetermined

criteria.
36. The system of claim 20 wherein said selecting is based upon user input criteria.

37. The system of claim 20 further comprising:
instructions for directing said processing unit in said mobile device to:
determine whether HTTP format communications are available over said

second data network.

38. The system of claim 37 further comprising:

instructions for directing said processing unit in said mobile device to:
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function further conprises: circuitry in said nobile device
configured to transmt a confirmation to said second address in response to
a determ nation that said device has enough data to store said data. 47.
The system of claim46 further conprising: circuitry in an

adm ni strator conputer configured to transmt said data from saj d, address
to said rmobile devi RNBYBICAtEHH st eprINd Afdrene ViRIORKE UpiBE Foipseifipg port in
receiving said confirmation from said npbil e device. 48  The system of

cl ai m 45 wher ef8$PRsedo SOFRHNIGAoROHTING T & feregbeeingtpavailledat a” t r ansf er
function conpri ses: circuitry in said nobile device configured to
erase data fromnenory of said device in response to a determ nation that
sai d nobi | e devi ce does not have sufficient nmenory to store said anount of
data. 49. e s{SYSRNIPT BIOKIiNoAsdaiAdpBsAr WastoNIPHR MAbHS ASYCE EYTRISNS i ne i s
erased. predetermned period is erased, 51. The,igsten1of cl aim48 .
wherei n dat a OGFITCéIItWr%é@IngpHI&jd?Y}% cogfigiyred dg receivé a short message service

message from an administrator computer via a wireless telephonic network;

circuitry in said mobile device configured to read contents of said short message
service message;

circuitry in said mobile device configured to determine whether said contents
include a command code for a data transfer function;

circuitry in said mobile device configured to attempt to establish a wireless
connection to a second data network in response to said contents including said command
code, wherein said mobile device includes a plurality of systems for connecting to said
second data network;

circuitry in said mobile device configured to select one of said plurality of systems
for connecting to said second data network;

circuitry in said mobile device configured to attempt to establish a connection to
said second data network with said selected one of said plurality of systems;

circuitry in said mobile device configured to determine whether said wireless
connection is established with said selected one of said plurality of systems;

circuitry in said mobile device configured to repeat said application of said circuitry
configured to select one of said plurality of systems, circuitry configured to attempt to
establish a connection to said second data network with said selected one of said plurality
of systems, and circuitry configured to determine whether said connection is established
with said selected one of said plurality of systems for each of said plurality of system until
a connection is established; and

circuitry in said mobile device configured to perform said data transfer function in

response to a determination that said connection is established.
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52. The system of claim44 further conprising: circuitry in a
processi ng system having said address configured to performa user

aut hentication in response to said device communicating with said second
address. 53. The systemof claim52 further conprising: circuitry in
sai d processing system having said address configured to encrypt data
transmtted to said nobile device. 54. The system of claim 39 wherein said
selecting is based upon predeterm ned criteria. 55. The system of claim 39
wher ei n s&?-d séhesxsien of <aiph3@HEOFPTIREING nput criteria. 56. The system
of claim 39 further conprising: . circuitry in said nobile device
configured to a@yéwmméa\%mq?g? qderine P@Fﬂ%.’fedcé‘%/nﬁ%?r%’i“? dhat s7id aliemrtalg e
over said second data network. 57. The system of claim56 further

conpr i si ngStablish said wirglgss foppsetion failedy nobi | e device configured to

communi cate wth said second address via sockets using a specifjed port in
response to coffifiiiYcAtSasha10REG AVireeRnftayrerato %@%@edﬁgﬁﬁﬁpp%&@“ message

service indicating said wireless connection failed; and
circuitry in said mobile device configured to transmit said response short message

service message to said administrator computer via said wireless telephonic network.

41. The system of claim 40 further comprising:

circuitry in said mobile device configured to receive a second short message
service message from said administrator computer wherein said second short message
service message includes an address on said second data network wherein said address

is to be used to perform said data transfer function at a later time.

42. The system of claim 41 further comprising:
circuitry in said administrator computer configured to generate said second short

message service in said administrator computer.

43. The system of claim 41 further comprising:

circuitry in said mobile device configured to connect to said second data network
subsequent to receiving said second short message service message; and

circuitry in said mobile device configured to communicate with said address on

said second data network to perform said data transfer function.

44. The system of claim 39 wherein said circuitry configured to said data transfer

function comprises:
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circuitry in said mobile device configured to transmit a request for data to an

address on said second data network.

45. The system of claim 39 wherein said circuitry configured to perform said data

transfer function comprises:

circuitry in said mobile device configured to receive a total amount of data to be

transferred from said address; and

circuitry in said mobile device configured to determine whether said device has

enough memory available to store said total amount of data.

46.  The system of claim 45 wherein said circuitry configured to perform said transfer

function further comprises:

circuitry in said mobile device configured to transmit a confirmation to said second
address in response to a determination that said device has enough data to store said

data.

47. The system of claim 46 further comprising:
circuitry in an administrator computer configured to transmit said data from said

address to said mobile device over said second data network in response to receiving said

confirmation from said mobile device.

48. The system of claim 45 wherein said circuitry configured to perform said data

transfer function comprises:

circuitry in said mobile device configured to erase data from memory of said device
in response to a determination that said mobile device does not have sufficient memory to
store said amount of data.

49. The system of claim 48 wherein data older than a certain time is erased.
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50. The system of claim 48 wherein data that has not been accessed for a

predetermined period is erased.

51. The system of claim 48 wherein data of a predetermined type is erased.

52. The system of claim 44 further comprising:
circuitry in a processing system having said address configured to perform a user

authentication in response to said device communicating with said second address.

53. The system of claim 52 further comprising:

circuitry in said processing system having said address configured to encrypt data

transmitted to said mobile device.

54. The system of claim 39 wherein said selecting is based upon predetermined

criteria.

55. The system of claim 39 wherein said selecting is based upon user input criteria.

56. The system of claim 39 further comprising:

circuitry in said mobile device configured to determine whether HTTP format

communications are available over said second data network.

57. The system of claim 56 further comprising:
circuitry in said mobile device configured to communicate with said second address via

sockets using a specified port in response to communications using HTTP format being unavailabie.
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