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(57) Abstract: Provided are a key management method, device and system,
which are used for ensuring that a communication key between an appli-
cation function network element and a terminal device can still be success-
fully negotiated between the terminal device and the application function
network element after re-authentication occurs during an AKMA process.
The method comprises: a terminal device sending a first application session
establishment request message to a first application function network ele-
ment, wherein the establishment request message carries identification in-
formation of a first key, and the first key is a key for authentication and key
PRI management for applications (AKMA); the terminal device receiving a first
authentication request message during a re-authentication process, the ter-
minal device sending a response message of the first authentication request
message during the re-authentication process; the terminal device receiving
a response message that is from the establishment request message; and the
terminal device using the first key to deduce a communication key between
the terminal device and the first application function network element.
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601 First application session establishment request message
602  First request message
603/606  Generate a communication key between the terminal device and the first application
function network element
603 First key request message
604  Determine a first key
605  Firstkey
607  The communication key batween the terminal device and the first application function
network element
608-809  Re-authentication occurs
610  Response message of the first application session establishment request message
611 Use the first key to generate the communication key between the terminal device and
the first application function network element
612 Second application session establishment request message
AA  Terminal device
BB Authentication service function network element
CC  AKMA anchor point function network element
DD First application function network element
EE  Second application function network element
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