
;e3ec{cvvwDxyz6zT{u) 11 APR 2003 DATA LINK LAYER EXTENSIONS TO A  HIGH
LATRNCY WIRELESS MAC PROTOCOL This invention is in the field o wireless
communication and Media Access Control (MAC) Protocols with extensions and
method designed to improve performance in the communication environment.
Background of the Invention In a typical wireless communication network
environment that has a number of stations each device (network station) can
be Considered as having a MAC layer dad a Link layer, and would require the
use of MAC and Lick layer protocols . The .ink layer is responsible for
providing address discovery. address conflict resolution, connection setup,
information data exchange acrd disconnection service In same networks high
latency is often a big consideration due to the setup overhead required to
gain access to the media. In a typical networking environment the Link
layer protocol will be responsibie for ensuring end to end delivery of the
data. To accomplish this a typical .ink layer will incorporate a polling
process by which control frames are periodically exchanged between the
source ,old Carpet device to acknowledge reception of the sent data frames
In networks that suffer from high latency the overhead incurred by
utilizing this type of polling process can be very expensive (measured in
terms of throughput). The cumulative effect far the entire network when
Considering the aggregate cast of all devices in the network is even more
expensive In a wireless network latency can be measured by the time it
takes for a station to get access to the chancel. =n s wireless
environment, the bit-error-rate depend on the received signal quality at
any specific station arid on the signal-to-noise ratio (SNR) at the
receiver. =n general, the SNR depends on the distance of the receiver from
the transmitter) the transmitted power, and the enviroment itself (e. g.
open apace, charactaristics of the geographical space and materials used in
the environment). Assuming a fixed transmission newer and a given
environment, the SNR at any receiver depends on the distance from the
transmitter' as well as the level of interference (e. g. measured in terms
of power) at the receiver. This interference can be generated by the
enviroment (e.g. light sources of Infrared transmission) or by the signal
transmitted by other terminals. =a general, depending as the interference
characteristics modulation coding. or signal processing techniques can be
used to improve the SNR at a receiver tree J.Poakis sad M. Salehi
Communication systems Engineering Prentice Hall, 19g4) . For the Infrared
wireless medium, a   1 ~ APR zoo3 2 process based on repetition coding has
been proposed key f.Gfeller) w.Hirt, M, de Lange, and Beat wex;~s in
^wireless za.fxaxed Transmission: How To Reach A11 Office Space^,
Proceedings of IEEE VTC, Atlanta, April 1996. zn this process, each symbol
is transmitted n times (hence the term repetition coding) in the wireless
channel. we refer to n as axe repetition rate (R), the receivez~ in turn
z~eceives n symbols an,d makes a dec4ding decision. Now) a.9 we increase n,
the px4bability of receiving a symbol correctly increases and for a given
bit-error-rate ($ER) or signal-tonoise-ratio (SNR) at any receiver, drie
can find n in such a way that the probabi7,ity of receiving a correct
symbol is above a predefined level. ors a result, the repetition rate R
re4uired to receive a symbol Correctly with a predefined probability at a
given raCeiver depends on the interference level at the receiver as well as
its distance from the transmitter. xeace, since the 51R depends an the
geographical piacemen,t ead interference, the repetition rate necessary to
achieve a given H8R at a receirrer is not faxed for a11 Connections within
a wireless network. Distributed MAC pratccols in a wireless CSMA/CA
nr~twork are often plagued by a8yaometric or hidden nodes. dne common
proeesa to deal with this probi.em is an RT9/CTS style of iKAC pr4t4C41.
Now let rxs consider the problem of accesei.ng the shared medium using any
distributed or C44rdinated protocol (see M.SChwartz, ^TelecommuniCati4ns
Networks; protocols, biode11i~1g and l~alysi8", 198'1) . ~n general, if any
wireless terminal using a media access Gpntrol (MAC) protocol of choice
needs to transmit signals for coordinating the access to the medium) such
signals need to be heard bY a11 terminals using that medium. we refer to
any signal that bears information important to the 1~C prot.ocol, media
coordination, ar reservation as reservation or control symbol (the ___
co~rtrol symbol can be sE~nt from any wireXess terminal in a distributed
Mp,,C and by a central ooordizxation in a coordinated MAC). ThE~ collection
of all reservation symbols in $arh frame convey the resenratian inf4rmation
that is used to f4114w the MAC ~r4x.OCt~l rules and spepifiGations. There
are other type of signals ur s~nbol$ which we refer to aS inf4xmation or
data symbols which are used for transferring inf4rmatioa such as higher
layer protocol data units from a transmitter to a specific recEiver or a
gr4ug d~ receivers tin case of multicast). These symbols d0 not bear any
reservation ar control meaning and hence do not need to be heaxd,by a11
texzninais using a shared wirexess medium. Now) xf reservati4n ox control
symbol8 are not heard by a~.l terminals that use the shared medium) the MAC
protocol rules will not be Followed correctly by a11 stat~.ons and any
Station that does not receive the reservation eigna.7) might try to access
the medium without being p~trmi.tted. As a result, colli$io~xs may ocpur
with a high pr4bability and depending on the M~aC protocol, the network
throughput can degrade. In other a~oras, the reservati.an reliability
-depend8 on the probability that all stations aoot~saing a Shared medium
1 1 APR 2003 3 receive a reservation symbol and in turn the media
thzoughput depends an the reservation reliability, Here one important issue
in the design of the MAC protocol is tkae choice of the repetition rate Iz.
Let us define C (I,~7) as the trsnsmission rates from station z to station
J. such that the received s~.mbol ez~eor probability at J is less tlxari a
predefined level, For a given saaximum transmission rats of Cmax with R~1
where each symbols is sent only once, Cmax/C(Z,J) defines the repetition
rate R(I,J) that a ter~.nal t uses to transmit symbols to J. As for
choosing the repetition rate R(T,J), one oaa choose to traa~nit all symbols
at the maximum r~rpetition ceding rate such that all stations aoCessing the
shazed medium can hear a11 transmissions (reservdtiori c~nd data). Eut this
will result in the lowest achievable throughput. 'r The method desczibed
herein in accordance with a preferred embodiment prptrides a process where
a11 symbols within controX (or xe.servatin~x) fsamea and/or Data frames are
sent with a repetition rate Rmax which is high enough that a11 stations
within the interference range can deCOde the s~,rmbols correctly with a
high probability. Consider a random access protocol based on
ReQUest-to-Send (RTS? and Clear-to-Send (CTS) as described by v.~hargavan)
A.bemers, S.shenker and L.~bang, in "MACAP1: A Media BcGesg PrGtoCOI oX
Wireless LANs". Proceeding of S2~Cpl~! 94, London, Ragland, August 1994. In
the light of the above discussion on multirate Go~uni,cation using
repetition coding. RTS and CTS packets shou3.d be sent With a repetition
coding rate Rmax which enables all terminal$ that share the wireless medium
to receive such control gaGkets or frames with a pxedeined high
probability. The problem in this Gase is that First o a11) highly
repetition coded RTS oX CTS packets will increase their tran9mission tinge
d,ri~d hence the co7.lision window of the MAC protocol and also reduce the
throughput. Ia addition, wh~.~the channel is reserved far au extended time
by doing a burst reservation, thez~e is a need for other terminals that are
not participating in the reservation to know that the Channel is ~n use and
to hold back any tx~tri,sa~i9ai.on. Note that even when the rese~rvati~oz~
i.s done with Rmax) there is a possibility that sours station may miss the
reservation exchange. Again, in order to soive'th.is problem, one could
send all informati.ou with Rmax, but this will result in a very low
th.z~oughput. The solution to this problem (as detiried in F.Gfeller,
P.Hortensius, M. Naghahineh) C . 0lsen, p . Re~r~a.ni ( 1~ . ICam, n .
btcKay, "Media Acces s Control protocols in a wlirele8s CGmfiuniGation
Network Supporting Multiple Tra~lsmi98iox~ Rates", U9 Patent No 5818826,
filed 7.7 June 199b) is to have the repetition rate R for the body of
control Frames legs than or eaual to ~nax. Th$t is the body of control
frames are transmittea with a repetition rate sv that thea,r destination
ca,~x receive and decade the body with a high probability. The header is
always repetition coded with  



~~ APR 2D3 eo that all stations wathin the interference range of a
transmitter Can receive and decode it with a high gxobability, This process
ig designed to inrreaae the throughput and reduce the oo111aion wiadaw on
tote transmission of re8ervatian control Frames le.g) RTSICTS) siaee if 11C
bodies were transmitted with the repetition code of Ruiax they will have a
poteatialiy much longer transmission time and hence a largez~ collision
window. A11 header fi.eld8 of any frame (reserrration frames ar data
flames) chat bedr any reservation specific information, axe repetition
Coded with Rmax and are in the frame header. The fields defi.aed below are
used ~.n the header in addition to any preamble for say other fields)
reqai,red by the physical layer. We assume that source and deatinati,on
addresses az~e withi.zs, the frame body and are sent with the repetitiox~
rate R. The fieJ.ds are: 1. Reservation Identification (1~D) - This field
identifies an Zp associated with an az~gaing reservatian~ attempt ax data
exchange. Since RrD is in the robusC header, it is heard with a high
probability by a11 stations with which the 4ransmittinq station can
interfere. The RID is defi~aed per raservatioa irx d static or a random
manner. That is a station that starts a re$ezvation, aan have a predef
fined RI1~ defined ursiquely for . ea.ah destinatiau, station, or it can
se7.ect a ra~ldom RID for the full duration of each reservation attempt and
data exchsnge. lvaather alternative use a the RzD is to define it for a
group of stations. to this case a11 stations with the same RzD would have a
comuaon repetition r8te R which e~iables thaat all to receive and decode
the transmission of any member of the group. Any station that z~eceives a
data ar coatr0l frame w~,th a RzD as5iqned to a group different fra~m the
one (or ones) assigned to that statior~, would ignore the transmission. In
other wards. any Station tries to lacy into signals transmitted a.t the
physical layer by statiops belonging to its own group (ar groups). , 2.
Frame Type - This fdeld defines the type of the frame. Firstly, it defines
if thr~ frame is a data frame or a control frame. Secondly, it defines the
sub-types of frames within cash defined type. Far data frames the
follavaing types are defined: (7.~ Reserved Data Frames which axe frames
that a.re seat using a re$ervatian exchange (2) Unreserved de~ta frames
which are frames transmitted arithaut going through the u11 reservatiC~n
exchange. For Control frames. at 1$ast the following frame types are ,
defined: Request-to-Send (RTS), Cxear-to-Send (CTS), 8nd-of-HUrst (EUH),
Fad - o f -burs t - Conf x xmed ( EbHC ) . and the: Aelaiowiedgemeat ( ACK)
frame 3) Resexwat~.on Time - This field defines the amount of time that a
medium is being reserved for, The field is carried in bath the RTS and CTS
voatrol frames. When used in a data frame it describes the size of the data
payload in bytes. This is also known as Black Length. (8L1.   ~ 1 AP R
~d~13 4. The regeti.tion rate RR defines the be$t data rata tJie requesting
station should use to seed it's data. finally the RRw field defixxes the
recomma~de~d rate by the target stat~Lori for sending the data. A Brief
pescriDt~.on of the orawinoe Figure ~, is a drawing of a reservatipa
praGesrs. zt dempnstxatea the protocol flow between a rs~uest~.r~g station
arid target station to setup and terminate a reeervati,Qn. Figure 2 is a
drawing of the new frame typ~a~g created for this inventive. fihe figure
describes Ghe tiel.ds used in the header anal body of the new 1~~ frames
invented. '  Figure 3 is a drawing of seguericed data. transfer scenario
between only ~ stations. It d~.sg7.ays the reservation praoess and
sequenced information exchange betraeea the requester and target station.
Figure 4 is a drawing of a r~roupcast data transfer. xt displays a
ses~enced data exchange between the requesl~er and multiple target ~t$tlC~
r As shovrn is figure ~, the p~eotC~co1 methGd is based oz~ a F~equest-to'
send (RTS) and Clear-to-Rend iCT~) frame Pxchange to reserve tl~e riiedium
before the beginxsiag of each data transmis~sir~n. Tri this proce$s station
(A) would sand do RTS tD station (E) . ~f 8tatiCm (8) roceives a RTS frame
it taould reply with a CTS to station (A) . This excl~~.ge would. announce
to a11 other stat5.ons that (A) and (s) have resexvBd the medium for some
defined period of time and will cow~exchange data. Al.l outer stations
hearing tbia exchange are expected to remain qt~i8t uxlt~.l the next period
o media contention. The reserved period of time is known as the Reservation
Time (RT) . The end' of the reserved period is a~uri,Ged by a frar4e
exchange handshake between the ~ participating stations. ~ltation (A) would
Bend an End-of-surer (RCS) request to station (S) and statiozt (E) would
reply with an End-of-Burst-Confirm IEOHC). An individual $tatiox~ may
ooat,end multiple times befe~xe aatuai~.y wi~,ing a reservation. We refer
to hhe time a statipn maY wait contending far the medium aS the Contention
Time. Summa'ryc~~ the =raven inn A framework according to one aspect of the
inventipa provides a acanbxnation that overc~aes difficulties encountered
is the pr~.ar art arid is capable of aGhi6wing sic~nif~Cant perfozman.oe
(xneaeured iri terms of throughput) gain.   



~ 1 AP ~ Q003 tine aepeCt of the invention provides a neethod fox
Communication between a number of atat~.4ns in a Communication network
using media access protocol, in ~rhiGh trans~issiQrr medium access is
granted to atati~5ris obtaining a successful reservation of the medium and
in which data trar~5miss~.on verification is performed by the protoCO1
within the reservation. In one embodiment of the method, a station in the
network that desired to make a reservation of the medium for communication
to anoti~er station would send a request message on the Communication
medium for a, reservation of the ~riedium from one station to a recipient
station in the network. The other station, the recipient station, would
then send a reservation confirmation. message which is received by the
atatir~ requesting the reservatia~, a~ad which respary.da to the
reservation confirmation message toy aenaing an ordered sequence of data
frames (preferably sequentially numbered) to the recipient station. Aftez~
sanding the ordered sequence of data frames, the sending ataticn sends an
es~,d of transmission message (aa end of burst message) to the reci.pieat
station, wh~.ctx confirms it Yry sending an end. a transmission
confirmation (and of burst confirmation) to the sending station identifying
the nutnbe~ of frames received in their original sequence. ereferaloly the
end of transmission Co~,firmation from the recipient station ~.dentifying
the number of frame,8 rBCeived ir. their Original sequence aaaamplishes
thin by identifying the next frame expected izs the aequence~, from the
sending station. If the next frame identiF~.ed is not coxxeat, i.e. is a
frame number other than one greater than the last Frame i.n the sequence
that was bent (indicating that some data is missing cr out of order). then
there apparently has been a communication failure and it is preferable for
the aen8inq station (for instance) by its eemmuaications __ facilities) to
be capable of re$~onding to this problem (far instance) by virtue of either
its hardware or software design, e.g. in the control ox link layer
initiating cammnunication, on recr~ipt of the end of transmieaiQn
confirmation). Preferably, the station will cause the transmission of the
remainder of the ordered seQuence of data frames to the recipient. In one
arigxoach t4 this the ccumiunicatioa facilities are adapted to cause the
i.r~itiation of a request for resex~ration pf the medium to seed the
remainder in a simiXa.r meaner as the origi.x~al transmission Was
accomplisb~ed. Another aspect Ot the invention gxovides a method for
multicast communication between a $rese7,ected grou9 of stati4as in a
communications network using a medium for communications in wk~ich a
station that requires eaaumunicabiors with a group of stations seals a rer;
uest message for a resex'vation of the medium addressed to a target
station, whiCli responds by sending a eleardnae to send message hack to the
sending station, which   1 ~ APR 2003 responds to the clear to send message
by Bending sequenced frames of data (aar~cyring seQUencing infoxmatin, such
as frame numbers) to the members Q the preselected group of recip~.ent
Btatiaris at the same time. The sending station polls selected stations in
the preselected gxoup of stations (for instance, by addressing them
individually) requesting acknowladgmr~nt of the number of sequenced data
frames received by the selectdd stations by sending palling frames
addressed to these stations. These stations respond by sending sequence
acknowledgment me$sages which are received by the sending station. The
steps are repeated until a11 selected statiC~z~s of the Dreaelected groug
Qf stations have been polled. lifter this the sending station sends an end
of burst meBSage to the target station for termination of the reservation
of the media, which responds by sending an cud of burst confirmation
~neBSage identifying how many frames have been ! received in their original
order preferably by including in the end of burst confirmation a frame
number that ig next in sequence tc the number of the last fraay received in
the original sequential order in which they were seat. If the data
transmission was not successfully Gomp~.eted, for instance because same
data frames were not receivod or were received in the wrong agqueuce the
arocess may be repeated for the frames subsegueat to those received in
their original order. I~or instance if only the first 2 frames of a 4 frame
seqlaenCe~ were rece~.ved iri thB correct order the 7.ast 2 frames can be
resent in a subseQUerit txans~aiasion reservation. In still another aspect
of the invention, if an acknowledgment is not received from a pol3.ed
station within a preselected time pe~xiod the sending station repeats the
polling of the polled station. -'e r One aspect of the i~veation herein
inCOxgorates responeibilitie.l that Wight be used in a link layer into a
wireless MAC protocol. While it was not apparent that thip approach was
workable it subsequently appeared, after significant expexa.mentation and
development that significant benefits could be realized. The concepts of
the invention are also we7.1 suited foz- other types of MAC protocols Chat
may incuz high latency. However they will not be discussed iri detail
lxere. fihe methods described hexein oan be used to impxove performance
(measured in terms of throughput) using a typic:ai RT9/CTS based
distributed M~ protocol. Once the media has been reserved the requesting
ata.tion iS now free to send xts data. The following uti7,ities are
designed to provide more efficient methods for this data exohange. The
Sequenced nets Transfer Modes aYlows the MAC to send k~C level aequeaced
data frames inside a reservation and get inBtant feedback from the target
station indicating whether frames were successfulip received in   ~ 1 AP R
Z~O~ seQuence. This is acao~apliahed by using a 9SQ field in the body of
the MAC SItATA frame as defined i,n Figure 2. The target E08C respoase
frame carries the sequence results froJn the target station. The GroupCast
Transfer mode prorrides a MAC level reliable multicaat (group address) data
tratrsfer process which Can provide immediate target station feedback to
t2~e ktp.C user from each member in the group ntulticast. The address
conflict resolution process provides a mechanism to perform MAC level
address conflict resolution without xnvolvinq the user o the M1~C protocol
( f , a . A Link Coatrc~i pz~otocoi ) . The MAC will provide a local
addzess mapping (taing the Link address ~.nd the local DEC address. Upon
detection of a dupiica.te MAC addz~esa the local address tabXe will be
uDda~ted arid remapped using the new M~ addr~55 lIl the table. The conflict
resolution proce8s will be i8alated from the upger protocol layer and will
not have any awaxenees of tb,e change. Datai~,.gd"_Descrivtian ,af the
Pr~~erred Embodiment 



zn. this section we will describe the methods of the invention using a
distributed CSMA/cA type of MAC protocol with repetitiGn coding as
8escribed isx the ba~ground. The invention contains several new frame
types, control frames header and tic body fields as illustrated i.~n detail
i.n Pigure a . Three new fxame types were invented to cvmDliment the ~I,C
protQCai, namely the Sequenced Data frame (SDATA). Sequenced PO11 frame
(SPOLh) and the Sequez~ced AClozowledgment (SACK) frame. The SDATA frame
hds a new sequence field which has been added to they MAC body of the
frame. The SriOr~I, frame is a simg7.e header with a remote uninast
deati.nation address (DA) i,eld contained is the MAC body. The sACx frame
is a simple header with the remote unicast ~9GUrce address (SA) which
should be ~.deatical to the (DA) f;eld of the SPOL~, contained in the MAC
body. The 9POLL is used to ppll xemote stations xo identify whether the
data pr$~riatxs7.y seat was received successfully iu sequence. The aACK
frame provides the target statz.ona resppnse to the Pplr,. The EOeC header
wag also modified to add a new Sequence (SEq) field to provide a means far
the taxget station to feedback status for pXeviausly transmitted data
frames received auccesgfully in sequence without error. Prooess~l:
Seauence8 d- ate Trana~~x Modes   1 1 APR 2003 The basi9 for tk~e invention
is tp provide a sequencing feature for data frames gent at the MAC level to
rp~duce the dependency on Link Layer polling. Frames which are suocessfully
received in sequa,.ace will be acknowledged ~.mmediately to the upper lxp7c
layer and will not require a polling sequence. Zn networks that incur high
latency tlxis is a valuable savings. Even networks that do not incur a high
latency will still rea7.izr~ some performance gains. =a this groceas,
illustrated is figure 3, a station (A) would contend for the channel using
the previously defined RT9/CTS prppess. The desb~.nat3vri field in the MAC
body pf the RTS frame from (A) is required tp be a uaicast address directed
at a specific target statio~a (E) as this process is only applicable for a
burst of data between 2 stations. Upon reception of the CTS from (H) the
requesting station (A) will begin sending the seau.erlced data (80ATA)
frames to (8) . The SDATA frames sent to (H) are re~iuxred to.use a unieast
address field for the destination address (DA) is the MAC bpdy. Each
conseputxve $DATA frame within the reservation burst will provide an
incrementing number in the SEQ field of the MAC body. After the last SDATA
frame is transa:itted then (A) w311 begin teznlinati.ou o the xesez~ration
using an EOB frame. UDOn reception of the EpH frame (8) will return to (A)
an LOBO t4 complete the termination handshake. The EO$C returned from (B)
to (A) will Can.tain a new SEC Field which will indicate the number of
frames received . successfully in their original sequence during the
reservation burst. The SEG) counter on both stati~xas will be reset at the
ez:d of the reservation. The sequence cauater could start at any known
pOSition) the typical value used would be zero or one, 1 a station (A) were
to aea,d 4 trames to station (e) upon te~~~.~ting the reservatipn the
target static~an. would inform the requesting statipn of the next frame
erected in sequence. xf a' frame was received out of sequence the target
station (H) would stop incrementing it's sequence Counter and tell the
requesting station (A) to retransmit at the noxnt data was received out of
order from its original sequence. The requestfng stat;ton (A) can pass this
information to thB Link layer user of the MAC. If the user of the M3r is
in,ormed a11 data frames mere repp~ived coz~rectly it will np longer be
required to poll the remote station to discover this informatitsn. The
polling requirement would now only be aecessSrY ~ ea9ea where the BOBC
frame was lost. Two possible outCGales can happen at station (A). if the
EQEC frame was received by (A) then the link 7.ayer will, kaaw immediately
which frames were lost and Can begin error recovery immediately. However,
if the EOBC frame was lost then the link layer will not ktvow which frames
were successfully received and a yc711ing sequence wrpuld know be required.
This coa0.plete praceSS will resr~lt xn a valuable reduction in Link layer
overhead and reduce the amount of time the statipn would spend conterid~.ng
for the media. pseudo Code Explanatipn fOr Sequenced Data TrariBer Diode:
~ i AP R 2003 la IF ( MEDIUM Is IDLE sENn KTS Frame ' _~' ( CTS Frame
z~eceiv$d ) Set SEQ cotlxrter to 0 in lst SDATA frame Bead SDAfA rame LOQP
Increment SEQ counter Send SpATA frame Repeat loop until a11 ShAT'A frames
transmitted ENDx,00P SLND E0H 'ralne ZF ( F.080 frame received ) Extract
the SEQ field Pram the received EOeC frame iaorm Link Control number frames
suaaeeaully recei~red 



in sequence for lost data if any encouatared ELSE Link Control begins error
recovery reform Lin,lc Control np transmit canfixma.tioa available Lick
Cpatroi begins polling &8queace. ELSE GO Hack and RETRY RTS again ELSE wAIT
FOR IDLE MEDZtiM Process 2s Grounca9tinq with SPOLL and SACK frames Maxiy
networking prOtocalS use the concept of group addressing or multicaat
addressing sah~a0.es. ~'he basic principal fe that you provide a unique
address shared by multiple stations. ~1h$n data is sent to the group
address a11 stations listenir~q on the group address will receive the data.
The main motivation behihd this style of addreasinq prpcesa is it allows a
single transmit request to be heard by multiple Stations simuita~xeously._
However, in wireless protocoX schemes you are often not sure whether alJ.
the target stations can ail hear the transmitting source device. The basic
idea with groupcastiag is to provide a reliable transfer mode with group
addressing (multicast) by providj-ng confirmation that the data was
actually suGCe9sfully rete~ived in it~e original sequence. 'the fact that
this is a11 performed at the MAC level. pravidep additional performance
(measured in ter~As of throughput) advantages that could not be achieved by
using thi8 process at an upper gratocol layer. The Groupca9ting transfer
made xs similar to the Sequenced Data trapsfez~ mode except for the fact
that the transmiasio3a n~ in~rdlves multiple intended reoei~r$rs.   11 APR
~0~3 11 In this process) as illustrated is figure 4, the source station (A)
wi~,l, contend For and reserve the medium with a target device (8). The
target station (B) may b9 optiona7,ly part of the group. trrhen th,e media
has been reserred (A) will sand a burst. o SnATA frame9 using a multiGast
(Group) dest3uation address (DA). In this scenario, it is ~sxpeeGed that
(B) wou3,d be a member o the group listening on the group address. We se~ad
4 Sequenced Data frames, as described in the previous process the 8E~
parameter i.s incremented or each aonaecutive sDATA frame. Where the
requesting station (A) has fir~i8hed transmitting the sequence of SDATA
frames it w~.xx then proc9ed to individua7.lY poll each member c~f the
gro~xg. The requesting station could also optionally select t0 only poll a
select subset of the grQU~p. A group registratioD. procedure would need to
be defined to enable the Source station (A) to lwow a11 remote stations
associated to the specific group addxess. (A) will they proceed to pall
each a.zadividual member ai the group. The pol7~ing procedure 3s aornpleted
by (1~) sending au SPoLL fra~qa to a target sts.tiGm identified bx the
uni.cast (DA) in the MAC body. Th4 target Station at which the SPOLL frame
was directed will replx with a SACK frame. The header 4f the JACK frame
will provide the SEQ field f~rc~m the target station and will identify the
next frame expected in sequence to be reoeived by the target station in
this reservation boxer. The body of the SACK Frame will include the (SA1
field For the respoadi~ng statiafn and will be identical to the (DA)
prdv~.ded in tlxe SPOLL frame. A tim~eo~tt facility has been, incorporated
an the reduestinq station (A) to handle the Case where the sacK response
from (8) may get lost and not be receirred at (A). Ta such cases (A) could
attempt to Fetransmit the ~PDLL frame within the reservation and regent the
previously described proo6:dures. A retry limit wbuZd be defined tp Gantral
the number of time8 (A) would be allowed tt~ attefipt to get a respari6e to
the SPOLL. The SPOLL and SACK exchange between (A) and the n~act t3xget r
device would then be repeated far every u~ica~st (DA) address included in
the group. when a11 target devices is the group has bees polled the souxae
station (A) will then tez~minate the reservd,tioz~ by using the E08 l E080
handsha3~e termination. The rerluesting station (A) ai$o has the optional
aaility o palling the target statipn (B) explioitly to receive the 9EQ
resuit$ pr it may rely on the sEQ field in the 80$C frame. Providing Che
SEA field an the EOHC would el~,miaate the need of polling the station used
to establish the reservation. After all stations have been pQiled arid the
reservat3.on~ has bees terminated the M.~rC will report to the upper Link
layer the Statue of the transmitted data. if all stations received tk~.e
inteD.ded data then ao other actions ase required at the link ldyer.
However, if delta lose was detected then the link layer can perform it's
error recovery procedures. la the example Shown in figure 4 you can see a
situation where Station (A) and (C) received a11 4 frames correctly in
their original seQUenee. However, station (8) only received tlxe First 2
~ ~ ~~ ~t zov~ 12 frames correctly. The lank layer carr note use this
infarrnatian when perfprmi,ng link layer recovery. I~aeudo Code
aac~laaatic~n for Groupcasting l7ata Transfer Mode: IF ( MEOIUM ~S IDLE
SEND RT9 Frame 



IF ( CTS Fratae repeived ) Set BEQ counter tc~ D in lot SDATA frame Send
SDATA frame with Group address LOOP xncre~eat 8$Q counter Send 9DATA frame
with, group address Repeat loop xuatil dll SDATA frames transmitted
ENDLOQ~' POLL LppP Send Pall frame to remote station using unicagt address
IF (SRCK frame received from remote station.) , Extract the SEQ field from
the received sACR fx~me LLSE IF (poll retry limit exceeded) move on to the
next static~z~ tv poll ELSE resend the poll frame Repeat POLL LOOP for each
member tu~til all SPOLL frames transmitted END POLL LOdp SEND EOH Frame xF
( EOgC Frame received ? Extract the 9EQ (field from the receives EOSC frame
ELBE Inform Link Control na transmit confirmation ava~ixable far target
station Link Garitral begins polling SeQUeuce for target statioa. Tnform
Link.Control number frames received in We~uerice by the grpup Link Control
begins error recovery fax lost data xf any eacauritexed FsL9E v, GO Hack
aad R>;TRY RT9 again E~.SE WAIT FOR lI7JaE MEDTL1M   



~ 1 APR 2003 Process 3r Address Conflict Detection with local address map
inQ All MAC layer protCcols use some form of addressing pxocea$ to uniQUely
identify each station. Typically a link protocol would be responsible for
identifying address coilisit~us and taking procedures td resolve them. The
benefits of this new ~veat~on is the MAC will be able to detect and resolve
the address conflxCt quicker aid easier than a upper layer Link Control
protaaols. Also, the MAC protocol will provide a local maypir~g of the MAC
address to isolate the dynamic process from the upper layer protoao5.. This
will allow the MAC tv reassign a new MAC address with no issvolvement
required by the upper layer Link protocpi, hn this process, this aspect of
the invention would involve the MAC protr~col asaumiag the responsibility
for Address Conflict Resolution. The sc~urGe station will lfst~ to all
received MAC frataes whiclx are using a ( SA.) f field. Examples of these f
tames wou7.d include a11 tyt5e~s of DATA frames and the S.aCIC frame. If a
(S!y is detected with a iaatching value and the frame i.s received without
errors (ie as CRC error detected ) then the conflict is detected and
reported. The DEC prC~tocol perfprms this check on every frame reQeived
ca~nryiag an ISA). Upon deteetion the Ml~C will reassign a new value for
its own MAC address and update the address mappiac~ table. The MAC station
wr~uld also need to inform a7.1 stations it was i,s~ comvaunication with of
it a new address. The p~eocesa could dl9o be applied to resolve dueliCate
addresses an behalf of other atatipris in the network. This would be
aQCOmpli9hed using the address mapping table with Link Control and MAC
address pairings. A received MAC addre8s paired with an LC address
different than identified is the address table would be used to ide~atiy
the aanaingr station of the conflict. Jl =n the precediixg description
pseudocode examples have beet pzovided for a au5xe thorough unde~staudi.ng
of described embodiments of the invention. various apalications of the
riseudocode will be evident to those skilled fn the art., as~depending on
the ob~eGtives and equipment used for communioatipns network atat~.ons the
pseudocode could be used for the basi$ df software, micro code or hardware
implam~tation.   ~ 1 APR ~~~3 CLAIMS I. A method far corr~munication
between a phtrality of stations in a communication network using media
access protocol, in which medium access is granted to stations obtaining a
successful reservation of the medium and in which data transmission
verification is performed by said protocol within said reservation,
comprising- a method in which a first station: sends a request message on
said communication medium for a reservation of said mediu~o from said first
station to a recipient station in said network; receives from said
recipient station a reservation confirmation message; responds to said
reservation confirmation message by sending an ordered sequence of data
frarraes to said recipient station; after sending said ordered sequence of
data firarrAes sends an end of transmission message to said recipient
station; receives an end of transmission, confirmation from said recipient
station identifying the number of frames received in their original
sequence and the next frame expected in, said sequence. 2. The method of
claim I wherein communication link control means initiates said
communication method, wherein said communication liz~lc control means is
adapted to respond to receipt of said end of transmission confirmation if
said number of frames received in their original sequence is less than the
number of fi-ames originally sent. 3. The method of claf m 2 wherein said
cornmtuiication link ca:ntrol me2us as adapted to cause the transmission of
the remainder of said ordered sequence of data frames to said recipient. 4.
The method of claim 3 wherein said communication link corttral means is
adapted to cause the initiation of a request for reservation of said medium
in accordance with claim 1 to send said remainder. 5. The method of claim 1
wherein said first station: seztds a clearance to send request transmission
over said media addressed to a recipient station; receives a clear to send
message from said recipient station; responds to receipt of said clear to
send mesGage from said recipient by sending a sequentially numbered series
of data frames to said recipient: after sending said series of data frames.



1 ~ _ 'i 1 APR Q003 sends an end of transmission burst message to said
recipient; receives from said recipient an end of transmission burst
~rressage eoufi~-mation idc;ntifying a frame nwnber that is nest in
sequence to the number of the last frame received by said recipient for
those frames that were received in their original sequential order. 6 The
method of claim 5 wherein said first station is adapted to respond to said
end of burst message confirmation if said frame number received is not the
next number in sequence to the number of the last frame originally sent. 7.
The method of claim 6 wherein said communication link control means is
adapted to cause the transmission of the rennainder of said ordered
sequence of data frames to said recipient. 8. The method of claim 7 whErein
said communication link control means is adapted to cause the initiation of
a request for reservation of said medium in accordance with claim 1 to send
said remainder. 9. The method of claim 1 for multicast commuztication
between a preselected group of said plurality of stations wherein: said
first station sends a request message for a reservation of said medium
addressed to a target station; receives a clear to send rrtESSage from said
target station; responds to said clear to seztd message by sending a number
of sequenced ordered &arnes of data to said preselected group of recipient
stations; palls selected stations in said preselected group of stations
requesting acknowledgment of the number of sequenced data frames received
by said selected stations by sending palling frames individually addressed
to said selected stations in said preselected group of recipient stations;
receives sequence acknowledgment trtessages from said selected stations;
repeats said previous two steps until a11 selected stations of said
preselected group of stations have been polled; sends an end of burst
message to said target station for tez~mination of the reservation of said
media; receives an end of burst confirmation from said target station
identifying as a fta~me number' a xrumber that is next in sequence to the
number of the last frame received by said recipient for those frames that
were received izt their ariganal sequential order.   -16 - 1 1 AP R 200 10.
The method of claim 9 wherein communication link control means initiates
said communication method, wherein said communication link caniraJ means is
adapted to respond to receipt of said end of transmission canfinnation if
said number of frames received in their original sequence is less than the
number of frames originally sent. 11. The ntethod of claim 10 wherein said
communication linlc contra) xneaus is adapted to cause the transmission of
the remainder of said ordered sequence of data frames to said recipient.
12. The method of claim 11 wherein said connmunication link control means
is adapted to cause the initiation of a request for reservation of said
medium in accordance vu~ith claim 9 to send said remainder. 13. The znethad
of claim 1 for multicast communication between a preselected group of said
plurality of stations wherein: said first station sends a request message
for a reservation of said medium addressed to a target station; receives a
clear to send message from said target station; responds to said clear to
send message by sending a number of sequenced ordered frames of data to
said preselected group of recipient stations; individually polls selected
stations in said preselected group of stations requesting aclcxaawledgment
of the number of sequenced data frames received by said selected stations
by sending individual pall frames addressed respectively to each said
selected stations in said preselected group of recipient stations; receives
sequence acknowledgment frames from said selected stations that were
polled; repeats said previous two steps until all selected stations of said
preselected group of stations have been polled; sends an end of burst
message to 



said target station for termination of the reservation of said media;
receives an end of burst confirmation &am said target station identifying
as a frame number a number that is next in sequence to the number of the
last frame received by said recipient for those frames that were received
in their original sequential Order. 1~. The method of claim 13 wherein
communication link control rrteaz~,s initiates said communication method,
wherein said communication lirdc control meazts is adapted tn recnnnd tn
receipt c~f said end of transmission confirmation if said   _1~_ ~ ~
a~~zoo~ number of frames received in their original sequence is less than
the number of fidrnes originally sent. 15. The method of claim 14 wherein
said communication link control means is adapted la Cause ttte
irar~smission of the remainder of said ordered sequence of data frames to
said recipient. 16. The method of claim 15 wherein said communication link
control means is adapted to cause the initiation of a request for
reservation of said mediwm in accordance with claim 14 to send said
reanainder. 17. The method of claim 13 wherein if an acknowledgment is not
received from a polled station within a preselected time period said first
station repeats the palling of said polled station. 18. Communication means
for use in a media access protocol for performing multicast communication
in accordance with claim 13 between a preselected group of said piuraiity
of stations: comprising communication frame means for transmitting
inform2~tiaz~ befWeen said stations, said frame means comprising: sequenced
data frames including data sequence information; sequenced poll frames
addressed to selected recipient stations respectively, sequenced
acknowledgment ,frames addressed to said first station including sequence
information of information received by said selected recipients from which
said sequenced acknowledgment frames were sent; an end of transmission
confirmation frame including sequence infarrrxafiion of information
received by a station from which said frame was sent. 19. Cananxunicatian
means for use in a media access protocol for performing 



communication iri accordance with claim 1 between a plurality of stations:
comprising communication frame means far transmitting information between
said statia~ts, said frame means comprising: sequenced data names including
data sequence inormatiaz~; an end of iraasmissian confirmation frame
including sequence information of information received by a station from
which said frame . was sent.   S 1 Vii- rv `uuv -18 20. The method of
clxints 1) 5, 9 ar 13 further including address conflict resolution process
provides a mechanism to perform media access Ievel address coWict
resolution by providing local address mapping at each station using a link
address and a local media address whereupon on detection of a duplicate
media access address said local address .table will be updated and remapped
using a new media access address in said table. 21. Apparatus for
cotxarnunicatior~ between a plurality of stations in a cornmunieation
network using media access protocol, in which mediurtt access is granted to
stations obtaining a successful reservation of the medium and in which data
transmission verification is performed by slid protocol within said
reservation) comprising: requesting means at a first station for sending a
request message on said communication medium far a reservation of said
medium from said first station to a recipient station in said network;
receiving means at said first station for receiving fiorn said recipient
station a reservation confirmation message; data sending means responsive
to said reservation confirmation message for sending an ordered sequence of
data frames carrying ordering xnformatioz~ to said recipient station;
reservation tez~ination means for sending an end of transmission message to
said recipient station after said sending of said data frames; and, for
responding to an end of transmission confirmation from said recipient
station identifying the number of frames received in their original
sequence by identifying the next frame , expected in-sand sequence :for the
termination of said reservation ' 22 The apparatus of claim 21 further
including end of transmission confirmation means for generating an end of
transmission confirmation message identifying the number of frames received
in their original sequence by identifying the next flame expected xxr said
sequence. 23 , The apparatus of claim 22 further including rr~eans adapted
to cause the transmission of the remainder of said ordered sequence of data
frames when an incomplete sequerioe of frames is received. 24. The
apparatus of cl~irn 22, fuzther adapted ~`ar multicast communication
between a preselected group of said plurality of statian,s in said
cozr~munications network   1 ~ _ ~ ~ APR Z~O~ comprising: requesting means
at a first station for sending a request message for a reservation of said
meditun addressed to a target station; response means for receiving a clear
to send message from said target station, and for responding to said clear
to send message by sending a number of sequenced ordered frames of data to
said preselected group of recipient stations; palling means fr~r
individually polling selected stations in said preselected group of
stations requesting acknowledgment of the nunaber of sequenced data frames
received by said selected stations by sending pahing frames addressed to
said selected stations in said preselected group of recipient stations;
sequence acltnawledgment receiving means for receiving sequence
acknowledgment messages from said selected stations; end of reservation
burst messaging means far sending an end of burst message to said target
station for terrrxination of the reservation of said media; end of burst
receiving means for receiving an end of burst confirmation from said target
station identifying as a frame number a number that is~next in sequence to
the number of the last ftam4e received by said recipient far those &arnes
that were received in their original sequential order. 25. The apparatus of
claim 24 further including means responsive to receipt of said etad of
transmission cqnfirmation if said number of frames received in their
original sequence is less than the number of frames originally sent and to
transmit the remainder of said ordered sequence of data frames to said
recipient dvxring a subsequent reservation. 26. 'fhe apparatus of claim 21
further including means far address conflict resolution process comprising:
means for performing media access level address conflict resolution by
providing local address nxapping at a station using a T~ink address and a
local media address for responding to detection of a duplicate media access
address said local address table will be updated and remappad using a never
media access address in said table. 27. Communication moans for use in a
media access protocol fax performing communication in accordance with claim
1 between stations in a network of a 



plurality of stations: comprising communication frame means for
transmitting information between said stations, said Frame means
comprising; sequenced data frames including data sequence information; an
end of transmission confirmation   11 AP R 2003 -2a frame including
sequence inforn~ation identifying the next frame expected in said sequence
of information received by a station from which said frame was sent. 28.
Comnnunication means for use in a media access protocol for performing
communication in accordance with claim 1 between a plurality of stations.
comprising communication frame means for transmitting information between
said stations, said frame means comprising: sequenced data frames including
data sequence information, an end of transmission confirmation frame
including sequence information of information received by a station from
which said frame was sent. Z9. Apparatus of any of claims 18, x 9, 21, 22,
23, 24, 25, 26, ~7, ar 28 whereixa said apparatus is embodied in
programming means stored on a media capable of being used by stations afa
communication network. w .A.A!f.A,.A.AFn?.A@.A[@.A[r.AlnfL.AYyR.A!,,.AHR.A[
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