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BACKGROUND 1. Technical Field 10 The application generally describes a
system and net$YSTEMrAND METHODIEOR TRANSMIETENGrAND UKBEZING cati on, and in
particul ar the transm ssion andAATACEAMENTES i | i zati on of a nessage
attachnment in an el ectronic nessage addressed to a nobil e data

communi cati ons  devhi§ eapplicibh | drimde thee BEnefit B UhitedeSsaés Piovisionalfl Pithe Rel at ed
Art Secure Multipurpose Internet Mail Extensions (S/MM), Pretty Good

Pri vacy TM piiiie&#dh. Sed Ndo. G0B6FGE?, atied Braesknioare02s tirnaereddisdduresEGrlich - i |
nmessages. For a secure e- nmmil nessage, the sender of the e-mail nessage

nmay sign {ho&pdReERGEin b§RGENXRIe. t he nessage, or both sign and encrypt - the
nmessage. When a cryptographi c nessage having a 20 cryptographic attachnment
is received, display of the cryptographic attachment nay not be autonatic,
but instead may be contingent on further action by the user. On a desktop
system for exanple, the furtherggekicRoufy require the association of an
external tool for viewng the cryptographic attachnment, or saving the
attachnent to (disk faftlg. However, these actions available to a
desktop user may not be available to a nobile device user, as 25 the
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the nobilé DDI es o0

message attachment in an electronic message addressed to a mobile data communications

device (“mobile device™).

15 2. Description of the Related Art
Secure Multipurpose Internet Mail Extensions (S/MIME), Pretty Good Privacy™
(PGP), and OpenPGP are exemplary standards for secure e-mail messages. For a secure e-
mail message, the sender of the e-mail message may sign the message, encrypt the
message, or both sign and encrypt the message. When a cryptographic message having a
20  cryptographic attachment is received, display of the cryptographic attachment may not be
automatic, but instead may be contingent on further action by the .user. On a desktop
system, for example, the further action may require the association of an external tool for
viewing the cryptographic attachment, or saving the attachment to disk as a file. However,
these actions available to a desktop user may not be available to a mobile device user, as

25  the mobile device may be capable of performing only limited actions.



receive data over a wireless network, and these w reless netwrks often
have attachnment |imting devices that nay strip attachnments to prevent

| ar ge at twohmmmteso f rom overflowing 5 the capacity of theP@rr@loessionet wor k.
SUMMARY A nethod of handling cryptographic information in a conmunication
conpri sing b&hywalsestans andamdthaild afclrariefeiringl eeneih ts a tnaobile @oLitd Mmagalsbce

i ncludes the steps of 10 determning if the conmunication includes an

at t achnmengrewheepstbgrasHiPittashments 61y Péa0Rihg fHeintobild evicatNiosileardicesuiear ti ng t he
attachnment elenent into a body el enent upon determ ning that the

COMUNI Cakbddit daRChied@SwitlesahbtdorkyRnd tHRbERRElEss GRfRUTksSoftl haGé ¥RicR@ERPhI C
information. A systemfor enabling cryptographic information in an

at t achmentmiiflg deviRs SA0May d@ipAdeihaRsRdo bRvéht IR dt@clkBdttCRoh Ovdiflowhk | | zed
automatically at the nobile device conprises an inline generator operable

t 0 acoessyt BHalifyydiRoy e gedwdfior mation in the attachment and generate
inline cryptographic information fromthe cryptographic information in the
attachment and insert the inline cryptographic information into the
message. 20 BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is an overview of an
exanpl e comuni cation systemin wWiigaryobil e device may be used; Fig. 2
illustrates an attachnment limting device that strips attachnments from an

The at tachnent g of Sanghog chisRieBh T aliSh i8S REPEREARG ARTFAERT 1O
shows in 1%\%\1,2%1%&1 AR b tnal %’P&g&%& & al Eggif@(ﬁgﬂ{:ee ifRHI &%Ee??rbfsy“ em of
Fig. 1 in Wiich the Tnline generator, attachment Timting devl ce, and
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det ai he"éexe ary 1nl'rne generator o

cryptographic information and converting the attachment element into a body element

upon determining that the communication includes an attachment element comprising
cryptographic information.

A system for enabling cryptographic information in an attachment in a message

15 addressed to a mobile device to be utilized automatically at the mobile device comprises

an inline generator operable to access the cryptographic information in the attachment and

generate inline cryptographic information from the cryptographic information in the

attachment and insert the inline cryptographic information into the message.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is an overview of an example communication system in which a mobile
device may be used;

Fig. 2 illustrates an attachment limiting device that strips attachments from an e-
mail message;

25 Fig. 3 illustrates an inline generator upstream from the attachment limiting device;
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5 Fig. 6 shows in greater detail the exenplary inline extractor of Fig. 4,
Fig. 7 is a flowhart illustrating an exenplary enbodi nent of a nethod of
enabl i ng worogptwer aphic information to be utilized aut omaPCTraiAog/oados a
nobil e device; Fig. 8 is a‘flowhart illustrating an exenplary enbodi nment
of a nethod ofFigabishomwetin gedatey deitil the zlempntsrof picograaplel cominmingratiet systemat  a
nobil e device; 10 Fig. 9 is a block diagramillustrating an inline

gener at or pERigr hiot whicirdatuhline gefdrgor, B@achment lanitnegdevie:, didglinerofctanoexenpl ary
nobi |l e device; Fig. 11 is a bl ock diagram show ng an exanpl e conmuni cati on
syst em i nFigh3 bive bebeinagyquddpgr aphi ¢ i nformati on system and nmet hod may be
used; Fig. 12 is a block diagramof an alternative exanple conmunication
systemin 15 Fili Tdhotvbén geytatdeqil apixemplfyoinnmg depbraty st EgI4nd met hod may be
used; and Fig. 13 is a bl ock diagram of another alternative comrunication
systensi n whi chig, 4 Rws iy atag@pllite dxehphiBhlif exadsbesnrand; met hod may be
used. DETAI LED DESCRI PTI ON 20 The Internet Engi neering Task Force (IETF)

publ i shes det agihefisaFRFichitMbitRANRg af SledlplddPerthBodifiént bP) BBl of dhafBfler al , and
relating to Internet e-mail nessages, Miltlpurpose Internet Mail

Ext ensi ong-yLi¥MBic inP6iethtin M-ﬂe%iﬁ%d%ﬁﬁla’ti@él@ra@ghoyﬁé devixt ensions (S/M M),
and ot her Cryptographi c standards and protocols such as Pretty Good Privacy

(PGP). These agl hid Gk i,S of¢ Conment
(REQ) 25 docunbnts s e s, O aia 0 B Fe B e S et et

RFCs t her i £k : f hl - An e mail message
Q&t&natﬁ)gﬁf {ltﬁﬁﬁrﬁ% cﬁyﬁﬁ%ﬂgﬁ;&&%@?ﬁg#ﬁﬁ Fﬁgﬂ%%%?/ce, g

consists of two parts: part. The header part
f |1 L Qg . Qf . ks ; ' I head t of
R L G e R T e A
"M ME- Ver si on"gifi @6y s136id A5 RRYY aflchiMiry BESAIRMIBY e structured

Fig. 11 is a block diagram showing an example communication system in which

the cryﬁtographic information system and method may be used;
Fig. 12 is a block diagram of an alternative example communication system in
15  which the cryptographic information system and method may be used; and
Fig. 13 is a block diagram of another alternative communication system in which

the cryptographic information system and method may be used.

DETAILED DESCRIPTION
20 The Internet Engineering Task Force (IETF) publishes detailed specifications
relating to the Internet in general, and relating to Internet e-mail messages, Multipurpose
Internet Mail Extensions (MIME), Secure Multipurpose Internet Mail Extensions
(S/MIME), and other cryptographic standards and protocols such as Pretty Good Privacy
(PGP). These detailed specifications are published as Requests For Comment (RFC)

25  documents.



according to MM, as specified in RFC 1521, and subsequent RFCs thereto.

M ME thus specifies both an extension of e-mail nessage headers, and a
correspormiprigioztenuct ured body. Furthernore, a M ME structParahoboays can
itself be structured using MME, i.e., a 10 body part can itself have a
header part amRFCa8220shd absejuent RFE's dheidtdykpeeifiva n heades®aga fose-mail.Areg-ar chi cal
structure, rooted at the e-mail nessage, wherein sone of the e-mail nessage

header fighilléssapecqnistsSofawe patts ahdvhdderhmackan the bodl pal. uUBheplades.pafd ven t he
recursive nature of MME, it is customary to refer to a MME entity in

descri pt i ffss 4 flectinef eGubdlby ficlapplué pall e to a M ME entity such as a M ME
e-mai|l nessage, and to a M ME body part, 15 such as the body part of the

M ME e-mai | masgRdRadel pak of QN \eakil MBssigd hasdEfidls thidhrbek itk Svithd€ateh@t i on. A
M ME entity may be structured as S/IM Mg, as specified in RFC 1847 and

subsemientndRFGas hhanmE-vemidd Meld QUEH the Hody R QB afEdaSe a9 el ibredeSSagi N,
including authentication, nessage integrity and non-repudiation of origin

(using di ﬂc&aing% mﬂw ageﬁ)emﬁeaﬁl RAC 19711, ¥Cnbsbahéht RECY Eetefo. (MBVIRGhus _
encryption). . M ME 'signed entity typically has a "content type" field

whose val c1f1&ci)d{ﬁi%.ﬁ exte€ioh %&‘%rlﬁaﬂ st I\%eoﬁeraﬁé@' gHaegd corréﬂ&h ébé?ﬂ}ftuﬁelaat

contains at least two parts: a first ME entity part, a second
cryptogra‘p&zc information part. The cryptographic |nfornat|on part is
typically used to verify that the MME entity part has not been altered

ikt BT S SRR
t t

AL T S
secur I t y a‘aéﬁeggl & ?ét 1‘(90? zdl atpﬁ'e CS-/{I%./III I}/'%ECST? ng r%&&&? S(?IH& 11 %C Wml{}%%s?ag% ’ cont ent

type" fi e i par /encry and a
E?S%t E)g?; ﬁ%t %@@ﬁ%}g%%&gspgr%ﬁlv %M%a %etager £ elIlfvarllﬁet: p art \De%t thé ?Qc%%ﬁv%s
nature of MIME, it is customary to refer to a MIME entity in descriptions that are equally
applicable to a MIME entity such as a MIME e-mail message, and to a MIME body part,
15  such as the body part of the MIME e-mail message. This convention will be used in this
description. |
A MIME entity may be structured as S/MIME, as specified in RFC 1847 and
subsequent RFCs thereto. S/MIME governs cryptographic electronic messaging, including
authentication, message integrity and non-repudiation of origin (using digital signatures),
20  and privacy/data security (using encryption).

. An S/MIME signed entity typically has a “content type” field whose value includes
the tokens “multipart/signed,” and a body that contains at least two parts: a first MIME
entity part, and a second cryptographic information part. The cryptographic information
part is typically used to verify that the MIME entity part has not been altered and/or that

25  the sender of the S/MIME signed entity is known and/or trusted.
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information for the second part, and a second cryptographic information
part. An S/MME entity can be produced by signing and encrypting

oper at i orw0 0Boros1exanpl e, an S/M ME entity can be alternaPcraiapssimned,
encrypted, signed and then encrypted, or encrypted and then signed. Thus,
the use of theAn &AVIIME kdufpteshentityycanginsOat Aeastrrne cryptaguephicahfornadtion iped e

possi ble entities having at |east one cryptographic information part. The
crypt ogr aphg cryptogmaphie frifamagen is typicaly Sedtdecept ihe \S/MYMEcatiyptet astityg, cont ent
type field or a control information part that specifies the specific

crypt ogr aphiioc othercdeaaivy relatsiagperations. eeSMINIE &aciybidl entits seaydmvedfohtetise t he
crypt ographi c nessage syntax 15 protocol for the cryptographic information

part havetype’tfighe inbgseafalte dndlutes theadlken rfmpRiphrthdripted” candtaciidy thapeontdihe| d
havi ng a val ue which includes one of the tokens "application/x-pkcs7-

si gnat3ir eat RBhst "taPPdakts:d ifﬁ’é’!/pﬁrtpﬂﬁ@tsEoﬂiﬁiﬁmanyptagraﬁlﬁeffﬂrcﬁtb@ﬂ shecifyine ebadkdl, and
subsequent RFCs thereto. These tokens are used for S/M ME signed and

SI'M ME engiytitaBéh folBiR $&DAE part, R8P E SdcbiEéryptog@ptic Mdrinatisiigarof specific
cryptographi ¢ protocols can be used for cryptographic attachnents in

general, and SAMSNEINID cRéd;t dad Wedsroduced %g&@ﬂ?%%ndieﬁc@b@gcmﬁeﬁs.% as

specified in RFC 2015, and subsequent ereto, a "content type" of

"appl i cat LQR{PRIPmESMINY efkityad beARRIhARLly OREHRAPER WSed Gad R used to
specify the cryptographic information pait of an S/'M VE PGP encrypted and

S/'M ME PGE, 3y R by 2rcrfitdd bt tHeRSRAEL T 8Ly thd tlel FEREIRER: S/MIME entity is
"appl i cation/ pgp-keys™ can be used to specify that the 5 WD 03/}679619

PCT! CADS/ BQ8R%, o6y B B0 BR oS0 LAIIIB b RAE: G By REPuRSRRRaGC| Udes

PGP public keys. T us, t term cryptographic I nf I'on 1's used to cover
all manne ;ﬁpf information related to cryptographic operations. The
cryptogra% I'c information part in an SSMME entity can be a MME 5

at tachment . aspiesed ok 6itlc b MhaliBR P 5 M YRahiS Uk GUSSea U0 o A8utioSE 11

use with ’
type field or a control information part that specifies the specific cryptographic protocol

used. For example, S/MIME messages which use the cryptographic message syntax

15  protocol for the cryptographic information part have a cryptographic information part with
“content type” field having a value which includes one of the tokens “application/x-pkcs7-
signature” or “application/x-pkcs7-mime”, as specified in RFC 2311, and subsequent
RFCs thereto. These tokens are used for S/MIME signed and S/MIME encrypted
messages, respectiveiy.

20 A multitude of specific cryptographic protocols can be used for cryptographic
attachments in general, and S/MIME in particular. For example, in the case of PGP, as
specified in RFC 2015, and subsequent RFCs thereto, a “content type” of
“application/pgp-encrypted” and “application/pgp-signature” can be used to specify the
cryptographic information part of an S/MIME PGP encrypted and S/MIME PGP signed

25  entity, respectively. Furthermore, “application/pgp-keys” can be used to specify that the
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M crosoft CQutl ookTM M crosoft ExchangeTM M crosoft Qutl ook ExpressTM or
other simlar SSMM e-mail techniques. According to RFC 2183, and
subsequernwORB@®9614 heret o, M ME attachnments are M ME enti t iPEZ/GAVANO408VE a
content disposition header field whose value includes the token

" at t achmegptographidthiférafation pat of HEGPOHyssaparihclades tAGP fubliatkegc RIS the s
separate fromthe body part of a containing MM entity, and that the

di splay Qbrmi h@ﬁ&ig’éa%ﬁf&”ﬁfﬁmﬁf@ﬂisduse@tto Reve Uilofrahdes ,of Bhformatoh aelagarnsi ngent
upon sone furt action of the user. Fig. 1 is an overview of an exanple

comuni cagyf @;@Mﬁi@ﬁhh@thlch a nobile device may be used. There are many
di fferent topologles and the sinple systemshown in 15 Fig. 1

iI'Tustrativel yrhdepmpsthapti6 SinfoRBatRCPart AR Odn0 SIMINIE Wi chih @eC4 YWatMEr aphi ¢
attachnment processing systens and net hods described in the present

appl i oAt i pRCHERN PR s 1@Mﬁﬁ%owxgsmﬁ\4ﬁqg&lnﬂﬂb§%uémﬁs #odQ iPes1$4d, and

there may al so be addlélona nmessage senders and recipients in addition to

those depM%rr&gft' Auttdofim™, Iniidrb Bt ﬂxc'hgdg'ém rI@ﬁc@&soﬁ“O@ﬂJ&' Expp&90€or Ifdnert he

I nternet 2 a nessage server system4 w rel ess gateway 85,

Wi rel ess éngflz;rla§/tMIW§§ lérrﬁal?(?echﬁ&%y r ekg%zdng%nnect 3 %9@& aﬂ@%uﬁse&&ém g sdev' ce

100. An e-nal system to an ISP (Internet

Servi ce tﬁ% g E{%ﬂcﬁ/}@én?;'arglvﬁﬁ/@‘enﬂpes&h% haye %Hte?nq 1tﬁ)rﬂ h@%ﬁféﬁﬂ?ﬁ AN) t hat

| ocated w npany and connec oca netmor

I s connect df,t the iuﬂésehl%e%ken "‘at?achrnénéeq qg&l %j tfla{t) té@&ﬁh%f%&?éo through

c 1
a large A appli I on servic suc

PCT/ CAQ3/ A h

i nst g@ "gtaﬁﬁ'ﬂ%d{rg%’lafcg g]WI @8 % © 0A B ¥ S al?lﬁwﬁ@?ﬁ%my’tn é‘ | nt er net .
Th 40 r k t thin th
vt B shogldc%ﬁg%%@?mw A i A 1
| i ke. The gF sage server 40 can be, for exanple, an e- nall server. The

nmobi | e de%?PB‘é B UL

Fig. 1 is an overview of an example communication system in which a mobile
device may be used. There are many different topologies, and the simple system shown in
15  Fig. 1 illustratively demonstrates one such topology in which the cryptographic attachment
processing systems and methods described in the present application may be implemented.
Other topologies may also be used, and there may also be additional message senders and
recipients in addition to those depicted in Fig. 1.
Fig. 1 illustrates an e-mail sender 10, the Internet 20, a message server system 40, a
20 wireless gateway 85, wireless infrastructure 90, a wireless network 105, and a mobile
device 100.
An e-mail sender system 10 may be connected to an ISP (Internet .Service
Provider) on which a user of the system 10 has an account, or located within a company
and connected to a local area network (LAN) that is connected to the Internet 20, or

25  connected to the Internet 20 through a large ASP (application service provider) such as
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configured for receiving and possibly sending e-nmail and is associated with
an account on a nessage server 40. Perhaps the two npst comon nessage
servers awe oMozrsesoft  ExchangeTM and Lot us Domi noTM  The®eTpravdoetns are
often used in conjunction with Internet mail routers that typically use
UNI X- bas edm&asaddatink (OD). 0TI systems slookinan Fipd 1 hthydedieadde comiebted fhewrle

i nternedi ate conponents are not shown in Fig. 1, as they do not play a

di rect r okea hetwéREWN)RLiRG fap Medniidefchment processi ng descri bed bel ow.
Message servers _such as server 40 typically extend beyond just e-nai

sendi ng and r engiMdstape sbReY40nH9 bel inpleadated Wnadhawoikt ahaseer Siidirage engi nes
t hat have predefined database formats for data |ike calendars, to-do

l'ists, taglwhil DF S coBpdi®Bidh, ANEmPQet WRRhad P orlBSHRestith ! & @ ikeateay 85 and
infrastructure 90 provide a |ink between the Internet 20 and w reless

net wor 1Q8ssadeOlele oV@h Yoef 25 dRhpRN a8 %8RRI &drVere-THRI InobilBSAQT 100nBChani sm
The wireless infrastructure determ nes the nost |ikely network for |ocating

a given éb?lﬁﬁur@(ﬂfbrtrééé%% Aol Dol s@inkRENail KA RREMBENWRR YA LebER of!
wi rel ess networks. A nessage is then delivered to the nobile device 100

via wrel §§§es%a%@g§géﬁm.o[per&y@%addoym% R’ ﬁ&@gsg%eif f&wﬂéa&mﬁé@,ﬁ froma

base stati w reless network 105 to the nobile device 100. The

Tossages DR TR dnd BB S Rmfe | ENL RIOAR alf AERTER RLSGRERY Sl 7"

o | s MR T e Ry YR IR ERRSE BABEITR ol biipnBil, 7Y ol V%o

Cr adi 10 o e Ml ol okt e et BhRROBRT s AT dh gvs FREALRER o1 ocol

e g byt gt ihodmy S
(3¢ R S e cigihes e P qieDaed Saubase Tormat [ data

f or war ded!

like calendars, to-do lists, task lists, e-mail and documentation.

15 The wireless gateway 85 and infrastructure 90 provide a link between the Internet
20 and wireless network 105, collectively forming an exemplary e-mail transfer
mechanism. The wireless infrastructure determines the most likely network for locating a
given user and tracks the user as they roam between countries or wireless networks. A
message is then delivered to the mobile device 100 via wireless transmission, typically at a

20  radio frequency (RF), from a base station in the wireless network 105 to the mobile device
100. The particular network 105 may be virtually any wireless network over which
messages may be exchanged with the mobile device 100.

As shown in Fig. 1, an e-mail message 15 having a cryptographic attachment 14 is
sent by the e-mail sender 10 over the Internet 20. This message 15 is illustratively an

25  S/MIME message having a cryptographic attachment 14, and uses traditional Simple Mail
7



100. O her

known systens provide for automatic routing of such nessages

which are addressed using a specific e-mail address associated with the
nobi | e dewD®8/01%6 | n one enbodi nent, a nessage server 4@CACOEN0405S

associated wth a host system such as a hone
whi ch | n Tratsfer Pfotecdb (M ER) ERIF@E 2 hehdees atRIVIIME badynfidts kedafime itleocforrat HOO.

conputer or office conputer,

Messages directed to the nessage server 40 account are redirected fromthe
message tsSiyie medddgd 15 iddahdoliyplograpiely hfhikieht @S The@yesaige 15 agiey Rothe One such

exenpl ary redirector
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FROM A HOST SYSTEM TO A MOBILE DATA COWMUNI CATI ON DEVI CE HAVI NG A SHARED

15 ELECTRGh s ApRSESS-called eplﬁrrtmas@atge &b bR, Sherehi tBhmbbild dbeREN00 at ed

herein by reference. Regardless o

contral |
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Thaems b

eless infrastructure 90 includes a series of

%B&regsgd u%g \Age%ﬁﬁcnee{n\é%\?désg%ssozﬁ erﬁlOtﬂQ aoblio8si&CHod 1hent Nt egr at ed

rame Relay, or T1 connections using the

W rel ess gateway 8

connecti
Servi ces
TCP/IP p

mnreless ne

such as
WO 03/ 07

supp
stath ns

system may be of the type disclosed in United States
ORVATI ON

t he specific e-mai |l transfer mechani sm

i Ifé@lﬁesft HNebri NEesOfces BRERREHASA b tfe AEBIdoacHRY 16 HQeviche Message
15, or possibly a translated or reformatted version thereof due to the

1tal

f ??Aenﬁi%satagé &P\gap 9y Bccrotlrg 1sf 43@50%‘[&19&1& fﬁospégggg gﬁcﬁ'ap h&lﬁg term

cover erent types o

mnre ess net wor ks,

pet Bl & §°6a>zfi%“9ﬁl oL Bl Sl R S8 ATROUR AR 20 o
b
10 MRE P e @%g%‘%m%?e'a%"é‘% T AT Sg"a%’s but_are

, (2)

'? gfa lG:r (r)nutﬁ’gdgrtp‘g%f&%] tl%’ﬁilkf evé‘ie%x’ eg'bag/%lr%fg? gé:gucﬁlgéérf?gav%) é;ﬁ@:%\g%l léatl ons

(GSM an

15

20

25

dsygter:]r% nclgaeyn %cr: %lf ea%yif)gtdlsR?osecP ms%r te(f %ta(tecsﬁB@nt r'Na(;[ V%Pil% 699 th entitled

"SYSTEM AND METHOD FOR PUSHING INFORMATION FROM A HOST
SYSTEM TO A MOBILE DATA COMMUNICATION DEVICE HAVING A SHARED
ELECTRONIC ADDRESS," the entire disclosure of which is incorporated herein by
reference.

Regardless of the specific e-mail transfer mechanism controlling the forwarding of
messages to a mobile device 100, the message 15, or possibly a translated or reformatted
version thereof due to the stripping effect of an attachment limiting device, is sent to the
wireless gateway 85. The wireless infrastructure 90 includes a series of connections to
wireless network 105. These connections could be Integrated Services Digital Network
(ISDN), Frame Relay, or T1 connections using the TCP/IP protocol used throughout the
Internet. )

As used herein, the term “wireless network” may cover many different types of

wireless networks, such as (1) data-centric wireless networks, (2) voice-centric wireless
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devel oped by the standards comm ttee of CEPT, and (3) the future
third-generation (3G networks |ike Enhanced Data-rates for d obal

Evol uti orwOERGEs1nd Uni ver sal Mobil e Tel ecomruni cati ons PEYAtA®B40LMIS) .
GPRS is a data overlay on the very popular GSM w rel ess network, operating
in virtualetworkemd ¢Hunialymode Batvopks. thomearol shipporexbatipl escenfand O data
data-centric network include the MbitexTM Radi o Network, and the DataTACTM
Radi 0  Nefowmiudnicafforgnples sheofamel hesical diage statbonk s | Thed@ivestnet these kenibivel ude
Personal Communi cation Systens (PCS) networks |ike CDVA, GSM and TDVA
syst ens tdwat-modanwewh&e chida Huadat aot limidartb 1) AheCodeDaistbnidulkigiei Adbeeskor near |y
10 years. In addition to these illustrative wreless networks, other

Wi rel ess ey kewidBy (@) i Beouys ShecidloMbbite Y $hee BISHAD st i Goblle
illustrates three nessagi ng cases. First, the case where a nessage 15

havi ng a CiniiNeHdR (GSHY l2A¢ ML CEnekd BaSld: RSB RE (GPRSE bhetverk Behmobi | e
device 100 is illustrated. In this case, the integrity of the nessage 15 is

not cert ajeReloft B3 the SraAdirds donmiadecst CREMN AR $3N the fulthe tlﬂﬂidg@_éﬂéuéﬁ@t%)l s
operable to transfer or redirect e-mail to the nobile device 100 nmay have

an attac h{ERmrké 1ikd EhidgcdeDhGfaihios @1@&[ ERSufi®s GaseE R ihdattidgmandsse The

attachnent |imting device may not be known to the user of the nobil e

devi ce 10&3’160@ uhl3H§ I{SIS?stE’ﬁ?(UMi"%} EpRPRIa |(ﬁtaQﬁ'¥fl§}f3011]-t99v dr dxgviabl e to

ascertain whether t e fressage 15 originally incl'uded an at chnent or if

an att achpent Q@l%vohﬁ%ﬂeratgr{g]rlhggﬁlgﬂy LRr aﬁn&gS 2 gﬁ%mead&érrem\ﬁ}ﬁ& Jressage 16

is transnltte to t 1'ce I00 e nobil e device 100,

[th ﬂ, WO
051 KR ERAARE Sep B naGHl me MdbkBRRRARS REAR pp%%nﬁzziéét%f ‘Radlo 0 1 ted
to mobi |l gedeyhce x%n}p}qsgg%tfr %@a%? L se-céna& 9&4& ylnétgoa&@ siggestRioha the

first case, and al'so es the cas servi ce prOV|der of

(he o | et d Q0B RSELARAATNL A L1 oty e oo

,I[: :, gﬁ!s lmyi t L gage%t ehfg.{lgb?e 1naI%orth gll?lelllcr}:ll aln %vo%fdw&eoiglt %é’a*r‘l'yc‘lo”&%%ssa Ta d?tlon to

these illustrative wireless networks, other wireless networks may also be used.

15 The system shown in F1g 1 illustrates three messaging cases. First, the case where
a message 15 having a cryptographic attachment 14 is transmitted intact to the mobile
device 100 is illustrated. In this case, the integrity of the message 15 is not certain, as an
e-mail transfer mechanism in the network that is operable to transfer or redirect e-mail to
the mobile device 100 may have an attachment limiting device which strips message

20  attachments. The attachment limiting device may not be known to the user of the mobile
device 100, and thus the user of the mobile device 100 may not be able to ascertain
whether the message 15 originally included an attachment, or if an attachment has been
stripped.

In the second case, a stripped message 16 is transmitted to the mobile device 100.

25 At the mobile device 100, although message 15 was sent, stripped message 16 is received.
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nobi | e devi ce 100, regardl ess of the presence or absence of an attachnent
limting device in the system The case where cryptographic inline nessage
60 i s trawefeanred to nobile device 100 is described in decaidAoawoedos
reference to Figs. 3 - 10 below Fig. 2 illustrates an attachnment limting
devi ce 70Thehédse SithéreReripped aesRO6 if tamsmiged tbOneébilkbdevicB B9 dl@trdtes thEhe
nmessage may be a nessage 15 in Fig. 1 in the case where a stripped nessage

i s recei viagkga tglgéﬁ@ stk & i@y ified cafd) andalsPillhstiRs SBgfasd n RaRhalsehv@ast a
header part 12 and a cryptographic attachment 14. Headers 12 include known

e-mai | GifersofGhe ASbANEvICEOL00, stripsla@RBhmead Ghs 'a ke 6f courdd. ETHéSseconas el |
as, Wnen ME and S/M ME protocols are used, ot her header fields. The 15
att achnmend,gl mﬁnemesa%edg@d&ﬁnBélapsmrréfaeﬁmo@rx nessage 15 into a

stripped nmessage 16, which no |onger has attac msnt 14, and has headers 13
that djffer atgl® ?Sﬁl the @aaader ﬁlhné-érygﬁé))g/ﬁghkmﬁre%@flseﬁﬁdsﬂl&teﬁ% ffet achment

14. The attachment’ Timting dévice errente for exanple, by

using Mes 16%1%9%6 qggdtcﬁaf '8%919 @éme o§aﬂsgﬁc%roffaﬁ§uac(1§4§§’hmm oAzt ruct the

message 1 y request’i age el enents except 20 a tachnent 14

fromt heaﬁﬁuﬁg RER CENPLosd m&%ﬁ olonfi Sind e 6 P RSFAOGUR ™Y

al so be art nmessa n just attachnent 14

such as a évc%'lﬂglstag%gbeafntde%%em LIEL AL S 96 pllBgsage 15 go through

attachmsn(t1 evi ce ere ey are not attachnents, and
are transferr s of 1 J an inline
gener ator 65 ﬁgp% taz? ltlalgan{a%es St a[ttﬁ%%gthf F'%ﬁr?rlgn %Fe 17:6 at anp%%t%?ér\l}gétgﬁ‘}%%n

| at The, il - 10
D 03 TS BRerAdS OB e o '%%35%83@6 ipMEAE PR PR oo Sube e 1

at the nohi devi ce, 100. |Ilustrated in Fi 1. The
nessage 1anmq?é§agegr%qeyﬁagbtp plée e[vicgz[ﬁ(gm such as in tlhg case of an
S/'M ME nessa The info t|o hic attac rrent n be

| ocated wit hlg(rel3 -mgil pgssage, eaﬁ@%@%ﬁﬂ{%@%@ t ﬁﬂéﬁ‘f nltccﬁ?l ows a

header part havi "cont e
: P Headers 12qgclude known e- rgaﬂ fields such as the “To:”, “From:” and “Subject:” fields,

as well as, when MIME and S/MIME protocols are used, other header fields. The

15  attachment limiting device 70 transforms the e-mail message 15 into a stripped message

16, which no longer has attachment 14, and has headers 13 that differ at least from headers

12 by no 1onger referring to attachment 14. The attachment limiting device 70 may be

implemented, for example, by using Messaging Application Programmer’s Interface

(MAPI) to construct the message 16 by requesting all message elements except for

20  attachment 14 from the message server system 40 of Fig. 1. The e-mail message 15 may

also be a multipart message, having other parts than just attachment 14, such as a plain

text part. These other parts of message 15 go through attachment limiting device 70
unaltered as they are not attachments, and are transferred as parts of the message 16.

Fig. 3 illustrates in an inline generator 65 upstream from the attachment limiting

25  device 70. The inline generator 65 generates an inline e-mail message 60. The inline e-

10



di sposition"” header field/value pair that includes the token "attachnent".
The specific type of cryptographic attachnent in nessage 15 depends on the
crypt ogr awbios/opreet ocol used. For exanple, if the cryptogr2phicaoreswage
syntax used is S/ MM, then the cryptographic attachnment nay have a
"cont ent mwaibpessagd ahis tid iglink messagegededved av theusobilhideticd H¥) indlessthivdeasef t he
"pkcs" variant protocol tokens: "application/x-pkcs7- signature",

"appl i catilloswaredpk €7t.m ne", "application/ pkcs7-signature”,
"application/pkcs7-m ne", etc. Furthernore, in the absence of a specific
prot ocol, the Théfmdseagarts mayrhaveaneyptddriyfhiqataaiednts suals 80 the eskevdftah t he
attachnent can be used to determ ne the protocol used in the attachnent.
For exanms/RiIMEgedsidee Theifforatiemst tha cryplgiaphié attachmedtanbe hcateld withih t he
S/'M ME token "application/PKCS7-mi ne." The inline generator 65 converts

e- Nai |5 Mess dedy pat bNhRssafd 15 Ehat inipdigieBPRilewse a HeRder pht $196ge aGQontbit
extracting the cryptographic information from message 15, converting the

crypt ogr aftyositibif 8@ eI alud tpair &t indhidexané kEA @%achn@hi’pt ogr aphi ¢ inline
entity 64, and comuni cating the inline entity 64 to the nobile device 100.

This | ast steprndOpk&ifi@tHRNSY E§PBraphiorat@dMat & nfYsa %_élllstdetpbﬁdsrtﬁl fmessage 15
with message 60 at the e-mail transfer mechanism The attachment |imting

devi ce 7Q;yhrbdrafifid pl%wcbpugehle FoPbkhep1& Nt ufeycrﬁfz@grasph{bcﬁegsﬁga fBaRnkdd ¥ 64 i's

not an attachnent. Headers 62 are substantially simlar to headers 12,

except t RhiRARE A2y ARG VardaithoriRAS B8R SAABRABSI AP lehhalill 1Y 64

This ensures that 1nl |ne cryptographic e-nmail nessage 60 that has in its

body {fe ﬁ(zé’lﬁ’é QARG k%hé B the ni;kéé@vgﬁélﬁzp?&&%l E’oﬁiloﬁ\gﬁt{hg%h ?k%E'i' ty 64

retains the cryptograp rcin tiron extracted
regardles 4 he effe t ”I|n1t|n lggg ﬁonally,
in anotheﬁgg{ odlnent &%egirg%ﬁ%grap 1T inline & gﬁ%h ﬂ%@%

still havg Bl %g&é?’wﬁj nﬁqrﬁhﬁm?oqul ﬂteogbs%@%g'g%ﬁe&fxc 5&%{0?97 Eh%e

nultlpartz? nmessage part body,

then the "‘ ne” r l’lg£ abs OI{/III}QE (%eC%p socm ﬁiﬁ/ thcc)af at&ghrﬁeng%m‘g‘ %e Iug'ed tot he Dbody
%B Cand |nc

of nessag op § ona

determine the protocol used in the attachment. For example, the file name extension

15  ".p7m" is associated with the S/MIME token "application/PKCS7-mime."
The inline generator 65 converts e-mail message 15 into inline cryptographic e-
mail message 60, by extracting ihe cryptographic information from message 15,
converting the cryptographic information into an inline form as a cryptographic inline
entity 64, and communicating the inline entity 64 to the mobile device 100. This last step
20 is accomplished, for example, by substituting message 15 with message 60 at the e-mail
transfer mechanism. The attachment limiting device 70 will not strip the inline entity 64
since inline entity 64 is not an attachment. Headers 62 are substantially similar to headers
12, except that headers 62 specify that message 60 contains inline entity 64. This ensures

that inline cryptographic e-mail message 60 that has in its body the cryptographic inline

11



attachnment 14, and then enbed the inline entity 64 in the body of nessage
60. In one enbodi nent, the inline generator 65 may del ete the attachnent 14
after crwatosngeihe inline entity 64, and thus only one cepy/GN030MOS
cryptographic information is 10 sent to the nobile device 100 regardl ess
of the preaggrodae@ins aleseyptsraphicahionadtionRkirddted fionn gttacheentdé, réghrdldB oy
different nethods are possible in the inline generator 65 to prevent the

st ri ppi nghéffrnofdhafhvieihithy dancetdt achment |inmting device 70. In one
enbodi nent, headers 62 can be nodified to not specify entity 64 as an

attachnment, an@dfRRANE it Afiher SRbEdinkiity the 4rypfogidphictinEfLs-fHal) n@ s@Age 60
attachnment. | n another enbodi nent, the headers 62 specify that entity 64 is

an i nl i Ngagukll hive atthd}Ric@PY4 fiithih Yis 8BAR kdrRYahP8, 151 4RIABE ABNib& bdHs@idiat i on to
be automatically used at the nobile device 100. This can be acconplished

In a M MorSYREMIr & ¥WailoHasRers HY a &mﬁﬁa&ﬁ%m, fhen GRNIBRY odhedRRE5IdaRN” fiel d

in headers 62 having a token value of "inline". 20 By including the

may Do sraF] R B R R P, bl SRac 01 oY O
The st acaeicnf R wBRGARR! G iyl e, BN B o AT ant 1l Ly i 1
becatiee. the. ot SahampaREh. DBk FERRENOhy Bl F aRnfen FOMRKDY o4

the e-mai| a{trllgs ﬁ%a‘egl%lirflseoergl%g %4,%531%%%3%%& C:Ioé[ \gpth%?’c[rgng%%}%%fﬁgc{ T d'%{ 1@ 0405

€
att aCf‘II'TEI'ﬁr 1 ng devite cours I ne generator

hen: e By AMEAR R Fodisdfius A BOR RO BBnfe AR RS 0T

attachnments. that the inline e-mail nessage 60 may still have. The inline
eeﬁ sag y
gener at or?8%° 'however, may al so be configured to 5 convert other

RO CLYBLO0 RS, ALESEITERLS: 12 hkhRSy B g eogee S5 BGATER ki 170
stripping of an attachment by an attachment limiting device 70. In one embodiment,
headers 62 can be modified to not specify entity 64 as an attachment, and ensure that

15 entity 64 is not discernible as an attachment.

In another embodiment, the headers 62 specify that entity 64 is an inline entity,
thereby fully enabling the cryptographic information to be automatically used at the
mobile device 100. This can be accomplished in a MIME system, for example, by
including a “content disposition” field in headers 62 having a token value of “inline”.

20 By including the extracted cryptographic information of attachment 14, the inline
entity 64 may be smaller than attachment 14, since an attachment may also have to specify
a “filename” parameter. Thus, bandwidth requirements are reduced.

The attachment limiting device 70, if present, operates substantially in the same

way as was described in reference to Fig. 2 above. However, because the attachment 14

25 has been converted to an inline entity 64, the e-mail message 60 goes through the

12



design or due to external requirenments. For exanple, the attachnent
limting device 70 may be desi gned to be inplenmented at the inline

gener at orwb3d3/0a14escri bed above, or Wi rel ess gat eway P8F/o3Bo495 1, or
at another device in the connunlcatlon system such as a 10 Proxy Server
connect edattaghmgnt dineiting evige /@ umpBangad.t e@%&@lﬁ%lw the frelingt geaetatoefS isi mi ti ng
device 70 may be inplenented due to an external requirenent, such as in the
case in uifighred heleawer sthassonmayogrkphlOStaglmodngy unghangedgher the ateshment ur e 90
may be a private network that strips attachnents as a matter of course. In
anot her elgtgrenice 70hid predentevill sty tesr otb& atyhraémo thye ther iatiee e-oniler si on

15 information 63 detailing the conversion of the attachnment 14 into the

i nl i ne enmedsygetdD. maiheill leoyay &hes indine igaxfetatoradS| bowd8r, meny dldoce dosfigrak®sed by an
inline extractor 115 located in the nobile device 100 to reconstruct the
ori gi fal cmseagherionangptddiehiidiacimmntto idine émitiole enbodi ment, the
conversion information 63 conprises the original headers 12 of the

origi nal nessdage atéachmiene linditthgpdevive SR Mgy by irhpleméntdd ihethg 8ygsm eilier 9. 20
Regar dl ess of the presence of an attachment |imting device 70 in the
system t&&ignidildud @ geaaslabQiiredn@NFot Blanipte, e stachaént likbtifguddviver7opr ovi de
the capability to automatically wutilize the inline entity 64 at the nobile

devi ce 10Ray bOBesighed RELE KhplaGEMEd kRe MBRE kotOMtdrIVE, adBEERRA aBeabtateXt r act s
the cryptographic inline information 24 frominline e-mail mnessage 60.

I nline ex{BieisQatekdpssbl BERE, bf & dn¥ihrdehRE rSthé BRmGHMOIHRE k7R, Guitsane entity

64 25 fromthe nessage, and automatically extracts the inline crypt ogr aphic

i nfor p@t | BRxZ4edvEOnndFed P Wi 98P CA‘Q&*{]Q%Q}S thel dM@cHhhPliR@@PNI C

inline entity 64. Because a body part having an inline disposition type is

to be di splaxefh Qby ’BE 'n'nIpl%ﬁlgnt@dl’HQ@% b @ktk%al%ﬁﬁlrén%‘?'s\ﬁ&tﬂgs Enhﬁr‘le @%s%slﬂge 60,

t he nobi |l e devi ce s thus enabled to autonmatically utilize the

cryptogr aQEJcﬁ tﬂeﬁl%ﬁég?ﬁét%r 213)5 al}l%r {ré’.i %fagﬂllnﬁ g Ha %@E C'até)ﬁetwork

cryptographic 1 nformation erren or exanpl e, the

inline ex{h]agsq%&ran%&ﬁwg@% Q%aué%chlﬁ @ut omat i cal ly reconst ruct a nessage
y simlar

sufficien to an orrginal nessage 15 by fully reversing the

In another embodiment, the inline generator 65 may also generate conversion

15  information 63 detailing the conversion of the attachment 14 into the inline entity 64. The
conversion information 63 may then be accessed by an inline extractor 115 located in the
mobile device 100 to reconstruct the original message 15 and the attachment 14. In one
embodiment, the conversion information 63 comprises the original headers 12 of the
original message 15 prior to processing by the inline generator 65.

20 Regardless of the presence of an attachment limiting device 70 in the system, the
inline generator 65 and inline extractor 115 further provide the capability to automatically
utilize the inline entity 64 at the mobile device 100. The inline extractor 115 receives the
message 60 and extracts the cryptographic inline information 24 from inline e-mail
message 60. Inline extractor 115 automatically extracts the cryptographic inline entity 64

25  from the message, and automatically extracts the inline cryptographic information 24 from '

13



process of inline generator 65 to generate a reconstructed attachnment 14
fromthe inline cryptographic information 24. The inline extractor 115 may
reconst r WO osh®emessage 15 and the attachnent 14 by acce®€TrA0BL&0s
conversion information 63 detailing the conversion 10 of the attachnent 14
i nto the iheldryptogearthict ipliG/ntiffitd. Betawas bady fayt haeing asintine disgbsities syppgds 15 and
automatically reconstructed attachnment 14 may, however, require further

acti on by tabe disayed asutilized anboativally gponireceivhies thé masshgeed, thbdndbile devitonger
stored in an inline entity. In another enbodi nment, instead of utilizing
conver si 000 i3ftlarsreaablaio Giomaticallg athigt thaiayptbfraplos ingirmation®ssage 15, the
original message 15 is reconstructed by 15 determning the type of

i nformation stNoedryptogtablici wtilizatoreRE i driptEdaphine ideiRdihi 2Alhy aRpesati ng an
appropriate attachnment file name and converting the inline entity 64 back

into aftaghpieméntddt. Hoplex@NHBPHR, inlifle lR@acERSEl 50MaRbeSIMI NG SsHBRRhIGAL | ON,
the file name extension ".p7m is associated with the S/M ME t oken

"appl i cat kRBAJIES mBIsHR- suff-EféHﬁlx_)smhIfar @hni Mg ﬂ&?m@ﬁﬁget% WAlly rdesfgiiad ed with
the S/M ME token "application/ PKCS7-mme,”™ a 20 file nanme” having the

ext ensi oNprocBEHF iMBYE defer@bil GITRY %&@Ja{e)’a BeoRtatEed adkimblia 4 Al AR 1nﬁ ' ty 64

may be converted back into an tachnment 14 having the automatica

gener at ed crybiokfiphi@ TRfortdt@n 24. %@‘@ﬁhﬂer}:xﬂﬁcﬁ@li Els Iﬁﬁl éh&nsﬂuﬁ Wﬁlgssn% fShe

exanpl e com‘rum catlon systemof Fig. 1in whic e I nl'ine genérator

attachment,d ﬂhglatttdcﬁﬂxeﬁeiw g%cégsmftﬂg t%% . }sﬁﬁ nﬁt}hﬁeﬁlﬁfl @54 tgi%n%pﬁ% Bhivd §1 3 ar o

i npl emented. The 1 nline generator strativer enen in the

.14 WO § 3/ 817 1%9 ;ﬁacﬁgﬂt%qgté %‘lgﬁne WB@ t4g%?13 Iglglt)ve (}a{lﬂ?ecgﬁs?ru essg‘%quSe4 and is

integrate W reless gateway e cryptograp mai |

1 - I
T L AR RSSO O T
k 1 l. f |.ud .he t hi
neCunt 108 RIS 8RR SRR LS LB €
h f i tity 54_to th
e 10,1, 1 RARG" P 57 R, P SR B

reconstruct the original message 15, the original message 15 is reconstructed by

15 determining the type of information stored in the inline entity 64 and automatically
generating an appropriate attachment file name and converting the inline entity 64 back
into attachment 14. For example, in the case of an S/MIME communication, the file name
extension ".p7m" is associated with the S/MIME token "application/PKCS7-mime." Thus,
if an inline entity 64 is associated with the S/MIME token "application/PKCS7-mime," a

”

20 file name having the extension ".p7m" may be automatically generated and the inline
entity 64 may be converted back into an attachment 14 having the automatically generated
file name.

Fig. 4 shows in greater detail elements of the example communication system of

Fig. 1 in which the inline generator 65, attachment limiting device 70, and inline extractor

25 115 of Fig. 3 are implemented. The inline generator 65 is illustratively implemented in the

14



limting device 70. Mobile device 100 integrates the inline extractor 115
introduced in Fig. 3. A transceiver 110 at the nobile device 100 receives
t he cryptworoaphbgeed i nli ne e-mail nessage 10 60 via w rel ePSTRER0300405 105,
and provides the cryptographic inline e-mai| nmessage 60 to the inline

ext r act or Wirlsss mfragibicige PQ ebFigdt ppd isHetegratse | vathawiyeless saeway BhKq reeciext r act or
115 enabl es cryptographic information 24 to be utilized automatically upon
vi ewi ng ofhe Ggsiphicempil anegsage | ptcopraahthe messagnil§ intd coyptogiepiic inline gnot her
enbodi nent, the cryptographic inline e-mail nmessage 60, or 15

al ternati @@FIW%S%géc%nmd providel the-inkitiel c-mait mweragd 60 bathie nvgredass agtwenkhtdnt 14,
may be stored at the nobile device storage 130. In the case where

crypt ogr apting gendratonff iptaferaldy iendided ¢l craptoguaphiy pitadinmenidlbof BiggBdnver si on
of nmessage 5, it is preferred not to store the automatically decrypted
and/ or Sunsiygtegthphie Selange-Bail metshge 66 aftar inséFlingthe ngptogmphisaiifornadtivh asigh
decrypting and/or verification are automatic, a nessage is never stored in
the 20 clndiae en@Biyridetot the nessapt 6Qr thahbic alse baivithig the bedeftifof anyaph@@ieaphi c
inline e-nmail nessage 60 is nade avail able automatically at the device
100, a cr dipfithgrdepice €0.e-mail client 150 can automatically
cryptographically. process the nessage 60. Exanples of such autonmatic
processi ng i ncMotlite abvgek 00 irfiegtatdshibe prlaseneactef 185 ditdtibicl isiFgHag une in
cryptographic inline 25 informati on 24 of the nessage and/or applying a
private KenstéiOert100de e YisbiledevidtCIOpRéR M es the WPBMIIRELR Pedil FARIED0405

session key, the session key being part of cryptographic inline information

24. The s@95i wikclke heS@ik i05, tabd Brobﬁey&@@r}tpg)gﬁjﬁgyﬁfcﬁﬁﬁn@@mﬁﬂ%’e)(sﬁ%@@(f) ¥gr sion of
(0}

nmessage 5, the encrypted version of nessage al so bei ng par t he

i nli ne cryptigeeadthétol TOrBRbiRNoeAed inQRE oBil INRLAY ROVARTihd &x¢aLbPM ANd
decryption operations, if necessary, are conpleted, 5 automatically

crypt ogr aphipga! ér%pt@ér@ﬁﬁ§ SRErRARA 24TRS TR0Q 1126 aaﬁto%tiﬁﬁﬁv\g%%l?viteaﬁl U5 Cof the

nobi | e devi ce 100, along with cryptographic decryptio or verl ation

status " message 60 via a cryptographic e-mail client 150.
In another embodiment, the cryptographic inline e-mail message 60, or
15  alternatively a reconstructed e-mail message 15 having an attachment 14, may be stored at
the mobile device storage 130. In the case where cryptographic information 24 includes
an encrypted and/or signed version of message 5, it is preferred not to store the
automatically decrypted and/or unsigned message 5 in the clear. This ensures that
although decrypting and/or verification are automatic, a message is never stored in the
20 clear.

Since the cryptographic information 24 of cryptographic inline e-mail message 60
is made available automatically at the device 100, a cryptographic e-mail client 150 can
automatically cryptographically. process the message 60. Examples of such automatic
processing include checking for the presence of a digital signature in cryptographic inline

25  information 24 of the message and/or applying a private key 140 to decrypt an encrypted
15



information. Furthernore, clear nessage 5 can be automatically destroyed
when no |onger selected for view ng. Wien sending a nessage fromthe
nobi | e dewD®a/01%@9 the inline extractor 115 nay 10 al so pemfanopiedos
function of an inline generator 65, thus providing the ability to send
crypt ogr aghsion key,ithe session tkegsbeigopart o cryploigtaphid eivline inf@thatidh@g, et h t he
sending of traditional attachnents fromthe nobile device 100, as well as

sendi ng i s¥séioe kekatcan fin @it ee usedDi deRryghe ih GerdPled veByorbef meadape 8¢ thel N
anot her enbodi nent, inline generator 65 may also performthe functions of

the i nli nenceypiddasts@n of hiessagPd aiss b@iﬁ@?h@ﬁf @6 iflide ngﬁﬁbﬁﬁtinf&ﬁn@i@ﬁmﬂi ons of
inline generator 65 functions carried out at the nobile device 100 to

extract ohe isighitie dfRafRNbnd IR PRAI berslRnb,CE AQPssARd oY Q¥infiRted,
traditional attachment to the recipient of the nessage sent fromthe

mobi | es depiisBatkQfy crytbgrapiifally oot LRSS ARRINBIkn bd ARWINE RS Rthe
attachnment limting device 70, an attachnent” may be sent fromthe nobile

devi ce 10Qg% ABvitd!10pe aﬁyﬂ%i {oin h %grrgggc e ﬁtﬁec;neQnéllgr FefifiGlbh | ARG

attachnent by the inline 20 gener wirel ess gateway 85. The

dual mdeinff&gﬁﬁgrpn%h}tﬂéfmgfe, tctégr inr@sﬁgg 5 GRNGS Qﬁtgﬁla@c%llﬁrﬁéi%%d | Heh

extractor 115 may be triggered such that attachnents nicated to the
nobi | e deM&%&s&Qﬁaﬂ% vieQ erted to inline entities, and attachnents
communicat1on fromthe nobile device 100 are converted to inline entities

at the mobile ﬁéﬁgﬁpéggrtegﬁée’frg {hens 'es&bﬁgg%%ﬁ% ihgl?er e%ﬁ%&&r 1b1§%%‘§e”‘3d to

traditional atta W reless ga S, aci ng
oS ID B, 59 oD 5 BASAE S B 1B BRGS0
comun o SAwRYEt S FOR bk RIS B SRR St oo, o
D OV 990, A0S A T e EURL Rl L D5 51,5
oy recel ve BRLOTARTLC S L, ESsRge A2y AN 0 LLANAI s SEyRLo0" 2P ©
perform the functions of the inline extractor 115, and is configured to complement
15  operations of inline generator 65 functions carried out at the mobile device 100 to extract
the inline data sent from mobile device 100 and provide a traditional attachment to the
recipient of the message sent from the mobile device 100. Thus, if the wireless network
105 includes an attachment limiting device 70, an attachment may be sent from the mobile
device 100 as an inline entity, and then converted to a traditional attachment by the inline
20  generator 65 at the wireless gateway 85. The dual mode functionality of the inline
generator 65 and the inline extractor 115 may be triggered such that attachments
communicated to the mobile device 100 are converted to inline entities, and attachments
communication from the mobile device 100 are converted to inline entities at the mobile

device 100 before transmission, and thereafter converted to traditional attachments at the

25  wireless gateway 85. Thus, by placing inline generators 65 and inline extractors 115 at
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al so be used for receiving optional configuration instructions, for

i nstance regarding the optional stripping of attachnents. Processor 220

pr ocesseswOhg/oproogr am i nstructions found in an inline geRETAtA®B/0605t war e
nmodul e 230, and comuni cates with transceiver 210, as 10 well as with
optional strmuaipeai?el.in Shromanjeatidd Getvasksaol 0pdmmnddativh bfstdnm | thereapebitityact or

tabl e 250. Each row of the table 250 represents a rule and includes a

nobi | e dewi 'Genmel"natathménkdsves on@ bO Mo insérniediate ovaafMicafion dawbikt yh fg at | east
one nobile device, a MMe type 250T, as well as optional criteria 250C and

optional @reminitdias spt@cBpedvidgdoper ati ons 250P. An exenpl ary net hod that
may be inplenented wth these system conponents is 15 described in further

detail bel ow Wik 168 iefsRer dotalliagl exdmpldiySnlin?! den@atBEsHE r Atdlisc&iber@an, be
| ocated i n any nunber of different system conponents. In alternate

enbodi grengizh 4shsh EilekRe nBRRBE MiFact TabBNs RBed @&@éc@ﬁ"eid?ylﬁo%%fhlfceé-matﬂhat
communi cates with an e-mail transfer nechanism such as the el enents

connect edmbQyod B 8ADR BREHRErypBe@bhiEifine b.mdiNmbdieB0Mirdns&s R0l &, i n the
sane corrponen% as the 20 attachment limting device 70 of Fig. 3, in the

W rel ess M | t k- e
06 WoLkealidp recblgl'n% %ﬁg al Bb raubl'i‘ﬁx{s?rﬁécf{é)%{% if}i{ rt%ﬁtgﬁ’cenfleéaﬁ%ﬂ}%%r act or

W rel ess gateway 85. Fi OWs I n greater I

115 of F: gptioﬁal Jﬁ%%pﬁr%g‘g%ﬁcjlc\lﬂﬁl'ént}.l%oceé&%o %?oc}:ﬁ@s tﬂ%?ﬁ%@ﬁin&ﬁﬁﬁ%&?ﬁ%@r 110 of

Fig. 4, use elve cryptographic inline Ness

Transcei ver, 112 gy . 1?&9 S‘BH@L‘%@%QH(%Z%leU%d ab® AN eds M i[rgl%ceg%}g{lg%a%r ¢ (2)r5

confi gurah on 1 nstructl ons, e 1Tnline generator 1s SO €ena
ol I S A0, PRI RO R S o,
e col NI TR e e TR
Sl B L LRI N
table 350,¢gprecants & rule andncludes, an apeld cation 3504 or, gh her
An exemplary method that may be implemented with these system components is
15  described in further detail below with reference to F1g 7.
The inline generator 65 can be located in any number of different system
components. In alternate embodiments, the inline generator 65 can be located in a server
that communicates with an e-mail transfer mechanism, such as the elements connected to
message server 40 of Fig. 1, in the e-mail sender 10, in the same component as the
20  attachment limiting device 70 of Fig. 3, in the wireless network 105, in the wireless
infrastructure 90, or in the wireless gateway 85.
Fig. 6 shows in greater detail the inline extractor 115 of Fig. 4. A transceiver 112,
such as the wireless transceiver 110 of Fig. 4, is used to receive cryptographic inline e-

mail message 60. Transceiver 112 may optionally be used to transmit inline generator

25  configuration instructions, if the inline generator is so enabled, for example, to enable or
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reference to be signal ed upon conversion of an inline entity, such as
cryptographic inline entity 64, a MM type 350T, as well as optional
criteria 8bO®ozwdo opti onal post-inline processing operat POCRELADSOM05 An
exenplary nethod that may be used with these system 10 conponents is

descr i bed disablé inlink eperabixinaintl/ob eftaeimedt tstippif @b @npee MIME-iyge b&is. Pheisdt | ne-
extractor 115 is preferably located in the nobile device 100. Fig. 7 is a
f | owchart 320 presdssattherigstareti oML ¥xtiaeion esftvaie RBaRE BIW cemhMbhiOdésanie C
information to be utilized automatically at a nobile device 100. At step
410, an etdAmcivereld S pgOvelBasGHitAGorabMAVE Storii 140MRSSRAACH & thOhoBild@d 15
nmessage 5, is received. The step of receiving my enconpass an e-nai
nmessage bejoRge 15@6fFigwed from storage, for instance after being marked as
unread, or an e-namil nessage being received at a nessage server, such as

messagg server Stﬂfbge Al ShEdhatty Hlas infind Skud&bLESHH @@ﬁu%%%ﬁefSOt H8cs dﬁﬁbf message

received at step 410 has attachnments. This can be acconplishe sing MAPI,

or by ins %Ctﬁlblg' 95@ Ptﬁ")re%&{ty GLrHiE Gnd finciula@s anz%gﬁcz{fﬁh |350RSE defer dé\ﬁce%@&ﬁ'lé) usly

described. |f mai | message has attachnents, for exanple, |n t he case
of crypt OQJf@r&liH q % 1B G nfihE BRI
generate an |nle| %ee %%y rom %’%go% mal neggggy %QC %I(f%\%eggﬂ% ep 480.

L, i e O, ol S oﬁwm' °
03 079615 R GARLANARS M 5 i mgﬁﬁggﬁ%él%% .%rs‘%an@%‘h@%u?ygg o ctep

440, Eibt hg gn%&ts %? scnbec# §P fuft %Or %éﬁt‘;[u e& 4;;[’566 1{6@({ & 1g\r 81 eﬁ]tehlg 1?%{ gﬁ eisn

or der rmne con |gura

f th ttac sed ach rule 5 specifies a

cg:]vergl gﬁx%ac? oﬁ?ﬁg@rﬁgﬁﬂy%@ﬁ%ﬁ&ﬁﬁgﬁ eV{Cﬁéogttachﬁent i's (F:)oni/elrted to an
I tit nb .a default rule js. defined for

oo o+ SH TS TPORE TR band S A S kbt 210 reoa

n I Il rativel
ot be co n'%grrr}atelgn to be utlﬁgedaatutomeatl%lallyaét g ?nogllle (Sevme 100.

At step 410, an e-mail message, such as S/MIME e-mail Message 15, or e-mail

15 message 5, is recéived. The step of receiving may encompass an e-mail message being

retrieved from storage, for instance after beihg marked as unread, or, an e-mail message
‘being received at a message server, such as message server 40.

At step 420, it is determined whether the e-mail message received at step 410 has

attachments. This can be accomplished using MAPI, or by inspecting the structure of the

20  e-mail message, as previously described. If the e-mail message has attachments, for

example, in the case of cryptographic e-mail message 15, then steps 430 to 470 ensue to

generate an inline entity from the e-mail message, followedyby step 480. Conversely, if

the e-mail message does not have attachments, for example, in the case of e-mail message

5, then only step 480 ensues.
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rule for SMME is defined by el enments 250M and 250T of Fig. 5. These
el ements conprise a rule which can be interpreted as: regardl ess of the
reci pi entwP30Mwiothe e-nail 10 nessage, whenever an S/ M WETIGAD6/0@60 T
attachnment is found, the inline generator software nodule 230 enbeds the

attachment in Adseepl 430 8P httdch@emafl yheQf mhid heés@se ik prddssed thdugh sRPII@QJE.
Optional ly, additional operations can occur. For instance, criteria 250C

may be U&ﬁﬁﬂeb&ldﬂ‘%t(ﬁrtlﬁgdh@coﬁﬁedflﬁl%pam,%ﬁﬁﬁi“é‘i@%%@&tsﬁepp%@;i nline conditions to
be enbedded in the 15 lines of the body. If the condition 250C is net,

then pre-inling g@eimt kighge 230 conbul@d¥n ofBY toRR ARk i€ EbrBu@l@Ptablehe
information that i's derived fromthe nessage or attachnment that is

actual |y senfioRs adle! it iR krlthe affREnSXATRERTY béind PRc&ISE BlchIHM ME type
250T attachments, the criteria 250C can be "al'l", 7Tndicating that al

S/'M Mg at %%Eiﬁg?gfc&wé%ﬂﬂ!cgndiﬁ& E;éﬁ%%ﬂ&gbéiﬁgr fbEmt Bg%gggﬁt it B&nyBR o 00

Fur t her no re-ordering pre-inline opetration can adapt the
component ERbf el B B BBl KB ME (0D DRy R iR

pr ovi st ondt bl &RREGHEN, 28Ta@uRe e ohAneS AlyutIyh ot =
AU e e N BT e e N
ouof 1 BT ass e afRLpuL T RET LY mariheatr heotiea gt Foa v {ype
51 DR oS it PG B o e Ral A B RGLBRR eg
Then i 11 SHEE AR TRLYE RESPFE OF intsit tsdugy SLMREORHE FRvg | peg
attachment which is less than 32 kil obytes is received, then it 1is

di t her ed, ™P5588% turned into a black and white inmage, before it is enbedded

into the lines_ of the hody to adapt the inage to be displayed on a bl ack
and white scrd@pfionally, additional operations can occur. For instance, criteria 250C may be

used to determine if the attachment meets pre—inline conditions to be embedded in the

15  lines of the body. If the condition 250C is met, then pre-inline operations 250P, if any,
may be desired to adapt the information that is derived from the message or attachment
that is actually sent as an inline entity. For example, in the case of S/MIME type 250T
attachments, the criteria 250C can be “all”, indicating that all S/MIME attachments should
be embedded in the lines of the body.

20 Furthermore, a re-ordering pre-inline operation 250P can adapt the cryptographic
information in the S/MIME attachment so that optional components of the cryptographic
attachment appear at the end. Such re-ordering and pre-inline operations are disclosed in
United States Provisional Application S/N 60/297,681, filed on June 12, 2001, the

disclosure of which is incorporated herein by reference.
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Anot her exanple of a pre-inline operation is the "re-casting"” of an
attachnent into 10 an alternate data type or MME type that is nore
readi |y uwoabl®ead the nobil e device 100. For exanpl e, bpCraxsasni4g a
"vcard" attachnent type into an address book entry type, the nobile device
100 need not cOperaions tche alsc dedtidizéd etthrestheri attachnasmt aypds.e For leeakplendsr y.

Anot her exanple of recasting is providing a subset of attachnent data. For
exanpl e, illustrdwel iarHigisnek fiadt hdle hnme first sovaofthble 280 indivates fhHacht escigidi@isnessage
server 40 may be' 15 configured to verify the authenticity of the digital
certifi cagmail@fevi the MIMID @t iisCibégy theScrivedtai if i*sefk, < BI&Narddhiepre-a8ik bpdiationn! i ne
entity may only conprise the public key of the digital certificate, or the

stat us of oft faghetngt d]p@geﬁrtagé tonddied ih Ee L5SHRING, TIARGf b iR gla@ARinthigadi gi t al
certificate data need not be transferred. . If a rule or condition is net

in step 44Qreatdn@indt eGilabd 3B XDobA idtdeaGEI RN id i§ not%%b@&féﬁ @it 8/ 1inBS 6 an
inline entity and enbedded into the body of the e-mail nessage.

Conver sel #e bbdy. HéwHver, ¥a _]F%&Hn@'ﬁt {vhiich ¥ 1ed¥Blian! 32 191064 Reeil e et Step 460
t he attachnent is left intact, or optionally stripped to consérve bandw dth

over the MWidiBl68S.c., MELNARE 2 BicRBGH WEROMAEE Defile ﬁ%nﬁ@ﬁﬂeh?ﬂtg Bi1;mes d00. At
step 470, the next attachment, if any, is processed through steps 440 to

470. 25 1HOWEN Pk adhd: i LS AV REGE Wikl &éeaed then step 480
ensues. 20 W£ﬂ§%f0 9615 P%%% Bﬁ?1%405 At step i8 the processed e-mai

nmessage is se nAnc{Sl‘PerteQ’ﬂnﬂQ Bt z% gre%}ﬂe E dﬂlg s/l 48 'cgsuﬁé 8t ’an%ﬂgchﬁfehﬁhgal

attachnents can be optiona r enov romthe e- nessage, er eby

Pr ovi 8 Nt R ARONE, GROL) ANGE ARRAARD SRR LXABLANDRREA ferBL. 100°

attac V|ce € process, 480,

there is B oy 191 %I Pecysﬁ% gr‘%%rd” attaalmen?g%ig{gg% ({l%gsg%g(ﬁ( (t)rgcty nVﬁht Ed from

the receive t e-mal |- nmessa 2ase

Cont 1 nues™ b@e“%v&ﬁéﬁ%aee 3 oava*tbé‘tv%a?%é*?ﬁﬁ%glg?fitgﬁﬁ§¥da4%ﬁ%<en is Gnoures

that if a

Another example of recasting is providing a subset of attachment data. For
example, if the original attachment is a digital certificate, the message server 40 may be
15 configured to verify the authenticity of the digital certificate. If the authenticity is
verified, then the resulting inline entity may only comprise the public key of the digital
certificate, or the status of the digital certificate, for example, and the remaining digital
certificate data need not be transferred.
If a rule or condition is met in step 440, then at step 450 the attachment is
20 converted into an inline entity and embedded into the body of the e-mail message.
Conversely, if a rule or condition is not met in step 440, then at step 460 the
attachment is left intact, or optionally stripped to conserve bandwidth over the wireless
network 90 and resources at the mobile device 100.
At step 470, the next attachment, if any, is processed through steps 440 to 470.

25 However, if all attachments have been processed, then step 480 ensues.
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cryptographic inline nessage 60 or a regular e-mail nessage is received

w thout 10 attachnments at step 410, the nessage is not altered. Thus, the
process oWORBEH7967T9 nay be carried out sinultaneously at meCTiquos/odsati ons
in the system as processed nessages are not affected by further execution
of steps. 410 At s4$0t80;the pwcesdet] ¢-maih alessageia ¢ irsthenmpobile deliced@0t Aethisi r el ess
infrastructure 90, the wireless gateway 85, and other locations. Fig. 8
provi des sep, ltimariphral attdchmeiis edni begptonally esmpivad fromnthe elint®irhesedge, ahereliynod of

15 automatically using cryptographic information at a nobile device 100. At
step 510, paRidérgthé hbove aiatdened Datdwidth conisgpane BgpbfiCofi thd hthRhMEs Hia@engd0, or
e-mail nessage 5, is received. The step of receiving can be realized by

ei ther reggjigel Ng a mnessage over the wireless network 105, or by retrieving
a message froma data store in the nobile device 100. 20 At step 520, it

i s detgrm ned xhgs Bel oftthepBediBiakieRHSRISHEL SOV @A r§hBPrapilidiasea body

wth inline entities. In one enbodi nent, the determ na%lon i's made by

i nspect i Nghafi Bgessagt 60 ColveBte frohl heGedthlell FBRYRPRIc d-Mnafl HsElB5! HBRSage has
inline entities, for exanple, in the case of cryptographic inline e-mail

message 60,03y L il GhesRlR SR irEce:is{}liiuH@xo&"hftt%%éeﬁfk at Qﬂ;ep 1@ ¢-rail &Q&Qgezgelos 530

to 570 elnsue to convert the é-na nmessage, f ovvle by ‘step 580.f

cear o 1Pkl T kRS R R AR IO L
ont 1 oo, CORQBaplly AnfhE 00 R FSUED, o BHp il PRI | of (e
. . 4 .

of "ot 40 "SHBRATCA S P GCPRE B AT n Rty s 3R pEREBERIO TS S20°T e
consul ted | Ne (r)uq%{

t.o det.erm ne. i f N i ation table 350 contains a rule
Chat "t cpised Bl Slmd Bndt B o bl 1053, ARSI, LEBicRecs AP meGRith A"D 2 ©

P 0Ce 3 R M BRECALLRRn LB 1. ERSL BB TR ! 9
enbodi man}n’clu%e %fwelll%ietss {nyrla&ruicglre 90, the wireless gateway 85, and other locations.
Fig. 8 provides a flowchart illustrating an exemplary embodimeﬁt of a method of

15  automatically using cryptographic information at a mobile device 100.

At step 510, an e-mail message, such as cryptographic inline message 60, or e-mail
message 5, is received. The step of receiving can be realized by either receiving a
message over the wireless network 105, or by retrieving a message from a data store in the
mobile device 100.

20 At step 520, it is determined whether the e-mail message received at step 510 has a
body with inline entities. In one embodiment, the determination is made by inspecting the
structure of the e-mail message. If the e-mail message has inline entities, for example, in
the case of cryptographic inline e-mail message 60 having cryptographic inline entity 64
of Fig. 3, then steps 530 to 570 ensue to convert the e-mail message, followed by step 580.

25  Conversely, if the e-mail message does not have inline entities, for example, in the case of
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defined for cryptographic attachnents and configuration table 350 and
storage 340 need 10 not be consulted. The default rule is illustrated for
S/ M ME byweloanesis 350A and 350T of Fig. 6, which can bePcmtGopoewnsd as:
whenever an S/M ME type 350T inline entity is found, the inline extractor
sof twar e poHail @esgge 6x br acnessagsewith wptrasditianph attachmérgr g twidout fmyoinlinbe i nli ne
entity to automatically provide the cryptographic information found

t herei n. 28tit@yst themely step 2dinsiedsnal oper ati ons can occur. For exanpl e,
criteria 350C nay be wused to determne if the inline entity, once
extracted fromAt bep i35 sahénlineeatity of dete-mail mBBage(is poessedhroaginges 54ms and
shoul d therefore be post-inline processed. Additionally, optional

post -i nl i nad fepeadias omie OMesat b 540f eithbyat sRpE5Gpekdpsed. I n the case of
S/M ME conpatible.MME type 350T, the criteria 350C can be, for exanple,
"key/ CRL", andApesp 520) stdrhdeBA0AP LERUIEITH 38R0 deleekiNdir/cé8fidd:aion] tilé cat i ng
that the presence of an SSM M Private Key 40 of Fig. 4 is a pre-condition

for aut onmsb0 corl@sy ¥ Altd @it mdtctel Sorithe infife &ty dfithe ARl hidddage LAY BSRHCE Of a
certificate revocation list (CRL) is a pre-condition for verification of

the integtdcbise@ BacHi@ic SeciedNt kS Lbldifdl SpWnRh bk WeEsAge. Thus,
in the case of SSMME type 350T, decryption and verification

"decrypt / y@binkaion 3R iRthBinGhbdi@) isS@Batd’ & G dtbd / age
using the CRL can take place. i) A Raakyl B G il C%Angeg}’go%%ﬁrgﬁquanpl e

of how t hgs@neanb %ﬁtbg@ﬁrﬁé ardARRnE Afa Qﬁlf%.x%'ct}&lf %@Eﬂgsfomgfarsgog%g%%%%}a{ and

non-crypt ographic attachnents is 1llustr exanp assune

bi j ' : f 60. Pixel first
Culo ot AR RO, T adtall B SHSEEP R SIIR PR R ol p30F, (T

"browser” o ghe oM e, LYP e I‘uﬁe bREY 2520 V& 2 /MIIVI%’ £Y?%|3§?Tné lggrem%ﬂdi ot

pi xel s", Wt the post-inliné operation of scallng if a

0, TRRsE, bohalLASabPLLRL L knob 5l LS. SR Ll Sl bR el o

or width N0 poSt=T Nt | Sary.
Foever | hof Dl T S5y BuSh l Uo oSS oA RuRl !
therein.
15 Optionally, additional operations can occur. For example, criteria 350C may be
used to determine if the inline entity, once extracted from the message, meets post-inline
processing conditions and should therefore be post-inline processed. Additionally,
optional post-inline processing operations, if any, are specified. In the case of S/MIME
compatible MIME type 350T, the criteria 350C can be, for example, “key/CRL”, and post-
20  inline operations 350P “decrypt/verify” indicating that the presence of an S/MIME Private
Key 40 of Fig. 4 is a pre-condition for ;dutomatic decryption of the inline entity, and that
the éresence of a certificate revocation list (CRL) is a pre-condition for verification of the
integrity of a digital signature certificate and/or the message. Thus, in the case of S/MIME
type 350T, decryption and verification “decrypt/verify” 350P of a digital signature of the
25  S/MIME message using the CRL can take place.
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nmobi | e devi ce 100. 10 Anot her exanple of a post-inline operation is the
adding of inline information into a record systemor data store readily
useabl e awotohe79swbi | e devi ce 100. For exanple, by recei viPog/Gne3/acos ess
book entry as an inline entity, an address book application on the nobile
devi ce 100 canAfuk&fFié of bl hedddptidhal 6gtidtioné tarl be liZB@withl oigashyaphit t he
address book. By way of another exanple, receiving a conpressed file as an

inline entid Non-criptdRasiee AfRRAASE BAIREASE FQN6.t R xRk CasfiW £R0Bi0 can be
configured to automatically deconpress the conpressed file contained in

the inlinge st 100¥has laf digbldylcfeeRlof 36N EY b PixkR. MBle it B8R tRABhst LHLHE at step
550, the inline informati'on in the 1nline body portion is extracted from

the body phiet #%) Rt R IRAYDIicAHORUEFBRlwNer] the AITME Gy RN 15GpRIahdl @ik 1S not
met in step 540, then at step 560 the inline 20 ent|¥y Is left intact. At

St oD 530, i B b D9¢BRLERY, 0fh WIS ERh Bk AR scllBS SR ragk 27, 1

processed through ste to 570. ver, | inlrne“entitres have
been proc ed,, - . . | . , k qhhe e-mail
measage | 00y i fpiaf g ik i {REHAR 1fneShER calfyapf BRI APORad1E, B
processi ng, 7 LPCT/ . 00 t .Of . ess after
step 580,ﬁ?%é%%Yggggéggggé%lﬁﬁ%ﬂgég%#%g?ggﬁgghfgﬁgﬁgggg%pf%gﬁﬁ%ggﬁsthe case
of a cryptegraphic.inline. me e ej.n ceived a e 10.... In the
case of " ot AR ik R el ARG R PR S Lo MRl &
5is ‘unprogﬁsied qﬂg is provided after step 580. 5 In another enbodi nent,
the inlin&°PhFSHH&tTon 24 is automatically utilized at the nobile device
100 up@n receiyi t he ssage. or. retrievi.ng the nmessage. .l n yet. anot her
enbodfiient ¢ MENTHBETER BB £ Lost b SR e pliod o bRk e baRor e 't ne
inline | Q E&%HP stylst%pn or;a c}gtabsetorlél Sre%gily useable at the mobile device 100. For example, by

receiving an address book entry as an inline entity, an address book application on the
mobile device 100 can automatically add the entry if it is not already in the address book.
By way of another example, receiving a compressed file as an inline entity,” a

15  decompression program on the mobile device 100 can be configured to automatically
decompress the compressed file contained in the inline entity.

If a rule or condition is met in step 540, then at step 550, the inline information in
the inline body portion is extracted from the body of the e-mail message.

Conversely, if a rule or condition is not met in step 540, then at step 560 the inline

20  entity is left intact.

At step 570, the next inline entity of the received e-mail message, if any, is
processed through steps 540 to 570. However, if all inline entities have been processed,
then step 580 ensues.

At step 580, reception of the e-mail message is signaled to the mobile device after

25  the automatic inline processing.
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Wil e the systens and net hods di scl osed herein have been descri bed
primarily 10 with reference to known conmuni cati on protocols, such as M M
and S/ M MEQ osloe61syst ens and net hods may al so be used w t IRCOLA®B/00405

conmmruni cation protocols that differentiate between a body el enent of a
nmessage and anAatheanbratnbe ptoeess riftenfte@ 580rabaa dreprovided intis saygptogtaphisr | ses
body el enments and attachnent el enents, then'an exenplary nethod includes

t he st epsim@bmAgbe24inthd\gsé bf 4 digpto@aphidiintiad lesdagertOlbethgsec@ived atkepMOgr aphi c
attachnment el enent conprising cryptographic information, and converting

t he crypt agarRpaks ofbnaghseeing Gb&RA twithdtDintin€ extities git 3fPi 310Pedhuiled &rent upon
determ ning that the comrunication includes a cryptographic attachnent

el ement. \hWScesdel Gnd i prided atbiht bods di scl osed herein are not
necessarily limted to MME and S/MME type comrunication systens. 20

Furthesnore, tfﬂeant)ﬂ'x@f:Eﬁl@&ﬁihbﬂt}’th@fmﬁd@%ﬂoﬂﬁdu@ﬁ 2098 hidaficaly vlekd A lhene
extractor 115 may be conbined in a single inline generator/extractor

modul e 1001886 vd20M0 vpbn FdcBivind-the %@isa%wrefetﬁeqyg 8% REsdRr Th Y& dhb@ed Uncti on
of the inline generator/extractor nodu 1000 Trmmy be l'ocatéd and executed

at variou 0 n a net i r nmanner
Sm b@&@%{vte% hdbbgugﬁ%(}?&‘ {opatd eiees £ qu@{ KnterVEHDn b ?r@ the lmnlea

as described a node fu ction y of the inline

gener at or k& e 1000 may be triggered in a manner such t hat
attachnené &&%fg%@é%g?%#5619 PCT/ CA03/ 00405 communicated to the nobile
device 100 frog,g, ttlgesgli{antsta{nﬁ%quéﬁsCcf‘;fs’clo§éﬁcﬁ'%%ﬁ h%Oé’BEle%r desmb'p%m‘é@w ce 100,

a wrel ess gat eway a nessage server as S ar e
converhed 8 LELARE SRS IELEIR Bl AT e o5
FRELT T O BB
T RN AN e R e

as the wrel ess atema 85, the inling entities may ?e converted back into
an att achmEseesntl ? laymsif 2 S?IH ses body elements and attac ent elements, then an

exemplary method includes the steps of determining if the communication includes a

15 cryptographic attachment element comprising cryptographic information, and converting
the cryptographic attachment element into a cryptographic body element upon determining
that the communication includes a cryptographic attachment element. Thus, the systems
and methods disclosed herein are not necessarily limited to .MIME and S/MIME type
communication systems.

20 Furthermore, the functionality of the inline generator 65 and inline extractor 115
may be combined in a single inline generator/extractor module 1000, as shown in Fig. 9.
Software modules performing the function of the inline generator/extractor module 1000
may be located and executed at various locations in a communication network. Thus, in a
similar manner as described aBove, the dual mode functionality of the inline

25  generator/extractor module 1000 may be triggered in a manner such that attachments
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inline generator/extractor nodul e executed on the recipient device or

i nternedi ate device. 10 Thus, multiple inline generator/extractor nodul es
1000 | ocaweddsiomwevar i ous conmuni cation networks in a conmeairaat0B/oMmoSyst em
can provide the capability to "tunnel" attachnents over one or nore

i nt er nedi eanememientedh ioc the | rovbileedenise kK0j fvomn e treusmitting dlavire reusly 98 @nethdthe i nl i ne
generator/extractor nodule 1000 illustratively conprises software operable
t o noni t omobile dpyicad 0B.rdwirgless gitagax dmou aincatago sesver 401 dssheley inddig.upere whi ch it
is 15 executed, and further conprises a data store storing a table of
conver si oconventdi ta oniime kDG@esabafore dreirgy sraremitogle per | the svikl®8 nefflvek d0Hst ance of
an outgoing comunication is nonitored in a simlar manner as descri bed

wi t h ref efmiiey} aitabhigents fenafidm/thababie déhivs 100 fo a aedmiont eures carvea@ini t i on
1002 is met, then an outgoing m xed el ement comuni cati on 1008, conpri sing
body ef endlihs erkiditd atxheimabiteadzhize 100 béferamiving trhishdttetbyveb heovirelss hadotknt 0 a 20
body el ement communi cation 1014 conprising body el enents 1016 that i ncl ude
t he body 163.emaed thelihhbinisdich BomrvEvddes) eitHeaetenecipiesy dsvin] suchQd Snothhe
converted attachnent elenents 1018 in this exanple conprise the sane

at t achmenfobiliedeite 100 322 eésasdRived B0, or AN inthrdsgiakaRMice,aOMEss Bel wirtless body

el enrent type. The conversion may be inplenented as previously descri bed,

such as i Pab® $528R iftfne@ntMidYEna9be SoMelEd BRI bk altdcBient@ntifyy andher\\O
03/ 079619 PCT/ CA03/ 00405 be inplenented in accordance with sone ot her

comuni cafyiiad oslepiictAkSadidtatodticl fxBERaM dntthe Seciphat WRER JFBRSRLRiRARYicE! ement s
and attachmenfg el ements. Furthernore, if a conversion condition 1002 is

met, {henTpl ARROH Blifd.LOANERRBr nRAERTH0No&EAA3n WRYoRoR8uhRE®Ed on the
attachment ef ement 1012°in a manner as 5 previously described. Thus, the

out goi Ng PliEHs¢h 8 BHMuGRERBAIERI @ phARE MR %aRBilEP Y Sl At@&@n&tspody

hid
el ement communi cati on 1020 conprising body el enent’s 1022 that 1 nclude the

body el eﬂg\% %P%Qréerg?lgﬂgﬁgﬁgﬁfgsﬁﬁg&fe@%@mm@ iﬁ%%ﬁu&&?cgtli%r? %ﬁhﬁ‘f or mat i on

in the body e attachnent elements 1 al so be

sent in two c Offt Eﬂlﬁl@t éeﬂgﬁtor/&}&cioir r bt ToH 1ﬁl?sElja%lmef58§Ep r {ofiafOdy

operable to monitor outgoing and incoming communications to the device upon which it is

15  executed, and further comprises a data store storing a table of conversion conditions 1002
and conversion operations 1003. The substance of an outgoing communication is
monitored in a similar manner as described with reference to Figs. 5 and 7 above. Thus, if
a conversion condition 1002 is met, then an outgoing mixed element communication 1008,
comprising body elements 1010 and attachment elements 1012 may be converted into a

20  body element communication 1014 comprising body elements 1016 that include the body
elements 1010 and converted attachment elements 1018. The converted attachment
elements 1018 in this example comprise the same attachment element 1012 information,
but have been converted to a body element type. The conversion may be implemented as

previously described, such as in the case of a MIME or S/MIME communication, or may

25



10 el ements 1026, which conprise the same information as body el enents 1010
in the m xed el enent comruni cati on 1008. A second conmuni cati on may then
conpri se worms@rdsed attachment el enents 1028. The convert @dTatA0a/00MoeNt

el enents 1028 conprise the sanme attachnment el enent 1012 information, but
have beenbeimiplaiidned ih accardanctywid ienithet y@emuniddtion stahbed diat differegtiagsx ed

el ement communi cati on 1008 may be converted into a first body 15 el enent
comuni cabdt@eenedbage ®OPY ¢lemags fadytachin@ABiémentd) 26 t hat i ncl ude the body

el ements 1010, and a second body el enent communi cati on conprising the
converted at tRgiAERIre, 8 £&iVeSiohQR3fiticthFO0R ¢ nBE tHEaRE aadobialed ¥bivasioar 1000

al so conprises a table of extraction conditions 1004 and associ ated

extract i ofppRRhati08 NSayl B Sperfbiifieds b e BERhAENtAB el BROTI1RGn £ %hagMFNAsNi cat i on
is nonitored in a simlar manner as described with reference to Figs. 6 and

8 abovse. B'ﬂaﬁ%uslﬂ} eRALEKT TAG RN i@l eIt bomPBhicatof VY nk§ldecon data
1036 conprising body information 1038 and attachnent information 1040 may

be ext ract&lerdd i #Bod rb?é?ﬁ@n?@orﬁﬁﬁlﬁca%ﬁﬁ@ﬁc&ﬁm%ﬁgb%é& LRRedO3hocARPr i Sing
body el enents 1032 an converted attachnent el enments” 1034. The extraction

of the bogxéluhé‘fh%@ él%ﬂ?rﬂté)ﬁﬁog??%%egﬁedzaﬁtaﬁﬁxﬁ&?Ql%@é}t(sa h@for mation 1040 may be

i npl enment as previously des such as in the . 26 WD 03/ 079619
PCT/ CAO3/ 00405Fheqﬁi%389[{onqn lt\ﬂel\%d}p éleﬁérM l\ﬁO(ﬁgmryttﬁaﬁﬁe%peleﬁ&}t 2
e Wt sone ot her an

i npl emented i n accordanc communi catron s Ard’t hat
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et ract | CHeBENPRTERIE0N 1 nBr e anmamisat. FaY S HRae 1 Eer at on
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information . .
attachment element 1012 information, but have been converted to a body element type.

Thus, the outgoing mixed element communication 1008 may be converted into a first body
15 element communication 1026 comprising body elements 1026 that include the body
elements 1010, and a second body element communication comprising the converted -
attachment elements 1028.
The inline generator/éxtractor 1000 also comprises a table of extrac'tion conditions
1004 and associated extraction operations 1005. The substance of an incoming
20 communication is monitored in a similar manner as described with reference to Figs. 6 and
8 above. Thus, if an extraction condition 1004 is met, communication data 1036
comprising body information 1038 and attachment information 1040 ﬁay be extracted
from an incominé body element communication 1030 comprising body elements 1032 and
converted attachment elements 1034. The extraction of the body information 1038 and the

25  attachment information 1040 may be implemented as previously described, such as in the
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10 1044 fromthe body elenents 1032 and operated attachnment information
1046 resulting froman operation on the converted attachnent el enents 1034
may be obweimete19l so, the inline generator/extractor nodeCe/Cid80o48y be
operable to reconstruct the original nessage 1048 conprising body el enents
1050 and abtearflardIME et 8MEIME cdfimBnicatibingor rayolrsitiplerhdneed infacdobdanes wigh nal
nmessage 1048 may be inplenented as previously 15 described wth reference

to conver $oma othef esmmtuliodiod atamidard nhatt differerniaes 8ivesn dlesia@e bodt tlambarent
el enents 1052 into the converted attachnent el enents 1034. I n anot her

enbodi mentand iaadh@ret elemihts. | Birth@rie@B) Bécaise Nthé Nikaehimnt @foingaticeCOAGtis uct the
ori gi nal communi cation 1048, the original communication 1048 is

reconst r uegkgstiddyfro ehe lcohwied althdnieiRe103k wanerdradbadyt acheRNMyp&l Baent s
1034 and autonmatically generating 20 appropriate attachnent lee nanes and

conver 5i nGthdheheSOMERMbIRS AI40ARNTBOhuBheRRNY 2uil3d%y ﬁh@%vik@&&gﬁin%ﬁﬁémem
el emrents 1052. For exanple, inthe case of an S/M'ME communication, the

file name s} §B8ER BommBfiftichSi08¢soci ated with the S/ M ME token
"application/PKCS7-m ne." Thus, if a converted attachnment elenent 1034 is

associ ated wi hﬁdlh&%llg{sﬁﬂah/g%tﬁrﬂ&lﬁgﬁ coftititnl 084 i OREP ﬁgngé TLd8Binted 3xddclify Nae

havi ng the extension may be automati ca enerated and the

converted ogalia _ %ay € ?ﬁ%m&%ﬁ t&%n%s% %Z%M&%Q%e%@]i%gfg{ 19@%%{ 30405

converted back into attachnment elenent 1 avi ng the autonma

gener at ed f i Le%ﬁu@?é’lt@%cgi‘gﬁtpﬁg Ehx?&@&&%upig%&%e@ataafo4 ec%ﬁﬁ)?%iég%bigf he@hnation

non- crypt ograp ts can a I npl'eme exarrp?e, if the

Then the 1art RBRQE BOECabhbll ot Mo Bth M e o baPre PR P°f
t

generate a file n hayi n ge tension canverted
2t t achment 8] B1EBRE o gEe ey

. . %d a?%ﬁ%?“ﬁgl mﬁrgg E&i ﬁ?%’dbaehq’ga&?f% nt el ement 1052
hai 19, e Ut QI el s PAGH LSt GBI B2 SR oSN
device 10%1errc?r¥ginsa?rlngscsgge%4§ Qor(r:lgr?s\{rg lgo%(}j/ eﬂetmtegt% qg?(p ztmdt a?{tggt?me%g glertngntsb (19052.

The reconstruction of the original message 1048 may be implemented as previously
15  described with reference to conversion information detailing the conversion of the
attachment elements 1052 into the converted attachment elements 1034.

In another embodiment, instead of utilizing conversion information to reconstruct
the original communication 1048, the original communication 1048 is reconstructed by
detemﬁning the type of converted attachment elements 1034 and automatically generating

20  appropriate attachment file names and converting the‘converted attachment elements 1034
back into attachment elements 1052. For example, in the case of an S/MIME
communication, the file name extension ".p7m" is associated with the S/MIME token
"application/PKCS7-mime." Thus, if a converted attachment element 1034 is associated
with the S/MIME token "application/PKCS7-mime," a file name having the extension

25 ".p7m" may be automatically generated and the converted attachment element 1034 can be
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10 automatically reconstructed. For exanple, the user of the nobile device
may desire automatic utilization of cryptographic information, but may not
desire thwoaswmsmt i ¢ di splay of other inline entities. TROT/CABGOMWOSEr nAY
configure the nmobile device 22 to automatically convert all inline
entities édnaértedr BachOhtoOdttadhridry RIcd@ha P05 hiwipe thenhtomaichide fgemendtad fikd Fig. 10
provi des a bl ock diagram of an exenplary wi rel ess device 900 that can be
utilized winkd) AditidhuBy, @R¥Enifn ebcottots ofinbsapRErapRit @itithmEike cl A1) ss devi ce
900 is preferably a two-way conmuni cation device having at | east voice and

dat a commipi&adnk<dD Foz@Rample, it iR contbherypeNds6attd itk habhverl@MIMEBLEEPabI | ity
to conmuni cate with other conputer systens on the Internet. Dependi ng on

the functjppal -iiﬁlxge%%i gef tyinlihe cdRVIGRx A6 RONAE Yook BtdRsaticafyer red to

as a data nessaging device, a two-way pager, a cellular telephone with
data nes Sgei%fé% £3pARihd hivey the eﬁ%e-iﬁ&r?ﬁ.@écﬁ" RhETREEonIBR ARCENAE eRnflA 2

comuni cation device (W th or w thout | ephony capabilities). Were the
devi ce 90fhdoS mnabI Gl ofef bh AU SR LEAERO N5 Bd¥ngO@Y ! dnforiiicAnn .

i ncorporate a conmuni cati on subsystem 911, al so shown as transceiver 110 in
Fig. 6, eﬁﬁﬁ%ﬁghﬁﬂ:a receiver 912, a transmtter 914, and associ ated
conponentS such as one or 28 WD 03/079619 PCT/ CA03/ 00405 nore, preferably
enbedded or i I t - i Il ators

(Le) 513, anar'ss BbmalL00ScE RER B dlo B0 Lotiinpl A6PHOE SE007 (sm)
920. The art.icul esi gmof..th ogggni [ 911 wi.ll be
dependent usgef)gtrfl % ﬁlggﬁec g%yrrulcem{bé) at1o r?glrefgtt Wor C?%\;e\ﬁ%‘? & ﬁgct%ﬁpeéﬁ%g'@ e %r%i tg l'i’ent ended
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i . | . Packet i i GPRS i cati. b t
0n5 " Not ubws CEATE 1Uh eh Bifend Buni it Ui S el SO RLE BP0 24 type. of

net wor k

automatically convert all inline entities that are not of a cryptographic type into
attachments.

15 Fig. 10 provides a block diagram of an exemplary wireless device 900 that can be
utilized with the systems and methods disclosed herein. The wireless device 900 is
preferably a two-way communication device having at least voice and data communication
capabilities. The device preferably has the capability to communicate with other computer
systems on the Internet. Depending on the functionality provided by the device, the

20 device may be referred to as a data messaging device, a two-way pager, a cellular
telephone with data messaging capabilities, a wireless Internet appliance or a data
communication device (with or without telephony capabilities).

Where the device 900 is enabled for two-way communications, the device will
incorporate a communication subsystem 911, also shown as transceiver 110 in Fig. 6,

25  including a receiver 912, a transmitter 914, and associated components such as one or
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10 919, such as Wreless Network 105 of Fig. 1. For exanple, in the Mbitex
and Dat aTAC networks, nobile devices such as 900 are regi stered on the

net wor k LwORg/ozeuni que personal identification nunber or PETNAR3SGOFat ed

wi th each device. In"GPRS networks, however, network access is associ ated
with a sulbsee,ipbeferably amteddell omindenal, aateB0elee @RS anke 91&;docal beilaias e,
requires a subscriber identity nodule, commonly referred to as a SIM 15

card, in QrderolBpamipe pricessing ndodwRROcned adigital dgdah priice’oiIDHPT 826), The GPRS
device will not be fully functional. Local or non-network comunication

functi ons phititulanWsigyf hke copahalhttn fubkystehe odewiinebd @pshdnt upen Unabl e to
carry out any functions involving comunications over network 919. Wen

required pehwahkatiaGieSidR i WHick fhe@Btity/Binteiled By QRAMINES cRaye, RABce
conpl eted, a device 900 may send and recei ve conmuni cati on 20 signals over

the netwonlso ddBinedSiod ANt £f8HidAndNet kg iRMAR NG nEtchitdioR YHystem 911

communi cation network 919 are input to the receiver 912, which may perform

such cormreﬂ%l{ele%i ¥katd WRMEA RS MBBitS! edBlle %mhiutﬁicst?éﬂk g}%terﬁ e PR down

conver si on, tering, channel selection and the like, and in the exanple

system shoyl Rofaidinicdibn _éhf?ﬁvhtellcélas d1g{it @06 UKL ' HNuse A REhet ol 91 L &l

?onversion of a received |gna a OWS npre conpl ex 5 COﬂﬂUﬂICaLIOH

s ST SR R e b B Lo g L, 2
N N S
conveng] oo [ SURHEN WNGOINSIRI0M, {1 ELeThit, ATRLbGatiamatde
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t ransni ssi'on “over onmuni catt1 o WO Vi a

DSP 920 not 9 | y pgcesses col Sn' atgon.si nal s, but al so. provides for
recei ver and tta kf?tgf %oﬁiggy. ot éxd gfmtﬁglﬁﬁfﬂklﬁ 13 8 WD
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Imm(::):’ gg? gizlgg%\?er,tgmggyo? g%c}%szsgg a%;?%&tggg §hﬁg§§%g%l$err %I Ssrexag% a}/ dév?c%b%{ez (%’RS
device, ‘therefore, requires a subscriber identity module, commonly referred to as a SIM
15  card, in order to operate on a GPRS network. Without a SIM card, a GPRS device will not
be fully functional. Local or non-network communication functions (if any) may be
operable, but the device 900 will be unable to carry out any functions involving
communications over network 919. When required network registration or activation
procedures have been completed, a device 900 may send and receive communication
20 signals over the network 919. Signals received by the antenna 916 through a
communication network 919 are input to the receiver 912, which may perform such
common receiver functions as signal amplification, frequency down conversion, filtering,
channel selection and the like, and in the example system shown in Fig. 10, analog to

digital conversion. Analog to digital conversion of a received signal allows more complex

25  communication functions such as demodulation and decoding to be performed in the DSP
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10 Fig. 6, which controls the overall operation of the device.

Commruni cation functions, including at |east data and voi ce comruni cati ons,
are perfowoedotssiough the comunication subsystem 911. TIR€TrGAYB/OPIOSCESSOr
938 also interacts with further device subsystens such as the display 922,
flash men®2Q. 324 simikndemacsgsds weroransfRéd/are @8G&sseduinclidmg ynddafatdd out put
(11O subsystens 928, serial port 930, keyboard 932, speaker 15 934,

m cr ophoneand dficoding Strogxtmplanbye the APSRUPLOCaldi ingus testhb siusdndiner9Q fandigianyo ot her
devi ce subsystens generally designated as 942. Sone of the subsystens
shown i n Rhgog dhvpeioh Featuearymp rRbavakdien) filtedml atpliffcatiat indnsnstideseasr ot her
subsystens nmay provide "resident" or on-device functions. Notably, sone

subsyst enhe @EnaatiKENDIOGKk D193 tedshingplgy 922 for exanple, may be 20
used for both conmunication-related functions, such as entering a text

messagg for t AN DIPSH00kLE BB pRcE&AEBHMmRHidath HehN bt 2B8GrSGYdsCHr  esi dent
functions such as a calculator or task list. Operating system software

used by t h&eNefiRFAGREEIonESE Fof cRInE HRYaths Sh 8 LondunibRba kshgot store
such as flas?h menory 924, o\l/\lhi chomeflyn[igﬂrllstezillgc‘?ll Beﬁger ead on??gﬁrrg?r%l%ﬁp% (ROM

or siml ar r-ad i £ .
appl | cat | Gn ey B R o B SR D B s o O, gl

t enpor ari loyinl 8afe dicbRihmhs dm¥Rhakikd & fd BEP osdIch as RAM 926. Recei ved
comuni catgi lgnc Si gnag)s rrasy 1gﬁgso be storedggyo' RAM 926. Fl ash menory 924

prefer by | nebiaRe o AR LGOS BRI S0P AN, MIAR BN S 900 1
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Tyt 001 2B By L AP, Sl "5, BRI
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appl i cations

subsystems such as the display 922, flash memory 924, random access memory (RAM)

926, auxiliary input/output (I/O) subsystems 928, serial port 930, keyboard 932, speaker

15 934, microphone 936, a short-range communications subsystem 940 and any other device
subsystems generally designated as 942.

Some of the subsystems shown in Fig. 10 perform communication-related

3

functions, whereas other subsystems may provide “resident” or on-device functions.

Notably, some subsystems, such as keyboard 932 and display 922 for example, may be

20  used for both communication-related functions, such as entering a text message for

transmission over a communication network, and device-resident functions such as a
calculator or task list. |

Operating system software used by the microprocessor 938 is preferably stored in a

persistent store such as flash memory 924, which may instead be a read only memory

25  (ROM) or similar storage element. The operating system, specific device applications, or
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10 applications which control basic device operations, including at |east
data and voi ce communi cation applications for exanple, will normally be

i nst al | edwon3ptmsidevi ce 900 during manufacture. A prefer Peld/Gophiwati on
that may be | oaded onto the device may be a personal information manager
(PI'M apppirtahdrest, aybé@mbharighodded shtd & velh@a Biozessualn sk R ARING2GEe Rdadived t ens
relating to the device user such as, but not limted to e-mail, cal endar 15

events, VeimsRuil@dtios ,s1gaa9%alsvtamme3storamcb RASK 924, EFRash hiaﬁaul;yastzlztypretefwlyor nor e
menory stores would be available on the device 900 to facilitate storage

of PI'M dafngluiécia ebminificARY i ERIuIOIAB, FHE WhEh MeaBPboc At dnabledvist! whiger ef er abl'y
have the ability to send and receive data itens via the wireless network

105. In achh@infEdint, WiRQdhiRRcatidn BodhdMIAL aalsé GIFTude B 188 B SSIM
i ntegrated, synchroni zed and updated, via the wirel ess network 105, with

the 205 deykGhel Sitware ﬁ@&dl@s%@ﬂdéu@ﬂ aéjﬁ’é Sn1ink 8RBacir Q6MBFhrOmodsis 950 &g Wi th a

host conputer system Further applications may al so be | oaded onfo the

devi ce 90g ahlﬁr&'ﬁ%ret 811191%wa?gt%%L%Rhle%-gl%}')@hlehtaﬁb M%Igswsawﬁmag%& serli al

port 930, ort-range communi system 940 or any other suitable

subsysteQI,?éggrangg #%Eé&)ktkvﬁgrp&ﬁuﬁa user in the RAM 926 or preferably a

non-vol at | execution by the mcroprocessor 938. Such .
the devi LéygbBT%ﬁra%';&%%%*v. éW%@f&f&ﬁ%ﬁ%@*@%@e%é%%&eﬁ%%&fe%%;tnieﬁf

on- devi Cem#i egtelxocrlll 1On oPmmel & llg&mngl %tt 1cgecﬁ(-5ewn§x;.})r9<iete%neglsetocl; exarrpl e,

secure co nica n ap I call1'ons as escC I’ € electronic
ﬁ??‘&‘;ifhea@i”%‘ao'g%’%&” optiel BiiS %%‘aﬁ%%@e?éwc@@“ gL gaa 4l such
22&%?&@”%%3@8%@ “\ﬁq%ar% %ﬁ%% L AR pES BRSO, o
L iy VBl
exanpl e, a%rﬁcwé AHEALOR mg@ss@’tm) AP Cfﬁ?ﬂ@ee Qs 91% 1R fpAnLseeand

A PN e T ot 1olating 1o he device tebr-sualy Y& ot not hmited to e-mail, calendar

15 events, voice mails, appointments, and task items. Naturally, one or more memory stores
would be available on the device 900 to facilitate storage of PIM data items on the device
900. Such PIM application would preferably have the ability to send and receive data
items via the wireless network 105. In a preferred embodiment, the PIM data items are
seamlessly integrated, synchronized and updated, via the wireless network 105, with the
20 device user’s corresponding data items stored or associated with a host computer system.
Further applications may also be loaded onto the device 900 through the network 919, an
auxiliary I/O subsystem 928, serial port 930, short-range communications subsystem 940
or any other suitable subsystem 942, and installed by a user in the RAM 926 or preferably
a non-volatile store for execution by the microprocessor 938. Such flexibility in

25  application installation increases the functionality of the device 900 and may provide
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10 conjunction with the display 922 and possibly an auxiliary 1/0 device
928. Such conposed itens may then be transmitted over a comrunication

net wor k tWomaghesihhe comuni cation subsystem 911. For voi PETANIBMMMOSAt | ONS,
overal |l operation of the device 900 is substantially simlar, except that
recei ved sihgmail onwisuice fipcdbms; ahmuiieationirglated fanctionsyp eaketh. I4 eamople,15
signals for transm ssion would be generated by a m crophone 936.

Al t er nat i seeure @bmenuaicadandapplitdtions abdgaitedtiesincihay snaélevele@nitessagecer ecor di ng
subsystem may al so be inplenented on the device 900. Although voice or

audi o si gfuattions biplidthérsugh ffaacialtansacaaanpd patoetied wing e déwcetdooough t he
speaker 934, the display 922 may al so be used to provide an indication of

the identity ah adasgatdrmgnifaivh Ynodeheredeiv@t {i@ihl Slichdas\eOlegCmERide, orG¥ebot her 20
voice call related information for exanple. The serial port 930 woul d

normal §y pgeideRhRA®RLEde ipfocassBEbp tHedometivgich@dn absyseR011 addRE¥d: 16 wee
communi cati on device for which synchronization with a user's desktop

conput er fEYoREes8s b3 RInRh VAN tprdfSraBi Rkl RB&ss R eeR e SFRANG HupudidCh a port
930 woul d enable a user to set preterences through an external device or

sof tware apRishRAOLDB: aREnAR¥IY bl aBXERNHOLRGicE 9PRDA hikdricg geile gOb‘?nageV ice by
providing for information or "software = 32 WO 03/ 079619 PCT/ CA03/ 00405

downl oadsyit Oodfifsd@ith GEme e Matl ARKabAY BF SthnhIdivsRib GRS kGBOARIRREAt | On
network. The alternate downl oad path-may for exanpl e be used to l'oad an

encrypti oy e LGe di |4 abl e and
trus?gd cggﬁgg%?%%a?%ptgg§ %éeﬁ %&Q%gg%&gégee{§§$ggﬁﬁﬁﬁ?g§P%§Qb 5A
short 14 ange. cof J: 1.0 [ 3 ' I onent
i on my CEREERTR Gt Ak 0y S TeRilly & Bpiiiy IS RKH %, SR erent
systens o Vi [ ecessar | ne. sim i,cas. For
eianple, %%n gﬁ%ﬁ%@%@%@dﬁglB%E%ngﬁkvﬂgggéhg%%#¥%?§€ﬁdg%+§%t%ﬁ lhggociated
circuits and conmponents.or Bl uet oot hTM conmuni cati on nodul e to provide
(mnunr“m'onsqﬁyﬁmngﬁ%rly-enabled systens and

for conmunication w sirm

For voice communications, overall operation of the device 900 is substantially
similar, except that received signals would preferably be output to a speaker 934 and
15 signals for transmission would be generated by a microphone 936. Alternative voice or
audio I/O subsystems such as a voice message recording subsystem may also be
implemented on the device 900. Although voice or audio signal output is preferably
accomplished primarily through the speaker 934, the display 922 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or other

20  voice call related information for example.
The serial port 930 would normally be implemented in a personal digital assistant
(PDA)-type communication device for which synchronization with a user’s desktop
computer may be desirable, but is an optional device component. Such a port 930 would
enable a user to set preferences through an external device or software application and

25 would extend the capabilities of the device by providing for information or software
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10 devices. Figs. 11-13 describe additional comrunication systens in which
the systens and nethods disclosed herein may be used. Fig. 11 is a bl ock
di agr am swowBfgeean exanpl e comruni cati on system In Fi g. PCT/CAB@OW®5i S
shown a conputer system 802, a WAN 804, corporate LAN 806 behind a
security flowslnedsito 8@8leviet P) ether thaf thamigh actiteless 8dBmunicatihestvotlt Tkd wor ks
812 and 814, and nobil e devices 816 and 818. The corporate LAN 806 i ncl udes
a nmessageabanatedo®Ri0ad pathvimayl fos sxaopiadetwsed sy Baénm 8A8rypaord Atypomb ahe 817
including at least a plurality of mail boxes 819, a desktop conputer system
822 havi ngevdcec 000Tthfvugh tai direct antk thusliréliablel and ttensid oiiek ot &V iheRb$ hdblas

t hrough physical connection 824 to an interface or connector 826, and a

Wi rel ess WRherdewice tonddenicddpar ati on of the systemin Fig. 11 will be 20
described below with reference to the nmessages 833, 834 and 836. The

conput gr syst e $eA-ramY¥ , col@iun@4 AR RbsRBNA AR # Puride iJgﬁ@ﬂhl QbmpPéet op
conputer system configured for connection to the WAN-804. Such a conputer

system NMaMichGResrbvill® fdrRemAMicEAh MitReddth SRiQN 90BSRd dﬁ*fér&{t%?ét&i&@ by, the

conput er system 802 nmay be a network-connected conputer systemthat, |ike

t he conmpuysficesYshiemh&d4 ; "Bhr RGEES SN h a LAN
or ot her netlflvc)%/k.1 I\/a%é %gﬁfﬁa}%ﬁl e 3?@%&0?%%3%@6 PCT%&%%%%S

devi ces apfyenali-ed ih@lref QVRECIH Aot Qe HEM st QWG Por ﬁ{sgog%sBlhélMtﬁm ructure
and gateway” arrangenments, so that the conputer syStem may al so be a
mobi | e deyl £8uni ¢ LSy ' 1 ratl ) Le of . a
central, ser vg?@blglsl gg;d%rrégglg’a%dﬁgo %%gitng?ﬁmtaﬁgit %Ltggﬁlg%}elk\égar@%ﬁ elin%fgndvm' rel ess
com’rum)cahé\g&. The corporate 5 LAN 806 nmay be referred to as a "host
systenl, In'that it hosts both a data store 817 with nail boxes 819 for
nmessages, as S F DLy L.f her . stores for .ather data ifens,
et (3 gRRRE St BRbnlb et sRlR o DRt

that nay be sent 'to 0Or receive ro d the

Wi rel ess npect qr stem 82 t he wirel.ess. VPN. router 832, or ssi bly
ot her corrgl%%lgﬁ glsa%sﬁgéfﬁclﬁlgm@'oﬁ%ﬁsﬁ?bft‘%’ (}ﬁés Bi’hﬁgyﬁgﬁ%g@c‘yﬂ%%?’@ﬂﬁ%\l 806 and
one or m{:c?mrgltl)rglcallt%n system. In Fig. 11, there is shown a computer system 802, a WAN 804,

corporate LAN 806 behind a security firewall 808, wireless infrastructure 810, wireless
15  networks 812 and 814, and mobile devices 816 and 818. The corporate LAN 806 includes
a message server 820, a wireless connector system 828, a data store 817 including at least
a plurality of mailboxes 819, a desktop computer system 822 having a communication link
directly to a mobile device such as through physical connection 824 to an interface or
connector 826, and a wireless VPN router 832. Operation of the system in Fig. 11 will be

20  described below with reference to the messages 833, 834 and 836.
The computer system 802 may, for example, be a laptop, desktop or palmtop
computer system configured for connection to the WAN 804. Such a computer system
may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer system 802
may be a netwqu—connected computer system that, like the computer system 822 for

25  example, accesses the WAN 804 through a LAN or other network. Many modern mobile
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10 devices 816 and 818. In nore general terns, a host system may be one or
nore conputers at, with or in association with which a wi rel ess connector
system i swopaiatsing. The corporate LAN 806 is one preferpet/cbodiosent of
a host system in which the host systemis a server conputer running

w t hi n a &eidgeonetefatial fupcknnetrtionto ArEAN thipapavarivgs idfakinrtiraad! grtotayct ed by
at | east one security comunications firewall 808. O her possible 15
central h@fing&ié&is 66 thal b bstBputetBystehSBURindy slkdiey a SObiW deeicpr ovi der or i |
systenms. Al though the desktop conputer system 824 and interface/connector

826 may be | ocpieeshrp@btbSILAR S4CR AOFlusEytbleeBmp bE h ehitral O BFFHBASI ON
operations may be S|n1Iar to those described gelom/ The corporate LAN 806

i mpl ement §edsh8n Yk §<0dn $i5at HAE BEGt Qabls FHE T8RS &nihicadBnsAS TR caphdieW r el ess
communi cat i ons enabllng conponent, which will normally be a software

program  PARG0L R SeFOR b S Al ds A¥hoR SystenP O Il AT IEh SR RS Blta Rife!d1 7 thwor k wi th
at | east one or nore nessage server. The wirel ess connect or system 828 is

used t0 sgRghHSEETY R lnfeggag& OG0 g@%&s@i@lyt fanhém&t& Qore€ EFIoMRr biith Gepgt i 0N

from one or nore no evices 81 and 818, via one or nore W rel ess

net wor ks @12 gg%eBs:lsﬂ tol BE 18] B3R ﬁlgﬂiﬁlaeﬁé\’?&ss%%t aﬁﬂ‘f' &2 _3ad tﬂga%lrpl%ss

separ at e conponhent of a nessaging system as s inFig. 11, or may 34

VO 03/ 07981 PET %%/89949% H088 BN DBURRT ALl Yot Rt eéoxlpbﬁe%%r por at ed

into othef” comnu i°6ri Ssyst em conponents. e message

server 82 0 1¥gh C ge{tﬁﬁl? b%tv?egl]; ttl\{@ g?g{a%g L%?S 86(?) (%%lé %?Ié o? B‘Horg r m?lﬁf%rrp onent

i r’rpl errentl ng €SS connector 1 ons ereo sone
Comput®br HEREL ft“%?@tg‘fl b et G RAPBRBE AR %680.2*1‘8395 s gtrerst ﬁe

cal endar | Ty 08 SRR 0 3Tisk: T SHEEIERIRLR S Hhd GREPER Medat 8 w t h
 nt or modi SRR Dd: it PrEarg fﬁ%%éfré'a%r P Sh e it OB peci £ ¢

type of nessage dellver%_nechanlsns an
system 1s a server computer running within a corporate network environment operating

behind and protected by at least one security communications firewall 808. Other possible

15  central host systems include ISP, ASP and other service provider or mail systéms.

Although the desktop computer system 824 and interface/connector 826 may be located

outside such host systems, wireless communication operations may be similar to those
described below.

The corporate LAN 806 implements the wireless connector system 828 as an

20 associated wireless communications enabling component, which will normally be a

software program, a software application, or a softvs./are component built to work with at

least one or more message server. The wireless connector system 828 is used to send user-

selected information to, and to receive information from, one or more mobile devices 816

and 818, via one or more wireless networks 812 and 814. The wireless connector system

25 828 may be a separate component of a messaging system, as shown in Fig. 11, or may
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10 networks via which nessages are exchanged, and therefore have not been
shown in Fig. 11. The functionality of the nessage server 820 may extend
beyond neweage7sendi ng and receiving, providing such feaParaasodynam c
dat abase storage for data like calendars, to- do lists, task lists, e-mai

and docunpgieat beQirtiads oa@;&ﬁel;ymr@mm_ow SGIEmERIEMBA Syhets Bordgond@E nor mal |y
maintain a plurality of mailboxes 819 in one 15 or nore data stores such

as 817 f ofoRa6hpIHSBE miaMbdEbrR 820 fAY ﬂfco?ﬂraier@s&@xfal/@ﬁrogﬁﬂ?aﬂﬁ&ﬁien,séror e 817
i ncl udes nmi |l boxes 819 for a nunber” of ("n") user accounts. Messages

received cdaﬂpohaﬁ_iﬁpéﬁé&ﬁlg&ﬁé VRE1e@20ntddak sysEent2d, YoRioHS Bkreof oblSfife @CCOUNt, A
mai | box, or ‘possibly another address associated with a user, account or

mai | box 849,@f rénciiB@ge recipient will typically be stored in the
correspondi ng nmai | box 819. If a nessage is addressed to 20 nmultiple

recipignts or ﬁe%e%&argie 9&9&%@9,{3&6@1@%@‘?%%%%&&& 5}% b AR RRSAER MY be

stored to nore than-one mal ternatively, the nessage server 820

may stor em%in%ht@x%c% for iR YorBlrafMCR ¢ c%ﬁéesrﬁ%‘%%éep if1th ot %Q;{nﬁ‘plé‘glg%%g{cb' eto

all of the users having ah accoun -t ﬁessage server, ore a

poi nter O{naﬁ),t rgl‘lz"elildzllrﬁjn g Itg,lv%{ce rﬂlalleaef Qtrgnelg R @ lgsS 2R Ioéhgro isll\ﬁ ]d%fa wik}p gjtfypl cal .
nmessagi ng sys?ens, ach user nay Tien access hi 8°0r Rer mal F'hox 9 and its
25 cont en i a, nessagi cl.ient su as ..M.cr.osof t,.Qutl ook or .Lotus

St oo whSOE S RnTER SARAE o Tl ol B! RRRRE bRl o P,
such as the deskt C ufer s em 822, connected.i.n the .LAN 806.

At hough. B S ERMeRl il e ReoiBe bypf S BRRLEE A ectrins i 4 | an
Wil pically contain many desktop, notebook and |aptop c ut er. systens.
e o T PLE bk SRV BT antes e Stz e 2o RExe BR6%RR BT nie rascnge
server 82 t hough i p. sone syste a nessagi n lient nmay enabl e
ot oot ThetuiclRndiiy phng Siree? B ate) B o B ST s BRRS B0 by

t he desktop conputer, system 822. Messages. nay al so be downl oaded fromthe
data st or ECHTRetROYding gugh fealyrgs %%Q%némwafahéseaé&aeéﬁr dbww dag, d-em 822.
Wthin the corporate LAN 806, the wirel ess connector system 828 operates in

do lists, task lists, e-mail and documentation, as described above.
Message servers such as 820 normally maintain a plurality of mailboxes 819 in one
15 or more data stores such as 8§17 for each user having an account on the server. The data
store 817 includes mailboxes 819 for a number of (“n’") user accounts. Messages received
by the message server 820 that identify a user, a user account, a mailbox, or possibly
another address associated with a user, account or mailbox 819 as a message recipient will
typically be stored in the corresponding mailbox 819. If a message is addressed to
20  multiple recipients or a distribution list, then copies of the same message may be stored to
more than one mailbox 819. Alternatively, thé message server 820 may store a single
copy of such a message in a data store accessible to all of the users having an account on
the message server, and store a pointer or other identifier in each recipient’s mailbox 819.
In typical messaging systems, each user maylthen access his or her mailbox 819 and its

25  contents using a messaging client such as Microsoft Outlook or Lotus Notes, which
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10 conjunction with the nessage server 820. The w rel ess connector system
828 may reside on the sane conputer system as the nessage server 820, or
may i nst es0 obe79empl enented on a different conputer system®CTENBWE0E

i npl enenting the wireless connector system 828 may al so be partially or
entirely nonfelly afeeslesndrt & PChenches shgdeskidp \compBizOsystthed2d, cednesisd ircthanect or
system 828 and the nessage server 820 are preferably designed to cooperate
15 and i MAN®06. AMthahdhnlyt b desiabp bemmiteri spstexn 1802 isashotwn iBigl LK adeaiices 816,
818. In such an installation, the wirel ess connector system 828 is

pr ef er ablyilic gpfcaly IceftaiOmseN desktopf A6RBEIKOANd Niptopl SonSfubdk &stems OMNEacAr NOT €
data stores associated with the corporate LAN 806 to one or nore nobile

devi ces 8héssaddd clidirRHAdIy! ARekoy ROhAIRX T d10eMedulsh 68 nRshgy isarved 820, WAN 804
and one of the wireless networks 812, 814. For exanple, a user that has an

20 acepunfithdhgh ASSREIsH &S, BehdsSkneBdRni Maj BRbRALiRCEIRES 1§ dBYstékSO have a
nobi | e device, such as 816. As descri bed above, messages received by the

nmessage SRRV SmfibRa19 stH&DhklYn By YRLHeskdp COMPhteOfysiZR] 820XV BLJ.Ar e st ored
to a corresponding nail box 819 by t%e nmessage server 820. If a user has a

mobi | e deyi £eiso S ARG IRRS AGE S RET YPH 10 WAIE BRI ISRIpger 820

and stor to the user's nmail box 819 are preferably detected by the 25

W rel ess 4 tem 828 and sent to the user's nobile device 816.
Thi s typé%%ﬁmgg%&ﬁif% /079619 PCT/ CA03/ 00405 functionality represents a

" push”® mssag%ﬁﬁﬂ%«??g&@ﬁ&”ﬂ&ﬁ%oﬁﬁ% %{-Elg se&ﬁn&%%ﬁgérggg%sﬁ%giaﬁég iﬁ28 may

i nstead enploy a "pu echnique, i n Itens s box 819
are t to.a bi l.e Vi C 8-t e ive t cess
oper ol o defisehdoP e R o Bfer €900 THE SRBHR] inde e Syd ISR o fes HEC
techni ques. .5 The useteof en\{vi r ﬁlgeses cgngect@{) 828 tigetrae%ien?% es 42
nessagind”%?@f@ﬁ?f%%mhﬁfﬁg g §%§5§ 8&YVer 820" P "D et BR e 8 t hat
each user's ile device 816, has access .to stored nessages of the
et <t pant cOREE RS SRl SReRRERe i wreRbo S oy
exchanging information. with a nobile device 816, 818 f t he, cor porate
LAN 806. énapy&%% ;@rt}aﬁny 8¢ %}lrefl}s Wt?gfr%{?fg‘ﬁ’ﬁl? the message server 8r28.m[‘he w1recless

connector system 828 and the message server 820 are preferably designed to cooperate
15  and interact to allow the pushing of information to mobile devices 816, 818. In such an
installation, the wireless connector system 828 is preferably configured to send
information that is stored in one or more data stores associated With the corporate LAN
806 to one or more mobile devices 816, 818, through the corporate firewall 808 and via
the WAN 804 and one of the wireless networks 812, 814. For example, a user that has an
20  account and associated mailbox 819 in the data store 817 may also have a mobile device,
such as 816. As described above, messages received by the message server 820 that
identify a user, account or mailbox 819 are stored to a corresponding mailbox 819 by the
message server 820. If a user has a mobile device, such as 816, messages received by the
message server 820 and stored to the user’s mailbox 819 are preferably detected by the

25  wireless connector system 828 and sent to the user’s mobile device 816. This type of
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10 path is through the physical connection 824 such as a serial port, using
an interface or connector 826. This path may be useful for exanple for bulk
i nfor mat iwo oaptmies often perfornmed at initialization of paTraMBlesievi ce
816, 818 or periodically when a user of a nobile device 816, 818 is

wor ki ng  encHopabin IRpEgsenty &t sl nessage seRdipg dechaigeh, ddereeless SARSERE syst em
822. For exanple, as described above, PIMdata is commonly 15 exchanged
over suchysiere $a ey invicads npleanpile techaigup.oin Weeh iteransieiet a2 mepilhex
appropriate interface or connector 826 such as a cradle in or upon which a
nobi | e dé}P et sgtgo aguabdile dayicerdl 6pd aatponsiyetofHpauesiOr asepaheReation mBdel may al so
be used to transfer other information froma desktop conputer system 822

t o a nobiusieg devncelegit@ce, 81 8md qeuibindiiemof both teehnéquecurity keys ("private
keys") such as private encryption or signature keys 20 associated with the
deskt ép conpuflee usyftacrirdR2 comectart 128 thareliyanabled ympsshdine $ysfeorindudingy  such as
Certs and CRLs, used in sonme secure nessagi ng schenes such as S/M MeE and
PGP. Pri wahessdge perexci2ngbe erséndegd s thityeachowser’ s mobidcdaviza 882 818 hat acossmect or or
interface 826 allows a user's desktop conputer system 822 and nobil e

devi ce 816stofedBdelsalges fhivy mesadge s@Serl 88st one identity for accessing all
encrypted and/or signed mail. The user's desktop 37 WD 03/079619

PCT/ CA03/ 0040%s showplid Fig. Y Sthew 82 2evaratl patb ifdrecxdianiging iBfbmaion 8dith £an al so

t hereby share private keys so that either the host system 822 or nobile
devi ce 8Xfiobile d8i8e 81G) 8P8 BoRSthe SEPLIHER IVES 306.6 One pOsids hfstmiator thansfeser ' S
mai | box or account. on the nessage server 820. The transfer of Certs and

CRLs v erpafiighhdughitsi phobicA QoARGHidnOSR 4N ke atkefalr e, @sihg ah adrficbey
represent a 5 |arge amount of the data that is required for SSM M, PGP and

ot her pulbhfect®826.6THEsigath mEEbAEul fdk dra@pleFoOW¥MIk Gfbdmation GpRtel obten Cert (s)
used to verify the user's Cert, and CRL, as well as Certs, Cert chains and

CRLs for Qiffkedus ShifialiZiBoh bEa hoBleavRRLH 638 18 deBiodieMiyCRhentilser 848 from t he
user's desktop conputer system 822. This | oadi ng of other user's Certs and

(():'I[th r ont Q&R s96Vd1%8€is lefiind 48a %ﬂlﬁ%@f @st@ﬁbiinl tBe AAW 865, USA ast @e Sel ect

computer system 822. For example, as described above, PIM data is commonly
15  exchanged over such a connection, for example a serial port connected to an appropriate
interface or connector 826 éuch as a cradle in or upon which a mobile device 816, 818
may be placed. The physical connection 824 may also be used to traqsfer other
information from a desktop computer system 822 to a mobile device 816, 818, including
private security keys (“private keys”) such as private encryption or signature keys
20 associated with the desktop computer system 822, or other relatively bulky information
such as Certs and CRLs, used in some secure messaging schemes such as S/MIME and

PGP.
Private key exchange using a physical connection 824 and connector or interface

826 allows a user’s desktop computer system 822 and mobile device 816 or 818 to share at

25 least one identity for accessing all encrypted and/or signed mail. The user’s desktop
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10 entities or users wth whomthey m ght be exchangi ng secure nessages,
and to pre-load the bulky information onto the nobile device through a
physi cal womaetdsiion i nstead of over the air, thus savi ngPCTraAlanEosi r el ess
bandw dt h when a secure nmessage is received fromor to be sent to such

ot her use&smpuidt sydisn 82 ehdshelile Sledite 8161818 ks 4l thereblestaraprivad.keyssoknown
"synchroni zation" type wrel ess nessagi ng systens, a physical path has 15

al so beenidséthet Be hoABFt@h SDEESACEIE devREBIBbE HIBXEH pPBIRsA%6@s nitbRgesWi th a
nessage server 820 to nobile devices 816 and 818. Another nethod for data

exchange ¥didysed QR hRr'd @ilb6x 8d BocoBikni the BMéSapd Reverigno. ThRrRUEH: éhe
W rel ess connector system 828 and using wirel ess networks 812, 814. As

shown in Ebg andGRIGHVE: sra@yh%h%sr'ea@b&@le@mma@lb%@mﬁém ih @k e 8§p¥eseﬁtfa
available in the 20 network 8 or, alternatively, a tradl tional WAN

connecy | omr@%ﬂ&uﬁﬁéﬁﬁédatmﬁaaﬁstr%ﬁfeu 26 SHOME! bab ol QikflpRiitol ickfifiace to

one or nore w rel ess network 814. The Wrel ess rout er

provi des o8, ‘%ﬂsﬁéepg'o% Care VL DhafrPSIHGES) QEbad) LR e %Q{a O8N afld BRECASS 1 C

wireless netwo to a Wrel ess devi ce 816 Su Wrel ess \/PN rout er

832 may b?ff:ﬁ' tﬁﬁ éeﬂt& Cexl‘? Qﬂa{lh'{'&td' sV\fé)g gthgr s Fxgﬂ)ragéis dftda %@ﬁ@ﬁew&p r

exanpl e, e Wreless netvvor base W rel ess network,

then | PVG%%Q géjfrf%(ﬁ?{eﬁﬂgr ?&QH@B cJ> &QCL ﬁérﬁ%§% ﬁ)qhﬁg§§gth§rqls 8079619

PCT/ CA03/ addr ess BVEry Hobi conf i gur ed to
oper ate WI t Sto f‘nvc\)g%cé g v1ce %ﬁég%l% Qﬂgwg? krﬁobllte (i%glcélulgéretot s%%@ Fage

|nformat|o oam)bl ce
usi ng;& ] ess VPN r.ou

comporEn “HfRER wht iR hal i Py B s’f%%%g"}gnﬁestgs ATy -
oo Bl ol r%f@@%@%cgf SO E b e RoE R ESS, |«
Commonty. a¥sd<Ch ﬁ@l& v herahy \Aﬁf\'f%%?fﬁw&@ ‘Bgﬂ“e%%qcﬁ‘i?g’g“lf?%% Frgeeilgd ol oss
OO O o B B bant to with Doy tser, O whon Hhe siatis oF aert i fo be-determingg. & 816 and
In known “synchronization” type wireless messaging systems, a physical path has
15  also been used to transfer messages from mailboxes 819 associated with a message server
820 to mobile devices 816 and 818.
Another method for data exchange with a mobile device 816, 818 is over-the-air,
through the wireless con;1ector system 828 and using wireless networks 812, 814. As
shown in Fig. 11, this could involve a Wireless VPN router 832, if available in the
20  network 806, or, alternatively, a traditional WAN connection to wireless infrastructure 810
that provides an interface to one or more wireless networks 812, 814. The Wireless VPN
router 832 provides for creation of a VPN connection directly through a specific wireless
network 812 to a wireless device 816. Such a Wireless VPN router 832 may be used in

conjunction with a static addressing scheme. For example, if the wireless network 812 is

25  an IP-based wireless network, then IPV6 would provide enough IP addresses to dedicate
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10 any other required interface functions, wireless infrastructure 810 is
preferably used. The wreless infrastructure 810 may al so determ ne a nost
i kel y wiweloasmemet work for | ocating a given user, and tPaTlCAI3085as t hey
roam between countries or networks. In wireless networks such as 812 and
814, messag8sadilressnokevay mobilelevier &6 doafigred to opera®bithin thel aviwoassB16, 818
via RF transm ssi ons between base stations and the nobile devices 816, 15

818. A pl wmidathiut ynaké iceusiBlettb @ash inforwiatiel S5 nivdilvaewse BlRaray Bhd may be
provi ded, including, for exanple, I1SDN, Frane Relay or T1 connections

usi ng t heprlichYyl BBt fte O Qbing b $e@1esVONGB@EE 83018 tHal it@oMAtbe ahEr- b ERILSS
networ ks 812 and 814 coul d represent distinct, unique and unrel ated

net wor ks, VON doR¥néi® Whith WRARIEHE Mquird RS REEnedee §10. K VPREMecR
countries, and may be any of different types of networks, including but not

limtesl tgay udal BeB@NETUGPAY Edth&son REINNEK SessibRl GifscA§ R dddGroM & ﬁl'og&es
net wor ks, and .dual - node networks that can support both volce and data

comuni cagipirsgigver the sanme or simlar infrastructure, such as any of
t hose described above. In sone inplenentations, nore than one over-the-air

o e TR
o 9 el SRt Sy ) s 050105, S BASUEERSE LR TS,
520,20 PHILLSHIAHAR o B85 ML LA 5L GRSMPIBLI s DY 210
P PSR 5, DS S BRARES PR .
e b R PP TR R B R 1t s
B TN TR N N o TR T
to the V\Arl}letgvgﬁ(s asﬂc tash %léMaIrlc? IEi(lzllvltl,smf:ssages are normally delivered to and from mobile
devices 816, 818 via RF transmissions between base stations and the mobile devices 816,
15 818.
A plurality of connections to wireless networks 812 and 814 may be provided,
including, for example, ISDN, Frame Relay or T1 connections using the TCP/IP protocol
used throughout the Internet. The wireless networks 812 and 814 could represent distinct,
unique and unrelated networks, or they could represent the same network in different
20  countries, and may be any of different types of networks, including but not limited to,
data-centric wireless networks, voice-centric wireless networks, and dual-mode networks
that can support both voice and data communications over the same or similar
infrastructure, such as any of those described above.

In some implementations, more than one over-the-air information exchange

- 25  mechanism may be provided in the corporate LAN 806. In the exemplary communication
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10 infrastructure 810. Operation of the systemin Fig. 11 will now be
descri bed using an exanple of an e- mail nessage 833 sent fromthe conputer
syst em 80@0and7®mddr essed to at | east one recipient havi ngChatAe3amoaccount
and mail box 819 or |ike data store associated with the nessage server 820
and a nobsysemdefvFige 18 ¥6r eran®lf mdbdeeedrss §16e 8¢8 mstotiated switigese83Bving 15
intended for illustrative purposes only. The exchange of other types of

i nf or mat i mailboked $essdciutedowitipasenb@olnd\biBM6 nmessage edreerelaD yreadosfigreerbfol ed by
the wirel ess connector system 828. The e-nmail nessage 833, sent fromthe
conput er gyesdiecon Sib2rent airtles AANEBO8Y2 andBY4.bH thavirylessmetvivek 812esmpporsr si gned
with a digital signature and/or encrypted, depending 20 upon the

par ti cul alpvoeadraginggthss e rdise VPNhotite332pdyebe uskd b the Garesé emnnsyt&t em 802
is enabled for secure nmessaging using SSMMg, then the e-mail nessage 833

may bessi gieeh 828060Cdx¥RingE dat@wibidy. mébiledelicHBI 6 dga st & ihiashe3wdeloar mal |y
use traditional SMIP, C822 headers and M ME body parts to define the

format of ndiRekes 1Rl ThdRESIBSCretWHR W4 LBSNRE 6 WSerélt @y bf wiRSleddBletwdiROwWn t o
one in the art. The e-mail nessage 833 arrives at the nessage server 820,

40 VO 03/ (/849 B acARSNIGHRAR notirk, hmd QhRNMERE SnfofthRiodhingy if¥Rial hexes 819

the e-mai| nessage 833 shoul d be stored. As described above, a nmessage

such as thengp g@wnhr@ﬁl%@ﬂ@d&?f& @woﬂe&ﬁhg%hﬁl ﬂr%evvummet@rk pRehy acount, a
mai | box |dent|f|er or other type of i1dentifier that may be napped to a

particul ag, ‘éé‘so&H?lhe&% %ﬁ&?ﬁ: I5a% &5k TBlhRoR 19 tat%’ WAR 8BS S/0heSGinkels 820. For

an e-nmail nessage recipients are typic Identified using e-nai
addre§§esmﬁg§ﬁgﬁﬁggﬂfng to a user account and thus a mai |l box 819. The
wi rel ess connector system 828 sends or mirrors, via a wireless network 812

or 814, cert éé{%%rofﬁﬁ's%&%% FRLA \!Vlltllql%g' b%rdep&%)%czu&{;g %P%&ngﬁa% p Lrom the

corporate LAN e’user mobi evi ce re erably upon
detecting that o &5 ! ?ro {hggc%{:[{p&%r system 802 and addressed to at least one

mai message
recipient having both an account and mailbox 819 or like data store associated with the
message server 820 and a mobile device 816 or 818. However, the e-mail message 833 is
15 intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 806 is preferably also enabled by the wireless connector
system 828.
The e-mail message 833, sent from the computer system 802 via the WAN 804,
may be fully in the clear, or signed with a digital signature and/or encrypted, depending
20  upon the particular messaging scheme used. For example, if the computer system 802 is
enabled for secure messaging using S/MIME, then the e-mail message 833 may be signed,
encrypted, or both. ‘
E-mail messages such as 833 nofmally use traditional SMTP, RFC822 headers and

MIME body parts to define the format of the e-mail message. These techniques are all

25  well known to one in the art. The e-mail message 833 arrives at the message server 820,
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10 events has occurred. A triggering event includes, but is not limted to,
one or nore of the follow ng: screen saver activation at a user's

net wor keawoonpueey system 822, di sconnection of the user'PSTraMBo@&0Sevi ce
816 or 818 fromthe interface 826, or receipt of a conmand sent froma
nmobi | e dewhich &fefimines BicBwhich adbdxes 81%§s e-amiltmessigaBB3 siendt gstara® Aor nor e
messages stored at the host system Thus, the wirel ess connector system 828
may 15 detdewtibéd aHQYE ra mepsapecsntis aaths @ahall messuget $33thgy elkdageasgaiameSa 820,

such as receipt of a comand, or with one or nore networked conputer

Syst ens 82er dcbsit/di MGIHOREISHIESE br 0TRY fpeailddeltiEONAERLY OB nRpped & slescri bed
above. Wien wirel ess access to corporate data for a nobile device 816 or

818 has begmicaiat ho¢al®dr adsodied laiib&0819 b the BXREHRE eSOl NSy AW L18AIES S
connector system 828 detects the occurrence of a triggering event for a

mobi | €520 nglayis€ 833 $&pierddrd ty;;l&m lcfe% ligsd @s%ga-ymalln Rdd#&REs RFRspeh@heiAbl y sent
to the user's nobile device.” In’the exanple of the e-mail 'nmessage 833,

assum ng that @uhtnd9Rk L A%iIBYEgo has been detected, the arrival of the
nmessage 833 at the message server 820 is detected by the wreless

connector systep @géesszbﬁtﬁacﬁﬁy sRén 8ECRAR drn’} 26ks, 4% w@féfégpllle@wo&%%ggp' tor ' ng

or querying nail boxes 819 associated w th the message server

connect or “eyeranr e Sali b Bkl 610} da%f%@ S B S 1 =
advi se SY%mﬁ%bﬂﬁddeWe %Eﬁ;oﬂ\él% f%ﬁa"b C}Jt\{ﬁa?)ﬁ ﬁ&le&ﬂl Al‘?a?' he?é‘xla&&@t %;gﬁ@%”m ng

| nterface to there rec |cat|o en new

stor ert 0 ngéalléals %rm ?& géetM\?§691ng §§%’Bﬁ %Ci‘@%g]bﬁt?% nOtallsml r&e[o OIlC mOE% gf%ﬁg € 833 Is

to be sent oW Fel'eds conne or system
828 ' pref re Kk e dat tem.) ner .t hat anspar ent
to the no 0‘“WX vf%gg %gw¥ﬁg Wn Poﬁh&tﬁ%ﬂssgﬁyma% ﬁﬁnlﬁ%efvgﬁlb 2the

nobi | e deVIce a ear

accesi i bl SN th nﬁ’f) I Sgr;’fls%rg?ﬁ 049}&%8%@00@%?{0%11 H‘fime Sgg’efg?‘i%@g"f
ol oos AepirRd torb o mpuE AR Ee 336 of RREO U MFE SRER Fal T SRS Binls t o

the wireless network addres g t he o ile deyice 816, 818 to_which
or more messages stored at the host system. Thus, the wireless connector system 828 may

15  detect triggering events associated with the message server 820, such as receipt of a
command, or with one or more networked computer systems 822, including the screen
saver and disconnection events described above. When wireless access to corporate data
for a mobile device 816 or 818 has been activated at the LAN 806, for example when the
wireless connector system 828 detects the occurrence of a triggering event for a mobile

20  device user, data items selected by the user are preferably sent to the user’s mobile device.
In the example of the e-mail message 833, assuming that a triggering event has been
detected, the arrival of the message 833 at the message server 820 is detected by the
wireless connector system 828. This may be accomplished, for example, by monitoring or
querying mailboxes 819 associated with the message server 820, or, if the message server

25 820 is a Microsoft Exchange server, then the wireless connector system 828 may register
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10 the nessage is to be sent. Alternatively, other repackagi ng nethods
coul d be used, such as special-purpose TCP/IP wrapping techniques. Such
repackagiwg opioefoes ably al so results in e-nmail nmessages seat/dAoenvsasnobil e
device 816 or 818 appearing to conme froma correspondi ng host system
account ofor mavibdxyxcs3kOvidaddry thddligbsoftlMyssapige Applisasmd®PragrammeerIhteffacem a
nobi | e device. A user of a nobile device 816 or 818 may thereby effectively
15 share @1APhHad therbyrdckivadetifiestions ether e e nitesate 8 yoiadto atadbek 819t nmai | box
819 and the nobile device. Repackaging of the e-mail nessage 833 is

i ndi cated at SWhemhdaB36em sEPAakaginig mdsed 1838/ Ued baBYNt e a Siobile agvideor any
avai l abl e transfer paths or nmay be dependent upon the particular transfer
path, eitBE of 8168, Wer Rir€less coifetds bystdt 828 pRlddabily rdphckapdsrihd eas itidNnraout er 20
832. For exanple, the e-mail nmessage 833 is preferably conpressed and

encryps edmafidr BRE is tRBEPRFR 1Btherhbifle dBGike) do IRPAEKRASch RBht 18 3Ad reb&vddBr eby
effectively provide for secure transfer to the nobile device 818.

Conpr essi @@ midile a8fcd pBe LR el iRBHNAIRH ab RoRARH ahd'ReceiBESAUR nowher eas
encryption ensures confidentiality of any messages or other information

sent to nphide deni @eSinSAp. and Cﬁé%reﬂeﬂe&@ﬂd’a&lé‘agin ¢ MERSAARRL MRl ed Vvia a

VPN router 25 832 mght only be conpresse not encrypted, since a VPN

connect i Oﬁzg&%&? ésﬁ%bg Ao BY serft leavp“%%fegs?géﬁzr}(@/ SO0/ aqlo 4 Q%onik ryﬁv a&e router

832 is inherent ure. Messages are t securely sent, i ther

encrypt i O&afﬁ&or{?gﬁnm (e IR YIRELR g, &%@&%bﬂy@v&@ sﬁ@ysﬂs% Gafsi dered a

non- st andard tunne %e connect 10 exanpl e, or the VPN

Ul 0 8¢ élge%%agg b B s B ARS G A E B fEGAIRR LB RS AYE SN 2

ure an acceSS|ng mai | boxes
t th LAN t Kk d
message 808 p@ﬁ%srégﬁé%?@e%%l SRR Sloy At Ehne pdntl o T FRACITOE) oo

f t t 810 th PN 832 th | d
616 Cor | BeECmEgates ent BivL e Tugtk FaiRR SME VL BIX Shechify 14, S8mERm 3 05 ©°

message 834 of %mg host system account or mailbox 819 even though they are composed and

correspon
sent from a mobile device. A user of a mobile device 816 or 818 may thereby effectively

15 share a single e-mail address between a host system account or mailbox 819 and the
mobile device.

Repackaging of the e-mail message 833 is indicated at 834 and 836. Repackaging
techniques may be similar for any available transfer paths or may be dependent upon the
particular transfer path, either the wireless infrastructure 810 or the wireless VPN router

20  832. For example, the e-mail message 833 is preferably compressed and encrypted, either
before or after being repackaged at 834, to thereby effectively provide for secure transfer
to the mobile device 818. Compression reduces the bandwidth required to send the
message, whereas encryption ensures confidentiality of any messages or other information
sent to mobile devices 816 and 818. In contrast, messages transferred via a VPN router

25 832 might only be compressed and not encrypted, since a VPN connection established by
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10 and perforns any required deconpression and decryption operations.
Messages sent from a nobile device 816 or 818 and addressed to one or nore
reci pi entwoas®7ief erably simlarly repackaged, and possiPoiryCAvenprogssed
and encrypted, and sent to a host system such as the LAN 806. The host

syst em mayhet VIEN r& 0670852 it vthenlg kdcarel OViesangek afcthbrebyrsdcirly feaf) akkaged
nmessage, decrypt and deconpress the nessage if desired, and route the 15

nmessage t endriRiod AEhe SRS 8inBit& Y Stem ADYWHEEh ©@Abe nsidsield noistntaRl
envelope is to maintain at | east some of the addressing information in the

origi nal  epRRiuhndlBE PYPNAE3- cofhdchor ey dxh@plUbethe VMG ORE 8325 RAMbBild Out e
information to nobile devices 816, 818 is addressed using a network address

of one or gERER gTBkhd 8181€WERSing G hRing AHEHIRPAEVRE R16LRBI¥isaRGaRsul at es
the entire 20 original e-mail nessage 83§, i ncluding at | east one address

field, spogsi Qloyrel tﬂa&%ﬁ?%@ﬂboﬁ@g{ ﬁ(ﬁ% L%IN:E%‘;‘I}IS?I% tthrdQQ‘ktoWo pﬁ’def' %ﬁ@np riginal

"To", "Front and "CC' addresses o e e- nmessage 833°to di spl ayed
when the g@yjer envelope is removed and the nessage is displayed on a
nobi |l e device 816 or 818. The repackaging also allows reply nessages to be

el ver et 0, TSGR At b i Sk g

address of the VI ce” user accoun ost

system %BNiEegf%s %lﬁtagtg'uc%é §l(§ gﬁ %/Bffﬂ}eg\ﬁ%r%}gsrsm \%Qﬁp 12)41%2 95 N0 91363 5 t he

r epackage utgor ng nessage evice 1's renoved
el ess COTPERE, PYSARTL AR gt e A RSB R i, 70 o
S C50% 0 BERSRL Tl R S TOPR A TPl BB 0 st I 3
RS g W RNy B e O
operator of g wireless n twor%.cAs sho '%'Fi .. 12 the systemincludes a
comput or ST FeRaSkaESq AR @BSFIDI: CARTER Tt TRRIPE7AIdLREA B sk,
security fs1i1crh(:)a\év?.llllezl LA81\? %OG.n'%ItleV\l?ors{( sygt%r%rrgquc{len remove the electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route the
15 message to the addressed recipients.
Another goal of using an outer envelope is to maintain at least some of the
addressing information in the original e-mail message 833. Although the outer envelope
used to route information to mobile devices 816, 818 is addressed using a network address 4
of one or more mobile devices, the outer envelope preferably encapsulates the entire
20 original e-mail message 833, including at least one address field, possibly in compressed
and/or encrypted form. This allows original “To”, “From” and “CC” addresses of the e-
mail message 833 to be displayed when the outer envelope is removed and the message is
displayed on a mobile device 816 or 818. The repackaging also allows reply messages to

be delivered to addressed recipients, with the “From” field reflecting an address of the

25 mobile device user’s account or mailbox on the host system, when the outer envelope of a
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10 infrastructure 840, a wreless network 811, and nobil e devices 813 and
815. The conputer system 802, WAN 804, security firewall 808, nessage
server 828podarwmistore 817, mail boxes 819, and VPN rout ePCERA0N0I05
substantially the sane as the simlarly- |abelled conponents in Fig. 11.
However, sipackagddnentydhy headage s&85Sremn mrmobitatiedcenist lemotdie by eievavitelessper at or
infrastructure 840, it need not necessarily be a wireless VPN router 15 in
t he syst ecomdkbctbi gysteti?828T h¥singttin® uberBpet@inobr nallba@s hddiess Uren §hOmebitdb| es
wirel ess information exchange between the LAN 807 and nobil e devi ces 813,
815, respesiidev&loyor F8 AN6Wah @iksiigt Rert TRHNC @ Mfpbile dewytstocdpe 442 tiiough 82 and
configured to operate within the wreless network 811. In the LAN 807, a
pl ural i tynRfsaskesriditidTRITR tellseSy mhifsok 89 2r adodnt a0 iR HohQReme@Bér thavi ng a
physi cal connection 846, 856 to an interface or connector 848, 20 858. A
W rel ess gRIEMEQEvicYStem 844, 854 is operating on or in conjunction with
each conputer system 842, 852. The w rel ess connector systens 844, 854 are

simlar to thepp {2la%io&kUMREh OF an SNShaRe 828 ComBRAi ARV stelif hat it
enabl es data itens, such as e-mail nessages and "other itens'that are

stored inygRb| ARXRS céﬂn%%m@aﬁ%npa%%hmwd Bk %&%&1@& RERLRA i 8 bRgab: or 25

network data store, to be sent fromthe L 07 to one or nore nobile

devi ces 813, Al nefxéorMDAQ?gﬂ&%?ﬁJ%PﬁT éh%géérﬁ%%es L@?lﬁkﬂer %Zteﬁa%%y er, the
network operator infrastructure 8 provi des an interface bétween the
bi | e deyj 3 . : ]
Shown' | m S S0 3 ontfite EAN S Rond ilha o e M@ a IBEE Bl Boerkl, Pt em
il] [JRY Sltemth {t

o |85 g Al S 2k R R 1, fod Blug (BIG"SL AL 828 B one o

o e BRSSO ARsRE L A0l Siiecel ved
ft j I i | b d o d

"nto the. REhPBBpoRTe Sy 6L VEN, Fufef RSy SRenivele BhE Pt Smilsbioe o3 or

52: Eée; Eﬁgplﬁ) ec%m%gr?erntesqn ig. %1.”%0|w%%(r, salljige’ the R/Pﬁal%utgg %56 cl;oa}rlljrlnﬁ/nicl:)a?esav(v:iﬁlessed

the network operator infrastructure 840, it need not necéssarily be a wireless VPN router

15 in the system of Fig. 12. The network operator infrastructure 840 enables wireless

information exchange between the LAN 807 and mobile devices 813, 815, respectively

associated with the computer systems 842 and 852 and configured to operate within the

wireless network 811. In the LAN 807, a plurality of desktop computer systems 842, 852

are shown, each having a physical connection 846, 856 to an interface or connector 848,

20  858. A wireless connector system 844, 854 is operating on or in conjunction with each
computer system 842, 852.

- The wireless connector systems 844, 854 are similar to the wireless connector

system 828 described above, in that it enables data items, such as e-mail messages and

other items that are stored in mailboxes 819, and possibly data items stored in a local or

25  network data store, to be sent from the LAN 807 to one or more mobile devices 813, 815.
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10 device 813 or 815. In the exanple shown in Fig. 12, the e-mail nessage
833 has been addressed to the nail boxes 819 associated with both desktop
conmput er WRIBENB1842 and 852 and thus both nobil e devi ce®C8A0amEk0815.
Communi cati on network protocols commonly used in wired networks such as the
LAN 807. akdFigr 12 hraveypuntig matwesk opssatorjalrasuetats Oprovidespaintgsfage hptwhenwi r el ess
network 15 communi cation protocols used within wreless networks such as
811. For #angilile dedossrfilai Hlatand thedaAN\E0Gt As apovst ersuition véthiesutiera sebwiet wor k

| at ency, which are primary concerns in wreless network conmunications,
are | ess wuilgi 13 wilhbe describadduatloveinvibe kentext\alfiiag le-maibinesshdeyashanibustmative hi gher
capacity and speed than wirel ess networks. Therefore, nobile devices 813
and 815 cexmmuile ofGrdu iteyn atorayetshig tolatmbie device®13, &i6r ect | y. The 20 net work
operator infrastructure 840 provides a bridge between the wrel ess network
811 ahd the LANeBQHd.e-hhie niestape 883 0mkirabeal tol oder as toteCtedipenBAhvargadd es a
nobi | e device 813, 815 to establish a connection to the LAN 807 through

t he WAN 88touitiog tithiyiessigersei@xa82P] @ redeived bp eicahaschgb yeradr 800 ah@medsag, oi he

wirel ess network 811 or a service provider that provides 25 wirel ess
communi caposRiblysepointeeolaGingiidpy of wewesage §drdd anglcehi:bl mdilboR opddtd stbased
system a 45 WO 03/079619 PCT/ CA03/ 00405 nobil e device 813, 815 may

est abl i shijsasi6edTR ieahhildx 326 SF eathWubi rdckpende (OO he@PRAIRIREsagd BSF @st ruct ure
840 using a wireless network conpati bl e comunicati on schenme, preferably a
secure SCPEiRr HChbea StoVid Bl L88i1bbk 319 PR nayLRderabSesetctdsyed( WS mvbign
information should remain confidential, and a wirel ess web browser such as

a Wr ehesge /A8 i3catd18N 1R iy SLRoR! shoWAR) FYY AWSHE o rihil$i8dsadBys3t RS Bebequest
(through manual selection or pre- selected defaults in the software

residing Lauidl& 0RE LBIAGKE 88 a RPN ated w%:bo{hncie‘é’ﬁtﬁﬁ%rﬁlghter stetnd' 842 BEW

information for exanple, stored in a nmailbox 819 in the data store 817 at

the LAN 887,..qHh& HRaE WOkl RReLS180hnd Bfy astructure 840 then establishes a
connection or session wth a wreless connector system 844, 854, using
Secure Hypert eé&mﬂ;{lﬁ‘i@ﬂoﬁrnetwork protocols commonly used in wired networks such as the
LAN 807 and/or the WAN 804 may not be suitable or compatible with wireless network
15 communication protocols used within wireless networks such as 811. For example,
communication bandwidth, protocol overhead and network latency, which are primary
concerns in wireless network communications, are less significant in wired networks,
which typically have much higher capacity and speed than wireless networks. Therefore,
mobile devices 813 and 815 cannot normally access the data store 817 directly. The
20  network operator infrastructure 840 provides a bridge between the wireless network 811
and the LAN 807.
The network operator infrastructure 840 enables a mobile device 813, 815 to
establish a connection to the LAN 807 through the WAN 804, and may, for example, be

operated by an operator of the wireless network 811 or a service provider that provides

25  wireless communication service for mobile devices 813 and 815. In a pull-based system, a
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10 Protocol (HTTPS) for exanple, if no session has already been
establ i shed. As above, a session between the network operator

i nfrastr wowse784D and a wirel ess connector system 844, @&4/(way/obwsmade
via a typical WAN connection or through the VPN router 835 if avail able.
When ti ne nbbilagevideed 131D mecestablisiga eontrevpiasibn teseion avithohd heawaRvpaeatoBl3, 815
and delivering requested informati on back to the device are to be

m ni m zed infidsguonat 80 isidda afelesimetworkEomsitible cCombrin@4@onegdberhd) preWiratdy €Ss
connector systens 844, 854 may be configured so that a conmuni cation

connect i on seaffscieneath af Vst abdnssdteDayet Seédtity SWILSIMWwdEN fé@malien
requests originating fromnobile device A 813 and B 815 would be sent to

the wirel ghsuld RMRAE EQTTidSHEL, B8 DdHelal dveBitowse SRALLS A/Wii/elesyﬂ?ﬁlicaﬁ@r?ei ving a
request for information fromthe network operator infrastructure 840, a 20

Wi rel ess paRaRe (WATS 6wt 84¢ usd Sy’ Bbd tRUES (HEMYEShaRal RIRAGPREI pR-from a
data store. For the e-mail nessage 833, the wirel ess connector sSystem 844,

854 retri gueSed Ml TRIHe soffRERATEARSH the HBLID 8RR RAPE! A MardBbiR0%y 819,
typically through a messaging clien operating in conjunction mntﬁ t he
conput er 5P Ihgxmiﬁt%ﬁnati%ﬁ_2for m , edaiﬁcaeﬁﬁillﬂ)xr@ibl iH.Q?fe fiﬁ&%to?é élhieéﬁ dat he
nmessage server 820 or directly. ternatively, a wireless connector 25

t 844, fl : ' ' . [ tl
S om Bad AN Bt TR SR! LIS Lo 0GRS RTHER IRNRRAEI D el o 00!V
th dat | 817
and 1 ocal el i a hlel TRl B LAl B40k Shedk b BB S ugBh ™ T 0T
hol g_t i t 44, 854, d.t t bi |
devi caVg: 3ol G TRDREP SGRIRE T RE oSS! B R os B0 oo Bliined S ictage ©
server accounts or gl xes 819.a cia onput er systens

o4z and o83 Ahielen TR SR SE PeRSRREE bl 4 RinflolsbobRRY $8rimy oo
i e 84 . 862,
o e hen AR v BRRLA 2Bl WERN ciftedlih O BrondR R OBN riter B0 i e s 15

and 815, as .jndi cated. at .864 and 866.. I nformati on may .bhe tr.ansferred
et woon  arailabiey SPiGCiRt addE pEeeh R e AdHHE R EI N Eber at or

infrastructure, 840 via . . , : e
an&l deﬁwenng requested information back to the device are to be minimized, the network

15 operator infrastructure 840 and the wireless connector systems 844, 854 may be
configured so that a communication connection remains open once established.

In the system of Fig. 12, requests originating from mobile device A 813 and B 815
would be sent to the wireless connector systems 844 and 854, respectively. Upon
receiving a request for information from the network operator infrastructure 840, a

20  wireless connector system 844, 854 retrieves requested information from a data store. For
the e-mail message 833, the wireless connector system 844, 854 retrieves the e-mail
message 833 from the appropriate mailbox 819, typically through a messaging client
operating in conjunction with the computer system 842, 852, which may access a mailbox
819 either via the message server 820 or directly. Alternatively, a wireless connector

25  system 844, 854 may be configured to access mailboxes 819 itself, directly or through the
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10 either a connection to the WAN 804 or the VPN router 835. Wen the
networ k operator infrastructure 840 conmunicates with the wrel ess

connect orweysierss 844, 854 and the nobile devices 813, 8PETWiAa3Mi40fer ent
protocols, translation operations may be perforned by the network operator
I nfrastrugbihe S4Qr s PARK 2GhdIFatatediey, oSk a4ts ok sitfied to betdagen the

W rel ess connector systens 844, 854 and the network operator infrastructure

15 840, afGrebAlWaE TochPEHa SR S50ttt GAtBdadh cShPuIE Y sEMEs2e BIM nkayRer at or
infrastructure 840. Messages or other infornmation to be sent froma nobile

devi ce 813ce8ibR BBYvikfess InAEAGSGSehR44 831 Hnk &fus FPLRBPile dvich $831815.
information first being transferred froma nobile device 813, 815 to the

net wor K Operatﬁrtaé N L85 LhddGhol T 833840 addfi8ed &) WRY KnelBE abRkr 20cdufts’ @St ruct ure
840 may then send the information to a wirel ess connector system 844, 854

for staor agﬁume@smsg%gﬂ?dg}ﬁh 8ol cg&bh%ﬂ}xte}n@ AN Yn @GS SRE&HiLESI PhRNt S by

t he nmessage server exanpl e, or ‘may alternatively deliver the
i nf i o L th
Lotormall efk, ggn}gtae?-g%i &x?egéagg s%% fiy B %ée}g%o th-grﬁ%t“ﬁ)?@gﬁerﬂgléﬁlflﬁaﬁtukﬁ& gfo e

systemin ate = bas oper at1 ons. he W rel ess

V0 031 070810 RE Sfr gD 7ou R it SRS ARpE o RE CARAN kiR AHERHE T,
T oS40 BT 4Py SRR s BB VB! BB Rf sl O e
dovi co. B4R I SHEHORRY A Do S By B e RS N Ters

devi o8 eﬁ%&?aﬁ%ﬁ@ﬁt@%ﬁ@?@%ﬁ %ﬁ;@ﬁé ?&a@%%l: baeist P t0
SUBEF 4P _ , &% :
v an USRS PBIBEEAHET e 1 PFS SOt BN ng 227 A ar (0

840. AIthough separate, dedicated wreless ?onnecton systens 844, 854 are
shown f or mobile devices 813, 815 via different protocols, translation operations'may be performed

by the network operator infrastructure 840. Repackaging techniques may also be used
between the wireless connector systems 844, 854 and the network operator infrastructure

15 840, and between each mobile device 813, 815 and the network operator infrastructure
840.

Messages or other information to be sent from a mobile device 813, 815 may be
processed in a similar manner, with such information first being transferred from a mobile
device 813, 815 to the networkA operator infrastructure 840. The network opgrator

20 infrastructure 840 may then send the information to a wireless connector system 844, 854
for storage in a mailbox 819 and delivery to any addressed recipients by the message
server 820 for example, or may alternatively deliver the information to the addressed
recipients.

The above description of the system in Fig. 12 relates to pull-based operations.

25 The wireless connector systems 844, 854 and the network operator infrastructure may
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10 each conputer system 842, 852 in the systemof Fig. 12, one or nore of
the wireless connector systens 844, 854 nmay preferably be configured to
oper at e iwo®anjsmcti on with nore than one conputer syste®CEAA03BHBS or to
access a data store or nmil box 819 associated with nore than one conputer
system FRaste®@XedrEiguteh @o PlushedaBs RerBORNMObiRY devicys BEIuGr 81318y doebirednt ed
access to the mail boxes 819 associated with both the conputer 15 system 842

and the CcRRRMLIEEystYIBis Qb $BRibldRaWH ednipld, @motiidation b Eew hesagidr Agist ofobi | e
device A 813 or B 815 may then be processed by the w rel ess connector

syst em 844hia {ldths curfeily is@rdah iaQatdRyre B€ tHeSEANI30Y o810 R fashid 18 laGfisbile
communi cati ons between the LAN 807 and the nobile devices 813 and 815

Wi thout reQukiRIfRIS, \dﬁ%ﬂfﬁl@?ttﬁf?ﬁpuk@rto 848 Mefdges oBada itbins B6mRIMANG f or
each nobile device user. A wireless connector system may instead be 20

i npl engnt qp dlgthgg%ﬂg%de%r%ﬁggﬁﬁ&@emsage server 820 to enable wireless

conmuni cat 1 ons I's a block diagram of another alternative

communi cat i on Aﬁ?ﬁ%&%@?evﬂ%@a SSUSLE M D6 U8R of AR BOPYURIBHAARZ) VAN 804,

a corporate L ocate security 808, an access

gat evay 8 c-atéjgxh@gghﬁ e‘?en?%e}_%\lﬁlgtggﬁ& hVREK SyifiBds 3B ofie g%gqm%ﬁﬂ mobi |

devi ces 8¢ e conputer system 48 WO

03/ 079619, PETLCAORL00408, P SEGH obbohdf Wl 39, Tessage server 20,

data store conputer system 822, physi cal

gggg?g}]!{ |02.| ?54%15}{ ﬂéﬁ%%ga?e, { 1ca?e%n\$ﬁélgss cggxﬁec%?g Ye?nll\i §QUkeS are%ﬁ R

e cor ent S descri bed above. The

t 880 882 b le d 88 d 890
ity R RV SR R A S R )
t t 878
557 TR B 0 el RS T

conjunctlon wi,th one or nore ofpL.conmput er inthe, L 809. The
Wi rel ess ©8ENHER oRe §9§’Plétﬁ‘i 8’??“}3%% %@s O?E(F a’fcreésnéf Fa Rpre ofe et btoéﬁggst ored at

t he .
associated w1th more than one computer system. For example, the wireless connector

system 844 may be granted access to the mailboxes 819 associated with both the computer

15 system 842 and the computer system 852. Requests for data items from either mobile

device A 813 or B 815 may then be processed by the wireless connector system 844. This

configuration may be useful to enable wireless communications between the LAN 807 and

the mobile devices 813 and 815 without requiring a desktop computer system 842, 852 to

be running for eachimobile device user. A wireless connector system may instead be

20 implemented in conjunction with the message server 820 to enable wireless
communications.

Fig. 13 is a block diagram of another alternative communication system. The

system includes a computer system 802, WAN 804, a corporate LAN 809 located behind a

security firewall 808, an access gateway 880, data store 882, wireless networks 884 and

25 886, and mobile devices 888 and 890. In the LAN 809, the computer system 802, WAN
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10 LAN 809 to one or nore nobil e devices 888, 890. These data itens
preferably include e- mail nmessages stored in nmail boxes 819 in the data
store 81AvOoas/omshd as possibly other itens stored in theprdatGosvownse 817 or
anot her network data store or a |local data store of a conputer system such

as 822. Asu4esartitybe@dwal) 308, mesdage-sdhict 820 saagwor8 337 adalteaceslor deskiop or nore
reci pients 15 having an account on the nessage server 820 and received by

t he nessagfnuesh ¥RkenS 8L, PRjsicabeOnBéAbRe4, Bit@fdch6r doahdda’826 481 VPN eadt such
recipient. I'n the systemof Fig. 13, the external data store 882

pref er abl §35ha8 sabsSnfihilyAthe Shind Gk WieScor@spoaditlg lceipbridatsSiehaibe@abied Thei th, the
data store 817. PIMinformation or data stored at data store 882 preferably

is indepge8ihleafst ddddilaad® s hgotidvinbbil PdRES 988 Ald s98kdhatREed at the

host system I'n this 20 particular configuration, the independently
modi fi abl g, RERr fGEE Qﬂh@tAN%w’fﬂ ﬁg Al 2 d&bRss hREEor3FsteTBYS RN

synchronlzatlon of a plurality of data stores associated with a user

(i.e., da&ainggn ﬁnd?‘al? '\)Jl@l tﬁ'@fﬁ'e%@ g QAR . RAER § MidlesE WML G sy@im hpie, data
at the corporate . Thi's synchronization may be acconplished, for

exanpl e, hofd QsRiof 8mPiter et eSS
connectorﬁ€%§¥g¥%%€gﬂ§?§égr?H#H&?Pﬁggpﬂ?%rgg;sS Og ea@%e gﬁb an entry in
the data E%%#ﬁ 817 is added or changed, at certain tines of day, or 49 WO
03/ 079619 %A 03/ 00405 when initiated at the LAN 809, by the nessage

820 bly b
bt 1 o devi e SRRRe ShpEaL SREHTS oiiviack B Al ' Rl Srorlar BESC DY DY
th 833 f . e t e t, t gt 882
o ANEE T P LIRS S0 P ALl R (52

833..5 h b t 81 h 817,
gﬁzsgggopﬁ}l ’éfnets%%ese&ﬁrgfllsm %@?g%fbeé 8 IT headép éj ;(%S ‘gg%gfglp(tésg g'n%fﬁ%{g st or age
area in the data,st S been stored in

the mai | bBRBSSt %T@%&Frdé@ps&ﬁ%mi%‘oﬁ’ﬁ’é“%%h‘B‘tadszﬂ’ffg’ééé} gat%?faf 86 1 or

exanpl e, one or nore ¢ g of the e-mail nessage, indicated at 892 and
894 in Fi ﬁom@?”%“fq‘s‘l? a§ " to and stored in correspondi ng storage areas

or mail boxes in . .
As described above, an e-mail message 833 addressed to one or more recipients

15 haviﬁg an account on the message server 820 and received by the message server 820 may
be stored into the mailbox 819 of each such recipient. In the system of Fig. 13, the
external data store 882 preferably has a similar structure to, and remains synchronized
with, the data store 817. PIM information or data stored at data store 882 preferably is
independently modifiable to the PIM information or data stored at the host system. In this

20 particular configuration, the independently modifiable information at the external data
store 882 may maintain synchronization of a plurality of data stores associated with a user
(i.e., data on a mobile device, data on a personal computer at home, data at the corporate
LAN, etc.). This synchronization may be accomplished, for example, through updates
sent to the data store 882 by the wireless connector system 878 at certain time intervals,

25  each time an entry in the data store 817 is added or changed, at certain times of day, or
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10 the data store 882. As shown, updates or copies of stored information in
the data store 817 nmy be sent to the data store 882 via a connection to

t he WAN 8W0 oom0796ie VPN rout er 835. For exanpl e, the wi relP€TLADGNMOST OF
system 878 may post updates or stored information to a resource in the

dat a st orwhea8aitivted aethe HENPSPR DY thefidgade. seAlet 8200at 4 v@hpyuteraysien (822, gor ot ocol
such as HITPS or Secure Sockets Layer (SSL) may be used. A single copy of a

dat a it ennhd dais k@FLER2, Br PBNSBI Biah ndde loGad 8330 30 thaowdatthe Sécofsegatdwayhe LAN
809 may instead be sent to the data store 882. This copy of the data item

coul d t heggobey Hehetorhd Bffaill eshipe 38 B tx@Mple, S0ugdagnends Mg d-acaseon in the
data store 882, or a single copy may be stored in the data store 882, with

a poi nt erggarsRt RRE afrdait &tia@m&agt 883 Rt&ELREd %g dndida@hehdBlesihgRresd i n each
corresponding location in the data store 882. 20 The access gateway 880 is

ef f ects valy vl REGARS cBlah HRAMx 419 i gﬁfsfoiré 8187 M ALy ombielnﬁ‘aﬂ;lﬁéég&@s 888 and

890 with access to the data store The data store 882 nm

fi . ' Rt d t
contl g;r exglllalZenﬁ?lrgg%s)grc%ﬁeﬁ)gffcﬁ@égagage Qfkalif gne/ Mk 304 s@Ndwhie iRCCaRg gat eway

888 ggo be stemor teway through which nobile devices 888
compat b@fs?%%h%? Fas phet ity Hhe dhoates #17 SHRRENET. BL RRLIRUBIE. ea o
el L S IR SR T e

synchroni ze a store ored data itens either
honn at et 1308t bl esgR RE Sherp RbE LB Bt SR 0T 0°
dat a B or b g S hons Mot BB o bhiossd fal worndPlby P SR Zed”

LAN ‘800! Temufigial g Bt Bituonsamnii ' P L AR e Y P 578 ot ed
exarpl o, B ST (i BETe FOMERE SISO oS LA L e SRE S BGPT Gepondi ng

to the elenments of the invention recited in the clains. This
a resource in the data store §82 via an H%%‘ post request. %lternatnpc;‘f , a secure protocol

such as HTTPS or Secure Sockets Layer (SSL) may be used. A single copy of a data item

15  stored in more than one location in a data store at the LAN 809 may instead be sent to the
data store 882. This copy of the data item could then be stored either in more than one
corresponding location in the data store 882, or a single copy may be stored in the data
store 882, with a pointer or other identifier of the stored data item being stored in each
corresponding location in the data store 882.

20 The access gateway 880 is effectively an access platform, in that it provides
mobile devices 888 and 890 with access to the data store 882. The data store 882 may be
configured as a resource accessible on the WAN 804, and the access gateway 880 may be
an ISP system or WAP gateway through which mobile devices 888 and 890 may connect
to the WAN 804. A WAP browser or other browser compatible with the wireless

25 networks 884 and 886 may then be used to access the data store 882, which is
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10 witten description may enable those of ordinary skill in the art to
make and use enbodi nents having alternative elenents that |ikew se
correspormotos/otdse el enents of the invention recited in tReTalAABNGL5 The

i nt ended scope of the invention thus includes other structures, systens or
net hods thehratizedoitithdid daer stére 87 tahe dbwileadstored dafe Hefas either petomptigaly|  and
further includes other structures, systens or nethods with insubstanti al

di f f er eneesespddsiver 0 dehpgest frowmramobidn derdgpe8as 89Me AsIshowm at 896 WP 8% 079619
PCT/ CAO3/ 00405 What is clainmed is: 1. A nethod of handling cryptographic

i nf or mat icopied 6F the CQUANLIGSSAELISOB, whitlawasiitbteddn the datarstsiné BE/, deyibeeentithe

conmmuni cation conprising elenents of a first elenment type, the nethod
conpri si Rk faBilS denses I8 dadrsvoei Aidag the @pearhnhdtalei devicat888h89hoky | e
device; identifying cryptographic information in a first el enent of the
first sel qEBGEy b RtiroRA Widt 9 FBitionadukly a€X tniailbdi 8P, bhe datyro gt Aphac

i nformation 9@0n1the first elenment. 10 2. The nethod of claim11, further
conpri si RgifobRe BARIPBODS b b &bl1Y devidd dakzittig nidyaimitdrilyaetreflectdyipt ogr aphi ¢
information. 3. The nethod of claim11, further conprising the steps of:
identi fyi 04609485 §80maigpf.or mation in a second el enent of the first el ement
type; 15 automatically extracting the conversion information fromthe

second el eneqt, eﬁs}qédiﬁeﬁ@&a&ﬁ&alh%hpﬁ@uﬂrﬁﬂmwtsth&tdrésr, Systelseomidthdddt 0 a
third el ement o? the second elenent type based on the conversion

i nf or mati o0 . 41embiE BREPARY to thePdifthehts SRS Bidhtibh fechbER B clatds OmTaisi cal |y
converting ]fﬂﬁe
10  written description may enable those of ordinary skill in the art to make and use
embodiments having alternative elements that likewise correspond to the elements of the
invention recited in the claims. The intended scope of the invention thus includes other
structures, systems or methods that do not differ from the literal language of the claims,

and further includes other structures, systems or methods with insubstantial differences

15  from the literal language of the claims.
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20 first elenent into a third elenent of the second el enent type based on
the conversion information conprises the steps of: creating a third

el enent oWotlbe7second el enent type; and copyi ng the crypt ®@gramB00405
information fromthe first elenent into the third element. 52 WO 03/079619
PCT/ CA03/ 00405 hér.is dibgne®: hod of claim 3, wherein the communication is a
Secure Multipurpose Internet Mail Extensions (S/M ME) nmessage, and wherein
the step of automy i&élhdﬂoﬁ@&%ﬁihgi@%)t&ﬁ?ﬂﬁé LEbrn@ti6AEAt a icBintuaichtivnr d

el enent of the second el enent type ased on the conversion information
conpri sesuhfigifddap 3 nbile Bevicte Mel codintidlicBionY MpMEing Blehdeits lof a ke elSbhVE
nmessage; determining if the S MME entity conprises cryptographic

i nformatigR. HPABLISL&EEIHs: M dddbr:t he SIM ME entity conprises
cryptogragﬁﬁc |n?torrratilglr§,k det%@nining if the SSMME entity has an inline

contens di spositi on. AR HPQholELSHiBh i ROmbBM aehiee;, S/ M ME entity has an
inline content disposition, 10 changing the inline content disposition to
an attachnment cont . iL.Lion:. i -y OhLenk Alsposi tion
defines the first g@%ﬁghﬁﬂgé%éégﬂgc%ﬁ%ﬁﬁg@%%cqﬁgﬁ%hggﬁgeﬁ% @%Sposﬁfion
defi nes tpee%ggond el ement type. 6. A nethod of handling cryptographic

i nformati GRiN a conmunication to a nobile device, the communication

bl f i Si I ' . . d
one-or mor e of ormeni S OsPIGISC el RTRRoR Rl HiiRlyid th ME el TP, 0

one or nore el enent’s OF

steps of: determning if the comuni cation includes cryptographic
infornatigﬁn?W'a first elenment of the first elenent type; and including
1enent 20

e ChDtoaoBl o HALOLRLI 8 At SHFARC SHETRA (RS OREsRLS
| nfornati gtri]lizing the extracted cryptographic information.
3. The method of claim 1, further comprising the steps of:
identifying conversion information in a second element of the first element
type;
15 automatically extracting the conversion information from the second
element; and
automatically converting the first element into a third element of the second
element type based on the conversion information.
4. The method of claim 3, wherein the step of automatically converting the
20 first element into a third element of the second element type based on the conversion
information comprises the steps of:
creating a third element of the second element type; aﬁd

copying the cryptographic information from the first element into the third

element.
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contained in the first element of the first elenent type; wherein the

i nclusion of the cryptographic information in the second el enent of the
second elwomab7dsype facilitates utilization of the crypt o@Capnos/0040s
information at the nobile device. 53 WO 03/079619 PCT/ CAO3/00405 7. The
met hod of cl abm 6, Teheanehed tdfeclsieB, ovhérninl dui rgmireicatioppingr Hehire
information in a second el enent of the second el enent type upon determ ning
t hat t he M@apIPsHeChitdrnosd Mait | Extkasiony YSIMINIEA phéssagenfod medtereon thensteef f i r st

el enent of the first elenment type conprises the steps of 5 creating a
second elsaianticaly dohteregcne dirs klementintoyapbird alethentayi yhegcdrdelanepptypgr aphi ¢
information fromthe first element into the second elenent. 8. The nethod
of cl ai Mygsedfdalthd\@InvEsioR irfsingod benmisenhoftegiaifet i ng the first element. 10
9. The nethod of claim®6, further conprising the step of appending
converssi on | nfi&&lf{@ﬁﬂgqﬁ mlang@meismmEmesga@e, conversion i nformation
detailing the inclusion of the cryptographic information in the second

el ement. 10. JbeARin3ockneb/MIME Sty cdﬁgﬂfs@d dyptbagtiepf@atiot| udi ng the
cryptggraph!c_ |nfa;nathon in a second el ement of the second el enent type
upon det erm ni ihiAE thak & SMIMVIE €Aty QOmIpRSds UdRSto & '

i nformation iﬁBgﬁg E%?gtgeP%neng of thgﬁyirg? efenen?gi%%%ﬁggﬁg??ges t he
st eps " of cfépe%ﬁﬁl%%i??ﬁtmlﬁ/ﬂireﬁﬁty%h%ﬂ%e%n&ﬂ@i%ﬁﬁ&rn;%h@nent type into the

second el enen e second él enent type. he nmet hod of claim®6,

wherein the c o eRhindE it heSSAUME b hRAUER QSR B &lispbitibn,

Ext ensions (S/1 | nessdage, and wherein tthe step of 20 determning if the
conmmupy cation incl g e J i £irst element of the
TV S DR A CLOREAT, iy L ER B il

wherein the inline content disposition defines the first element type and the
attachment content disposition defines the second element type.
6. A method of handling cryptographic information in a communication to a
mobile device, the communication capable of comprising one or more elements of a first
15 element type and one or more elements of a second element type, the method comprising
the steps of: |
determining if the communication includes cryptographic information in a first
element of the first element type; and
including the cryptographic information in a second element of the seéond element
20 type upon determining that the communication includes c;'yptographic information
contained in the first element of the first element type;
wherein the inclusion of the cryptographic information in the second element of
the second element type facilitates utilization of the cryptographic information at the

mobile device.
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identifying an SSM M entity in the SSM M nessage; determning if the
SIMME entity conprises cryptographic information; and upon determ ning

t hat the WBOMBAMBG6eNtity conprises cryptographic infornmati oRCT/CAB3MeOLr M ni ng
if the SSMME entity has an attachnment content disposition; 54 WO

03/079619. PCT7,CAO03HGA&Rod vhektn B, hreiat theslpRitindedieie @saasihid on
defines the first elenent type. 12. The nethod of claim11.1, wherein the

step of i nFbiachti® id RRedond RIASBHAPHINE setdhll Qeifeht §e vfo@ dsBERng eheMRNt of the
second el enent type upon determ ning that the conmunication includes

crypt ogr apbimuhiBdidh FRiURS cﬂypto%ﬂ?hié iffoimaBbeiBns fiRf clbhentlor idtrirgleRMRAt 5 type
conprises the steps of: upon determning that the SSMME entity has an

aptachnen%ﬁggghﬁﬂk59k§g Sbit i on, changing_thg attachnment content
di sposition to an inline content disposition; wherein the inline content

di sposktion d?&££ﬁ@a%Qﬁmﬁ%Eﬁﬁgxﬁhﬁﬂﬁ&hdkﬁﬁﬁnuﬁﬁxalbe met hod of claim 12,

further conprising the step of appending 10 Conversion information to the

S/'M ME nmessage, i LOR- &ﬁﬂﬁ | e detakld it idngi.pgy t he
attachnent con?g&tgdﬁgg%gﬁé#%ﬁuig&t e %%?@nea%oﬁfg%%nﬁﬁggggitioﬁ. 14. The
net hod of glajm®6, wherein the step of including the cryptographic
information 1h a second el ement of the second el enent type upon determ ning

that the co ni cagjon incl g§§ r o i A h i rst
el enent of tggyfirslwéﬁghéﬁ?y ?yég&%g%%%?§e§‘?Egkg?%ﬁ%g?hgg%%ssgng t he
cryptograp ic information.. 15. The method of claim 14, wherein the step of

recasting ntCryptographic informati on conprises the steps of: selecting

22035, of, 5, O YAEOTRIB. B SRRHBEL 53 5 kg oS o
O e 5 LY Bl BRI L ONTRL, S SO 5 @ ThglAe]
conpri ses inaélusion of the cryptographic information in the second element.

10.  The method of claim 6, wherein the step of including the cryptographic
information in a second element of the second element type upon determining that the
15 communication includes cryptographic information in the first element of the first element

type comprises the steps of converting the first element of the first element type into the
second element of the second element type.

11. The method of claim 6, wherein the communication is a Secure
Multipurpose Internet Mail Extensions (S/MIME) message, and wherein the step of

20  determining if the communication includes cryptographic information in a first element of

the first element type comprises the steps of:

identifying an S/MIME entity in the S/MIME message;

determining if the S/MIME entity comprises cryptographic information; and

upon determining that the S/MIME entity comprises cryptographic information,

25  determining if the SMIME entity has an attachment content disposition;
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public key. 17. A systemfor handling attachnment information in a

comuni cation to a nobile device, the conmunication conprising body

el enent s wod3atewachnment el enents, 55 WO 03/079619 PCT/ CAPB8TEMGBSH0405 he
system conprising an inline generator systemstored in a conputer readable
medi a, conprivieRgn thaAttexneRTomentthidpasiton defines the Giospleinsntngpeone or nor e
conversion conditions associated with one or nore attachnent el enent
types, each of1at he The meiodi dFrtlaand] whew thd sepfof mohglig therwetogtaphiccri teri a
for an associated attachnment el enent type; and a converter nodul e having a

dat a accegforRalidiaya b&ohdBlem¥itl FahOkecdad dlenshi typd Upch @ietnmdpey &t ehet O
convert an attachnent el enent of an associated attachnent el enent type

into a bogynRhRERBE idéRAEs driifoREsid InBHEREH in e MSEMThlt BFihE BRY ClefbMN
condition; 10 wherein the conversion of the attachnent el enent to a body

el emery {ygg'&;rhrggg@&egtg%@m ssion of information contained in the
attachnment el enment to the nobile device. 18. The systemof claim 17,

wherein: the EleRhinf3ttfar Shd SIS chit) hREhn GRRF hedi§ERiBR,ST ON
oper ati ons 1?%2?%%{@% tl\?vlaltt hétgﬁxé ong tgg nor e convgrrﬁg%g‘r% c%lﬁ%imtﬁi ons; and

the conveg,ar, Rl Grhnl dhiNEsiPBRREAR S ifiteREH SpBlifie- conver si on

operation on e attachnent nt upon the occurrence of an associ ated

conversion  cQ iréih%'inlé}%gog;grg dfségstn%ﬂ d%tf'ngsjtﬁé 5@03{%6]&%@# j 8 the converter

nodul e i s further opera append conversion in mation to the

attachmont ol chent BF eoa (8 HRER TG s P Ramk W |, POKRGRE o '

attachnment el e ment el enent ement
upon E(? € gocn%grrs,{og i orrr?a]:tioraf to &2 %%h@ﬁef\r(ljesga%&vt% 33m8ksioR rfr%lo}xﬁa%%h detailing the

changing the attachment content disposition to the inline content disposition.

14. The‘method of claim 6, wherein the step of including the cryptographic
information in a second element of the second element type upon determining that the
communication includes cryptographic information in the first element of the first element

15  type comprises the step of recasting the cryptographic information.

15.  The method of claim 14, wherein the step of recasting the cryptographic
information comprises the steps of:

selecting a subset of the cryptographic information; and

including only the subset of the cryptographic information in the second element.

20 16.  The method of claim 15, wherein the cryptographic information comprises
a digital certificate, and wherein the subset of the cryptographic information comprises a
public key.

17. A system for handling attachment information in a communication to a

mobile device, the communication comprising body elements and attachment elements,
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20. The system of claim 19, wherein the conmunication is a Secure

Mul ti purpose Internet Mail Extensions (S/M ME) nessage, and wherein the
converterwO23/0msdul e i s adapted to: 56 WO 03/ 079619 PCT/ CRQI/(N0406105
identify an SSMMe entity in the S/M M nessage; determne if the SIMME
entity cothersysiem comppisinganphline genératonsitsicon storgddn ademuier méadeple hmtiat he
SIMME entity conprises cryptographic information, access the extractor
dat a strucempresintgo determine if an associ ated conversion condition has 5
been net; and upon determ ning that an associ ated conversion condition has
been net, change a ancont@ot dada stpesird canprizsingt dre @B/brdvEEorverdidnycohdidionan
attachnent type to an inline type to create an inline cryptographic
entity. 2issociited sythtoaenoninosd @tathi2y elatmeritaypes) dueh 00 theabhetsisidabubgiohs furt her
operable 10 to select a subset of the cryptographic information and

i ncl udse t beisnhsanvabioh bsteris fof ph agoagkd sitachheit BRidedtype) andie i nl i ne
cryptographic entity. 22. The system of claim 21, wherein the cryptographic
information is a digtdrtrercbduld hediga dandadber Ritiwdy® Gelseictaf dddhe
cryptographic information is a public key. 23. A systemfor receiving

i nf ormat i efuchite an€ VFBIBeCRt dodlert @n AttiBhRiche cHA¥ACEE an hSsobBRd GaEdMRheat | on
conprising body elenents, the systemconprising an inline extractor system

stored oneRmeMNBYE Qhto! £aHaPleRniER( upon tHR€odcirbie @Xid AGbShted X8hRMion
conpr|S|ng an extractor ata structure conpr|S|ng one or nore extraction

condi ti ongopd@iinoCi ated with one or nore body el ement types, each of the
extraction conditions defini ng an extraction criteria of an associ ated

body ghement type; agbigGhdRofvelsidiC b theMithReltMbMeht dodR Had dPCRAR: pat hvay
to the extractor data structure and operable to extract body el enent

I nfor mat i @R AhdRRe6h 3F GoRRHYn Etiiiilin the/ ARHMAAR lfnPOoGHY KEBES Of an

associ ated extraction condition.

device.
18. The system of claim 17, wherein:
the extractor data structure further comprises pre-conversion operations
15 associated with the one or more conversion conditions; and
the converter Amodulg is further operable to execute a pre-conversion
operation on the attachment element upon the occurrence of an associated conversion
condition. |
19.  The system of claim 18, wherein the converter module is further operable
20 to append conversion information to the communication, the conversion information
detailing the conversion of the attachment element of an attachment element type into the
body element upon the occurrence of an associated conversion condition.
20.  The system of claim 19, wherein the communication is a Secure
Multipurpose Internet Mail Extensions (S/MIME) message, and wherein the converter

25 module is adapted to:
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24. The system of claim 23, wherein: the extractor data structure further
conpri ses post-extraction operations 25 associated with one or nore

ext ract i owomondieéte ons; and 57 WO 03/ 079619 PCT/ CA03/ 00405 PCrhaA0@/x0408Ct Or
nodul e is further operable to execute a post-extraction operation on the
body el enent ujdemify e SOCME etitg & thé SAMIMISseshgt ed extraction condition.
25. The system of claim 24, wherein the extractor nodule is further
operable to ada@sinedDihe SMINB entith oompdisepryptogdaplde thfortmatib; conmuni cat i on,
the conversion information 5 detailing the conversion of an attachnment

el enent of an @ichadebei@itingethatTeiet S/MINEE éntityd c@mprides ¥ryptogrdhic, infodation, convert
the body elenent into the attachnent el enent of the attachnent el enent

type basedcd@ss théextfomdy @t isttictindite dB@inifdif adGssotARd pteeiddéonaltidh M4,
wherein the communication is a Secure Miltipurpose Internet Mail

Ext ensfongedn3hdd M) nessage, and wherein the extractor 10 nodule is
adapted to: identify an SSMME entity in the S/M M nessage; determne if

the S/'M M entNilEﬁoxs R RABMirpaSaChYRIRHARherdid Qnff{oh s bedAARet A&l Ni NY
that the SIM entity conprises cryptographic information, access the

ext raCtof fALR NpbUEH6E e O/MEME! EHle bl AMuASRAGK HRASHLIAR h0 wondi ti on

has 15 been net, upon determ ning t'hat an associ a extracti condition

has been bie B XBENE SSAGLat ed post-extraction operation on the
S/I'M ME enfn'il%ttf.a )é(r%‘ Tﬁgl%g? It%g% t(q)tlf’" claim 26, wherein the post-extraction

operation is a, decpuny %th’H PREERDORheref] tﬁé%pnmﬁ?eﬁ%{o%hﬁ% (?v%rth%l' %&% 6,
Lgital eritication

wherein the post-extraction operfation I's a tal” signature \
Oper al O, Becrts Tabd1P e Uhe RS HBRRBLAPNLCinNOT B LR | @ Message
cryptographic information in the inline cryptographic entity.
22.  The system of claim 21, wherein the cryptographic information is a digital
certificate, and wherein the subset of the cryptographic information is a public key.
23. A system for receiving information in a communication to a mobile device,
15 the communication comprising body elements, the system comprising an inline extractor
system stored on a computer readable media, the inline extractor system comprising:
an extractor data structure comprising one or more extraction conditions
‘associated with one or more body element types, each of the extraction conditions defining
an extraction criteria of an associated body element type; and
20 . an extractor module having a data access pathway to the extractor data
structure and operable to extract body element information of an associated body element
type upon the occurrence of an associated extraction condition.
24, The system of claim 23, wherein:

the extractor data structure further comprises post-extraction operations

25  associated with one or more extraction conditions; and
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device to be utilized automatically at the nobile device, the nessage
conprising a cryptographic attachnment containing the cryptographic

i nf or mat iw0,030e19met hod 25 conprising the steps of: 58 WPCOR/ADIOGLS

PCT/ CA03/ 00405 extracting the cryptographic information fromthe

crypt ographi ¢ att acthesstracdr tdodule nissfhala; opadiblend iexegeutda posypiiegri@phi ¢
information into an inline entity; and transmtting the inline entity to

t he nobi | epetetiincm; thbbodyeleticht upoa therdctureenedbf dnyasdvbitel ex B aes Sadition.
automatically at the nobile device. 30. The nethod of claim?29, wherein the

inline entity 2% a TMédyitoopelsien 24, Whefeitethe MatdctobExioans isomahdrMpddlc ent ity and
conprises at |east one header part and at |east one body part, each header

part incl uebielonidsioh infdtiatidn Btkldseiue: Raithmicaddn, N @nRLBO B G hagbRi m 30,
wherein the at | east one header part conprises a 10 content type field.

32. The n‘va&ﬂamel%@ﬁe EdnRSoR bf alVARsBant é]@m@r@%ff‘ﬁﬂtatt&&l%ntf é1@1£&1tltﬂ5‘el iHdes S/M ME
t oken val ues 3. The nmethod of claim 30, wherein the at | east one header

part ConpPhLbgeslement Wl QB cofliP AR Bé@neﬁma{tdmtolﬁle%actmt R opfing! ai m 33,
wherein the ‘content disposition fiel'd includes S/'M Mt tokens. 35 The

met hod of aﬁéc%hﬁht%?eméﬂﬂﬁb@bd&e& BEmE CYReRUNARBFaRht achment is a Ml tipurpose

Internet Mail Extensio M ME) attachnent conprising an attachnent header

part and an at 5? t M &agfmmt%ue g,%lgﬁneq{%ﬂgﬁﬁ?ﬁg{u&ag%gcgé@;& si ng one

or 20 nore fi vaI ue pairs aim erein the

attac hrreliﬁﬁl?an%se qﬁtre}nep R/ﬂiﬂrﬁﬁ%loﬁs (§mt mEs)éQ&, ahc? lwﬁrerein the extractor
10  module is adapted to:
identify an S/MIME entity in the S/MIME message;
determine if the S/MIME entity comprises cryptographic information;
upon determining that the S/MIME entity comprises cryptographic information,
access the extractor data structure t(; determine if an associated extraction condition has
15  been met;
upon determining that an associated extraction condition has been met, execute an
associated post-extraction operation on the S/MIME entity.
27.  The system of claim 26, wherein the post-extraction operation is a
decryption operation.
20 28.  The system of claim 26, wherein the post-extraction operation is a digital
signature verification operation.
29. A method of enabling cryptographic information in a message to a mobile
device to be utilized automatically at the mobile device, the message comprising a
cryptographic attachment containing the cryptographic information, the method

25  comprising the steps of:
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37. The nethod of claim 36, wherein the content type field includes S/M M
t oken val ues 59 WD 03/079619 PCT/ CA0O3/ 00405 38. The nethod of claim 35,
wher ei n twe isohegs1Df extracting the cryptographi c infornmat ipar/davenvgohe
cryptographi c attachment of the nessage conprises the step of extracting

t he crypt ogr apé¢xtctingf the ogypiograplic infortniation fivacthereryptoyadyic paidhmeddf thehe met hod
of claim30, wherein the nessage is an e-mail nessage 5 addressed to the
nobi | e devtessage;40. The nethod of claim 39, wherein the step of transmtting
the inline entity to the nobile device conprises the steps of: including
the inline entédnyerting the@ritdpedphicliifsfmgien imeoan inlih@asHy;tahd Ng t he e-nai l
nmessage to the nobile device. 10 41. The nethod of claim40, wherein the

step of transniddsinitfng the inlitk MRy &thé hpbillddevidae nobi | e device further
conprises the step of renoving the cryptographic attachment fromthe

e- mai | 5messagewhatiang iR Sty thiy i dcbisel-alRilatifS 2888 nloBild M&ideobi | e devi ce.
42. The nethod of claim 30, wherein at |east one body part is textual. 43.

The method of g4 ai MRImefhbll tdPeMlaimOPR WEdrSE thbanBlcCbnt® i¥ GCRMIpAote inline
15 entity at the nobile device. 44. The nethod of claim43, further

CoMPr i ST Nyt e NHiPRxiBfsicH QML) Gtk ha clhublilek uPad B FYRLAGEAPH G

informati on at the nobile device. . A nethod of automatically utilizing
crypt ogr aghi ot ER,rﬁm{hé%Hﬂ. l (ﬂgﬁ ¥ TRV ﬂﬂ%@! inline entity in a
nmessage transn??te to a T bi Ile E\gl cg?ﬁﬁﬁ%ec?ﬂ% 8 conprising the steps
of : receiving {he hle. LCE, j racting
the cryptograp 1!'c mﬁﬁﬁ%ﬁ%ﬁﬁ %1{/1&;?3%%%%@4%%{;%%?% g‘g%%%ljn%a?él J@épﬁééseaxt racting
the crypt gg{t&qug ffeﬂif. ormation f rom t he

32.  The method of claim 31, wherein the content type field includes S/MIME
token values.

33.  The method of claim 30, wherein the at least one header part comprises a
content disposition field.

15 34, The Iﬁethod of claim 33, wherein the content disposition field includes
S/MIME tokens.

35.  The method of claim 29, wherein the cryptographic attachment is a
Multipurpose Internet Mail Extensions (MIME) attachment comprising an attachment
header part and an attachment body part, the attachment header part comprising one or

20  more field and value pairs.

36.  The method of claim 35, wherein the attachment header part comprises a
content type field.

37.  The method of claim 36, wherein the content type field includes S/MIME

token values
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cryptographic inline entity; and 25 automatically utilizing the
cryptographic information at the nobile device. 60 WO 03/079619

PCT/ CAO3/W040857964%. The net hod of claim45, further conpriPSTrEMnBh@0St ep of
di spl ayi ng the nessage on a nobile comuni cation device display, and

wher ei n the aut®omatiheangtyod ehalaimels, ngesinethe sign @f eneacting Sreetrintedrappicexecut i ng
step are performed upon displaying the nessage on the nobile conmunication
devi ce di gppraptions fiom thphesypregrapidc oftachmantnefathe mprergsi epnyirisess the pstapf of
automatically extracting the inline entity fromthe nessage is perforned
upon r ecekXtraging theciypiograpkic anformatiomtrpin|tie attdehnanebodygartThe met hod of claim
45, wherein the step of automatically utilizing the cryptographic

i nformati on at3% he Tipbntthodl@fi damcdhpwhees thhenestagpsisofn: e-hihilcmapedel Nng a
nmessage integrity check on at | east one portion of the nessage; and

conpar ¥ ngaddiessatigs $mguotiilatdegjcd.t y check with the cryptographic infornation.
49. A system for handling cryptographic information in a cryptographic
attachment in 49. resBagetiaddf elamedd, whesimhd stbeofieansmiting the iriys &@ity @onpri si ng
an inline generator operable to access the cryptographic information in

t he crypt dgmagpiie devide catdpeisneystepantl generate inline cryptographic
information fromthe cryptographic information in the cryptographic

attachment andnélodieg thetiflieientity ivethe EMRHIGHEsaEB] hd | Nformation into the body
part of the message, wherein the generation of the inline cryptographic

i nformation fagnbhit@ighe thANIWsssE @ hOnobiedesic¥pt ogr aphi ¢ i nformation to
the nobile device. 20 50. The system of claim49 wherein the inline

gener @ or CONpPA1i SeFhe nRttHYAIPEMinS 4D MstBIMORES S MshRtisl RE Sl ity @
processor coupled to the nenory subsystem and operable to read data from
the NMENDI jheSHOMHY e dhdr comprises the step of removing the cryptographic attachment
_ from the e-mail message before transmitting the e-mail message to the mobile device.
42.  The method of claim 30, wherein at least one body part is textual.
43.  The method of claim 29, further comprising the step of receiving the inline
15 entity at the mobile device.
44.  The method of claim 43, further comprising the step of automatically
utilizing the cryptographic information at the mobile device.
45. A method of automatically utilizing cryptographic informatidn included in
a cryptographic inline entity in a message transmitted to a mobile device, the method
20  comprising the steps of: |
receiving the message at the mobile device;
automatically extracting the cryptographic inline entity from the message;
automatically extracting the cryptographic information from the
cryptographic inline entity; and
25 automatically utilizing the cryptographic information at the mobile device.
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an inline generator software nodule stored in the nenory subsystemand 25
execut abl e on the processor, the inline generator software nodul e

conpri si yoiad®trysuct i ons 61 WO 03/ 079619 PCT/ CA03/ 00405 teTgsveenesos i nl i ne
cryptographic information fromthe cryptographic information in the

crypt ogr aphi ¢ 46.t acihgenéthandf cieM4s, flithet BbhPEsigY hpt gy aphisplaying aigmat i on
into the body part of the nmessage. 51. The system of claim50, further

conpri si ngleasa?@bhr@eﬁqbng tcahfinfhidredevide Hisplay,Sardde WRENinS theSyitdredticallyne
extractor table conprising one or nore extraction conditions, each of the

extracti ogxefaRfigh stbnmddrs &dibrﬁﬂicﬁl_lr\y exdet@fp! téaré peifided poh disPRyinRlthdre
crypt ogr aphi cﬁﬁgl nf%r mation. 52. The syst emﬁgf é)Fai m 51,p Wnerelyngt he inline

generatorm%%fagé/\@{ﬁemgﬂ@@,nhﬁuniga%ﬁb@qce%?[@bl e to generate conversion data
detailing the generation of the inline 10 cryptographic information from

the cryptography c iTH.OhdtRdd QMeldifh 45)‘%vh@fei’rpﬁlgQF}eﬁRﬂiaﬁtonﬁﬁ&ﬁ‘l‘}%E@ﬁng51%: A

nobi | e device for enabling inline cryptographic information in an inline

entity 1 Nigin0RAGIAForA Ul BESEE & DeffoiRRl ifen dEeNER 18 AR sl d iPhobile

automatically at "the nobile , nobi | e devi ce conprising: 15 a
menory sugg‘x%t emoperable to store data; a processor coupled to the nenory
subsyst em and operable to read data fromthe nmenory subsystem and an

inline extract ﬁes thteV\@&ﬁodTBP{:ihﬁq 35 of £9eihy Q?é be @%B#%@EXE&%%% g&d

execut abl e on processor, e Inline extractor so

compr i Si g, L ASLONE L0520 hOuBRId QUL B0 AULORBLES, G OCess on the message,

the aut om&rfc process opera extrac e entity fromthe
e e RN R SR
mobile device ofsands e Fidssadl Bkl ik WRPIG By D tabfic itorion.

49. A system for handling cryptographic informationv in a cryptographic
attachment in a message addressed to a mobile device, the system comprising an inline
generator operable to access the cryptographic information in the cryptographic

15  attachment and generate inline cryptographic information from the cryptographic
information in the cryptographic attachment and insert the inline cryptographic
information into the body part of the message, wherein the generation of the inline
cryptographic information facilitates Hansnﬁssion of the cryptographic information to the
mobile device.

20 50.  The s'ystem of claim 49 wherein the inline generator comprises:

a memory subsystem operable to store data;

a processor coupled to the memory subsystem and operable to read data
from the memory subsystem; and

an inline generator software module stored in the memory subsystem and

25  executable on the processor, the inline generator software module comprising instructions
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conprises a display operable to display the nessage, and wherein the inline
extractor 62 WO 03/079619 PCT/ CA0O3/ 00405 software nodul e further

conpri seswpngrasee i ons to automatically process the nessa@eTamog/oo40pon

di splayi ng the nessage on the display. 55. The nobile 'device of claim?53,
wher ei n t fdegdnBiatenilifX tfyplegtaphic Snfotihdtioarfrom ey alpp@giaphit GEfein:tion Gnder Si on
data detailing the generation of the inline cryptographic 5 information
froma cryphtoghapibiatackinieat Meitert BRANfNG EMpibg@FHIP B8 SatioN iith UBd bedys t 0
create a cryptographic attachment conprising the cryptographic information
based on pdieof tROR¥REE. on data. 56. An attachnent nanagenent systemfor a
processi ng device operable to receive and transmt electronic

comuni cat i onssover T §ASHLTIchah 50 fuRRdr \Womkrisihdgh exkictet B6k SRR the
conmuni cations conprising attachnent el enents and body el ements, the

Syst ens CopRibhsj fifsysRfh, Halek MG IR RInBiis B he 6l BbreREMIEn SdAftRes, QRcrcONput er
readabl e nedi a ang conprising instructions executable on the processing

devi ce angk @RELAN B! dnSiRURCdIihe A BERERITGiESY F&ont @;_inn@eaqgﬁégrmieMet her
an electronic conmunication to bg transmtted 15 conprises f1rst
attachnenj sel epgent, and upon deternmining that the electronic comunication
conprises the first attachment elenent, to convert the first attachnent

el ement i 0, 21T St SONUEIdr etk AU ACRIRA' ELATE Nen @tk LRlghlle [ r ot

! . & frioh :
converted attachrrer?te 8%}erren In afirst enent of the 8 ectronic

conmmuni ¢ ahfrt?lgr to erglﬁe tE) J gé}l%@[et E&q'ersi%ﬂd d&g c%gaﬁlﬁlrégmd@e g%,}@%h&? rof atﬁg elﬁ?lilev ed
el ectronic coO ni cat1rof” conpriseés a secon onveft ed attachnment el enent
included in a: -second.body el.enent, and upon determ ni.n t hat the.received
oot B, RBeRERe et gort S Mo, ofBogHBRE RGN dpe sl Poo VoS
to convert_ the second converted attachnent elenent into a second attachnent

el errent | attachment.

53. A mobile device for enabling inline cryptographic information in an inline
entity in a message addressed to a mobile device to be utilized automatically at the mobile
device, the mobile device comprising:

15 a memory subsystem operable to store data;

a processor coupled to the memory subsystem and operable to read data
from the memory subsystem; and
an inline ex;[ractor software module stored in the memory subsystem and
executable on the processor, the inline extractor software module comprising instructions
20  to perform an automatic process on the message, the automatic process operable to extract
the inline entity from the message, extract the cryptographic information from the inline
entity, and execute a function that utilizes the cryptographic information.
54. The mobile device of claim 53, wherein the mobile device further

comprises a display operable to display the message, and wherein the inline extractor
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25 57. The systemof claim56, further conprising: 63 WO 03/079619

PCT/ CA03/ 00405 a conversion table stored on the conputer readable nedia,

t he conveweiosn746abl e conpri sing one or nore conversi on comldirtdABS0406r
converting, the first attachnent elenment into the first converted

at t achmentsoiy&ErBdule fpighes goraprises istictiopgyie automstieaily procesrethe swegsageenly eadabl e
medi a, the extractor table 5 conprising one or nore extraction conditions
for converPPhéisrlpngde giessagveivdedisalay.at t achnent el enment into the second
attachnment el enent; wherein the inline generator/extractor nodule is
further operabP® tolkecmebide dendce obnlpimr SBowherghi theainting hgrassor imdurther t abl e t o
det erm ne whet her one or nore conversion conditions have occurred for -an
el ect r oni @perabients resatve gantessidyedats defsiling thedgeanndtion ef terinlb: opgogmphior e
extraction conditions have occurred for a received electronic

comuni c atiiformatio &onTheryptpgiaphit eftachinantnars Anrtherrcbmprises duspuitinn gy créate
conversion operation table stored on the conputer readable nedia, the
conver si on opptegtplon dtatingenc aopiprising gho reypargraphice infamadios | bagedopertad | ons
associated with one or nore conversion conditions; and 15 an extraction
oper at i on comfetsionsiatar ed on the conputer readable nedia, the extraction
operation table conprising one or nore extraction operations associ ated
with one or nof@ eXi maadhoent eendehbingsehF @l protddsing @eViBeE operable to
generator/extractor nodule is further operable to access the conversion
oper at i on récaivk eandnghrisha €¥dtioakt esmBRAEEibhO Bvdrad|cBmatdicResd a&tboiknenone or
nore 20 conversion operations on the first attachnment el enent and the one

or norne e¥letidiid @BmaRaicaidn® NéondisnBearaBiGRE JaReY bed WRly ashiBmat ¢l ement
upon the occurrence of an associated one or nore conversion conditions and

an associ aymn&n%rg{ngnore extraction conditions, respectively. 59. The
system of claim58, wherein the electronic comunication is a Secure

an inline generator/extractor module stored on computer readable media and
comprising instructions executable on the processing device and operable to cause the
processing device to: determine whether an electronic communicatidn to be transmitted
15 comprises a first attachment element, and upon determining that the electronic
communication comprises the first attachment element, to convert the first attachment
element into a first converted attachment element and include the first converted
attachmént element in a first body element of the electronic communication to be
transmitted; and
20 ~ determine whether a received electronic communication comprises a second
converted attachment element included in a second body element, and upon determining
that the received electronic communication comprises a second converted attachment
element, to convert the second converted attachment element into a second attachment
element.

25 57. The system of claim 56, further comprising: .
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25 Mul ti purpose Internet Mail Extensions (S/M ME) comuni cation. 64 WO

03/ 079619 PCT/ CA03/ 00405 60. The system of claim59, wherein the first
attachnerwoeBenesme , first converted attachment el ement, secormhoanesdshnent
el ement, and second converted attachment el enment conprise cryptographic
information. Gleonlhigios X&l€BloRH & ik FofPutehfaddicmedie, (e eo&iidigtabRVi ce is a
nobile 5 conmuni cation device. 62. The system of claim60, wherein the

processi NgngRMingRnk 6r MBre@oidrdior &dndRions o 3onvertiny Shectinsf Afackiniehb slinkiit ng and
utilizing attachnment information in an electronic nessage, the electronic

nmessage CRht BitPSoRad RhGIRAL Seddf; Alit achment el enents, the system
conprising: 10 first neans for determining if the el ectronic nessage

includes a crypt ogfaphidble otcACHHTRR! cASIE NeadaBRPIEEA, NGhe CExHRIATEBRNI C
i nformation; and second nmeans for converting the cryptographic attachnment

el enery iég}n%gisngcwa%p%&@ @xﬁa&aqycoﬁhﬁaﬁ@ffow@&ﬂeﬁﬁ%%m Bipd Ehdtidane

el ectroni ge includes a cryptographic attachnent elenent. 15 64. The

oY ypt ogr aRE A et R R RN TRA%%, ot ogr aphi c. | nf or mati on | n the
e o
ie|m;(r)nr9:]r?t : %r):)tﬁwigﬁeﬁi slaill nh? ‘{%?ed tcoﬁ’lvgr Si loﬁe th t.‘&e cr fp ogr ap?ﬂcc att achnent
further cOWpHCEs Hﬁvet(ﬁfq?%dﬁgra%ngd?(gﬁm}é o r{].%%n?xﬁtgy begtPaetsz rt%z1 Al RheflL ™ 20

recel vi ng onlt ¢ nessage, for

e R R
cryptographic

8.  The system of claim 57, further comprising:

a conversion operation table stored on the computer readable media, the
conversion operation table comprising one or more conversion operations associated with
one or more conversion conditions; and

15 an extraction operation table stored on the computer readable media, the extraction
operation table comprising one or more extraction operations associated with one or more
extraction conditions;

wherein the inline generator/extractor module is further operable to access the
conversion operation table and the extractor operation table and perform the one or more

20 conversion operations on the first attachment element and the one or more extraction
operations on the second converted attachment element upon the occurrence of an
associated one or more conversion conditions and an associated one or more extraction
conditions, respectively.

59.  The system of claim 58, wherein the electronic communication is a Secure

25  Multipurpose Internet Mail Extensions (S/MIME) communication.
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25 body element. 65 WD 03/079619 PCT/ CA0O3/ 00405 67. The system of claim
66, wherein the third neans is further adapted for automatically utilizing
t he cryptworoaphbee i nf ormati on. 68. The system of cl ai m 63 PCRIGxN0@0MOS he

el ectronic nmessage is received by the third neans through wreless

i nfrastruct ur ebQrearkheasydtend 0lokdm 6%t wherkinnd@nfirst Jtthmefh @lement, efissof ¢l ai m
68, wherein the nessage server neans transmts the electronic nessage

t hr ough t benvettede|laeachnienf refiicnt)Ctedol reaciBnean bldoht, Wakelsesmdnesiverdd neans
to the third nmeans. 70. The system of claim69, wherein the nmessage server
nmeans r ecettachteith®ment @piptionigpiogagagmidtvatida nessage sender. 10 71. The
system of claim 70, wherein the third neans requests in a pull nessage
access scheme gihat eosREnLLLCIAANG; WRSSANRS RecctMMabHad iPY hbgidressage
server nmeans to the third neans. 72. The system of claim 70, wherein the
nmessage SedM@inifRRAdeEeIpPri ses redirection neans for redirecting the

el ectronic nessage to the third neans. 15 73. The systemof claim 72,

wherein, beforg t herglsgGih SRS RS $8&8inithe prb&YiihSedvRd il & d g tdd means,
redi rection program neans re-envel opes the electronic mnessage so as to

nai ntai n addr g5 in A i s?gt%nﬁatr i t&ﬂsrﬁiftﬁrfr%h fnf luﬁﬁiiﬁ%ittgch%ﬁts ?rgﬁrmzﬁaén Jhﬁx system

of claim 73, wherein the redirecti oi programTeans re- envel opes an

el ectroni L : i crat ed by
20"t he o hy oA fE Ae ieink® Mok Bty b b RS BR0 G ABRERD g
crypt ogr aphi G .| i I comuni cation to a nobile device, the
co%ﬁun?ca@?%%m%g%%%%gﬁﬁgﬁghQF$st el ement type and a second el enment type,
the mgshod corpel St foh%efhRhe O e SEAL Iabd inefifie QTR FAHLON

i ncl udes cryptograp I nf'ormat fon contal ned

attachment element comprisitng cryptographic information; and

second means fof converting the cryptographic attachment element into a
cryptographic body element upon determining that the electronic message includes a
cryptographic attachment element.

15 64.  The system of claim 63, wherein the second means is adapted for creating a
cryptographic body element and copying the cryptographic information in the
cryptographic attachment element into the cryptographic body element.

| 65.  The system of claim 64, wherein the second means is further adapted for
appending conversion information to the electronic message, the conversion information

20  detailing the conversion of the cryptographic attachment element into the cryptographic
body element.

66.  The system of claim 64, further comprising third means for receiving the
electronic message, for identifying in the body elements a cryptographic body element,
and for automatically extracting the cryptographic information from the cryptographic

25  body element.
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25 a first elenent of a first element type; and 66 WO 03/079619
PCT/ CA03/ 00405 converting the first elenent into a second el enent of the
second elwo®a746ype upon determ ning that the comruni cati @eTiGA®BAG®OS
cryptographic information in the first _elenent of the first el enment type;
wherei n the cdfver dibersygemiaieclaime ab, whewib e thipd mans sciiberedapiath dor
facilitates 5 utilization of the cryptographic information at the nobile
devi ce. 7@&tomatialhedlizgte thaerdptrgigplie insregibhi c i nformation in a
communi cation to a nobile device, the comunication conprising body
el ements and 8 acHenysten efrelaing 63, wheteimthe iglsgtrederpicssaghiy fﬁqﬁfé’%géﬂ? of :
determning if the comrunication includes an attachnment el enent conpri sing
10 crypt othrd pieans throfugh wirelesrinfragtricturgmmeans andgvirdless netwadkmesns. el enent into a
cryptographi ¢ body el ement upon determ ning that the conmunication
i ncl udes an at@Sachriatsysére rof ctaim B8, widreinrthe thosbagd serveainmaliisiranspwés dien t he
step of converting the attachnent elenent into a cryptographic body
el enent ceegronkemedshge thregh thd wirglsscinbattiongreameanspindgha phieleshoedyokl enment ;
and copying the cryptographic information in the attachnment el enent into
t he crypmegisapthechibbdyanel ement. 78. The nethod of claim 77, further
conprising the step of deleting the attachnent elenent fromthe
conmuni cati on.720 7%e syktemnoftdicigl 69 whbm@inmhe Snesfage tstrwer moaprreiveg thehe st ep
of appending conversion information to the conmunication, the conversion
i nf or mat i gctRicahéssape fiohea meaapaksdedn of the attachnment elenent into the
crypt ographi c body el enent. 80. The nethod of claim79, wherein the step of
appendpng conversi Ohe isykhe BRLIIAMR 1) WikLeit ORIURFE ldafd) rpegy B aspdlhe step
of including the conversion

message access scheme that stored electronic messages be forwarded by the message

server means to the third means.

72.  The system of claim 70, wherein the message server means comprises
redirection means for redirecting the electronic message to the third means.

15 73.  The system of claim 72, wherein, before the electronic message is
redirected to the third means, redirection program means re-envelopes the electronic
message so as to maintain addressing information of the electronic message.

74.  The system of claim 73, wherein the redirection program means re-
envelopes an electronic message so as to allow a reply electronic message generated by

20  the third means to reach the message sender.

75. A method of handling cryptographic information in a communication to a
mobile device, the communication corﬁprising a first element type and a second element
type, the method comprising the steps of:

defermining if the communication includes cryptographic information contained in

25  afirst element of a first element type; and
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25 information in a conversion body elenment. 67 WO 03/079619 PCT/ CA0O3/ 00405
81. The nethod of claim 76, wherein the comunication is a Secure

Mul ti pur pyoaesorteey net Mail Extensions (S/M ME) nessage, amdTwh®sei405t he
step of determining if the comrunication includes an attachnent el enent
conprising cCrypvaghambifest ielethRnnibiol osecadreeneaest thésecsidgemat typb upaent i f yi ng
an S/MMe entity in.-the S/IMME nessage; determning if the SSMME entity
conpri sesdeexphiagraahine doMminditionnclad HpROgEstie iffortha®nt Mathet figt S/ M ME
entity conprises cryptographic information, determining if the S/IMME

entity hagleaRnidf iRGHSREmeaPHp&Nt di sposition 82. The method of claim 81,
wherein the step of converting the attachnment 10 elenent into a

cryptographi ¢ RRgYinehe BMerdRP B A8 S dntG: tibake LERnE UNRHAL GRUKRABs
i ncludes an attachnent el ement conprises the steps of: upon determ ning

that the Sl Nk bypDaSpARALHAEHTRNE: OReRtiol SPOSI tion, changing the

attachnment content diSposition to an inline content disposition. .83. The

met hod of cl aig 82, | By RS ; ARRSRE - nversi on
i nformation toﬂ%het%%%P%Eqﬁéggggg, he o%&gggﬁg%%fnfornafﬁ%ﬁuéggg?ling t he
conversio a q&ﬁﬁﬁg- - -di ey Il ent
dispositigﬁsﬁ%ggﬁﬁ%gkhet OC£%§8§F§@.n@%f?@ﬁg%%ﬁﬂﬁ%ﬁgﬁ%%%%h% %g%%@gfting t he
attachnen I ographi c body el enment conprises the step of
recastinghfﬁgkﬁgﬁgg?ggﬁggﬁf§£¥ﬁgornation. 20 85. The nethod of claim 84,

wherein the SteR. Bl 35! DSl SeS0N RAARN GrachRlR  FBILPUSHARE] Ses the
steps of: selecting & subset 0 € cryptographic I'nformati on; ~an

i ncl udjng on t he.subset of .the cryptographic information in the

cryot 391 ePobpRS R omna

converting the attachment element into a cryptographic body element upon

=]

determining that the communication includes an attachment element.
77.  The method of claim 76, wherein the step of converting the attachment
element into a cryptographic body element comprises the steps of:

15 creating a cryptographic body element; and

copying the cryptographic information in the attachment element into the
cryptographic body element.

78.  The method of claim 77, further comprising the step of deleting the
attachment element from the communication.

20 79. The method of claim 78, further comprising the step of appending
conversion information to the communication, the conversion information detailing the
conversion of the attachment element into the cryﬁtographic body.l element.

80. The method of claim 79, wherein the step of appending conversion
information to the communication comprises the step of including the conversion

25  information in a conversion body element.
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68 WO 03/ 079619 PCT/ CA03/ 00405 86. The met hod of claim 85, wherein the
cryptographic information conprises a digital certificate, and wherein the
subset ofwOhlg/oTeypt ogr aphi c i nformati on conprises a publ PCTHEA3/08H5 A

met hod of utiI;g ing_.cryptographi¢ information in a communication 5
transmtted to é nobiel &l e claime 7@ Whaisinc dhe cpmownioatii iy abSdgure! enent s,
t he net hog/F Cor;l?ri sing the steps of: receiving the comunication at the

mobi | e deVfHEPURase dptermgt Mpil FxteptionsohyMBYBherssiga anly pheginaghhi efbotly

el enent ; and .automatically extracting the cryptographic information from
the 10 cPYRFYBRapHi dhdowyraynicnsian . igBidesThan rattadtmabnof elementmeBmprifitg t her
conprising the step of automatically executing functions at the nobile
devi ce t hS¥P@eIaphis information geseryisenibhisteps off or mat i on. 89. The nethod of claim
87, further conprising the steps of: identifying in the body elenents a
conversi on bodilertifengan S/MIy Berttityrimtthe MBVExessaet i ng conver si on i nf or mat i on
fromthe conversion body elenent; and automatically converting the

crypt ogr aphi ¢ dséapiningfithetS/MEVE catity comptiseg eaplokphit iE6imaEsh; .al ement based
on the conversion information. 90. The nethod of claim89, wherein the step

of aut omat i caluppncisteveininigndatt the S/MWErqlﬂtwgdmﬁéﬁc@adgraPﬁigmaﬁngﬁ%,o a
crypt ographi c attachnent el enent conprises the steps of: creating a

crypt ogr agtéronizing delerfMIMEl catigrtas anatthcingit chderdt BRp&sindat ogr aphi ¢ i nfor mati on
in the cryptographic body elenent into the cryptographic attachnent
el ement. 69 82. The method of claim 81, wherein the step of converting the attachment
10 element into a cryptographic body element upon determining that the communication
includes an attachment element comprises the steps of:

upon determining that the S/MIME entity has an attachment content disposition,
changing the attachment content disposition to an inline content disposition.

) 83.4 The method of claim 82, further comprising the step of appending
15  conversion information to the S/MIME message, the conversion information detailing the
conversion of the attachment content disposition to an inline content disposition.

84. The method of claim 76, wherein the step of converting the attachment
element into a cryptographic body element comprises the step of recasting the
cryptographic information.

20 85.  The method of claim 84, wherein the step of recasting the cryptographic
information comprises the steps of:

selecting a subset of the cryptographic information; and

including only the subset of the cryptographic information in the cryptographic

body element.
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WO 03/ 079619 PCT/ CA03/00405 91. The nethod of claim89, wherein the
comuni cation is a Secure Miltipurpose Internet Ml Extensions (S/M M)
nmessage, Wodsbsiei n the step of automatically converti n@Crhe03/00405
cryptographi c body elenent into a crﬁpt ographi ¢ attachment el enent
conpri ses the $¢epsThsrmehediefiplginsSny etpinShaveryBlographit ynformatiowe cEhpvishE
message; determning if the SSMM entity conpri ses crypt ograph'l C
i nf or mat i dNistiabesstilikates erd Wherginttheasubsdi@f SleMrjfograghid nfamaton ®eprises a
cryptographic information, determining if the SMME entity has an inline
content dP¥pisdeyi on; and upon determ ni ng that the S/M ME entity has an
inline content disposition, 10 changing the inline content disposition to
an attachment &ont ehtmehahofiutiliong @fhtogihisretfonthioh ial & dmBFmicoMier ei n t he
cryptographic informati on conprises a digital certificate. 70
g transmitted to a mobile device, the communication comprising body elements, the method
comprising the steps of:
receiving the communication at the mobile device:
identifying in the body elements a cryptographic body element; and
automatically extracting the cryptographic information from the
10 cryptographic body element.
88.  The method of claim 87, further comprising the step of automatically
executing functions at the mobile device that utilize the cryptographic information.
89.  The method of claim 87, further comprising the steps of:
identifying in the body elements a conversion body element;

15 automatically extracting conversion information from the conversion body

element; and
automatically converting the cryptographic body Aelement into a
cryptographic attachment element based on the conversion information.
90.  The method of claim 89, wherein the step of automatically converting the
20  cryptographic body element into a cryptographic attachment element comprises the steps
of:
creating a cryptographic attachment element; and
copying the cryptographié information in the cryptographic body element into the

cryptographic attachment element.
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91. The method of claim 89, wherein the communication is a Secure
Multipurpose Internet Mail Extensions (S/MIME) message, and wherein the step of
automatically converting the cryptographic body element into a cryptographic attachment
element comprises the steps of:

identifying an S/MIME entity in the S/MIME message;

determining if the S/MIME entity comprises cryptographic information;

upon determining that the‘ S/MIME entity comprises cryptographic information,
determinin g if the S/MIME entity has an inline content disposition; and

upon determining that the S/MIME entity has an inline content disposition,
changing the inline content disposition to an attachment content disposition.

92.  The method of claim 87, wherein the cryptographic information comprises

a digital certificate.
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