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invention relates to protection of information conmuni cated over a

t ranspor tyo gEflokdn such as a network. Wth the increasing usg~9fusoéievs ks
and ot her transport nedia for conmunications, 5 security has becone an

I ncreasi ng concern. Various security protocols have been utilized to
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medi um such as a network (e.g. local area network, w de area network, the
Internet). A security protoc@®rotieiion OFCdRuaicabor aphi ¢ al gorit hns
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t he busMavitaindhe censideptiplity of trapsmitisdiinfopmpation as wal apputhentieption of the ansport
medhum i bihdifnl fieidt the receive end, the data also is copied twice to
and froma coprocessor before it is decrypted and validated. Running
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processed (encrypted, hashed, and so forth) into a system memory, which may be accessed by

a coprocessor over a system bus. After processing, the coprocessor may then copy the
processed data back to the memory for access by the main processor, which may then
transmit the data out onto a transport medium (e..g., a network, telephone line, etc.). This

20 process is inefficient as data is copied twice over the bus into system memory prior to it being
transmitted over a transport medium. Similarly, at the receive ehd, the data also is copied |
twice to and from a coprocessor before it is decrypted and validated.

Running cryptographic operations in a conventional coprocessor architecture may use

up valuable shared systems resources, including the main processor, bus, and system

25 memory, making them unavailable to other devices in a system. This may reduce overall
system performance. Thus, a need arises for a technique and apparatus that reduces use of
system resources in performing operations associated with a security protocol when

. communicating information to a transport medium.



I'n general, according to, one enbodinment, a nethod for use in a device
coupled to a conmuni cations channel i ncI udes determ ning a security
service tWwoRghé@sM W th a data bl ock and processing, in apINsool1bsss
adapted to control comrunication with the comuni cations 5 channel, the
data bl ock according to the security set¥vice. Qther features and

enbodi nents will becone apparent fromthe follow ng description and from

t he cl aiSwmm®yi ef Description O The Dr awi ngs 10 Fig. lAis a block diagram
of an enbodi nt of. a s¥(§tem i ncI net and . deyi ces co Ied to a

network. Fig. BE%“F%‘ AR PRk I HP LSS e’a Adt fEBFﬁﬂncﬂ HCELOUBIGMAG t o
one enbegiRiticatiBnPchaaf¥l iACludds de?&miﬁﬁﬁ %%b&fntﬁ's&mde% EHBrm 3vlth5a d’at@h[%@ié
di agram of a device in the system of Fl g. A according to an
errbodl mgnd pmcessm iihg epntraller agapied o qogtrgl mmua@amn wugbhwmmuargamsm t he
net nt re diagrans of packets
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acc rd proto device of Fig. 2. Fig. 5is a
f1ow di agr am@ﬂaelafeamﬁesralnﬂxenwbdﬁﬂaﬁs Wil becdhieta pF)QreﬁﬂﬁﬁﬂﬂIﬁéfdmlngdé%ﬁbﬁBﬂ 20
by the network controller of Fig. 3. Fig. 6 illustrates a flow tuple stored
in a stonddomitigicddmsn the network controller of Fig. 3. Fig. 71is a flow
diagramillustrating parsing of packet data by a receive parser of the

net wor k controIIer of Fig. 5. 25 Figs. 8 and 9A-9B are fl ow di agrans of

securi t \BrifDdserdsidnOfTHd Brawitigd ayers in the device of Fig. 2. Fig. 10 is
a f] ow di agr of a roce S of determ nj.ng security se Vl ces assaqci ated

witt a dat aéig]g blpgk a’éarafﬂ/‘) ﬂ’eerg‘é‘ld&?‘fgﬁf’ raoiyf'ieﬁ"e‘ difg negwo tail ed
Descri ptdeQites b bl dePbR0 description, nunerous details are set forth to

provi de an undérstanding of the present invention. However, it is to be
under st ood byFighidd stdotk didgiam ¥z BwodogmtpUsy 49800linsHasie entbodireentiin at hat

t he pres(f-zv i.n entlton iﬁﬁ%&e practiced wi thout these details and that
numer ous PR H1G SERE™, | cations fromthe descri bed enbodi nents may be
possi bl e. Fig. 2 is a block diagram of a device in the system of Fig. 1A according to an

15 embodiment of the invention.
Fig. 3 is a more detailed block diagram of the network controller of Fig. 1B.
Figs. 4A-4C are diagrams of packets according to a security protocol used by the
device of Fig. 2.
Fig. 5 is a flow diagram of a security process according to an embodiment performed
- 20 by the network controller of Fig. 3.
Fig. 6 illustrates a flow tuple stored in a storage device in the network controller of
Fig. 3.
Fig. 7 is a flow diagram illustrating parsing of packet data by a receive parser of the
network controller of Fig. 5.
25 Figs. 8 and 9A-9B are flow diagrams of security routines in different layers in the
device of Fig. 2.
Fig. 10 is a flow diagram of a process of determining security services associated with

a data block performed by the security routine of Fig, 8.

30 Detailed Description

In the following description, numerous details are set forth to provide an

understanding of the present invention. However, it is to be understood by those skilled in



Referring to Fig. 1, an. enbodinent of a systemincludes a first device 50
and a second device 51 that are coupled to a transport nedium which may

be a wir Qoqéowsr_el ess transport 5 medium (or a conbinatip Aedsd) - In

the ensuing descCription, the transport nediumis referred to as a network

47, which may include one or nore types-of transport nedia, whether wred
or wireless, such as tel ephone |ines, cable lines, |ocal area networks

(LANS) theNir€l thaBfiRPresefit MOéMTonMYNSS pratiised witiyub lese 8adilParld BaURRENods NKS,
cellular lIinks, or other transport nmedia. Each of the devices 50 and 51

may i nopuietions or srsificationsfrpmythe Hescibedepbedimsntsanaylee pessibda. - 10 top box, an
appl i ance, e 0 r - systemin which the
controller ﬁlae?/\&gigg ??ﬂf '?}o%lr %%@%gﬁt%?aé& g{rg%lc@lﬁl{uraé %jgfs?ggw%er %@P%%%“EP a

devi ce devick 5ashaare coupledtat ranspopenedium, whichghay bela hired W witefssh hnspart
pragranmmabl e gate array (P%g%, or the like. Different types of .
cormuniteedivn 4Qr segmiypatinpofinofhy. dy the snging dessiplion. the gangper medumdsy ces 50
and 51 b ' | ' | e,
15t r anerdle adtPndt a7 DHiGihay FRITRSRIC B ith? yFBY of Rl medhl, WHERER
copyi neiredairavizeiess, swhas telephpnolings, cable hhes, hcdl dremnaeteiodts (LANS) aeide are; and

so forth. T | de, secure comuni cations b n.devi ces or systens on
the neanrarksBVANSS dué fithe. GRHR Heuiecy Beks FRTRO MG Y EREommARI Betily be
| Pl engRERES iHe WENESSP afPSIPMEY includeld Wniiet0s Karftilhelll BomBiBnLaRRl AL S,

I nternet Protocol security (IPSEC), as discussed in 20 Request for Comment

( ROC) 2arphox, entappliange, agzaene systgmpot A etbergantioler-based Fystem irewhighdhocol |
dat ed 1998, | t I ' | h k 47
o MG PR SCSE oBHE sSP BB AR by T

provi de~secu ensure contli at’l

aut hentapplidacionRpédifiehtegrfted Einddin@SIOR:iro pRchnid©¥ate hitay (PGAY @8 €el likel ON,
reference is made to vari ous Requests for Cogmments_ (RFCs) 25 which are
avai | abl e atDiEirst Wpesok commvnications maybsossiblsover bR nsividsk AZ between the

fhttp:/ ' . OfF ) i ' [ _ of the
devi ceg/ e% a5n(§&£dlﬂ(%/s&égﬁ&g§ dc‘)etV e?' gé@lﬁt@g&tﬁﬁrﬁﬂa{%&i%g’ @63 p?.ﬁe%, 40 the
ndtwor ransthissiay of elettostec mailj ternetdyewsingirfile ecceppamhtapying; databise

comuni_cat.i.on on.the.network 4 For,. exampl e,. in the device 50, a network
cont r oFFAFIRS %’81ITW??GCW&@V“B‘@F%?PS?%O@@T ed fﬂ%ﬁ\/\or k controller chip or a
board or carm proeiie sédiee sodvRiimbations beevesh d8 @D dHshSemb dhdNei@wePREent) is
coupl ed between the network 47 and a system bus /2. In one exanple

enbodi Sedirity pretocs] aqcerdingtp spmegmbasdimentpmay bisdnpleneatasdndavices coupledto |
""" the network 47. "In'some 'emY)\le%én%sg %%én'é’t‘?;’o%%gpée%ﬁéégupséc), as discussed in-
20 Request for Comment (RFC) 2401, entitled “Security Architecture for the Internet Protocol,”
dated November 1998, implemented in devices coupled to the network 47 may provide
security services to ensure confidential communications between authenticated parties, as
further described below.

In this description, reference is made to various Requests for Comments (RFCs),

25 which are available at several sites on the Internet. One such site is
{http://www.ietf.org/rfc.html}.

As illustrated in Fig. 1A, each of the devices 50 and 51 (as well as other devices that
may be coupled to the network 47) may include various layers and components to enable
communication on the network 47. For example, in the device 50, a network controller 52

30 (which may be an integrated network controller chip or a board or card including several
chips or some other hardware component) is coupled between the network 47 and a system

bus 72. In one example embodiment, the system bus 72 may be a Peripheral Component



I nterconnect (PCl) bus, .as described in the PCl Local Bus Specification,
Production Version, Revision 2.1, published in June 1995. Mire conpl ete

di agr ans wagei/fResri ptions of the device 50 and the networ porusoo/essser 52
are provided in connection with Figs. 2 and 3, respectively, below 5
According to sonme enbodi nents, to inprdve system perfornmance, cryptographic
processing (including encryption, decryption, and/or cryptographic

si gnat ulmercorrett (PCIphuts, andesctibed mathe®CE Loeal Bust Spepifivhtiam | Produqpienf\oersied, by
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10 comruni cations channel or transport medi um nay al so be used in further
enbodi nemspestivelgubtlowontrol I ers may i nclude purely hardware inpl enentations
or conbi nat,i on .of hardwar and .firmvare or software. Referring,further
Lo Pig. 16, ARECTHEEIERME SHbPTmERS 85 HRove Seuet potPhiings  raPlostPhiss (126
i n the proaBsig (irdhetingsbriiizon, agﬁrpﬁidr@@ﬁmec@pﬁ@}%ﬁ& s?%mft@femmcsrpa&tdfon,
decryption, and 15 authentication operations on data bl ocks to be

t ransmi theawtworkispenrity avatoend énperfaraied by thonetwetlaeanitgdlens 2, sulish may be

cryptog ] | | ' . k1 «pathSq. »
espect FOBpyenEad: ARardbie Blfiodichs bitn sl FERH, AT, HBTHMS 8Ty
recei vedr tattensiay Oher types of controiien dour comtriolling dommumiedtions wath e enbodi ment ,

a single engi pe may be uysed for bot transm ssion and received data. 20 As
usdf in C?THF’gmtféE‘élP% GhanRgi or Frapspoxt rﬁ?&w 83y 459 Ee B$%R%Jrﬁ%@¥ emhodments.dat a of
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transport an may 1n e an | atagram or packet (if
t he net and krthwyeroriseftearel P | ayer). If an I PSEC protocol (e.g., AH or ESP)

I s used, the he data bl ock i ransformed t .| PSEC packet . .after |PSEC
b 0cess ng. - RECHRERTGT ik 6 Liabk Rt Sapiral e S inslies PG SBRF EFERFu t o
25 af t e(17d iawhdGarshiiosigbarRBO0D Bfthé AReidtk kidey R erformansrypfioh declPtionCard0. The
security %rot, ocol may  be a({)pl led to one or nore | P datagrans or packets

and3| PSeethpatiqation opgrationsipardasabloeks tp begragswitisd or shas hpygbeemagedved. dhmer

types o I f ] [, . , cols to
or ot do 2 Pk S 35T BiypRErile Bifines JU21 12 i 3R rBe @l St oty
Secur i t yesPeotivehd is(thaiRryptdeapkicipredessing 6f rmsniissictpddta el ficeived Gitaintay be
conbinatign with each 30 other to provide a desjred set of security
servi ce®eriamed qaneirgsntly|In a8 aljeraatiyaRrpbqdimegica singlyengiigimay kejusedor both
Aut hent ixgadhRfloiieddifidceivedaiigd Novenber 1998, and the ESP protocol is WO
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- 20 As used in this description, a data block or data blocks may refer to data of various
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formats in the device. For example, a data block from the transport and network layers 406
may include an IP datagram or packet (if the network layer is an IP layer). If an IPSEC
protocol (e.g., AH or ESP) is used, then the data block is transformed to an IPSEC packet
after IPSEC processing. An IP datagram or packet and an IPSEC packet may be reformatted
25 after flowing through each of the different layers in the device 50. The security protocol may
be applied to one or more [P datagrams or packets and IPSEC packets. If other security
protocols are implemented, other types of data blocks may be defined. IPSEC may use one
of two protocols to provide traffic security—Authentication Header (AH) and Encapsulating
Security Payload (ESP). These protocols may be applied alone or in combination with each
30 other to provide a desired set of security services. The AH protocol is described in RFC
2402, entitled “IP Authentication Header,” dated November 1998, and the ESP protocol is



described in RFC 2406, entitled "IP Encapsul ating Security Payload (ESP),"
dat ed Novenber 1998. To reduce conplexity pf the network controller 52,

generat i qpogi/l@gguri ty control information associated W t B-$R{sHE/ids¥s
protocol s may be perfornmed by one or nore software 5 routines ?e.g., 410

and 411) in the device 50. In one enbedi+ent, security control information.
may i nclude information identifying the encryption and authentication

al gor i t BegeribbdMARFO12406, dntivied “IPOEwiapslataipiSdearigh Paydbadl®S®) ' dafe@ Novembe:t ed
or signed, location of signatures, and other information used by the
net wor k19%ht rol I er 52 for cryptographic processing (including encryption,

decryption, %%ﬂce%p%\%&%)gm gri&vg%&ocoﬁ%fl@r ﬁégx?e‘?aﬁc{hséi ?‘%ﬁ%ﬁﬁ%&ri bed

bel ow) in which nult e tographic operat1o are per n a data
bl ock binforlneationtassuciatabwith eédugity pidtochbis thanbé perfortdeddysek, oranort sepR@ek

feature in the ne rk.cqotroller. 52 routes data bl ocks processed by the
cryét OQFWP%&&&MZ‘BREH{: eltdﬁwfﬁgodgwlheee‘gbf’ BeEnG SECuH c%ul?iessi ng by
the oneigbmiios ma}ﬁi@&me EnfbRttionGSertitPing ik dittyptidhlaat aﬂﬂfeﬁﬁ':%ioﬁr ocessing by

routines 410 and the data 15 bl ocks nay be sent back to the network

cont r ol hlgorithmms cafion ofiayscloggtongnd dength pf date tsbamencryptedbohsignedelocation off
sonme enbodinents Ji s, th t he cr ogy aphi c ,engi.ne 1 or 102 r. both) in
he. net AEPRVIRD R i Stohafor R b IhE B S PeaRiet 87 R sbtdmetis de 11 om
pr ocessgpcedship! (ilt@fing end?Ppcd HeT PRIt afdoMAith&GRich@dly. over the network 47.
Such application processes are referred to as secondary use processes. For

exdfipl e, a sdbenedaybeinstapsesddessribed belowhiarwhichimudiipla shypiagrenhic eperations
ext erna ' ' %gl%g. r rk
control SS’%B?‘S?%Q‘% %ggﬁg{%ﬁﬁ? h se%on E?(r‘%} g%err%lr?l%@delé E&cr}rla%g‘%s\fll\gl ude any
pr ocessloophaik fdatare inahe petwbr enntrotlet $tatoutes datit blocksabbeessed hyahé or m ng,

crypt ographi c processi in transit. anpl es of second use processes
i nel ude® ol 2y b e devsp S0 dormTiper PTRePE OV AHROR FBUEdur o
cal | ( REffwara fshtiRs 100 bt 41 1NSA R&%uRherPtbRSsiAg DGR tHS 4FOREPFES IV da 25 @

mai n processor 54 to performcryptographic operations for such secondary
usé5 pr obleskemay he sent ppelotgrthp netwodnepniwoller 52 fry fushexsryptegraplrio prasessB. nay be

used. The deyicg 5 j u . e a t utine t.hat keeps
rack of tnoAnglstfeelbY st RomE BEo AR u IR AR BBt i TontRlay
ManagenBsth) ot nesvofl SortrulRt 62 iy bdakedos fi5plication probeddds abidechdrh ebcasiedW)

that identify security services to performwth 30 different data fl ows
bet weenthdt needrie Rerfery pectite eammpmCHianaoVRr thy netmgrk &7 aRpeheapprdieation Rrgeesses

R e e A I

ungecur perfdrancomimeniciticns to A extemngl device thitvagh\@nothérligGefce(Oidp S0y th6588
network controller 52) in the device 50. A secondary use process may include any process
that does not perform, or that is not capable of performing, cryptographic processing in
transit. Examples of secondary use processes include encrypted file systems, secure e-mail,
secure remote procedure call (RPC), and so forth. Instead of using a separate coprocessor or

25 a main processor 54 to perform cryptographic operations for such secondary use processes, a

cryptographic engine of the network controller 52 may be used.

The device 50 may include a policy management routine 413 that keeps track of the
security services available in the device 50. The policy management routine 413 maintains
databases (e.g., 520A described below) that identify security services to perform with

30 different data flows between different devices on the network 47. For example, security

services for devices that are coupled by a local area network may be different from security

services for devices that are coupled through an unsecure channel such as the Internet. The



-6 device 50 al so includes a key exchange conmponent 415 that manage the
generation and transport of keys used for encryption and authentication.
The conpoweandigodss3 and 415 nmay be defined according to an potes001i6588
Security Association and Key Managenment Protocol (1SAKMP), as described in
Request for Comrent (RFC) 2408, dated N8venber 1998. 5 Still referring to
Fig. 1A in the device 50, the systembus 72 is coupled to other devices

in the sdevicerd0 dlsecincluiesp keyeexehangemomnonsntr4 54hatimanage hergenemtivnendt o t he

-y St 7 h i . 59. As ,
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PGA, andbd definkd kecordag & @elikerhét SdcuafEAssotiatioR hﬁ&K‘éyM%&?@?ﬂeﬁ@ﬂoﬂﬁblﬂ’een the

network 47 and various eclgipl i cationxhérocesses such as 10 and 404) are
passed t@PAKYRP)sasdasarbedip&equest forfeomment 2488, datedouembehk998.

appl4 cation 05 1 40: d; Vo all | 4

applicati ons,ﬂﬂgfé\?\%?lgg E)or g%éiel‘r@‘él,nﬁgéldgﬁ Xﬁgg’gggrggﬁt&%?ﬁ%zgwocfc%lg?edatgﬁ&feéat i ons
t hat ar edexies int theaysternsinchudirtg the maimptooessoesdutakmiy belcouplee té fhngsiein R
receive hs, .data is r%&ggﬁglébet\g&gn t he ai)egl | cati on processes 402, 404

and t he o9 Of FOg%, YHEPdo ¥ XBWPISS! the pragsssox 5S4 aaypingludedi ce
driver . j system
SRS WA S, B DA el
Control HeeksdrasmitreddetwetenPhonawolk 4¢7T@RI V&joussipplidation ppesekses (udatag 40D ut | ng

clovi. o s Upi) Bte R ToronB astial e indhie BPios 201 &5 Exetomige. 06 amplicaien not
Pr ot ocol proédskds 402y4a8 402 maYaRELES EdctrehiRaRHNaPbliEMonCoEPEk tr&¥sars, #3d

entitled "Internet Protocol,"” 20 dated Septeémnber 1§81, whi ch defines a
pr ot oc ol MARASEES; ahany ABerARPhsations thas arsfablisiocesss lesdtionsemtreaetwirkai® sour ces

to desti ti | L. ] | ti | P._ad . Ab
the mot wor k- | in St kel e BHRE DS S(IR bR Bhc op eSS oses on
Cont rol 402 664amd the ieMork A7 trenghiiicagtwork Roairota!52( ARRvdrRevice aSva4rp! es.

TCP,is described,in Request for Comrent. (RFC) 793, entitled "Transm ssion
cont} ol ESPRSE BRd ne‘tff&f‘%’gygéﬁ%rﬁa’éranme@@gz .SY%')ESP (0S) 48a c Theaetwork mrC 768,

entit!| etea; ¥ ' sone
o mamrpot 1Rtk Bk Plmiss R CohOt BHRocoBifine: BRERIF EPAD, PTe
net wor k stasitte petferm 8&a reutingcmdifloyw cantol aewéll @s verifidation ahdveeduetleivg o€ datai ver
408 and . Securi| outine 411 i,n the, transport and petwork | ayers 406

f or mat cfgitt%e %ﬁvé%e}jsd(a%r i eFé’Od’tIWé“’stBE Ofh &t uey eé%tﬁﬂﬁt é’é’é‘lﬁoﬂt y
control ([Pflayerphy d¥3critedSa Rqhiest FRICHRhMR (RFEY N Alnkifled SRt fle®P 8ol t h

associ ated data blocks. In this description, 'the routine 410 is referred to
as the dpted fapterban P8, which fefines aprotaeel fonwansmissioreotldcksofdafacmatled t o0 as

the 1P Scfa?a%éxﬁy frﬁﬂl%iuﬂ:%s @&stim&x%&egg%gd Bﬂéuq%g grlldl ge%%gation IP addresses.

Above the network layer is the transport layer, which may be the Transmission Control

Protocol (TCP) or User Datagram Protocol (UDP) layer, as examples. TCP is described in

Request for Comment (RFC) 793, entitled “Transmission Control Protocol,” dated September
25 1981. UDP is described in RFC 768, entitled “User Datagram Protocol,” dated August 1980.

According to some embodiments, to implement a security protocol for the network 47

in the network controller 52, a security routine 410 in the network device driver 408 and a

security routine 411 in the transport and network layers 406 format data blocks according to

the security protocol and add security control information to send to the network controller 52
30 along with associated data blocks. In this description, the routine 410 is referred to as the

driver security routine 410, and the routine 411 is referred to as the IP security routine 411.



-7 In further enbodi ments, the tasks perforned by the security routines 410
and 411 may be perforned by one routine or by nore than two routines.

Dependi %3{}1609{ type of OS 400 used, the |IP security rouptfgstolissggy be
part of e etwork and transport |ayers 406 (as illustrated in Fig. 1) or

it may be a separate routine. For 5-&xanple, with the Wndows(r) NT,
Version 5, operating system the |IP security routine 411 may be part of

| ayer s f ffetheM¥éthbBodiRenid] the @avké prfofed\B3/ the edtufity frutinbe4 W ADVEI(hay BE
operating system however, the IP security routine 411 may be a separate
dri ver Perdermaddy onsaauiineRy byHeordhan tWaroptings ol i nformation, if any,
generated b : | ' . . r 52
et for s or SSPASIZERH e tfnd GHOS M6 picll iR Lo Rty BOPL B
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= LncLuted L n, e ECEC Rockete DRCSU) 18,1, Shepdt A i, | PoEC

fixgl d PH¥ides security services by enabling the device 50 to select required security protocols,
determine the algorithm(s) to use for the service(s), and put in place any cryptographic keys
employed to provide the requested services. Although this description refers to IPSEC
security protocols such as the AH and ESP protocols, the invention is not to be limited in this
respect. Other types of security protocols may be implemented in further embodiments.

25 Further, in other embodiments, other types of transport and network layers besides TCP and

IP layers may be used.

In one embodiment, the IP security routine 411 performs IPSEC processing of an IP
packet that is to be transmitted to or that has been received from the network 47. IPSEC
processing includes converting an IP packet to an IPSEC packet and vice versa. The IPSEC

30 packet may either be an ESP packet or an AH packet according to some embodiments.
Security control information is included in the IPSEC packet. Referring to Figs. 4A-4C, after
IPSEC processing, an IP datagram including an IP header 500 and an IP payload field 502



WO 01/ 10095 PCT/ US00/ 16588 -8 (Fig. 4A) may be transforned to an ESP
packet as illustrated in Figs. 4B and 4C. The ESP packets shown in Figs.
4B and 4Cyéepideent i ng ESP packets in transport node and t pefialseoigsss,
respectively) include the followng fields: an ESP header 504, an ESP
trailer 506, and an ESP authorization-@i-eld 508. In transport node (Fig.
4B), the ESP security protocol is 5 applied to the I P payload 502. In
tunnel n(Eg, 4A)aney be trafsiernicdRo aa ASH fackerastiesttatédsindigo 4Bognd 4&:dThoESPe | P
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information. The authentication field 508 is used wth the authentication

ser WPce. IFpeyleasH(trpsnost mgde) foge ths IPherdrand PR payleat (1p spanehmodmabubre t hat

i dentifi ?rﬁilé?ﬁfor&%i&“é&ﬁﬁgq aphic algorithns to be applied by the network
controller , locations of keys, |locations and |lengths of data to be
encrypt ed and/The ESPdreeder aaddradeihields S0oambidcomay inelleabe fdllowingca yeurion
and/ or aut henticat,jo n .addition,. the P header 504 may. al.go0 contain an
"l cat | BRFAGIEISTH Bk (SED RGP P PeE b R cprGemeRor K 47
after crypbusiey aRlices tolbeQReedfhfPoRh daptas a%ﬁﬁerfc@nﬁﬁ%eﬁ%ﬁ@ﬁﬁh&k!ﬁic\%ﬁy' n the
| oopback node. The ESP header 25 includes a protocol type field, I ch may
poi AP t ocqaps uppmd isaneludest wish the, datagramnjas b defenee against daendey attacksinformatinnt t ed

on to th e 47..-Al t ernat.i i f the protogcol tyvpe fi.eld poi.nts to
2P or AR iod o€ sk Bmintoratolf o8 BhBRRk BT ed . PeBRBR | o
to provi gecl rusadi fdrertlockadiplisr; &l otherdfformbioye VEie aditrdiesorBéldF0RYE aedf or

encryption. In sone_enbodi nents, the AH and ESP 30 protocols may be
i npl enent®dth the 2@ HeEICAHER 8FVICE provi de security services. Encryption,

decryption, aRf.sphRald SRR ALPRLifdE TPSBEE CoftelISh G oA Reads Re
20  cryptographic algorithms to be applied by the network controller 52, locations of keys,

locations and lengths of data to be encrypted and/or signed, and other information employed
for encryption and/or authentication. In addition, the ESP header 504 may also contain an
indication of whether a datagram is to be transmitted over the network 47 after cryptographic
processing or routed back to the system bus 72 in the loopback mode. The ESP header
25 includes a protocol type field, which may point to TCP, UDP, and so forth, in which case the
datagram is transmitted on to the network 47. Alternatively, if the protocol type field points
to ESP or AH, loopback is performed.
An AH header contains similar information to provide for authentication services.
However, AH does not provide for encryption. In some embodiments, the AH and ESP
30 protocols may be implemented in combination to provide security services.
Encryption, decryption, and authentication algorithms are determined based on the

security association (SA) of an IP datagram. An SA indicates the types of security services



security association (SA) of an | P datagram An SA indicates the types of
security services WO 01/ 10095 PCT/ US00/ 16588 -9 that ‘are associated with

the IP g@% Further description of SAs is provided |?$;B§

reference e‘%@é;ge. The security associations of different g‘fagrams are
stored in one or nore security assocpati on databases (SADs).520A and 520B,
which may be stored in a storage nmediumsuch as the main nenory 56 or a
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policy managenment routine 413. In the illustrated enbodi ment, the SAD 520A
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Lhe T RoPR AeuiRer o ihe SADHSAA fraickebscsats ibr Anver seeuguaprnadion I p

addr esgierrdiGe LABEEMRIRS BStﬁlseé Sgr&ftm'é&? 10 at?d"fiil i xlﬁﬁ 2tdesd/ the48me SAH.| InSt ed

information froma recéived C dat agr am may e conpared to I nformation
st@r ecadditione forprasssing)of a pdcknt rsdeived bbsthblmWthp:baENlerrﬁZaovst theagbvatkvi ce or
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The capfyrmatib®ofd is SAD 52006820BN My be used to index into the SAD 520C
stored in the storage device 100. The SAD 520C stored in the network

control | er B inkgpng ropsesirgeef Hpacket Bhich me&gtthqré@@ntll’%@@eeke(t PRU)
repl aﬂg{@ﬁ&gpi%a Iy ﬁ¥ta§&§r{)?%cea%e’$édr? e Rvolk A7 e £Rlok i pal -pafet &‘&imﬁﬁéd cy.

Thus a received packet eys and
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ext er rratrisst [dPdrpfermrsl toe flovitppled) in@ staraghéavivs & reemenydi00dwhichonaohe ut bound
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20 determine if a match occurs. The combination of such information may be used to index into
the SAD 520C stored in the storage device 100. The SAD 520C stored in the network
controller 52 may be updated based on a least recently used (LRU) replacement policy, first-
in-first-out (FIFO) policy, or other policy.

Thus, based on the SA (if any) of a received packet, suitable keys and other

25 cryptographic information may be retrieved from a storage location (such as in a storage
device 104 or other location) to perform decryption and authentication processing. Although
the SAD 520C is stored inside the network controller in the illustrated embodiment, it is
contemplated that the security association information and flow tuples may be stored in an
external storage device coupled to the network controller.

30 For outbound processing of an IP datagram to be transmitted over the network 47, the
IP security routine 411 determines the SA associated with the outbound IP datagram based on

certain fields of the IP datagram. Such fields may indicate source and destination devices and




| P security routine 411 determnes the SA associated with the outbound IP
dat agram based on certain fields of the |P datagram Such fields may

i ndi cate §)¢1aBesdnd destination devices and WO 01/ 10095 PCTp¢508601185888 - 10
addr esses, from Whl ch the types of security services may be deternined for
communi cations between the source and Hbstination devices. For exanpl e,
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Pol i cy Da,hwmmm)mamwam torfaywdrd ts thermetwork cantro](heraﬁ@e devi ce such as
t he system 15 mry The SPD 522 .i ndi cat es atagramis f.or ded

| PSE® pr ot ect Bé%g FOquBF%EE‘:urﬁYGP%r@F?qug’ ‘BQX '%ptpsggu}nﬁ%kleﬁ. on
is to beﬂldmht%aemﬁq e;%k& t518L Aahdtted Redbi@teS@l §SU)edleqpfsédﬁrit§' réuie 3PP 522
maps to an SA that fies security services to be performed on the

dat agr anﬁetemﬂnad(amgsméthcpelP pablet ig-bubjecERP gacotityprbtace! haseden #aBroyBs t he

it hont 1 B PR cleri b iorsRuts e R T Ao QKT OGRSy

i nt o t he pgREYDatabaseBPDYPE22, RiHitRiak ®8 s(dred it £¢lorape dewicdSichak tietylsrader, for
exanple) by the IP security routine 411 for transm ssion to the network

contlpol | @By 56. per f orm crypt ogr aphi ¢ processing. Information (referred to
as sel ectors) : i | : try in
fhe oD 520, AIBSPRL 2 EieaR A Sterh ¥ BRSkaL PhEC rd ba B0 s PSR

dest i nat ipfutedtidn inbgsRssl, 18IMSREplokctidn istodie itpiansquted fol ayletagmnatthand (e. g.
TCP or UDP); and sourc desti natj.o orts_(e. TCP or. UDP_port);
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entry of the SP In turn, the SPD entry information'is used to
det @0 nerymtogaphoé algonthms to be used for encryption/decryption and authentication, and so

forth. The identified security services are coded into the security control information (located
in an ESP or AH header, for example) by the IP security routine 411 for transmission to the
network controller 52 to perform cryptographic processing.
Information (referred to as selectors) in an IP datagram may be used to index into an
25 entry in the SPD 522. Such selectors may include the following information: destination IP
address; source IP address; transport layer protocol (e.g., TCP or UDP); and source and
destination ports (e.g., a TCP or UDP port); and other information. The selectors associated
with a datagram are then used to perform a lookup of the SPD 522 to retrieve information in
an entry of the SPD 522. In turn, the SPD entry information is used to determine an SA of
30 the IP datagram, which can then be loaded into a corresponding entry of the SAD 520A.



30 the I'P datagram which can then be |oaded into a corresponding entry of
the SAD 520A. WD 01/ 10095 PCT/ US00/ 16588 -11 Although reference is nade to
t he SPD fhgst o identify security services to be perf dat a
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20 information) are prepared (at 658) by the IP security routine 411 in the header portion of the

IPSEC packet to indicate the types of algorithms to use for encryption and/or authentication,

locations of keys, locations and lengths of data to be encrypted and/or signed, and other

related information. If offloading is not desired, then the IP security routine 411 performs the

desired cryptographic operations (at 660) and a no-op command (to indicate no cryptographic
25 operations are necessary) may be included in the IPSEC packet that is sent to the driver

security routine 410 in the network device driver 408.

Referring to Fig. 9A, the transmit portion of the network device driver security
routine 410 is illustrated. If transmission data is received (at 700) from the IP security :
routine 411, the driver security routine 410 determines (at 702) if the IPSEC packet is a i

30 secondary use packet (that is, a packet that originated from a secondary use process, e.g., |
405). 1f so, then the IPSEC packet is marked (at 710) for loopback mode so that the packet

can be returned to the secondary use process (e.g., process 405 in Fig. 1A) after



405). If so, then the | PSEC packet is nmarked (at 710) for |oopback node so
that the packet can be returned to the secondary use process (e.g.,
process 498 ok/oobs9- | A) after WO 01/10095 PCTI USOQ 16588 A nssopnéssgr aphi c
processing by the network controller 52. The packet is processed (at 706,
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associate an SAint C stored in the network controller 52, the
dridfer determines (at 672) if the packet is a secondary use packet. If so, the packet is sent back (at

674) to the secondary use process (e.g., 405) through its driver, for example.
If the received packet is not a secondary use packet, then the driver security routine
410 determines (at 676) if the received packet is an IPSEC packet. If not, then the packet is
sent up by the network device driver 408 (at 690) to the transport and network layers 406 for
25 handling. Ifthe packet is an IPSEC packet, the driver security routine 410 determines (at
678) if the packet was “punted” by the network controller 52. The network controller 52 may
have been unable to associate an SA with the received IPSEC packet based on a comparison
with the limited SAD 520C. If the packet was punted by the network controller 52 due to
mability to associate an SA in the SAD 520C stored in the network controller 52, the driver
30 security routine 410 attempts (at 686) to match the received IPSEC packet with an entry in
the SAD 520B. If a match cannot be found, then the packet is sent up (at 690) to the IP
security routine 411 for handling. However, if an entry in the SAD 520B can be matched



30 security routine 410 attenpts (at 686) to match the received | PSEC
packet with an entry in the SAD 520B. If a match cannot be found, then the

packet i (at 690) to the IP security routine 41154 Resi NQ.
Homever,%‘{(?&zltr?o%bgtry in the SAD 520B can be matched WO 01/ 10]88%&?1 o
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and t hewitidflegfunted IPSBL gadk, theh tRAPEECHAcRE i9AI0ARTY to GRHdetht §8cupigy Wi t h
| oopback node set. This allows further cryEt ogr aphi ck,\&;oces& ng by the

net wor keoatyal infrmation of thepsrasiated $A and ghe pasket ip serkt dack\at 68 todke newarkse t he

" \ . ng. the
he paciotSg 2t loppGadembREe Th ks el o SABARR bfocBiBRARRAD,  "o"
pr oces siemgorkldontrbBerdi2i \Howsee,uf the[PSBGtpacieet 4443 piated betauss tHeatetwd®) t hat t he

packet was pot__punt by the network controller 52, then the driver
it cprfaller 7els BRI in BerharRP P AR TSRS aibe PAREA 1S BRYATAPE UB ceded

68 ] d SAs. |f , the 10
o ornch SO B ks ekt e e, (1 o 11 ) 2
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411. | fipSBU i6BfiondArestiied @i 8R0) RRGsiHEIPSBED hckéts REARGed 1926, AF hMtCihe
security routine 410 15 attenpts to match (at 682) an entry in the SAD 520B

wi thh t reéatpsinkermatign injteIPSHCipaeket findicpting pregessingipsrfovuediby theaetwork packet

i t t. )t I ' I t.
5 S et g Rl BRI L RARLARL 85 M ) corRBRRRRKGRTE, ot
i S senta symtdkaindeSthodiby thEP $deusivaoniine/4 110 UThepaackétis then sbatr(a 683y to MeflRrri ng

again to Fig. 8 when the IP security routine 411 receives a packet from
the 20EHTVEUEEAILity routine 410, "the IP security routine 411 determ nes

(at 662) if ' ] f . od Spsent  (at
670) "t t he TR PO Al nan P SECHr @A Rocdel (B Ay speugbing 05T (5

seldur i taptemptst to maatd (at 682 )eanrdntrygn ¢m§£BWOBfwiﬂh@epad¢céto dentifyutstSAl Iftay t he

net wor k ntroller, 52, and .t he net,wo ce.driver, 410. .| f_so.,.the |IP
Cocort peP s B heltng Padel, Steal oy 88Y] @ndherkShc etiope! 528t g

crypt ogosybatk njpde eers 31 the S of the pRékek einnobe Muhe inhiciSATh $20B et fResecurity
routine 411 can determne the SA of the packet by accessing the SAD 520A
or SPD Paghet iseat up at §20) toi the IR sssumty roptinet Iddor B#idlisgoci ated with the SA may

be sent al ] : e MOT,
or ypt ogr aphit sk dehiie FAE SR (b Recuhfhy REABY) EQBECh pifker rolthe. |
s&fur i tdrivensecunty réhtinger(f, dielP seatrith6&)jtine 411 determines (at 662) if the packet is an :
IPSEC packet. If not, the packet is sent (at 670) to the IP layer (406). If the packet is an
IPSEC packet, then the IP security routine 411 determines (at 664) if the packet was punted

by the network controller 52 and the network device driver 410. If so, the IP security routine
performs (at 666) full IPSEC processing, including cryptographic processing of the packet.
25 Alternatively, the IP security routine 411 can determine the SA of the packet by accessing the
SAD 520A or SPD 522, and the security control information associated with the SA may be
sent along with the packet down to the network controller 52 for cryptographic processing.
If the IPSEC packet was not punted, then the IP security routine 411 performs (at 668)
normal IPSEC processing to convert the packet back to an IP datagram to send (at 670) to the
30 IP layer. | _
Referring to Fig. 10, the act (at 652 in Fig. 8) performed by the IP security routine 411

to determine if an IP packet can.be associated with an SA includes determining (at 750) if an



normal | PSEC processing.to convert the packet back to an IP datagramto
send (at 670) to the 30 IP layer. Referring to Fig. 10, the act (at 652 in

Fig. 8) ResbRfoses! by the IP security routine 411 to deter pciasobnesss | P
packet can be associated with an SA includes determning (at 750) if an WD
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optionally to the 520C 1n the network contro e security
ser vi cemayadentify the tppdsl cdatenptiethand adikentidation faredesShai reaybé perdgrireed, the t he
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recentligused, first-in-first-out, random and so forth. Such update
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Fig. 2,

For oxafarap TRAporaon e (o, B Bt A SRy B BobaIP U San 30 (L any

cont r ol ket 526@r exanpl e) that communi cates packets of information with
routers, etc.) over the

ot her networked 25 devi ces, (e. .hgst's, gateways,

network 47. %‘H&nﬁm&&eme?%ﬂn nepygrkisanielsoedhedP serurty FRUer at i ons
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20 policy, e.g., least recently used, first-in-first-out, random, and so forth. Such update policies
may also be performed with the SADs 520A and 520B.

Referring to Fig. 2, an embodiment of the device 50 (which may be a computer
system, for example) includes the network controller 52 (a local area network (LAN)
controller, for example) that communicates packets of information with other networked

25 devices (e.g., hosts, gateways, routers, etc.) over the network 47. The network controller 52
may be adapted to perform operations that are typically performed by the main processor 54
that executes one or more software layers (a network layer and a transport layer, as examples)
of a network protocol stack (a TCP/IP stack, for example). As an example, these operations
may include parsing headers of incoming packets to obtain characteristics (of the packet) that

30 typically are extracted by execution of the software layers.

In some embodiments, the characteristics, in turn, may identify an application process

that is to receive data of the packet. Due to this identification by the network controller 52,



of a network protocol stack (a TCP/IP stack, for exanple). As an exanple,

t hese operations may include parsing headers of incom ng packets to obtain
char act eny6loi/gdp9 of the packet) that 30 typically are extpetisto/insss
execution of the software layers. In sone enbodinents, the characteristics,
inturn, may identify an application ptotess that is to receive data of

t he packet Due to this identification by the network controller 52, WO
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or are transRefefritg to®ig. 3, e mmdonﬁallmmmey(mmde,cnﬁmyr sunhiaga rpadive 92
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"t ) raseceisge Apainictig dlopivith Uipagsts diromire ErtteraY 6Bt SR gneY by 1R g
Ref er i jpgorhf 'ﬂa@ket@ﬁ‘oﬁﬁﬁﬁh}f alwénu Bb&'s sk bt Elontl@istefdne dekscds st the delort Y
characteri StICS of 15 a particular flow. As an exanple, in sone

enbodi nEht the regeiveqath 9bmey sncledecdthe mmqrmb%ﬁlalatgresf?@yv !wleasléec Eaehelowi th a
Transm Ss ntr P UDP) and so
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l Pdl ﬁat 33 aRefeftingrto Fig. 18, ea?]chcﬂﬂw (dkplfB ldbmbluﬂ&lt iéélds &ddrrc]ieﬁﬁfy(dha&cten%ﬁﬁs afddr ess
of .t he device tQ receive the acket | e 44 that_ i ndi ca | P
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field 146, so&xQQH%H‘Fa?TﬁnIrGRSQ‘ﬁﬁdn%] | PRA0JPITC cé)' a User bhagaddp opf the
application that caused generation of field 148 that
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Fi 30 3,tramsmit than@qiﬁet) pield 196 tht indieatessa RGP Idestinetion PPE (1.5 othgggdress of the
application that caused generation of the packet); a field 148 that indicates a TCP source port

(i.e., the address of the application that is to receive the packet); a field 150 that indicates
security/authentication attributes of the packet; and an SPI field 152. Other fields may be
included in a flow tuple 140. Other flow tuples 140 may be associated with other network
25 protocols, such as UDP, for example.
Referring again to Fig. 3, the transmit path 94 of the network controller 52 may
include a transmit parser 114 that is coupled to the system bus interface 130 to receive
outgoing packet data from the device 50 and form the header on the packets. To accomplish
this, in some embodiments, the transmit parser 114 stores the headers of predetermined flows -
30 in a header memory 116. Because the headers of a particular flow may indicate a significant
amount of the same information (port and IP addresses, for example), the transmit parser 114

may slightly modify the stored header for each outgoing packet and assemble the modified
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int rface 90 for transm ssion to the network 47. Refe ng to Fig. 5 the
setur i tSPISHSIORGISHY 188 mayderoupise to heRIFO memotiesy K2 tbiretsievapaitets tRA Once
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securi Y i%fworrr&%i on and commands indicate that no security protocol is

i mpl eneft 8 (051f 04), then the transmt parser 114 passes the datagramto
a queue 122, RafBirk th Fid. & WRrdadit) dbedtidns d1Ind P55 f AR89, f or 25
transm ssion to the neét work 47. ?nb(tehi S Scaseﬁ%ﬁ@%%#@ﬁ?%%ﬁrieé Ié%balg';ﬁie 126
i y pdeResch datagram to be transmitted is received (at 602), the transmit parser 114 accesses the

security control information and commands of the IPSEC packet to determine if

cryptographic processing is to be employed. If the security information and commands
indicate that no security protocol is implemented (at 604), then the transmit parser 114 passes
the datagram to a queue 122, which is forwarded (at 614) to the network interface 90 for
25 transmission to the network 47. In this case, the cryptographic engine 126 is bypassed.
If security services are requested based on the security control infofmation and
commands (at 604), then the associated key or keys are retrieved from the key memory 124
and passed along to the cryptographic engine 126 (at 606) to perform encryption and
authentication operations. If the key or keys are unavailable in the key memory 124, then the
30 network controller 52 may access another storage location outside the network controller 52
to retrieve the key or keys, as further descril')ed below. According to some embodiments,

various types of encryption algorithms may be indicated by the security control information
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transm tted over the network 47. For exanple, data fromthe application
pr ocesds 10be anpliet &0 2 datagrain sueh ag eombising the AH snbESA Prorelvethsrusewf & f ace i n
t he deyj %?ﬁ?xg such as a nodem or other transceiver 75 coupled to an
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20 The loopback feature may also be used by application processes (secondary use

processes, such as process 405) in the device 50 on data that are not transmitted over the
network 47. For example, data from the application process 405 may be transmitted or
received through some other interface in the device 50, such as a modem or other transceiver
75 coupled to an expansion bus 70 or another bus. Such data may also need to be
25 cryptographically processed. Instead of performing the cryptographic operations using the
main processor 54 or another coprocessor, the operations may be performed by the
cryptographic engine 126 in the network controller 52.
The loopback feature may also be used when a received datagram is not recognizable
based on the stored flow tuples 140 in the SPD 522. Such a datagram is passed on up through
30 the receive path 92 to a higher layer, such as the security routines 410 and 411. The security
routines 410 and 411 can then determine how to further process the received datagram. For

example, in the embodiment in which only a portion of the SAD 520 is available in the
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por%i oncg%ﬂeﬁgfﬁoéc ?%P?Jllﬁgﬁfc?%ﬁnf%r 52 can be updated and the data and
rel ated secumhé YecufifyoroWdhésort 0y 418 re8nilsdhle dtherldapabiifti¥y kkchbascont rol | er
52 for cryptographic processing. The security routines 410 and 411 nay al so

have ot BVeRijEieplayiafisck. sTe pnplementrsugh athen gapabilitiss e sequaitk routiges 4if) errenL
oo Ll os, | . _ ' e
" bopbachid AEFRAilitd B8 todeBECREHE tofpe i RiRodiphic Mibeetithe Bty binde© "

needed. aslflecddtd.| oopback i s not enpl oyed, as determ ned at 610, then the data
processed by e cryptogra?hic engine 126 is forwarded (at 614) for

h
tr dfsni ssi onTHoRtREk eRAGTIRI T et drtamared at Rd Petipn Hiy dagpiacessedbythes, ¢ he
recei Vec%{oﬁa[pfh%eﬂg%ém i @&%}ay&dqamﬁ%o%sﬂﬁ&&rt@ &E@.ﬁ%r 'ix)&}\éftﬁéb@(ﬁs 140

to deterrminé i'f a received packet needs to be cryptographicall processed
accor di ng t oRafegpeg agdietb Bigcirthe yecpivetparset 98 imthe heceneqeitly 82 pmyhisethea

my conpre Tl bifiss 14910 PRRBE L Bres e RRckEF Brrcate e Se i Sl ow
tuple lgghcessed ac&x}diﬁ% % £Speeifidd @iy Drotodd10 It the redl8Id pdt) of BactdRf the

dat agram For exanpl &, in sone enbodinents, the receive parser 98 may use
t hd5f i erertrollep 52 2erding td Sang embodimsnisnaraceive PRrssui?l vy compare| ipREGatemt ocol

(AH or . : . S | if £ | l.e..hit _so that the
S of v ifb® el B YU of £ bW o ety 8YbRF il b 1l
occur s, idehafyf the\ 8 A offthe ditagrarm e or@Ramplel BEsdniccenibydimsite, the b@e&ﬁ@a&m Ej 0
determ ne the SA of the.data, Additional flow tuples 140 may be stored in
he nondRy utodeliRcIdk 1 5hand 1 Shiihe drbaationi Hadssans DR B ARG e r

100 by ERe)NAEWY SPORTLE %o fHehM B a AP tup18 ht 30 %hat the SA of the incoming datagram
- 20 can be determined. If a flow tuple hit occurs, the flow tuple information is used to map into
the SAD 520C to determine the SA of the data.
Additional flow tuples 140 may be stored in the memory 100 and existing flow tuples
140 may be removed from the memory 100 by the network device driver 408. In some
embodiments, the memory 100 may also store information fields 141. Each field 141 may be
25 associated with a particular flow tuple 140 and may indicate, for example, a handler that
identifies (for the network protocol stack) the flow and a pointer to a buffer of a system
memory 56, as further described below.
If the receive parser 98 recognizes (by the flow tuples 140) the flow that is associated
with the incoming packet, then the receive path 92 may further process the packet. In some
30 embodiments, the receive parser 98 may indicate (to other circuitry of the network controller
52 and eventually to a network protocol stack) recognition of the flow associated with a

particular packet and other detected attributes of the packet.



enbodi nents, the nmenory 100 may al so store information fields 141. Each
field 141 may be 25 associated with a particular flow tuple 140 and nay

i ndi cat e%(f)ﬁ/g&ﬁ?npl e, a handler that identifies (for th%&?ﬁlé@i?&g@ ot ocol

stack) t and a pointer to a buffer of a system nenofy
further described below If the receivi parser 98 recogni zes (by the flow -
tuples 140) the flow that is associated wth the incom ng packet, then the

receive pat hy9ige #8¥ivE Parsbeys ®el nebfecbiifi-dRe Ry, thed, tﬁ@%e}v@&ﬁ%@ nts,

the receive parser 98 may indicate (to other circuitry o wor k
cont r ol the padket anphndedand passeg thoingomungwacketmvet asysters bas kitenfaedgdAite then of

the fl ow assaoci.ate it articul ar cket d other detected attributes
of the sﬁﬁ'&r&té(tr.ou%sgiﬁ%ﬁgég] g%‘?f‘f%éﬁ?%’@g Sc_n?’fgaa??ve‘f he recei ve parser 98
does not recRORhEenBWihémRY onks G SA6f hRAAEIHENE Phéked & dBMrkSned iR Packet as
punted and passes the incom ng packet over a syStem bus interface 130 to

the® seasteaiatgd keyen kays mpybegauienad frowy the key megiony 10480 thettheichientogrhaphie. | n

sone e ' t 3 | ' t ] t er m the 5
2ssoct AR Gn ppEfn HECoplopHiC Sode AR, MR REFIR N Bl RLRR) et e
crypt ogndpleddy the §Ans thidieceiead gtaf orm i ts crypt ographi c operations. The
keys in the ﬁey e r%qd184 are ing xed by the SA of &’he recei ved dat a.
Keys may be a&eféaaxnge ed BT Enave %ﬁ"f’h@e Y mezasy 04 0 thgnetierkdavigsr k

devi ce | ; is 104 : j ; ] it the
par 1 culrver 28, s B 10 e e BB B ke e
ent) ne 1ol 2toned/inghid ket memonyg LRk thehdhe engine 1 63/ mby suthnit airequest| (ager th86ystdany t he

devi ce dri.ver, 40 ee FigQ. . for the ke n.this ner, the, devi.ce
driver PH§dnteEcs: éi" &‘ﬁgleg?Sébggro{OSB(geet%g&?rflﬁf g’ﬁq‘teﬁeﬂg ﬁnﬁ“‘i"’é’s‘ﬁ%ﬁg\é‘c‘? o the
requestdrpié 408 ﬁiagrcaﬁgetmmcééasrM@_tﬁfﬁime!keym sé &DtheQeqledi sdt he key in
the key nenory 104. In sone enbodinents, if the key is unavailable (i.e.,

t he keyintezachwtthahe systas bus ingwface d3Q ko stere the kewin thekeomemery 504 0m ssmsr ed i n

t he ke . f:ne 3 the. ortion
of 1 he Sttt i the KD SN EUBRINDS Ol D AR PPl MR D1
?ﬂlf? [ nﬁs orps mt;sk&edﬁxﬂhdkbpmtniomynl@cf), tlifen ttlwatgme t]rﬁ?n}mey?ﬁtﬁc}(e(cs}qmﬂ?@ta 2) tsod

al sorttware one oy nofe ayer o) e OCol, stacC e execute
Lo decrRton pitbagackepolneieah tor Sioen prcatirhoe THERER Mttt Gkl above. 20
Af ter &ﬁé&ét&ﬂmiﬂ&ﬁlo@ﬁﬁﬁ drehd grsfélﬁdmeﬁmﬁy 56 peessy DY s@Pfhat {SFRAE BEENDY: thiie

net wor controller 52 may i'nclude bypassing the execution of one or nore
sof t warlaydraggths prétatol stack mmyheeixasuset! tni denryph therdatamariioppbthe dadongngick. For

exanpl epacﬁél,easrcﬁgc%iséle a%?}%? 92 may include a
20 After parsing has been performed, the processing of the packet by the network

controller 52 may include bypassing the execution of one or more software layers that are
associated with the network protocol stack. For example, the receive path 92 may include a
~ zero copy parser 110 that, via the system bus interface 130, may copy data associated with
the packet into a memory buffer that is associated with an application process. In addition,
25 the zero copy parser 110 may handle control issues between the network controller 52 and the
protocol stack and may handle cases where an incoming packet is missing, as described
below.
The receive path 92 may also include one or more first-in-first-out (FIFO) memories
106 to synchronize the flow of incoming packets through the receive path 92. A checksum
30 engine 108 (of the receive path 92) may be coupled between the FIFO memory(ies) 106 and
the system bus interface 130 for purposes of verifying checksums that are embedded in the

packets.



zero copy parser 110 that, via the systembus interface 130, may copy data
associated with the packet into a nenory buffer that is associated with an
appl i cat melrog%ess. In addition, 25 the zero copy parser pd9ruSpo1gasdl e
control issues between the network controller 52 and the protocol stack
and may handl e cases where an incom n@Opacket is mssing, as described

bel ow. The receive path 92 may al so i nclude one or nore first-in-first-out
(FI FO menoriheseceldbpath 92 yeteninterfacédte the systerhi bus G2 wvacthp agsteh dus hr ough

the receive th 92. A checksu 30, engine 108 (of the receive path 92) may
b coupMEHetsbL i chhie YE\e s it b1 D0 TAide o Tuateg Sk BHROP A8 Fase
130 for, ARy t]ﬁﬁ,gggﬁr : Qﬁpdeﬂqg | ckets.
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the systiecilpudo iR meismeerySpst em bus interface 130. The system bus
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receive path 92 may include additional circuitry, such as a )
seri al -intsriges %0 whien 8 packet i 1epcived Fomnithoaetivier 4Fraln thiscapnnerghe epnversien r eam
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interface 90 may be coupled to generate and receive signals to and fromthe
netQor K#7-10 47. Referri ng to Fig. 7, a flow of operations in response to
recel pt of o peAlRlioYEm, LR tond T bl R b SPRMEOLIR T2 | o

i1 lustrat ed(.aRThe etgg?{ e’ par gver 8 nml/1 pnaregpe at 2%\%) tﬁgé}{%a%er 't%e? each

i ncom meptwarkidst in the netwioklecqrrodler 52 1sfilustetado (ThetreecivepasardSpnaspars®@it nay

deternige.if th ket. (e.d., | PSEC .packet). i jated. with
Secur | 1300 ths e oSk inpSisfhigpitket. Favhahe beised iBiPTBRE GRS BFIA BRBST dhded,
then t hgay a&einYife 21?%)§ 9??&3(6{}%%}%&%%‘&&&?5%@0&5&%@ Wihlsoffe sfe&ﬁ?tgi’&o&ﬁader

to determ ne (at ow tuple hit has occurred to ena
det®erni @200n of the associated SA. |If not, the receiver parser 98

transfers c L. £Q.. . CO: SR 0 f f packet
chocks. (at 2B erfGohief ey Risir R heRRla™Blon el lob RSk ARy B8, DOOI ¢
t he keypgesadrihfoimbationfroinhthe Béades toodeerirain @t R16)tife floeytupleriit yas occurred to

enable determination of the associated SA. If not, the receiver parser 98 transfers control to

the zero copy parser 110 that performs end of packet checks (at 202). Otherwise, the receive
- 20 parser 98 determines (at 220) if the key pointed to by the SA is available in the key memory
104. If the key is available, then the receive parser 98 may start authentication and/or
decryption of the packet (at 218) before passing control to the zero copy parser 110 that may
perform a zero copy of the packet (at 202). If the key is not available, the receive parser 98
may transfer control to the zero copy parser 110 to perform a zero copy operation (at 202).
25 After performing the zero copy operation (at 202), the zero copy parser 110 may
perform end of packet checks (at 204). In these checks, the receive parser 98 may perform
checks that typically are associated with the data link layer. For example, the receive parser
98 may ensure that the packet indicates the correct Ethernet MAC address, no cyclic
redundancy check (CRC) errors have occurred, no receive status errors (collision, overrun,
30 minimum/maximum frame length errors, as examples) have occurred and the length of the
frame is greater than a minimum number (64, for example) of bytes. The receive parser 98

may perform checks that typically are associated with the network layer. For example, the



104. If the key is available, then the receive parser 98 may start
aut hentication and/or decryption of the packet (at 218) before passing

cont rol ro copy parser 110 that may performa ze t he
packet (ﬁoﬁ@&glf the key is not avail able, the receive %gr ser ”96358

transfer control to the zero copy par-2dr- 110 to performa zero copy
operation (at 202). 25 After perform ng the zero copy operation (at 202),
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r elsei vefuﬁhe:s:kmrﬁ&drmm“surrender control to the transport | ayer. If the ACK
flag i s sent n the receive . ser 98 nm ract, either t he
device dri ve‘?‘ﬁ% e ghe ﬁ%‘etcf’glﬂ?g"ﬁ?atﬂepﬁrﬂcwlf Setr éﬁéﬂ’?ﬁytdé Wé\#ﬂdgmsnt
packet ,wisheta datd Hllerrdt SRk dn BRbONat rﬁﬁ%@ius& R FRGAHS bR LRGPP IRHEs the

zero copy parser 110 may determ ne (at whet'her a data link error
occur r ésltheznase theprthe kere capy paraerdd Otmay q@abm(attZQSb@le omapecryy|teat thef drivers i s

R L
MEIOT Y doPplof WrSpackdt @fid tadek (kD209 &lic®DMA channel (emulated by the DMA engine 131)
that was associated with the packet.. Otherwise, the zero copy parser 110 compiles an error
statistics stack for the protocol stack.
Referring back to Fig. 2, besides the network controller 52, the computer system 50
may include the processor 54 that is coupled to a host bus 58. The host bus 58 may be
25 coupled by a bridge, or memory hub 60, to an Accelerated Graphics Port (AGP) bus 62, as
described in the Accelerated Graphics Port Interface Specification, Revision 2.0, dated May
1998. The AGP bus 62 may be coupled to, for example, a video controller 64 that controls a
display 65. The memory hub 60 may also couple the AGP bus 62 and the host bus 58 to a
memory bus 61. The memory bus 61, in turn, may be coupled to a system memory 56 that
30 may, as examples, store the buffers 304 and a copy of the device driver 408.
The memory hub 60 may also be coupled (via a hub link 66) to another bridge, or
input/output (I/0) hub 68, that is coupled to an I/O expansion bus 70 and the system bus 72.



20 copy of the packet and reset (at 209) the DVA channel (emul ated by the
DVA engine 131) that was associated with the packet. Otherw se, the zero
copy parsﬁgoﬂlmggonpi | es an error statistics stack for thediisseeeedssst ack.
Referring back to Fig. 2, besides the network controller 52, the conputer
system 50 may include the processor 52 +hat is coupled to a host bus 58.
The host bus 58 may be 25 coupled by a bridge, or nenory hub 60, to an
Accel erlieHOBubBEimsy Aes be (PR toyss &Amplss, a dempadthitst (OD)tdraligicat @idedvat ed

G aphics, Port Interface Specification, Revjsion 2,0, dated May 1998. The
AGP busile‘z&?éé?) V%%Bm%ﬂgeré,c{%&%ﬁ& UQ eFpasioti i, {OgRPE P soumipiio
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and the host bus 58 to a neno 1 menory bus 61, in turn, nmaybe
coupl edfroma keybyatl §thand aonqusb B0; dsxtxafiplesay, as exanples, store the buffers

304_and a copy.of the devige driver 408. The nmenory hub 60 na so be
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Various software or firmvare (fornmed of nodul es, routines, or other |ayers,

f ol exBISHOB) Includig SeMAePIEBEIOT MgMopY, devigrsesiah phdynaREE R Fate rAndemaccess
tine i ' i d_i.nt

an or DemSEE, SasbiE 4 Broctlriiab BRI ity ont e (BEROMT e BHEANY Boeable

st or ageamipglogranmabiereddrontyembdmosingd(EERROM:), laad diash memoriSs;anagretioditka

suitable for .t i bl nbodyi ng,.software and. fir re |.nstructi.ons nmay
i ncl udes"(f;‘faF&xE%tr}ﬁ’prVyﬁESB?m‘i‘élb&e S@Oﬁ%&@&ﬂ?%ﬁ_@%‘ﬁ%&?ﬁ%ﬁ% BPeridipiicdlevi ces
such asmdiRREEaPCDTrBVD EAEIPHR R6ERDns SBFIN th ¥e st6ra@e aftldd: Whéh executed

progranmabl e read-only nmenories (EPROMs), electrically erasable and
prégrammm therdeaipe SAItg penformn progranErpRa@i®s) , and fl ash nenories; nmagnetic

di sks such fixe fl.o and,r vab i sks: her net.i dia
el udi ng. t ags SRt ot ABRRRaR s TERIEA M iy féTee S AGine PR MR, bRl

i nst r uctvagd) Fartertmple] thsirictions of agher cRmldi segbfts sxaLoH §toragb nisdiSer t he devi ce
50 to perforn1$rogranned acts. The software or firmvare can be | oaded into

the deviawspgtied farehgh sotetyersyinterfase pasfle mogam.or ol inigeiagn mechapispy mey bons or
other cpdg.p @td:évi%gb%g%gfecﬁ{egrtagﬁrfﬁﬁﬁihx%g?#mm%& s P aa%%édiﬁf h a
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network 1 nterface card, nmo mechani sm nma
- 20 transport process, data signals that are embodied as carrier waves (transmitted over telephone

lines, network lines, wireless links, cables and the like) may communicate the instructions or
code segments to the device 50.
‘While the invention has been disclosed with respect to a limited number of
embodiments, those skilled in the art will appreciate numerous modifications and variations
25  therefrom. Itis intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of the invention.



| oaded into the device 50 and executed to perform programmed acts. In the

| oading or 20 transport process, data signals that are enbodied as carrier
waves (trRpotibdosd over tel ephone lines, network lines, WpeghRosndsssKs,
cables and the |ike) may conmunicate the instructions or code segnents to
the device 50. Wile the invention has2deen disclosed with respect to a
limted nunber of enbodinents, those skilled in the art will appreciate
numer ous nodWhattdamsda#nd variations 25 therefrom It is intended that

t he, appended, cl ai ns ctgv‘gr al | .su&h .nodi fications.and variations as fall
within the thue sfiPFtROLHY Use Bedeics ¢auPledie HPBIIUNEStions chrmns],

PCT3 USQQ, . -23- What is claimed is: 1 1. A nmethod for use in a device
coupled to a comruni cati ons channel, 2 conprising: 3 determning a
seclirity servi ce daempegningrarseniritly servikztta peifok with agdateblatkng security
infprmation to pass along with.the data bl oc th ecyri i nf or.mation
i dehtifying the s& Lt’f’ﬁgg%wgbt{gmé%é’ngomﬁf‘cag% ‘ﬁghﬁfeh‘ij a@\éﬁlf’r%? FEMYqapt ed
to yontihmmﬁqaﬁwgnﬁgxiﬁg)ﬂle%&ﬁty b&vicé, &muni cati ons channel, the data bl ock
according to the security information. 1 2. The nethod of claim1, wherein
t heb processi ng i nelogersimgpiars eaniroHer adapted\ip corfral sammynicstion withthef t he dat a
bl ogk. ne. ] . .81 0k cei ving the data
bl obk f%g%”‘émgg‘}‘{ﬁmégéﬂ‘%tﬁ?ﬁc‘!}]% mé’%’é aé%?%‘gg ?%%%ﬁﬁé‘h%# %%Eé%tii’%at a bl ock back
to the software routine after processing. 1 4. The nethod of claim1,

furfher conprising: 2 determjning if the security, service can be perforned
by the contrel| er"?hed‘ﬁ‘&g‘gdiofaﬁ{‘,l’Wb%&&ﬁ&@?%nﬁ%ydﬁﬁbﬁ@%%rdi ng to the
secprit AR dricclsiSObE R dGta Hlodout i ne instead of the controller. 1 5.
The net ho g%bcﬁgirm 1,l ?uﬁﬂﬁer aco?rpri sing identifying a security service 2
according to an Internet Protocol security protocol. 1 6. A nethod for use
in device jncludin ontrolle dapted.to control 2 conmmunication with
a transport di me%Sﬁﬁ&PEF%ﬂfl IBEV@‘EE\PWW‘%t a froma routine in the '
devi ce; 4 sendi Noreb&Oingdahedit bldeR foADA s AL réRinkekiidr m crypt ogr aphi ¢

processing of the .
3 routing the processed data block back to the software routine after processing.

1 4. The method of claim 1, further comprising:

2 determining if the security service can be performed by the controller; and

3 if not, processing the data block according to the security service in a software
4 routine instead of the controller.

1 5. The method of claim 1, further comprising identifying a security service

2 according to an Internet Protocol security protocol.

1 6. A method for use in a device including a controller adapted to control

2 communicatioh with a transport medium, comprising:

3 receiving data from a routine in the device;

4 sending the data to the controller to perform cryptographic processing of the
5 data; and

6 after cryptographic processing, transmitting the processed data back to the

7 routine.

g



5 data; and 6 after cryptographic processing, t e processed
data back to the 7 routine. [IIIIIIIIT CI1IlI T MS x IIl:;
WO 01/ 10 S00/ 16588 -24 1 7. The met hod of cl ai m 6,

conpri si Sgég{e?ﬁ’}?#g t he processed data to the 2 controller Pgﬂtlﬁgggﬁss%ne
more tine to performfurther cryptographic processing. 1 1 8. A nethod for
use in a device including a controller adapted to control 2 comuni cation
with a transport maeimshod s aMinSs, Tarthet coffpeisifignendiab thd probedsbdith eheor t
medi um 4 determining froma portion of the data if cryptographic

pr o&essForjrodier atleasy gnemose fimette perdorEnHIrt\ee eryPiIgaamiGRIOLeISHgg, in the
controller, the cryptographic processing of the data. 1 9. The nethod of
claim8, wherein the performng of the cryptographic 2 processing is
perfiormed by8a cr Winethod fn usedngideeice incliding agbiitedllee adaptdd tlconfibe et hod of
claim8, further conprising: 2 determning if the cryptographic processing
can?be BWW@HO%V‘%W”%&%WHW’(?P{“PEE 84 perform ng the cryptographic
pro?essi Ng in a sefdpaheas? WoheitRAlRAtmediukie 5 controller is unable to
pertormthe cryptographic processing.” 1 11. An article including a

macKi ne-readabl e dtmrampmgiirdiniapaton of thedgta if crypsigraphtic prosedsing efitheddtaon in
a system.| r%cl udi&}gﬁa Cé)ntl’0| | er adapted to control 3 communications with a
communi SPIOSTORMEEI the i nstructions when executed causing the 4
sysgemto: 5 i den?)bfﬁ!rrﬁing,eiﬁ%é Eohtfofiey, ithecryBrolLapBRY 1ot Big O tiklAdaAa.t O be
transmtted over the 6 comunications channel; and 7 prepare security
control information to pass along with the data to the 8 controller to

perfor m processi neaceonsh kikith 8 Wndrdfithd SBHnSSELF thk ¥rytESorhfific

2  'processing is performed by a cryptographic engine in the controller.
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1 10. The method of claim 8, further comprising:
2 determining if the cryptographic processing can be performed by the
3 controller; and
4 performing the cryptographic processing in a software routine instead if the
5 controller is unable to perform the cryptographic processing.
1 11.  An article including a machine-readable storage medium containing
2 instructions for execution in a system including a controller adapted to control
3 communications with a communications channel, the instructions when executed causing the
4 system to:
5 identify a security service to be performed on data to be transmitted over the
6 communications channel; and
7 prepare security control information to pass along with the data to the
8 controller to perform processing according to the identified security service.

]

12.  The article of claim 11, the storage medium containing instructions that when
2 executed further causes the system to perform processing according to the identified security

3 service instead of the controller if the security service cannot be performed by the controller.
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1 12. The article of claim1l, the storage medi um containing instructions
that when 2 executed further causes the systemto perform processing
accordi ngyd R bt 1 dentified security 3 service instead ofpcdragsopApisko! | er
if the security service cannot be perforned by the controller. [T1I1I1]
111222 Jil L e 11 1ff ~ RS WO 01236095 PCT/ US00/ 16588 - 25 1 13. An-
article including a nmachi ne-readabl e storage nedi umcontaining 2

i ngtructiond3f or Aaxatleiingluding a wachiretehdubleistbrage ediuih conthidingadapt ed to
control, 3 communi catigns, with a comuni cations channel, the instructions

whén eistHEUnsIaLEXeRBHIMR 2 systepringiuding a eprtroller ydapteddacantitlock from the
CORtro : ' : | Lo ; ' ity
sorui o8 fbalhehlth ASoiiliicaRon: Mhing o tielphebibs: Fhat Sl Rttt '
prdcessysttmtatat a bl ock if the security service has not been perfornmed on

the 9 data block by the contraller. 1 14. The article of claim13, the
stgrage medi um c6?ﬁ%‘fetﬁ aﬁﬁé?’iﬂ&%ﬁ?“‘fﬁ?ﬁ’ when 2 executed causes the
sygtemto retri e frdny iﬂfﬂﬁﬁitfﬂf{fih]?lﬁb &S PR i PAsebifify sehfcdisdelh 0ck and

3 send the data block and security information to the Controller to perform
t h@ sepearformyedsar the deta blackiby thgkentselier;dind of cl ai m 13, the storage nedi um

eperivm _ f
T8 coour ity ser PHsRe BRE oAIE e POy iR R SRR b e | Mg

cognunidetblésksbytht Bomrdllednsport nedium the 2 controller conprising: 3 a
receiving circuit to receive data and associ ated security control
Information; 4 and 5 a cryptographic engine to cryptographically process
the data basgd oRHenficlPoPAH 13 Mné ABlERmddiiR toMbnBE indilofiond IHar pAGS T 01 | er
of "claim 16, further conprising a storgge evice containing 2 information
i dent i feyeoutpdsmosssithy/ sysenyicceridve seauripe iffommation assoeiatelowith 8ot datchlock ynd
control 3 information selecti a_portion o he securi services.

1 Por miEHLAHS At PRk S A Preeton 1,168 somrolifco PEUD e BRI SRiste
processes the data according to the selected portion of the 5 security
services information. 1 18. The controller of claim217, further conprising
a devi ce addpt ed The aetitdmefeclaime13, the storage medium containing instructions that when

2 executed causes the system to perform the security service on the data block.

1 16. A controller for controlling communications with a transport medium, the

2 controller comprising:

3 a receiving circuit to receive data and associated security control information;
4 and

5 a cryptographic engine to cryptographically process the data based on the

6 security control information.

1 17.  The controller of claim 16, further comprising a storage device containing

2 ihformation identifying security services to be performed, the received security control

3 information selecting a portion of the security services information in the storage device,

4  wherein the cryptographic éngine processes the data according to the selected portion of the
5 security services information. |

1 18.  The controller of claim 17, further comprising a device adapted to change the

2 contents of the storage device to update the security services information.
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2 contents of the storage device to update the security services
information. 1111111121111 ---~~ 11 h12l0i1trrer o Msiil.. W 01/10095

PCT/ USOO/@@%@EW% 26 1 19. The controller of claim 18, wher gdrisRngasi ce is
adapted to update the 2 security services information based on a
predeterm ned replacenent policy. 1 2026The controller of claim 17, wherein
the security services information includes 2 security association

i nf or mat i on. 19:~~~The cdrtdollet of tlairh 18 WAdrdih thé Hevile is adapted to update the

2 security services information based on a predetermined replacement policy.

20.  The controller of claim 17, wherein the security services information includes

2 security association information.
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