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particularly relates to a mechanismfor inplenenting virtual private
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20 A key feature of the Internet is that it is a public network that is accessible by nearly

anyone with a computer, telephone line and Internet service provider (ISP) account. ‘A

downside to this wide scale public accessibility is that it permits easy access to hackers and

others intent on carrying out malicious activities against one or more hosts on the Internet.

Illegal conduct such as steéling of secret information or the deletion of important files by a

25  malicious user is possible by a hacker that manages to break into a computer of a remote

network and succeed to tap communication data. The need for security was addressed by the

Internet Architecture Board (IAB) by including security features such as encryption and
authentication in IPv6 that permit secure transactions over the Internet.

To combat the threat of hackers and to secure private networks, it is common today to

30 place a firewall at the entrance of the private network in a company or organization. The

firewall employs some form of packet filter that functions to enforce a user defined security

policy. The firewall is a system that sits at the boundary between the local network of the

organization and the global Internet. It implements the filtering of all data communications
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WO (13/11117S2~ PCT/1BIl2/U2720 in order to prevent |eakage of information
out to the external network and to pr event unauthorized access of the

i nternal w@owrk2H romthe outside. A deny/allow decision pgrimaazimr each
packet that is received by the firewall. ' At the sane tinme, the world is
W t nessing increasing demand for wireless services (i.e. 5 cellular phones,
two way pagers, cordless devices, etc.) and personal conputing devices such
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Wi rel ess [ ' IJSei 1] I e t.eat: j

W rel ess ﬁ%%ﬁ%a%%@%?ﬁ%egﬁ#tﬁ%gﬁt%?&grtoﬁg?‘pBretggg'bgln&ggggl em&*s;S&?%?\r/n\\é\HNé1
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devices to security rrs se devices enploy sone type of
firewalsl toellyagileads, egawaspagen.aotdies deecks agc pasl ptetsoﬁaﬂeordpmmgeipvimsuch
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i ncor por atApoKy hAl SERMdr RRPRRAB] BreCbddid E6HNEHNBORPHE | Qe YA EskpSdied tiRse
cellular tel ephones and w rel ess connect ed PDASs. 2 WO 03/p00 52-1
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i mpl ement aj. | [ d At d.el.atd me o us. bl.d
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invention may al so be inplenented in software or a conbinati on of hardware
and software. Thus, the VPN nmechani sm can be used to achi eve, for exanple,
secure branch office connectivity over the WAN, secure renote access over
the WAN or securing e-comrerce 15 transactions over the WAN. The VPN
mechani sm conpri ses a security associ ati on database (SAD) and rel ated
circuitry that is adapted to provide the necessary paraneters to inplenent
the | PSec group of




secLU-ity specifications fox encryption/decryption and authentication. Each
security association (SA) entry in the database conprises all the

par anet engohbied7sayr € necessary to 20 receive and transmt VYENipR&sSHS
according to the I PSec specification. The invention perforns security
association (SA) related processing on an input packet stream Note that
the i nput packet stream may conprise both inbound and out bound packets.

Typically, the invention:is ﬂﬁﬁe@fﬁ@f’ N (i.e. the Internet)
and a local LAN. In this camq@égl S operative to filter

bot h inbound pPIEK@teSers EfventifOProviiet REMENiHOUsRE virthll pAchtO WbhRUOdVACKet S
sent fromthe LAN to the WAN. The VPN nechani sm of the present invention is

. oper at i ve BSDFETht rn PEOEERYr fhey H5eEsiRht EEUERp relatedf 8?1P‘@Ete’fso ts PERRITSAD f or

storing tRgc$Kemdet: sygﬁ&ll Al QBRI et VIN AleBfinksR i a@PRAWS e SGRABRGLI ON.
For a two way connection, two SAs need to be created. W security

. associ at | omalemertationiahardyvarga relalivelit lolaeost tingenablingecast eifackive, ingerberatinrent
packets agsggl laéegqon?ﬁ 4l Bgammléc%cacroﬁmmg@oﬁé%%ws@ﬁ99591%&9 ééﬁ'h&lfbst he
parameters stor 'n thé database for the particular SA. Dependi'ng on
packet angetstrenl Gisitohpssistantsr @D Ash dagserc kempuiary de i sornepiingio tliedntymete@r

aut hentic Note that a packet is allowed only if the packet
conf or s {%E)h%ﬁ%’g‘{es?g"cﬁlk&?‘?"gk as specified in the SA database. 3 WO 03/ 00752
PCT/ | BO2/ 02720T1@é pﬂ&snngi’nvbﬂit&ml car éa tisedrin nm;ms:pemmhlaynasd.walrcedr foftwware based

i mpl enentatio dware it.can al nt e ftware. In one
onbogifan dregit b Bhie hbuitd a& B Beht RenbTPRERILE Gnd BisRid ShEsed [ 070
execut e SG’DAMiIfhEt ad qdbyeld to c@x&feémonmé heterBN rre«:rva’ml siecientins ef thel grysent
associati o ‘iﬁﬁr OCESSI ng af E T\gr ese i nventi.an. gge e is <P vided in
accor danc YRR PHASS R BRIEMERTE i arﬁ °§é8‘ﬁFPl?‘P§P°3§ AAREE 7 @Essor

circuit conpri shixgtha wmcabﬁamsmcbe atddap actataprs exdnile, stadid Hignchagtidd t Y
related data for a pluralit security associatjons, each entry

conpri si nGoREEHHyyeRdeoV |36“f’1‘rer BRI RS O ecBF MEAN FHIEREing 6~ %Wﬁue

socket;s MpaRGcidl oPRAN WANE New security association upon receipt of a
socket not found in the security association database, neans for searching

for and 10 recdehVENgechagism GONiDyisessas SFETY | A5T0caEeb databasel (S Phand wsktgdet | n
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seciu-ity pr ocess erew t I's al so in accor
t he pﬂésemcewnammanamitavm patdsa‘s afpidingtie thidP Sesshec{figRign. ci r cui t conpri si ng

secur | 1y assockgl Lo0na! AhARS, TEADY (LA INg SRRNTLXLEl Bhed data for a

plurality of security as 00|a ions,
associ at i (pmclqeeﬁabmd Nigg thatihe nmpsxp pmﬁctrsgeam) RY COnpHEe t&dcmmundan@ butbalndt y of

security e e secur e t ed ferm. a

process, f & SBCUTS t of a
Raoke Rop SR RO AR RS b ontin SRR BBLE wlly P e S5t Lo

socket nofAMND Lﬂlﬁd}alb Base/the S@Mm_ edhynias $mpteﬂatwon> filet ?@Bﬁﬁoﬂﬁﬁp@kitﬂéﬁm_ﬁ‘?ﬁﬁor

sear chi.ng r i a.securi assoc i,0 ciated wi an

i nputB acﬁ&%ﬁﬁntﬁgﬁm ‘io‘&ﬁ?‘:ﬁ%dip? e@S‘E‘Engnstﬁ%nggt‘?@‘F%?%ﬁxi eving fromthe

security assocTmd V@M dﬁ&}ahameom@esantplhw:ﬁbﬁ tigy opefrats»equ rrhztlmamed 8dcadty

parameters, neans for_fo vvar | i ecur rel at ed
par amet er 8EGeEE aplggeferr @aﬁft ﬁ‘%’sg‘é 3}‘%1‘? r’r’i%@,e geghp eF?Sir at5dig 2a

security BhrO%EPSonddetione lP@Wh o sy cpmedieh, el AN ddgd PEGNGeAER PAH sdcBrity
construct an output packet in accordance with a particul ar securit m)de

utili zi ng2iSAEiatoR gte #idedkéa thgmdh B3RP P@eﬁeaf%es‘@éiﬂﬂ?r}ttpﬁdﬁﬁfé%@@ edTher e
i s fusphekyifreNisdeste phocB&e® ila6@antk Withithe pRhBSER tokddVig hd @RatasePBF P! e

particular SA. Depending on the packet and the SA parameters, the packet may be encrypted,

decrypted, authenticated or dropped. Note that a packet is allowed only if the packet

conforms to the security as specified in the SA database.
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+its socket

conputing device conprising comruni cati on nmeans adapted to connect the
device to a 30 conmuni cations network, nmenory nmeans conprising volatile and
non- vol atwbesneey y, the non-volatile nmenory adapted to spergsRi@@am code,
a processor coupled to the nmenory neans and the comruni cati on nmeans for
executing the programcode and a Virtual Private Network (VPN) circuit
conprising security association database neans for storing security related
data for a pl ufdhpiap thy nEadign is sppectdly spted tyrimplegiRpig I hardegrp it icat Hep
security 31%5%1@&'[1%@ # sofMRAD3MDC A Zmbokimbht B Rl Zompishalaeptoata,
con-esponding ‘to a uni que socket, a plurality of security engines, each
seci ui t 5~ mygimetadappadivedo pmlwrsnffﬂargélémﬁ&/ ip perfome e, VR apeshdndsm affbni ng a

new securigt '%fégsgo%ila%ig&gg)ﬁ%?ﬁggfﬁl%%#egéntQvaeﬁioﬁ()(:ket not found in the security

associ ati on ase ans“for searching for and recognizing a
securi 5y associTadre an pesvidedi iataecordintd vath the puisergaoketion n Soacy essdaint@ Wi t h

odEANS, L AT LeLLLeving, {1 oM, Secull by assoatation, dat abase
means a plAIFSETSOL YO SERHFPE  SFAYR: B FHPATRF RS Or RARE SFAF Y 5% Whg t he
plurality fof a pleflityidf yedueityedsadiapiatisasaeh efitsy domnpaising @exsititycassocistion fedateibdutyy i ty
engi nes for _%%rform ng a sectu-it ocess ther evxdt%{)ac et buil di.ng neans
adapt ed t GOEBRERHRET BHIBITSBE: PRk PR EE ST EE HATR A PP} EGPR

security rgpdesdékdt! dotifBghd Rethle NRsirtp agkeabticanghtdbac, mesnd fs @brchifg foeeay ity
process. 10 There is also provided in accordance with the present jnvention

a secui t FeoRERIgiag Ht FESHILS AR08 HOR 2PFElEr TR npACKE; IR fosPTdance MLk itSa80¢k i at i on

dat abase fQ,sEQIbRGyiRg Gk the debludt} Bckodiatich Eivase BIPhmalk tof sefuriserditdd ¥
associ ations, each entry conprising security associationh related data

cor r espondiargetess anduprage Eor Soriarding the PiveaiagRiesriturFlatedRismeas g Bpeal a new
security a58aehbl i ROPNS g@g@gfg&kss@r ﬁ)??gr@&mﬂ'%tonfe%'r' Ahrd Lol Pﬁo%eggégdt y

associ ati on dat abase, Ition unit adapted to search”for an
recogni ze therewithur i ty associ ati on associated with an input packet in

accordgnce wi thylLS: $RG ?%vi?e% mc@oragnlgg S t§tbg<ifsgmai9@s%89 al Viftgiﬁ; %,mvee from

the seCurity associatio at abase a plura security re

par anet er Newotkf([FPWA cttctihemtrising sefurityusssodittion alprbade tramank fargtofivPrhcusgeuri ty
processor for rf.orm ng.one or .more securjt r 0cesses erewith and a
hash uni t TGP Fitg PR AT SRR e R RO P R e

facilit at irelgtetl ldeta somespbnding tosd anigek sekatrd plyraligsofcseatritp ragineEheack securifyur t her
provided in ,acc%r%arlce verith the present invention a nethod of sectu-zty
associ at | GHEIE ALPE A SETETHD FIU RGPS TEEESOLPPERTE SRS ICHYY 25S8%aHRY t v
associzgt i eposlaécsPASE a ddaRt A6t folnd DR BRI hisyciitiinadabBagtadant,Ofeans Pbur al i ty
of security associations, each entr%/ within the security associgﬁi{i on
dat abase GEFFIERDHETIFHGrLRIFIRD & KEFU) BEAFAYP I 2SS WECHT Pyt Bt i on

upon r eceizpbor@ncdwiR &k SdcktOfned® YadetriByih§) b ekd ettty agsaaicalda@basd aleadase,
searching for and recogni z] r]eg a security association associated with a

packet i n 2apBHEaNcRWIY Tl RIS, PO TR IORYAFng the RETYike & Pty
associ at i QR ad@h3RRSRsAoRk Wil ddeYofOhe SREY ichYindselof b&Fbrming a security process

25  therewith and packet building means adapted to construct an output packet in accordance
with a particular security mode utilizing the input packet and the results of the security
process.

There is further provided in accordance with the present invention a portable
computing device comprising communication means adapted to connect the device to a

30 communications network, memory means comprising volatile and non-volatile memory, the
non-volatile memory adapted to store program code, a processor coupled to the memory
means and the communication means for executing the program code and a Virtual Private
Network (VPN) circuit comprising security association database means for storing security

related data for a plurality of security associations, each entry comprising security association
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paranmeters and forwarding the plurality of secux-ity related paraneters to
a Virtual Private Networking (VPN) security processor for perform ng one or
nore secwyydhyopsscesses 30 therewith. There is al so provi pefsiapeor dance
with the present invention a conputer readabl e storage nedi um havi ng

conput er readabl e program code neans enbodi ed therein for causing a

sui tably programred conputer to a security associati on mechani sm when such
program i selaxédeit edrrespondieg troarpuigen sockdien plorabin e sepwiyl abgiesseach aeperiedi um

conprising co r WO 7 Q.r code
means for %galﬁeglg naé{%td ﬁcg P Slgér/r}épnu% g‘%{lg% pgcgct? %gﬁ{legsrﬁqég gpé(z:%lf’iat r%%g%g%c' g%slg%% at abase
for stori mgoseetipt by arsetiat edt fhatd if the sacupluasadbdidtionafatabeseumeany, rasmodoat i ons,

.each entry c ri.sing securi.ty association.rel ate at.a corresponding to a
uni que soéﬁaé%g&c &p e’fec?%‘ézd%%ﬁeseﬁn@b ?%?ﬂ?%&’&easﬁ%cé%%&j%tﬁ %nahngfltflgaq%ﬁtem
conput g ta@codRAbe RithaWsGReInkdng fasswieviag from tie dpoity asodatith dafabae s@ahet not
found in the securjty associ ati on dat abase, Cé)?rlgéjra_er eag‘?aﬁl e Pro ram code
means f or ScRl@fifgOt VLY mIHeEr P LR rEH Y & R ’é“e’_&b"nip W 8t SR ty
assocl at | gfaes§ %%inéﬁe%dtoVHt i dhsBorRaTHES sechtitd CRAREANOE Berfirinihgl 4 SechdGKRIcess
conput er readabl e program code neans for causi ng% the conputer to retrieve

from the deewnithy packssriding rrmeadantsa Secoasipictan afipyhpagiet Fercgeranse palhd ed
par anet er ?)gﬂif'aﬁllaxcé%?ig&’c% Rlodé SATAR tBe Bfn]g%am £24% TuEBANS séQfinGRsstNg the

conput er orward the plurality of 'security related paraneters to a

Vi rtudl Pri vat heteiswsdapraydgdipNpeosesats with the pesens dwentieey 2 seevrity p3sPeigidne or
nore securj. [ ; | ¥ d 8% -stori &F@Eﬁ“ﬁg J.ON OF
THE DRAW ﬁ&gﬁ%ﬁgﬁgg?ﬁ %f%g\%g%éeugfyn%seoﬁ%ay@ﬁ%&%erﬁéisn nggsgc ruln ed, tlc)li?{gv?/ay of
exanpl e orfbrya plwiatify of e¢cgrirrseociationsheach ceionqeapyising sebnali astpsiatiohvstagddriiataFi g, 1
is a block diagramill ust.rati sev, e i L.ons vi rtual
5 private Cﬁ%?sﬁg?cgn t% ﬁa‘?ﬁ@% %Ogg?thg %{rng &N 95@\53& gén t(?%)%%rﬁg I(I:eg);]ts %Cgﬁtyof a
WAN or | ntagvosiation kpoh réteips of dlseukkt detafpuednin Itheus¢onetyl myo@atioaxdugbhee, net wor k

UM e L TE N TR E T R e TR
bl ock di agfgubpidikiis at@idange wiieity bdcketzd mpinipwatsonetivweitedeabiiavesomn thet he 10
Py esent | BYEnL o LA oL SeLal L P e, A 00 48, aie 2 Lo Gl ogr A
Virtual Private Networking (VPN) security processor for performing one or more security
processes therewith and a hash unit comprising a hash function and associated hash table for
20 facilitating the search for stored security associations.

There is further provided in accordance with the present invention a method of
security association, the method comprising the steps of establishing a security association
database adapted to store security related data for a plurality of security associations, each
entry within the security association database corresponding to a socket, opening a new

25  security association upon receipt of a socket not found in the security association database,
searching for and recognizing a security association associated with a packet in accordance
with its socket, retrieving from the security association database a plurality of security related
parameters and forwarding the plurality of security related parameters to a Virtual Private
Networking (VPN) security processor for performing one or more security processes

30 therewith.

There is also provided in accordance with the present invention a computer readable
storage medium having computer readable program code means embodied therein for causing
a suitably programmed computer to a security association mechanism when such program is

executed on the computer, the computer readable storage medium comprising computer
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Fig. Sis a diagramillustrating the hashing technique of determtung the
SA associated with an input packet; 15 Fig. 6 is a flow diagram

i 11 ustratwopdsfogzhashing method of the SA recognition progegapfdnie
present invention; Fig. 7 is a diagramillustrating the anti-replay w ndow
mechani sm perfornmed during checking by the main SA processor; Fig. 8 is a

flow diagramillustrating the anti-replay w ndow nethod of the present 20
i nvent i on;rekdajle Fogramacode agpaadtar lchusiter e icogpithetol estblishr @ cenutityyasssizdiohi nk
list struc

re used to track t st al epness; Fig. .10 is.a flow,di agram
| Tuser at QAR apHes SRt AR e b® BRE akadryast it BEBGHETI on of
a SA assoCdoaipgiein seburity absapidfiorp afdéa@l dat? Sofresgondldy b aaunhdue Veotkted JtoaiPuter
Jdllustrating, the procesgi ng of the SA managenent nodul e of the present
i nvent i on; e&dagle Prosp@ cde psaRsHion grUsRBithq R it §P PR DYV SeREY 45PCBEPT or ned
by the sSA (FRAGERIFERE anReit: @oOfouhd1 & BE @6RALy dsBy@iioh ARtabe OBMibuter $Ndattb 9. 13
‘is aflowdiagramillustrating the processing perforned by the SA 30

managenentPrAGED| @dsfmeame o ewEing tha fRRRYIBNIo Faeh d8k apf SROSNiFiES a15ecyrdy o

di agram i | Jystaiah iAo L0e Lakta %Qﬁc@t LS8R0 Ahels R6KRET AhfpfeMirddlaiach SA
record; 7 WO 03/ 00752 PCT/1B02/02720 Fig. 15 is a diagramillustrating

t he previ auegramdcodexneasedel eausipsithe eprapuierdtonestrient epnshep sichtityrassdsitionr e
associ at e ] i i Fl 6,.4:S i il i:ng an
xanpl o 1 e ibb i E B RE T Bt SOLE phiaort oo h B0 il o0 50
17 i s H dimgmaroridahsisg thatdompuign toefoamgytl ¢her givalifyorf shéupittbetaieepnramdtars pl 2
sessi ons d Lngl e SA recard. and. Fi g LS | ock di agram .

T ustrat e S oo ity SRSk otend O bl ot ol PP sepiRa (o
per for m t heodékiss theedndthi sm and rel ated security associati on processi ng of
the present invention. 10 8 W O 03/00752. |



DETAI LED DESCRI PTI ON OF THE | NVENTI ON Not ati on Used Throughout The
follow ng notation is used tluoughout this docunent. PCTIIB02/ 02720 Term
Def i ni ti omoAbbWdesr ess Resol ution Protocol ARMANti - Repl ay  pcriBo2/02720

W ndowASI CAppl i cation Specific Integrated G rcuit ADSLAsynmetric Digital
Subscri ber Li neAHAut henti cati on Header CPUCentral Processing Unit CRCCyclic
Redundancy CheckCBCCi pher Bl ock Chai ni ngDESDat a Encrypti on
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Pr ot ocol UDPUser Dat agram Prot ocol VDSLVery high bit rate Digital Subscriber
Li neVPNVi PESS& TPERQE e Net wor KWANW de Area Net wor kWAWAr | d W de Web

Detai | ed Descript5an @b &Hﬂlﬂsﬁé{tﬁiétth%slﬁﬂgteﬁﬁxlﬁ;ﬁﬁﬁ%dbt@?ﬁﬁﬁﬁhg9{& I GRS @
novel and useful” virtual private network (VPN) nmechani smfor providing the
necessary v§@@ngnut pgekete| at ed paraneters to perform5 encryption/ decryption

and aythenti cakiop:. T ; ' t j
i npl e#gnt ati onﬂlgh@fl'nsa% g%}@é&;ﬁﬁ ?2%3%1?%% 3“?‘%%%%@%‘1 o?ﬁ%?%%ﬁ%@#g %gcrg%s
ef f ect i ve of he@rgsentatvieotiongf t he i nvention in to portable electronic
conmuni cat i onsygewvi. S | -t el , gk t.al
assi stants (PDR%) V chﬁlf%%%ég%%%?‘é% gl,e%éflérgpli%g%&gﬁﬁe%%ﬁ%%&?gél?%éig# rdlgrénrgnet or
ot her w dehakiag byeliawnzik SATheceprogsent i nventi on can be used in conjunction
with a hardware, 1Q .or software sed firewall in portabl opput i ng _devi ces
Such as cel |l e £f e on bR R REre Attt BB Eal T B Bt et o
conneqy t gnviehton);i | tei ~et. The VPN nechani sm of the present invention may
also be inplenmgnted in. software or a.conmbingtion of |iardware and
Sof tvare, . Ther GpRb AHERMSHPLRIRS M esroaiy el idish St pregae Hesdse
(SAD) and tiectAttaldnesl; circuitry that is adapted to provide the necessary
paranmeters to pnplement the | PSec group of security specjficatjons for
encryption/ dechﬁp{q 53 Tavadiagremdiistine; We%ﬁgﬁ@gﬁ%ﬁitg?fggélﬁg?ddﬁt BRPT( SA)
entry in thggdaiaiasss eRRLbSREh al inpitheciear aneters that are necessary to
receive and transmt VPN packets according tq the | PSec specification. Note
that thAe SAs aF& |hiseifw Jlagragdtysaeting hrpPergsiemel the P o mpsecerst madiaige
(I KE) proq&cbilgsgntiﬂernﬂ&ggh the 20 invention nay be inplenented in software,
t he mechanismis particul ar adapted to be inplemented in hardware that can
provi de great | ¥igacPelivraaflow digum thusprtiagedhsi nrpcessingl parpeh Pyt e SAD and
rel ated proGessleRGnbdddr HYRESnERaNIES fpkn I BREC encryption/decryption and
aut henti cat1 oh processing to be performegin hardware. Note that this
appl i es to VPNFigesiSi éhgt Wewr diagraph dluspatingathe afocessing preformedtbabthesféd. |t
" is noted - : 0 VPN sessions whereby the SA
has nc%’f6 bté%?légé%% 3%?%%@2%%@%9%%@%395 ééé woul d have a negligible
. effect on systEig peisfaotizguare dlustr@Becheas vpelessserpintenassaraddodt ath SAe | P

| ayer by ?&gﬁi,i ng a systemto select the required security protocols,
choose the al'gorithns to use and place into use the keys needed 5 to
provi ded the services. Two protocols are used in IPSec to provide security
i ncl udi ng an aut hentication protocol denoted Authentication Header (AH) and
a conbi ned encryption/aut hentication pr,ot ocol denoted Encapsul ati ng
Security Payload (ESP). The security association or SAis used in both the
AH and ESP nechani sns. The SA is defined as a one-way rel ati onshi p between
a sender and a receiver that affords security services to the 10 traffic
carried on it. Note that for a two-way secure exchange, two SAs are
requi red. The invention perfornms security association (SA) related
processi ng on an i nput




packet stream Note that the iil put packet stream may conprise .both

i nbound and out bound packets. Typically, the invention is positioned

bet ween av@bblod7s2€. the Internet) and a | ocal LAN. In thisceasesthhe VPN
mechanismis operative to filter both inbound packets sent from 15 the WAN
to the LAN and out bound packets sent fromthe LAN to the WAN. Note that the
i nput stream nmay conprise any type of input data in accordance with the
particul ar appFigcdl isohdiegamn ‘ééfawgéh%ﬁlewﬁatk@t%ekt fpytiens poiptersgnd aragchingor
illustrati treamis considered a sequence
of packet g%'bo%{‘féxgﬂa;‘;tgt?e %Egcﬁmdwﬁ éa{}/%éﬁgsﬁ%?hgoﬁ?sm and rel ated nodul e

il lustrated ar Bigptesendisgiam diuginatz@ ae gxamyle refatiopshimekteeena smegle $estienatedd t o
limt the S %%ﬁahe invention. One skilled in the electrical arts can
const ruct oF hodul es, either in hardware, software or a combi nation
of both to per Fxgr Y $eg uiagtayn 'rllalstaiﬁ&gi ap epaess reigicastdp YBNebnpluipbngeadioran usi ng
‘the prlnC|@% fSthe resi i nvention described herein w thout departing
fromthe & %@n f SPAHECGhBRt i on. 25 The VPN nechanism of the present

invention is op@r agiive Hl@krﬂiagﬂirﬁ-hlﬂhs?atg\%Caﬂ Hampﬁﬁécalﬁﬁiﬂtdill:]pré@ﬁkhr% fyekRr troled tg
as a secur t C|at|o se oring.the security relate
par anet er § ey eldcfo JETOME t&i\&g'%éldﬂ‘f? et “E)ﬁn‘{ Tgfﬂtedase? &I&’ #HE9CIGR ﬁéq,c%l?sﬁﬁ t wo
SAs need Bpmggﬁgéﬁgﬁ@ghmﬁbm1securlty associ ations are added to the SA

dat abase and, once created, subsequent packets associated with this SA are
procedfed in accordance with the paraneters 30 stored in the database for
the particular SA. Depending on the packet and the SA paraneters, the
packet nmay be encrypted, decrypted, authenticated or dropped. Note that a
packet is allowed only if the packet confornms to the security as specified
in the SA database. The VPN nechani sm of the present invention has

w despread applications in many different types of systens. A block di agram
illustrating several exanple applications of the 11 WO 03/ 007a2
PCT/ 1 B0O2/ 02720 VPN nechani sm of the present invention in the context of a
WAN or Internet is shown in Figl~re 1. Typically, the VPN nmechanismis
constizicted and used in conbination with a firewall to prevent

unaut hori zed access to a protected network, as ~is shown in each of the

t hree exanpl es shown herein. 5 In the first exanple, the VPN nmechani sm 14
is used with a firewall 16 that is inplenented in a personal conputing type
device 12 in a wired or wireless comunication with a network 10 whi ch may
be a WAN or the Intei~et for exanple. The personal conputing device may
conpri se any device, such as a Personal Digital Assistant (PDA), e.g., Palm
handhel d, a cellular tel ephone, wreless handset, etc. In this exanple, the
VPN 10 nmechani sm and associated firewall function to performsecurity
processing bidirectionally on packets flow ng between the WAN I nt ernet and
the device. Tn a second exanple, the VPN nechanism 20 is used in
conmbination wth a firewall 22 whereby both are inplenented in a cable plug
adapter 18 in wired or wireless comuni cation with the WAN or Internet 10.
The device 18 nornmally sits between the 15 WAN I nternet and a broadband
nmodem 24 which functions to connect a LAN 26 to the WAN/ Internet. The VPN
mechanismin the cable plug adapter functions to performsecurity
processi ng on paclcets sent fromthe WAN Internet to the LAN and vice
versa. The broadband nodemis adapted to nodul ate and denodul ate a

br oadband signal such as xDSL, e.g., ADSL, HDSL, VDSL, etc., satellite,

| and based RF, mcrowave, etc. 20 In a third exanple, the VPN nmechani sm 30
is used with a firewall 32 wherein both are inplenented on a stand al one
conputer 28, e.g., personal conputer {PC), |aptop, etc., in wired or

Wi rel ess communi cation with the WAN or Internet. The conputer containing
the fir ewall is |ocated between the WAN I nternet and the LAN 34 to be
~protected. The VPN nmechani smfunctions to perform security processing on
packets sent fromthe WAN Internet 25 to the LAN and vice versa. A block
diagramillustrating an exanple network conprising a | ocal and renote LAN,
WAN and dial up user communicating the virtual private network nechani sm of
the present invention is shown in Figure 2. This exanple network scenari o,
generally referenced 40, conprises two,LANs, one |ocal 42 and one renote
52. Three conputers A, B and C are 30 %onnected to the network and

communi cate with one another. A, B and C may conprise hosts, stations,
users, etc. A VPN gateway 48 and firewall 46 sits at the entrance to the

|l ocal ' LAN and a VPN gateway 56 and firewall 58 also is situated at the
entrance to the renote LAN. The two LANs are connected via the WAN I nt er net
50. 12



WO 03/007S2.1 PCT/1B02/ 02720 User Cis also connected to the WAN I nt er net
via suitable nmeans such as dial up nodem xDSL nodem access, etc. and may
conpri se wo¥Bd@ad user in which it incorporates a VPN gapeyagoanr7isey be a
non- VPN connection. In accordance with the present invention, the VPN
mechanismis adapted to performb5 the security processing including
creating, storing and managing the security parameters needed by one or
nore security processor ! i ption,

aut henti cation, etc. Th@E %?e%g%%@%[(?@%%ﬁ%mgf@%r ocess both i nbound
packets recei ved fromthe WAN/ I nternet destined for the LAN and out bound
packets the originate in LAN andotaian eed fThreaghaud t he WANI I nternet. 10 In
-operation, plaintext outbound fromthe LAN is encrypted by the VPN and
transmitted ové“rhef%@wmotagomswdt}/uoueh@ﬁéns daspmeitnbound fromthe WAN i s

decrypt ed=gp ] e VPN OT War et ove e—tANtO t he

‘recipi ent—%f—=a vPN-—reetant-s-+ s adapt ed
to provide ‘;- necess e% ﬁsrouhg ters for i mpl errentlng t he | PSec
speci fi cat’ 15 The a VPN nodul e constricted fioma
plurality ‘0 errentsﬁ‘lﬁ’ Fa]to to inplenent the VPN

mechani sm SISI ock di yglmepfq f‘ ¥4 bet‘llréne‘\/PN modul e of the present

i nvention 44 nore det Ecaélﬁﬁ ﬁ Fl gure 3. The VPN nodul e, generally
ref erencedctd, conpri <&& ?F§S-°1u}$t Wit ace 72, bufferJregisters 74 a security

associ ati dripr ocessor é@é\ edpndaper(Cheskuri ty processor 88 and packet buil der
92. 20 ThéBecurity a qclﬁﬁ:hgl%léessor conprises a SA recognition nodul e
76, main $E rocesshz%ﬁ%}éﬁﬂf@tl% faa¢¢ porating a CPU interface 79, SA
managementDABdul e 80, Digd# AudigT@p82, SA Least Recently Used (LRU) circuit
84 and SA IBR abase 86 Dieital Stgnelfiredessaf e i n cormmuni cation over a bus with the
security &%k nes in tHagkabRukserbariling processor and the packet builder. 25
The VPN sd@¥Pity procd¥gital Vesatle Disks a plurality of security engines 90
each adaptEiPRAMd conf ikjestréndlly Brapebief RypgrammphletReediOaly Meacaryi ty rel at ed

oper at i on.EBR®Mexanpl dlectimalli/PiisabéecReadtOnlypMemeysor conpri ses separat e
security € nes for pdedronimiCodebenicr ypti on, decryption, authentication, the
DES al gor iBS¥m Header BuesselgingRaylvedBeanaty on Code (HMAC), etc. The VPN
nodul e coriluni cat es WwiBnhryptidmdBécryptivh ce/ CPU 96, header decoder 100, 30
static fil|BRROMO2, dyErmsable PrdgtaamabiyReaddndyoMembiy search unit 106 over a
bus 107 virrGde bus i mi€d PRgammabalse Alta¢ t hr oughout this docunent, it is
assuned t At t he VPN midaiasfesProaesl al | y | ocated between a WAN and LAN and
IS operat iNMAID per f orBade ¢bsédey ARtheaeeséQodzn bot h i nbound and out bound
packets. Imbsund packefigh biefa®s DiclalSabkgbs ligcei ved from the WAN 13 WO

03/ 007S2- IHTML Hyper Text Markup Language
IAB Internet Architecture Board
ICMP Internet Control Message Protocol
IKE Internet Key Exchange
P Internet Protocol
ISP Internet Service Provider
v Initial Vector
IPSec IP Security
LRU Least Recently Used
LAN Local Area Network
MTU Maximum Transfer Unit
MAN Metropolitan Area Network
MRU Most Recently Used
NIC Network Interface Card
OSI Open Systems Interconnect
PB Packet Builder
pC Personal Computer
PDA Personal Digital Assistant
PDU Protocol Data Unit



PCT/ 1 B02102720 towards the LAN and out bound packets refer to packets
received fromthe LAN towards the WAN. Thus, the input packet stream nmay
conpri se wotokoemppound and out bound packets. The input packetr/iBéyeadm 98 is
recei ved by the host device/CPU and the contents ' thereof are forwarded to
t he header decoder which functions to decode (or parse) the header 5
portion of the packet. The header decoder is operative to extract the
fields of BetMrest thaResgom 4e&8 Y§me®e VPN nodul e. The data extracted by

t he header Rdecoder is RéP@lsiBed to the other nodul es including the static
filter, dy®&MIc filter RastONPNIe#MYIl e over the bus. The data includes two
hash val ues$A two socke®scutiphvisseaiatipnf or the dynanmic filter and the SA

-processi ngfAZnd type ofequabkassociatiog ProcesP, ARP, TCP, UDP, etc. The socket

-

for SA andSPPN 10 pr oc8ssiitiPadionPeiabase SPI, R P and the protocol. The
socket for SPhe dynam cSéduitystaramagyindses source and destination | P address,
source andT@®st i nat i onTpashisaodCaatrodPméabl Not e t hat dependi ng on the

i npl enent atliDin, the hedldeDatkzcodBwtaraly be constricted as an external nodul e
or may be vmSEgral w t NetytigchviRiNateddlpikad Suldsaripgp&iret i on, the VPN nodule is
operative tv@Nopen new ShtiahPhiwaed Mgwerkt abl i shi ng 15 connections to the LRU
and hash | wked | i sts, wded areaiNetwgkt o whi ch SA an i nput packet corresponds
t o, updati ngwthe st at ewnfrldtwirle $febaf t er successful processing of a packet
and renoving unused SAs fromthe connection table. Note that the SA

dat abase is inplenented and arranged such that SA recognition and pointer

managenent can be easily and_quij.c erfor . 20 The main SA processing
modul e functions as the naian?BﬁﬁééPﬁﬁwBPB@EQ%Fm?ﬂb security association
processor. It opens new.SAs, processes existin As _and.tracks th ate of
B SR Tt Al 50 cOffpPreNGt RN PV iaua Pt G P LAEHA vt Pl )
mechani s {n hﬂ@l%dﬁdhﬂgfoup@ﬁividil@ t fhe aﬂdeksafygpde&)&itw ﬁ’efﬂﬂw% f}ﬁeﬁ"argétfhfguw p&_ﬁ}ﬁ%’t S, g
incrementin e sequence nunper. on o clcets i ng on i nboun
packet o dBHEHRIHGC U TEAEE SHORDERC2S 106 ST BR TS 'eFRieaio bF Beade feig

nodul e is ghSiemadahad hhRwdR0ArQathRE 15WaoltSh@SEaslinpt B6t diebivedndpdritohudi ng
mai ntai ning_a set of flags, uence nunbering, decrenenting lifetine

. se ng >

vari abl es &hthe dpEBEIg 1B PeTaRle ReqTopi SORMUBICIHNS fFuteedsh Aycedlientejsabast. The
main SA pr B&mpﬁigﬁﬁ’ﬁis&’fsﬁ&s'(PDAR?Y&'tdean%)%%Q td O cEREbidzCRehY fleRacket -
The cycles includ€ retrieving SA paraneters 30 fromthe SA database,

pr ocessi ngotpewidaereemetworle Thermsesppirinyrglioniersrbpsedhiy, cosprctionndthugdedwany t he
SA dat 35) asg; Q%Ig]@ %95?&%5\9&1 ins]i)&ﬂml & utiwﬁngiéeg%ﬁcl{ gge&eztﬁlaglqﬂéptﬁgﬁe% dnd

updat ed only e security processing of the pac not result in
any err or s wanligss doangsted RdtAsthat arecrdapteq togonekct thahe Intaeq ITI@OVEE mechanism of

PCT | 8021 O3L20 TS IRk 3y RLPSSHARRIH AL o SmBHERLESH i AWRURN e

nunmber of
software..

The VPN mechanism comprises a security association database (SAD) and related

15  circuitry that is adapted to provide the necessary parameters to implement the IPSec group of
security specifications for encryption/decryption and authentication. Each security
association (SA) entry in the database comprises all the parameters that are necessary to
receive and transmit VPN packets according to the [PSec specification. Note that the SAs are
initially negotiated during the Internet Key Exchange (IKE) procedure. Although the

20 invention may be implemented in software, the mechanism is particular adapted to be
implemented in hardware that can provide greatly accelerated security processing.
Implementing the SAD and related processing in hardware enables all IPSec
encryption/decryption and authentication processing to be performed in hardware. Note that

this applies to VPN sessions wherein the SAs have already been established. It is noted that

10



transferred on each SA per packet and generate a notification when the
lifetinme for a SA overflows. Upon an overfl ow detected, the nanager cl oses
(i.e. Kkilwehsbdre24$SA. ' The SA recognition nodul e functiongctesRagehve a
socket and search in the SA 5 database for a SA matching the socket. The
socket is used to identify a SA and conprises a security paraneter index
(SPI'), renote IP (RIP) and the security protocol identifier. The SPI

conpri ses PN Zessions whgrdeshiha $blas ngbbren sttallishsd arnaergpye and dus prrBld I pr ocess

that refer a is§de SPlI is transported in the AH and ESP
headers t ’?%BQEF 2 %8 C%Lllg fm{ﬁgfcgtl on to select the SA under which a

recei ved pac ketIPSm:I probéespseomﬁs $@ﬁhce§l' htethe @ rleeobe enddling at dystenPo adideteths of

-the desting [Hely] end; 0|n r
gat enay ort éun’e Cht pro ﬁl &\ﬁﬁ%@éa\#;%rﬁﬁmw ué%%g@ gleagg glltc% 1% the {cegg nféaed
i denti f3 ertolpﬁdvldmlttﬁs semhleésherwcﬁ bﬁ)tdﬁélslass ased AHIRSec ESPro%ille sécﬁmt}&ndﬂqhhg an The SA

“managenent | e functl in The SA dat abase is
managed us? F@&Q’E‘ rpé‘g% ge%erérﬁ %ﬁﬂq‘cﬁ%%seeel e’hkg‘gﬁ 1'i 89 afd CP?%EIE essed
usi ng ﬁS geda@ghoxmbmucdnan qﬂdtbt:dloabnofem@magaﬁo fSungity dagloid (ESHEr Theew SAs

into the data

ase aon.i nbound and. qut bou ack t flow Th ager_ al so
functions $EWHAROFIAHPNIR %%ﬁ?%ﬂé@%ﬁf m& Bachaniswet %ngx finfd ke
avai l abl e g a%ﬁ@%?r r@htidhoME BetwedS a @ ddrhad EP8devBORat GERRR qecuﬁ Kideb® thé feti e
interns of time for one or nore SAs and when del etlﬁg@: update the LRU
§E€§§1F

and hath |ira{fieeprriedansit. glefe thet BF mbvareapisasensicschpnge; Byo ®ns associ at ed
20 wi th the SATQ BEnA6h %@ﬁ&msm%ur% e ARGS ¢ A} Rdte P BiookQin gt&rsn i Socket

and other SA related data, i1ncluding SA state and curirent status, for use
by the varpackss sma@celsigﬁert@atrﬂmmléya@@t streamvmey cemprise botlf rcbohads tndraubiiosnd s used

to acceler 206 SChI

nore det al Eet%’ h@pﬁc‘%@?% HV%{& gfl ceslglll(;r%:gbee egﬁ %&r{?ﬁ 2& f)drl%%lgegge ?)naglﬁ\ia\ﬁﬁﬁl now be

descri bed LANmbr trisdeseqithe. VI iriedwndnag pparativiel to Sitterdtotmigbound pasliets s&& fpmocessor
met hOdISO f Bha//&\l t%e ;A Nl I’(l)t todih. FPac Se@sos\éﬁ flrom !1:16 FUNE té' . 4B. The VPN

nmodul e “and"§&¢ur it ocration essor are constructéd to process packet
data in a thre&Nod agtﬂhampmesttreM&raglcmﬁﬁseday arpaeﬁmmtaimam wdcbtlatcaevithabket 1S

read from 30.the SA databael one s at ro essed in a
cecond ot AU SRS ArPeeor P AP RO QY P U T R ARESL D RHEo"En
dat abase ig¢nlyg thefthgd dah aﬂg@m 1Du<lsnsm§ret1 heequeneas phokets.St age, one or nore
seour Ly Brocerlres, e, REARLIE, o, L1g packel a0 L1e S SLales,  acked
fl11" St heé%'éﬁglev%@t mr art 8t RAGKEL tof BB ieRopS ofitie MRk Ofic QUldAOHNEL packet
(step electrical arts can construct other VPN modules, either in hardware, software or a
combination of both to perform security related processing and VPN implementation using
the principles of the present invention described herein without departing from the scope of
the invention.
25 The VPN mechanism of the present invention is operative to maintain a security
parameter table referred to as a security association database (SAD) for storing the security
related parameters related to a one way connection. For a two way connection, two SAs need
to be created. New security associations are added to the SA database and, once created,
subsequent packets associated with this SA are processed in accordance with the parameters
30 stored in the database for the particular SA. Depending on the packet and the SA parameters,
the packet may be encrypted, decrypted, authenticated or dropped. Note that a packet is
allowed only if the packet conforms to the security as specified in the SA database.
The VPN mechanism of the present invention has widespread applications in many

different types of systems. A block diagram illustrating several example applications of the
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110). If it is an outbound packet, it is then checked whether a SA was
found by the dynamc filter (step 154). Normally, the dynamc filter

sear ches W s3/6psabase for a session wth a socket that nmepefRfsoepay of the
recei ved packet. For each session there is stored a 5 corresponding SA in
the session database in the dynamic filter. Upon finding a matching
session, the corresponding SA is read out and input to the SA processor.
The oper at Né’N mfscmmemdl)f ribgpugselt inerention i wcrontorichl] nWirdy er B‘é‘tf@ﬁtlls fhowy, ig,

Applicati o 7 Cc
Phoket i | oL gP Rt Vpn Phhalloh S cdbuceq A eea B8 EbRLERIon HRET. 21 el
herein in ﬁtewaﬁrtb |pr®tegrt uria@hblﬁzed(ﬁc@aﬁs e pfommd n&:tworlt hee 1palmﬂvetm(®clepf ths4)

»the packet .is rej te 168) since the packet cannot be processed

W t hout a g’i& aRaP e stat us regl ster is updated (step 146). In this case,
the CPUsi s operat fhe ittoexappie, aha &@BNSheandisst bF & asedowitt er fitewalt 6 thé isn t he
-session data asel the dynamic filter 2packet is then re-inj (ited but
this time i et R g T DR ot s SERRRHETER ¢ o

the SA pr OGv‘ﬂ:ﬁSé)l’nethaﬁc 1D WhiSAnvSod PUMAN &heheORRRE fHDELNERS UIThE \heiahaNet er s
are retrieved fromthe SA dat abase  and t he packet naxi mééﬁtmt?fer units

(h~'fU) an@owpies F‘flaegeasaw@msaﬁef%V&cecfuﬁfbaseﬁéwamlA?Bsiéa §P&hgienes in
the VPN seppp Byndﬁélﬁcﬁsé‘eﬂﬁlal( %@ﬂaoaé@)uelew%m&dm RPT &5 Rk exhrigie MBI VRN Si ze
of the packet that is allowed to be transmtted wthout fragmentation. The
encrypt onmewmymanéﬁsaveesedéhwquefaﬁré\pn fcRestaEa soqytiyanesessrng bifirecienally avac) 20
are exanpl g&kgt%ﬂgﬁﬁférble%egﬁglwgﬁﬁh@&& ReifYei@ security function on the
packet dat ata transferred to the ED security engine conprises the
TPSec node, t helnpasessnduixamplenthe WO wechanigo 20tihnsedan gombmsn vabesiirewal . ) |

CBC or ECB g r S e ss of
each DES |22 g‘%%gébge%%% y%’? 10 lelﬁlnéelha e\l/écg%lg pl% \?)dEiﬁér ri@ni%l %338} %dﬁ %SQ

encr ypt i oncdnayumcadion vetlether WaAN debéitepett 1i0n sThre~dayvideold flcmmily laés betwebmr the

?ggggea‘%de%@ﬁﬁgﬁ%ﬁcg? ifa gorlédgmt%hewm/ﬁggﬁﬁ urk?D%m%Q In§Aﬁ%{|§‘es the

aut hent i cawAIheaaee The (VAN fnechanisfibn dre cilie phngtas")ptarfdndnbm taypetfent secaity on

key. The socket. is the assed to,t et  bui] der for assenbly as

packet (st BGorERg onTREK tsgntpgg?e@etr@%&ﬁﬁt 3%&%‘??‘?@& PHhe" Fartite Iqjéf’ IPSec
nmode, the bRAEHa8d hddérh icadipte@ 8l BbdYatd Zhd cfen'{odtlilﬁle la viRdBandsignashen®Dst),, t he
SPI, the sequgea%e”é%gge{, iEcrerren ed b nd the path MIU. The sequence
nunber and®EB# fet Hslofte eirdite ‘E“Wéo"ﬁﬁ(e’cf‘é“t abase (step 160). A

check gf both th& BegLRARSE, rtldéﬂV?N Iaévﬂadlsﬁl eohsn@seu%m@ﬂremnfzgrmm{s&tep
| 62). For the sequence nunber i s checked whet her an gverfl ow has

it
occun- ed. #edsplgeseied Ay ATERd Etﬁne COMyUERS 28108 5N BEPPPBED IS 2798 R P ow ay

be hard or w&0f br wirtkle® QAMHEURMEHE WOW IRCEAN 8intdre  Fhe icSmPhtOSREtalrSictRBe 164) ,
t he packet rejected (step 168) and the stat<is regl ster updated accordingly

(step 146) fireprllgs faspted boleveen 8 WhdUinteast andybe EAIY B4 to Be @FWEdeyT%‘éﬁ’ yi ng
the soft SEURRGS fabiiohs B Jerfoln SO&rity froW8ne dndRsk AN nPEOE GRSWAY/ AR nues
with step 120 no sequence nunber “overflow'5 occurred, control passes to
step | 2D. wche LAY apfifiseivesa. it i s checked whether a lifetime overflow has
occurred. Note f ¥ S S l4i L i n
terms of byt es. gﬁ‘:fck Pﬁ?ﬁaﬁ’;ﬂl@iﬁe q %nﬁ&@?fﬁgig%@ﬂ! iSRS 18dAParaird 5tk FRN,

WAN and dial up user communicating the virtual private network mechanism of the present

invention is shown in Figure 2. This example network scenario, generally referenced 40,
comprises two LANS, one local 42 and one remote 52. Three computers A, B and C are

30 connected to the network and communicate with one another. A, B and C may comprise
hosts, stations, users, etc. A VPN gateway 48 and firewall 46 sits at the entrance to the local
LAN and a VPN gateway 56 and firewall 58 also is sitnated at the entrance to the remote
LAN. The two LANs are connected via the WAN/Internet 50.
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time is perfornmed by the SA managenent. The size of the received packet is
subtracted fi omthe current value of the lifetinme and the result checked
for over Wwoworsigesult of |ess than 10 zero indicates an pEgikd2@920An
overflow may be hard or soft. If a hard overflow occurred, the SA is cl osed
(step 164), the packet rejected (step 168) aizd the stahis register updated
accordingly (step 146). If a soft overflow occurred, the CPU is infonned by
nodi fyi ng t he HefrtCIi§ fleg icpmneptal 19 thsi WAN gt [vém@titable Jppans fiteh 58 sid <91 ng

conti nues gg&ﬁ&%pgnt &%Qeml £oc08 bicf Ghd MRayONGhofsk OFV 358 Whli ecber GPHHiQ jPasses

to step 120. recei ved packet I's an I nbound packet (step 110),
security asouorddsiadPN ggoyni arinmuy be 8 npeVPdragerkcten.t he packet (step 112), as

-described | n T 6 BLALHLE B0k nb SO bELER Y, DRSO B0LL G SPI

4

renot e, | P/ gat eway ot ocol. e results o e recog 1 On are

returnéd tle tdeeritpeproceSAng irgbedgocreating, storimgatshimagagsl thatseyurits piramadrsdur i ng

t he recogni tdégng)?rocess rej ec gase when t he
i

' mbiae g)a(_:g,et d Ss 8 mteedfm%xzxughexims E'hr? ti
SA does n&f® %t )0.r TP R tpéoc(:%éﬂ]i t forP F T LS a r’ra'tpcl?n’ngm%,m?’he
packet i s ag@edticpiond etc] h@hel WRNTintechidnistrels 6peeay8itd giodeke b dkeund paekets r st
packet, opens new s i.on and, connect s sessjon to . the SA .If the
BSec. oA ee S st Sy Bt Engh e e FAN a8f b pleieh BRI he
stat us regiasd 81d aupdRtied t6 seepANABYEmel.f 1t did not fail, the upper flags are
passed to the security engines, HVAC, .and t he_ packet_ buil der

. 0., ED,
(stepl916). ThE PRRERED B ‘Illtﬁ’@ro‘“ft?eﬁ\lg@iffﬂi% the, LAY ds carmpied thyethp) WPt andy
versi on ofyhAGudeclethd WAN.O Bﬁ@[eglityﬂgpll%‘é%xt iR ukd\Nom THE vRkIas tisARsdeiored to

the ED security engine conprises Sec node, encryption_al gorithm
(e.g., DEBlimgidy tha ¥PN andmwardedopr tiakbitiNig the reeipignt: ypaccosjagesswigh theach DES
in the ca 3 Y B AR 8 prd0ie HCRBAGEY REPR/ SREENL kgD
instructi ?)Iﬁe rogm%gﬁgpﬁglgegg%%%%odag}?e(i .%. Weﬁet her en%rypl)lti%n or dEecér}ypti on
is to be pepEwentimg)he BlecTipecitentiant r ansferred to the HVAC security engine

conpr i1 es the hﬁé@‘i@aﬂ%ﬂ%gn@ﬁ%@&Wﬁﬂ%&fi’é‘ccﬁk&%ﬁédtﬁ]&% %ﬁgﬁalg Hiinentdipn: €1 C- ),

aut hentf'i cati on header an aut henti cati on key ror 1s generated
by any of tdgethesfroctidntty implgmertsthe &PY. mechamsm.t Aebl&dd didgrpmddishigingdhd ¥BNor from

(e P ROy ) S § B BRSSP, L1
per f or med géskaly feidPnced €K rdonmeisésna nis eintkethed [72) whffer/regiftetsh®d rae sehtigd
seuence, Dhetd S ReloRd IS ML L SPL SRl (O o VPt e and
| 20), 20he AH KEysSseaiitry taksodiagéepiodsdr @Qoipilsed d tIRe RichgidnQRo GACTH, infajn SA
processing module 78 incorporating a CPU interface 79, SA management module 80, hash
table 82, SA Least Recently Used (LRU) circuit 84 and SA database 86 all of which are in
communication over a bus with the security engines in the VPN security processor and the
packet builder.
25 The VPN security processor comprises a plurality of security engines 90 each adapted
and configured to perform a particular security related operation. For example, the VPN
security processor comprises separate security engines for performing encryption, decryption,
authentication, the DES algorithm, Header Message Authentication Code (HMAC), etc.
The VPN module communicates with a host device/CPU 96, header decoder 100,
30 static filter 102, dynamic filter 104 and content search unit 106 over a bus 107 via the bus
interface.
Note that throughout this document, it is assumed that the VPN module is normally
located between 2 WAN and LAN and is operative to perform security processing on both

inbound and outbound packets. Inbound packets refer to packets received from the WAN
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5 engine (step 148) and control passes to step 140. The SA may be (1) an AH
only single SAor (2) an AH SAthat is part of an ESP and AH SA bundle. In
t he | att ewooas@s2during the first pass through the nethodpcthgozanyat er
points to the ESP portion of the bundle and during the second pass is set
to the AH portion of the bundle If the SA is other than an AH SA, it is

checked if _th a IS i nbo nd 10 C f so,

Che 1V 1 & it BREOS] O otpaBt AR ERy PR c™ 1of L ASE e § <ot

i(nbound o;WAN‘]E Tﬁﬁgthdlh@;tlﬁ&é?em:s«éma{ae cbrfmiﬁlﬁfbel/hrlﬂ&buhd)ﬁlﬁdmltlﬁﬁn&pﬁjkéttty engi ne
step 128). | e receive is .an ESP cket

aut henti cat i onirhf JRRYH, PRAGH str aﬁ’e Ilf FF@?/‘gedaF% ﬂ{erA}éﬁfEaéYlFeé@gIE @V\fee contents

-aut hent i calldrQF afCRHNdrisd BNEH RAddebRled 4BLh AlnktidtRlto dadide (diaRB kS heddsr NOt an

ESP (step 132) and is an_inbound packet (step 136), the AH SA portion is 15

poi nt ed t @OFioR OELP pasket ATha Reader dacaderis opesativs to axtyacithel figldnef isteresi b aguent | y

‘passes to u§édec8' e PN hodulle m%ﬁtexh&tﬁtﬂquﬁ@der%%repm fRIAREE td Be BhEP 162.

If the receivéd packet is not an ESP/ AU packet (step 130), Is an ESP packet
(step 132)modalss inslusiingritie platik tterg drre@wl@mr anf Y PAY @B@lpawetbe bust epheld®8) , t he
encrypti on n is an
i nbound g%:clll}éeé ?’osﬁagﬁ 9%3% . “A{OEC%@\@?%&?? %’?g%%%yﬁﬁ?{] %&éAang zﬁ%%%ggg@%gﬁ%)st ep
140), t he auqbd&tpecbfswqmncg dGh’ﬁ’erAR& BIRrédP,i etct hBheSgucHett fabdde afds VEN 142)

t he | sareud S |sudated
(ot ep Has pro-BdmedhmRyRe nEr ok O e Bl Pl T R BRI conliy B

rai sed si goatd agd tdhﬁma:mmn‘ehdd:mspﬁoxﬁcteearrdadeauﬁ@xop rpoctessl plgtdcd tNeteCﬂHbi or

ot her host, devi ce. Secur 0 n| tipon 25 e, SA reco tion

ot bcess wiFioHo BelASEFRATTY o PRt BESPRETRRIT] Hort SEPAY ¢ he
hashi ng tQfd‘clﬁleq;u&lapﬁ)edﬁéo@ﬂmlﬂhltmgvmheao%eassom ated with an |nput packet is
shown in , Figure 5. Eac%%é? orre ponds t 0o a uni que sock IS

i dentified by @oﬂ&ﬁartioﬁgt Ig IBPP%{atI‘V&tﬂlQPE’a ci%fmf‘@“’cgﬁém@é%lﬁt&
associiat edomektibnd rt@‘ﬂle,o QRUYarﬂpEd@Edln§A§11§§ Qefminthol BewBth dal abapat paResspeed
the recognition of a a hash table is used which 30 stores hash p0| nters

to SA rec@?la%sp?wSttﬁeu@At%Faf@b%% oAty Peratier sugeessiid Pressweing @ff2 prrketsmd
corres pO“@érﬁanﬁgﬁurﬁtsé@@&é 64 t@@@&ﬁﬁécﬁowmesf%%t@{het &t eAe&taste i Bnpréinddsabase
and a hash on t socket is calculated, either by the VPN nodule, SA
processor 2o¢ amingedPuch thah$A Heqosnifion pnd oistenmapnzgment qapbatdasly and quiskly1ls WO
03/ 00752. #)IQ&I{BBOZI 02720 hash table X70 (Figure 5) pointed to by the hash
result. If nore than one SAis stored at that location, the SA is added to
a linkéd |ist. Thoneirt lSést piopéssinal hgdulec fwptianatasythe rmatih @rovasskngt bibtke of the
initializ NUL L 0./ , K nput to
the hash g%Iu%& ocm’tlin] 8}%%\/\%3 %g%fﬂ?s}r%etw %%é B?o%gs?%sneex&sggéggg r% ter’Icks tthe %ta

result | 78f aTRA. hdshlse e:snnbnses scingsitiyt @isptedhdo |1mdkemet1b af hetlhaéa‘y nnatbﬂamsﬂﬂo t hat
conpri ses Lur al tr| £ 1 ch L,an a oi nter. The
hash poi nf%l‘%b“ T dagn%/go |n ea' Y’mg?w(% ik ﬁl%?é’gdce ?‘n% Rﬁnc?a?‘aﬁa%mnceEach SA
record i nntunBerder a:lu%end: pagkeisaedating ean obsudd3 fadrad, detxdtingodentedts nkidlert hus

i mpl er;gntl %ga doubly linked list. If a hit on the socket occurs, each SA
in theli SK8HYi st must be checked until a match 10 with the socket of the
recei ved pac ke’trha maih@Anphocdssiag eoalit s, aldolxdahesis updite tHeatatisaissobiagé mtha
pr oduce a% i ble of hash results acro

.a spread as po
e hash BArECRoRE RRpTREER s of M ratencs At enn deiion Rus Jiptime vaiolc

and updatmg a status register after processing each packet. The main SA processor operates

t abl e.

in a cyclic fashion for each received packet. The cycles include retrieving SA parameters
30 from the SA database, processing the packet, i.e. encrypting, decrypting, etc. and updating the
SA database once processing is complete. Note that the SA database is updated only when
the security processing of the packet did not result in any errors and the packet was not

rejected.
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XOR function or CRC. In one enbodi nent, performance can be inproved over a
sinpl e XOR hash function by using a random vector 174 in calculating the
hash reswo os/m7azcor dance 15 with the foll owi ng equati on. pSPLK2EE20RVZ RY3
~~~ RVNQOUT, SOCK2R 11z R T~3 RTI4 ... RVN "QUTZSOCCKSR V3 Rv4 RVS . . .
RYN-zO UT3( 1 ) SOCKN-~RV~ R VR+i R va+z "' RYR+N- 1~rx~DUTR, R V\/nerei n the
operator B is defined as follows 2Q O ,,_%P(R Y, AND SOCK' R 1z AND
SOCKZ ) D . . .The pReTIA mmmssszscmdyle(%—g in aéfﬁéor"é’b?te@’érﬁ“é“‘bﬁh@ bytes pyt e
of the OUttPéHsfeH@ﬁ bh )&achsmgﬁ bERECARN Dk KithichRydrewrdn hBaifdthRUfor ABEA T X; R
Y; A represents the i, j byte of the randomvector matrix; 25 O indi cat es
the XOR f uewetfays: UPOH'h!éOYQﬁfﬂﬂW desesiqdethe ananager glogse fiesr ¥lekihe Bhs generat ed usi ng
-the random vectgy, 0.

PCT/ | BO2/ 02720 f%a% ﬁglélbgmu u@?‘ ?tga%“?ﬁ%q%*i"% z Sﬁgﬁep%&gg%% 0 e A
recogni i odrtghescloss Séimathiengthe seaket. i Theentkiebis syl t@hmm msﬁlagd:p@n@lsesrhe
«first step der

decoder) . RS BHREH AL B SR e R B BT e T e
header dec«mdmns(sshen we)zndoﬁhaurhbahoemaﬂaué bys tlge@RVaifed thy IKEqnh@esm that

Cal cul at o FREHENTSORRCEr 15 Yook SHPOCL Mo RAhet aiT e0sh bl ane

t he hash peiditiag sﬂaﬁoﬂ enskldct ¢v $Aamtiablidcl( atreqeivek® bhcket ill be phasReqoiTht er i s

equal to NULL 1 acket is. re ed (st. 200 Tf the hash
ool nt eft's sergte LB 1 Ekinn oo Br¥irdion eRongR b6 SASRIS R b inapeton |t he
l'inked |is{ vags gﬁh@iﬁar whi QedidtewhRSh VPN SHpeHiligN d ThO edcaiityCRbtoesiPRBifiRg t O
the SA (step 19 SA's_socket is conpared to the socket in the

recei ved p‘ﬁél%tﬁs‘(’l%qt@bﬂ?%ma’f‘fA‘H(?{eES?o%”ké?rsexﬁ‘&PEh (step 197), a SA match is

found (step 20Zjp.adid hERGEHSE rfRuleh BinBBind S ANBLAGLER- SAT dddb8seS0aketsn do not
mat ch (step 197), the next hash pointer is read fromthe |inked |ist (step

198) and t besstih panzeep ssing least srepatbeysed GR Drdoubly dinkerdist anrbis epssse nepg
poi nt €{s pcdk Bish thlde. NLﬂT Iad8E101?‘ t%ﬂgﬁg‘ép fdn%tlérg%gqnse;t%elw)gﬁf Hril@ttheadgt;waée Gpnpar e

on the so |saways per ormed even 1 n the event onyone A 1s stored
inthe i nkb@nmagd outiioitnd mbleed flowatThe meansgey plso dinctions t medatliediA rssogiged

e S0, DA S b BN R L BB RS kb ot 1
val i se. Tydeead, thclhthmame mhandeqﬁttllmel for gmt o1 moxachcsrmtdrvden\dﬁMmg h8Anunber

of SAs to b g neousl Pr abI nunber f, hash
enl xi es is" onremd(l)erb[%t?{o hr’r%}% ehﬁtﬁ cé)r{mc‘(:)) % galmrrllceﬁltle %iessesﬁ'lgls eS%?““r%dm eto
have naEny \diﬂpthletSAttesbedeletedio the time consuming nature of the full socket

conpare. Securi |at on. Dat apas SA . dat Fi. w | |
now be descri bélg‘)é Sﬁ‘ Heys to/ig’ tggé?c Bteaﬁdgﬁlﬁlﬁggreﬁﬁ dG%qg Hgtj ?éA‘
functions difle sidéuereseRtathd, for use€bpihe dad@isaprdc@ssirg mddilelof the VHN s@duls.i The

hash table is used to accelerate the recognition of SAs. These components are described in

more detail infra.

25 Main SA Processing

The main SA processing will now be described in more detail. A flow diagram
illustrating the main SA processor method of the present invention is shown in Figures 4A
and 4B. The VPN module and security association processor are constructed to process
packet data in a three stage manner wherein SA data associated with the packet is read from

30 the SA database in one stage, the data then processed in a second stage and the results of the
processing written back to the SA database in a third stage. During the processing stage, one
or more security procedures are performed on the packet and the SA state is tracked in

accordance with the processing.
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25 associ ations. The size of the SA database may vary depending on the

i npl ementation and the systemrequirenents. The fields nmaking up each
record ofwobhsowsisabase is |isted below in Table 1. Tabl e BCT/fo202128base
record fields Field No. Field Description Length (bits) 1 Upper Flags 16 2
Path MU 16 3 Renote | P Address/ Gat evvay Address 32 4 Security Paraneter

| ndex (SPI') 32 20 .. 3/07 02 20 5

poi nt er 166Pr evi%&sﬁl§,& e%l‘g’ %%‘ tﬁ? %ac elveZﬁaasn ano&mri] erlﬁgﬁlﬁ fllclkgtu%“eﬁash
poi nt er 169Nyt ILiRIY ap@umbatcﬂ{ﬁl:ﬁd?rxewﬂmn&hhdkbu p&hethélersfﬁmkmmd bftmgyﬂeﬁﬂla Last

mat ching s ion p |nt nber3 4Ant wi hdow

(127: 0) 128?@%&&%3% onip ]“iyaf Ef%“" it G?“’éé’f A‘Vﬁ%sgofa ‘ykéfﬁs’(m with 2

- 191: 0) 192 14Ruéthant hﬁ&ﬁxb@ﬁlal(&)ﬂ ﬂi@-&%&ﬂ/eKephclkd%pUFm( ¢029: Q&0 hdrash edrdtey

Qut put %159 0) 16019Soft/ Hard Lifetinme32 Fields 1_and _11 store the upper and
| ower f1ageorrespongme i (e sitiogfapaprn & dmamis Blfsr yProp fodigismpichigs

*described {QqigDie Babohdihd$A3s redd6ut BAd iﬁpmyt11e%p§§reé@§brl thd dRlor oRiRE
represents the maxi num size permtted for a packet including all headers.

The rent edBiamic filgitiedespribe Rompredistailin .24 @pp?sw@tm Ieial Bpy 09451768 fled make
up the SA g'@eﬁoﬁl %ﬁ't? ltd;margr% rm&ey [Bfngt%%%n rAeRhs f it BG BJ}Fert and

previ ous SA pointefs are u$§ to constfuct a doubly I|inked
li st of SA&ldtlhmPcaatedmmnaswmsed vvlth t he same Security Policy Database

hach | Fhkced 11 of TaSeor LB Pl ilet A8, FFHOHRAER AT, Pl "™

recogni ti othe cpfmkat (aandtde prdc@isEd elthent 8 SaAnohd the satmsr xegua@xts uadaieqj(rstey i1 &ds H:_RU

pointers i t used to o | eness. The
PRU  nkedtiste st Fmerde 260 8" A e Sehab i Pl BELERRE: [0
the |ast ogibaseinsheodynamidfilteni ThéSpacket isthen ednjetted be this tizie tH'd‘l@yn@mYcriﬁfbt‘
sequence nunber for the SA is stor eld 13 . Field 14 stores the 128
bit anti- r@ﬁ?weﬁ%ﬁdﬁqﬁ}oﬁé‘%pﬁsﬁs ese%ﬁ\fgeré‘%ﬁ%?ﬁ?%?h for rejecting replay
packet g5 Fiel d 3 sxt ekaeFoudOthe Rt ol MmofNGeyiY ipRiamieitst ralretMédetd Grobd Me, SA i el d

16 stores a 192 bit encryptlon key and f|6|%817 stores a 160 bit
aut hent i cafatepasaaey hvreped Mesiumisinstey ws (MR ppd yapes tlogs gt tagefertsddoas hed

key out put o {(Rb:EBcu¥id) éﬁ%meﬂn%@lv%& s%&&rt;e@oa&mmég lmr thé Mﬁlieﬁﬁs&x&rthé he SA

which is used to determ ne when to close a particul ar The Hl ~I and HKO
val ues ar empxipeprRiggicd the negketithekis glovedde beitrangmitieg “tl‘l*?@u%f[i'gﬁ‘é?\tﬁ%latl on 20

process. They apf egg%/ﬁ'n %Ez?gué %n%@ﬁll@ertl\&s X%uﬁ{eﬁffc%ﬁéd Bgad (HiRAEPON

recei pt of subseque e HKI HKO val ues are cal cul ated
fiomtPe hetslexafipleshel sgtnrhe nnglmtth@meﬁem arsecusitypfuaeiion melie pagket/ddiaye Thahe HKI

value i s skor Giuldhl ace o stcuﬂg«t @&%@% Cahbs Y hebo! A8 dTLARARE

because once I'S ca fated y I's not needed anyrore
Al t ernati veicyy,ptmmdgtautuhéngl, D& IEX elg,), HRC onBdBHKOIva bres: typey(i.beesisor ed

separ at el yin!:r@mterﬁ%g% ]the class of each DES in 3DES, encryption initial vector (IV) (only for CBC
mode), the encryption key and the encrypt/decrypt instruction from the header decoder.

25 The data transferred to the HMAC security engine comprises the IPSec mode,
authentication algorithm (e.g., SHA1, MDS5, etc.), authentication header size (i.e. 96 or 160
bits) and the authentication key.

The socket is then passed to the packet builder (PB) for assembly as a packet (step
158). The data passed to the PB comprises the particular IPSec mode, the remote IP (the

30 gateway IP if tunnel mode is implemented), the SPI, the sequence number incremented by
one and the path MTU.

The sequence number and lifetime fields are then read from the SA database (step
160). A check of both the sequence number and lifetime is then performed (step 162). For

the sequence number, it is checked whether an overflow has occurred. A sequence number
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WO 03/ 00752 PCT/1B02/0272U dat abase. The SA dat abase receives the HKI and
HKO val ues upon the first use of the SA fromthe HVAC security engine. As
descri bedvehsues2£ he SA dat abase conpri ses upper and | owepcrhBgg2izr

conveying status related information to and fromthe CPU The upper flags
status conprises a plurality 5 of bits as shoum below in Table 2. 22 WO

(13100752 Tabl e 2: Upper, Fl its Flag,Definiti | ze Val 0 001
0010 001 1 Tealvotar o5 PR opedt Hodi oI betneh 1 SA soHo e gt b o1 1
1100 11 01 JaEilet PStéey @p L 68 bndind sREE/ bBR QRFRA BRSGRIPIEGN1A). WPNsoft
Transport AH Tiumel AH Transport ESP Tunnel ESP Transport ESP/ AU Tnmel

ESP/ AU Tr 7§l oqeamedy tig &BHris imformedriemodifpnerihg sefoeduenss GERD dyotthesp

~nul b (AU oply) adddnail plesiesiyl! dontirted wiidl #dp A96.hepthcRbhaRe HuRBd QrifdECk
Enci ypti on/ Decryption Enciyption/ Decryption + Authentication DES 3DES
0 ECBDENDEcawerd] cantrolieser st 2fodel bi t OESP paddi ng with zer os1ESP paddi ng

‘Wi th increnenti : 000 0 I | 4

| EDDI 00 DEElongg%hg%@ﬁl%%gﬁ‘E@%hgﬁ%é e SR b deuiid §\ﬁgéeeﬂ“%tfth'f<ey |
bit 0 1Thimsaih§Athrecesamgporke pheeky the lifatiech terins of kdss. -A Gfetiateschedklin gamaks BIROAHS
AH size 1 hit. 0~_si i 1AH si i . ' Thi.s. SAis
ESP1Thi s SR ‘ssgiflf?ﬂzeﬁzbbﬁlr"‘gsg} fgnd¥efinn, %Bé%%é&oﬁ%g%‘%?ﬁ&%%gécﬁ%’ét?ascgd_sf“’“l SA
for inbot nie pacdetsuEbPhEifstimelard the BesilhbleecEl fos ovsBolw( BArdsalt vilesshadd Thi s

SAis empty (SAis invalid) All of the er.flags .ar et t he CPU and

Cad b T RO B RO A B et Py R bt 88 B Bad g teatec

processor .thd 38 SAIRED (BpSTH4),stht padkbi jdotetl (ktop a6R)nuddwhee Kratuh @egfer updated
accordingly (step 146). If a soft overflow occurred, the CPU is informed by modifying the

soft lifetime (SLT) bit in the lower flags and processing continues with step 120. If no
lifetime overflow occurred, control passes to step 120.

15 If the received packet is an inbound packet (step 110), security association recognition
is performed on the packet (step 112), as described in more detail infra. The SA is identified
by hashing the SPI, remote IP/gateway IP and the protocol. The results of the recognition are
returned to the main SA processor. If no matching SA entry is found during the recognition
process, the packet is rejected (such is the case when the SA does not exist yet). If the

20  recognition finds a matching SA, the packet is decrypted. The dynamic filter recognizes the
packet as a first packet, opens a new session and connects the session to the SA.

If the IPSec mode failed (step 114), the packet is rejected (step 152) and the status
register updated (step 146). If it did not fail, the upper flags are passed to the security
engines, e.g., ED, HMAC, and the packet builder (step 116). The packet builder functions to

25  assemble the plaintext version of the packet for forwarding over the LAN.

The data transferred to the ED security engine comprises the IPSec mode, encryption
algorithm (e.g., DES, 3DES, etc.), CBC or ECB, padding stream type, class of each DES in
the case of 3DES, the encryption key and the encryption/decryption instruction from the
header decoder (i.e. whether encryption or decryption is to be performed).

30 The data transferred to the HMAC security engine comprises the IPSec mode,
authentication algorithm (e.g.,, SHAI, MDS5, etc.), authentication header and the
authentication key.

If an error is generated by any of the security engines (e.g., from the ED if padding

failed or from the HMAC if authentication failed, etc.) the packet is rejected (step 114).
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is enpty, i.e. invalid. The CPU sets this bit to zero when the SAis valid.
The IPMbits 23 WO 03/007a2 PCTIIB(12/(1272(1 indicate the specific |PSec
nmode, i.&vo o¥P524ESP/ AU, AU only, transport, hmeling, etect/idwenkast tlu-ee
| PSec nodes can optionally be used to inplenent additional security
standards, 5LICh as Secure Sockets Layer (SSL), to encrypt a certain file,
etc. Inthese des, the VP

e is_used ta d al o t he packet
bui | ding fincti ﬁéP'il‘lripla}‘l'W owtlﬁ%t IR Y ReEOENgd; (Sfept qg?ﬁgeé%“ §%f"? Wefite

accel er at fetall £ "B e BTN IES [ﬁlﬂ%yi@tveywdd@&mm%%wﬁmgwmwﬂﬁ is
(1 PM=1100), SHA-1/MD-5 authentication_engi ne node 101 1) or both

encrypt i orfbd#ed andshiist tadinss for QF?QF%B’CWGIECPPWER%OI ). The DET bit indicates
-the type of DE% tﬁé EJ&qg A@Eﬁt@ruﬁ% AH h}@ysfa@/bms%enle@@u ﬁ@%ﬁﬁeﬁt@ﬁm%gcm

ei ther ECB or Th I'ndi cates el ther ESP padding with zeros or
10 i nchengunﬁgste@all‘lﬁbsnd R o REs it Stﬁmmocaﬁ@s% ey paftlian ditapnlg BESled Anss.

+ The AHT bi i t 1. The
AHS bit i no(gjl g@ eAsq_fltgﬁ‘théstF Sg%ewﬁ%t heS Péﬁd el tﬁ 9 irnq[fd%h‘%)lrb t(?1 Ese h{?ﬁlgqi?ﬁ It
i ndi cat es pabsethi®igh theandthet, tHeSirger pAlitsatiodhd BéP Dbrlﬁomiof the bdhdleebdwingtther t he

SAis for sgcongg?rs]gs se{totﬁ'bR rtPnColfﬁlte%me-ill-he SA dat abase al so conprises a
| oner flags's Uus Tegister conveyirng status 15 related information to

and fromthe CHuhe S’Ane; cbthemehanf dna‘gH Saf ald chedetpfthsprke iphbaaldidtsp 2) bid s as
shown

el in Tahle 3. bl.e. 3: Lowe ag Bits . )
2 bttt it b A0S oo s tissro A FDRE S, ngine {erm oG Ky ekt
bi t sOLANt inoRepbuay oYMBABT ?ché‘}ESIOlédyE hre Repifayed\¥ (e B sec@idy edg?:ﬁ&(hteﬁ@mzay W ndow
=128HSH1~" in SH1 hi tOT S .is M L %SéA t hi s, HASH ent r)é This is
the 1 SA in thi'dPeiRaE P ﬁumggﬁm Ragket 5 Wfﬁé}l@f%w#mn% (step 130), th
sessi oNNVAMYRIER ark @AsiBird ONOthEBREBhti K BBufit9renkRb st 148 Marpwal, alﬁsxwg for

this SASALSA l1fetinel bitOSA lifetinme is neasured in secondsnodel
lifetime Packebisiof &y ESR (88P h3d)ead isoan @@Gﬂé@ﬁ?k%ﬁm’rﬁ’alr-’éi g fxﬁﬁa%pplitlp@th me in

this SA i $o3@ddtthirhetdi R RE tlybé( Lkl (b ;72‘41% b BsuBY: géﬁ}%%s&s d Jtc%t el

bit01SA Iifetinme has reached so t over ft sequencel bito0
sequence Ha§ Hehe hraetsisfontboved; fcpriwl 2@S$hfe SNR\AﬁBJ t5the meteived packetes smiz@ of the

anti -1 epl qppugdads é(% 136) isthEspHibt i b1'3t2 H‘Jht%gﬁn% B (& 1§§JD§
particul ar g% ﬁ g g @Xostects [%9(5 ks rom ?Fa % e ndf4 WO
03/ ( 10752-UB(PETk4tBOL 1327 abe encryption IV is stored in the SA database (step 139)
If the packet is an inbound packet (step 134), the ARW is stored in the SA database
20  (step 140), the updated sequence number is stored in the SA database (step 142), the lower
flags are updated (step 144) and the status register is updated (step 146). Following the status
register update, an interrupt may be raised signaling the completion of the main SA

processing to the CPU or other host device.

Security Association Recognition

25 The SA recognition process will now be described in more detail. A diagram
illustrating the hashing technique of determining the SA associated with an input packet is
shown in Figure 5. Each SA comesponds to a unique socket. A SA is identified by
comparing the socket of a received packet to the sockets associated with previously opened
SAs stored in the SA database. To speed the recognition of a SA, a hash table is used which

30  stores hash pointers to SA records in the SA database and permits rapid lookup of the SA
corresponding to a received socket.

New SAs are stored in the SA database and a hash on the socket is calculated, either

by the VPN module, SA processor or the CPU. A hash pointer is stored at a location in the
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the SA processor hard~~~are. The MAN bit indicates ~.vhether there is
manual keying for the SA. If manual keying is confib fired, the sequence
rol s oveyvowhensXFFFFFFFF i s reached since nanual keys aper/mskoaiho~red to
be del eted by the SA processor. The SAL bit indicates whether the SA
lifetime is neasured by tinme or data, i. in seconds or 64 bytes units.

e.
The 5 SCH bit, jndi .es ether, the |ifeti i.s a soft or  hard lifetine.
The LT biteh hiPdad BEEma Paget b 08ke et G Softedlin auh SAna sCuret fit ot e
The SEQ bijbcakinglitkat 8Ss bRl 16 aflinkevigst.f Now thasniggley exBtnt id the hidh GpldUENnce.
Note that the ARW_ HLD, MAN, SAL and SOH flags are set by the CPU and read
by the SA‘BH“&W@@%%NUL#he SLT and SEQ hags are set by the SA processor and
-read by the Cplgpoy@éc%?ﬁ of Q%a!ﬂ@ep R <MV 7h.88 irlpSt &Fthe nhddCcaRAIA 1981 Rligd upon
10 sequence overflow (OxFFFFFFFF). Anti - Regfl ay Wndow MechanismIn

accor danc dungtions toigendrato eid Pupit athiash rawiltd 78AThe brsk sk used aidbpindex toghe

-1 1pl ement h?Eh ahik 176 Bk @é’mﬁ%ﬁé‘?ﬁhﬂii‘@’\é&e&n@r& 18§ Rh@Yeo {Shfdf Boihfet S¢hed. The

mechani sm functions to trac e sequence nunbers I n the packet and to
rej ect padieslt pointhiosEnts dgadinked b SAsi182 freths S¥pdathhassm Edrd S recomdnin the
permtted. [ i Ll HSEraki N j A [

Per for mod P ASEAMe e 55 B aREabl Pl LRl TREIB0IRRS,
The x- axi dist.effs l8senths stéket GAuseepe Sdein ribmiered Wist thudt e chachedruntil aegateénce

ni unher. bei.ng, 0x0000QQ00 and.t he maxi mum sequence nunber bei ng OxFFFFFFFF.
A Wi nglé)w i H%Q‘P%%%Cgeg,ogﬂ’@fr%“iﬁf’vgﬂpi‘c%etdi%%&ﬂ&!anti -replay w ndow (ARW (segnment
212) that represfaiisy,pes Rsh figdtictDis sigerengprodiia1idasven a Raediek possdtedfrach whose

sequence nunpers ar el ow t he wi_ndow are rejected nt, 210),.. In

o T o RS hns e bt Shle T GO RO BEL S TIRDE o S04 AR
conpri ses xoWifinctien of TRT. S BORNGELOAIAHEAE etfBdtantd bdnShaNinigidvedidver Aginpacket s
are received, the caorrespaondi ng sequence nunber bits are set. A packet

! : P

recei ved wk®h hashdunption by usinghEndgm sectordi’¢ in calopatiag iy haghy repult ip apcordaaee 25 A
f1 ow disagram hd fouskindtegiiohhe anti-replay w ndow nethod of the present
invention is shown in Figure 8. The sequence nunber is first read fromthe
recei ved packet (step 280). The current position of the anti-replay w ndow
is retrieved fromthe SA database (step 282). If the sequence nunber is

wi thin the wi ndoSQ§Kep 284RY, i tRY,s tREn checlk¥y Whet héUTa| packet with that
sequence nunber hagcrl ready gheengyecegped. (stgp 286). | biysp, the packet is
rej ected 30 (step 58%)‘ I ?}9‘% Ip)e gy\/mech I’Smial | a%ﬁf e packet. If the
sequence nunber #OHRe |r RefVed %a‘ck i s out’Sinde |t he dow (step @84), it
is checked whether it ils bel ow. ori hi gher than the |ARW (Step 288). If it

| ower than the w 25 00492.1.P B02/ 02 ne packet is
rejected. If it ‘iﬁﬁ)i@}éffévr, fﬁg gg%ketk%% al %" ~ Ak %g]ﬁNWVi s adj usted up
to the new sequence nunber, i.e. shifted to the right. SA Managenent Modul e

wherein the operator ® is defined as follows
20 OUT, =(RV;, AND SOCK,)® (RV,, AND SOCK,)®...® (RV,, AND SOCK,,) @)

and
OUT,; represents the i™ byte of the output matrix;
SOCK; represents the K byte of the input matrix;
RV represents the i, j byte of the random vector matrix;

25 @ indicates the XOR function;

The input socket data is generated thus generated using the random vector and the input

socket data.
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In accordance with the invention, the SA managenent nodule is operative to
5 maintain a doubly linked list for storing the SAs in |east recently used
order. Tiyeo &Hoomsaagenent nodul e perfoi zns several functi opsTaskatizng to
mai nt enance and control of the SA database. The SA managenent nodul e
functions to check the validity of SAentries (i.e. lifetinmes) of SAs in

[ etimos s 1 BClP BB APHEN e e piog B SRt R AP AOH R EFS oA

dat abase @fefent TBefXs rss@lm 20Figure i6f eltenrstongy & It@wmraeharsle pointee ¢typidallyhe CPU
and in the case of _a hard lifetipe overflow, the correspondl ng SA is

del et ed. Provistedl e téﬁé&%@?ﬁéeqoéefbé]a? BRokeiPrgnserracasaumbes of BeeFCC%lésec# PI&E SAs

-that have ﬁ%ﬁpﬁgﬁeaa&@ae%o&%téwﬁoP VB ELRR a0 "R Me & b e BadiOdal B AR 17§aSON.
For exanple, a SA may age out if it corresponds to a packet that violated a

securify villemativahe theshegderidsoafir et ethier enfity sy sriglatrcihe Aeshrasinitre 4 losktiPons t o

- mai ntain i nter
rel ati ons%?g%eq%g%hi%lneﬁg lﬁl%@ghﬁglﬁl%gs}l[% j I% %aagruwﬁ&h@géhé{(} rlrbg)zggn uig
sessi on s hashipdintee lscdqoslédNIHlofs{gb@rl92bthenmheélsmmeds(etsgmﬂis that utilize this
SA will be clo e
unused (i. ﬁ%?e h;m o%vé?%a H%Q@L?‘E%ASJT?QHP ﬁm?ekizﬁl %Hg(g;éra g@‘ﬁee t QA%%%
operati on1in1kddehs€ﬁ>i§ocletqd|exatﬂlsth@hﬂhq:rommnraﬁd rsea&e@ébnﬁﬁsmémgj td tte SB‘A(m@nEQgénent

nodul e .searc a returns .t.h in SAs, are
Obt ai 8a PRERTsBofs Tt o hecSisnin PRG-I RS SRR Rp 428, o e sk 3n
bundl e (i g&tch%@p fgwg AU Fhatchanfohd (s&paozmeﬁa@rteu foahd mein A ;&acbéallﬁtﬁelhe
associ ate ected sessio Sim the S nodu SO

gr acef zz| F?F?‘B Qe&ﬁh@&%?%?@s@%é'ﬁe %ﬁxéﬁ“ﬁg PPy & 1o l?}gé e g’ﬁ‘ﬁ& &x (Frtﬁ?lg%@rrent
nodul e al §4 ARENShJASBpeaRSHIMN SR T1M hitl cRRIrhERS RRHpdRsNpolits RONTLEIG ai N t he
hash tabl e and SA dat abase are updated. A diagramillustrati ng t he | east
recently §§é?6‘at‘{h_lﬁlfﬂ)unld1 nk list structure used to track SA use is shown in
Fi gur g59. SeCugbi¥hAR33QFEd aQ:”onetHé §doR&t iRIRaRPeBbREEdIeRiPin vt SR GHease Vi a
the CPU when a SA i's opene he CPU requests a SA index fromthe SA
managenmenfAnis gtpred inTthe Lnle@dthsanalogﬁ algn,fhafye SPOPB 9 diecinyration ét Bot steddyd t o
connect S f t abase,
the i ndex‘asr:i);1 Cthhzﬁ‘gty I 1{?%&?&1&&%%%??9{3‘2%(1&?%8'1%%?e_?télt?éetﬁig\% %ﬁbelbgnbt} gr ?ﬁglﬁ% In
addi t i on, Thtdep@Pbf baﬂmhltdﬂesandwrms esjzgil walug. oF yridedly Swwkedr, Bt depileisselinSA and

wites it t =

per/ | 021 89908 ot EPLE LR bR SHE% b RaiaR0 KB ooy Bl BOESRT |\
host @b exf kashahiri€Pld anent ivgutimss ﬂhbmuxsbnrwrf Sty sined aumtpmhbtt@hweoﬁamyhe SAs,
e.g., key n th of H during the |IKE
process. H@lcg ?i&:‘gﬁogk}?tg?‘etl OO 1e” A&?gqusé)rf Onepcf’r% t he SA managenent
upon command of the CPU or host. 5 Every time a SAis recogni zed (i.e.
accessed), and the correspondSeryrifyabisediation Dagabaseej ect ed by the SA

processor, the SAis placed at the tail of the LRU |inked |ist which
represents theTloSA deiebasatd6y(Figyedd) Spll mpwebegisssibyd in WR@ddquﬂstAs @Pré?em ly

ref erenced, 220y QATRLLEES ﬁﬁmg&fértaut&ry sQurif R 18RO A G Aﬂﬁ tyPOI nter
222 and a prévious polnter The SA at the tail of t |n edllst

i s poiht edssp@atbynstﬁlee geefdlet SA ddtabase Wy wdry depRuingeretke rrmdem@rgat@vend %28, The
SA pointe e t The SA
2t Fhe nos Byl PPRAG%; HERRE DRI bR FE T, ABRER Yt Bobrh 10
LRU i ndexTeldglregi ster 227. The LRU linlced |i st is used to determne, in
the event the SA database is full, which

Table 1: SA database record fields

Field No. Field Description Length (bits)
1 Upper Flags 16
2 Path MTU 16
3 Remote IP Address/Gateway Address 32
4 Security Parameter Index (SPI) 32
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SA to renove when a new SA is added. 1sl1 this case, the |east recently used
SAis closed and 15 the space is used to store the new SA. A flow di agram
i 11 ustratwogsbdreyret hod of updating the LRU Iinked |ist upomvigemempi tion of
a SA associated with an input packet is shown in Figure 10. The update
method is perfornmed every time a matclung SA is accessed and the
correspondi ng packet _is alJowed. Wth reference to Figtue 9, in particular
to the SAs | abel ed Previ o&]}§xg&bwﬂv¥ﬂé¥?%€¥20 SA and Next SA, tﬁ% mat ched SA
is moved fromits | ofati oh™viPut e bPrdePeiet he tail to beconel®he nost
recently used SA. Thd mat &R&dlashreistef eppved by (1) setting th® next LRU
poi nter of the Previ dus SRrevius Heshipeipter| RU poi nter of the Mat®hed SA and
- (2) setting the prevPous NRILF! paiger of the Next SA to the ptevious LRU
poi nter of the Matchild SAP(esioaplREEpinteThe Mat ched SA is thenlérade the nost
recently used by (1)lkett FogertHiagsnext LRU 25 pointer of the Matched SA to
“NULL, (2) setting thE prelisdogichiRpsgseionpeintenf t he Mat ched SAl§éo the
contents of the tailllRU Bemprenxcemegberegi ster and (3) setting 8he tail
LRU i ndex reg regi st toAnteeplaydenday (12R6) Mat ched SA (step 1282). A flow
diagramillustratingld he pnage®simidaldfahtel{e3:$A nanagenent nodéd e of the
present invention islGhowAndrpption@igy €1910) The SA managenent piS@cessi ng
begins in the idle 307 st eputhéiticatich KeyiEshédK ¢yHepu€k0:9t ep dejgéndi ng on t he
event. In the case ofg a " gashediRegOdipul (15%:0uction fromthe CRY the status
of the |east recentl )y usedofBfatddifetinehed (step 242). If the 8 is in use
(step 246), the SA and all rel ated connected sessions are closed (step
244). If the SA'is not _ in use, the head LRU index reg is set to the next
LRU poi nter of Fiekle 1 @adtl ! sire by yongs @nd dpvveanidpst nsshsatiretsh ratisto camprig) 2
POi Nt er) 88 of Qudlbks §5t:aRd R Bbre A AKXt TRIVLRVITU NQRG! AFERR2 nd
PCT/ 1 BO2/ 02720 previous LRU pointers of the SArenoved are then set to
NULL, t heresspente oy magimure size psmmited it 2 packsie ipclgdingr dhheaqders) Ribe femiotad | i st
(step 250 : k iy jaus i Ja d and
t he f|§g %%@%?%%%S%%ﬁ@{%%@d‘?ﬁéﬁyﬁq?{s‘%‘gt to pﬁﬁﬁ'sg(%fgééﬁg’g??&ﬁ%‘%e
process t lneourityeivotosoltidentifier Thet rept aBUYreviensSA poiveks (ficlkdeSiand'6) ewwmsedited from
the CPU c th ' ecki 4 ' 1e active
Shs. The. PG forh RORARE of SADRRL B ANCRKSARA Linfe e beel PhOG 11 ¢
f et ched (Dambael8PDhdEcldsClimided ytofesthe pex@ GRY prefvious heshJhinters outhinetht hgshi n use
(step 264)..the SA |l.ifetine is fetched.fromt SA dat abase (ste 72). |If
the T ot PR Fovibed ek, 1 1ot 0RR LS Tt By e SRR B s
(i.e. I0he Fiidsamda@estbre next ahd prepiods/2R 1) pbinersSA adrRIU Lifkedl st nel &t @dercrnect ed
sessions are cl gse st 4). 1f.the SA i.s.not ysed or |f .the SA has not
Sed our,  EristaflkSy Ton ER L PR e iR EEOPRLEhUAT  ne | act
i Edex (ﬁt Sp 268)poirtér tot the gst bpen depdil@X with ultis SA isstdrﬂﬁrneﬂaatled T}&t@]?exa{SS) and
the method continues wit ep 262.. If it is.not, the is.notified via
the i 1 SHIBRGREGER ket st it ] 13 orhifS e 6 120 BRBLERS: ep
258) and theloweiheth e ARWUhESakien If6H ©jetisisaBpldpdacketd Fletiv slitales amy bit
illustrating the praocessin rfoi ~ned by the SA managenent nodul e of the
e, &5t 7hi

preserf | §YEHRUCHAtY d il & stersdano7 bit picgirren oy angyisil I stgres x168pened,

it is plagRtubnitdifiod Ré/haBhed g ibit (HKOKemlelli 18t stdréd @R 188 Bhshed It wiS al so
pl aced in th(lal a%pro(éri a}!te pl algbgl%iﬂr? the _hash linked Ii st.(s?gp gy?g?p The
t

met hod t héAKPevelans Fiedd {H atoreg the softdaed lilstimp faghy SAxphieh fs) wed én dedprmine
i 'l ustrat igigh thgohQaRRalngaper formed by the SA managenent nodul e

The HKI and HKO values are intermediary results generated during the authentication

20 process. They are both stored in the table to save processing time upon receipt of subsequent
packets. Both the HKI and HKO values are calculated from the hash of the authentication
key and a predefined pad value. The HKI value is stored in place of the authentication key in
the SA database because once it is calculated, the original key is not needed anymore.

Alternatively, the authentication key, HKI and HKO values may be stored separately in the
21



of the present invention to close a SAis shown in Figure 13. If the SAis
cl osabl e or the sequence nunber overflow has occurred (step 340), the SAis
cl eared wo twetsaaodi fication of the LRU pointers (step 34B011Bdda2the
sessions associated with this SA are then closed (step 344). The net hod
then returns to the Idle state (step 359). 25 If the SA cannot be cl osed
and no sequence nunmber over flow occurred (step 340), and_the request to

cl ose was dgtabaseo The|S/f datitpge regeirss the HEQ and 6O YH@SS‘;‘RO? henfiyet wp 0EEY It ep
358) and qﬂgnﬂﬁggggcgg&ﬂﬁ Q the Idle state (step 359). If the close
request was not due to a tlne check, the next SA status pointed to by
the | east recedsldgsaribed albquxthe SAf @tabhﬂ@cpomnqu ugpeg)and [dwer fiags gyxe@éznmg be

-cl osed (st 0% EQ%h f o]

repeats unfa%fsr51 gl?f};&?%ﬁ% dct?&gg{r%g er @@ﬁ@é&ﬁ@?wﬁs@ Rﬁg closed
is found, dfbes S8Ahosnbdnfviigliasde2.as the LRU (step 352). The SA is then
> cl eared except for the LRU pointers (step 354), all sessions associ ated
with this SA are cleared (step 356) and the nethod returns to the Idle
state (step 359). 28 WO 03/1)11752-i PCT/1B02/ 02720 As stated above, the
SA managenent nodul e also fiuictions to maintain a pointer in the SA

dat abase that points to the | ast open session used on the SA. A diagram
illustrating the | ast open session pointer associated with each SA record
is shown in Figure 14. Each SA entry may conprises a pointer that points to
a different | ast open session. This pointer is 5 updated each tine a
session is opened. Note that the | ast open session always is at the head of
the related session list. The session database in the dynamc filter is
adapted to store several pointers including LRU, hash, famly and SA

poi nters. The SA pointer- functions to point to the SA that this session
uses. A diagramillustrating the previous and next session pointers and 10
mat chi ng SA pointer that are associated with each session record i s shown
in Figure 15. The session record in the session database conprises a
pointer to the matching SA to be used for that session and previous and
next famly pointers to sessions that use the sane SA. The next and

previ ous pointers in the session entries are used when a SA is closed and
all the sessions related to the SA are to be closed as well. The | ast open
pointer in the SAentry is used to 15 point to the |list of one or nore
sessions that use that SA. V~hen the SA is closed, the rel ated sessions
must al so be closed. Note that when a SA is closed, both the transmt and
receive SAs are deleted and all the connected sessions are al so del eted

unl ess they are part of a famly. In this case, they are marked as
candidates to be killed (i.e. the PSV bit in the session database flags is
set). 20 A diagramillustrating an exanple rel ationship between a single
session and single SA record is showm in Figure 16. In this exanple, only
one session entry uses the SA. The previous and next pointers thus point to
NULL. The SA entry conprises a pointer to the |ast open session for that
SA. A diagramillustrating an exanple rel ationship between multiple
sessions and a single 25 SA record is shown in Figure 17. 1n this exanpl e,
three sessions use the same SA. Thus, the matching SA pointers of all three
sessions point to the sane SA. The next and previous pointers of each
session are configured to forma doubly linlced list that includes the
three sessions. The linked list logically connects the sessions that use
the sane SA . The SA entry conprises a pointer to the |ast open session for
that SA which points to the head of the linked 30 |ist. Conputer Enbodi nent
I n anot her enbodi nent, a conputer is operative to execute software adapted
" to performthe VPN nechani smof the present invention or any portion
t hereof such as the 29 WO | 13/ (10752.1 PCT/1B02102720 security
_associ ation processor. A block diagramillustrating an exanpl e conputer
processi ng systemto platform adapted to performthe VPN nmechani sm of the
present invention is shown Figure 18. The system may be incorporated wthin
a conmuni cati ons device such as a PDA, cellular tel ephone, cable nodem
br oadband nodem | aptop, PC, network transm ssion or
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5 switching equi pnment, network device or any other wired or wirel ess
conmuni cati ons device. The device nmay be constructed using any conbi nation
of har dwawe oamaiisar sof t ware. The conput er system gener al pyTingéxnenced 300,
conprises a processor 304 which nmay be inplenented as a microcontroller,

m croprocessor, mcroconputer, ASIC core, FPGA core, central processing
unit (CPLI) or digital signal processor (DSP). The system 10 furt her
conprises static read only nenory ( 302 and dynamic nain nenory (e.g.,
RAM 308 all in conmunication vvi'ﬁ/ﬂhletzh PRt d8SEr . The processor is al so i

comuni cat | ORy VT apdp S, 320508 T @ QUnber of  per T phgali,d5vi ce atr_ar e
al so inClU “. Yte L v TR 0 -:\-,’v.n‘ = O - .-. 0 a VYWAN—T31
"such as the Internet via a WAN inte acerzio rt]A!_%IAl ternatively, the

network 318 may conprise an Optical 0 werf&nelﬁgﬁed MAN or ot her type of MAN

depending on the location. The inte ce %HP” S wi red and/or wreless
é%\ati%b ¢) els. Communications 1/0
he i

‘interfaces to one or nore WAN comu
processing 314 transfers data betwe /rwce and the processor.
U fa a Network Interface
et wor karot ocol being
used, e.g., one of the varieties of quppe
to the WAN as described supra. An opfilonaluipeiSh mlldAtbendy)320 responds to
user inputs and provides feedbaclc ahbd 25Adferticationdereafiopithsskmati on. A host
interface 322 connects a host conputi®y dBaapéogPrenypiiqthe system The host
is adapted to _configur e ont r ol _ahtllnj Brcaption/Becrypiéangt Avnenticaty tem
The' system a0 fRARLISes mgpetic $t or aBBESdevi ce 306 for storing
application _prograns dnd data. The systen?REYprises conputer readable

st orage nedi g“/\ln i ncliude anyOsui tBGBe nenory neans incl udi ng but
not limted l# nag)%gtr?ncgd%storéég optilcal €BGrage, CD 30 ROM drive, ZIP

drive, DVD d%‘é%ﬁ Eﬁ;ﬁ%ﬁsset \L}%,t sem QonduEB$Ppadding atithlzeroer non-vol atil e
menory, bi ol af y devi’Ces, orl anyESR pedingevitiriycraheatiagealaavi ce.
Software operative to inplenent the goponctgmmal ity of the VPN mechani sm of
the present invention or any portiomgthergeh such as the security

associ ation processor is adapted tn gifC, ~gPgnn a conputer readabl e nedi um
such as a magnetic _disk within a digj;driggpunit or 30 WO 03/007~2~

PCT/ | B02/ 0272BEandPBP Blgfs vol aPiti e orjgponvgfgtile memory. Alternatively, the
conmput er readabl e nedi um may conps ijg¢ a HEgppy disk, Flash nenory card,
EPROM EEROM EEPROM based nenory, hypbl epggnory storage, ROM storage, etc.
The software adapted to performthe YPN ngghai usm of the present invention
or any portTorm thereof—suchas the SgTuri{fpg associ ation

The conputer systemis al so connect
AFSRhetnet , Token Ring,
etc. In operation, the conputer systlg

o TR 59
Card (NI O 3ifMvadmseethoti® hamélte th ]é’o pé‘F{“F
| angpgrt ically filter
i nbound packets fromthe WAN to thelf%N a%-“@ﬁﬁ@éﬁﬂ&&%ggég’g]fromthe LAN

AHT AH type 1 bit . e
KEY 1%useofkey  1bit (1) ;1;1:% Lssih of ?h?;ekl:;y- create HKT and HKO
AHS AH size 1 bit 0 ﬁ zzz i: ?go

AH AHorESP  1bit ‘1) ,?;‘11: gﬁi 11: E%P

DIR  Direction 1 bit 0 Sl ;fgfg‘d‘iggﬁgf:s
EMP Bmpty 1 bt (1) %i: Sﬁ: i: Eiffﬁéfg?ffiud)

All of the upper flags are set by the CPU and read by the SA processor. The EMP
5 flag can also be set by the SA processor. The SA processor sets this bit to a one when the SA

is empty, i.e. invalid. The CPU sets this bit to zero when the SA is valid. The IPM bits



5 processor may also reside, in whole or in part, in the static or dynamc
main menories or in finnware within the processor of the conputer system
(i.e. w twon3morsrocontrol | er, nucroprocessor, m croconput eet/igik27%t C.
internal nenory). Tn alternative enbodi nents, the nethod of the present
invention may be applicable to inplenentations of the invention in

integrated cir cuits, field ogr te arrays 10 (FPGAs), chip sets
or applic#d Wéﬁé‘@lmlﬁlcgb §er‘ftr% a‘t%wgéﬁﬁ?@@Aﬁl a,“sfiﬁép&éﬁl%%i ect%,ﬁle

~fi rel ess 1dsiph &Rt ods caANshtiohdIHTbeCRBA Al bhflérhér® A& 6H2 Redarigdigidsds| t 1S

i ntended that the appended clains cover all sugh features and advant ages of

the i nventrdrastSsaire Paghetsdayer SSLhé €5t ¢ cetidr Boffe &t thetrampfeedan /PN

rinventi onenASe RURET Qi1 A0 Futht ine ?§ck@ﬂﬂ1iﬁh@%&$ioﬂ\élit§c_ TRAIHE WIRE &ipine O
those skilled in the art, it 1s infended that the 15 i nvention not be

|imited t&uchens) dsnafedre grtsisrater nenieyeasting RES/HRBS eneraptionilearyprionperginedi ngl y,

‘it wll b p L t ) S Bl gtk 0 ’@Qf!'lf—-idi i Qn nd

equi val en&oza?raglﬁﬁféﬂ@’or te lfﬂ%]? 5f g}lﬁl?lﬁg; \)\c/i t kﬁn% t h@gcskbi It ang} scgro%g@lof t he
present i ee@nitiooand 8thentiVliod 3nGA7EAIRTNTBOD). 02720 What is claimed is: 1. A
database for starPRG RARGERRIhe Bl fLoks TIPS Bne? ARTON AREAR 11 "
associ at i drsDESaote ether PCB@mOBICS | Thg PAM biit itdycates siigir ZSP padding witlecderoadra 5

corresponding to a tm que.s .. means for_aopeni new secur i

associ gti Hﬁr‘%be&ﬁng JalPSt E%LF O@f@?&tk‘g@#ﬁ IhFoQJa upaﬁn’g%fgd °§§Cu&ﬁ? f\lﬁsl%tci ation
dat abase; dir{m&ﬁ tHe&ppesﬁatl ¢ BisthéhtitAion aftiter MISDENEIZA NOTlRe zﬁﬂs bitiiddicats $l€sz}iz’&t i on
associated_w th a paclcet in acc ance with [ts sqc . 10 _nmeans r
retri evi ngf HESH %‘é}{%Hg@@EiﬁW{‘E?’ tggg%‘gi“g{l ‘Sﬂescfg‘? S%é%@%’ér g%%?ragﬁtaﬁ}‘?g? ]%[gcuri ty
rel ated paftamiathk She@BOtheBANSfof BitbduRE WRmBbwd padliets. Pl ural ity of security

rel ated paraneters to a Virtual Private Networking (VPN) security processor

for perfornm nglneActatabaseealet eqmprisss b ey Slgs siele regiitethior FeRVSYing$tatusi 1 cui t
accor gk ng rdi Qe nfirfadon bUhl ASH HGOOPU! ThOBWIEARS stls WRPALs 'a&})hirehﬁ%, 60fkent s of
said security association database in accordance with results of said
security psgowsdelowiszTallRé. circuit according to claim1, wherein parameters
associated with said security association are configured by an entity
external to said circuit and V\hﬂb@g%@gpﬂgﬁﬁyit conpri ses neans for
storing in said security association data aée security related data

Flag Definition Size  Value Description
00  Anti Replay disabled
01  Anti Replay Window = 32

ARW  ARW size 25 10 Anti Replay Window = 64
11  Anti Replay Window = 128
ot : . 0  This is not the 1% SA in this HASH entry
HSH 1" inHASH LDt | Thi is the 1% SA in this HASH entry
. 0 .
HLD  Hold Lbit 1 Don’t delete this session
. 0  Nomanual keying for this SA
MAN  manual key L bit 1 Manual keying for this SA
SAL SA lifetime 1 bit 0 SA lifetime is measured in seconds
mode 1 SA lifetime is measured in 64 bytes units
SOH soft or hard 1 bit 0 The lifetime in this SA is soft
lifetime 1 The lifetime in this SA is hard
s . 0
SLT  soft lifetime Ibit 1 SA lifetime has reached soft overflow
. 0
SEQ  soft sequence L bit 1 SA sequence has reached soft overflow
20 The ARW bits indicate the size of the anti-replay window if it exists. The HLD bit

indicates not to delete a particular SA. This flag protects a SA entry from being deleted by
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20 corresponding to said new security association in said security

associ ati on dat abase and a hash val ue cal cul ated on the socket associ ated
Wi th sai gygeswosequrity association. 4. The circuit accor dpagigoengiai m 1,
wherein said security association is opened by an entity external to said
circuit and wherein said circuit conprises neans for inserting a pointer to
sai d new slgcBifiptocesssbaiabieoThe MAaN Ibéamdicmcdmﬂey tHdseid nfdnR)keying kedhd i st .

25 5. The girguit cordi.ng to cl.aim1, furt ri sl ns for

oo my S Bl PG i St s sl oL R bR R edcBhe

dat abase. sfice Hafudt kégliré n@&QUowEd Pohetdelertdiymhd SA bttictded TheIBALi st ngicarans f or
renmovi ng unused secur.ity associ ations from said securit ssoci ati

. dat abase d{}@ %Q‘Eege”d{l#‘r‘é‘x’ﬁ ISR Y (RSO PR datas be- n\3p5ody ‘(ly S s The

PCT/ | B32J G120t TndickhR veetieh e 1305 igiangft oo hat difdinds. THerSTITEKit mmeg sang
means for renoving unused SECUI’Ith associations.fromsaid securi

-associ at i GAft QaIrEBHdEs agediicEe 8P hifeimfra iR} (frindieases fhat spft OVFH@O‘@ A% i t

accor di ng ot Qrfeh 3 MelsA WREERENNSR HatTRARRW, GILIS RARNE smg ah@®BORNGhe? are set
recogni zing a security association conprises: neans for cal culating a hash

val ue on thiehe §8kkendazesd dyathe §Anpropessdie Brectly] exd §§@o%argat%ﬁptthy the SA
recogni ze f t hash
osurt ag PiosERANT Rl LARECD. Bk HST DOLIS] oo BB A B Pt ahat
associldt i ceqeatcavagiow (xAGTEEHADNce with 10 sai d hash p0| nt er; and means for
recogni zing said security association if the retrieved data matches t he

socket associated w th the paGkekepiad wihB6w Mdehatidm according to claim 1,
wherein said VPN security processor “conprises neans for performng

encryption. 15p10q0rkhGeGhifiCGHé hv@tﬁﬁlﬁrtgé HﬁmtEQ\ ﬁﬂo@és%é is ABRESINmD ﬁe'rrfényfﬂ\'
security processor conprises neans for performng decryption. 11 The

circuit acetbrehlaygmeddenismi wherebyvisplee perketaide spmdtede c i W?C%F%&Wnﬁ:&mrl ses
means for eI eCkdt S WhE cgl iml1,
Whor oi n_ Aok UBRFBRHArBETH BOEAA: k& b SR sl ol o

| PSec 1$pediani e mieimﬁim, @eri8ed. The d@gnamuxllusta@cg)rﬂm wyl-teplarlvanc&nm methmﬁher
conprisin or o0 i nbound packets.
14. The c%rercrpl;l é%%r(lﬁ %Eﬁla}% %gth?%a%r% P lfo % ?(segrﬁgg'g%?]%qergg nmeans for

tracl ti ng sequ&hee-axis represents the SA sequence number with the minimum sequence number

. being 0x00000000 and the maximum sequence number being OxFFFFFFFF. A window is
created, referred to as an anti-replay window (ARW) (segment 212) that represents permitted
20  sequence numbers. Packets received whose sequence numbers are below the window are
rejected (segment 210). In addition, only one packet is allowed per sequence number. Thus,
the ARW comprises a bit for each sequence number that falls within it. As packets are
received, the corresponding sequence number bits are set. A packet received with a sequence
number whose bit is already set is rejected.

25 A flow diagram illustrating the anti-replay window method of the present invention is
shown in Figure 8. The sequence number is first read from the received packet (step 280).
The current position of the anti-replay window is retrieved from the SA database (step 282).
If the sequence number is within the window (step 284), it is then checked whether a packet
with that sequence number has already been received (step 286). If so, the packet is rejected

30 (step 290). Ifnot, the ARW mechanism allows the packet.
If the sequence number in the received packet is outside the window (step 284), it is

checked whether it is below.or higher than the ARW (step 288). If it lower than the window,
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nunber of inbound packets. 25 15. The circuit according to claim1l1, further
conprising neans for establishing and maintaining a | east recently used
(LRLI ~ dowmbloyoéismked 1ist having a head and tail wherein postiBdéaRent |y used
security associations are stored at the tail and | east recently used
security associations are stored at the head. 33 WO 03/ 00752.

PCT/ 1 B02/ 02720 16. The circuit according to claim 15, wherein in the event
sai d LRU Ithspacket if tgfdctedt At ischagher, thy pagkebisiadovwesanddbe ARY Kadidsted upitsl the ed and

a new Secii{ewva%%@eﬁ&oﬁn%em.@. Jhﬁ&eﬁqgﬁ"lgritrﬁ)c. the tail. 17. The circuit according
’ mp

to claim rein sal d socket conpfises a Security Paraneter Index (SPl),
renote | P and Protocol conponents. 51 S. The circuit according to claim1,
wherein said security associ ati 64 Melagement §tpdaleconpri ses any one or

conbi nation of the follow ng values: |PSec node, encryption algorithm
encryption keyIn pocordapse cvifle e inyertionditheg Shomanagement mafide &5 (ppsative decurity
rassoci ati qpy;if6ihat agud LRGP TR foP SRR YOO &f IGAMTREDRAY | B8 Bfdef NGnE QA OWi ng
val ues: | PSec node, authentication 10 al gorithm authéntication key. 20.
The ci r cuirmanagesentimeguleeciomianseveralf fupctione reletivgpe imrimienanesazns! dopolradjthet i ng
sai d pack i i |V i sal ! ssqar. 2l
The ci rcuie%A g%%b%%dﬁ]%ostg%h%fl%i’%%@f rﬁ%&:@xﬁ@ﬁ%@%ﬁcﬁ{g&rt@ﬁ%fd}t& %lf%%g@rﬁgiﬁgd in an
Appl i cat i difetSpsyof $4s Inthe §Aataetia€iupon camrbd@l fR)m tHeSCIA2. Whise thei coomiahd to

according to,cl.ai.m1,. wherein,said.circuit is inplementedd,n Field
Pr ogr arrrratﬂth%(’kG‘L{%émﬁ? 8y CREGA afétgflmeﬂ{%wéi ?flcﬁaic rTlIaf)"(::oé(g)rlﬁitﬁe’g éfqo d%f‘%ﬁsﬁaf
wher ei 1) Saix@mined.c8oft lifegimeropbgiows bedegorted toDhg ICPHI anBiigthalcaderod @ damidifet{hiSP) .
24. A Virtual_ Private Network (VP ircuit, conprising: 2Q secufit
Fssoci at | CHeHaPalEoTSERRETE S Sidblerey 1Strttiei PENE R pBdormad 4ot Sas I
plurality fRdersCaubhiSAt tASHAG BHcbras Sale @AC thattRért YotGRNRAlIySIdRed &2 6bthd feison.
associ ation rel ated data con~esponding to a upi (%ue socket; a plurality of
t

security ERGFHERLE, 8 SEhmandsort i teAZSAEnds (appastetipt Biortedrmeg s eify i t y

process; 25 Megninf08A QPANIAY tR e WaSREME iodaRSAEdtBR] RMMAMRSN heesdad of a
socket not found in said security associati on database neans; neans for

sear chiSng Sfobunsiag by segtaingieribe BRYewd hash grindersslationshigh aasigfumdhedmami an
i nput  packft.; ifdsAE SHidARERspUnlifg istsSioR QRKEA be Sbsed in order to insure that sessions
that utilize this SA will be closed.
The SA management module also functions to provide unused (i.e. empty and
available) SAs to the CPU upon request. In operation, the CPU requests one or more new
20 SAs and the SA management module searches and returns the one or more indexes to the
CPU. SAs are obtained from the LRU list by disconnecting the least recently used SA bundle
(i.e. SAs for both transmit and receive directions) and all the associated connected sessions.
Similarly, the SA management module also gracefully disconnects SAs that are no longer in
use. The SA management module also opens new SAs wherein LRU pointers and hash
25  pointers in the hash table and SA database are updated.
A diagram illustrating the least recently used (LRU) link list structure used to track
SA use is shown in Figure 9. Security association entries are entered into the SA database via
the CPU when a SA is opened. The CPU requests a SA index from the SA management
module. The next and previous SA bundle pointers are used to connect SAs that relate to
30 each other. To insert a SA into the database, the index of the leading SA is used to insert the
new SA into the LRU. In addition, the CPU calculates a hash value for the socket of the new

SA and writes it into a register marking its hash value.
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WO 03/00752. 4 PCT/1B02/ 02720 neans for retrieving fromsaid security

associ ati on dat abase neans a plurality of security rel ated paraneters;
means forwdosmenssli ng said plurality of security related pperag@i@ismn to at

| east one of said security engines for performng a security process
therewith; and ' ~ 5 packet building neans adapted to constntct an out put
packet in accordance with a particular security node utilizing said input
packet and t heNotstipt & He exgmaleseehedimept presrigssshergn therhastqrexgmal £88br di ng
to clai m 24, s uAanh Eiddudy 1888 barAN&eRbr BRISAsSEE Ukdy la¥si SRGENN & othDraflgRESD tO

i mpl ement TPSec tunnel hode services. 10 2b. The'circuit according to claim
24, wher eipadéing letsa siuring gie JKE padcdsss dbe petna insagion e5the SAds apfasted by thepilenent

I PSec trangpard. Jpy n%%fnﬁlaﬁ§§fthgaPU-Bpﬁos?.i rcuit according to claim24,
wherein at [east one sald securify engine is adapted to perform encryption.
28. Thé circui Evagconaa 15g soewigaized G4, awbssed) andathe lceasspomties pamket isaourity

C1ai m 24, "ARARLPh 4 ShoaBEbie Bt S Bab v A e LB IR GMAP o m

aut hent i catgresents 2Re mbBierecéntiyised BAC oMbk dgutily liakedi Kot 2¢bneiahe refeBnaatl 126ast one

said security .engine LS t erformone, o re | PSec serviges. 20
S0 CThe aicpilies dengriy A SRR2EE wioR nBite ST BP R BT 4 BRSO et od
in an Appliheathor: Ipeahili 6 kit egratiBded s Ul t pdif&t @ . by lthe Tddatehis! 684
according to_claim?24, wherein said circuit is inlplemented in a Field

Pr ogr dffnatitib LERnday o8, reeisteeAy s Jpe Shhgoigief oy s CHEWTHGPEEE | the moshy,

wher ei N sa¢dn@y ise@BA. IThe ISR &IXBRARSE thd L RU Bheddiat is$einRd 48 8y thEeoi&ssofa ( DSP) .
33. A portabl e conmputing device, conprising: comunication nmeans adapted to
connect sdrYBBYL pdex eregdiRntdlt cati ons network; 35 WD 03J00762-4

PCT/ 1 BO2/ 02720 T ART i/Ke@ S i€ A" SétbichiNO Rtk er@ B SPOBaMALAS iHLE WY Y,

&
sai d non-volatile nenory adapted to store program code; a processor coupl ed
to sai d mdoloyemeverighengmgwsih ¢ addedninittinedseribareash wedndly usodetuisicinged aridd

progrgm cede.  and. 243, ¥blklidle 84 vate Network (VPN) circuit, conprising:

security assocl ation database neans for storing security related data for a
plurality of séctipwtdiagesmoiiusititiogshe ewatindenf mpdatiogphd $iRAY liskalutistt ypon

associ at | ?Qcorgr?llig& 5 acﬂ Fss5hte§ AT 1 utt p?acﬁetlw A B 151%16;10. The update

method is performed every time a matching SA is accessed and the corresponding packet is

£

allowed. With reference to Figure 9, in particular to the SAs labeled Previous SA, Matched
20  SA and Next SA, the matched SA is moved from its location in the list to the tail to become
the most recently used SA. The matched SA is removed by (1) setting the next LRU pointer
of the Previous SA. to the next LRU pointer of the Matched SA and (2) setting the previous
LRU pointer of the Next SA to the previous LRU pointer of the Matched SA (step 230).
The Matched SA is then made the most recently used by (1) setting the next LRU
25  pointer of the Matched SA to NULL, (2) setting the previous LRU pointer of the Matched SA
to the contents of the tail LRU_index_reg register and (3) setting the tail LRU_index_reg
register to the index of the Matched SA (step 232).
A flow diagram illustrating the processing of the SA management module of the
present invention is shown in Figure 11. The SA management processing begins in the idle
30 step 241 and moves to the next step depending on the event. In the case of a ‘get unused’
instruction from the CPU, the status of the least recently used SA is fetched (step 242). If the
SA is in use (step 246), the SA and all related connected sessions are closed (step 244). If the
SA is not in use, the head_LRU_index_reg is set to the next LRU pointer of the least recently
used SA and the next(previous LRU pointer) is set to NULL (step 248). The next and
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a plurality of security engines, each security engine adapted to performa
10 security process; neans for opening a new security association upon
recei pt o es/@osket not found in said security associ ati opcgsioalogse neans;
means for searching for and recognizing a security association associ ated
with an input packet in accordance with its socket; 15 means for retrieving
fiomsaid security associ ati on database neans a _pl ural ity of security

rel at ed parcdiess BRY: poirdern of theSAf ismaEedars gres sptdo NLﬁrlaFl’ief@ﬁPYé‘?m@’é‘%ﬂﬂhP {epsty e at ed
paramet er g, Lo ﬁsecl 8RS0 'aﬁ: ﬂ%mﬂ IR G 290) Ol AfSed | & vé?%fe% WguR

security proc erew t acket bUI I d| ng neans ad apted to construct

an out put Sﬁacd(dtscamefa@tmddhmﬁag twmfhrnathp&PM aeadrdmglyecsat i (ﬁtﬁueb@l iThezi ng

. said |npu of said security process. 34. The device
accordi ng @&Shl% g E°&“§‘§r@.¢’nﬁsts4 1 d communi cati ons network conprises a Wde

Area Net wor k (M\P«Bﬂbeck Bfetiti’ cobfreand fonc the A&PCoradsen thet A mhuzrgen Bdegintebecking sai d

- communi ca rk compri ses. Local Area 36. .The. devi ce
accor di ng m(ff'f %eamlg%ac%ﬁgﬁéi ﬁﬁ%gﬁ% COTRIAT Q5FTG ﬁnont\gjﬁéf’ V\g@k@ndt 1S t he
I nternet, a3A isTéchedqié.ale RASOLGintg) (sfepol6a) nif &2, S AMrerueentlisiaitde (epnagdh,cat i ons

031 00752 e DB/io SHFEH S8 PhSATLBE G A i LB BT IS 1WA of 1 a

| east onee@fer ﬁﬁhéﬁreﬁ&ﬁ/&&hé ¥ RRBENEIbytes (i EetSA0hds @ gfbdult s EMB)Y HB1SiACRd 39.
The circuit accordi to claim 33, wherein at |east one of said security

engi néd |§1E?éfﬁ?:ﬁt@§mt° dgessions igclostd (%8 P6H. 5 40. The circuit according to

claim 33, whergife & g eeo%tusg&]%l of mRadAl HREGYr hée)d &&‘gﬂt € ShdckeAYABIE HeO
perform aut hentication. 41. The circuit according to claim33, wherein at

| east oneinggx saingergelent foes the rlﬂgt inéex (step 38R IE 15t e rslex coMtaInS ITPsErentser vi ce.
42. The c Bl Wi rep WRET 6f Stk A/ BMUGE bt s th

i mpl enent (IQSE )agﬁ{i@l;% |dcéz§)'?f|ﬁ£)n‘Lj Speci ]p ntleglgrat ed Grcuit nﬁaASllCS y 43.
Tlie ci rcmatn &!@s(pmccmng modwld wm&fewmbhlswmlewem%&hmd ¢ methodenment ed
in a ELeld, Progr te Array (FPGA). 44. The circuit according to

cl ai m1 At elI%nZ@%dff\/gﬁl circuit is inplemented in a Digital Signal

Pr ocessor ( DSPA flowadiddram Alhsaeting thypmsssing atricomepbpthe Seamamggement tmodule
conprisin a sec r|t i oci at i t abase..f or . st curlt related
data for gf lPrr%?F’i’ 5 10%chﬁeptayé)‘géss%wgtlfloﬁ%m é%c en%rgg 9&) st
security g&seaicatﬂiel taih of ele iR linlet disic@ied GS@OHMS@ it @lsaphmdqmehé@@k@hatea

managenent unjt .ed .to open associ ati o on.recei pt of

a 20 soc kgkacﬁﬁtm?ﬂﬁg}ﬁh&feﬂtl@%{?tgp %%zgufﬂg? ’f/‘dgg(g@ g‘g‘ﬂlﬁsﬁo @Eta%%ﬁgée?@tﬁp ?%ﬁogni tion

uni t aglapt ed tQ feeaAdigdtah llustiehe!tRE PYLYsFfg PerfoR@ed b e as\smﬂagéﬂl@m ndg@sleci at ed

Adapt od 1 BF PeoT R AN B Caf thoabShni SIPVRSBILRAT fon eile SBaS SNt O BFi (y of

security Eé%ﬂuéﬁcS duBBraRBiRWShad Bsbufred WRHd4b)) ﬂxmstAqS dledfed Withbut RiokMRbtRnZT

Net wor Ki ng security processor for perfoizning gne or nore security
e

processes Iéwmwrs @158 342)a MALS seFFqus adsapirted Wifh tas RAsHe fhsA ctosesh(sigRd

associ a% eémafrﬂe? tefab@ tHeR Fethraflolthd Rld B (R 38®ar ch fox stored security
associ ati ons
25 If the SA cannot be closed and no sequence number overflow occurred (step 340), and

the request to close was due to a lifetime check (step 346), the SA is not closed (step 358) and
the method returns to the Idle state (step 359). If the close request was not due to a lifetime
check, the next SA status pointed to by the least recently used list is fetched (step 348). If
this SA cannot be closed (step 350), the method continues with step 348 and the process

30 repeats until a SA is found that can be closed. If a SA that can be closed is found, the SA is
configured as the LRU (step 352). The SA is then cleared except for the LRU pointers (step
354), all sessions associated with this SA are cleared (step 356) and the method returns to the
Idle state (step 359).
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WD 03/ 00752 PCT/1B02102720 46. The circuit according to claim45, further
conprising a least recently used (LRU) linked |ist adapted to provide a

i sting ovowbeoBszequency of use of said security associ at poras@i@tmd in
said security association database. 47. The circuit according to claim 45,
fiirther conprising a packet builder adapted to 5 constilict all Oltplit
packet in accordance with a particular security node utilizing said input
packet and t he 4%xied e, @ﬁlsé HARsyReniBoduls éksﬁ iteyons (9 cRAE 2 nogntervife

circuit acgord &h@abtagé tﬁllta}iorﬂtélﬁy thWRRT Sen s8Riofl u\/é:c’i\bxﬁﬁ@ WAL LY dMoRee §8Qkating

conprises neans for performng encryption. . The circuit "accordi ng to
cl ai m 45, mhéasmmns@asunvmtesemmtesbWpth@ws‘fsborececrdmhoyésn Figuisddn SaelopA

‘perform ”.9 n pr el Srrgﬁsesf’Q oi A it r?eidts toaa%ﬁ’éz@hﬂ(é!st Q‘B»ex?'s@skl A i ‘él%‘?ﬁt@l‘ﬂ said

VPN seci ui T r| ses ans for perfornmng aut entl t1ron

The cirxui mpdatedeacdm tige & eessioniinopBed. WRee diahthe dastiopNessenLal vy ipatdhelksdr
"conpri ses n%ﬁl rela ﬁ] §%rnf%{m ng an | PSec service. 15 52. The cir curt
accordi ng % WHen ein said circuit is i npl enented iti an

Appl i cati on Spémef $essidmtdegbat eid B rdynarhic( MG Gy . ada@ed Thestore tskvathl agdedi ng t o

cl ai m 45, wherei id circuit is, i e t inakField Pro Gat e
Aoy ( PPanoss PRER ettt st bR ot Bl Fsls R T Phu ¢ s
i mpl enent edad MistsebdigH bidds. 24 dBiggalilBrat@She Hrev[obhhnd Bbxt sbssitbt pdste@fand

securi t&jl associ ation, sajd method con?rl sjng .the ste stablishing a

securi 1§ aualehipg SARMIGH A S SRFRdHT Tk f5Fien ge@%rdﬁf %Wﬁléﬁl 28 dartdefor a

plurality Qfsiseeckdlty tRSeR0naHataBiR coRBERs Q'ﬂbﬁﬁérw {h8 nfatchHa R ASRU st for
associ ation database corresponding to a socket; 25 opening a_new security

associ at i oHelsBIPIaE Brayioud Andnexh BREY PABHErS tgsergiopnthatise thesame SAy THEBHY at i on
dat abase; % m&@g)go Rrs BNHe E%ﬁ@ﬁ&itﬁés%e feed ShEt atsx 1@%1%9&1' a%ﬁ'a@'ﬁxe%%&%k at ed

with a packet Iin a ance wth its socket; J 1752.
PCT/ | BO2/ mmaﬁao teet $4 @vd tecer dloratl g welll.s She faist cgpemgmtﬁr m the ﬁAdmtrabagaedao

plural i3y SlSsaNTIt ¥ 8 Rurf RAGGISLALS: wah | URRAI00L SRR, Bt Y, O

Securi par aneters 1o a tua e security
processor dessionsendfsorlsd he closel. oNotmbirae wherc & SiAt iy closesl b@iésbﬂetsarlsMraed\mcmve 56.

The et hods ac eor i 101 & Al BRecaldLLIGT, SOIRE I8 18, BLOR.OF. HBARLI g

the conte secUrity associ ation ase In accor anc
results of faﬁﬂydhﬁtﬁﬂswai;et thep meaeskasas canflidalda o beeltilall(i.aaboPSV by it the s¢ssiom 55,

wherein s eni ng a new security | O associ ati on conpri ses:
storing se‘%@f’rbfl Vﬁﬁ"&f 6?? d data corresponding to said new security

associzgion in Saiagkam illustrating an example relationship between a single session and single SA
record is shown in Figure 16. In this example, only one session entry uses the SA. The
previous and next pointers thus point to NULL. The SA entry comprises a pointer to the last
open session for that SA.
A diagram illustrating an example relationship between multiple sessions and a single
25  SA record is shown in Figure 17. In this example, three sessions use the same SA. Thus, the
matching SA pointers of all three sessions point to the same SA. The next and previous
pointers of each session are configured to form a doubly linked list that includes the three
sessions. The linked list logically connects the sessions that use the same SA . The SA entry
comprises a pointer to the last open session for that SA which points to the head of the linked

30 list.

Computer Embodiment

In another embodiment, a computer is operative to execute software adapted to

perform the VPN mechanism of the present invention or any portion thereof such as the
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security association database; cal culating a hash value on the socket
associated with said new security association; and 15 storing said hash

val ue i nwo bhaehsiabl e. 58. The nethod accordi ng to cl ai mBSy/ip@ea2on said
step of opening a new security association conprises inserting a pointer to
said new security association in a Least Recently Used (LRU) linked list.
59. The nethod according to claimb55, further conprising the step of

renovi ng unus%g 20.%ecurit§ asggﬁigtions.hr? .g@ig %ecprit @sspciation

dat abase. BOTrREOTRPRG SR ARG CEPRT Al RSETE FLPRRER BRBFTERRS the st ep
of renovi nsteilus prtfeRCudabley tafa It dlid VIS nietlmfistiadfdhesredsnit ihyendiss BGhékh on

dat abase on ceeding a imumtinmeout. 61. The net hod accor di to
e g R TR RO e b ReerahY BHthin enb Cas Aot gb s PBA.
associ at i QRBulkf RBpidied cH8€ Wddey, BRe@ah@ oA IRHBHABE, LHIROLEX@SRREDBE oft
maxi mum byte count. 62. The method according to claimb55, wherein said step
-of  searchi TGchise CHHPMPUCEHLIIRY 0SB QIFT YIS ToRTAET GAMEYRHIgeEetitfe st eps
of : 39 \Pﬁe%cig%égwé;ﬁé&@%/@ngZ%Oco%hrfaub@%fHagdv@u-bé}ﬁkbr\g@&w&e.on the socket

associated with the security association to be recognized; |ooking up a
hash pointer i Aha cheshfer atstam, Bshergbhieéenced 30Q, cagpepesimprosessareidi whitlhg dat a
fr om sal d SEFYEILNIARSRA' A1 WMcABhABASS rliloABCalAanAG M it Ahdidash, ©
pointer; and recogni zing sald security association If the retrieved data
mat ches t HPGocket cagrslopiostseitls whit KCP P opdigita tsignai3profesenr BSAbd The swtedi ng t o
claimjpb, rein i i [ . rfor

cnor ypl orft b e i drale beSE0UY shcht PRO5H 202 Mo BEAREE G BTl
security RAke368Dll insomtapicetorn witlphe proressate Thy plocamor iSdso imlemmehieattbn,

di , | ai,m. 55, wher ei i.d VPN s i | d d
per T or m SUERAMEF A2 OH: S BEOT REPIE SEs: B A £ COMN S50 VRBPLEN sai d

VPN secur isiysefi)y ocessor is adapted to 15 perform an | PSec specified service.

67. The net hod according to cl ai further. c ri sjing.the step of
appl yi ng an antT%F éf)‘fl%fys ?r%‘?fﬁ‘étﬁ‘i% ?_rﬁn%’g‘%%g@%asrtg%g‘f t 'Fro ‘P@Hfﬁ'?eé et wor k.
68. Thg mespeshtidelg o6 neeoto3 ¥ RhytaBprisé bk DPEEal BEH¥RIe BasBd MAME of bBBr gfae
tracki ng sequence nunbers of packets received froma renote network. 20 69.

The net hodPfaé4Ydgpsrgneondialondtios. Theinterace WBIRFSITIFRG 2nd{er Wirdpss gterfaces

est abl i shiggyRNG MRENEPART QnBulieast checeR! | FomaRdicktdBY) /o Pebletsidg Bked | st
having a head and tail wherein nost recently used security associations are

stored at trnefersaiafa betiveendhe WAN detpfacy 2ud g PsReewT-t JhasuwRiatsy i intléo st or ed
at Lhe nealnneblia (i ARL £00y@GCREMOAT G 2hll Re) WPLEa @ R ten!

said LRU I'ist Is 25 security associations at the he I's del eted
and a Hew mgiuler ngtweskquetpen boing hsed izl eae 0bthe Weriatigs bf coprer oT pticablitherdet,
accordi ng lalm 85, i.-n_ Sal i . e i ter
ndox ( St ST B, AL oRRRET RO and SoEhhlny M@
inbound packets from the WAN to the LAN and outbound packets from the LAN to the

WAN as described supra.

An optional user interface 320 responds to user inputs and provides feedback and

25  other status information. A host interface 322 connects a host computing device 324 to the

system. The host is adapted to configure, control and maintain the operation of the system.

The' system also comprises magnetic storage device 306 for storing application programs and

data. The system comprises computer readable storage medium which may include any

suitable memory means including but not limited to magnetic storage, optical storage, CD-

30 ROM drive, ZIP drive, DVD drive, DAT cassette, semicoﬁductor volatile or non-volatile
memory, biological memory devices, or any other memory storage device.

Software operative to implement the functionality of the VPN mechanism of the

present invention or any portion thereof such as the security association processor is adapted

tn recide on a computer readable medium, such as a magnetic disk within a disk drive unit or
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WO 03/011752-1 PCT/1B02/ 02720 72. The nethod according to claim55, wherein
said security association related data conprises any one or conbi nation of
t he fol | owp oxovasues: | PSec node, encryption algorithm ercEBoROZNO| Ccey.

73. The nethod according to claimb55, wherein said security association
related data 5 conprises any ane or conbination of the follow ng val ues:

| PSec node, authentication algorithm authentication key. 74. The net hod
according to claimb55, further conprising the step of rejecting said packet
i f an enorany stheieeditiedr fangoirglainttndBN Aleruatively, the cmastareadzie nithisnmmeshod

according to_clai 5, & ein_sai t S o r’%g in an 10
Appl i cati SRTBNECT P‘gpyi %%ﬁ%%bé%e %13?8%?1@%%}5%@? e rrethﬁ%% né%lg%lytii ng to
cl ai m S5, bubige enemos@isthrage; ROM isprigeptteneTiteesbitwareaadapet do Recfgmanbmn 3FNe Gat e
Array (FPGA), 77. e nmet hod according to claim55 erein.said nethod is
ol Srent SRR Bf TS GHARoRPbEBoRb o BETt Sk 8% ReRiR SO b adabl o
- St or agg NgeicdsbhaYy higo e@MeUineiholeadabhig P HRGEREE efRniernt mélats odid her ei n
for causi r%g a suitably programed conputer to a securi t%/_ associ ation
mechani s mEiAEATes BT g riaResser Xe Bt ERFRIIPT s BSE™C dhputrehin BusracamBAliit er
readabl e $1i063@6esiE 0t CRIFRRSE IDIP; ct6. HiRhGhenigddabl e program code neans for
causing said computer to establish a 20 security association database for
storing securi byaliesialiveembriinenty theangihad of| the gresent igeantie mpy &8 serdiceltle bns,
each entry gﬁﬁ@ﬁtht%dn@%fsﬁﬁ%b i0R S8 Qfete Fhde@ ik ikt H 9%%%&1%[&9%&9%% to a
uni que socket ; conput er readabl e progfam code neans for causing sai
conputlér {BP@hBncip risosaplicdtioy spasEisantesriteh cupdn (A8Es), BSPofirceitss sklsts not
found in SabS6HIL kY BRASRARLALLAY,d8hBhARG: computer readable program
code nmeans ToOr causing sard conputer 70 8&arch for and recogni zing a
security assocltas intended 8wt thatappendéd ¢tlaims pack ell sich Relows dedhedvamagds of tle
socket; 4,40 03907 97nt, BETLLAORLORIZ0 SUPYLCE sadanl o &Y ggpamcode
means for "Ca08i hgesaid conmputer-to retrteve i O 84t secur i y 98¢ ati on
dat abase andqalifitatidristayd ohangecwili teadilyebatr esithpser skifletl éx thie astnitl isciotepdedehat tieadabl e
progr alrSn C?r?v%ntriro%arr]lgt fb%r li?ne%tlégl Q)b tl%ealli%itgg n;?ulxjrgb%xr' otfo erfn 5 imrer(ljts S(%Isgﬁbed herein.
Accordingly, it will be appreciated that all suitable variations, modifications and equivalents

may be resorted to, falling within the spirit and scope of the present invention.
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100 y" 1098B&’ ( §“ %?:%’%@%@ﬁ P5 2 hash peigiskin A hash tnpisgging hash eyl as g indeg o

100) ** ++, , aBK@heans for retrieving data from said security association database in accordance with
10 said hash pointer; and
means for recognizing said security association if the retrieved data matches the

socket associated with the packet.

9. The circuit according to claim 1, wherein said VPN security processor comprises

means for performing encryption.

15 10. The circuit according to claim 1, wherein said VPN security processor comprises

means for performing decryption.

11.  The circuit according to claim 1, wherein said VPN security processor comprises

means for performing authentication.

12.  The circuit according to claim 1, wherein said VPN security processor comprises

20  means for performing an IPSec specified service.

13.  The circuit according to claim 1, further comprising means for applying an anti-replay

mechanism to inbound packets.

14.  The circuit according to claim 1, further comprising means for tracking sequence

number of inbound packets.

25 15.  The circuit according to claim 1, further comprising means for establishing and
maintaining a least recently used (LRU) doubly linked list having a head and tail wherein
most recently used security associations are stored at the tail and least recently used security

associations are stored at the head.
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19.  The circuit according to claim 1, wherein said security association related data
comprises any one or combination of the following values: IPSec mode, authentication

10  algorithm, authentication key.

20.  The circuit according to claim 1, further comprising means for rejecting said packet if

an error is received from said VPN security processor.

21.  The circuit according to claim 1, wherein said circuit is implemented in an

Application Specific Integrated Circuit (ASIC).

15 22, The circuit according to claim 1, wherein said circuit is implemented in a Field

Programmable Gate Array (FPGA).

23.  The circuit according to claim 1, wherein said circuit is implemented in a Digital

Signal Processor (DSP).

24. A Virtual Private Network (VPN) circuit, comprising:

20 security association database means for storing security related data for a plurality of
security associations, each entry comprising security association related data
corresponding to a unique socket;

a plurality of security engines, each security engine adapted to perform a security
process;

25 means for opening a new security association upon receipt of a socket not found in
said security association database means;

means for searching for and recognizing a security association associated with an

input packet in accordance with its socket;
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*& () - *) 3f 109 means for forwarding said plurality of security related parameters to at least one of

said security engines for performing a security process therewith; and
-5 packet building means adapted to construct an output packet in accordance with a
particular security mode utilizing said input packet and the results of said

security process.

25.  The circuit according to claim 24, wherein at least one of said security engines is

adapted to implement IPSec tunnel mode services.

10 26. The circuit according to claim 24, wherein at least one of said security engines is

adapted to implement IPSec transport mode services.

27.  The circuit according to claim 24, wherein at least one said security engine is adapted

to perform encryption.

28.  The circuit according to claim 24, wherein at least one said security engine is adapted

15  to perform decryption.

28. The circuit according to claim 24, wherein at least one said security engine is adapted

to perform authentication.

29.  The circuit according to claim 24, wherein at least one said security engine is adapted

to perform one or more IPSec services.

20 30. The circuit according to claim 24, wherein said circuit is implemented in an

Application Specific Integrated Circuit (ASIC).

31.  The circuit according to claim 24, wherein said circuit is implemented in a Field

Programmable Gate Array (FPGA).

32.  The circuit according to claim 24, wherein said circuit is implemented in a Digital

25  Signal Processor (DSP).

33. A portable computing device, comprising:

communication means adapted to connect said device to a communications network;

35
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a processor coupled to said memory means' and said communication means for
executing said program code; and
a Virtual Private Network (VPN) circuit, comprising:
security association database means for storing security related data for a
plurality of security associations, each entry comprising security
association related data corresponding to a unique socket;
a plurality of security engines, each security engine adapted to perform a
security process;
means for opening a new security association upon receipt of a socket not
found in said security association database means;
means for searching for and recognizing a security association associated with
an input packet in accordance with its socket;
means for retrieving from said security association database means a plurality
of security related parameters;
means for forwarding said plurality of security related parameters to at least
one of said security engines for performing a security process
therewith;
packet building means adapted to construct an output packet in accordance
with a particular security mode utilizing said input packet and the

results of said security process.

34, The device according to claim 33, wherein said communications network comprises a

Wide Area Network (WAN).

35. The device according to claim 33, wherein said communications network comprises a

Local Area Network (LAN).

36.  The device according to claim 33, wherein said communications network comprises

the Intemnet.

37.  The device according to claim 33, wherein said communications network comprises a

Public Switched Telephone Network (PSTN).

36
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39.  The circuit according to claim 33, wherein at least one of said security engines is

adapted to perform decryption.

5 40.  The circuit according to claim 33, wherein at least one of said security engines is

adapted to perform authentication.

41.  The circuit according to claim 33, wherein at least one of said security engines is

adapted to perform an IPSec service.

42.  The circuit according to claim 33, wherein said VPN circuit is implemented in an

10 Application Specific Integrated Circuit (ASIC).

43.  The circuit according to claim 33, wherein said VPN circuit is implemented in a Field

Programmable Gate Array (FPGA).

44.  The circuit according to claim 33, wherein said VPN circuit is implemented in a

Digital Signal Processor (DSP).

15 45. A security association processor circuit, comprising:

a security association database for storing security related data for a plurality of
security associations, each entry comprising security association related data
corresponding to a unique socket;

a management unit adapted to open a new security association upon receipt of a

20 socket not found in said security association database;

a recognition unit adapted to search for and recognize a security association
associated with an input packet in accordance with its socket;

a main processor unit adapted to retrieve from said security association database a
plurality of security related parameters and forward them to a Virtual Private

25 Networking (VPN) security processor for performing one or more security
processes therewith; and

a hash unit comprising a hash function and associated hash table for facilitating the

search for stored security associations.
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20 69. The method according to claim 55, further comprising the step of establishing and
maintaining a least recently used (LRU) doubly linked list having a head and tail wherein
most recently used security associations are stored at the tail and least recently used security

associations are stored at the head.

70.  The method according to claim 69, wherein in the event said LRU list is full, the

25  security associations at the head is deleted and a new security association is added to the tail.

71.  The method according to claim 55, wherein said socket comprises a Security

Parameter Index (SPI), remote IP and Protocol components.
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78. A computer readable storage medium having computer readable program code means

embodied therein for causing a suitably programmed computer to a security association
mechanism when such program is executed on said computer, said computer readable storage
medium comprising:
computer readable program code means for causing said computer to establish a
20 security association database for storing security related data for a plurality of
security associations, each entry comprising security association related data
corresponding to a unique socket;
computer readable program code means for causing said computer to open a new
security association upon receipt of a socket not found in said security
25 association database;
computer readable program code means for causing said computer to search for and
recognizing a security association associated with a packet in accordance with

its socket;
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computer readable program code means for causing said computer to forward said
5 plurality of security related parameters to a Virtual Private Networking (VPN)

security processor for performing one or more security processes therewith.
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