
;e3ea^<V>6tTWO 03/00752 VIRTUAL PRIVATE NEWORK MECHANISM INCORPORATING
SECURITY ASSOCIATION PROCESSOR 5 FIELD OF THE INVENTION The present
invention relates generally to data communication systems and more
particularly relates to a mechanism for implementing virtual private
networks (VPNs) incorporating a security association database and
associated processor. BACKGROUND OF THE INVENTION 10 In recent years, the
world has witnessed the explosive growth of the Internet. Each year many
more hosts are added while the number of users seems to be growing without
limit. The Internet enables communication using different techniques
including remote computer login, file transfer, world wide web (WWW)
browsing, email etc. Various protocols have been designed and are in use on
the Internet to handle various types of 15 communications. For example,
file transfer protocol (FTP) for file transfer, hypertext markup language
(HTML) for web traffic, etc. Generally, the protocol related to Internet
communications are grouped under the umbrella of the transmission control
protocol/internet protocol (TCP/1P) suite of protocols that includes
protocols at various layers of the OSI communications stack. 20 A key
feature of the Internet is that it is a public network that is accessible
by nearly anyone with a computer, telephone line and Internet service
provider (ISP) account. ~ A downside to this wide scale public
accessibility is that it permits easy access to hackers and others intent
on carrying out malicious activities against one or more hosts on the
Internet. Illegal conduct such as stealing of secret information or the
deletion of important files by a 25 malicious user is possible by a hacker
that manages to break into a computer of a remote network and succeed to
tap communication data. The need for security was addressed by the Internet
Architecture Board (TAB) by including security features such as encryption
and authentication in IPv6 that permit secure transactions over the
Internet.   To combat the threat of hackers and to secure private networks,
it is common today to 30 place a firewall at the entrance of the private
network in a company or organization. The PCT/IB02/02720 firewall employs
some form of packet filter that functions to enforce a user defined
security policy. The firewall is a system that sits at the boundary between
the local network of the organization and the global Internet. It
implements the filtering of all data communications  CONFIRMATION COPY    



WO (13/1I117S2~ PCT/IBIl2/U2720 in order to prevent leakage of information
out to the external network and to pr event unauthorized access of the
internal network from the outside. A deny/allow decision is made for each
packet that is received by the firewall. ' At the same time, the world is
witnessing increasing demand for wireless services (i.e. 5 cellular phones,
two way pagers, cordless devices, etc.) and personal computing devices such
as laptops, PDAs, etc. Many of these personal computing devices incorporate
wireless communications circuitliry to enable them to communicate via
wireless networks (e.g., cellular or other broadband schemes) to WAN
networks such as the Internet. Thus, more and more PDAs and cellular
telephones are being connecting to the Internet thus exposing these 10
devices to security risks. Preferably, these devices employ some type of
firewall to protect against unauthorized access to the device. Most
firewall today, however, are implemented in software and require the
computing resources of an entire desktop computer, malting their use in a
portable computing device such as cellular telephone or PDA very costly or
impractical. 15 Thus, there is a need for a firewall or packet filter that
can be easily implemented in hardware in small size suitable for
incorporation in small portable electronic computing devices such as
cellular telephones and wireless connected PDAs.   2   WO 03/00752-1
SUMiVIARY OF THE INVENTION PCT/IB02102720 The present invention provides a
novel and useful virtual private network (VPN) mechanism for providing the
necessary security related parameters to perform eneryption/decryption and
authentication. The VPN mechanism is adapted to be suitable for 5
implementation in hardware at relatively low cost thus enabling cost
effective incorporation of the invention in to portable elechonic
communications device such as cellular telephones, personal digital
assistants (PDAs), laptop computers, etc. in connecting to the Internet or
other wide area network. The present invention can be used in conjunction
with a hardware-or software based 10 firewall in. portable computing
devices such as cellular telepliones and wireless connected PDAs that are
adapted to connect to the Internet. The VPN mechanism of the present
invention may also be implemented in software or a combination of hardware
and software. Thus, the VPN mechanism can be used to achieve, for example,
secure branch office connectivity over the WAN, secure remote access over
the WAN or securing e-commerce 15 transactions over the WAN. The VPN
mechanism comprises a security association database (SAD) and related
circuitry that is adapted to provide the necessary parameters to implement
the IPSec group of 



secLU-ity specifications fox encryption/decryption and authentication. Each
security association (SA) entry in the database comprises all the
parameters that are necessary to 20 receive and transmit VPN packets
according to the IPSec specification. The invention performs security
association (SA) related processing on an input packet stream. Note that
the input packet stream may comprise both inbound and outbound packets.
Typically, the invention is positioned between a WAN (i.e. the Internet)
and a local LAN. In this case, the VPN mechanism is operative to filter
both inbound packets sent from 25 the WAN to the LAN and outbound packets
sent from the LAN to the WAN. The VPN mechanism of the present invention is
operative to maintain a security parameter table referred to as the SAD for
storing the security related parameters related to a one way connection.
For a two way connection, two SAs need to be created. New security
associations are added to the SA database and, once created, subsequent
packets associated 30 with this SA are processed in accordance with the
parameters stored in the database for the particular SA. Depending on the
packet and the SA parameters, the packet may be encrypted, decrypted,
authenticated or dropped. Note that a packet is allowed only if the packet
conforms to the security as specified in the SA database. 3   WO 03/00752
PCT/IB02/02720 Although the invention is especially suited for
implementation in hardware, it can also be implemented in software. In one
embodiment, a computer comprising a processor, memory, etc. is operative to
execute software adapted to perform the VPN mechanism and security
association processing of the present invention. 5 There is provided in
accordance with the present invention a security association processor
circuit comprising a security association database for storing security
related data for a plurality of security associations, each entry
comprising security association related data corresponding to a unique
socket, means for opening a new security association upon receipt of a
socket not found in the security association database, means for searching
for and 10 recognizing a security association associated with a packet in
accordance with its socket, means for retrieving fiom the security
association database a plurality of security related parameters and means
fox forwarding the plurality of security related parameters to a Virtual
Private Networking (VPN) security processor for performing one or more
seciu-ity processes therewith. 15 There is also provided in accordance with
the present invention a Virtual Private Network (VPN) circuit comprising
security association database means for storing security related data for a
plurality of security associations, each entry comprising security
association related data corresponding to a unique socket, a plurality of
security engines, each security engine adapted to perform a security
process, means for opening a new security association 20 upon receipt of a
socket not found in the security association database means, means for
searching for and recognizing a security association associated with an
input packet in accordance with its socket, means for reixieving from the
security association database means a plurality of security related
parameters, means for forwarding the plurality of security related
parameters to at least one of the security engines for perfo~-rning a
security process 25 therewith and packet building means adapted to
construct an output packet in accordance with a particular security mode
utilizing the input packet and the results of the security process. There
is further provided in accordance with the present invention a portable 



computing device comprising communication means adapted to connect the
device to a 30 communications network, memory means comprising volatile and
non-volatile memory, the non-volatile memory adapted to store program code,
a processor coupled to the memory means and the communication means for
executing the program code and a Virtual Private Network (VPN) circuit
comprising security association database means for storing security related
data for a plurality of security associations, each entry comprising
security association 4   WO 03/00752.1 PCT/IB(12/0272(1 related data
con-esponding to a unique socket, a plurality of security engines, each
seciuit5~ engine adapted to perform a security process, means for opening a
new security association upon receipt of a socket not found in the security
association database means, means for searching for and recognizing a
security association associated with an input packet in 5 accordance with
its socket, means for retrieving from the security association database
means a plurality of security related parameters, means for forwarding the
plurality of security related parameters to at least one of the security
engines for performing a sectu-ity process therewith, packet building means
adapted to construct an output packet in accordance with a particular
security mode utilizing the input packet and the results of the security
process. 10 There is also provided in accordance with the present invention
a security association processor circuit comprising a security association
database for storing security related data for a phu-ality of security
associations, each entry comprising security association related data
corresponding to a unique socltet, a management unit adapted to open a new
security association upon receipt of a socket not found in the security
association database, a 15 recognition unit adapted to search for and
recognize a security association associated with an input packet in
accordance with its socket, a main processor unit adapted to retrieve from
the security association database a plurality of security related
parameters and forward them to a Virtual Private Networking (VPN) security
processor for performing one or more security processes therewith and a
hash unit comprising a hash function and associated hash table for 20
facilitating the search for stored security associations. There is further
provided in accordance vcrith the present invention a method of sectu-zty
association, the method comprising the steps of establishing a security
association database adapted to store security related data for a plurality
of security associations, each entry within the security association
database corresponding to a socket, opening a new 25 security association
upon receipt of a socket not found in the security association database,
searching for and recognizing a security association associated with a
packet in accordance with its socket, retrieving from the security
association database a plurality of sectuity related 



parameters and forwarding the plurality of secux-ity related parameters to
a Virtual Private Networking (VPN) security processor for performing one or
more security processes 30 therewith. There is also provided in accordance
with the present invention a computer readable storage medium having
computer readable program code means embodied therein for causing a
suitably programmed computer to a security association mechanism when such
program is executed on the computer, the computer readable storage medium
comprising computer 5   W O 03/007a2 PCT/IB02/02720 readable program code
means for causing the computer to establish a security association database
for storing security related data for a plurality of security associations,
each entry comprising security association related data corresponding to a
unique socket, computer readable program code means for causing the
computer to open a new security association 5 upon receipt of a socket not
found in the security association database, computer readable program code
means for causing the computer to search for and recognizing a security
association associated with a packet in accordance with its socket,
computer readable program code means for causing the computer to retrieve
from the security association database a plL~rality of security related
parameters and computer readable program code 10 means for causing the
computer to forward the plurality of security related parameters to a
Virtual Private Networking (VPN) security processor for performing one or
more security processes therewith. 6   WO 03/007S2-1 BRTEF DESCRIPTION OF
THE DRAWINGS PCT/IB02/112720 The invention is herein described, by way of
example only, with reference to the accompanying drawings, wherein: Fig. 1
is a block diagram illustrating several example applications of the virtual
5 private network mechanism of the present invention in the context of a
WAN or Internet; Fig. 2 is a block diagram illustrating an example network
comprising a local and remote LAN, WAN and dial up user communicating the
virtual private network mechanism of the present invention; Fig. 3 is a
block diagram illustrating the virtual private network mechanism of the 10
present invention in more detail; Figs. 4A and 4B are a flow diagram
illustrating the main SA processor method of the present invention; 



Fig. S is a diagram illustrating the hashing technique of determitung the
SA associated with an input packet; 15 Fig. 6 is a flow diagram
illustrating the hashing method of the SA recognition process of the
present invention; Fig. 7 is a diagram illustrating the anti-replay window
mechanism performed during checking by the main SA processor; Fig. 8 is a
flow diagram illustrating the anti-replay window method of the present 20
invention; Fig. 9 is a diagram illustrating the least recently used link
list structure used to track the SA staleness; Fig. 10 is a flow diagram
illustrating the method of updating the LRU linked list upon recognition of
a SA associated with an input packet; 2S Fig. 11 is a flow diagram
illustrating the processing of the SA management module of the present
invention; Fig. 12 is a flow diagram illustrating the processing performed
by the SA management module of the present invention to open a SA; Fig. 13
is a flow diagram illustrating the processing performed by the SA 30
management module of the present invention to close a SA; Fig. 14 is a
diagram illustrating the last open session pointer associated with each SA
record; 7   WO 03/00752 PCT/IB02/02720 Fig. 15 is a diagram illustrating
the previous and next session pointers and matching SA pointer that are
associated with each session record; Fig. 16 is a diagram illustrating an
example relationship between a single session and single SA record; 5 Fig.
17 is a diagram illustrating an example relationship between multiple
sessions and a single SA record; and Fig. 18 is a block diagram
illustrating an example computer processing system to platform adapted to
perform the VPN mechanism and related security association processing of
the present invention. 10 8   W O 03/00752.l 



DETAILED DESCRIPTION OF THE INVENTION Notation Used Throughout The
following notation is used tluoughout this document. PCTIIB02/02720 Term
Definition ARPAddress Resolution ProtocolARWAnti-Replay
WindowASICApplication Specific Integrated CircuitADSLAsymmetric Digital
Subscriber LineAHAuthentication HeaderCPUCentral Processing UnitCRCCyclic
Redundancy CheckCBCCipher Block ChainingDESData Encryption
StandardDATDigital Audio TapeDSPDigital Signal ProcessorDSLDigital
Subscriber LineDVDDigital Versatile DiskEEPROMElectrically Erasable
Programmable Read Only MemoryEEROMElectrically Erasable Read Only
MemoryECBElectronic CodebooIcESPEncapsulating Payload
SecurityEDEncryption/DecryptionEPROMErasable Programmable Read Only
MemoryFPGAField Programmable Gate AnayFTPFile Transfer ProtocolHMACHeader
Message Authentication CodeHDSLHigh bit rate Digital Subscriber
LineHTMLHyper Text Markup LanguageIABInternet Architecture
BoardICMPInternet Control Message ProtocolIKEInternet Key
ExchangeIPInternet ProtocolISPInternet Service ProviderIVInitial
VectorIPSecIP SecurityLRULeast Recently UsedLANLocal Area NetworkMTUMaximum
Transfer UnitMANMetropolitan .Area NetworkMRUMost Recently UsedNICNetwork
Interface CardOSIOpen Systems InterconnectPBPacket BuilderPCPersonal
ComputerPDAPersonal Digital AssistantPDUProtocol Data Unit 9   WO
03/00752.4 PCT/1B02/02720 RAMRandom Access MemoryRIPRemote IPROMRead Only
MemorySASecurity Association, SAPSecurity Association ProcessorSPDSecurity
Policy DatabaseSPISecurity Parameter IndexTCPTransmission Conhol
ProtocolUDPUser Datagram ProtocolVDSLVery high bit rate Digital Subscriber
LineVPNVirtual Private NetworkWANWide Area NetworkWWWWorld Wide Web
Detailed Description of the Invention The present invention provides a
novel and useful virtual private network (VPN) mechanism for providing the
necessary sec~u-i.ty related parameters to perform 5 encryption/decryption
and authentication. The VPN mechanism is adapted to be suitable for
implementation in hardware at relatively low cost thus enabling cost
effective incozporation of the invention in to portable electronic
communications device such as cellular telephones, personal digital
assistants (PDAs), laptop computers, etc. in connecting to the Internet or
other wide area network. The present invention can be used in conjunction
with a hardware 10 or software based firewall in portable computing devices
such as cellular telephones and wireless connected PDAs that are adapted to
connect to the liltei~et. The VPN mechanism of the present invention may
also be implemented in software or a combination of liardware and
software.. The VPN mechanism comprises a security association database
(SAD) and related 15 circuitry that is adapted to provide the necessary
parameters to implement the IPSec group of security specifications for
encryption/decryption and authentication. Each security association (SA)
entry in the database comprises all the parameters that are necessary to
receive and transmit VPN packets according to the IPSec specification. Note
that the SAs are initially negotiated during the Internet Key Exchange
(IKE) procedure. Although the 20 invention may be implemented in software,
the mechanism is particular adapted to be implemented in hardware that can
provide greatly accelerated security processing. Implementing the SAD and
related processing in hardware enables all TPSec encryption/decryption and
authentication processing to be performed in hardware. Note that this
applies to VPN sessions wherein the SAs have already been established. It
is noted that 10   WO 113/011752 PCT/IB02/02720 VPN sessions whereby the SA
has not been established are very rare and thus would have a negligible
effect on system performance. IPSec provides security services at the IP
layer by enabling a system to select the required security protocols,
choose the algorithms to use and place into use the keys needed 5 to
provided the services. Two protocols are used in IPSec to provide security
including an authentication protocol denoted Authentication Header (AH) and
a combined encryption/authentication protocol denoted Encapsulating
Security Payload (ESP). The security association or SA is used in both the
AH and ESP mechanisms. The SA is defined as a one-way relationship between
a sender and a receiver that affords security services to the 10 traffic
carried on it. Note that for a two-way secure exchange, two SAs are
required. The invention performs security association (SA) related
processing on an input 



packet stream. Note that the iilput packet stream may comprise .both
inbound and outbound packets. Typically, the invention is positioned
between a WAN (i.e. the Internet) and a local LAN. In this case, the VPN
mechanism is operative to filter both inbound packets sent from 15 the WAN
to the LAN and outbound packets sent from the LAN to the WAN. Note that the
input stream may comprise any type of input data in accordance with the
particular application, such as frames, packets, bytes, PDUs, etc. For
illustration purposes only, the input data stream is considered a sequence
of packets. It is noted that the VPN mechanism and related module
illustrated are presented as an 20 example only and ar a not intended to
limit the scope of the invention. One skilled in the electrical arts can
construct other VPN modules, either in hardware, software or a combination
of both to perform security related processing and VPN implementation using
the principles of the present invention described herein without departing
from the scope of the invention. 25 The VPN mechanism of the present
invention is operative to maintain a security parameter table referred to
as a security association database (SAD) for storing the security related
parameters related to a one way connection. For a two way connection, two
SAs need to be created. New security associations are added to the SA
database and, once created, subsequent packets associated with this SA are
processed in accordance with the parameters 30 stored in the database for
the particular SA. Depending on the packet and the SA parameters, the
packet may be encrypted, decrypted, authenticated or dropped. Note that a
packet is allowed only if the packet conforms to the security as specified
in the SA database. The VPN mechanism of the present invention has
widespread applications in many different types of systems. A block diagram
illustrating several example applications of the 11   WO 03/007a2
PCT/IB02/02720 VPN mechanism of the present invention in the context of a
WAN or Internet is shown in Figl~re 1. Typically, the VPN mechanism is
constizicted and used in combination with a firewall to prevent
unauthorized access to a protected network, as ~is shown in each of the
three examples shown herein. 5 In the first example, the VPN mechanism 14
is used with a firewall 16 that is implemented in a personal computing type
device 12 in a wired or wireless communication with a network 10 which may
be a WAN or the Intei~et for example. The personal computing device may
comprise any device, such as a Personal Digital Assistant (PDA), e.g., Palm
handheld, a cellular telephone, wireless handset, etc. In this example, the
VPN 10 mechanism and associated firewall function to perform security
processing bidirectionally on packets flowing between the WAN/Internet and
the device. Tn a second example, the VPN mechanism 20 is used in
combination with a firewall 22 whereby both are implemented in a cable plug
adapter 18 in wired or wireless communication with the WAN or Internet 10.
The device 18 normally sits between the 15 WAN/Internet and a broadband
modem 24 which functions to connect a LAN 26 to the WAN/Internet. The VPN
mechanism in the cable plug adapter functions to perform security
processing on paclcets sent from the WAN/Internet to the LAN and vice
versa. The broadband modem is adapted to modulate and demodulate a
broadband signal such as xDSL, e.g., ADSL, HDSL, VDSL, etc., satellite,
land based RF, microwave, etc. 20 In a third example, the VPN mechanism 30
is used with a firewall 32 wherein both are implemented on a stand alone
computer 28, e.g., personal computer {PC), laptop, etc., in wired or
wireless communication with the WAN or Internet. The computer containing
the fir ewall is located between the WAN/Internet and the LAN 34 to be
protected. The VPN mechanism functions to perform security processing on
packets sent from the WAN/Internet 25 to the LAN and vice versa. A block
diagram illustrating an example network comprising a local and remote LAN,
WAN and dial up user communicating the virtual private network mechanism of
the present invention is shown in Figure 2. This example network scenario,
generally referenced 40, comprises two LANs, one local 42 and one remote
52. Three computers A, B and C are 30 connected to the network and
communicate with one another. A, B and C may comprise hosts, stations,
users, etc. A VPN gateway 48 and firewall 46 sits at the entrance to the
local ' LAN and a VPN gateway 56 and firewall 58 also is situated at the
entrance to the remote LAN. The two LANs are connected via the WAN/Internet
50. 12  



WO 03/007S2.1 PCT/IB02/02720 User C is also connected to the WAN/Internet
via suitable means such as dial up modem, xDSL modem access, etc. and may
comprise a VPN end user in which it incorporates a VPN gateway or may be a
non-VPN connection. In accordance with the present invention, the VPN
mechanism is adapted to perform 5 the security processing including
creating, storing and managing the security parameters needed by one or
more security processors in performing encryption, decryption,
authentication, etc. The VPN mechanism is operative to process both inbound
packets received from the WAN/Internet destined for the LAN and outbound
packets the originate in LAN and are destined to the WANIInternet. 10 In
operation, plaintext outbound from the LAN is encrypted by the VPN and
transmitted over the WAN. Similarly, cipher text inbound from the WAN is
decrypted to plaintext by the VPN and forwarded over the LAN to the
recipient. In accordance with the invention, the VPN mechanism is adapted
to provide the necessary security parameters for implementing the IPSec
specifications. 15 The invention comprises a VPN module constricted fiom a
plurality of elements that together function to implement the VPN
mechanism. A block diagram illustrating the VPN module of the present
invention in more detail is shown in Figure 3. The VPN module, generally
referenced 70, comprises a bus interface 72, bufferJregisters 74 a security
association processor (SAP) 75 VPN security processor 88 and packet builder
92. 20 The security association processor comprises a SA recognition module
76, main SA processhzg module 78 incorporating a CPU interface 79, SA
management module 80, hash table 82, SA Least Recently Used (LRU) circuit
84 and SA database 86 all of which are in communication over a bus with the
security engines in the VPN security processor and the packet builder. 25
The VPN security processor comprises a plurality of security engines 90
each adapted and configured to perform a particular security related
operation. For example, the VPN security processor comprises separate
security engines for performing encryption, decryption, authentication, the
DES algorithm, Header Message Authentication Code (HMAC), etc. The VPN
module communicates with a host device/CPU 96, header decoder 100, 30
static filter 102, dynamic filter 104 and content search unit 106 over a
bus 107 via the bus interface. - Note that throughout this document, it is
assumed that the VPN module is noznially located between a WAN and LAN and
is operative to perform security processing on both inbound and outbound
packets. Inbound packets refer to packets received from the WAN 13   WO
03/007S2-1 



PCT/IB02102720 towards the LAN and outbound packets refer to packets
received from the LAN towards the WAN. Thus, the input packet stream may
comprise both inbound and outbound packets. The input packet stream 98 is
received by the host device/CPU and the contents ' thereof are forwarded to
the header decoder which functions to decode (or parse) the header 5
portion of the packet. The header decoder is operative to extract the
fields of interest that are used by the VPN module. The data extracted by
the header decoder is forwarded to the other modules including the static
filter, dynamic filter and VPN module over the bus. The data includes two
hash values, two sockets (one each for the dynamic filter and the SA
processing) and type of packet, e.g., ICMP, ARP, TCP, UDP, etc. The socket
for SA and VPN 10 processing comprises SPI, RIP and the protocol. The
socket for the dynamic filter comprises source and destination IP address,
source and destination port and pr otocol. Note that depending on the
implementation, the header decoder may be constricted as an external module
or may be integral with the VPN module. 1n operation, the VPN module is
operative to open new SA including establishing 15 connections to the LRU
and hash linked lists, determining to which SA an input packet corresponds
to, updating the state of the SA after successful processing of a packet
and removing unused SAs from the connection table. Note that the SA
database is implemented and arranged such that SA recognition and pointer
management can be easily and quickly performed. 20 The main SA processing
module functions as the main processing block of the security association
processor. It opens new SAs, processes existing SAs and tracks the state of
a SA. It also comprises circuihy adapted to implement an anti-replay
mechanism including updating the anti-replay window for inbound packets,
incrementing the sequence number on outbound paclcets/updating on inbound
packets, detecting sequence number 25 overflow. The main SA processing
module is also adapted to update the status associated with a SA including
maintaining a set of flags, sequence numbering, decrementing lifetime
variables and updating a status register after processing each packet. The
main SA processor operates in a cyclic fashion for each received packet.
The cycles include retrieving SA parameters 30 from the SA database,
processing the packet, i.e. encrypting, decrypting, etc, and updating the
SA database once processing is complete. Note that the SA database is
updated only when . the security processing of the packet did not result in
any errors and the packet was not rejected. 14   WO 03/00752-4
PCT/IB02/02720 The main SA processing module also is adapted to count the
number of bytes 



transferred on each SA per packet and generate a notification when the
lifetime for a SA overflows. Upon an overflow detected, the manager closes
(i.e. kills) the SA. ' The SA recognition module functions to receive a
socket and search in the SA 5 database for a SA matching the socket. The
socket is used to identify a SA and comprises a security parameter index
(SPI), remote IP (RIP) and the security protocol identifier. The SPI
comprises a 32 bit random number generated by the CPU after the IKE process
that references a specific SA. The SPI is transported in the AH and ESP
headers to enable the receiving station to select the SA under which a
received packet will be processed. The IO remote IP is the IP address of
the destination endpoint of the SA which may be an end user or a VPN
gateway or any device with a VPN capability. The security protocol
identifier indicates whether the SA is an AH or ESP SA, for example. The SA
management module functions to maintain the SA database. The SA database is
managed using least recently used (LRU) doubly linked list and is accessed
using 15 a hash table. In addition, the manager functions to insert new SAs
into the database on inbound and outbound packet flow. The manager also
functions to make the SA associated with a matched packet the MRU, make
available a number of unused SAs to the CPU upon demand, check the lifetime
in terms of time for one or more SAs and when deleting a SA, update the LRU
and hash linked lists and inform the dynamic filter the sessions associated
20 with the SA to be deleted. The SA database functions to store the socket
and other SA related data, including SA state and current status, for use
by the various processing modules of the VPN module. The hash table is used
to accelerate the recognition of SAs. These components are described in
more detail infra. 25 Main SA Processing The main SA processing will now be
described in more detail. A flow diagram illustrating the main SA processor
method of the present invention is shown in Figures 4A and 4B. The VPN
module and security association processor are constructed to process packet
data in a three stage manner wherein SA data associated with the packet is
read from 30 the SA database in one stage, the data then processed in a
second stage and the results of the processing written back to the SA
database in a third stage. During the processing stage, one or more
security procedures are performed on the packet and the SA state is tracked
in accordance with the processing. 15   WO 03/00752-t PCT/IB02/02720 It is
fll'St checked whether the packet received is an inbound or outbound packet
(step 



110). If it is an outbound packet, it is then checked whether a SA was
found by the dynamic filter (step I54). Normally, the dynamic filter
searches its database for a session with a socket that matches that of the
received packet. For each session there is stored a 5 corresponding SA in
the session database in the dynamic filter. Upon finding a matching
session, the corresponding SA is read out and input to the SA processor.
The operation of the dynamic Elter is described in more detail in U.S.
Application Serial No. 09/851,768, filed May 9, 200l, entitled "Dynamic
Packet Filter Using Session Tracking," similarly assigned and incorporated
herein in its entirety. IO If no SA was found for the packet (step 154),
the packet is rejected (step 168) since the packet cannot be processed
without a SA and the status register is updated (step 146). In this case,
the CPU is operative to open a new SA and store a pointer to the SA in the
session database in the dynamic filter. The packet is then re-injected but
this time the dynamic filter recognizes the session and passes the SA to
the SA processor. 15 If a SA was found, the one or more security parameters
are retrieved from the SA database and the packet maximum hansfer units
(h~'fU) and upper flags are transferred to one or more sectuzty engines in
the VPN security processor (step 156). The MTU represents the maximum size
of the packet that is allowed to be transmitted without fragmentation. The
encryptionldecryption (ED) and Header Message Authentication Code (HMAC) 20
are examples of security engines that perform a security function on the
packet data. The data transferred to the ED security engine comprises the
TPSec mode, the particular encryption algorithm (e.g., DES, 3DES, etc.),
CBC or ECB, padding stream type (i.e, zeros or incrementing), the class of
each DES in 3DES, encryption initial vector (IV) (only for CBC mode), the
encryption key and the encrypt/decrypt instn~.ction from the header
decoder. 25 The data transferred to the HMAC security engine comprises the
IPSec mode, authentication algorithm (e.g., SHAI, MDS, etc.),
authentication header size (i.e. 96 or 160 bits) and the authentication
key. The socket is then passed to the packet builder (PB) for assembly as a
packet (step 158). The data passed to the PB comprises the particular IPSec
mode, the remote IP (the 30 gateway IP if tunnel mode is implemented), the
SPI, the sequence number incremented by one and the path MTU. The sequence
number and lifetime fields are then read from the SA database (step l60). A
check of both the sequence number and lifetime is then performed (step
l62). For the sequence number, it is checked whether an overflow has
occun-ed. A sequence number 16   WO 03/110752-L PCTIIB02/02720 overflow may
be hard or soft. If a hard overflow occurred, the SA is closed (step 164),
the packet rejected (step 168) and the stat<is register updated accordingly
(step 146). If a soft overflow occurred, the CPU is informed by modifying
the soft sequence (SEQ) bit in the ' lower flags and processing continues
with step 120. If no sequence number overflow 5 occurred, control passes to
step l20. For the lifetime, it is checked whether a lifetime overflow has
occurred. Note that the main SA processing only checks the lifetime in
terms of bytes. A lifetime check in terms of 



time is performed by the SA management. The size of the received packet is
subtracted fi om the current value of the lifetime and the result checked
for overflow. A result of less than 10 zero indicates an overflow. An
overflow may be hard or soft. If a hard overflow occurred, the SA is closed
(step 164), the packet rejected (step 168) aizd the stahis register updated
accordingly (step 146). If a soft overflow occurred, the CPU is infonned by
modifying the soft lifetime (SLT) bit in the lower flags and processing
continues with step 120. If no lifetime over flow occurred, control passes
to step 120. 15 If the received packet is an inbound packet (step 110),
security association recognition is performed on the packet (step 112), as
described in more detail infra. The SA is identified by hashing the SPI,
remote IP/gateway 1P and the protocol. The results of the recognition are
returned to the main SA processor. If no matching SA entry is found during
the recognition process, the packet is rejected (such is the case when the
SA does not exist yet). If the 20 recognition finds a matching SA, the
packet is decrypted. The dynamic filter recognizes the packet as a first
packet, opens a new session and connects the session to the SA. If the
IPSec mode failed (step 1I4), the packet is rejected (step 152) and the
status register updated (step I46). If it did not fail, the upper flags are
passed to the security engines, e.g., ED, HMAC, and the packet builder
(step 116). The packet builder functions to 25 assemble the plaintext
version of the packet for forwarding over the LAN. The data transferred to
the ED security engine comprises the IPSec mode, encryption algorithm
(e.g., DES, 3DES, etc.), CBC or ECB, padding stream type, class of each DES
in the case of 3DES, the encryption key and the encryption/decryption
instruction from the header decoder (i.e. whether encryption or decryption
is to be performed). 30 The data transferred to the HMAC security engine
comprises the IPSec mode, authentication algorithm (e.g., SHA1, MDS, etc.),
authentication header and the authentication key. If an error is generated
by any of the security engines (e.g., from the ED if padding failed or from
the HMAC if authentication failed, etc.) the packet is rejected (step l14).
17   WO 03/00752 PCT/IB(12/(1272(1 The anti-replay window method is them
performed (step 118), described in more detail infra. If the received
sequence number is beyond the anti-replay window (ARW), it is updated and
shifted to adjust for the received sequence number. If the SA is AH (step
l20), the AH keys are tr ansferred to the authentication security 



5 engine (step 148) and control passes to step 140. The SA may be (1) an AH
only single SA or (2) an AH SA that is part of an ESP and AH SA bundle. In
the latter case, during the first pass through the method, the pointer
points to the ESP portion of the bundle and during the second pass is set
to the AH portion of the bundle. If the SA is other than an AH SA, it is
checked if the packet is inbound {step I22) and 10 CBC (step 124). If so,
the IV is passed to the ED security engine (step I26). If the packet is not
inbound or not CBC, the ESP keys are transferred to the ED security engine
(step 128). If the received packet is an ESP/AU packet (ESP with
authentication) (step 130), the AH keys are transferred to the
authentication security engine (step 148). If not, and the packet is not an
ESP (step l32) and is an inbound packet (step 136), the AH SA portion is 15
pointed to for ESP and AH type packets (step l37) and control subsequently
passes to step 118. If the packet is outbound, control passes to step 162.
If the received packet is not an ESP/AU packet (step 130), is an ESP packet
(step 132), an outbound packet (step 134) and a CBC packet (step 138), the
encryption IV is stored in the SA database (step l39). If the packet is an
inbound packet {step l34), the ARW is stored in the SA database 20 (step
140), the updated sequence number is stored in the SA database (step 142),
the lower flags are updated (step 144) and the status register is updated
(step 146). Following the status register update, an interrupt may be
raised signaling the completion of the main SA processing to the CPU or
other host device. Security Association Recognition 25 The SA recognition
process will now be described in more detail. A diagram illustrating the
hashing technique of determining the SA associated with an input packet is
shown in ,Figure 5. Each SA corresponds to a unique socket. A SA is
identified by comparing the socket of a received packet to the sockets
associated with previously opened SAs stored in the SA database. To speed
the recognition of a SA, a hash table is used which 30 stores hash pointers
to SA records in the SA database and permits rapid lookup of the SA
corresponding to a received socket. New SAs are stored in the SA database
and a hash on the socket is calculated, either by the VPN module, SA
processor or the CPU. A hash pointer is stored at a location in the 18   WO
03/00752.l PCT/IB02/02720 hash table X70 (Figure 5) pointed to by the hash
result. If more than one SA is stored at that location, the SA is added to
a linked list. Note that initially, each entry in the hash table is
initialized to NULL. ' Upon receipt of a packet, the socket 172 is input to
the hash calculator 176 which 5 fimctions to generate and output a hash
result l78. The hash result is used as the index to the hash table 170 that
comprises a plurality of entries 180 each containing a hash pointer. The
hash pointer points to a linked list of SAs 182 in the SA database. Each SA
record in the database comprises previous I86 and next pointers 184 thus
implementing a doubly linked list. If a hit on the socket occurs, each SA
in the linked list must be checked until a match 10 with the socket of the
received packet is found. Preferably, the hash function is chosen to
produce as even a spread as possible of hash results across the hash table.
The hash function may be any suitable ftinction, such as an 



XOR function or CRC. In one embodiment, performance can be improved over a
simple XOR hash function by using a random vector 174 in calculating the
hash result in accordance 15 with the following equation. SOCK,RT; RVz RY3
~~~ RVNOUT,SOCK2R Ilz R T~3 RTl4 ... RVN_`OUTZSOCKSR V3 RV4 R VS . . .
RYN-zO UT3( 1 )SOCKN~~RV~ R VR+i R va+z "' RYR+N-1~rx~DUTR,~R wherein the
operator B is defined as follows 20 O UT, _ (R Y, AND SOCK` ) D (R I!z AND
SOCKZ ) D . . . 4 (R T!N AND SOCKN ) (2) and OUTS represents the i"' byte
of the output matrix; SOCKk represents the kth byte of the input matrix; R
Y;A represents the i, j byte of the random vector matrix; 25 O indicates
the XOR function; ' The input socket data is generated thus generated using
the random vector and the input socket data. 19   WO 03/00752
PCT/IB02/02720 A flow diagram illustrating the hashing method of the SA
recognition process of the present invention is shown in Figure 6. The
first step is to obtain a hash pointer (typically provided by the header
decoder), the socket and sequence number of the received packet from the
header decoder (step 190). The hash value is generated by the hash
calculator 176. 5 Alternatively, the header decoder or other entity may
calculate the hash pointer. A look up on the hash table is performed and
the hash pointer is read from the table (step 191). If the hash pointer is
equal to NULL, (step 192), the packet is rejected (step 200). Tf the hash
pointer is not NULL, the hash pointer is used to read the first SA in the
linked list associated with the hash pointer and socket corresponding to
the SA (step 194). 10 The SA's socket is compared to the socket in the
received packet (step 196). If the sockets match (step 197), a SA match is
found (step 202) and reported to the main SA process. If the sockets do not
match (step 197), the next hash pointer is read from the linked list (step
198) and the method repeats from step 192 until either the last hash
pointer points to NULL or a SA match is found. 15 Note that a full compare
on the socket is always performed even in the event only one SA is stored
in the linked list. Note also that the scope of the invention is not
limited by which entity updates and maintains the linked list, i.e. either
the SA processor or the CPU. The depth of the hash table can be any desired
valise. Typically, however, the depth is set in accordance with the number
of SAs to be maintained simultaneously. Preferably, the number 20 of hash
enlxies is one or two times the number of SAs since it is not desirable to
have many duplicates due to the time consuming nature of the full socket
compare. Security Association Database The SA database 86 (Figure 3) will
now be described in more detail. As described supra, the SA database
functions to store security related data for a plurality of security 



25 associations. The size of the SA database may vary depending on the
implementation and the system requirements. The fields making up each
record of the database is listed below in Table 1. Table 1: SA database
record fields Field No. Field Description Length (bits) 1 Upper Flags 16 2
Path MTU 16 3 Remote IP Address/Gateway Address 32 4 Security Parameter
Index (SPI) 32 20   WO 03/00752 PCT/IB02/02720 5Next SA bundle
pointer166Previous SA bmidle pointer167Next Hash pointer168Previous Hash
pointer169Next LRU pointer1610Previous LRU pointer1611Lower Flags1612Last
matching session pointer1613Sequence number3214Anti-replay window
(127:0)12815Encryption Initial Value (63:0)6416Encryption Key (
191:0)19217Authentication Key/Hashed Key Input (159:0)16018Hashed Key
Output (159:0)16019Soft/Hard Lifetime32 Fields 1 and 11 store the upper and
lower flags, respectively, which comprise a plurality of stahis bits
described in more detail infra. The path MTU is stored in field 2 and
represents the maximum size permitted for a packet including a11 headers.
The remote 5 Il'/gateway IP address in field 3 and the SPI in field 4 make
up the SA socket along with the security protocol identifier. The next and
previous SA pointers (fields S and 6) are used to construct a doubly linked
list of SAs that are a11 associated with the same Security Policy Database
(SPD). Fields 7 and 8 store the next and previous hash pointers within the
hash linked Iist described supra. The hash linked list is used during SA
recognition of a packet. IO Fields 9 and 10 store next and previous LRU
pointers in a LRU linked list used to order SAs in terms of staleness. The
LRU linked list operation is described in more detail infra. A pointer to
the last open session with this SA is stored in field 12. The current
sequence number for the SA is stored in field 13 . Field I4 stores the 128
bit anti-replay window used in the ARW mechanism for rejecting replay
packets. Field 15 stores a 64 bit 15 encryption initial value (IV), field
16 stores a 192 bit encryption key and field 17 stores a 160 bit
authentication key/hashed key input (HIS. Field 18 stores the 1b0 hashed
key output (RICO) value. Field 19 stores the softlhard lifetime for the SA
which is used to determine when to close a particular SA. The HI~I and HKO
values are intermediary results generated during the authentication 20
process. They are both stored in the table to save processing time upon
receipt of subsequent packets. Both the HKI and HKO values are calculated
fiom the hash of the authentication key and a predefined pad value. The HKI
value is stored in place of the authentication key in the SA database
because once it is calculated, the original key is not needed anymore.
Alternatively, the authentication key, HKI and HKO values may be stored
separately in the 21  



WO 03/00752 PCT/IB02/0272U database. The SA database receives the HKI and
HKO values upon the first use of the SA from the HMAC security engine. As
described above, the SA database comprises upper and lower flags for
conveying status related information to and from the CPU. The upper flags
status comprises a plurality 5 of bits as shoum below in Table 2. 22   WO
(13100752 Table 2: Upper Flag Bits Flag Definition Size Value 0000 0001
0010 00l1 0100 010l IPM IPSec mode 4 bits 0110 0111 1000 100l 1010 10I1
1100 1l01 DET DES type 1 bit 0 1 PCT/IB02/02720 Description No VPN
Transport AH Tiumel AH Transport ESP Tunnel ESP Transport ESP/AU Tmmel
ESP/AU Transport ESP Transport AH Tunnel ESP Transport AH Transport ESP
null (AU only) Tunnel ESP null (ALT only) Authentication Creation/Check
Enciyption/Decryption Enciyption/Decryption + Authentication DES 3DES
0ECBDEMDES mode1 bit1CBCPAMPAD mode1 bit0ESP padding with zeros1ESP padding
with incrementing values000EEE00lEED010EDE3DE3DES class3 bitsOl
lEDDl00DEE101DED1I0DDE111DDDAHTAH type1 bit0~51SHA1 ICEY 15t use of key i
bit 0 1This is the same key First use of this key - create HKI and HKOAHS
AH size 1 bit 0~ size is 961AH size is 160AH AH or ESP 1 bit 0This SA is
ESP1This SA is AH DIR Direction 1 bit 0 SA for outbound packets ___ 1 SA
for inbotmd packets EMP Empty 1 bit 0 This SA is used (SA is valid) 1 This
SA is empty (SA is invalid) A11 of the upper flags are set by the CPU and
read by the SA processor. The EMP 5 flag can also be set by the SA
processor. The SA processor sets this bit to a one when the SA 



is empty, i.e. invalid. The CPU sets this bit to zero when the SA is valid.
The IPM bits 23   WO 03/007a2 PCTIIB(12/(1272(1 indicate the specific IPSec
mode, i.e., ESP, ESP/AU, AU only, transport, hmneling, etc. The last tlu-ee
IPSec modes can optionally be used to implement additional security
standards, 5LlCh as Secure Sockets Layer (SSL), to encrypt a certain file,
etc. In these modes, the VPN engine is used stand alone without the packet
building fimctionality. Thus, the VPN engine 5 fitnctions as software
accelerator implementing DES/3DES encryption/decryption engine mode
(IPM=1100), SHA-1/MD-5 authentication engine mode (IPM=10l1) or both
encryption and authentication engine mode (IPM=110l). The DET bit indicates
the type of DES either DES or 3DES. The DEM bit indicates the DES mode
either ECB or CBC. The PAM bit indicates either ESP padding with zeros or
10 incrementing values. The 3DE bit indicates the particular 3DES class.
The AHT bit indicates the type of AH authentication either MD5 or SHA1. The
AHS bit indicates the size of the AH either 96 or 1d0 bits, the AH bit
indicates the SA is either ESP or AH and the DIR bit indicates whether the
SA is for outbound or inbound packets. The SA database also comprises a
lower flags status register for conveying status 15 related information to
and from the CPU. The lower flags stahis comprises a plurality of bits as
shown below in Table 3. Table 3: Lower Flag Bits
FlagDefinitionSizeValueDescription00Anti Replay disabledARWARW size2
bitsO1Anti Replay Window = 3210Anti Replay Window = 64I 1Anti Replay Window
=128HSH1~` in HASH1 bit0This is not the ls` SA in this HASH entry1This is
the 1 SA in this HASH entryHLDHoldI bit0'1Don't delete this
sessionMANmanual key1 bit0No manual keying for this SA .1Manual keying for
this SASALSA lifetime1 bit0SA lifetime is measured in secondsmode1SA
lifetime is measured in 64 bytes routsSOHsoft or hard1 bit0The lifetime in
this SA is softlifetime1The lifetime in. this SA is hardSLTsoft lifetime1
bit01SA lifetime has reached soft overflowSEQsoft sequenceI bit01SA
sequence has reached soft overflow 20 The ARW bits indicate the size of the
anti-replay window if it exists. The HLD bit indicates not to delete a
particular SA. This flag protects a SA entry from being deleted by 24   WO
03/(10752-I PCT/IB02/02720 



the SA processor hard~~~are. The MAN bit indicates ~.vhether there is
manual keying for the SA. If manual keying is confib fired, the sequence
rolls over when OxFFFFFFFF is reached since manual keys are not allo~red to
be deleted by the SA processor. The SAL bit indicates whether the SA
lifetime is measured by time or data, i.e. in seconds or 64 bytes units.
The 5 SOH bit indicates whether the lifetime is a soft or hard lifetime.
The SLT bit indicates that soft overflow has occurred in the soft lifetime.
The SEQ bit indicates that soft overflow has occuixed in the SA sequence.
Note that the ARW, HLD, MAN, SAL and SOH flags are set by the CPU and read
by the SA processor. The SLT and SEQ hags are set by the SA processor and
read by the CPU. Unless the HLD or MAN flag is set, the SA is deleted upon
10 sequence overflow (OxFFFFFFFF). Anti-Replay Window Mechanism In
accordance with the invention, the main SA processing is adapted to
implement an anti-replay mechanism whereby replay packets are rejected. The
mechanism functions to track the sequence numbers in the packet and to
reject packets whose sequence number is less 15 tlian the minimum
permitted. A diagram, illustrating the anti-replay window mechanism
performed during checking by the main SA processor is shown in Fib re 7.
The x-axis reps esents the SA sequence number with the minimum sequence
niunher being 0x00000000 and the maximum sequence number being OxFFFFFFFF.
A window is created, referred to as an anti-replay window (ARW) (segment
212) that represents permitted 20 sequence munbers. Packets received whose
sequence numbers are below the window are rejected (segment 210). In
addition, only one packet is allowed per sequence number. Thus, the ARW
comprises a bit for each sequence number that falls within it. As packets
are received, the corresponding sequence number bits are set. A packet
received with a sequence number whose bit is already set is rejected: 25 A
flow diagram illustrating the anti-replay window method of the present
invention is shown in Figure 8. The sequence number is first read from the
received packet (step 280). The current position of the anti-replay window
is retrieved from the SA database (step 282). If the sequence number is
within the window (step 284), it is then checked whether a packet with that
sequence number has already been received (step 286). If so, the packet is
rejected 30 (step 290). If not, the ARW mechanism allows the packet. If the
sequence number in the received packet is outside the window (step 284), it
is checked whether it is below.or higher than the ARW (step 288). If it
lower than the window, 25   WO U3/00752.1 PCT/IB02/02720 the packet is
rejected. If it is higher, the packet is allowed and the ARW is adjusted up
to the new sequence number, i.e. shifted to the right. SA Management Module



In accordance with the invention, the SA management module is operative to
5 maintain a doubly linked list for storing the SAs in least recently used
order. The SA management module perfoizns several functions relating to
maintenance and control of the SA database. The SA management module
functions to check the validity of SA entries (i.e. lifetimes) of SAs in
the SA database upon command from the CPU. When the command to check
lifetimes is received, the lifetime fields of each record in the SA
database are 1~0 examined. Soft lifetime overflows are reported to the CPU
and in the case of a hard lifetime overflow, the corresponding SA is
deleted. Lifetime checking is performed on the SAs in order to flush SAs
that have become stale and that were not normally closed for some reason.
For example, a SA may age out if it corresponds to a packet that violated a
security vile. When a SA is deleted, the SA management module functions to
maintain and update 15 SA bundles by maintaining the LRU and hash pointer
relationships and inform the dynamic ~`ilter module which corresponduig
session should be closed in order to insure that sessions that utilize this
SA will be closed. The SA management module also functions to provide
unused (i.e. empty and available) SAs to the CPU upon request. In
operation, the CPU requests one or more new 20 SAs and the SA management
module searches and returns the one or more indexes to the CPU. SAs are
obtained from the LRU list by disconnecting the least recently used SA
bundle (i.e. SAs for both transmit and receive directions) and a11 the
associated connected sessions. Similarly, the SA management module also
gracefzzlly disconnects SAs that are no longer in use. The SA management
module also opens new SAs wherein LRU pointers and hash 25 pointers in the
hash table and SA database are updated. A diagram illustrating the least
recently used {LRU) link list structure used to track SA use is shown in
Figure 9. Security association entries are entered into the SA database via
the CPU when a SA is opened. The CPU requests a SA index from the SA
management module. The next and pr evious SA bundle pointers are used to
connect SAs that relate to 30 each other. To insert a SA into the database,
the index of the leading SA is used to insert the new SA into the LRU. In
addition, the CPU calculates a hash value for the socket of the new SA and
writes it into a register marking its hash value. 26   wo n3/oo7s2.~
PCT/IB02/02720 Note that in tile example embodiment presented herein, the
host or external CPU configures the security related parameters of the SAs,
e.g., key assib unent, length of HMAC, padding, etc., during the IKE
process. The actual insertion of the SA is performed by the SA management
upon command of the CPU or host. 5 Every time a SA is recognized (i.e.
accessed), and the corresponding packet is not rejected by the SA
processor, the SA is placed at the tail of the LRU linked list which
represents the most recently used SA. The doubly linked list, generally
referenced 220, comprises a plurality of SAs 226 each having a next pointer
222 and a previous pointer 224. The SA at the tail of the LRU linked list
is pointed to by the contents of a IO tail_LRU index reg register 228. The
SA pointed to by this register represents the most recently used SA. The SA
at the head of the LRU linked list is pointed to by the contents of a head
LRU_index reg register 227. The LRU linlced list is used to determine, in
the event the SA database is full, which 



SA to remove when a new SA is added. Is1 this case, the least recently used
SA is closed and 15 the space is used to store the new SA. A flow diagram
illustrating the method of updating the LRU linked list upon recognition of
a SA associated with an input packet is shown in Figure 10. The update
method is performed every time a matclung SA is accessed and the
corresponding packet is allowed. With reference to Figtue 9, in particular
to the SAs labeled Previous SA, Matched 20 SA and Next SA, the matched SA
is moved from its location in the list to the tail to become the most
recently used SA. The matched SA is removed by (1) setting the next LRU
pointer of the Previous SA to the next LRU pointer of the Matched SA and
(2) setting the previous LRU pointer of the Next SA to the previous LRU
pointer of the Matched SA (step 230). The Matched SA is then made the most
recently used by (1) setting the next LRU 25 pointer of the Matched SA to
NULL, (2) setting the previous LRU pointer of the Matched SA to the
contents of the tail_LRU_index_reg register and (3) setting the tail
LRU_index reg register to the index of the Matched SA (step 232). A flow
diagram illustrating the processing of the SA management module of the
present invention is shown in Figure 11. The SA management processing
begins in the idle 30 step 241 and moves to the next step depending on the
event. In the case of a `get unused' instruction from the CPU, the status
of the least recently used SA is fetched (step 242). If the SA is in use
(step 246), the SA and a11 related connected sessions are closed (step
244). If the SA is not in use, the head LRU_index_reg is set to the next
LRU pointer of the least recently used SA and the next(previous LRU
pointer) is set to NULL (step 248). The next and 27   WO 03/00752-1
PCT/IB02/02720 previous LRU pointers of the SA removed are then set to
NULL, thereby removing the least recently used SA from the LRU linked list
(step 250). The unused sa variable is set to the SA just disconnected and
the flag to inform the CPU accordingly is set to ` 1' (step 252). The
process then rehuns to Idle (step 254). 5 A `check lifetime' conunand from
the CPU causes the SA manager to begin checking lifetimes of all the active
SAs. The index counter is incremented (step 260) and the status of a SA is
fetched (i.e. the index_counter) (step 262). If the SA is currently in use
(step 264), the SA lifetime is fetched from the SA database (step 372). If
the lifetime has overflowed, eitlier measured by time or number of bytes
(i.e. the SA has aged out) (step 272), the SA and 10 all related connected
sessions are closed (step 274). If the SA is not used or if the SA has not
aged out, it is checked whether the index_counter is less than the last
index (step 266). If it is, the index_counter is incremented (step 268) and
the method continues with step 262. If it is not, the CPU is notified via
the main SA processing module that the lifetime check is complete (step
258) and the method 15 returns to Idle (step 254). A flow diabram
illustrating the processing perfoi~ned by the SA management module of the
present invention to open a SA is shown in Figure 12. When a SA is opened,
it is placed at the tail of the LRU linked list (step 330). The SA is also
placed in the appropriate place in the hash linked list (step 332). The
method then returns to the Idle state (step 334). 20 A flow diagram
illustrating the processing performed by the SA management module 



of the present invention to close a SA is shown in Figure 13. If the SA is
closable or the sequence number overflow has occurred (step 340), the SA is
cleared without modification of the LRU pointers (step 342). A11 the
sessions associated with this SA are then closed (step 344). The method
then returns to the Idle state (step 359). 25 If the SA cannot be closed
and no sequence number over flow occurred (step 340), and the request to
close was due to a lifetime check {step 346), the SA is not closed (step
358) and the method returns to the Idle state (step 359). If the close
request was not due to a lifetime check, the next SA status pointed to by
the least recently used list is fetched (step 348). If this SA cannot be
closed (step 350), the method continues with step 348 and the process 30
repeats until a SA is found that can be closed. If a SA that can be closed
is found, the SA is configured as the LRU (step 352). The SA is then
cleared except for the LRU pointers (step 354), all sessions associated
with this SA are cleared (step 356) and the method returns to the Idle
state (step 359). 28   WO 03/1)11752-i PCT/IB02/02720 As stated above, the
SA management module also fiuictions to maintain a pointer in the SA
database that points to the last open session used on the SA. A diagram
illustrating the last open session pointer associated with each SA record
is shown in Figure 14. Each SA entry may comprises a pointer that points to
a different last open session. This pointer is 5 updated each time a
session is opened. Note that the last open session always is at the head of
the related session list. The session database in the dynamic filter is
adapted to store several pointers including LRU, hash, family and SA
pointers. The SA pointer- functions to point to the SA that this session
uses. A diagram illustrating the previous and next session pointers and 10
matching SA pointer that are associated with each session record is shown
in Figure 15. The session record in the session database comprises a
pointer to the matching SA to be used for that session and previous and
next family pointers to sessions that use the same SA. The next and
previous pointers in the session entries are used when a SA is closed and
all the sessions related to the SA are to be closed as well. The last open
pointer in the SA entry is used to 15 point to the list of one or more
sessions that use that SA. V~hen the SA is closed, the related sessions
must also be closed. Note that when a SA is closed, both the transmit and
receive SAs are deleted and all the connected sessions are also deleted
unless they are part of a family. In this case, they are marked as
candidates to be killed (i.e. the PSV bit in the session database flags is
set). 20 A diagram illustrating an example relationship between a single
session and single SA record is shown in Figure 16. In this example, only
one session entry uses the SA. The previous and next pointers thus point to
NULL. The SA entry comprises a pointer to the last open session for that
SA. A diagram illustrating an example relationship between multiple
sessions and a single 25 SA record is shown in Figure 17. 1n this example,
three sessions use the same SA. Thus, the matching SA pointers of all three
sessions point to the same SA. The next and previous pointers of each
session are configured to form a doubly Iinlced list that includes the
three sessions. The linked list logically connects the sessions that use
the same SA . The SA entry comprises a pointer to the last open session for
that SA which points to the head of the linked 30 list. Computer Embodiment
In another embodiment, a computer is operative to execute software adapted
to perform the VPN mechanism of the present invention or any portion
thereof such as the 29   W O l13/(10752.1 PCT/IB02102720 security
association processor. A block diagram illustrating an example computer
processing system to platform adapted to perform the VPN mechanism of the
present invention is shown Figure 18. The system may be incorporated within
a communications device such as a PDA, cellular telephone, cable modem,
broadband modem, laptop, PC, network transmission or 



5 switching equipment, network device or any other wired or wireless
communications device. The device may be constructed using any combination
of hardware and/or software. The computer system, generally referenced 300,
comprises a processor 304 which may be implemented as a microcontroller,
microprocessor, microcomputer, ASIC core, FPGA core, central processing
unit (CPLI) or digital signal processor (DSP). The system 10 further
comprises static read only memory (ROM) 302 and dynamic main memory (e.g.,
RAM) 308 all in communication with the processor. The processor is also in
communication, via a bus 326, with a number of peripheral devices that are
also included in the computer system. The device is connected to a WAN 318
such as the Internet via a WAN inter face 316. 15 Alternatively, the
network 318 may comprise an Optical Ethernet based MAN or other type of MAN
depending on the location. The interface comprises wired and/or wireless
interfaces to one or more WAN communication channels. Communications I/0
processing 314 transfers data between the WAN interface and the processor.
The computer system is also connected to a LAN 312 via a Network Interface
Card (NIC) 310 adapted to handle the 20 particular network protocol being
used, e.g., one of the varieties of copper or optical Ethernet, Token Ring,
etc. In operation, the computer system is operative to dynamically filter
inbound packets from the WAN to the LAN and outbound packets from the LAN
to the WAN as described supra. An optional user interface 320 responds to
user inputs and provides feedbaclc and 25 other status information. A host
interface 322 connects a host computing device 324 to the system. The host
is adapted to configur e, control and maintain the operation of the system.
The' system also comprises magnetic storage device 306 for storing
application programs and data. The system comprises computer readable
storage medium which may include any suitable memory means including but
not limited to magnetic storage, optical storage, CD 30 ROM drive, ZIP
drive, DVD drive, DAT cassette, semiconductor volatile or non-volatile
memory, biological memory devices, or any other memory storage device.
Software operative to implement the functionality of the VPN mechanism of
the present invention or any portion thereof such as the security
association processor is adapted tn rPC;~IP nn a computer readable medium,
such as a magnetic disk within a disk drive unit or 30   WO 03/007~2~
PCT/IB02/02720 any other volatile or nonvolatile memory. Alternatively, the
computer readable medium may comps ise a floppy disk, Flash memory card,
EPROM, EEROM, EEPROM based memory, bubble memory storage, ROM storage, etc.
The software adapted to perform the VPN mechaiusm of the present invention
or any portion thereof such as the securifiy association 



5 processor may also reside, in whole or in part, in the static or dynamic
main memories or in finnware within the processor of the computer system
(i.e. within microcontroller, nucroprocessor, microcomputer, DSP, etc.
internal memory). Tn alternative embodiments, the method of the present
invention may be applicable to implementations of the invention in
integrated cir cuits, field programmable gate arrays 10 (FPGAs), chip sets
or application specific integrated circuits (ASICs), DSP circuits,
~fireless implementations and other connnunication system products. It is
intended that the appended claims cover a11 such features and advantages of
the invention that fall within the spirit and scope of the present
invention. As numerous modifications and changes will readily occur to
those skilled in the art, it is intended that the 15 invention not be
limited to the limited number of embodiments described herein. Accordingly,
it will be appreciated that all suitable variations, modifications and
equivalents may be resorted to, falling within the spirit and scope of the
present invention. 31   WO 03/00752 PCT/IB02/02720 What is claimed is: 1. A
security association processor circuit, comprising: a security association
database for storing security related data for a plurality of security
associations, each entry comprising security association related data 5
corresponding to a tmique socket; means for opening a new security
association upon receipt of a socket not found in said security association
database; means for searching for and recognizing a security association
associated with a paclcet in accordance with its socket; 10 means for
retrieving from said security association database a plurality of security
related parameters; and means for forwarding said plurality of security
related parameters to a Virtual Private Networking (VPN) security processor
for performing one or more security processes therewith. 15 2. The circuit
according to claim 1, further comprising means for updating the contents of
said security association database in accordance with results of said
security processes. 3. The circuit according to claim 1, wherein parameters
associated with said security association are configured by an entity
external to said circuit and wherein said circuit comprises means for
storing in said security association database security related data 



20 corresponding to said new security association in said security
association database and a hash value calculated on the socket associated
with said new security association. 4. The circuit according to claim 1,
wherein said security association is opened by an entity external to said
circuit and wherein said circuit comprises means for inserting a pointer to
said new security association in a Least Recently Used (LRU) linked list.
25 5. The circuit according to claim 1, further comprising means for
removing unused security associations from said security association
database. 6. The circuit according to claim l, further comprising means for
removing unused security associations from said security association
database upon exceeding a maximum timeout. J2   WO 03/(10752-4
PCT/IB02J02720 7. The circuit according to claim 1, further comprising
means for removing unused security associations from said security
association database upon exceeding a maximum byte count. 8. The circuit
according to claim 1, wherein said means for searching for and 5
recognizing a security association comprises: means for calculating a hash
value on the socket associated with the security association to be
recognized; means for looking up a hash pointer in a hash table using hash
result as an index; means for retrieving data from said security
association database in accordance with 10 said hash pointer; and means for
recognizing said security association if the retrieved data matches the
socket associated with the packet. 9. The circuit according to claim 1,
wherein said VPN security processor comprises means for performing
encryption. 15 10. The circuit according to claim 1, wherein said VPN
security processor comprises means for performing decryption. 11. The
circuit according to claim 1, wherein said VPN security processor comprises
means for performing authentication. 12. The circuit according to claim 1,
wherein said VPN security processor comprises 20 means for performing an
IPSec specified service. 13. The circuit according to claim 1, further
comprising means for applying an anti-replay mechanism to inbound packets.
14. The circuit according to claim 1, furtlier comprising means for
traclting sequence 



number of inbound packets. 25 15. The circuit according to claim 1, further
comprising means for establishing and maintaining a least recently used
(LRLI~ doubly linked Iist having a head and tail wherein most recently used
security associations are stored at the tail and least recently used
security associations are stored at the head. 33   WO 03/00752.I
PCT/IB02/02720 16. The circuit according to claim 15, wherein in the event
said LRU list is full, the security associations at the head is deleted and
a new security association is added to the tail. I7. The circuit according
to claim 1, wherein said socket comprises a Security Parameter Index (SPI),
remote IP and Protocol components. 5 1 S. The circuit according to claim 1,
wherein said security association related data comprises any one or
combination of the following values: IPSec mode, encryption algorithm,
encryption key. 19. The cixcuit according to claim 1, wherein said security
association related data comprises any one or combination of the following
values: IPSec mode, authentication 10 algorithm, authentication key. 20.
The circuit according to claim l, fiu-ther comprising means for rejecting
said packet if an error is received fiom said VPN security processor. 2I.
The circuit according to claim 1, wherein said circuit is implemented in an
Application Specific Integrated Circuit (ASIC). IS 22. The circuit
according to claim 1, wherein said circuit is implemented in a Field
Programmable Gate Array (FPGA). 23. The circuit according to claim 1,
wherein said circuit is implemented in a Digital Signal Processor (DSP).
24. A Virtual Private Network (VPN) circuit, comprising: 20 security
association database means for storing security related data for a
plurality of security associations, each entry comprising security
association related data con~esponding to a unique socket; a plurality of
security engines, each security engine adapted to perform a security
process; 25 means for opening a new security association upon receipt of a
socket not found in said security association database means; means for
searching for and recognizing a sectu~ity association associated With an
input packet in accordance with its socket; 34 



WO 03/00752.4 PCT/IB02/02720 means for retrieving from said security
association database means a plurality of security related parameters;
means for forwarding said plurality of security related par ameters to at
least one of said security engines for performing a security process
therewith; and ' ~ 5 packet building means adapted to constntct an output
packet in accordance with a particular security mode utilizing said input
packet and the results of said security process. 25. The circuit according
to claim 24, when ein at least one of said security engines is adapted to
implement IPSec tunnel mode services. 10 2b. The circuit according to claim
24, wherein at least one of said security engines is adapted to implement
IPSec transport mode services. 27. The circuit according to claim 24,
wherein at least one said security engine is adapted to perform encryption.
28. The circuit according to claim 24, wherein at least one said security
engine is adapted 15 to perform decryption. 28. The circuit according to
claim 24, wherein at least one said security engine is adapted to perform
authentication. 29. The circuit according to claim 24, wherein at Ieast one
said security engine is adapted to perform one or more IPSec services. 20
30. The circuit according to claim 24, wherein said circuit is implemented
in an Application Specific Integrated Circuit (ASIC). 31. The circuit
according to claim 24, wherein said circuit is inlplemented in a Field
Programmable Gate Array (FFGA). 32. The circuit according to claim 24,
wherein said circuit is implemented in a Digital 25 Signal Processor (DSP).
33. A portable computing device, comprising: communication means adapted to
connect said device to a communications network; 35   WO 03J00762-4
PCT/IB02/02720 memory means comprising volatile and non-volatile memory,
said non-volatile memory adapted to store program code; a processor coupled
to said memory means' and said communication means for executing said
program code; and 5 a Virtual Private Network (VPN) circuit, comprising:
security association database means for storing security related data for a
plurality of security associations, each entry comprising security
association related data corresponding to a unique socket; 



a plurality of security engines, each security engine adapted to perform a
10 security process; means for opening a new security association upon
receipt of a socket not found in said security association database means;
means for searching for and recognizing a security association associated
with an input packet in accordance with its socket; 15 means for retrieving
fiom said security association database means a plurality of security
related parameters; means for forwarding said plurality of security related
parameters to at least one of said security engines for performing a
security process therewith; 20 packet building means adapted to construct
an output packet in accordance with a particular security mode utilizing
said input packet and the results of said security process. 34. The device
according to claim 33, wherein said communications network comprises a Wide
Area Network (WAN). 25 35. The device according to claim 33, wherein said
communications network comprises a Local Area Network (LAN). 36. The device
according to claim 33, wherein said communications network comprises the
Internet, 37. The device according to claim 33, wherein said communications
network comprises a 30 Public Switched Telephone Network (PSTN). 36   WO
03/00752-~ PCT/IB02/02720 38. The circuit according to claim 33, wherein at
least one of said security engines is adapted to perform encryption. 39.
The circuit according to claim 33, wherein at least one of said security
engines is adapted to per form decryption. 5 40. The circuit according to
claim 33, wherein at least one of said security engines is adapted to
perform authentication. 41. The circuit according to claim 33, wherein at
least one of said security engines is adapted to perform an IPSec service.
42. The circuit according to claim 33, wherein said VPN circuit is
implemented in an 10 Application Specific Integrated Circuit (ASIC). 43.
Tlie circuit according to claim 33, wherein said VPN circuit is implemented
in a Field Programmable Gate Array (FPGA). 44. The circuit according to
claim 33, wherein said VPN circuit is implemented in a Digital Signal
Processor (DSP). 15 45. A security association processor circuit,
comprising: a security association database for storing security related
data for a plurality of security associations, each entry comprising
security association related data coiTesponduzg to a unique socket; a
management unit adapted to open a new security association upon receipt of
a 20 socket not found in said security association database; a recognition
unit adapted to search for and recognize a security association associated
with an input packet in accordance with its socket; a main processor unit
adapted to retrieve from said security association database a plurality of
security related parameters and forward them to a Virtual Private 25
Networking (VPN) security processor for perfoizning one or more security
processes therewith; and . a hash unit comprising a hash function and
associated hash table for facilitating the search fox stored security
associations. 37  



WO 03/00752 PCT/IB02102720 46. The circuit according to claim 45, further
comprising a least recently used (LRU) linked list adapted to provide a
listing of the frequency of use of said security associations stored in
said security association database. 47. The circuit according to claim 45,
fiirther comprising a packet builder adapted to 5 constilict all Olltplit
packet in accordance with a particular security mode utilizing said input
packet and the results of said one or more security processes. 48. The
circuit according to claim 45, wherein said VPN security processor
comprises means for performing encryption. 49. The circuit according to
claim 45, wherein said VPN security processor comprises 10 means for
performing decryption. 50. The circuit according to claim 45, wherein said
VPN seciuity processor comprises means for performing authentication. 51.
The circuit according to claim 45, wherein said VPN security processor
comprises means for performing an IPSec service. 15 52. The cir curt
according to claim 45, when ein said circuit is implemented iti an
Application Specific Integrated Circuit (ASIC). 53. The method according to
claim 45, wherein said circuit is implemented in a Field Programmable Gate
Array (FPGA). 54. The method according to claim 45, wherein said circuit is
implemented in a Digital 20 Signal Processor (DSP). 55. A method of
security association, said method comprising the steps of: establishing a
security association database adapted to store security related data for a
plurality of security associations, each entry within said security
association database corresponding to a socket; 25 opening a new security
association upon receipt of a socket not found in said security association
database; searching for and recognizing a security association associated
with a packet in accordance with its socket; J   WO 03/011752.1
PCT/IB02/112720 retrieving from said security association database a
plurality of security related parameters; and forwarding said plurality of
security related parameters to a Virtual Private Networking (VPN) security
processor for performing one or more security S processes therewith. 56.
The method according to claim 55, further comprising the step of updating
the contents of said security association database in accordance with
results of said security processes. 57. The method according to claim 55,
wherein said step of opening a new security IO association comprises:
storing security related data corresponding to said new security
association in said 



security association database; calculating a hash value on the socket
associated with said new security association; and 15 storing said hash
value in a hash table. 58. The method according to claim 55, wherein said
step of opening a new security association comprises inserting a pointer to
said new security association in a Least Recently Used (LRU) linked list.
59. The method according to claim 55, further comprising the step of
removing unused 20 security associations from said security association
database. 60. The method according to claim 55, further comprising the step
of removing unused security associations from said security association
database upon exceeding a maximum timeout. 61. The method according to
claim 55, further comprising the step of removing unused 25 security
associations from said security association database upon exceeding a
maximum byte count. 62. The method according to claim 55, wherein said step
of searching for and recognizing a security association comprises the steps
of: 39   WO 03/00752 PCT/IB02/1)2720 calculating a hash value on the socket
associated with the security association to be recognized; looking up a
hash pointer in a hash table using hash result as an index; retrieving data
from said security association database in accordance with said hash 5
pointer; and recognizing said security association if the retrieved data
matches the socket associated with the packet. 63. The method according to
claim 55, wherein said VPN security processor is adapted to perform
encryption. 10 64. The method according to claim 55, wherein said VPN
security processor is adapted to perform decryption. 65. The method
according to claim 55, wherein said VPN security processor is adapted to
perform authentication. 66. The method according to claim 55, wherein said
VPN security processor is adapted to 15 perform an IPSec specified service.
67. The method according to claim 55, further comprising the step of
applying an antireplay mechanism to packets received from a remote network.
68. The method according to claim 55, further comprising the step of
tracking sequence numbers of packets received from a remote network. 20 69.
The method according to claim 55, further comprising the step of
establishing and maintaining a least recently used (LRU) doubly linked list
having a head and tail wherein most recently used security associations are
stored at the tail and least recently used security associations are stored
at the head. 70. The method according to claim 69, wherein in the event
said LRU list is full, the 25 security associations at the head is deleted
and a new security association is added to the tail. 71. The method
according to claim 55, wherein said socket comprises a Security Parameter
Index (SPIN, remote IP and Protocol components. 40 



WO 03/011752-I PCT/IB02/02720 72. The method according to claim 55, wherein
said security association related data comprises any one or combination of
the following values: IPSec mode, encryption algorithm, encryption lcey.
73. The method according to claim 55, wherein said security association
related data 5 comprises any ane or combination of the following values:
IPSec mode, authentication algorithm, authentication key. 74. The method
according to claim 55, further comprising the step of rejecting said packet
if an enor is received from said VPN security processor. 75. The method
according to claim 55, wherein said method is implemented in an 10
Application Specific Integrated Circuit (ASIC). 76. The method according to
claim S5, wherein said method is implemented in a Field Progranunable Gate
Array (FPGA). 77. The method according to claim 55, wherein said method is
implemented in a Digital Signal Processor (DSP). 15 78. A computer readable
storage medium having computer readable program code means embodied therein
for causing a suitably programmed computer to a security association
mechanism when such program is executed on said computer, said computer
readable storage medium composing: computer readable program code means for
causing said computer to establish a 20 security association database for
storing security related data for a plurality of security associations,
each entry comprising security association related data corresponding to a
unique socket; computer readable program code means for causing said
computer to open a new security association upon receipt of a socket not
found in said security 25 association database; computer readable program
code means for causing said computer to search for and recognizing a
security association associated with a packet in accordance with its
socket; 41   WO 03/007a2-4 PCT/IB02/02720 computer readable program code
means for causing said computer to retrieve fiom said security association
database a plurality of security related parameters; and computer readable
program code means for causinb said computer to forward said 



5 plurality of security related parameters to a Virhial Private Networking
(VPN) security processor for performing one or more seciuity processes
therewith. 42 .AL9.A99.Al9L.A99.AL%.AL.A&9.Al;L.AL_.A9%.AL.A L%.A
(99.ALL.Al9L.AYLL.AL9.AlL9.ALL.A;9L.A(9_.AyL.A9.A(`%.A`.A
L.A99.A(L%.AL%.A`R.A9.AL.Al9.A&.A9.AL.A3L.Al(L.A9,.AL,.A`.ALZs_{'%4+
K{vqke`ZU]caU]ca]c:aU]c:aU]ca]cRa]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca!
5MNOTb})?fd$1%t+@{vqlgb]X]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca!@+R
r!!<##N$%c%%%&&'m'')(.(<(M(()**+{uoje`[V]]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca!+,,.p
..%/b//00)111222Q33344458
88=8M8889k99zuoje`[V]]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]caU]caU]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!9:+::::;c;y;
;c<<<1==>,>>>6??????AAAA"B;BtBBB{vpkfa[V]]caU]ca]ca]ca]caU]ca]ca]ca]caU]caU
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!BGGG8
I^IPPPPP$QMQQ[RRRSS[TU
VVW_WWvX&YYYB[[[[[zupkfa\V]U]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca![\\ffffAg|gg)hh'iQi
ijj#kullwmmm8nnoooLpppqqrqzupkf`ZU]caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]caU]ca]ca!rqq1sssttDu
suvuvv/w~wwxx<yyOzf{p{v{{{{||1}}}9~~~{vqlgb]X]c]ca]ca]ca]ca]ca]ca]ca]ca]caU
]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!~
F$+R1,:EXO>{vqlgb]X]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!Hs4dnJ`pdw(~6|wrmhc^Y]c]]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca!!q6<HZDO`ju-#|wrmhb\W]]caU]caU]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca!fS
isz#'BH9}wrlga\W|wrmhb\W]]ca]caV]ca]caV]ca]caV]ca]caV]ca]caV]ca]caV]ca]caV]
ca]ca]ca]ca
UV]caV]ca]caV]ca]caV]ca]caV]ca]ca]ca]ca]ca]ca9?KZc{{^1yD'Q{vqke`ZU]ca]c^a]c
aU]caU]ca]ca]ca]c^a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]caU]ca]ca!Z~5;Sr(&x
&A_{vpkf`[V]]ca]ca]c^a]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!GH#$6:d{upje_ZU{vpkf`[V]ca]ca]c^a]
ca]c^a]ca]c^a]ca]c^aV]ca]ca]c^a]ca]ca]c^a]ca]c^a]ca]c^a]ca]c^a]ca]ca]c^a]ca
]c^a]ca]c^aU]ca]ca]c^aLox~c3:*UXzuojd_Ykf`[V]ca]c^a]ca]c^a]ca]c^a]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]c^a]ca]c^a
MNbc*x*gs{vqlgb]Xkf`[V]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]c
a]ca]ca]ca]c^a]ca]c^a]ca]c^a]ca]c^a]ca]c^a]ca]c^a]ca  GWM"l+;
ChW]zupkfa\W]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU
]ca]ca]ca]ca]ca]ca]ca]ca]ca]caV]ca]ca]ca!]`kz_:n$]77{upkfa\W]]ca]ca]ca]ca]c
a]caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]caU]ca!Mlu)xHe|>G[%60
ytoje`[V]]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!  :BE
Qi~l)/<KES</:|wrmhc^Y]]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca! !Z"ui!6T_@
!I!|wqkfa\W]]]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca!I!!!"w"""`##,$Q$$$4%R%%%&'''v''1(a
(
)%)z)))*+}++{vqlgb]X]]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!+%,,,F-O---".N.T.b.q.."04
00M1112033+445!5$5/5>55556:}wrmhc^Y]]]]]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!6::;z;;<<
<<==>>??BB'C-C0C9CHC+D%EEFF
GGHxHHIJzupkfa\W]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]ca!JnJpJsJJJJKRL]LLLM=MMMN#OOPPQ
!Q-Q=QQQ=RRRS#SST~ytoje`[V]]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca!TTUUVWX
X/X>XXYYY_ZZV[[\p\\\)]]]^^?_K_Q_T___n__{vqlfa\W]]]ca]ca]caU]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]ca]ca]ca]c
a!_`````aX/X>XXYYY_ZZV[[\p\\\)]]]^^?_K_Q_T___n__{vqlfa\W]]]ca]ca]caU]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]caU]ca]ca]ca]ca]c
a]ca]ca]caZs_eFl,10%&'()-l!10%&'()-  t10%&'()- 10%&'()-
T10%&'()-910%&'()-_{'%4^?Y!10%&'()-!6,@#10%&'()-gY9'!10%&'()-Y9!10%&'()-g!(
@&,#10%&'()-zz10%&'()-4+ ^?Ys- 10%&'()-!Ds*-#10%&'()-fY(
10%&'()-!N`$@#10%&'()-Y"10%&'()-Y`!!10%&'()-+    



aB3"`10%&'()-!2#10%&'()-fL&610%&'()-ML3:10%&'()-`Y010%&'()-Y. 10%&'()-KdYNC
10 10 10!;10%&'()-@=10%&'()-<10%&'()-Y,8 10%&'()-F5!10%&'()-g
5_=YNC!1yS#10%qq&'()-! l'10%``&'()-
l'10%(T(&'()-F&!10%@&'()-f!`10%@&'()-910%@&'()-XMNOQRST}^SH= 10@ 10@
10@y:s10%@&'()-96s10%@&'()-M`3M10%@&'()-L!(yS#10%hh&'()-!(yS#10%hh&'()-Tb})
aBSH= 103&9!10%&'()-!l
'10%__&'()-10%&'()-"L10%&'()-y10%&'()-910%&'()-?faBSH=
10LS#10%&'()-10%&'()-3L10%&'()-39!10%&'()-3&&!10%&'()-!l '10%&'()-fd$dESH=
103 9!10%&'()-ss10%&'()-10%&'()- `&!10%&'()-s10%&'()- 9!10%&'()-f1{%taBSH=
10-10%&'()-,S10%&'()- '&!10%&'()-!$S#10%jj&'()-f$S#10%&'()-f
!&!10%&'()-ft+@aVK@ 1 10 10 10y:`10%&'()- 6!10%&'()-f
,5!10%&'()-!N,2S#10%&'()-g /&!10%&'()-z+aBVK@ 1
Ff&!10%O&'()-y"10%O&'()-FS10%O&'()-!F&!10%OO&'()- "L10%O&'()-910%O&'()-R
r!!<##dBVK@ 1 !D#S#10%KOKO&'()-f3&!10%O&'()-
-#10%O&'()-39!10%O&'()-Ty@#10%O&'()-F!10%O&'()-#N$%c%%%&dEVK@ 1
!/`10%O&'()-3.10%O&'()-3,!10%O&'()-Y+@#10%O&'()-3F(&!10%O&'()-zF&!10%O&'()-
&&'m'')(+(,(}^?4@
10O:t10%O&'()-39!10%O&'()-3l7!10%O&'()-!H5M'10%OOOO&'()-3l4!10%O&'()-!@Y1@#
10%OO&'()-z,(-(.(<(M(())mK@
10O!y"10%BB&'()-3S&!10%B&'()-39!10%B&'()-!L10%B&'()-L10%B&'()- 10O
10O)**++,,aBK@ 



10O33!10%B&'()-3
!10%B&'()-y-#10%B&'()-!-#10%BB&'()-3y&!10%B&'()-zy"10%B&'()-,-.p..%/b/}^?K@
10O#10%B&'()-3F"!10%B&'()-3
!10%B&'()-3F!10%B&'()-!#-#10%BB&'()-!#-#10%BB&'()-b//00)111dEK@
10O3l.!10%B&'()-3,!10%B&'()-l+-#10%B&'()-3Y(!10%B&'()-z3&!10%B&'()-Y%10%B&'
()-1222Q333dEK@ 10OF9 10%B&'()-37
10%B&'()-36!10%B&'()-4`10%B&'()-310%B&'()-3/!10%B&'()-z33344445<7_= 10O!K
&'10%^^&'()-!'10%TT&'()-3"s10%&'()-L10%&'()- 10B 10B 10B:`10%B&'()-<78 888
88=8M8~_@ 10O!"L10%O&'()-10%O&'()-&10%O&'()- 10 10 10;`10%&'()-!
&'10%^^&'()-M8889k99:}^?~_@ 10O!39!10%O&'()-L10%O&'()-!
%10%OO&'()-910%O&'()-! 10%OO&'()-&10%O&'()-:+::::;c;dE~_@
10O!10%O&'()-3s`10%O&'()-10%O&'()-` 10%O&'()-10%O&'()-3L10%O&'()-c;y;
;;c<<<aB~_@
10O!$10%O&'()-#10%O&'()-!3&!10%OO&'()-3&!10%&'()-@#10%O&'()-310%O&'()-<1===
>,>>~_=~_@ 10O! @/&!10%OO&'()-f3-10%O&'()-*f#10%O&'()-g
6*f#10%=-=&'()-g),)10%O&'()-! ,&&!10%OO&'()-T>>6???????aVK@ 10O! 10O 10O
10Oy:s10%O&'()- 6y10%O&'()-!S5:'10%OO&'()-3@10%O&'()-@2`10%O&'()-???E@@
AA}[9VK@
10!l&10%GG&'()-!Al&10%LL&'()-!l&10%PP&'()-!l&10%UU&'()-"`10%&'()-L10%&'()-A
AAAAAA"B;BaB 10!310%T&'()-10%T&'()-L10%T&'()- 10 10 



10S:`10%&'()- l&10%(e!(&'()-;BtBBBBBBBdL2B3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*1F 10%T
&'()-"`10%T&'()-@10%T&'()-BBBBBBB"Cx^?B3f10%3f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*"C#C&C<C=CACYCZC}^FB3f10%13f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*1ZC^CvCwC{CCCCu]CB3f10%3f10%T &'()-`*1&3f10%T
&'()-`*)3f10%T &'()-`*1&3f10%T &'()-`*)3f10%T
&'()-`*CCCCCCCCx^?B3f10%3f10%T &'()-`*3f10%T &'()-`*13f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*CCCDDDDD}^FB3f10%13f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*1D&DZD[DaDDDDu]CB3f10%3f10%T &'()-`*1&3f10%T
&'()-`*)3f10%T 



&'()-`*1&3f10%T &'()-`*)3f10%T &'()-`*DDDDDDDDx^?B3f10%3f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*DDDEEE1E2E}^FB3f10%13f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*12E6EMENESEvEwE|Eu]CB3f10%3f10%T &'()-`*1&3f10%T
&'()-`*)3f10%T &'()-`*1&3f10%T &'()-`*)3f10%T
&'()-`*|EEEEEEEEx^?B3f10%3f10%T &'()-`*3f10%T &'()-`*13f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*EEEF FF'F(F}^FB3f10%13f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*3f10%T &'()-`*1(F+F=F>FBF\F]F`Fu]CB3f10%3f10%T
&'()-`*1&3f10%T &'()-`*)3f10%T &'()-`*1&3f10%T &'()-`*)3f10%T 



&'()-`*`FoFpFvFFFFFx^?B3f10%3f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*13f10%T &'()-`*FFFFFFFF}^FB3f10%13f10%T &'()-`*3f10%T
&'()-`*13f10%T &'()-`*3f10%T &'()-`*1FFFFFGGGu]CB3f10%3f10%T
&'()-`*1&3f10%T &'()-`*)3f10%T &'()-`*1&3f10%T &'()-`*)3f10%T
&'()-`*G"G#G'GAGBGEGTGx^?B3f10%3f10%T &'()-`*3f10%T &'()-`*13f10%T
&'()-`*3f10%T &'()-`*13f10%T &'()-`*TGUGXGjGkGoGGG}^FB3f10%13f10%T
&'()-`*3f10%T &'()-`*13f10%T &'()-`*3f10%T &'()-`*1GGGGGGGGGtgZM3f10%10 10
10  :t10% &'()-3f10%T &'()-`*1&3f10%T &'()-`*)3f10%T &'()-`*GGGGGGGGkK3M
10%,%,&'()-10%,%,&'()- 010%,%,&'()-10%,%,&'()-
9!10%,%,&'()-GGHHHHH$HpX<M10%,%,&'()- 10%,%,&'()-10%,%,&'()-
10%,%,&'()-10%,%,&'()-$HCHDHHHaHbHfHHsW7M10%,%,&'()-10%,%,&'()- 



10%,%,&'()-10%,%,&'()- 10%,%,&'()-HHHHHHHHxX@M 10%,%,&'()-10%,%,&'()-
10%,%,&'()-10%,%,&'()- HHHHHIIIpX<M10%,%,&'()- 10%,%,&'()-10%,%,&'()-
10%,%,&'()-10%,%,&'()-I"I#I'I6I7I8I^IsX7M 3 10%'&'()-10%,%,&'()-
10%,%,&'()-10%,%,&'()- 10%,%,&'()-^IIKLNPPP|[:-M10' :10%'&'()-
f`z#10%6'6&'()-  f`z#10%'&'()-  f`z#10%;';&'()-  Af`z#10%@'@&'()-
f`z#10%D'D&'()- PPPPP$QMQQbAM10'  {'10%'&'()-z lfT10%'&'()- !10%'&'()-
"L10%'&'()- L10%'&'()-10'10'Q[RRRSST[T|[:AM10' 9S-#10%'&'()-f S-#10%#&'()-f
l '!10%'&'()- l'!10%'&'()-g l'!10%'&'()- "10%'&'()-[TnUU VVW_W|[:AM10'
,#@#10%'&'()-  Y"`10%'&'()- YY!10%'&'()-g s10%'&'()- @@#10%!&'()-y
@@#10%('(&'()-y_WWvX&YYYZ|[:AM10' I1@#10%'&'()-y Y0!10%'&'()- Y.!10%'&'()-
l+S#10%@'@&'()-z Y&'!10%'&'()- ll%!10%'&'()-ZB[[[[[[[\|obU410
L10%`x'`&'()-10'10'10' ;10%'&'()- Y9!10%'&'()- 7`10%'&'()-
1@#10%I'I&'()-y\\6]^w_k`b|[:bU410   '10%x'&'()-1  '10%x'&'()-1
'10%x'&'()-1 P '10%x'&'()-1  '10%x'&'()-1
!`10%`x'`&'()-bc7eJffffff|[NA41010`x'`10`x'`10`x'` :10%`x'`&'()-  '10%
&'()-1 A '10%`x'`&'()-1  '10%x'&'()-1  '10%x'&'()-1fffAg|gg)h|[:NA41010
S"10%`x'`&'()-F lS&10%x'&'()- 3310%`x'`&'()- 3&!10%`x'`&'()-f
!L10%`x'`&'()- 910%`x'`&'()-)hh'iQiijj|[:NA41010 3 10%`x'`&'()-
&!10%`x'`&'()-z y@#10%x'&'()-z 3`10%`x'`&'()- 3y!10%`x'`&'()-
3f!10%`x'`&'()-fj#kullwmmm|[:NA41010  ),10%`x'`&'()- 3F(!10%`x'`&'()-
F%!10%`x'`&'()-f #S#10%`x'`&'()-  &!10%`x'`&'()-y
@#10%`x'`&'()-m8nnAoooo|[:NA41010  l4910%`x'`&'()- 2-#10%`x'`&'()-
3Y.!10%x'&'()- 3Y.!10%`x'`&'()-  ,!10%`x'`&'()-
F+@#10%`x'`&'()-oLppppppqqvU410 "`10%t't&'()-
L10%t't&'()-10`x'`10`x'`10`x'` S:10%`x'`&'()- 3l7!10%`x'`&'()-z
5'10%`x'`&'()-qrqqrr1sss|[:vU410  3S&!10%t't&'()-  9!10%t't&'()-
FBl'10%:':&'()- tl'10%t't&'()- 3,Y10%t't&'()-
39!10%t't&'()-sttDusuvuv|[:vU410   9!10%t't&'()- yS#10%t't&'()-z
f10%t't&'()- 3y&!10%t't&'()- 3&!10%t't&'()-
1f#10%t't&'()-fuvv/w~wwxx|[:vU410  F+10%t't&'()- &:!10%t't&'()-
%&!10%t't&'()- #S#10%t't&'()-   9!10%t't&'()-f  9!10%t't&'()-x<yyOz
{f{p{|[:vU410  Y710%t't&'()- 2:'10%t't&'()- 2:'10%'&'()-  /!10%t't&'()-f
F.&!10%t't&'()- ,10%t't&'()-p{s{t{u{v{{{{|vU410 l@'!10%,'&'()-f
s10%,'&'()- !L10%,'&'()- 910%,'&'()-10t't10t't10t't
S:10%t't&'()-||1}}}9~~|[:vU410  l!10%,'&'()- lf!10%,'&'()- l'!10%,'&'()-
l,''10%,'&'()-  "10%,'&'()- l@''10%,'&'()-~~F$+|[:vU410  @ @#10%<,'<&'()-
l!10%,'&'()-  t10%,'&'()- ly10%,'&'()- l'!10%,'&'()-
Sy@#10%,'&'()-+R|[:vU410  Y)'10%,'&'()- YF(!10%,'&'()- l&!10%,'&'()-
3%`10%,'&'()- ;,3"T#10%,'&'()-@ l !10%,'&'()-1,|[:vU410  Y8@10%,'&'()-
Y5!10%,'&'()-y , 4@#10%,'&'()- Y2!10%,'&'()- Y.!10%,'&'()-
,,,m10%,'&'()-:vU410 !10%'?''&'()- 3 s10%'?''&'()- !L10%'?''&'()-
L10%'?''&'()-10,'10,'10,' :10%,'&'()-EXO|[:vU410  ff-#10%@?'@&'()-z l
10%'?''&'()- S!10%'?''&'()- &!10%'?''&'()- <YM'10%W?'W&'()-f
&!10%'?''&'()-gO>H|[:vU410  @3+,#10%'?''&'()- l3%'!10%'?''&'()-f @
"@#10%'?''&'()-y l!10%'?''&'()-z S@#10%X?'X&'()-g y10%'?''&'()-Hs4|[:vU410
5`10%'?''&'()- Y4,10%'?''&'()- @2@#10%'?''&'()- / 10%'?''&'()-f
lF.@10%'?''&'()- l,!10%'?''&'()-4dvU410 l'!10%'&'()-  "s10%'&'()-
L10%'&'()-10'?''10'?''10'?'' :10%'?''&'()- lY7!10%'?''&'()-zdnJ|[:vU410
Yy'!10%'&'()- YM!10%'&'()- f10%'&'()- Y10%K'K&'()- S'10%'&'()-
Y@:!10%'&'()-y`pd|[:vU410  , @#10%1'1&'()-y Y 10%'&'()- Y!10%'&'()-f
Y'!10%'&'()- ,@#10%'&'()- Y'!10%'&'()-dw(~|[:vU410  &s10%'&'()- FF%
10%'&'()- #S#10%'&'()- FF"&!10%'&'()- F &!10%'&'()-
F3&!10%'&'()-~6!|[:vU410  2@#10%'&'()- Fl110%'&'()- FY.!10%'&'()-z
dY+S#10%'&'()-g Y+S#10%&'()-g FY(&!10%'&'()-g!q69:;<H|obU410
L10%,'&'()-10'10'10' f:10%'&'()- F6Z"10%%&'()- F6Z"10%T&'()-
Fl4!10%'&'()-HZD|[:bU410  "10%,'&'()- S10%,'&'()- Fm10%,'&'()-
Y,'!10%,'&'()- 10%,'&'()- !L10%,'&'()-O|[:bU410  @#10%7,'7&'()-
)3&!10%,'&'()-g 3&!10%&&'()-g ,@#10%,'&'()-z Fy10%,'&'()-
^l@'10%,'&'()-`j|[:bU410  *10%,'&'()- #f#10%E,'E&'()-f 3"s10%,'&'()-
33&!10%,'&'()-f F!10%,'&'()- @#10%,'&'()- u-Q|[:bU410   5!10%,'&'()-f
5!10%&'()-f  4@#10%,'&'()-  2!10%,'&'()-   1!10%,'&'()-
,S#10%J,'J&'()-#vU410 F:!10%t't&'()-g !L10%t't&'()-
`10%t't&'()-10,'10,'10,' S:10%,'&'()-  8!10%,'&'()-fS|[:vU410
(S#10%t't&'()- F&!10%t't&'()-g 6fS#10%t't&'()- ^l@'10%R'R&'()-y
l@'10%'&'()-y FF10%t't&'()-gKvU410
(S#10S10%t't&'()-sS10%t't&'()-sS10%t't&'()-s^S10%t't&'()-sS10%t't&'()-sS10%
t't&'()-s#tX8vU410
S10%t't&'()-sS10%t't&'()-sSS10%t't&'()-sS10%t't&'()-sSS10%t't&'()-s/KP#$%+-
GHtT8vU410
S10%t't&'()-sS10%t't&'()-sS10%t't&'()-sS10%t't&'()-s/KPS10%t't&'()-sHNTU[^{
sS3vU410S10%t't&'()-sS10%t't&'()-sS10%t't&'()-s/KPS10%t't&'()-sS10%t't&'()-
s{oT3vU410
3(10%,'&'()-S10%t't&'()-s/KPS10%t't&'()-sS10%t't&'()-sS10%t't&'()-su9<=|[:-
410,' S:10%,'&'()- @&6''10%4,'4&'()-@ Y.10%,'&'()- Y.10%$&'()-s
F-F10%,'&'()- *@#10%,'&'()- =>?KZcbA410,'   &!10%,X#,&'()-  &!10%,X#,&'()-
10%,X#,&'()- !910%,X#,&'()- L10%,X#,&'()-10,'10,'c{{|[:A410,'
!10%,X#,&'()- Ss10%,X#,&'()-  f10%,X#,&'()-  @!10%,X#,&'()- f"10%,X#,&'()-
@!10%,X#,&'()-{^1y|[:A410,'  3%10%,X#,&'()- #S#10%,X#,&'()- '!10%,X#,&'()-z
-#10%,X#,&'()-  !10%,X#,&'()-S f-#10%,X#,&'()-yD|[:A410,' /10%,X#,&'()-
-!10%,X#,&'()- y,,#10%,X#,&'()-  *!10%,X#,&'()- f)t10%,X#,&'()- L'
10%,X#,&'()-'b|obU410 L10%E#&'()-10,X#,10,X#,10,X#, ,:10%,X#,&'()- ,410%
&'()- ,410%,",&'()- 2'10%,X#,&'()-aEbU410
L10@10%E#&'()-?'@10%E#&'()-?@10%E#&'()-?@10%E#&'()-? !910%E#&'()-.1eEbU410
L10@10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'@10%E#&'()-?@10%E#&'()-?124JMNPahL,
4@10%E#&'()-?@10%E#&'()-?'@10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'adeh}eG+4@10
%E#&'()-?'@10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'@10%E#&'()-?eE+4@10%E#&'()-@
10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'-@10%E#&'()-?@10%E#&'()-?hL,4@10%E#&'()
-?@10%E#&'()-?'@10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'eG+4@10%E#&'()-?'@10%E#
&'()-?@10%E#&'()-?@10%E#&'()-?'@10%E#&'()-?59:=imeE+4@10%E#&'()-@10%E#&'()-
?@10%E#&'()-?@10%E#&'()-?'-@10%E#&'()-?@10%E#&'()-?mnqhL,4@10%E#&'()-?@10%E
#&'()-?'@10%E#&'()-?@10%E#&'()-?@10%E#&'()-?'ZdC,4@10%E# 3&!10%#&'()-
3&!10%#&'()- 10%#&'()-@10%E#&'()-?'@10%E#&'()-?~5|[:,4@1  3(&!10%#&'()-
&10%#&'()- 33%10%#&'()- #-#10%#&'()-  9!10%#&'()-y y "10%#&'()-;Sr|[:,4@1
Y110%#&'()-  / 10%#&'()-  F.!10%#&'()-  ,&!10%#&'()- F+-#10%#&'()-
)&!10%#&'()-(vU4 !L10%z"z&'()- s`10%z"z&'()-10#10#10# @:10%#&'()-
Y4&!10%#&'()- 2@#10%#&'()-&x|[:-410z"z y;10%z"z&'()- y  10%z"z&'()-
FyM!10%z"z&'()- 10%z"z&'()- Fy10%z"z&'()- Y:!10%z"z&'()- &_bA410z"z  L`10%
! 



&'()-S ``10%e"e&'()-S `10%j"j&'()-S 10%g"g&'()-
910%g"g&'()-10z"z10z"z$|[?A410z"z #10%g_g&'()-- `#10%g_g&'()-S
`#10%g"g&'()-S `#10%gg&'()-S `#10%g_g&'()-S  "`10%g"g&'()-^BA410z"z
#10%g_g&'()--)?#`#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--
U9A410z"z#10%g_g&'()--)?##10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()
--$*,CDEU9A410z"z#10%g_g&'()--)?##10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10
%g_g&'()--EFGInop^BA410z"z##10%g_g&'()--)?##10%g_g&'()--#10%g_g&'()--#10%g_
g&'()--#10%g_g&'()--pqrvz{|^BA410z"z##10%g_g&'()--)?##10%g_g&'()--#10%g_g&'
()--#10%g_g&'()--#10%g_g&'()--|}~^BA410z"z##10%g_g&'()--)?##10%g_g&'()--#10
%g_g&'()--#10%g_g&'()--#10%g_g&'()--^BA410z"z##10%g_g&'()--)?##10%g_g&'()--
#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--U9A410z"z#10%g_g&'()--)?##10%g_g&'()
--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--^BA410z"z##10%g_g&'()--)?##10%g_g&
'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--^BA410z"z##10%g_g&'()--)?##10%g
_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--^BA410z"z##10%g_g&'()--)?##1
0%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--^BA410z"z##10%g_g&'()--)?
##10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--U9A410z"z#10%g_g&'()--
)?##10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--^CA410z"z#1#10%g_g&'
()--)?##10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#10%g_g&'()--#%:efzgK+4,)"10%
g_g&'()-,)"10%g_g&'()-",)"10%g_g&'()-,)"10%g_g&'()-,)"10%g_g&'()-,)"10%g_g&
'()-xX@4,)"10%g_",)"10%g_g&'()-,)"10%g_g&'()-_",)"10%g_g&'()-,)"10%g_g&'()-
"LopO.4 S/"10%tt&'()-  B0S/"10%g&'()-  S/"10%&'()-
,)"10%g_g&'()-",)"10%g_g&'()-,)"10%g_g&'()-ox{|}~|[NA4 10%%10%%10%%S f;
10%%%&'()-S Y8 10%%%&'()- Y6 10%%%&'()- 6t10%%%&'()- 5:10%%%&'()-~c|[:NA4
10 f"10%%&'()-S  S&!10%%&'()-S  @9!10%%&'()-y  &!10%%&'()- "s10%%&'()-
`10%%&'()-c3:|[:NA4 10  !10%%&'()-S y@#10%%&'()-S  &!10%%&'()- y10%%&'()-
10%%&'()-  f&!10%%&'()-:*|[:NA4 10 P@ 10%%&'()-S  10%%&'()-S 3-#10%%&'()-
s10%%&'()-   10%%&'()-  &!10%%&'()-_5NA4 )?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mlBNA4 )?&O E)?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m23d:NA4 ))?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m34569QRlBNA4
))?)?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mRSTUYqrlBNA4
))?)?&O E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mrvd:NA4
))?&O E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mlBNA4 ))?)?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-md:NA4 ))?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mlBNA4 ))?)?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m"(*GHd:NA4 ))?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mHIKLMOilLNA4 ))?&O
E!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-mijnzzZ:N
A4 )!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O E~^>NA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O EzZ:NA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O E!B~^>NA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O EBCGU[]^zZ>NA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O E^_`abdbBNA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O EzZ>NA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O EbBNA4
)!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m!10%%&'()-m)?&O E*yXK>1
101#101#101# ,:10%1#&'()-  S8!10%1#&'()- 6@#10%1#&'()-!10%%&'()-m)?&O
Ex*|[:K>1 101 399!10%#&'()- 3 9!10%#&'()- y9#10%#&'()- 3M!10%#&'()-y
!`10%#&'()- `10%#&'()-*g|[:K>1 101 39&!10%#&'()- 3&!10%#&'()- &10%#&'()-
F10%#&'()- 10%#&'()- 39!10%#&'()-zs G|[:K>1 101 3%&!10%#&'()-y
`$f#10%#&'()- 3L!&!10%#&'()-g 10%#&'()- 3Ly10%#&'()- @#10%#&'()-GWM|[:K>1
101 5`10%#&'()- 310%#&'()- 3s0!10%#&'()-y 3.!10%#&'()- 3s-!10%#&'()-
+S#10%#&'()-"vU4 1 FM!10%&&'()-  "`10%&&'()- L10%&&'()-10#10#10#
SF:10%#&'()- 36!10%#&'()-l+|[:vU4 1  ,T#10%&&'()- F:!10%&&'()-y S"10%&&'()-
10%&&'()-  10%&&'()- FyF10%&&'()-+;C|[:vU4 1  F &!10%&&'()- ,@#10%&&'()-
10%&&'()- F10%&&'()- F&!10%&&'()- Yy'!10%&&'()-Ch_|[:vU4 1   3(9'10%&&'()-
3(9'10%)&'()-   3(9'10%&&'()-  )3"f#10%&&'()-f )3"f#10%&&'()-f F
10%&&'()-_WZ[\]kzvU4 1 10%#&'()- "`10%#&'()- 910%#&'()-10&10&10& S;
10%&&'()-  3(9'10%&&'()- _|[:vU4 1  3&!10%#&'()- y@#10%#&'()-
3f9!10%#&'()-z S"10%#&'()-f S"10%&'()-f F@&!10%#&'()-f:n|[:vU4 1  3
!10%#&'()-f 3!10%#&'()-y  `10%#&'()- 3&!10%#&'()- 10%#&'()-
3s10%#&'()-n$|[:vU4 1   Y.10%#&'()- F+@#10%###&'()-z  F(!10%#&'()-f  F(!10%
&'()-f 3F%!10%#&'()-f #@#10%#&'()-]|[NA4 110#10#10# @:10%#&'()-
l4!10%#&'()-z 2-#10%#&'()-  Y1!10%#&'()- /`10%#&'()-7|[:NA4 110 -10%E#&'()-
fM!10%E#&'()- S"10%E#&'()- :!10%E#&'()- !L10%E#&'()- L10%E#&'()-7Ml|[:NA4
110 F!10%E#&'()- t10%E#&'()- 310%E#&'()-  '!10%E#&'()-y '!10%E#&'()-
10%E#&'()-u)x|[:NA4 110 Y+T#10%E#&'()- Y(!10%E#&'()-z &'!10%E#&'()-
Y%!10%E#&'()- IF"T#10%Q"&'()-z  '!10%E#&'()-He||obU4 1
L10%M~&M&'()-10E#10E#10E# ,:10%E#&'()- 7410%E#&'()- 2@#10%JE#J&'()-
,:!10%E#&'()-z^|[:bU4 1   &'10%0~&0&'()-"  &'10%&~&&&'()-"  &'10%+~&+&'()-"
K&'10%+~&+&'()-"  



&'10%&~&&&'()-" "`10%M~&M&'()->G|[:bU4 1  @310%M~&M&'()- l1!10%M~&M&'()-
l0'!10%M~&M&'()- @)S#10%u~&u&'()- @)S#10%M~&M&'()-  &'10%&~&&&'()-"G[%vU4 1
!`10%"&'()- `10%"&'()-10M~&M10M~&M10M~&M :10%M~&M&'()- lF7!10%M~&M&'()-
f5@10%M~&M&'()-%60 |[:vU4 1  Y'!10%"&'()- Y`!10%"&'()- 10%"&'()-
Y`z10%"&'()-  "10%"&'()- Y:!10%"&'()-0   :B|[:vU4 1  @,#10%"&'()-
`10%"&'()- Y,10%"&'()- Y'!10%"&'()- Y!10%"&'()- @s,#10%"&'()-E  Qi|[:vU4 1
*s10%"&'()- Y@)10%"&'()- Y'!10%"&'()- F@&&!10%"&'()- $S#10%"&'()-
Y!10%"&'()-z~l)|[:vU4 1  Ff8!10%"&'()-z 6M10%"&'()- Ff510%"&'()-
3-#10%"&'()- F-!10%"&'()-y @,@#10%"&'()-),-./<KEvU4 1 F!10%"&'()-z
F&!10%"&'()- !910%"&'()- s`10%"&'()-10"10"10" f;10%"&'()-ES<|[:vU4 1
@#10%"&'()-f F@!10%"&'()- 10%"&'()- 3,s10%"&'()- 8y,"10%"&'()-g
F&!10%"&'()-/:|[:-410" @&<10%"&'()- 3y s10%"&'()- 3!10%"&'()- f-#10%"&'()-
3f&!10%"&'()-f 10%"&'()- !ZbA410"  10%1#&'()- 3 10%1#&'()- Y10%1#&'()-
3910%1#&'()- L!10%1#&'()-10"10""ui|[:A410" f#10%1#&'()- sY10%1#&'()-
10%1#&'()- sF10%1#&'()- 10%1#&'()- y310%1#&'()-i!6|[:A410"  L$9!10%1#&'()-g
f S#10%1#&'()-f `F10%1#&'()- `10%1#&'()- 10%1#&'()-
sl@10%1#&'()-T_@|[:A410" $,2S#10%D1#D&'()-g  /10%1#&'()-  ,&!10%1#&'()-f
`*10%1#&'()- (S#10%1#&'()-  L'&!10%1#&'()-@  vU410 !L10%t&t&'()-
910%t&t&'()-101#101#101# ,s<10%1#&'()-  &910%1#&'()-  6!10%1#&'()-y
!I!!!|[:vU410    10%t&t&'()- 10%t&t&'()- y10%t&t&'()-  ll '10%R&R&'()-
310%t&t&'()- F:!10%t&t&'()-y!"w"""`##|[:vU410  @#10%&&'()-y 3&!10%t&t&'()-g
10%t&t&'()- 10%t&t&'()- S#10%t&t&'()-f 10%t&t&'()-#,$Q$$$4%R%|[:vU410
9-,10%t&t&'()- 3+!10%t&t&'()- S)10%t&t&'()- F'!10%t&t&'()-  l%3 10%t&t&'()-
3#!10%t&t&'()-R%%%&&''''|obU410 &10%M~&M&'()-10t&t10t&t10t&t @<10%t&t&'()-
3S#10%&&'()-S   110%t&t&'()- F/!10%t&t&'()-''v''1(a( )|[:bU410
8"10%~&&'()-y  Y -10%!~&!&'()- !10%M~&M&'()- l` 10%M~&M&'()- !10%M~&M&'()-
"L10%M~&M&'()- )%)z)))*+|[:bU410  Y'!10%M~&M&'()-z Y:!10%M~&M&'()-f
@L10%M~&M&'()- Y'!10%M~&M&'()- 9!10%M~&M&'()-
Y`10%M~&M&'()-+}++%,,,,|[:bU410  .s10%&'()-y `-10%M~&M&'()- +g#10%M~&M&'()-
Y`*10%M~&M&'()- Yy&!10%M~&M&'()-g @"@#10%p~&p&'()-f,F-O---".N.|[:bU410
810%M~&M&'()- 6`10%M~&M&'()-3 5g10%M~&M&'()- s3@#10%M~&M&'()-
,210%M~&M&'()- .s10%M~&M&'()-yN.Q.R.S.T.b.q..~/vU410 W'10%t&t&'()-z
V10%&&'()-f "L10%`&`&'()- 910%`&`&'()-10M~&M10M~&M10M~&M y;
10%M~&M&'()-~/"0400M111|[:vU410  310%`&`&'()- F!10%`&`&'()- @#10%&&'()-z
F!10%`&`&'()-f ,10%`&`&'()- '10%k&k&'()-z1622033+44|[:vU410
D3@#10%`&`&'()-y 3/!10%`&`&'()-g  3+S#10%&&'()-f 39'!10%`&`&'()-z
l@#10%&&'()-` (l@#10%`&`&'()-`44555 5!5/5>5vU410  "`10%M~&M&'()-
L10%M~&M&'()-10`&`10`&`10`&` @&<10%`&`&'()- 36@ 10%&&'()-z 36@
10%``&'()-z>55556S67|[:vU410  e,sz#10%{ ~&{ &'()-Y ,sz#10%MM&'()-Y s,sz#10%
m &'()-Y h  '10%~&&'()- `10%M~&M&'()-  10%M~&M&'()-7}77x8896:|[:vU410
,sz#10% ~& &'()-Y V,sz#10%{ ~&{ &'()-Y ,sz#10% ~& 



&'()-Y V,sz#10% ~& &'()-Y Q,sz#10% ~& &'()-Y ,sz#10%M~&M&'()-Y6::;z;
;<<<<|[NA41010M~&M10M~&M10M~&M <10%M~&M&'()- I,6T#10%M~&M&'()-f
l2!10%M~&M&'()-S ),3.T#10%~&&'()-f lL*!10%M~&M&'()-g<< <<==>|[:NA41010
F:!10%&&'()-f G "10%f&f&'()-f  Y&:'10%&&'()-f Y,:!10%&&'()-z !L10%&&'()-
s`10%&&'()->>???@ A|[:NA41010 #z#10%&&'()- iR#z#10%6&6&'()- #z#10%&'()-
F&!10%&&'()-f F:!10%&&'()-f ,T#10%&&'()-f AABB'C*C+C,C-C|[NA41010&10&10&
SL<10%&&'()- 7m 10%&&'()- 35'10%&&'()- #z#10%&&'()-
dR#z#10%1&1&'()--C9CHC+DD%EE|[:NA41010 3!10%t&t&'()-z  l &10%DD&'()- l
&10%&&'()- 3&!10%t&t&'()- !L10%t&t&'()- s`10%t&t&'()-EFF GGHxH|[:NA41010
D*@#10%t&t&'()-g 3&!10%t&t&'()-f "-#10%&&'()-z 3!10%t&t&'()-f
3!10%t&t&'()-z -#10%t&t&'()-fxHHIIJnJpJqJ|[:-410t&t ,L<10%t&t&'()-
[7`10%'&'&'()-S [1@#10% & &'()-f `1@#10% & &'()-f v3.!10% & &'()-f
3.!10%t!t&'()-fqJrJsJJJJJKa@410t&t  q`&10%'&'()-y!`&10%&'()-y 10%'&'()-
"L10%'&'()- 910%'&'()-10t&t10t&tKRL]LLLM=M|[:@410t&t fs10%&'()- 10%'&'()- f
10%'&'()- F&!10%'&'()- 310%'&'()- FF&!10%'&'()-z=MMMN#OOP|[:@410t&t
I&0S#10%'&'()-f 3*!10%'&'()- I&S#10%'&'()-f 3`!9!10%'&'()- M10%'&'()-
`fs10%'&'()-PPQQQ Q!Q-Q=QvU410  "`10%'&'()- L10%'&'()-10'10'10' @;10%'&'()-
5M'10%% '% &'()-z  9310%'&'()-=QQQ=RLRRR|[:vU410  `10%'&'()- >
"10%2'2&'()-f  "10%a&'()-f `10%'&'()- `10%&'()-f 10%'&'()-RS#SSTTU|[:vU410
3,#&!10%'&'()-g (3@#10%'&'()-y 3L&!10%'&'()-z SS#10%'&'()-y 3 10%'&'()-
Fl&!10%'&'()-UUVWXXXX X|[NA41010'10'10' @;10%'&'()- 5:'10%'&'()-z
@1S#10%'&'()-y *f#10%'&'()-@ 3'&!10%'&'()-f X/X>XXYYY|[:NA41010 Y 10%#&'()-
l "10%#&'()-z Y:10%#&'()- Y'!10%#&'()-y !`10%#&'()-
`10%#&'()-Y_ZZV[[\p\|[:NA41010 F9$!10%#&'()- "-#10%#&'()- F!10%#&'()-f
F&!10%#&'()-z ,,@#10%#&'()-f Y!10%#&'()-gp\\\)]]]^|[:NA41010 `.s10%#&'()-z
sL-10%#&'()- `9*f#10%m#m&'()-z (s10%#&'()- 39'Y10%#&'()-
F%!10%#&'()-^^?_K_N_O_P_Q___|obU410 `10%-^"-&'()-10#10#10# @&<10%#&'()-
ss610%#&'()- ``3s10%#&'()-f 110%#&'()-__n__`````|[:bU410  z10%-^"-&'()-
,"10%-^"-&'()-  10%-^"-&'()- 10%-^"-&'()-@  10%-^"-&'()-
!L10%-^"-&'()-`a````|[:bU410  z10%-^"-&'()- ,"10%-^"-&'()-  10%-^"-&'()-
10%-^"-&'()-@  10%-^"-&'()- S&<10%-^"-&'()- Normal" "Heading 13]c" "Heading
23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading 63]c" "Heading
73]c" "Heading 83]c" "Heading 93]c"A "Default Paragraph FontS-%15<>DMXcmux;
>}\.$S+ 29,@rG NUP\^bdfhjlnprtvxz|~@+9B[rq~9] 



I!+6:JT_a_4+ Tft#&,(),b/13<7M8:c;<>?A;
BB"CZCCCDDD2E|EE(F`FFFGTGGGG$HHHI^IPQ[T_WZ\bf)hjmoqsuvxp{|~+OH4dd~!H#H{=c{y
1amEp|o~c:3RrHiB^*G+C_nG%0 )Ei@ !#R%' )+,N.~/14>576:<> A-CExHqJK=MP=QRU
XYp\^__`a   !"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~6Times
New RomanArialCourier New"h Root EntryWordDocument
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 


