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Field of the Invention:

The invention is related generaliy to application servers and

messaging systems, and specifically to a system and method for




application server with overload protection. i 30 . WD
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a very short tinme- 5 frame. In certain instances the
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process further requests2 To the user this appears as
a page error, or a frozen page. The user w ||
typically keep hitting the server wwth requests, when
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15 those requests that will take longer than one minute, while servicing the

others.

Summary: .
in accordance with an embodiment of the invention, a

20 system, for example, a server or a cluster, is designed 1o generate a
message, and/or reject further work, whenever the server becomes
overloaded. It does this in a processor-efficient manner so as not io
place even more strain on the already burdened server. The rejection
message or action is customizable. However, there is a thin line between

25  customizing to the point of being flexible, and overly customizing to the
point of adding more processor requirements. Above all, the rejection
must be handled quickly. The traditional approach fails to adapt for
certain requests, such as for example ensuring payment requests are

communicated at the expense of simple browsing requests. A company
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nmust be handl ed quickly. The traditional approach
fails to adapt for <certain requests, such as for

t he expense of sinple browsing requests. A conpany
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In accordance with an embodiment the system is configured
to specify a threshold for an individual workload manager, together with
a global overload threshold. Requests are given virtual time stamps and
queued accordingly, according to priority. When the threshold is

exceeded, requests below the threshold priority are rejected.

Brief Description of the Figures:

Figure 1 shows an illustration of an environment including
a system which uses server overload protection in accordance with an

embodiment of the invention,
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i nvention. WO 2005/ 114384 PCT/ US2005/ 017861 4 Detail ed
Description: Overload protection plays an inportant
part in the overall availability of a server or a
cluster. Ina typical apptication server or web 5
server environment, a-server may be receiving

t housands of requests within a very short tinme-frane.

I ertain instances the server would becone :
oﬁé&—&fgml SGHPLOR: ynabl e to process further requests.
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in such conditions. This works well in a cluster as the load is distributed
amongst the remaining members of the cluster.

~In accordance with an embodiment of the invention, a
system, for example a server or a cluster, is designed to generate a
message, and/or reject further work, whenever the server becomes
overloaded. It does this in a processor-gfficient manner so as not to place
even more strain on the already burdened server. The rejection message
or action is customizable. However, there is a thin line between
customizing to the point of being flexible, and overly customizing to the
point of adding more processor requirements. Above all, the rejection
must be handled quickly. The traditiona! approach fails to adapt for
certain requests, such as for example ensuring payment requests are
communicated at the expense of simple browsing requests. A company
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custom zing to the point of being flexible, and overly
customzing to the point of adding nore processor

handl ed qui ckly. The traditional approach fails to
adapt for certain requests, such as for exanple
ensuring paynent requests are 30 communi cated at the
expense of sinple browsidg requests. A conpany WO
20055/ 114384 5 PCTI US2005/ 017861 mi ght address this by
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in accordance with an embodiment the system is configured
to specify a threshold for an individual workload manager, together with
a global overload threshold. Requests are given virtual time stamps and
queued accordingly, according to priority. When the threshold is
exceeded, requests below the threshold priority are rejected.

Figure 1 shows an iliustration of an environment including
a system which uses server overload protection in accordance with an
embodiment of the invention. As shown in Figure 1, a server 100
accepts requests from multipie clients 102, 104, 106. In this instance
server 100 includes a plurality of serviets 108, 110, 112, each with their
associated workload manager. The server includes a server state

monitor 116 or similar mechanism for determining current server load.
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threshold is exceeded, requests below the threshol d
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of an environment including 25 a system which uses

server overload protection in accordance with an

enbodi nent of the invention. As shown in Figure 1, a

server 100 accepts requbsts fromnultiple clients

102, 104, 106. In this instance server 100 includes a
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priority. Serviets configured lower priority

10 may find incom ng requests are reJected 138, in sone
[ tomer nmessage or action, 10
Eggﬁﬁﬁﬁeﬁﬂﬁ%bﬂgﬁ?gq?on The foll ow ng sections describe
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actions taken on exceedi ng the execute queue th,
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fﬁéﬂf%tr&ﬁ'ﬂ‘ We avraf ir&d R8O HrdPs below the configured

threshold. This also ensures faster failover of RMI clients in an

overloaded cluster by directing them to a member that is still available to
20 take requests. |

Definition of Terms, Acronyms, and Abbreviations
| Overload - A server condition in which accepiing more
requests would result in deterioration of server performancé and stability.
25 The server has exceeded it's resource capacity, such as available
memory.
OOM - java.lang.OutOfMemoryError thrown by the VM
FD - File descriptor




over|l oaded cluster by directing themto a nmenber that
is still available to 20 take requests. Definition of

wJeom;u&cronyns and Abbrevi ati ons Overl oad pé&r/ﬁgf(mg/f)]'ysﬁl

10

16

20

25

30

condition in which accepting nore requests woul
result in deterioration of server perfornmance and
stability. 25 The server has exceeded it's resource

capacity, such as available nenory. QOM -
java. |l ang. Qut O MenoryError thrown by the VM FD - File
descri ptor WD 20055/ 114384 PCT/ US2005/017861 7 1 OOM

Prﬁ?@ﬁﬁ’%’%ﬁn Th| s feature enables the server to exit on
?(ﬁ OOM error. On JRockit VMs, proprietary

APl's are U%ﬂs feutGRl eHhBIR the S8R Yo Léﬁﬁgc?n %fn't;‘é[mtermg

everkjI full GC and generate events e averag
herer. YO olitoakd] W' nrbpﬂemy d\Pl'Ehaneeusecé td \mfcufate

Pidmob gt Bl R leg A ge e b hpel d e Brermog
t reeshehry gdéebsliwv 8 thiishblgcat ch OOM errors thrown
during the execution of a 10 request and exit

i mredi at el y Theregigftivgurasts todXad eistedtions: 6xi ar3diband
{ RbeaRTRBLHAS Whah APl SERLIAE SiolR IRl 3 2o,

error' s thensel ves

sefhe rselr\zerbmu keatclyYOOM: elemlg hraee Uuﬁhg tI:Vie;fﬂeké‘(\,utlon of a
sol uti server will exit with a well defined

SdliashAad G IPREGALAIT eoniduren ki gl Thistis basd on the
t §§é1]rﬁ6t‘udr?1ﬁat %E?!%tn!)ﬁ%% hot ddiciP ORGP %e@gélvéé This

used to cal cu menory usage after every
i feadureds usgfull dthersevey lssbmitedmy theblodeitanager dhigy a HA

e TR T oML Ao oRRbdeirdincuhiaple
AFoMRShRAYA tafinhtish.

On JRockit, it's management APl is used to calculate
memory usage after every GC interval. A low memory event will be sent
to the registered listeners if the average free memory goes below a
configured threshold. The server is treated as overloaded and the
configured overload action is taken. Note that the design of the
notification mechanism isn't JRockit specific, but will work on other VM's
that include this functionality.

Hysteresis can be built into the low memory notification.
There is an upper bound on the used memory after which low memory
notification is sent out. There is a lower bound after which the low
memory notification is withdrawn

The console can have an overload protection section that
will contain the following options:

Exit server process on encountering OutOfMemoryError

Average free memory threshold & number of memory
samples used to calculate the free memory. |
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this functionality. Hysteresis can be built into the
| ow menory notification. There is an upper bound on
the used nenory after which | ow nenory notification
is sent out. There is a Bower bound after which the
low 25 nmenory notification is wthdrawn The consol e
can have an Kdwesdrvarcarcatele QW Egarntearatedtchaing execltion of

St T Bk SRR Rt S0 L g P
t RbpHEEMThsSwill RBE haRfllcMOOME tha3thseWBY erhd!g9stehP will also
cal cul ate the free nenory. WO 2005/ 114384

PhandiOHEEsimitarly B missngksubsystem's svheraveaanessible,

ted dyjng. t t d t
2 el | det | A RIS ol boPnont FRH TR BRL R cho e
apeldeiasg®o$ tothl mentdryhaing lserddPVE cbRgiierdy 8feridatd after
i/hsitemWI” also handle OOVE simlarly in internal

syihreshald waed eller cpaliginere overiaath agtion: ig dakeran The
C 0,
¢ Bl rAdiets Beed ipdBRARe L AERR BRdRonBRERRYRRT imhe
aStearerMBezm teha. é_sivﬂ\lﬂdmmfsarhpleﬁiﬁ)l The edstevegosohe step
actjon is taken. neters used to determ ne | ow
agrRKacuERs er@@a&@a >ackienian Jigekit epd vempssable VM
g wiVenor ySanpl eSi ze). The system goes one step
1 furt ler and executes the overload action on Jrockit
and conpar abl e VM products. Java Progranm ng
ter aces Supsys can register for nenory
n fﬁm@'nﬁs'ﬂf?gﬁ%ﬁé 15 standard Mean notification
schemB-  Thesi bl s anyeaRidiarikfior) nofitfssing the

MenorylLi stener 1o the un I me
standard MBean notification scheme. The following is an example:

1. Adding a MemoryListener to the JVMRuntime

JVMRuntimeMBean jvmRuntime = serverRuntime.getJVMRuntime () ;
mbeanServer.addNotificationListener (JvmRuntime.getCbjectName (),

myMemoryListener,
myMemoryFilter, null};

2. Implementation of MyMemoryfFilier

import weblogic.management.runtime.MemoryNotification;
public class MyMemoryFilter implements
javax.management.NotificationFilter {
public boolean isNotificationEnabled( Notificatiom n ) {
if (n instanceof MemoryNotification) {
long freeMemory =
{ (MemoryNotification)n) .getFreeMemory () ;
long totalMemory =




20 25 JVMRun:.tinmeMBean jvnRuntine =
server Runti ne. get JVMRunti ne() ;

wobgenegyer . addNoti fi cati onLi stener (] vrrRuntl nF?"F/%Eﬁ?*/@USM
ct Name(, nyMenorylistenor, nmyMenoryFilter,

| mpl enent ati on of l\/yl\/brmryFl [ter inport

webl ogi c. managenent. runtine. MenoryNotification;
public class MyMenoryFilger inplenents 30

j avax. managenent . Noti ficationFilter { public bool ean
i s NOETOF et hErfioh be(- sRoTdthilgatdrgn) n 35 if (n

i nst anceof Nbﬁﬁr&ﬂmtﬂlﬁm%‘}atq dA)2 ¥ bogpliveseiBiofy =

((MenmoryNoti f i catebypn h¥uget FreeMenory () ; |ong
total Menory =}{ WD 20051114384 PCT/ US2005/ 017861 9

9 ((MenoryNatification)n).getTotal Memory(); if
(freeMenoryptarg Fa2sé; t ot al Menory)) return true; 5 }
returnifal se; end of MyMenoryFilter { 10
TheweldV ogpce offefidigenerfiltemt i me. MenoryNoti fication can
have two net hods, getFreeMenory(} and

get Tot al l\/brmry(} The
The Weblogic.management.runtime. MemoryNoitification can

10
have two methods, getFreeMemory() and getTotalMemory(). The
getFreeMemory() returns the average free memory over
"ServerMBean.LowMemorySampleSize" samples.

_ Periodic notifications about the average free memory is

15  sent to listeners who have specified notification filters. If a notification
filter is not specified, a notification is sent only when the free memory is

below the globally configured memory threshold.

Execute Queue Length Protection
20 This feature allows administrator's to limit the number of
outstanding requests in the execute queue. Basically, administrators can
define a global queue threshold after which requests will be throftled. The
self-tuning dispatch model also allows an enqueued request to be
associated with an OverloadManager . The OverloadManager decides the
25 maximum pending requests for that request class. OvericadManager's
_Q\_/erride the global queue threshold.

Non-transactional RMI requests with a low fair share will be
rejected immediately in an overloaded server. This applies to one-way,
synchronous or asynchronous RM. If the overload condition continues to

30  persist, higher priority requests will start getting rejected. There are some

exceptions to this rule:
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get FreeMenory() returns the aver age free nmenory over
" Server MBean. LowMenorySanpl eSi ze" sanples. Periodic

sent to |listeners who have specified notification
filters. If a notification filter is not specified, a
notification is sent only when the free nenory is

bel ow t he gl obal |y confiigured nmenory threshol d.
Execute Queue Length Protection 20 This feature all ows

adm ni st r at Redudsts | dabtingde farundeisygtemoutige aniisy and
requests in the execute queue, Basically
adeneacions 6re Allawedydt  Hiace thewerelme Jbelr hPW8 heyerload

Bﬁq{%ﬂ%requests will be throttled. The

di spatch nodel also allows an enqueued
request to PBeimiasequéestsedewlibivedn Overl oad Manager.
The Overl oadMvanager deci des the 25 nmaxi num pendi
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reques air, s wll be rejected
|mTed| ately in an overl oaded server. This applies to

ope- wa ous or asynchronous RM. If the

E 1%%%!\"[:&% {E% VEbnt i nues to 30 persist, higher
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are some exceptions. |s r 2005 114384
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subsyst e e J\NB d transactions are allowed in,.
S R aged AstifE sl fvaligfie 6 kS AR tefinhyeRtiSets. This
Adi ;ﬂreﬂréﬁﬂ@lﬁ;rﬁs fofn ﬁyhgvmdlt;plﬁe@a@@r heaBeSArRd fmaid.f rom
the internal nmanagenent one’' s i ke the console wll

be rej ect ed Thigfegiuwe enpblesaBM clients t@lthly Hentifikealthy
nodes in an overloaded cluster without having to try every entry in the
replica list. If administrators start new cluster nodes to help reduce the
overload, it will direct clients to the newly started nodes.

Each server's availability information is transmitted in the
cluster heartbeats. The availability information will tell if the server is
running, overioaded or suspended. Aserveris considered as overloaded
if it either exceed's the execute queue threshold or running low on
memory. The availability information is transmitted back to the clients
and used as follows:

All servers in a cluster are healthy. The replica list sent
back to the client will have all the server entries. The client is free fo
choose any server based on it's load balancing policy.

One or more servers in a cluster are overloaded. As a part
of the piggyback response, the system will send a special ref to the client
that points to a server that is not overloaded. The client will try this special
ref for it's next request since it has a better change of success. After

execution, the server can send back another special ref or retain the




A clusterable RM client is given a special ref if
some or all - 10 cluster nodes are overlioaded. The
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overl oaded and is still available to take application
requests. This wll prevent clients fromtrying
multiple cluster node's and failing. This feature
enables RM client's to fuickly identify healthy
nodes in an overl oaded cluster wthout having to try

esanye ene for tha nelkeclich exeqitiosa Thissiill dohtindaintisd 698 iRt
start.new cl uster des to help reduce the overl oad,

| CORFINONITRT BWY; cias Seeer Hatakemite Sberipkiribthess ars a
EqcintipRr of&hem, avail ability information is transmtted
i.n the cluster heartbeats. The availability

i nf or mat i on lfnval hew alllistef node isesturtedite retuBsithe, overload

over| adeg1 or suspe?delfl. A server is considered as
ovEnFHRc e BoFaEl et il Retntd5 das aewy Rlanedcawde Gueveid
t I ' HANG (Ui hal @‘%'i; Ny
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useavesss.f Blalldhe clusiter nedescars overlwadedsther clizneishasieidhyot

The [ 1St sent...back to the client, wll haye
AR5 A G HerPA iy " Maltiho ﬁ%‘ef"ﬁé’@’f%"mngg by the
Chowsrs ANNOUHPUE! tRaRAMERR df! péndiig FelabaBChioPBkddite
One or nore servers in a cluster are overl oaded. a
pa¥eue §fC.t he pi ggyback response, the systemwill send
a special ref to the client that points to a server
that is not overloaded. The client will try this

spetivaalrarsettibes Linkit S next request since it has a
better changgiﬁof success. After 30 execution, the

server can depiuR allaws per adipiisteator s limit fh@?ame:‘]lmé
: 0 .
V&?:tﬁ%q‘%irﬂs%éﬁéﬁs A 34 I@n%?ﬁ?ﬁ flncaécﬁpﬁ ﬁﬂ@nl? {gﬁ‘patl%%:f, i e

next c ‘ent execut 1 on. S W |
saveoail refusediot panticipats iromey trafaciens ote Ahat R¥I thBs

ecial ref .if there are.a nmultiple of them If a ne
AL el ascariated AP GxistB o EanrasioR it berailged 5. Only

RN chilPthat R0 Ha¢ b dev!? &En¥httorPRiibe ffuddle newl'y
started node.” To avoi

. The console can have an option to specify the transaction
limit. The transaction subsystem will throw a
javax.transaction.SystemException when the transaction limit is

exceeded.

Active HTTP Sessions Limit

This feature allows an administrator to limit the number of
active HTTP sessions in the server. Limiting the number of new sessions
prevent's OOME.

The system will refuse requests that create new HTTP
sessions if the maximum session limit is reached. In a cluster, the plugin
will redirect the request to another cluster node. In a non-clustered
scenario, the server can redirect requests to an alternate server.
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fl ooding at the new node, the special ref can be
withdrawn after a few requests. If all the cluster

till a certain perlod oftlma The waiting time 1s
determ ned by the server's throughput, the nunber of
pendi ng requests in the execute 10 queue etc. Active
Transactions Limt This feature allows an

adm nistrator to limt the nunber of active

t ransact i on§ HenmiaiRims@renberfgerirhhsy HETPREBsidns dllowed
reached, the 15 servgr will refuse to participate in
néwihe savaceabhe selis: tbeonnsolran he sessiontisit isrgiobal across

a th an existing transaction will be
%ﬁ %g&%ﬁ@mly RM calls that try to start a new

tr ansact i on Thiel behetr edmtamdar Wileexzande | ene i thaviellewing
0 {f? eci th nsactl 0 limt. The

CRaliSi b fom Petmadaion (e fachifa | 20 |
j avax. transmﬁeggr@% meﬁgﬁ,@@o i3 id EBRSRLK

limt is exceeded. Active Sessions Lim
f te pluginawilidadower thdmeqiastr ator to linmt the nunber of

GRS LENEIE T R
Wsbloi 8l UBe JeALe BbRIATALWIATEEuTRY rElIEst SRS Mfnids

he maxi mum session |imt is reached. I'n a cluster,
tﬁ@'vprugln will redirect the request t o anot her

Cerver can Mo sReMPRkEIEFLRR s, SheRfEiin e JEparp
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of primary HTTP sessions allowed in the server can
selientn the console. The session linit is gl obal across

all appli Caﬁ af?{‘ave okt Rfirstion GANS ApBEkiel :h'th&’&%‘ﬁ%l% it

one of the
will be used to send the overload response.

Deadlock Detection

On JRockit, the system can determine if there is a thread
deadlock and exit if desired. This feature is possible only on VM’s that
have the ability to detect thread deadlocks.

The server will check for stuck threads periodically. if more
than one thread is stuck, the system can use the JRockit management
APl to check if the threads are involved in a deadlock. The server can be
configured to exit in this condition. This is useful if the server is backed
by the NodeManager or a HA solution like Veritas. The HA backend wiil
restart the server, This provides automatic failure recovery. Notethatthe
system will only detect deadlocks within the same process. Inter process
deadlocks is out of the scope. The above actions are also executed if all
the threads in a server are stuck and the self~tuning thread model cannot
add more threads. ' '

the client is asked not pot/Bsiabo17s61
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server is in a cluster, a 503 response i s sent back
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server is not in a cluster but an alternate serve
speci fied, the servlet container will redirect the
request to the alternate 10 server. If an

over| oad-error-page is siecified in the webapp
descriptor, the server will use it to send the

over | oad reSjtensengdvie kah batBandptientto dxit tha s@%r'ﬁ?éé’ess
r edi rectl on url is specified in the console, it

wion dgtectisg @ ffHegérféﬁatdh%%vTé}ﬂ saler é\gﬁb@ﬁg@arfmqnmthe
DR6sith of s BreHERCHId defdhirdy FERTGINACAA GURE The siyok

there is a t dea exil
f detaelinterval ipalssad) mardrgJyatﬂetthJgh tHeadonse. favierd ﬂh@n one

HB' d¥ t,&gget ect. thr SS g?,opgl ocks. The server w |
erdippilek R Wik usqdae giockiimanagemant Afdrte chq¢gnf the
o8RickhhRAS! ére%%’l% g @éé?ﬁcﬁdgi‘ ?ﬁ@ diGel W s]a%‘:% 'tﬁrgad

managenent APl to cC eck 1Tt reads are 1nvolve
i dumpdedbe degs bafoee kiliingeitsedfan be configured to exit
in this condition. This is useful if the server is
backed 25 by the NodeManager or a HA solution Iike

Veer-OhannéheDHedokiall Wi Il restart the server. This

provi des automatic failure recovery. Note that the
syst em wi | | AdmliRistigtoss catemdke dite dﬂschpimrtrbeesfahens per

l,ock t of th
PHOSEES coelhel i ST el AoBiifictiors o, oot ine 88
t bvaradaring ROSeaiteckar s wilk gaachitbe that fadhﬂﬁlmrs will
t hread mpdel cannot 30 add npre threads.
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It is possible to specify the number of FD's reserved per

- network channel for admin users. The server will ensure that at least the

reserved number of FD's are assigned to admin users at all times.

Well-Defined Exit Codes
The server uses well defined exit codes while terminating
itself in certain overload conditions. The exit codes can be used by shell
scripts or HA agents to decide whether a server restart is necessary.
The exit codes shown in Table 1 are defined for server
terminations.
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interval is already configurable through the console.
If nore than one 5 thread is stuck, we will use the
JRockit managenent APl to check if the stuck threads
are involved in a deadl otk. The server will save a
thread dunp in the logs before killing itself.

Per - Channel FD Reservation 10 Adm ni strators can neke

f ife—descriptor—reservattons—pet rerpworK—enanter
THiGoitibn enabl e adiﬁlitsmdators t o acpBssomhensiedver

eyen during DOS attacks. This will guaggmreﬁ,rtmggents
agmn users will always gain access gé}ﬁ)t erver
een_if it ig,hnnvi4¥ |l oaded._The QQFIQF

aqmidrinal tedthineBoreyen| during DPS attacksnodd It is
pc§ﬁég %eﬁgdéeo ci fy|the nunber of FD g reserved per

net anne for adm n users. The kserver w ||
er PidopRgemmandeact the reserved nuhber of FD s are

ag ﬂtﬂaﬁ-ﬁaﬂsgum%n upers at ajl times.i|\Wgld - Defined
\E)Irlﬁdltu es 20 The sprver uses well defined exit codes

g9 W?horl\jﬂng tself in certajn bverl oad

CORGndrapsted i@ i [ codes can be useldydye shel |
f roi m\, iPko u%%ﬁ‘t 5 to deci de whet heff a server

rd - The exit codes ishown in Table.l
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QOOME -4 Start server again

Deadlock found -5 Start server again. The
system will save a

thread dump to the log
file before termination.

Table 1

Overloaded Server State

A state "OVERLOADED" can be added as a new server
state. This state will be returned by the ServerRuntimeMBean.getState()
and ServerLifeCycleRuntimeMBean.getState() if the server is RUNNING
but is overloaded. The overload condition can happen either due to the
execute queue length reaching it's threshold or due to low memory. The
server state will change back into RUNNING after the overload condition

goes away. The state transitions are as follows:

1. SHUTDOWN --> STANDBY --> RUNNING --> OVERLOADED --> RUNNING
--> SHUTDOWN




action for HA agents or scripts Normal term nation
of ONone the: process due to shutdown comrand Abnor nal

woehtdQugy- 1None due to tinme out Server startedMddroonsorrss
bad- 2None or invalid configuration Server needs
restart-3Start server again for configuration to take
ef fect OOME-4Start server again Deadl ock found-5Start
server again. The system®ill save a thread dunp to
the log file before termnation- Table | Overl oaded
SetrvErVBPHEY ¢ A SPEPE ~ OVERGABED™> 4198 EIded FASPRY — >
newuseewrer 20 state. This state will be returned by
the Server RuntinmeMBean. get Stateo and
ServerLifeCycl eRunti neMBean. get State() if the server

i's RUNNI NG (bpérat@ngvé\rehkabl&dn thiee RIENINGd seRsdatd @fso
can happen either _due to the execute queue |ength
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utilities. It is also convenient for subsystems to add notification listener's

10  to the ServerLifeCycleRuntime and get OVERLOADED notification as a
part of the regular state change notification scheme.

The present invention may be conveniently implemented
using a conventional general purpose or a specialized digital computer or
microprocessor programmed according to the teachings of the present

15  disclosure. Appropriate software coding can readily be prepared by
skilled programmers based on the teachings of the present disclosure, as
will be apparent to those skilled in the software art.

| fn some embodiments, the present invention includes a
computer program product which is a storage medium (media) having

20 instructions stored thereon/in which can be used to program a computer
to perform any of the processes of the present invention. The storage
medium can include, but is not limited to, any type of disk including floppy
disks, optical discs, DVD, CD-ROMs, microdrive, and magneto-optical
disks, ROMs, RAMs, EPROMs, EEPROMs, DRAMs, VRAMs, flash

25 memory devices, magnetic or optical cards, nanosystems (including
molecular memory ICs), or any type of media or device suitable for
storing instructions and/or data.

The foregoing description of the present invention has been
provided for the purposes of illustration and description. Itis notintended

30 to be exhaustive or to limit the invention to the precise forms disclosed.




15 2. SHUTDOWN --> STANDBY --> RUNNI NG - -> OVERLQADED

--> FAILED --> SHUTDOWN Qperations available in the
whebBlhiNGspt ate are also 5 supported in the OVEREPANED017861

state. So, a server can be suspended or shutdown from

t he OVERLQOADED state. Having a separate OVERLQADED

state ensures that overload conditions are prom nently

di spl ayed i n the managen#fit consol e and t hrough the

various MBean wutilities. It is also convenient for

s ubby striawelirhentsddeneathiosien ahtjmesbiiisecémm’rder tbbdshekplain the

Server.Li f eCycl eRunt.i n et  OVERL tification
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appaduels qan btﬁ @@@ds Wi Islistendedithat ts!:@fsqmeeofanhte mvantmnbe
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(nmedia) having 20 instructions stored thereon/in

whi ch can be used to programa conputer to perform any
of the processes of the present invention. The storage
medi um can include, but is not Iimted to, any type of
di sk including floppy disks, optical discs, DVD

CD- ROV, mcrodrive, and nagneto-optical disks, ROMWs,
RAMs, EPROVs, EEPROVs, DRAMs, VRAMs, flash 25 menory
devi ces, magnetic or optical cards, nanosystens

(i ncluding nolecular nenory 1Cs), or any type of
nmedi a or device suitable for storing instructions
and/ or data. The foregoing description of the present

i nvention has been provided forthe purposes of
illustration and description. It is not intended




30 to be exhaustive or to limt the invention to the
preci se forns ‘di scl osed. WO 2005/ 114384
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described in order to best explain the principles o
the invention and its practical application, thereby
enabling others skilled in the art to understand the
i nvention for various ehbodinents and with various
nodi fications that are suited to the particular use
coBlaims:at ed. Particularly, while various enbodi nents

ar escrj bed as using or working with JRockit, it
-\&hagés g@l”ﬂﬁ:‘ﬂ’cs that other VM products can be used.

It is intended that the scope of the invention be
defined by the follow ng clains and their equival ence.
W(.200, 5/ amd&mfcﬁCﬁ/rchﬁZﬁngﬁlﬁBﬁﬂcalﬁanahm witkhavedlsad
- A system for providing an application
éf}l’ggﬁ% 'Wtﬁo'??%?lpgad 5 protection, conprising: a

Server,g gankl QicbrnﬁguFé?i f05eRLNR r%@;%@l%tf%rﬁrcﬂgh&' gg[rﬂttfavmgg

and having a plurality of workl'oad nanagers 0
t leplisality Qf wodthad marqgers haeraiaagetheneme’s t he prl ority

of requests bei ei,ved as determ

or i or 14, PG [t tRmBs: Menbrofly olotashibsty being
direesived dsoderRRMindie by Met bﬁ‘oﬁ’c 3t e Jm@%&ad fmanager the
configured to reject Certain of said requests n

tH@%%?t\)%ﬂifgtﬁé’déOJ @l cat es a possi bl e overl oad

vor 1 oders g, aying KGE R, Bhnfiuffell g rEliE) Relafiif saia

wheqeests Whenrthg w\t@' state idticaedsed ﬁb@Sib@ecﬁ\kérﬁia‘éi condition.
operating on said server and reached by sai d workl oad

manager s,
2. The system of claim 1 wherein each workload manager is

associated with a servlet, and wherein the requests are directed to
servlets operating on said server and reached by said workload

managers.

3. The system of claim 1 wherein the workload managers are

prioritized by allocating a portion of available thread time for their use.

4, The system of claim 3 wherein the portion of available thread time
is specified as a relative share value of allowed thread time for one

workload manager compared to another.

5. The system of claim 1 wherein the workload managers can be

manually prioritized by a system administrator.
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3. The System O claim|1 wherein the workl oad nmanagers
are 20 prioritized by allocating a portion-of

claim 3 wherein the portion of available thread tine
Is specified as a relative share value of all owed
thread tinme for one workload manager conpared to
another, 25 5. The systetBof claim| wherein the
wor kl oad managers can be nmanually prioritized by a
sy&t emEdnspsieht af afaimV\e m@@mm&@s@mm@z@é@ém
18 6.  The system of claim5 wherein the syst
i RpRlgation f@bh’@@l gy SRIP| $3@5@moﬁdmmtﬁ§f@rw B'&@r&'?é}&ts@l'ﬁ

r prioritizing said workload managers.
SQI{;&I’R g@%@ granllgof claim| wherein the requests thus

prlorltlzed according to destination workload manager
are pl in a e e. cordin o their |or

THe Oy dieuptes Hintiaimnt eherent e stegtientst o prigitized
p'a%ESFH:h tbh@est H)%@He%rlabgd frﬁbﬁ%géﬂ ard- plkB&d SHSh erﬁﬁéﬂe

cl a|m1 erein e request can rejected with

c estordimg ts thwpdr préotityback to the client. 15 10. The
systemof claim1l wherein the systemreceives state
i nformati on about the current state of the server

W ch MhelfiRterh®f cfEr WhBReig ré’cﬁlﬁéét@'tt?at%\l‘éhbﬂéﬂced in the
condition. '11. A method for providing an application

seuede arptrejesiast| oad 20 protection, conprising the
steps of: receiving at a server requests fromclients,
said server having a plurality of workload nanagers

oger at imhe $yRedRT clahel Puierdinthé hequast eah by refected with a
requests being received as determned by the priority

opucsmmaaa@acs%hagléto theecliedtuest is directed to;
and

10. The system of claim 1 wherein the system receives state
information about the current state of the server which it uses to

determine a possible overload condition.

11. A method for providing an application server with overload
protection, comprising the steps of:

receiving at a server requests from clients, said server having a
plurality of workload managers operating thereon;

determining the priority of requests being received as determined
by the priority of the workload manager the request is directed to; and

rejecting certain of said requests when the server state indicates

a possible overload condition.

12. The method of claim 11 wherein each workload manager is

associated with a servlet, and wherein the requests are directed to

4. The syste0en17861
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25 rejecting certain of said requests when the server
state indicates a possible overload condition. 12.

is associated with a servlet, and wherein the
requests are directed to WD 200-5/114384

PCT/ US20051017861 19 serviets operating on said server
and reached by sai d worKiSad managers. 13. The net hod
of claim 11 wherein the workl oad managers are 5
prseovietsi ppdrdtingaldnocatd regpreerpanti esadifedatsi Isall evorkload
thread tine for their use. 14. The nethod of claim 13
W398 he portion of available thread time is
specified as a relative share value of allowed thread
time for one workload nmanager conpared to another. 10
133. Thd heetriedhiod fof cdlairm 111 wiveeziri thet Werkloadk |roanlagers are

be .. LI ioLitized by,
MBI G BnCC T EHh B ot Pt L e
system i ncl udes a console 15 application for use by

said sg‘stem admnistrator in prioritizing said
wdék| odtiermatigpel of claim tBhwhaesimdee porigmphevailathe thiead

e e L B O R T s P R TR
agRpKIdhd tndriaddh @omRire@itd bitothk®. The nethod of claim

17 wherein requests that are not placed in the queue
are rejected. 25 19. The nethod of claim 11l wherein

o5 " DAHR ThefBR TG, F T \Gforttn B o RS ReRRERAPGan be
whereially bheritzest byarsyseim esinsitigtretori nf or mat i on about

the current state of the server which it uses to 30
determ ne a possible overload condition.

16. The method of claim 15 wherein the system includes a console
application for use by said system administrator in prioritizing said

workload managers.
17. The method of claim 11 wherein the requests thus prioritized
according to destination workload manager are placed in a queue

according to their priority.

18.  The method of claim 17 wherein requests that are not placed in the

queue are rejected.

19.  The method of claim 11 wherein the request can be rejected with

a custom message sent back to the client.

20. The method of claim 11 wherein the system receives state

| information about the current staie of the server which it uses to

determine a possible overload condition.




WD 2005/ 114384 PCTJUS2005/ 017861 20 21. A conputer
readabl e nedi umincluding instructions stored thereon

wOMuosM4hen execut ed cause the conputer to perpOfAsici 017861
steps of: receiving at a server requests fromclients,

said server having a 5 plurality of workload nmanagers
operating thereon; determning the priority of
requests being received 25 determned by the priority
of the workl oad nanager the request is directed to;
and rejecting certain of said requests when the

i%rﬁ/er AS éoaégutierr]%acdaatb?g medium ?nsr:illﬂir?g i(l)'l\éﬁ'[cht?OandS S?tgpedd tkla(r)endn
which when executed cause the computer to perform the steps of:
receiving at a server requests from clients, said server having a
5 plurality of workload managers operating thereon;
determining the priority of requests being received as determined
by the priority of the workload manager the request is directed to; and
rejecting certain of said requests when the server state indicates
a possible overload condition.
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