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BLOCKCHAIN-BASED ASSET TRANSFER METHOD AND APPARATUS, AND
ELECTRONIC DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to Chinese Patent Application No.
201810845039.1, filed on July 27, 2018, which is hereby incorporated by reference in its

entirety.

TECHNICAL FIELD
[0002] One or more implementations of the present specification relate to the field of
blockchain technologies, and in particular, to a blockchain-based asset transfer method and

apparatus, and an electronic device.

BACKGROUND
[0003] Blockchain technology, also referred to as distributed ledger technology, is an
emerging technology in which several computing devices jointly participate in "accounting"
and jointly maintain a complete distributed database. Because the blockchain technology is
characterized by decentralization and transparency, each computing device can participate in
database recording, and computing devices can implement rapid data synchronization, the

blockchain technology is widely used in many fields.

SUMMARY

[0004] The present specification provides a blockchain-based asset transfer method,
applied to a node device in the blockchain, including: receiving an asset transfer transaction
sent by an asset transferor, where the asset transfer transaction includes a commitment value
that is generated through calculation by inputting at least an asset type of an output asset
object in the asset transfer transaction as input data to a commitment function, and a proof
used to perform a zero-knowledge proof on the commitment value; performing the
zero-knowledge proof on the commitment value based on the proof, to verify whether an
asset type of an input asset object is the same as the asset type of the output asset object in the
asset transfer transaction; and if yes, publishing the commitment value corresponding to the
output asset object on the blockchain for deposit.

[0005] The present specification further provides a blockchain-based asset transfer
apparatus, applied to a node device in the blockchain, including: a receiving module,

configured to receive an asset transfer transaction sent by an asset transferor, where the asset
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transfer transaction includes a commitment value that is generated through calculation by
inputting at least an asset type of an output asset object in the asset transfer transaction as
input data to a commitment function, and a proof used to perform a zero-knowledge proof on
the commitment value; a verification module, configured to perform the zero-knowledge
proof on the commitment value based on the proof, to verify whether an asset type of an input
asset object is the same as the asset type of the output asset object in the asset transfer
transaction, and a deposit module, configured to publish the commitment value
corresponding to the output asset object on the blockchain for deposit if the asset type of the
input asset object is the same as the asset type of the output asset object in the asset transfer
transaction.

[0006] The present specification further provides an electronic device, including: a
processor and a storage device that is configured to store an instruction that can be executed
by a machine, where the processor reads and executes the machine executable instruction that
is stored in the storage device and that corresponds to a blockchain-based asset transfer
control logic, to receive an asset transfer transaction sent by an asset transferor, where the
asset transfer transaction includes a commitment value that is generated through calculation
by inputting at least an asset type of an output asset object in the asset transfer transaction as
input data to a commitment function, and a proof used to perform a zero-knowledge proof on
the commitment value; perform the zero-knowledge proof on the commitment value based on
the proof, to verify whether an asset type of an input asset object is the same as the asset type
of the output asset object in the asset transfer transaction; and if yes, publish the commitment
value corresponding to the output asset object on the blockchain for deposit.

[0007] According to the previous implementations, on the one hand, because the asset
transfer transaction includes only the commitment value that is generated through calculation
by inputting at least the asset type of the output asset object in the asset transfer transaction as
input data to the commitment function, and the asset type of the output asset object is not
included in the asset transfer transaction in the form of plain text, the blockchain can hide the
asset type of an asset object transferred out by the asset transferor, and privacy of the asset
transferor can be protected.

[0008] On the other hand, because the asset transfer transaction further includes the proof
used to perform the zero-knowledge proof on the commitment value, the node device in the

blockchain can perform the zero-knowledge proof on the commitment value based on the
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proof on the premise that the asset type of the asset object transferred out by the asset
transferor is hidden, to verify whether the asset type of the input asset object is the same as

the asset type of the output asset object in the asset transfer transaction.

BRIEF DESCRIPTION OF DRAWINGS
[0009] FIG. 1 is a flowchart illustrating a blockchain-based asset transfer method,
according to an example implementation;
[0010] FIG. 2 is a schematic structural diagram illustrating an electronic device,
according to an example implementation; and
[0011] FIG. 3 is a block diagram illustrating a blockchain-based asset transfer apparatus,

according to an example implementation.

DESCRIPTION OF IMPLEMENTATIONS
[0012] Zero-knowledge proof is a cryptology technology. By using the present
technology, a prover can enable one or more verifiers to believe that a certain assertion is
correct without providing any sensitive information to the verifiers.
[0013] The present specification is intended to disclose a technical solution in which a
zero-knowledge proof algorithm is combined with an asset publishing mechanism of
blockchain so that a node device in the blockchain can normally verify whether the asset type
of an input asset object is the same as the asset type of an output asset object in an asset
transfer transaction on the premise that the type of an asset transferred out by an asset
transferor is hidden.
[0014] During implementation, when transferring a held asset object in the blockchain, an
unspent transaction output (UTXO) model is used. An asset transfer transaction is published
on the blockchain to trigger destroying an asset object held by an asset transferor and
recreating a new asset object for an asset transferee, so as to complete a transfer of the asset
object between different holders.
[0015] The input asset object in the asset transfer transaction is the asset object held by
the asset transferor, and the output asset object in the asset transfer transaction is the asset
object that needs to be re-created for the asset transferee.
[0016] When the asset transferor needs to transfer the held asset object in the blockchain,
the asset transferor can input the output asset object as input data (where the input data can
include other types of information that needs to be hidden, for example, a public key of an

asset receiver) to a commitment function for calculation to obtain a commitment value, and
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can generate, based on the zero-knowledge proof algorithm included in the blockchain, a
proof (proof) used to perform a zero-knowledge proof on the commitment value. Then, the
asset transferor can construct the asset transfer transaction based on the previous commitment
value and the proof, and send the asset transfer transaction in the blockchain, to complete an
asset object transfer.

[0017] When receiving the asset transfer transaction, the node device in the blockchain
can obtain the previous commitment value and the proof that are included in the asset transfer
transaction, and then perform the zero-knowledge proof on the commitment value based on
the previous proof by using the previous zero-knowledge proof algorithm, to verify whether
the asset type of the input asset object is the same as the asset type of the output asset object
in the asset transfer transaction.

[0018] If it is determined, through verification, that the asset type of the input asset object
is the same as the asset type of the output asset object in the asset transfer transaction, the
commitment value corresponding to the output asset object is published on the blockchain for
deposit, to complete transfer of the asset object between different holders.

[0019] In the previous technical solution, on the one hand, because the asset transfer
transaction includes only the commitment value that is generated through calculation by
inputting at least the asset type of the output asset object in the asset transfer transaction as
input data to the commitment function, and the asset type of the output asset object is not
included in the asset transfer transaction in the form of plain text, the blockchain can hide the
asset type of an asset object transferred out by the asset transferor, and privacy of the asset
transferor can be protected.

[0020] On the other hand, because the asset transfer transaction further includes the proof
used to perform the zero-knowledge proof on the commitment value, the node device in the
blockchain can perform the zero-knowledge proof on the commitment value based on the
proof on the premise that the asset type of the asset object transferred out by the asset
transferor is hidden, to verify whether the asset type of the input asset object is the same as
the asset type of the output asset object in the asset transfer transaction.

[0021] The following describes the present specification by using specific
implementations with reference to specific application scenarios.

[0022] Referring to FIG. 1, FIG. 1 shows a blockchain-based asset transfer method,
according to an implementation of the present specification. The method is applied to a node

device in a blockchain, and includes the following steps:
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[0023] Step 102: Receive an asset transfer transaction sent by an asset transferor, where
the asset transfer transaction includes a commitment value that is generated through
calculation by inputting at least an asset type of an output asset object in the asset transfer
transaction as input data to a commitment function, and a proof used to perform a
zero-knowledge proof on the commitment value.

[0024] Step 104: Perform the zero-knowledge proof on the commitment value based on
the proof, to verify whether an asset type of an input asset object is the same as the asset type
of the output asset object in the asset transfer transaction.

[0025] Step 106: If yes, publish the commitment value corresponding to the output asset
object on the blockchain for deposit.

[0026] The blockchain described in the present specification can include any type of
blockchain network whose supported objects include the asset objects.

[0027] For example, in a conventional blockchain, the supported objects usually include
only an account object and a contract object. In the present specification, the objects
supported by the blockchain can be extended, and the asset objects are further included in
addition to the account object and the contract object that are currently supported by the
blockchain.

[0028] It is worthwhile to note that the type of the blockchain described in the present
specification is not limited. The blockchain can be a consortium blockchain, or can be other
types of blockchains (e.g., a private chain or a public chain) other than the consortium
blockchain.

[0029] The contract object can include a smart contract program that is published on the
blockchain by a target member in the blockchain, recorded in a distributed database (a
blockchain ledger) of the blockchain, and used to manage the asset objects supported by the
blockchain. A user accessing the blockchain can create an asset object in the blockchain and
complete online management of the held asset object in the blockchain by invoking the
contract object.

[0030] For example, the blockchain can be a consortium blockchain including several
financial institutions as consortium members. In this case, the target member in the
blockchain can be a financial institution, namely, a consortium member, in the consortium
blockchain that has an asset object creation right. A distributed smart contract platform can be
established by using the consortium blockchain. An operator of the smart contract platform
can extend object types supported by the smart contract platform, and further supports an

asset object in addition to an account object and a contract object that are currently supported,
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so that a financial institution, namely, a consortium member, can create a newly added asset
type on the platform by publishing a smart contract (a contract object) on the blockchain, and
then a user accessing the blockchain can create an asset object and complete online
management of the held asset object in the blockchain by invoking the smart contract.

[0031] The asset object can include a smart asset object. The smart asset object is used to
maintain a smart asset. The smart asset corresponds to any type of real asset of the user in the
real world, and the smart asset object enables the smart asset to be processed in the
blockchain. For example, the smart asset is particularly suitable for processing the smart asset
object by using the smart contract in the blockchain. The smart asset corresponds to a type of
areal asset of the user in the real world, and is not limited in the present specification.

[0032] For example, the blockchain is a consortium blockchain including several
financial institutions. In actual applications, a financial institution that manages node devices
in the consortium blockchain can package any form of offline assets of the user such as funds,
real estate, stocks, loan contracts, bills, and accounts receivable into digital assets, and create
and publish the digital assets in a distributed database of the consortium blockchain.

[0033] The transaction described in the present specification is data that is created by a
user by using client software of the blockchain and that needs to be finally published to the
distributed database of the blockchain.

[0034] The transaction in the blockchain includes a narrow-sense transaction and a
broad-sense transaction. The narrow-sense transaction is a value transfer published by the
user on the blockchain. For example, in a conventional bitcoin blockchain network, the
transaction can be a transfer initiated by the user in the blockchain. The broad-sense
transaction is service data that is published by the user on the blockchain and that has a
service purpose. For example, an operator can establish a consortium blockchain based on an
actual service demand, and deploy some other types of online services (e.g., a virtual asset
service, a renting service, a vehicle scheduling service, an insurance claim service, a credit
service, and a medical service) irrelevant to a value transfer based on the consortium
blockchain. In such a consortium blockchain, the transaction can be a service message or a
service request that is published by the user on the consortium blockchain and that has a
service purpose.

[0035] It is worthwhile to note that the consensus algorithm included in the blockchain is
not limited in the present specification. In actual applications, the consensus algorithm can be
one of Byzantine fault tolerance algorithms, or one of non-Byzantine fault tolerance

algorithms.
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[0036] The Byzantine fault tolerance algorithm is a distributed fault tolerance algorithm
such as a pbft algorithm in which a Byzantine node (an evil node) needs to be considered in a
distributed network including several node devices. If the Byzantine fault tolerance algorithm
is used to perform consensus in the blockchain network, it can be considered that both evil
node and faulty node exist in the blockchain. Correspondingly, the non-Byzantine fault
tolerance algorithm is a distributed fault tolerance algorithm such as a raft algorithm in which
a Byzantine node is not considered in a distributed network including several node devices. If
the non-Byzantine fault tolerance algorithm is used to perform consensus in the blockchain
network, it can be considered that no evil node exists but faulty node exists in the blockchain.

[0037] In an implementation, the blockchain can be a consortium blockchain that
includes several trusted financial institutions as consortium members. A financial institution
that has an asset object publishing right in the consortium blockchain can create a newly
added asset type on a platform by publishing a smart contract (a contract object) on the
consortium blockchain, and can publish the newly added asset type on the consortium
blockchain.

[0038] A specific process in which the financial institution publishes the smart contract
on the consortium blockchain is not described in detail in the present specification. A person
skilled in the art can make references to records in related technologies.

[0039] For example, in actual applications, the financial institution can publish a created
smart contract on the consortium blockchain in the form of a transaction by using a held
private key. When receiving, by using a managed node device, a transaction published by
another financial institution, each consortium member in the consortium blockchain can
perform consensus on transactions recently published on the consortium blockchain based on
a consensus algorithm of the consortium blockchain, and after completing the consensus,
record the smart contract, published by using the transaction, into the distributed database of
the consortium blockchain.

[0040] An execution program used to create an asset object can be stated in advance in
the smart contract that is published by the financial institution on the consortium blockchain
and that corresponds to the newly added asset type. The financial institution can serve as an
asset publisher, create one or more asset objects online by invoking the execution program
stated in the smart contract, and then issue the created asset objects to a specific asset holder

for possession.
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[0041] The asset holder can serve as an asset transferor, construct an asset transfer
transaction, and send the asset transfer transaction to the blockchain, to transfer a held asset
object to other holders for possession.

[0042] An input asset object in the asset transfer transaction is an asset object held by an
asset transferor, and an output asset object in the asset transfer transaction is an asset object
that needs to be re-created for an asset transferee. It is worthwhile to note that in actual
applications, in some digital asset systems that are established based on the blockchain, only
some trusted asset publishers are allowed to publish one or more specific types of asset
objects.

[0043] For example, in a blockchain-based foreign exchange system, digital assets that
can be published on the blockchain may include a plurality of types of foreign exchange
assets. Some high-reputation financial institutions can serve as asset publishers, and may be
allowed to publish only one or more specific types of foreign exchange assets on the
blockchain to provide liquidity. For example, a Hong Kong branch of a certain bank serves as
an asset publisher, and may be allowed to publish only onshore Hong Kong dollar assets and
onshore US dollar assets in Hong Kong in the foreign exchange system.

[0044] In addition, for the purpose of privacy protection, when performing an asset
transfer, the asset transferor may further need to hide an asset type of a transferred asset
object and other forms of privacy data related to the transferred asset object.

[0045] For example, in addition to hiding the asset type of a transferred target asset object,
the asset quantity of the transferred target asset object and the identity of the asset transferor
may need to be hidden.

[0046] Based on this, in the present specification, when transferring a held asset object in
the blockchain, an asset transferor can no longer directly add privacy data such as the asset
type of the transferred asset object to a constructed asset transfer transaction. The asset
transferor can serve as a prover of a zero-knowledge proof, input at least the asset type of an
output asset object as input data to a commitment function for calculation to obtain a
commitment value, generate, by using a zero-knowledge proof algorithm included in the
blockchain, a proof that is used to perform the zero-knowledge proof on the commitment
value, and add the generated commitment value and proof to the constructed asset transfer
transaction for sending in the blockchain, to complete an asset object transfer.

[0047] (1). Generation of the commitment value
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[0048] The commitment function is a unidirectional function that is commonly used in
the fields of cryptology, security, and privacy protection and that is used to commit to raw
data without leaking the raw data. An output value of the commitment function is referred to
as a commitment value (or a commitment for short). Based on characteristics of the
unidirectional function, after the raw data is input to the commitment function for calculation
to obtain the commitment value, the raw data cannot be restored from the commitment value
through reverse calculation. In addition, there are no two pieces of different raw data with
equal commitment values.

[0049] For example, in an implementation, the commitment function can be a hash
function. In this case, the commitment value can be a hash value obtained through calculation
by inputting at least the asset type of the target asset object that needs to be published as input
data to the hash function.

[0050] It is worthwhile to note that in the present specification, specific content of input
data, used to calculate the commitment value based on the commitment function, generally
depends on content that needs to be hidden during transferring of the asset object.

[0051] In actual applications, in addition to the asset type of the transferred asset object
that needs to be hidden, input data of the commitment function can further include the asset
quantity of the transferred asset object, a public key of a receiver (the receiver can be an asset
transferor, or can be a third party) of the transferred asset object, and can further include a
generated random number. Details are omitted in the present specification.

[0052] (2). Generation of the proof

[0053] In the present specification, the algorithm type of the proof algorithm included in
the blockchain is not limited in the present specification.

[0054] For example, in an implementation, the blockchain can include a common
zero-knowledge proof algorithm such as the zksnark algorithm or the zkstark algorithm. For
example, during implementation, execution code related to an algorithm logic of the
zero-knowledge proof algorithm such as the zksnark algorithm or the zkstark algorithm can
be implanted into a smart contract and published on the blockchain. Then, the smart contract
can be subsequently invoked to execute the execution code that is related to the algorithm
logic of the zero-knowledge proof algorithm and that is implanted in the smart contract, to
complete a zero-knowledge proof process such as generation of a proof and zero-knowledge

verification of the proof.
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[0055] A zero-knowledge algorithm included in the blockchain can generally include a
key generation algorithm, a proof generation algorithm, and a proof verification algorithm.
The key generation algorithm is responsible for calculating and generating a proving key
(which can be used as input data for generating a proof) and a verification key (which can be
used as input data for verifying the proof). The proof generation algorithm is responsible for
generating the proof. The proof verification algorithm is responsible for verifying the proof,
to obtain a true or false verification result.

[0056] Taking the zksnark algorithm as an example, the zksnark algorithm includes three
algorithms: a G algorithm, a P algorithm, and a V algorithm. The G algorithm is a key
generator, and is responsible for generating a proving key and a verification key. The P
algorithm is responsible for generating a proof. The V algorithm is responsible for verifying
the proof generated by using the P algorithm, to obtain a true or false verification result.
[0057] It is worthwhile to note that the specific content of input data, used by an asset
transferor to calculate a proof based on a proof generation algorithm included in the
blockchain, usually depends on the assertion that a zero-knowledge proof finally needs to be
performed on.

[0058] In the present specification, the assertion that the zero-knowledge proof finally
needs to be performed on can include the following: whether an asset type of an input asset
object is the same as the asset type of the output asset object in the asset transfer transaction.
[0059] Specific content of the assertion that the zero-knowledge proof finally needs to be
performed on generally depends on specific demands of a user. In actual applications, the
assertion that the zero-knowledge proof finally needs to be performed on can also include
assertions other than the previously described assertion. Details are omitted in the present
specification.

[0060] For example, the assertion that the zero-knowledge proof finally needs to be
performed on can include the following: whether an asset quantity of the input asset object is
the same as an asset quantity of the output asset object in the asset transfer transaction.

[0061] In this case, based on the assertion that the zero-knowledge proof needs to be
performed on, the specific content of the input data, used by the asset transferor to calculate
the proof based on the proof generation algorithm, needs to include at least a commitment
value that is obtained through calculation by using a commitment function, the asset type of

the input asset object, and the asset type of the output asset object.
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[0062] In other words, the asset transferor needs to input at least the commitment value,
the asset type of the input asset object, and the asset type of the output asset object to the
proof generation algorithm for calculation, to generate the proof that is used to perform the
zero-knowledge proof on the commitment value.

[0063] It is worthwhile to note that an asset object transfer indicates that an asset object
that is published and deposited in the blockchain and that is held by an asset transferor is
transferred to another asset holder for possession.

[0064] Therefore, during the zero-knowledge proof, in addition to the need of verifying
whether the asset type of the input asset object is the same as the asset type of the output asset
object in the asset transfer transaction, whether the input asset object corresponds to an asset
object that is published and deposited in the blockchain also needs to be verified.

[0065] In other words, a transfer operation of the present transaction object can be
normally performed only when the input asset object in the asset transfer transaction is an
existing asset object that is deposited in the blockchain. Otherwise, the present asset transfer
can be considered as an illegal asset transfer (to be specific, a non-existent asset is transferred
to another holder).

[0066] Based on this, in the present specification, the assertion that the zero-knowledge
proof finally needs to be performed on can include the following: whether a commitment
value of the input asset object corresponds to an asset object that is deposited in the
blockchain, and whether the asset type of the input asset object is the same as the asset type
of the output asset object in the asset transfer transaction.

[0067] In this case, based on the assertion that the zero-knowledge proof needs to be
performed on, the specific content of the input data, used by the asset transferor to calculate
the proof based on the proof generation algorithm, further needs to include the commitment
value of the input asset object, in addition to the commitment value that is obtained through
calculation by using the commitment function, the asset type of the input asset object, and the
asset type of the output asset object.

[0068] It is worthwhile to note that when the asset transferor publishes the target asset
object on the blockchain, besides that the asset type of the published target asset object can be
hidden in a transaction, in actual applications, related information of the input asset object
can be selectively hidden in the blockchain (in other words, a transferred-out asset object is
hidden).

11
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[0069] In this case, if the blockchain supports hiding the related information of the input
asset object, the specific content of the input data, used by the asset transferor to calculate the
proof based on the proof generation algorithm, can include the commitment value obtained
through calculation by using the commitment function, the asset type of the input asset object,
the asset type of the output asset object, and identifier information corresponding to the
commitment value of the input asset object.

[0070] In other words, in this case, the asset transferor needs to input at least the
commitment value, the asset type of the input asset object, the asset type of the output asset
object, and the commitment value of the input asset object or the identifier information
corresponding to the commitment value of the input asset object to the proof generation
algorithm for calculation, to generate the proof that is used to perform the zero-knowledge
proof on the commitment value.

[0071] The identifier information is used to uniquely identify the commitment value of an
input asset object. To hide information about the input asset object, a correspondence between
the commitment value of the input asset object and the identifier information of the
commitment value can be maintained only by the holder of the input asset object.

[0072] For example, in an implementation, the identifier information can be a number of
the commitment value, and a correspondence between the commitment value and the number
of the commitment value can be maintained only by the holder of the input asset object. Then,
the number of the commitment value is submitted to the blockchain and published. In this
case, only the holder of the input asset object can learn the commitment value corresponding
to the number. Other asset holders can only learn that the number corresponds to an existing
asset object in the blockchain, but cannot learn specific information of the asset object, so
that the input asset object can be hidden.

[0073] If the blockchain does not support hiding the related information of the input asset
object, the specific content of the input data, used by the asset transferor to calculate the proof
based on the proof generation algorithm, can include the commitment value obtained through
calculation by using the commitment function, the asset type of the input asset object, the
asset type of the output asset object, and an original commitment value of the input asset
object.

[0074] In the following implementations, description is performed by using an example
in which the blockchain supports hiding the related information of the input asset object.

[0075] (3). Zero-knowledge verification on the commitment value

12
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[0076] When receiving the asset transfer transaction sent by the asset transferor, a node
device (a node device participating in the consensus) in the blockchain can obtain
information such as the proof and the commitment value that are included in the asset transfer
transaction, and initiate the zero-knowledge proof on the commitment value based on the
proof, to determine whether the identifier information of the commitment value of the input
asset object corresponds to a commitment value of an asset object deposited in the blockchain,
and whether the asset type of the input asset object is the same as the asset type of the output
asset object in the asset transfer transaction.

[0077] As a verifier of the zero-knowledge proof, the node device can input the proof and
the commitment value as input data of a zero-knowledge verification algorithm to a proof
verification algorithm for calculation, and then determine, based on an output result of the
proof verification algorithm, whether the identifier information corresponds to the
commitment value of an asset object deposited in the blockchain (whether the identifier
information corresponds to the commitment value of an asset object in the blockchain can be
learned, but the specific asset object whose commitment value corresponds to the identifier
information cannot be learned), and whether the asset type of the input asset object is the
same as the asset type of the output asset object in the asset transfer transaction.

[0078] Taking the zksnark algorithm as an example, when performing zero-knowledge
verification on the proof, the proof and the commitment value can be input to a V algorithm
in the zksnark algorithm as input data for calculation. If the output result of the V algorithm is
true, it indicates that the assertion that the zero-knowledge proof needs to be performed on is
true. In this case, the identifier information corresponds to the commitment value of an asset
object deposited in the blockchain, and the asset type of the input asset object is the same as
the asset type of the output asset object in the asset transfer transaction. If the output result of
the V algorithm is false, it indicates that the assertion that the zero-knowledge proof needs to
be performed on is false. In this case, the identifier information corresponding to the
commitment value of the input asset object does not correspond to the commitment value of
an asset object deposited in the blockchain (the input asset object may be a non-existent asset
object), or the asset type of the input asset object is different from the asset type of the output
asset object in the asset transfer transaction.

[0079] It is worthwhile to note that the specific algorithm logic of inputting the proof and

the commitment value as input data to the proof verification algorithm to perform the
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zero-knowledge proof is not described in detail in the present specification. When a person
skilled in the art implements the technical solution in the present specification, references can
be made to records in related technologies.

[0080] (4). Publishing and depositing the commitment value

[0081] In the present specification, when the node device determines, by using the
zero-knowledge proof, that the identifier information corresponds to the commitment value of
an asset object deposited in the blockchain, and the asset type of the input asset object is the
same as the asset type of the output asset object in the asset transfer transaction, the asset
transfer transaction is a legal transaction.

[0082] On the one hand, the commitment value that is included in the asset transfer
transaction and that corresponds to the output asset object can be published on the blockchain
for deposit. For example, the node device can record the commitment value in the distributed
database of the blockchain.

[0083] On the other hand, because the input asset object is an asset object already held by
the asset transferor, and the commitment value corresponding to the asset object is deposited
in the blockchain, "anonymous destruction" is performed on the asset object. The node device
can also publish the identifier information corresponding to the commitment value of the
input asset object on the blockchain for deposit, to indicate that the input asset object
indicated by the identifier information is transferred to another asset holder for possession.
[0084] Because the correspondence between the identifier information and the
commitment value of the input asset object is only held by the asset transferor, other asset
holders can only learn that the identifier information represents an asset object on the
blockchain, but cannot learn a specific existing asset indicated by the identifier information.
Therefore, anonymously hiding a transferred-out asset object can be achieved.

[0085] If the node device determines, by using the zero-knowledge proof, that the
identifier information does not correspond to the commitment value of any asset object
deposited in the blockchain, or the asset type of the input asset object is different from the
asset type of the output asset object in the asset transfer transaction, it indicates that the asset
transfer transaction may be an illegal transaction. In this case, the node device can directly
discard the asset transfer transaction, and can return a transfer failure prompt message to the
asset transferor. For example, the prompt message can be a text prompt such as "The
transferred asset does not exist, please confirm" or "The types of the transferred asset are

inconsistent, please confirm".
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[0086] In the previous technical solution, on the one hand, because the asset transfer
transaction includes only the commitment value that is generated through calculation by
inputting at least the asset type of the output asset object in the asset transfer transaction as
input data to the commitment function, and the asset type of the output asset object is not
included in the asset transfer transaction in the form of plain text, the blockchain can hide the
asset type of an asset object transferred out by the asset transferor, and privacy of the asset
transferor can be protected.

[0087] On the other hand, because the asset transfer transaction further includes the proof
used to perform the zero-knowledge proof on the commitment value, the node device in the
blockchain can perform the zero-knowledge proof on the commitment value based on the
proof on the premise that the asset type of the asset object transferred out by the asset
transferor is hidden, to verify whether the asset type of the input asset object is the same as
the asset type of the output asset object in the asset transfer transaction.

[0088] Corresponding to the previous method implementation, the present specification
further provides an implementation of a blockchain-based asset transfer apparatus. The
implementation of the blockchain-based asset transfer apparatus in the present specification
can be applied to an electronic device. The apparatus implementation can be implemented by
software, hardware, or a combination of hardware and software. Software implementation is
used as an example. As a logical apparatus, the apparatus is formed by reading a
corresponding computer program instruction in a non-volatile memory to a memory by a
processor of an electronic device where the apparatus is located. In terms of hardware,
referring to FIG. 2, FIG. 2 is a structural diagram illustrating hardware of an electronic device
where a blockchain-based asset transfer apparatus is located, according to the present
specification. In addition to a processor, a memory, a network interface, and a non-volatile
memory shown in FIG. 2, the electronic device where the apparatus is located in the
implementations can usually include other hardware based on actual functions of the
electronic device. Details are omitted here for simplicity.

[0089] FIG. 3 is a block diagram illustrating a blockchain-based asset transfer apparatus,
according to an example implementation of the present specification.

[0090] Referring to FIG. 3, a blockchain-based asset transfer apparatus 30 can be applied
to the electronic device shown in FIG. 2, and includes a receiving module 301, a verification

module 302, and a deposit module 303.
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[0091] The receiving module 301 is configured to receive an asset transfer transaction
sent by an asset transferor. The asset transfer transaction includes a commitment value that is
generated through calculation by inputting at least an asset type of an output asset object in
the asset transfer transaction as input data to a commitment function, and a proof used to
perform a zero-knowledge proof on the commitment value.

[0092] The verification module 302 is configured to perform the zero-knowledge proof
on the commitment value based on the proof, to verify whether an asset type of an input asset
object is the same as the asset type of the output asset object in the asset transfer transaction.
[0093] The deposit module 303 is configured to publish the commitment value
corresponding to the output asset object on the blockchain for deposit if the asset type of the
input asset object is the same as the asset type of the output asset object in the asset transfer
transaction.

[0094] In the present implementation, the deposit module 303 is configured to publish
identifier information corresponding to a commitment value of the input asset object on the
blockchain for deposit if the asset type of the input asset object is the same as the asset type
of the output asset object in the asset transfer transaction.

[0095] In the present implementation, the proof is generated through calculation by the
asset transferor by inputting at least the commitment value, the asset type of the input asset
object, and the asset type of the output asset object as input data to a proof generation
algorithm included in the blockchain.

[0096] In the present implementation, the blockchain supports hiding related information
of the input asset object, and the input data of the proof generation algorithm includes the
commitment value, the asset type of the input asset object, the asset type of the output asset
object, and identifier information corresponding to a commitment value of the input asset
object.

[0097] In the present implementation, the verification module 302 is configured to
perform the zero-knowledge proof on the commitment value based on the proof, to verify
whether the identifier information corresponds to a commitment value of an asset object
deposited in the blockchain, and verify whether the asset type of the input asset object is the
same as the asset type of the output asset object in the asset transfer transaction.

[0098] In the present implementation, the verification module 302 is configured to input
at least the proof and the commitment value as input data of a proof verification algorithm to
the proof verification algorithm for calculation; and verify whether the identifier information

corresponds to the commitment value of the asset object deposited in the blockchain, and
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verify whether the asset type of the input asset object is the same as the asset type of the
output asset object in the asset transfer transaction, based on the output result of the proof
verification algorithm.

[0099] In the present implementation, the commitment function is a hash function, and a
zero-knowledge proof algorithm included in the blockchain is a zksnark algorithm or a
zkstark algorithm.

[00100] For an implementation process of functions and roles of various modules in the
apparatus, references can be made to an implementation process of corresponding steps in the
previous method. Details are omitted here for simplicity.

[00101] Because an apparatus implementation basically corresponds to a method
implementation, for related parts, references can be made to related descriptions in the
method implementation. The previously described apparatus implementation is merely an
example. The units described as separate parts may or may not be physically separate, and
parts displayed as units may or may not be physical units, may be located in one position, or
may be distributed on a plurality of network units. Some or all of the modules can be selected
based on actual demands to achieve the objectives of the solutions of the present specification.
A person of ordinary skill in the art can understand and implement the implementations of the
present specification without creative efforts.

[00102] The system, apparatus, modules, or units illustrated in the previous
implementations can be implemented by using a computer chip or an entity, or can be
implemented by using a product that has a certain function. A typical implementation device
is a computer, and the computer can be a personal computer, a laptop computer, a cellular
phone, a camera phone, a smartphone, a personal digital assistant, a media player, a
navigation device, an email receiving and sending device, a game console, a tablet computer,
a wearable device, or any combination of these devices.

[00103] Corresponding to the previous method implementation, the present specification
further provides an implementation of an electronic device. The electronic device includes a
processor and a storage device that is configured to store an instruction that can be executed
by a machine. The processor and the storage device are connected to each other by using an
internal bus. In another possible implementation, the device may further include an external
interface, to communicate with another device or component.

[00104] In the present implementation, the processor reads and executes the machine
executable instruction that is stored in the storage device and that corresponds to a

blockchain-based asset transfer control logic, to receive an asset transfer transaction sent by
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an asset transferor, where the asset transfer transaction includes a commitment value that is
generated through calculation by inputting at least an asset type of an output asset object in
the asset transfer transaction as input data to a commitment function, and a proof used to
perform a zero-knowledge proof on the commitment value; perform the zero-knowledge
proof on the commitment value based on the proof, to verify whether an asset type of an input
asset object is the same as the asset type of the output asset object in the asset transfer
transaction; and if yes, publish the commitment value corresponding to the output asset object
on the blockchain for deposit.

[00105] In the present implementation, the processor reads and executes the machine
executable instruction that is stored in the storage device and that corresponds to a
blockchain-based asset transfer control logic, to publish identifier information corresponding
to a commitment value of the input asset object on the blockchain for deposit if the asset type
of the input asset object is the same as the asset type of the output asset object in the asset
transfer transaction.

[00106] In the present implementation, the processor reads and executes the machine
executable instruction that is stored in the storage device and that corresponds to a
blockchain-based asset transfer control logic, to perform the zero-knowledge proof on the
commitment value based on the proof, to verify whether the identifier information
corresponds to a commitment value of an asset object deposited in the blockchain, and verify
whether the asset type of the input asset object is the same as the asset type of the output asset
object in the asset transfer transaction.

[00107] In the present implementation, the processor reads and executes the machine
executable instruction that is stored in the storage device and that corresponds to a
blockchain-based asset transfer control logic, to input at least the proof and the commitment
value as input data of a proof verification algorithm to the proof verification algorithm for
calculation; and verify whether the identifier information corresponds to the commitment
value of the asset object deposited in the blockchain, and verify whether the asset type of the
input asset object is the same as the asset type of the output asset object in the asset transfer
transaction, based on an output result of the proof verification algorithm.

[00108] A person skilled in the art can easily figure out other implementation solutions of
the present specification after considering the present specification and practicing the
disclosed invention. The present specification is intended to cover any variations, functions,
or adaptive changes of the present specification. These variations, functions, or adaptive

changes comply with general principles of the present specification and include common
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knowledge or commonly used technical means in the technical field that are not disclosed in
the present specification. The specification and the implementations are merely considered as
examples, and the actual scope and the spirit of the present specification are pointed out by
the following claims.

[00109] It should be understood that the present specification is not limited to the precise
structures that have been described above and shown in the drawings, and various
modifications and changes can be made without departing from the scope of the present
specification. The scope of the present specification is limited by the appended claims only.
[00110] The previous descriptions are merely example implementations of the present
specification, and are not intended to limit the present specification. Any modification,
equivalent replacement, or improvement made without departing from the spirit and principle

of the present specification shall fall within the protection scope of the present specification.
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