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the 20 t rupossait mesyagenreceiving meary copreatiy receiving a greskagef fearse,wi th a

correspondi ng maxi num size, for., . .
P g The invention further relates to apparatuses suitable for use in such a

10 system.

Communication between two apparatuses can occur in many ways.
Wireless comniunication is wideiy used for communication involving portable apparatuses.

15 For consumer electronics products, infrared light is commonly used as a carrier for wireless
communication. In known infrared communication systems, a sending apparatus, such as a
hand-held remote control, comprises an infrared transmitter and a receiving apparatus, such
as a television, comprises an infrared receiver. The information is transmitted in the form of
message frames. The message frames are' limited to a maximum size, allowing the

20 transmitting and receiving apparatus to use buffers with a corresponding maximum size for
temporarily storing the message frames. By using simple communication protocols and
operating at low bit-rates, cost-effective communication is achieved. Typically, the protocols
are executed by the main CPU, requiring no dedicated logic or communication ICs in
addition to an infrared transmitter or an infrared receiver. A transmission via infrared,

25 however, can easily be disrupted, for instance, by other infrared transmitters operating at the
same frequency. In order to increase reliability of such communication systems, the commu-
nication protocols have been enhanced by using acknowledgement mechanisms to report
correct reception of a transmitted frame. If no acknowledgement frame is received in
response to transmitting a message frame, the message frame may be retransmitted. This

30 may, for instance, take place on the initiative of the user, by pressing the same key on the
remote control again. Also the sending apparatus may automatically retransmit the message
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r esul by the zemptg@mm compsises the address of a specific receiving apparatus. Only the

addressed apparatus will receive the message frame and acknowledge it. Typically,

apparatuses come with a factory-set address or offer the user a choice of addresses, such as a
20 choice between the logical addresses “VCR1’ and ‘VCR2’ fer a VCR. Making every

| apparatus unique, from a communication point of view, has obvious advantages. The

drawback is, however, that informéti'oh; which'is relevant for more than one apparatus,

needs to be transmitted several times, each time addressed to another apparatus. For

example, after copying a home movie, a user may need to issue three stand-by commands on
25 remote control(s) to bring the telev:slon VCRI and VCR2 into standby. mode.

Similarly the system can fail if two remote control are present to control
the same television. Nearly simultaneous use ‘of the two remote controls will result in two
.mess.'age frames interfering' Automatic repetition of the transmission can result in repeated
mterference, partlcularly 1f the repetmon rates are similar, If the second remote control

30 transmits a second message frame shortly after the first remote control has transmitted a firs:
message frame, the second message frame may interfere with the acknowledgement frame for
the first message frame. If 'the second message frame is transmitted before the first message
frame is aclmowledgedi confusion may arise to which message frame is actually acknow-

ledged by the acknowledgement frame.
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receiving a message frame, setting a second timer at a random time with a predetermined

WO

upper boundary; said predetermined upper boundary being smaller than said first time;
said message sending means being adapted to transmit a message frame when
said first timer is expired and said detection means detect no transmission of another frame;
20 and . .
said acknowledge sending means being adapted to transmit an acknowledgement
frame only if said second timer expires prior to said detection means detecting a transmission
of another frame.
In order to achieve reliable and cost-effective communication between a
25 group of apparatuses, the invention uses the following mechanisms: .
1. A message frame and an acknowledgement frame form a ‘synchronous’ pair.
Once a message frame has been transmitted, a first time period, governed by
the first timer, is reserved exclusively for returning an acknowledgement frame.
The use of synchronous pairs ensureS that the transmitting and receiving
30 - apparatuses can perform the necessary operations sequentially (no pgxallel
activities are required). |
2. A message frame is only acknowledged by one receiving apparatus For many
applications, a sufficient level of reliability is achieved if the transmitting
apparatus is informed that at least one apparatus has received the message frame
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not. This mechanism offers a reasonable protection against messages frames

interfering with one another, particularly for systems in which relatively few

message frames are transmitted and the message frames are transmitted on the
~initiative of the users. - ' .

25 A first embodiment of a system according to the invention is characterised
in that said first timing means is adapted to set said first timer ata random _tinie within a
time window; said time window being chosen from a plurality of pre-determined, non-
overlapping time windows, with the time window, which most closely follows said detection
of the 'ending of a transmission of a frame, being reserved for transmitting a message frame

30 with highest priority and each successive time window-being reserved for transmitting a
message frame with a successively lower priority.

In particular, when message frames are generated automatically by the
apparatuses or relatively high numbers of frames need to be transmitted, the situation can
occur that a transmission of a frame delays at least twd apparatuses to nearly the same
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messaqe franes are transmitted and the nessage franes are transmitted on
the 15 in that s3idmgssage ssndipganeans isadapted to divide a long message over a

series of message frames and to sequentially transmit said series of message frames; each

successive message frame of the series being different from the immediately preceding
message frame and a successive message frame being transmitted after an acknowledgement
frame for the imméd_iatély preceding message frame has been received by said achowledge
20 receiving means; | S | | '
" in that said message receiving means is adapted to receive a series of message
frames and to distinguish between successive message frames of the series; and
. m tha_t.said acknowledge sending means is adapted to tfansmit said
aclmo&ledgement frame, upon said message reéeiv'mg means correctly receiving a message
25 frame of said series, only if said message receiving means has correctly received all pre-
ceding message frames of said series. |
In this embodiment, long ﬁlessages are divided over a series of message
frames. The message frames are transmitted in sequence. The next 'message frame of the
series 'is. only transmitted after the current message frame has been acknowledged. If no
30 aéknowledgement is received, the current message frame is automatically retransmitted. In an
environment with a high chance of disruption of the transmission, it is advantageous to =~
retransmit individual messége frames instead of retransmitting the entire series of message
frames. The situation maj also occur thaf a receiving apparatus.has acknowledged a message
frame, but that the acknowledgement frame was not correctly received by the apparatus
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frame for all preceding message frames of said series, To i increase the chance of a long
message bemg received, the apparatus, which acknowledged the first | message frame of the

20 senes, is the only apparatus whtch acknowledges the remammg message frames of the series.

Ina further embodlment according to the mventmn the system is
characterised in that a message frame, whtch is the ﬁrst of a series of message frames, is
assigned a lower pnonty than the remammg message frames of the series. This ensures that,
once the transmission of a long message has started ‘the long message has gained priority.

25 Otherwise it is possrble that, parttcularly in systems in whxch a large number of messages are
transmitted, every individual message frame of the series would have to compete with all
messages to be transmitted by the other apparatuses. This could potentially make the duration
of the transmission very long. The 'described system is, therefore, particulary advantageous
for infrared based systems in which the chance of loosing optical contact increases if the

30 .transmtssmn takes a long time. ) | - |

In a further embodtment accordmg to the mventton the system is
characterised in that message frames of a series of message frames comprise a number which
is different for successive message frames of the series. Using numbers is a simple way of

distinguishing between successive frames. For example, numbers can be used which are
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PCT/ 1 B96/ 00305

whi ch t r archedksumdintapredetesmined fmessage frame of theseses;uati on, the transmitting

apparatus wil | transm t he SS f -
recei vi g appar at ussa‘l:‘gﬁ1 “HEF &Y ﬂ%nﬁ%r%gﬁggoﬁr&%ﬂax h?g{é ém%?sgﬁa a
transm ssifp{in®@bf iHeSsefiex hn IMHCARDA tﬁit&ﬂis méssigteframe iethe 18Aahessage frame ofami Ve
message frame o e series is different fromthe i me |aey pr ecedi ng

f f th d ff t f th di at el di

nmessage  Series;

said message receiving means is adapted to cause said checksum calculation
means to calculate a second checksum representing the series .of message frames received by

20 said message receiving means; _

said acknowledge sending means is adapted to, upon said message receiving
means receiving the last message frame of the series, _transmit said acknowledgement frame
only if said first checksum comprised in said predetermined message frame of the series
received by said message receiving means matches said second checksum.

25 The checksum allows the receiving apparatuses to determine whether all
message. frames of the series have been received correctly. If a receiving apparatus detects an
error, it does not acknowledge the last message frame of the series. In this manner, the
sending apparatus can-detect that not only individual message frames have been correctly
received but that the entire message has been received. An additional advantage occurs when

30 using infrared based communication, particularly for portable apparatuses. In such systems
optical contact can easily be broken. Without precautions this could result in the following
scenario: an apparatus A starts transmitting a series of message frames. Apparatus B receives
the series. Apparatus C does not receiQe the beginning of the series and starts transmitting a

series of message frames as well (for example, the user only points C towards the othet



5 frame. As described earlier, it is desired that at | east one apparatus

recei ves a nessage . correctly. Simlarly, it is desired that at | east
one apysr®tdddiicorrectly receives a |long message, bepamigvkenentire
series of nessage frames. A nessage fBame is acknow edged by no nor e

than one apparatus. The situation could occur that each individual nessage
f r amappdratuses when Csnedde 0 itmnsok rmomessdge)d Botiuappanets MoaraipP aeadivis tHeasries
correctly received the entire.nessage. For 10 .instance, of a | ong. nessage,
whi coTises: GRRED TRl &G oBS S snahon apreraies Arpbssa gh arbiiratiqnagr

m ghtstdps treRiMAg (RituARPE il theright |ty m%&W-&ﬁ%dngxoﬁwgs@Im&eA and
the se- cond nessage frame m ght be received by apparatus B only and
acknéMeBdwg reseivgsha serigssof message frames partlyopriginating, fram Ampdrpartly oggingt-

ackn 26 [ . _ ool s . kLN correctly

o ot SOHF . ABEEb REE 6 cliulTaToaA % Jd 8t this angdnlorm €%y R

| n aatknawledgirgitieellasemessage fracieng to the invention, the systemis

characterised in that th cknow ed sendi ng neans i.s adapted to transmt

t he acknow edge- eser‘?@ﬁ@%@‘aﬁﬁ%ggmﬁmﬁf@o&cﬂ%‘m @%Ebé‘gﬁﬁﬂ%l neans has

tra”i@fiﬂﬁ&r%t@@?@@%@ﬁﬂ&%ﬁwm& frame for all preceding nessage frane
| t he chan

of sa series. To Increase ce of a long nmessage being S
received, the apparatus, which acknow edged the first nessage frame of the
Zﬂ)a series, is the only apparatus which acknow edges the remaini ng nmessage
franmes of the series. ' In a further enbodi ment
according to the !ﬁ*ﬁﬁ%l‘ﬂl‘ustﬁa&% S¥ystediof four agpa;ﬁﬂﬁés’%%ﬁi&hi%?éjablg hhat a
nmessage franme, whichi is the first “of a series of nessage franes, is

assi gomgnunidatewiretasslyy i ty t han the remai ni ng nessage frames of theé series.

This ensures that, .. ce the transmssion_of | ang. nessage_has
started, the long ]?r’éggea%)gg‘ﬁ‘ﬁ% 53’3?‘%%@%?%5# ﬂ?p%a%&ﬁ%'?wgzﬂ? gcci:nggwgstgi bl e
t hat ,th@?{egérgqh%ﬂmmi’ n systens in which a | arge nunber of nessages are
transmtted, every_Individual nmessage frane of the series would have to
cBhpete with al| ~Figurd showe 3 bleckydiagramnehp rricrp-¢antioller-basedr appar at uses.
Thi s, ntially make the duration - of the transm ssion very

I ong.ll%%wg%&gag%:ogf bed systemis, therefore, particulary advantageous for
i nfrared based sysFignee #shoks alflowdiagramcitlustratimpothergleogit the abcondrtimert in

Increasegs if the 30 tran sion takes a long tine.

I'n aaf’_ﬂﬁdﬂgegetg%b‘ﬂ? o g%&fr"’!ﬁ"#g to the invention; the systemis .
characterised in thghrdSSAGHS al IcWRARageim 2ilRSIrhtity M rORSSPWE firkodmer moNpri se
a nunber which Is different for "successive nmessage frames of the _
s20 i evoiding thgt mestage Sramesdnterfepe withegnednother,  di sti ngui shi ng”bet ween °
successive _f rames. ng’%;e' ')ﬁﬁlwrla?és the rthbn?er wint o()vst.)lfvse'(5J .?grdthe ' CleaSE{?,n of message

frames and acknowledgement frames,
| Figure 7 shows- a block diagram of a further embodiment of an apparatus
for a system according to the invention, ' '
25 o Figure 8 shows a flow-diagram, illustrating the role of the third timer in
rétransnﬁtting a message frame, R o
Figure 9 shows structures of a message and an 'acknowiedgement frame,
‘Figure 10 illustrates a series of four message frames, and
Figure 11 shows a block diagram of a further embodiment of an apparatus

30 for a system according to the invention.

The Sy'stem according to the invention comprises a group of at least three

appafamSés, which are able to communicate wirelessly. Figure 1 illustrates such a system
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sequent i al | YOPGtEF for successive message %ramas of the ser PEF/IBY6HOS
alternative enbodi ment, the systemis characterised in that successive

message franes of the series. ... _alternatingly conprise the nunmber zero or
one. Using @m@swﬁahmﬁmta%ﬁsyl%e 1@f‘t %P‘B@gﬁq’@ﬁd systemfap he used §ergeariouane

needs t0 beemBRCédrdl hphlidatibss, HUERedl gﬂ& ietlafty ! HEl v"imn i
apparatus to sinply di-?éler entiate be%0 en %a?gtsggﬁnjsfnq??gﬁgﬁggné .a ttl:'mcators. For
transni ssi dnstafce; hegrowpof childremesachdavinig anand+heldnganseecomputer, can play a group

In a further _enbodi ni..according tp.the.inyention, the systemis
characteri sgéa'xepﬁyteﬁéfcﬁﬂfpmvxﬂyg gocaflnpu?glé%ﬁls%%{}%utg _ r}?1§§§m€f?€ﬂ19§[?ﬁ1
cal cul at§ oroffMiticdtinl tBé kdlevant infornfatibd shﬁ&lsmefrgixﬁg!’cs&xﬁﬂﬁemw&eé@é ;‘?ﬁe stem

t
message franes; . sai d message Sending neans Is acf pted to
cause sai d asecenablesichddren|tewask together s antgamo with| aagh ghidd gontributing: toothle ask

representi : ser | g 0,,he... transpitted by sai
message sen |1§1}g&ﬁé§%{§‘s§%’§$ nga‘gsegég%ﬁ%é’ wgefﬁgdfeﬂs‘:&uﬁq ??33’ esgicampfeg@uzz &
checksum i rhyaeaph @Hiid @ovirngepartrof tedfuzile VMEhio fgainb @ofphied and Hese partial solutions
sai d messaﬁg sendi ng neans is further adapted to insert in the |ast nessage

frame of t ReiNgeGamamuBiated iy dus BYRe computen tostheothergane camputers: As angiber

nmessage r%ggm It BSewi ' .ecei ving
means i ;56 adapt Bi ’ {aglf'e 5%1%5%@@%%&%@%?% %%Facnu?%ﬁtg%deﬁ%ﬁh @aﬁ%%@ilgé 05%1 ate
a second cvwhikls benefit froms godupnepmmenisatidne Sucl arRDA ageldf allowesa chidd ¢d eetdr ByioD
sai d nessage . receivin ns: ai d acknow edge ,sendi ng
means i s adBpiEe tdo iy BISAS S all glasstonm mates. JFior ghese types ok eroun, gRplisatiens: Ae

| ast messaggfficiaiigevel of P&liabRlity §5acHiéveBSITht leddtiche Aplaratils SR uiﬁsﬁnged

only if-said first checksum conprised in said predeterm ned nessage frane

of the serimgssage framecSinoe grawps arg estahlishedyvery atysamically (ehildeenmay toomesandcgo),
second ecksum checkgéjﬁgaall ws the receivin

appar at Is eg B4y é%‘i‘PWn‘angm aAppagatps receiv-gg1 The messa me. It may even give surpris-

ing effects if a message pops up on the display of some, but not all apparatuses. This can

-easily give the impression that the transmitted object has a life of its own.
It will be recognised that the described system is particularly suited for
these types of group-épplications, where each apparatus is the same from a communication
20 point of view and groups of communicating apparatuses are established dynamically. The
simplicity of the described wireless communication system allows cost-effective implemen-
tations, which are very important for game computers and children’s PDAs. Infrared
communication is particularly cost-effective and has the additional advantages that the
communication is restrained to one room and is free of governmental regulations. In situ-
25 ations where communication is required over larger distances, for instance neighbouring
children who would like to communicate using their PDAs, the séme system can be used
using simple RF transmission technology, as is known from, for instance,' walkie-talkies.
- The appératuses themselves may be different. For example, for interactive
television four similar remote controls can be used to communicate to an intelligent interface
30 box. The interface box may, in turn, be connected to the broadcasting studio via a telephone
" connection. Each user can enter selections or answers on the remote control and transmit
these to the interface box. The interface box transmits this information to the studio. _
* Similarly, the studio can transmit data, such as questions, to the interface box, which in turn
transmits it to all remote controls. In this example, five apparatuses of two types (four



nmessage franes of the series have been received correctly. If a receiving
appar atus detects an error, it does not acknow edge the | ast nessage -
frame S¥O94iE#3%eries. In this manner, the - sendi ng apperaswssosen detect -
that not only individual nessage franmt@ have been correctly recei ved
but that the entire nessage has been received. An additional advantage
occur¥mge gomeols aad ege iIWF%&?eebp’&)z%%@\(%Yﬂﬁ*u he Anyention gaky redatesard shefaom-

por t : ITe t : i optact gan. easily be
P ok o GRREH AR T e e RSt P communiciBin e e lerEe v622he
scenathe Gro&itagtingastadioss Susider the stopeasmi tting a series of nessage frames.

Apparatus B receives ;. ., , the series. Apparatus C does not receive the
begi nni ng of the s&icsidss being sauipped ?‘Pra\‘féfﬁﬁﬁ ¢qfpmynication, the appasatysesmafssage

{1 3Tofig a8 ML o Olly RHPHSR inpilmbiBR1008hoh 804 Repalf, bANG' i 80,000 as

PCT/ | 80bCDODE3play. Preferably, for the display 20 a graphics tablet is used, which also aHows
apparat uses when Ct.needs to transmt a nmessage). Both apparatus A and B

r ecei VRUL WA &R QSHNECIPIgySsiessage franes transmitted by C. As a
consequence appar alFjguré 2 PRsestes R dlkidibgrai SNarfisaratus forl PPftdnh aNSM L 11 NG
(actually C won the right to transmt by not arbitrating correctly). In the
end, ®chwding ta theyprasent dnvention.oFomelarityy 4wWp rapparatuses; t100 andi ilpare shpwm.om A

730 ol e {horie hfed] i AR ZODEE K1 RSB Wik 00" ©

fr an”emessa%e receiving means 210 for redéieing ainissagé frantes pckicwledge i‘tﬂding\/rﬁadson will
be described in detail her ei ng‘fter w th reference o the draw ng. 10

Fi gur £20.1ar| transmitiing anzackyawisdgament Srame Andracknawledge Frcerying means $Q for
g?%ﬁggﬁaﬁ adknbitedbement frame. In figure 2,éa#ParatusF1m]%E?s§th§riﬁi‘9ﬁti9e to trans-

an apparatus for a-syst accor
mit a message frame. The initiative may be taken automaticaily, for instance on the initiative

15 of a program, or, alternatively, be triggered by an external -event, such as a user pressing a -
key. Various methods for detecting external events, such as a micro-controller scanning a
keyboard, are known and not described here. As a result, the message sending means 200 of
apparatus 100 transmits a message frame 500. The message receiving means 210 of |
apparatus 101 receives the message frame 500. The message receiving means 210 also ver-

20 ifies whether the message has been received correctly. Various methods are known for this, -
such as checking the bit timing (e.g. bi-phase encoding), checking whether the parity -
‘matches parity bits comprised in the message frame or chécking- whether a calculated
checksum, such as a CRC, matches the checksum comprised in the message frame. Based on
such a method, a receiving apparatus can come to the conclusion that a message-_frame has

25 not been received correctly. If rio error has been detected the receiving apparatus assumes -
that the message frame has been received correctly. - | . | '

' jEéch apparatus further comprises second timing means 320. When the
message receiving means 210 correctly receive a message frame, the second timing means |
320 sets a second timer at a random time, with a predetermined upper boundary T2. In this

30 example, this happens when apparatus 101 correctly receives.the message frame 500. The
acknowledge sending means 220 do not transmit an acknowledgement frame until the second
timer expires. Apparatuses other than apparatus 101 may also have correctly received the
message frame 500 and started a second timer. The secopd,. timer of one of the receiyi_ng

appa'rathses will time-out first. The acknowledge sending means-_220. of that apparatus will



t he pr.esent invention, 15 Figure 3 shows a

bl ock- di agr am of a mcro-controller-based i npl ementation,
Figure 4 sh¥@P63+¥tow di agram illustrati ng,the role of the EETAB0IN%er in
avoi ding getting two acknow edgenents, Figure 5

shows a flowdi.agra I 1| ustrating t role of the first tiner in 20

Vol di ng. t FARSTHE3 26knavsdRACteR e D- iRe, aBraraci SuieF comprises detection means
Figure 6 i Lboigér ddiedtink etrhsilssid 601 Franfee df fHRrdetdiBoh MAARTUSE b?'ﬁn_%?pifﬁﬁ@,age
frames and acknow edgenent franes Fi gure shows a

bl ock di agmdishols waiting forethe spenadi thrasr togTxpire, gpeis attrapsmissionfafranathey Srame,

accordi ng t I nvent i - Fi.gure 8. sho a ..

o di agr BROT e Yo gt efrss, pa asimqisdgement fiaieg ¥ Hefmind” Altefhasvely, the
retransmi t detettich Messo400 i Bpon detecting the transmission of a frame) Wrevedt Heowsond
structures of a rressg&g and an .acknow edgenent frane,. )

Figure 10 fimiggmeaned2Q frogy pxpiripg, 3isq fes Sa‘ﬁ@"f%cgﬂ%l,edmm frame being trans-

ooy HBEE T b O ot pdt e RO BN cbecBuBPS i
syst em accohatica@ftnot nivze ithanconei apparatuspackeewledging abe message frames500.Hf acleast one
apparat g;g;@ﬁ%& Rad TeelVBg dne, Bieishas drame 500 Erreth§; e acknoWiige ecelving meats ~
compr i sing T B L e B e e o eag S e
“for vari ougpparatuses may detect and receive the same acknowledgement frame 510, but since these
apparatuses are not expecting an acknowledgement frame, the frame will be discarded. -
Each apparatus can take the initiative to transmit a message frame.
Consequently, the transmission of a message frame initiated by a first apparatus could
15 interfere with the transmission of a message frame initiated by another apparatus or with the
transmission of an acknowledgement frame. The detection means 400 are also used to reduce
the chance of this happening. If the detection means 400 detect a transmission, the message
sending means 200 delay starting the transmission of another message frame. When the
detection means 400 detect the end of a transmission, first timing means 310 set a first timer
20 at a predetermined first time T1. When the first timer expires, the message sending means
200 may start the transmission of another message frame. Since another apparatus may have
been delayed by detecting the same transmission, it is advantageous to check again whethera
 transmission is active or not, before actually starting the transmission. This mechanism offers
a reasonable protection against message frames interfering with one another, particularly for
25 systems in which relatively few message frames are transmitted and the message frames are
transmitted on the initiative of the users. It will be appreciated that, instead of setting the
timer at the end of detecting a transmission of a frame, the timer may also be set at another
‘moment during the frame transmission, such as the start of the frame. In many systems in
which the maximum length (and duration) of a frame are known this will lead to similar
30 results. In some systems, such as for instance infrared based systems, interferences,
interpreted by the detection means 400 as a transmission of a frame, can occur which exceed
-~ the predetermined first time T1. In such systems it is particularly advantageous to set the
* timer at the end of detecting the transmission or interference. '
Additionally, the predetermined first time T1 is chosen to be longer than
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ller, for example of the type PCA 84C822 of the Firm of Philips, it is advantageous to

25 combine the message sending means 200, the me'ssage receiving means 220, the acknowledge
sending means 220 and the acknowledge receiving means 230 with the micro-controller. The
first timing means 310 and second timing means 320 are preferably. combined with the timing

 functions of the micro-controller. In practice, the modulation and demodulation circuits are
kept .separate from the micro-controller. In situations wher.é the real-time requirements of the

30 micro-coﬁtroiler allow for this, it is advantageous to combine the first modulation step
(modulatmg the signal onto a subcarrier) with the microcontroller.

Figure 3 shows an xmplementauon using a mxcro—controller A micro-
controller 600 uses a modulation circuit 610 for modulating a subcarrier on an infrared light
signal. An example of such a modulation circuit, also referred to as infrared LED, is



transpgits it to all renote controls. In this exanple, five apparatuses of

two types (four WO 96/ 34374
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remote controls and one interface box) aré3involved. The invention only
relates to the com muni.cation between the five apparatuses; the
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Figure § illustrates the use of the first timer in avoiding that message

frames interfere with one another. As an example, an interaction between three apparatuses
A, B and C is shown. The interaction starté at time t=t,. It is assumed that at that moment
20 no other interactions are active and that all timers have expired. At t=t,, A starts sending
(Tx) a message frame. At the same time B and C detect the transmission and start receiving
(Rx) the message frame. At t=t,, A stops transmitting and B and C detect the end of the
transmission. A, B and C start the first timer at the predetermined first time T,. They wait
(Wt) with transmitting-another message frame until the first timer has expired. For simplicity
25 it is assumed that only B has received the message frame correctly (the situation that both
receive the message frame correctly has been described previously). B starts the second timer
(fdr acknowledging) at a random time t, with the predetermined upper boundary T, (t, <
T,). B waits (Wt) for the second timer to expire. This happens at t=t,. Subsequently, B
starts transmitting an acknowledgment frame. A and C detect this transmission also at t=t,.
30 At t=t,, B stops transmitting the acknowledgement frame and A and C detect the end of the
transmission. A and C restart the first timer at the predetermined first time T,. At t=t;, A
has received the acknowledgement frame. Also C may have received the acknowledgement -
frame and subsequently discard it, since C is not expecting an acknowledgement frame.
| Alternatively, C may have stopped receiving the acknowledgement frame as soon as C



checksum such as a CRC, matches the checksum conprised in the nmessage
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minimum period will allow the automatic gain control circuitry to return to a high level of
sensitivity. ' _ . . _
From figure S it is clear that the transmission of a message frame delays
20 the transmission of another message frame. If during that period two or more apparatuses
want to transmit a new message frame, the apparatuses may be délayed to a similar moment
_ in time (A and C are delayed to t=t; in the example of figure 5). If the processing:delays in
A and C are very similar, it could occur that both start transmitting at nearly the same time
and are not able to detect that a transmission has already started before they actually started |
25 transmitting themselves. To overcome this problem, in a further embodiment the first timer
is started at a random ‘time within a time window. As can be seen-from figure 5, the lower
time boundary of the time window must be higher than the upper boundary T, of the second
timer, in order to ensure that the message-acknowledge pair can not be broken by a new
message frame. The time window for the first timer is further broken down in at least two
30 non-overlapping time windows. The first of these time windows is reserved for transmitting a
message frame with highest priority. The successive time windows are reserved for
transmitting a message frame with a successively lower priority. The first time window is the
time window for sending a new message frame which most closely follows the moment at
which the detection means 400 detect the ending of a transmission of a frame. It should be



apparatuses are not expecting an acknow edgenent frane, the frane wll be
di scar ded. _ Each apparatus can take the initiative
to.transm twaosdsgage frane. Consequent |y, the transm sBCDmBWHOMS
message frane initiated by a first apparatifs could 15 interfere with the
transm ssion of a nessage frape initiated by another apparatus or with the
transm ssinmmedthanas amgrasvihertgaradhigh prionity. méﬁsgedﬁmaes toobe treduntittédOa fove pabay

200, des ect g frameculfe anfued e BsE ahRRRAf g rsﬁgr%ﬁegg%%@%' edgansmission
starting tées high bRy Meste ﬁﬂﬁé)hsimnawaaﬁy bh@RRn piliRn ge frfie bt bEon

means 400 detect the end of a transmission, Tirst tim ng rrean
first tinmewammited at »imeenand thenether high priorite messagenirames veillfbier dedayedmer

expirese the nessage se tar ransm.ssi

anot her> message frane. Efgy?%ﬁﬁ@{l%&s tgf)ﬂ)‘g? @Xwgys?é{%qge yRissiony ?é’ﬁﬁlge
by det ect i fagméd gnds ackmotvlciipeitentsirames. | Assuminpdthanitagapthe dnd ofeensatssich of a
whet her a transmi ssion is active or not, before actually starting the

transni ssiBAsSAEHBMes Hatertsth Brertime window 40 iereservedifer sendingcan aﬁkna\ylﬁdagnent
f
message fralgg Ek% saparmaaem mv Eﬁd?e”ébﬁcﬂ&% aﬁéﬂtﬁ&,gé #1\9{? gg@@%@

ew nessage rarres ar e nsm
frames ar ew1th1n thisrtans mmdawl "Dhre time window dtas uepredetérhmddswfﬁr bbundary IT,bEhe

appreci ated that t tt th d of dt t
2PPToouf Shimt ingow 3D, BaBe the, B iBfow Afier Ty s esotied Tor HARTIUME & hiEh PRAR,
duri ng th%&isﬁﬁ@f&ﬂﬁ”iﬂﬁﬁ?%‘a b VbR bt 0t bibh ARG ke B

systens in I mum |l ength (and d rane
known t hi smeinent ateuhlich shesmessage frame lrsémsmmedlm random, ithie this tisecwindowf 20.

I nstance | b d I_nt ted by the
det ection %aﬁoé ﬁ£§§’ ‘%\% r@fés%ﬁ%"%%&qﬁ? ﬁ?ﬁ& pq%ﬁy ieﬂgg\ﬁ"&“n éc,sgecﬁ' It
the predet giotidgeinbted hattif Ahighl pridrityStiéstagey frimets transnfittéd) the deiedtidn/ of the
advant ageous tqQ set the timer at the end of detecting the

t r ansnil8si Gansgussion will g9seththe timers. So a lower priority message fraggiwillosdy bg | tranﬁextted

pr edet er m G4 dpphsitus! Wais 19 thisrfiHgh bAoAy mERGE. than

PCT/ | B96/ 00305 ' In a further embodiment, as shown in figure 7, the message séritling
- means 200 is adapted to divide a long message over a series of message frames and to

sequentially transmit the series of message frames. Additionally, the message receiving

20 means 210 is adapted to receive a series of message frames. It should be noted that the
rhessage sending means 200 may actively divide a message into message frames, or, alter-
natively, a me’ssége may already have been stored as a series of message frames. Typically,
message frames are limited in length (and, 'therefore, also in transmission time). The length
is usually chosen in such a way that it matches the application. As an example, if message

25 frames are only used to transfer simple instructions, like the user pressing a kéy on a remote
control, a data 1ength of up to two bytes might be sufficient. For more complex situations,
like the user programming a VCR on the remote control and transmitting the series of .
instructions in one operauon, the use of a larger frame size, such as 16 data bytes, is
beneficial. For apphcatlons, such as described earlier, in which drawings or letters need to

30 be transrmtted even larger sizes would be required. Increasing the frame size too much,
however, causes problems. Besides increasing the buffer sizes (extra costs) also the reliability
is reduced. This could particularly for infrared communication result in an unreliable system.

The reliability is, therefore, increased by reuansmitﬁng a message frame
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Figure 8 shows that the predetermined third time T3 for waiting for the
25 acknowledgement frame must be larger than the predetermined upper boundary T2 for
| ‘acknowledging the reception of the message frame. At t=tl, apparatus A has finished
transmitting (Tx) a message frame. A sets the third timer at T3 and waits (Wt) for thg timer
to expire. In this example, B did not receive the message frame. If B would hgye received
the message frame, B would have, at t=tl, set the second timer at a random time, with a
30 maximum of T2. In that case, B would have transmitted the acknowledgement frame at the
latest during the period t=t2 to t=t3. By ensuring that T3 is larger than T2, A .sta:t_s
'retransmitting the message frame at t=t4, when A will no longer receive an '
acknowledgement frame. Preferably, T3 is sufficiently larger than T2 tp allow for some

processing delays.
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frame. At the same tine B and C detect the transm ssjion and start recelving
message has started, the long message has gained priority. This ensures a quick transmission

of a message and reduces the chances of disturbance, particularly for infrared based systems.
The left hand part of figure 9 shows a simple structure of a message
20 frame 500 and an acknowledgement frame 510. The message frame 500 contains a DATA
field with a variable number of data bytes or bits with a maximum of, for instance, 16 data
bytes. The acknowledgement frame 510 contains an ACK field of, for instance, one bit. To
simplify clock-synchronisation of the receiving circuit and the detection of the beginning o_f a
frame, a frame may additionally start with a special header field (HDR), such as a special bi-
25 phase encoded pattemn. The right hand part of figure 9 shows a more advanced structure of
the message frame 500 and the acknowledgement frame 510. The fields DA and SA com-
prise the address of the destination apparatus-(DA) and source apparatus (SA). This implies
that the source address of the acknowledgement frame 510 comprises the destination address -
| of the received message frame 500 and the destination address of the acknowledgement frame
30 510 comprises the source address of the received message frame 500. The system according
to the invention does not rely on the use of addresses (apparatuses are the same and do not
have unique addresses). It is, however, advantageous to comply to a frame structure_ _which
has these fields; albeit using the fields only with fixed addresses, in order to be able to use
an existing. communication system, where one of the addresses is reserved for the apparatuses
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Addi t] gsnsgl1 l é ¥1‘ame “This can be achieved by inserting in the SEQ field of successive frames a
different number. It should be noted that 'frames, which-are not successive, may still have the

20 same number. However, a simple method is to give successive r’n’essage frames of a series a
sequentially 'higher number. By also using the SEQ field for the acknowledgement frame 510
and copying the number from the SEQ field of the message frame 500, it is made possible to

'better verify that a received acknowledgement frame indeed acknowledges a message frame,
which was transmitted by the apparatus.

25 The upper part of figure 10 illustrates an example of a series of four
message frames, m which the SEQ field of successive message frames comprises a
sequentxally hlgher number. The first message frame 500 comprises the number zero; the
second message frame 501 a one; and so on. The lower part of figure 10 illustrates an
alternative approach in which the SEQ field is subdrvrded into- three sub-fields T, F and L.

30 The T field comprises altematmgly the number zero or one (toggle bit) for successive
message frames of a series. This allows to differentiate between successive message frames.
“The srtuanon could occur, however, that an even number of successive message frames are

| not recexved correctly by a particular apparatus. This apparatus would not be able to detect
that. To overcome this, the first message frame comprises a length indicator, which indicates
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PCT/ | B96/ O@&0&xample, the user only points C towards the other apparatuses when C needs) g transmit

a message) at the moment when A has only transmitted two message frames. Both apparatus
A and B detect the series of message frames transmitted by C. As a consequence, A looses
20 the arbitration and stops transmitting (actually C won the right to transmit by not arbitrating -
correctly). In the end, B has received a series of six message frames, with the first two
frames originating from A and the last four frames originating from C. A length checksum
does not allow B to detect that the series is not correct.. If required, more advanced
checksums can be used, such as parity-based checksums or cyclic redundancy checks (CRC).

Figure 11 shows a further embodiment in which apparatus 100 comprises
checksum calculation means 410 for calculating a checksum representing a series of frames.
For instance, the checksum could be a CRC calculated over the entire contents of all
message frames of the series. It will be appreciated that the checksum may also be simpler
30 and limited to defined fields of the message frame, such as the data field only. The message
sending means 200 is adapted to use the checksum calculation means 410 to calculate a
checksum over the series of message frames, which the message sending means 200 needs to
transmit. Thé message sending means 200 then inserts the checksum at a predetermined
position in a predetermined message frame. Obviously, many different positions can be



noted that as long as there are high priority nessage franes to be
transmtted, a low priority message franme will be delayed (the first
tinmer WO 96387+ est ar t ed by detecting the transnission  PCT/B6@NHISgh
priority nessage frane). Simlarly, 'oﬁﬂy one high priority nessage frane
wll be transm tted at a tinme, and the other high priority nessage
f r ameghasen,| sugh aaehaﬁm posigion of the data field of the first piegsage feme pfitherseries ot he

ncknoliF S RelPR b aRE it ek RPTHiIS LR el HdGge rapdRTBRIR he , of

”Essaﬂﬂsiag@@&dﬁngﬁisaﬁi 210 of bfe bi Moravoti wppdraiuses. ﬁﬂﬁrmeﬁaé@fecéﬁnﬂﬂ ng an
acknow edgenent - ane. The,  actual npnent at which the acknow edgerrent

fr anemgnaz%grﬁd@p@a tp s Sheqehecksum calgplation means 410 ﬁaacaAMavaa cheglsum ne

do Lh&y 0 bei n
\chg f&%ﬁﬁe ow %ﬁéﬁ??‘éﬁé@gﬁgggg\ee & %earnsmrt}] ing a IW &p&%rgltst y o
nmessathe dheekmm fromathegrpdatermised\pedition tmthe rpxedaterminechimgbsage |fmmd. yThees sage

t BnaoRKngMSiEs SEndine merd® a2t o taplid © orty SrBSRE P rkh Ve kAN 5
reser ﬁfé@lait%estssg% ﬂ&?ﬁb Jf'th@kéries iFBEtOERcksuatEmaRRdDeferiliing bh the choi&d'ot! d be

noted that if a high priority nessage frane js transmtted, the detection
of t hﬁle]sfhecksams rthissnay, endure sufficient pratectionagainsigerrers) sudh aspbasisr irsmissiemge

h,lgh mr ) %&b@a%ogﬁe“m bAifig received' hro1yFPRAE BF Wesi3R! Rarh NS U (2 s

shownceritafentioe of meksage mmm differeriteapparaflides. IEoradiﬁ@éreéohﬁonbrvl de
a long nessage over a series of nmessage frames and tQ sequentially

t r ans timplesentationg sughsass shpwry maﬁwe 3Adm mlefﬁaqongrollﬁwnn@wgae%kyew ng
receive a series of nessage frames. It shoul d

be ngﬁgeg Zc]a?cuﬁe?}geaa{e%?rselé@age sendi ng means 200 rmay actively divide a

nessage i nto nessage frames, or, alter- natively, a nessage nay

al ready have ‘been stored as a series of nmessage frames. Typically,

nmessage frames are limted in length (and, therefore, also in transm ssion

tinme). The length . is usually chosen in such a way that it matches the

application. As an exanple, if nessage 25 franes are only used to transfer
sinple instructions, like the user pressing a key on a renote control,
a data length of up to two bytes might be sufficient. For nore conpl ex

si tuati ons, | i ke the user programming a VCR on the renote control and

transnitting the series of. . . instructions in one operation, the use of a
| arger frame size, such as 16 data bytes, is beneficial. For

appl i cations, such as described earlier, in which drawings or letters need
to 30 be transmitted, even larger sizes would be required. Increasing the
frame size too nuch, however, causes probl ens. Besides increasing the
buffer sizes (extra costs): alsothe rellablllty -



i s reduced. This coul d partlcul arly for infrared comunication result |n an

unrel i able system The reliability is,

thefefore, MRIEHIE by retransnitting a npssage frame PCT"IB%""V\Q?

96/ 34374 '

PCT/ 1 B96/ O : i f
no acknow ggg‘gxﬁfesnt frame is received for the nessage f To th| s end
each apparatus conprises third timng neans 330, ‘@@ ,!u &uﬂﬂn !
timer at a predetermned third time T3, after the lrreans
200 has transmtted a nessage franme. If the third tiner explres before

t he acknow edge receiving neans 230 receiving an acknow edgenent frame, 5
t he nessage sendi ng neans 200 retransmt the nessage franme, up to a

predet erm ned maxi - A wirgleas oo muafcatibrreystent laemgﬁ&ngwl RAgIAg RPRatisHad a
means 230 jnformthe nessage sendi ng neans 200 that a correct
acknow ed N’c“ SrIPRARMYSASs been received or, alternatively, stop t he

third timng neans Eﬁrg | ions
could for instance %ggtsﬁr efe&g t}lﬁ??gﬁﬁgngasé o%%iﬁ?cae{%on a’ g%ﬁé
nunmber, sumbssage fianei, ateé acknovdedgeeteceiving, medins der fecéivingesh ainuwledgementiframe)
easily pe di Eturbed The reliability is further increased by adapting
t he ackno ge sending nmeans 220 to only transmt an acknow edgement
frame to acknow edggaigRkdedfihg gﬁﬁ'@ltuh Qﬂnﬁhsﬁgfﬁéﬁgéereééxﬁﬂg féans féxefe'céﬁin i

t he message receiving neans have correc received all nessage f gnes
of the serinessageframe, and aclcaonﬂe@eamdmg mesaas §¢m Umsmmngmnmmwlsaugem Sragne
franmes of a series have been acknog that none of the
acknow edgfBfy ‘éb‘gg}ﬁé-‘taégée“ﬁ‘é{(}% We@ﬂgf%%’%tyh%géﬁ?’g gasppelrame,” "o ecty.
In a furt hgfartdro@dinent, the reliability is further |ncreased by adapting

t he acknow edge sending neans 220 to only transmt an acknow edgenent frane
to 10acknow edgeinHiat said systemnamprises ableastdhteg @pparatvses; feagh apnaratus being a

the messagg bfGSiophfits as well as a receiving apparatus,
each apparatus further comprising:

detection means for detecting a transmission of a frame,
first timing means for setting a first timer at a predetermined first time
15 upon said detection means detecting the ending of said transmission, and
second timing means for, upon said message receiving means correctly
receiving a message frame, setting a second timer at a random time with a predetermined
upper boundary; said predetermined upper boundary being smaller than said first time;
said message sending means being adapted to transmit a message frame when
20 said first timer is expired and said detection means detect no transmission of another frame;

and _ |
said acknowledge sending means being adapted to transmit an acknowledgement

frame only if said second timer expires prior to said detection means detecting a transmission
of another frame.

25 .2. A system as claimed in claim 1, characterised in that said first timing

| means is adapted to set said first timer at a random time within a time window; said time

window being chosen from a plurality of pre-determined, non-overlapping time windows,
with the time window, which most closely follows said detection of the ending of a trans-
mission of a frame, being reservéd for transmitting a message frame with highést priority

30 and each successive time window being reserved for transmitting a message frame with a



20 neans 210 have correctly received all nessage franes of the series
so-far .and if_the acknow edge sendi ng neans-220 has transmtted an
acknovw“s‘ag)ﬁé:ﬁém frame for all these nessage frafmes. PORIBYs@N3dres t hat
onIy one apparatus acknow edges the rzgceptlon of series of nmessage
fr Figure 8 shows that the predeternined third
ti neswege%welwvvqrr@%y the 25 acknow edgerrent frame nmust be larger than
t he pgredeterm ned r edgi ng the reception of
t he lrahassage frane. N%\ %Qwua@%grlgt%b%ﬂ& ﬁég ey ?hﬁ transmtting (Tx)
a rressage frarsmd s&ndmgsapphatﬂsffurtﬁert cmpn&es tHisd amingvmehﬁs fof sertirra tHpRy ti mer
Blre ecI qﬁ”ﬁrg Béfi recei ve, the rressagefrarre If B would
have et at 9@5 etermug third time, afte m%s%lf%dlﬁ&\ﬂéean&ﬂlai transmigted at he second
t sMefmeddagd ffaamd gt i me, with a 30 maxi numof T2. In that case, B would
have transmtted t he acknow edgenment frane at the | at est during the
period t=t2 téaﬂdngssaa/seadmrmn@stxnadapr& ks retrangeit saitaimeSsdge fragieip ® a

retr ny) S at. t -t no |l onger receive an
acknﬁ%’la d é*‘?&ﬁtéwﬁ‘% S‘Hﬁ% ? if s3id éifé‘m]@?fc?’@meﬁyﬂpaﬁ@éw than T2 to
al | ou¢knewlédgereceiving ﬁﬁ%@&édeﬂﬁngiﬁh a¥knowledgement frame; WO 96/ 34374 . '
PCT/ 1 B96/ 00305 17
The shasagefisedendi ng neans 200 of figure 7 transmts a successive

ssage frane P [ an acknow edgenent
;marre for thelﬁ&ha@eﬁw y p ece I ng rrestggigné r?(één has been received.

W t hout pr ecadn itten saiihmessage sending means is atapted mdwmdailor%c EssagdBveral us A
transnts a nessage fra of a series to,B; B sends an acknovvl edgenent

f r anteTieof ape terseguenyally frAnsmik said, series\of messagecframpss riack t he
?anesdﬁéés%%%éisﬁi@frﬁﬁﬁedﬁﬁéﬁ IR diffeRdn TRoth (R RRAGMalel PPRcing Ne SOrT €S-

0-cope W t eac ccessli ve rressage rane oO Serres is
di f f meessage frame addea swoceskive: message fraowi being: transnmasd affer in ackmowdedgeirieat

rfgssia eer ?he i ”:%ecfm t%f}spr%ce%mgs mae?slage tft(')'«a.rrgeI e%glrggenl?eecltt\;\)llesar}d acknowledge

receiving means;

1

poaa &
D

in that said*message receiving means is adapted to receive a series of message
frames and to distinguish between successive message frames of the series; and
in that said achow'lédge's'énding' means is adapted to transmit said
20 acknowledgement frame, upon said message receiving means correctly receiving a message
frame of said series, only if said m"es"sa'gé receiving means has correctly received all pre-
ceding message frames of said series. |
4. A syster'ﬂ as claimed in claim 3, characterised in that said acknowledge
sending means is adapted to transmit said acknowlédgemeni frame only if said acknowledge
25 sendmg means has transmxtted an acknowledgement frame for all preceding message frames
of said series.
5. . A system as claimed in claim 2 and 3, characterised in that a message
frame, which is the first of a series of message frames, is assigned a lower priority than the
remaining message frames of the series.
30 6. A system as claimed in claim 3,4 or 5, characterised in that message
frames of a series of message frames compnse a number which is different for successive

message frames of the series. _ . |
7. A system as claimed in claim 6 cha:actensed in that successive

message frames of the series alternatingly comprise the number zero or_one.

A



successi ve frames of the series. Consequently, t he message receiving neans

210 may discard 10 & ich is part of a series, if it is
t he same aswtor%%Wéw ' chid BEEN nmessage framne. PCT/TBY6/00305
1In a further enbodi t REPLAGED nesdage¥ranme of .a series, is assigned a

| ower priority than the remal ni ng nessage frames of the series. As an
exanpl e, i% a system A sysigppay eleimegoinptiziay 31 4.8, 6 ond, Fh?ifg@!eﬁtﬂﬁslagléatfrarre
woul d have the | owe Y, V t he
e oy " CBEA bR et RSSO Rl AR

conpet es  afgeksuyh fspresemgr h glrfiestof hesmgeraméd;ow pri orl ty) Once the
transm ssion of a Iong léldsa ge has,started, the | ong nessage has
gai ned priority. Thidd Sestaeesending meany jsadanied 4p gause said C’éﬁ“ﬁh%@ﬁ‘t}é“%d

educess  hfefapeaRuble bl nBaRGH reBRSk 86 LSt WA SibeRL:

syst ens art of
si npl e st rteansoitéedohy saidunassage seoding amnsomdarmtssage avridingnineanpemserting saidefirst

510. The ssage franme 500 contai ns a.DATA field with a variable
nunber of %ﬂ Fﬁdsﬁﬂ’g’ ‘I“FF%"J&'P&S&"&“"F& i nstance, 16 data

bytes. The acknova ethgErmngh%aﬁmmer adapdtofih&drtlinOthe lié@rmessage
i nstance, one bit. To cl ock-synchroni sation of the receiVving

circuit arfiameef ths series an xmhcatm tbegihrmmnsgiazﬁ frame is thef lastrmessage frame ofuhe
addltlg allﬁgtart with a special header field (HDR), such as a special bi-
25 ph E¥ded pattern. The right hand part of figure 9 shows a nore
advanced structure gfid messageheceivingagsans ivadaptedGoaadse! faid eivdcknuh edigalaton
frame 510. The fields DA and SA com t he address of the

dest i nat i oReaspacalcylatg BA%%H&WME&S‘F% e sepigs offmpssage, pmgs received by
that the s s .acknow edgenent franme 510 conprises the
destinati Os%}%@g?%ggr&%ﬁﬂ%{ﬁegﬁé recei ved nessage frame 500 and the
destinati on addresssaid atkmowledgeosshdingemeans i adapted30, uﬁdrosmdwmmssaesred:dmng

dd f.th d 500. Th
To 1 hol§ nvBsAISaRcelts thefas Heyssa oA S8 GFrch FoNal S AR gt e, o
same and AP e said first KA Coiprddd i 3818 Predédrmifed hey&%@ framR(bFARE JERRUS

to conmply ane structure has t hese fi el al beit usi ng
the fi el dsreceivgd h;ytsandfmma@eanbstcwmgemmsmmhﬁsmxdoseb@mhbh@ksmuse

exi sting comuni cation i%steg}a gtr&m%pe Qf thsagd5%§%es is reserved for

‘the appar at'uses
AR R AR

Sheet Has Been Reilaced
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acgordi ng t\Woe43i'aventi on. Wil e using the reserved addressPCalBmpIcat us

can comruni cate to the apparatuses of the system according to the
invention, follow ng the additional 11!] rocedures described in this
docunent. Preferably, the sane apparat uld also be able to use

sonme of the other addresses to communicate to the rest of the existing
communi cation 5 system follow ng the basic procedures for that system
As an exanpl e, 100l | owi ng the basic procedures and framdQ3tructure of
an existing renppte control system a hand-held gane ter according
to the inven; c_lsed as a renote control f¢ T ST
The frane stLﬁ%F%re shown({in the right hand part of {fli gure

prises a fie|l® BrpPE, of east one bit, for distihdbi shingD& \een a
gement frangae—8si ny|this f & @ |both frame

message frangth®d|an 10
types can usgrtime! Fame structure. Al t houghthi sy crease the
size of, party , [ advant age
that a signi fpcant rt of the goftware or hayfdware reqy red tqp deal with
both franme types can be sihéred. The fiel )\ LNGTH i s“used for indicating
the length of the follow ng DATA field. Particularly, if the data size
varies significantly, it i to 15 detect the

| ength of the data in a si (for ingtance tp{be able to determ ne
when to stop receiving). Theltd0l SEQ|i s usep#dl2i ndi cati ng sequence
information. As descri bed befgre, sucg¢gssive pssage franes of a
series are different fromghe i mpgi-20ely piecedi ngi™~20 nessage frane.
This can be achieved by ihserdig in the SE 'H g G pf successive frames a
di fferent nunber. It shouTéfﬁﬁ d t hat 1%?5??1 whi ch are not successive,

L —h

may still have the 20 sa . weve = 106t hodgw o4gi ve -
successi ve nessage franes of a series a sequentially high .nJ%ber. By
al so using the SEQ field for the acknow edgenment franme 510 and copyi ng
the nunber fromthe SEQ field of the nmessage frame 500, it is nade possible
to better verify that a received acknow edgenent frane indeed

_~100 which wa
pper part of fi
of a series Sage réﬁes, I n jwhi
successi ve | 0 ri segig eque
first nessage franme 500 conpfises the nunber| zer
.frame 501 ajone; and so on. JThe lower part gf fi

-al ternative]lapproach in which the g fieldiy

acknow edge
25

transmited by jrei@bparat us.
strajes an exanpl e

%ald of

gher nunber. The
becond nessage
) -320uptrates an

ed injo three

sub-fields [, Fraatded— ogq S\
| mSm mRm 210
T 1310 DET 400
-1 T
DET 00 310
mRm o101 0200
sn_ | ®m_ i 230 |F1G. 2




30 The T field conprises alternatingly the nunber zero or one (toggle bit)

for successive

nmessage frames of a series.

di ff erent i ave oyd1deen successi ve nmessage franes.

This all ows

to

The si PGEIBYSHO®SUI d

occur, however, that an even nunber of successive nessage franes are

not recei ved correctly by a particul ar aratus. This apparatus woul d not
be able to detect that. To overc his, the first nessage frane
conprises a length indicator, which isr;lﬂi cates WO 96/ 34374
PCT/ | B96/ 00305 600 | _ 19

the total number of nesdage franes i series. In this exanple, four
nmessage franmes are Tn € Sle+ed. TheDl-ergit i ndi cator could, for

i nstance, be part of the data i]n tha field. To be able to detect
that a nmessage frang is the firgst of [ the SEQ field conprises a
sub-field F, of at HT, r indpCating this. Additionally, t he
SEQ field conprises a 5 sub-field L, at | east one bit i cating

that the message frame is the |ast ofgog series.

receives the | ast nessage frane,

message franes. |If not,

it

c

ecks whet her

When aF% ;tus
is has rec d all

it does not acknow edge the message frane.

shoul d be noted that A in such a sj tuat itbn ot appar at uses, WnCch did
receive all nmisiage—fy-anp ' kT d-ge- recept|rom —lg -

A sinmpl e checksum 33(1 i ndi cator, proteBx

agai nst a |i mLgd-nu tens : vel of ¥ _
protection may not be red based cdnmuni c@ti on,

‘particularly using porta contaqt cap, ¢asily be
broken. W tlout precauti t he foll owijng s ario:

an appar at ug A starts trg i X nmessage fi‘g@ with the
| ength being 15 i ndi cat pparatus B 1 i'res the
message franet=t2Appargatop— ragu‘f he
series and starts tR nsrﬁ # I (for
exanpl e, the s —-6RI% p 5~ ¥hen+G-needs

ansm t¥ed two

C.4

a nessapge) at the
Bot h appar at us

to transmt
nmessage franes.

A B | C
t=t0—-—1?x-~§- RxI: | Rx}
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l T w T Wt T
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A*and B detect the series of message frames transmtted by C. As a
consequence, A looses 20 the arbitration and stops transmtting (actually
'C won the rW@WsB34G+transnit by not arbitrating correct| P§T/IBYGPHE end,
B *has received a series of six nmessage frames, with the first two

frames originating fromA and the | ast r frarres originating fromC. A

-l ength checksum does not all ow Béﬂet ect that the series is not
correct. If -required, nore advanced checksuns can be used, such as
parity-based checksuns or cyclic redundancy checks (CRC). 25

Figure 11 shows a further enbodi nent in which apparatus 100 conpri ses
checksum cal cul ati on neans 410 for calculating a checksumrepresenting a
.series of frames. For instance, the checksum could be a CRC cal cul at ed
over the entire contents of all nessage franes of the series. It wll
be appreciated that the checksun1nay also be sinpler 30 and limted to

defined fields o a0 ) 1t 9 ] . The
nmessage S ehei-Rgrreams arete el t-o-use»t he checksum cal cul ati on
means 410 to cat=yl atje at_[z checks n1over the series of nessage franes,
whi ch the nessage s ggds to transmt. The nessage

sendi ng neans 200 t he insertgathe chéCksum at a predeterm ned
position in a predeterm ned nessage frame. Cbviously, many different

posi tions can be WO 96%746
PCT/ | B96/ 00305 ' . 20
chosen, such as the first position of the data field of the first nmessage
frame of the series or the last position of the |ast nessage frane. The
series of nessage franes is received by the nmessage receiving neans 210
of one or nore other apparatuses.. The nessage r ceivi&g means 210 is
adapted.to use the checksum cgl cul rinnfnpcns 43040 | cul ate a checksum 5
over the received series of ntssagé S. 55@ nmessage receiving neans 210
al so extracts the checksup fro 1tﬂ pr g rfm ned position in the
predet erm ned nessage frane. The acknow edgqd sendi ng neans 220 is
adapted to only transmt an adknow t3§6arE for

mSm L-200

T |-310

DET  |-400

mRm }-210

T2 320

aSm |-220

FIG. 7



the | ast nmessage frane of the series if both checksuns match. Dependi ng on

t he choi ce of t he checksum this may ensure sufficient protection

agdi nst err®0P634¥dh as basic transnission 10 errors (resul ECAGBIHIETE
bits being received wongly), |oss of nessage franes and concat enati on
of nmessage franes transmtted by diffe4 apparatuses. For a

m cro-control |l er based i npl enentation; such as shown in figure 3, the
m cro-control | er can advant ageously be used to cal culate the checksum
WD 96/ 34374 :

PCT/ | B96/ 00305 : . 21

CLAI V5 1. A W reless comuni cation system
conprising a sending apparatus and a recei vi ng appar at us;

sai d sendi ng apparatus conprising nessage sending neans for transmtting a
message franme, and acknow edgg receiving meanspgfor receiving an '

acknow edgenent frEgB;_5__ PN R . sai_d _recei ving appar at us
conpri sing nmessage recei Vi receijving a nessage frane, and
acknow edge sendin&ggeaps_j _________ Tng.gn acknow edgenent frane
upon sai d nessage ei ving correctly Jredeiving a nessage frane,
characterised: 10 n that said systemconprises at | east
t hree apparatusgs; each appgriggus being a $qpdig apparatus as well as
a receiving appar atus, |
I
f2t) ~mmmmmm N S
A T M
t=t4 -~-—---F--;
Tx
t=ts -=-----f--
t=t6 ------- b--
1
1
t=t7 ~-mm-- T
:
t
v
300 500
\ §
HOR |  DATA | HOR | DA | SA |TYPE| SEQ |LNGTH|  DATA

HOR | ACK 510 ~ | HDR| DA | SA |TYPE] SEQ k510



edch apparatus further conprising: det ecti on neans
for detecting a transm ssion of a frane, first

ti,mi ng nmear¥oPEBi3detting a first tiner at a predet erm ned fi PEVIBYMME3035
-upon sai d detection neans detecting the ending of said transm ssion, and
second timng nmeans for, upon said rrei recei vi ng nmeans correctly

recei ving a nessage frame setting a Zﬁd timer at a randomtine with a
pr edet er m ned upper boundary; said predeterm ned upper boundary being
smal l er than said first tine; sai d nessage sendi ng nmeans
being adapted to transnmt a nmessage frame when 20 said first tiner is
expired and_sai d detection neans det ect no _transm ssion of another franeg;

and : difd ad ddge [gendi ns teln dd td
transnmit an"aJlgrEQ\ﬂoed'ger nt 1 g Ia[ﬂ .@Qgg. d *$4dotid taﬁﬁg} eXpifr es
ng

prior to sal etect1pn neans def ec, a transm U‘ Of —anogrer
frame. 25 2. 500 A sysb@m as claimed gmclaiml, cha Tteri sed

in that said first tlmng ~ nmeans is adapted to set said flrst |rrer

a random t =t L q -~ ey CFOWe—13 hasean from
a plurali thy.ef ?‘, gﬁ]l appitag 2 L#’B:‘\J-\A]Fd.a\w? L ..Wi.t]h t he
time windd 104001 ou 0481 8d: i o lof tldd 0diddi nalof a

trans- m ssi on g a franme, bei QH reserved for Yransmitti ng a wessage
frame with highest pedbrity 30 and®@hch successi v802inme w ndow b80dg
reserved for transmtting a nessage frame with a WO 96/ 34374
PCT/ 1B96/ 00305 FIG 1 0 22
successively lower priority. - 3. * A systemas clained in
claim1 or 2, in which: sai d sendi ng apparatus further
conprises third timng neans for setting a third timer at a
~predetermned third time after said nmessage sending nmeans has transmtted a
aRm | 230
13 }-330
200
mSm
— 310
T
400~] DOET
CCm
N-410
mRm | 9210
T2 °}-320
aSm 220
FIG. 11



5 nessage frarre Z;@/' " said message sending e ACT LAGEMENT SHEET -
sai d

adapted to retr Wage frame up to a predeterm ned nmaxi num
nunber of tiTres |f sai i mer expires prior to said edge
recei ving rrea m cknow edgenent- frane; I?ar y?@&'%&gﬁ#@
in that each a conprises said thygd timng neans;ff 5., 03 0CT 1997
In that said rres’sage sending neans is adapted to divide nnn fipssage-over

a series of nmessage franes and to sequentially transmt said series of
nmessage f8ames; each system B RIS Rl 8s 8 25|66 61T B RRaradterisbdinsthatt es bei ng

uccesst v oo S PPl ofbfsel BERE el aonupell BE AR o Hindrmreseatng

frame foraﬁﬁﬁspﬁmmﬁ@mprecedl ng message frame has been received by said
acknow edge  gaid iuRGRkeVdeding R4S is adapted to cause said checksuin%afcﬂﬁﬁonﬁﬁéaﬂs Fakdlite

recei ving nea s adapt ed recelve a serles nmessag frames and
to disting EF &M fingde series ﬁ%@ssage ﬁamaﬁ@sbeammfge%‘arsa@swm sending
in that smeshspcknow edge sending neans is adapted to transn1t said 20

Do 09T bd e MR k55 950 P Bl 3 3P af 35 bbb e
recei vi ngofrt_lmwleh,as correctly received all pre- cedi ng. nmessage franes
char act er | sed. P Pessadtsending moans i orhor oA ) SRR uf 121 BB TRl Ml Seris
transnmit %mmﬁm%g@mmﬁmawmmqsmemea tasetiesdge 25 sendi ng

means has tranmh&sﬁa&%@%@ﬁw&a% éahmdfcﬁéckﬁhﬂca&ﬁﬁﬁ&ﬁhéﬁs f&iﬁzﬂﬁ&
franmes said s m,as cl ai med

Lo ahgecand ShacFayBt fspresenting fhe hiies of Mescasy feames recoivpd b Sy reetoes SCCpiine

first of meamsyies of nessage franes, is a55|gned a lower priority than the

renalnlng nmess
clained in cl a?%?&a&ﬂg%ra %Idu}é]}gr ac ea%%ted rn a§e receiving ménglr%éx 0
series of thelastmessagerfeamesf ﬁvmﬁsmmmmmme&emegt fcnmefoelyelﬁaaxct st checksum

successi Vgmprised {Hgﬁa’i? SebriTRA Rdssdgl FradRR' dfSBe series recéived by said message receifing
system as cI ai S I alm®6, characterised in that suctcessive

message fPEARE id second.checksymy ot | ngly conprise the nunber zero or one.

9. An apparatus comprising:
message sending means for transmitting a message frame using wireless communication;
message receiving means for receiving a wirelessly transmitted message frame;
acknowledge sending means for wirelessly transmitting an acknowledgement frame upon said
message receiving means correctly receiving a message frame, and
acknowledge receiving means for receiving a wirelessly transmitted acknowledgement frame;
N characterised in that the apparatus further comprises:
detection means. for detecting a transmission of a frame, _
 first timing means for setting a first timer at a predetermined first time upon said detection
means detecting the ending of said transmission, and
second timing means for, upon said message receiving means correctly receiving a message
frame, setting a second timer at a random time with a predetermined upper booundary; said
predetermined upper boundary being smaller than said first time;
sdid message sending means being adapted to transmit a message frame when said first timer
is expired and said detection means detect no transmission of another frame; and
said acknowledge sending means being adapted to transmit an acknowledgement frame only
if said second timer expires prior to said detection means detecting a transmission of another frame.
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6 or 7, characterised in that: each apparatus conpri ses % ksurﬂ""‘ﬂD

calcul ati on neans for calculating a checksumrepresenting a ser g e COP\[
c&sdse said

message franmes; PCT sai dwefssra'g?enmo ERTE QRGANIZZTIQapt ed t
checksum cal cuI ation neans to cal cul a irst checksumrepresentin

series of %@é&@”ﬂ’aﬁ@gLMT&N fPHh@hﬁEﬂ‘éﬁbﬁﬁrmﬁl%Tﬁﬂgm (I)(P‘na'Rﬁngﬁs‘,PCT’

sai d n*easﬂ@ﬂaas&sl%ﬁﬂ ClRMsiod 15 €r L ng [sai d(lblxrrzéﬁau&ﬂﬁﬁmuﬁvn'wﬂmﬁapredetwm 374
nessage f the seri es; 5,?' d nessage sending neans is furth :
adapt gd to nser% in the |ast rressageﬁ I S [odrnatibral Biblicatps Date: Iﬂdl@ialbdr(m%u!.lo.%.‘
t hat tirs—message—frameTsthetast—essa frame—of—theSerTes; ,
sai d nessmgenatisippticitgn Names | S 3daHIeh305Q (1IADSEnatkd SHEte KSR URIEE)Alrepedn @lidnONT. BE.
means [t 0 cal cul ate a_second checksum r egl gsent i ¢ DEhRK. &8+ FIaR. 68. GReds Hgel. MC. ML

frameg ‘PLEEFPEPISYEEY nessdfért E8RIWMG [meanstTSE- - said knowl edge
sendi g neans is adapted to, upon said negsage receiving neans receiving

t he | gs30 Pm:s:a'gef me of the series, trarjPablsheéai d acknow edgenent frane
only ai Y2 JoR-& ¢ heé&%?ﬁ%%ﬁ%@ed i rEPqai d pVidters ingernadiond gea seg%tg@d for”at’m“”“’h‘*‘
of the ser|'é?c,ﬁeénéﬁfﬁlgghﬁnf%ng@‘;};drressaggie[agecel Vi n’ﬁo"rfé‘éﬁ?f'ﬁ“éf%‘ﬁes sai d second
checkqu n apparatus cqnpri sing: nmessage sendi ng
means for transm ttin a rressage frame usﬁng W rel ess conmuni cati on;

messagé’l dpbipagh ﬁ\g%‘?\% s dd‘(‘:?élfgfﬁbl S°%ijrel essly transnmitted message

frame; newOUER R oWl edge sentAd Heans fdr wirelessly transnitting an
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(57 Abstract_

The communication system allows a group of

apparatuses. such as game computers and Personal : : 100 : L—101
Digital Assistants. to communicate wirelessly. A — e ———
petiod following transmission of a message frame oRm 230 { aSm ~220
(500) is reserved for acknowledging reception. Re- 510 - |
ceiving apparatuses (101, e.a.) wait a random
time before acknowledging. Only the first appara- : 12 [-320
tus (101) to time-~out transmits an acknowledgment 500 i
frame (510). An apparatus (100, e.a.) comprises 200 \
detection means (400) for detecting a frame trans- mSm m—_——Ts mRm ~210
mission, which is followed by first timing means T
(310) setting a first timer at a first time. Message _ :
sending means (200) transmits a message frame T 1310 DET \400'
(500) when the first timer is expired. Following l .
reception of the message frame (500) by message l
receiving means (210), second timing (320) means DET 3101 T
sets a second timer at a random time, which is 400
smaller than the first time. Acknowledge sending 1
means (220) transmits an acknowledgment frame mRm mSm
(510) if the second timer expires prior to detecting 210 200
another transmission. I
' 2 320
!
aSm 220 oRm 230




nmessage receiving means correctly receiving a nessage frame, and ,
acknow edge receiving means for receiving a wirelessly transmtted
acknowl edgenent frane; characterised in that the apparatus further =+
conpri ses: detection neans for detecting a transmission of a frame, °
first timng neans for setting a first tinmer at a predetermned first tine
upon sai d detection neans detecting the ending of .said transni-ssion, and
~second timng neans for,. upon said nessage receiving nmeans correctly
receiving a nessage frane setting a second tiner at a randomtine with a
predet er mi ned upper booundary;. sai.d predeterm ned upper boundary being
‘smaller than said first tinme;" sai d nessage sendi ng neans bei ng
adapted to transmt a nmessage frame when.said first tinmer is -expired and
sai d detection neans detect no transm ssion of another frame; and

sai d acknowl edge sendi ng neans being adapted to transmt an acknomﬂedgenent-
frame only if said second tinmer expires prior to said detection neans
detecting a transm ssion of another frane.
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