;e3e; ;& 6VIIA 1 _ A COVWUN CATI ON APPARATUS AND A COVMUNI CATI ON SYSTEM
2 6 MAR 2003 BACKGROUND OF THE I NVENTION 5 Field of the Invention gﬁqﬂ§703
present inventid¥®'®Pelates to a communication 10 15 20 25 appar at us"t Hat qs
enpl oyed for a nulti-nmedia network, etc., and in particular to a
connunicatiﬁﬂWﬁﬂ“ﬁWﬂﬂmﬁLthat performs the gccounting for a conmunication
service for cret information] and to a conmuni cation system

t hat enpl oys such_g,gcomruni cati on apparatus. Rel ated Background Art
Recently, in consonance with the preparation of optical fiber networks for
trunk connung ’" H " rks, the spread of cable television systens, the
practical us mﬁﬁrﬁm mm"mme c | ' r of local area

net wor ks, there has.been an gzggﬁgﬁg%bg?f?%gﬁgééégﬁﬁgdﬂﬁﬂfornation service
i ndustry that provides various iﬂﬁdHMﬂyﬂfE%TI%grg§§T%Mconnunication net wor k,
such as images, sounds, and conputer data, and charges service fees in
consonance wth the contents and the anount of the information that is
provided. It is inportant that such services have neans to properly account

for provided i nfrp@ddiib JIOVWBMEITNVENTRINY cases conventional accounting
2 6 MAR 2003 - Systens ar e non y Ssystens, such as those for cable

tel evi si ong syste{@] ProPrrdcasiersaisyl | ite systens, that are not concerned
with the frequency of service, or accounting systens, such as for conputer
services, that 5 courie gidesdrte igssred i relatesy tooh semufiecitidn and
that are not concerned with the types or quality of provided information.
It is vitally i|apmatatnis tdhett i cupdtdyed theansammeditdrmaediessetwork,

comuni cati on network be secure, 10 and various systens for enciphering

i nformati on aneteansnd timgparha addpter @d copignigritéanhappabatus pr oposed
as secure transm ssion neans. \Wen an information service uses a
conventional enE!PhRETIPIRE (R BFIBEFing Sefafi AMBBRLERTIABWeVer, 15 the
conventi onal encipherin systen1mk%£ not be_%?le to.cope Wi.th the various
typés of 1A or iERTHIFQNPSs SNFrYRLes S Pt IREPRBatEERexBRAd P Pt he future.

1S, assuned hal, deneraldy Ldd SR a0 LUERIaCEBhSLAEENPEQY! O

apparatus.

Related Background Art

Recently, in consonance with the preparation of

15 optical fiber networks for trunk communication
networks, the spread of cable television systems, the
practical use of satellite communications, and the
spread of local area networks, there has been an
expansion of the so-called information service industry

20 that provides various information, across a
communication network, such as images, sounds, and
computer data, and charges service fees in consonance
with the contents and the amount of the information
that is provided. It is important that such services

25 have means to properly account for provided
information.

However, in many cases conventional accounting



20 information, but that it can provide an assortnent of different types of
information. The various types of information differ in their mortg R 2003
however, and accordi ngly, conditions wherein the information provi pm&
center calcul ates a charge should be 25 different. Fromthe view of the
anount of information that is to be provided, since the quantity of data
that is required for an ani mated inage"i@ consi derably 2 6 ~"~AR 2003 - 3
greater than the data that is required for text information, with an
accounting system according to which charges are based on the quantity of

i nformation di spensed, a user that received animated i mage 5 i nfornation

char ged for (Eke P RPoPRE! TORTT chY ARCHREOURED ngs <G APes 600 BoBEe -

charged for t actounti ng sys?en1mou|

unrealistic. T t] ccoungt.i t ; i ti ervice
Rl 1St o TRECIPOYEN! LOBRnaCEP ALl AUt SIRLPL: 08 LLPLIBL! eRager
these probl engrqi Lot ScBAEPREACY i Ch tHE Pféé@@ﬁ%%naﬁnééﬁvié@,péQVIde an
accounting systemthat can cal cul ates a charge ile taking Into

consi der at i onad@ohiReihYPE§seBflsduUshehYadf rbhf @bMBLten S8y 5688Y] CEhaldo

achi eve the object, according to one enbodi nent of the present invention,
provi deds ar e @8GhPhehl{r @RENMEESTO8e NEABGUENEY E(6T Phetv ige daime anand
transmtting enci phered data; counting neans for 20 obtaining a count of
guantity of dehattarbenenccpheeededantithctbentypgs neangudbityhafgi ng a user
for the enciphered data in consonance with a count value held by the
counti ng neansrontdeddingorvathonher enbodi nent, provided are 25 enci pher
transm ssi on nmeans for enciphering data as units of a block each and for
transmitting the ehti pHeviédadvyaimporkephgthehninfermabianni ng a count

transmission across a communication network be secure,
10 and various systems for enciphering information and
transmitting the enciphered information have been
proposed as secure transmission means.
When an information service uses a conventional
enciphering system to keep information secret, however,
15 the conventional enciphering system will not be able to
cope with the various types of information and services
as they continue to expand in the future.
It is assumed that generally an information
providing center can provide not only one type of
20 information, but that it can provide an assortment of
different types of information. The various types of
information differ in their worth, however, and
accordingly, conditions wherein the information
providing center calculates a charge should be
25 different. From the view of the amount of information
that is to be provided, since the quantity of data that

is required for an animated image is considerably



2 6 MAR 2003 - 4 of the blocks to be enciphered; and accounting neans for
charging a user for the enciphered data in consonance with a countzW?M%ﬁsz
hel d by the counting means. 5 According to an additional enbodinent{® ™
provi ded are enci pher transm ssion neans for enciphering data and
transmtting enci phered data; counting neans for obtaining a count of

crypt ographi c keys that are enployed for3enci phering; and accounting neans
for 10 charging a user of the enciphered data in consonance with a count
val ue held by the counting nmeans. According to a further enbodi nent,

provi ded are enci pher transm ssion neans for enciphering data and

transmtting enci phered data while updatjng a 15 cryptographi c key;
counti ng neandreateHLtRaMhi e e{i"i‘:%nv?%? Jf%%ﬁ%‘&r%%l{‘?ﬁ gﬁ’g‘l—hs that are
performed for updating the cryptographic key; and accountin ns for
chargi ng a ustERTSF™FHEPR_nclH r%‘bl%‘é?%u’?w n %%en“(‘:eac\:/ﬁcf%dla%gfoﬁt val ue
hel d by the counting 20 neans. ,Accor di il I'n 500 t,

provided is a" n system conpri Si nsm ssi on term nal

| ncluding enchphglnLLgnsd o OniFanted ol vanchplifsids fadde and transm tting

enci phered data; and 25 a reception termnal, 1ncluding encipher reception

means f og recmam%@mnmmqam i happes efbdlatiat ties td asIE SEIOn

term nal charging the reception 2 ~~R 2003 - 5 termnal a fee that

corresponds t;a8s OPET 8hd OfeBfidd er &8 Chipdeged I £61 M@t Oih st idecor di ng
to the above descri bed enbodi nents, the number of cal culations that are

performed forgicknghphesdbigting esysta oromtd dve wcdalbisstite. quantity of
data, the nunber of cryptographic keys and the nunber of feedback

cal cul ations, is enpéoyenvéntbopl receoueing ney$ténrfex iam, so that the
information providing center can determne in advance a unit fee in 10
consonance w fihfonhationiservige s theldbgve Theserired RreRi®mgan be
charged a fair information service fee by the information providing center
in consd@ance with the type, quality and quantity of the provided
information. 15 Further, an infornmation provider can determ ne a charge for
i nf or mati on sSEMMARY; QF ~THI INVENTION L the quality of information that is

provi ded. Al so, since the accgunting is. perforped by the unif, phgp t he
provi ded informati o8 GEFPEYS %b%ﬁﬁtﬁkp?&é#?edlggl?rééﬁrék %#ﬁ % uger can
cancel the request for that.inf ' 0,Aas L] ol | gsse t hat may
be i ncurred. g?%%ﬁ?en%?%%§#1é€s€%2$%é9%% es?%%%%h€%ﬁ%ro ?ﬂ%néaiariable

enci phering ratg £Q5of BEOCK, sighahe #8:l0r tRRiLG! Bntd GonderaIEBAI Y,
such as i mage éata, For mﬁlc% %l%ﬂéspeed real-tinme is required, the
conventpgnal gKst eJpeaNan8t qRALYEF o TRESPREEIEH YRAQIEEPR e .

To achieve the object, according to one embodiment
of the present invention, provided are encipher
transmission means for enciphering data and
transmitting enciphered data; counting means for

20 obtaining a count of quantity of data to be enciphered;
and accounting means for charging a user for the
enciphered data in consonance with a count value held
by the counting means.

According to another embodiment, provided are

25 encipher transmission means for enciphering data as

units of a block each and for transmitting the

enciphered data; counting means for obtaining a count



2 6 MAR 2003 - 6 conmunication by increasing the enciphering rate for

bl ock cryptography even though the security for enciphering is reduced. As
for non-real time data in a small quantity, such as text data, the 26 MARZ2003
conventional 5 system can not provide secure cryptographi c comuni cati on by
reduci ng an enci phering rate for block cryptography to increase security.
In addition, a conventional systemis not4 designed to provide a variable
key generation rate. Therefore, 10 as for data of high secret for exanple,

t he conventional system can not provide high-security cryptographic

comuni cation by increasing the key generation rate. The conventi onal

enci pher conmmuni cati on neans has 15 the above descri bed problens. To
resol ve theseofir §beebdocks e heoeheiprbbredt ohdt pecprrséng mAgeRAtion to
provi de an enci pher communi cati on apparatus that can_vary an enci phering
rate, and to PpP&vFHErgAnEndi pReri A§rdébrcenciphesedcAprEdeifrhe above object,
according to one enbodi nent. provi ded aée chégéo raggic conmyni cati on neans
for encipheri RGPEPRASRES¥iER GafRURAdVALEED ngyr 8i 78U EHBIpher ed data
and for perform ng conmmunication; and changi ng neans for changing a rate 25
that is appli@&anr enci pheri ng/ deci pheri ng data. According to another
enbodi nept, provid .encipher.i o] L in ci phering
22 6 Rz 2005  BreAcRiR raan SaaTranadnanoRaNaraL: Ex8Reas8" RanGi N
arate for thg gnchROBhoFeRNS N 8YbnCRRRALN oL Nenl SREL hYT B&Eaal GO I LM

According to an a onal e Iment, provided 5 are encl phering neans

capabl e of chapgi RYaABMERELRRCEnBPYRErEEl AhLYS EQuhLAA§ThEeahaNsgAt a; and
changi ng nmeans for changi ng the enci pher power of the enciphering nmeans in

consonance W bBtaifeapPhetbigtcapabirkbtygebpBitr RE$E1 6RABNagESt i nation. 10
According to a further enbodi ment, provided are enci phering nmeans capabl e
of changi ng aemphoyphlefopovnciphbatinge &adt aacsuohssngnmeana; fand changi ng
means for changi ng the enci pher power of the enciphering neans by
negot i alPon wechhrgingaasnsesi ofi #bet enetibbareds5dataoidi agnsonaheeabove
enbodi nents, the enciphering rate and the enci pher power can be changed,
and the changwdtknai pheptnyalueeheddt h¥ &hei phentpogenednat is changed is

used in common by a transmtter and a receiver prior to the transm ssion of
an enci pher ed According to a further embodiment, provided are

encipher transmission means for enciphering data and
transmitting enciphered data while updating a

15 cryptographic key; counting means for obtaining a count
of feedback calculations that are performed for
updating the cryptographic key; and accounting means
for charging a user of the enciphered data in
consonance with a count value held by the counting

20 means.

According to still another embodiment, provided is

a communication system comprising: a transmission
terminal, including encipher transmission means for
enciphering data and transmitting enciphered data; and

25 a reception terminal, including encipher reception
means for receiving and deciphering enciphered data,

the transmission terminal charging the reception



20 text. As a result, the selection of the enciphering rate, which
conventionally is not taken into account, is possible, and cryptographic
communi cation having a high degree of freedom can be provided. FurtpgrypRhs
enci phering rate for an enci pherer 25 and/or the pseudo-random nunber
generation rate are changed, and the changed enci phering rate and

pseudor andom nunber generation rate of +h® enci pherer are 2 b Pv~a~ 200 _
8 enployed in common by a transmitter and a receiver prior to the

transm ssion of an enciphered text. As a result, the selection of a
trade-of f between the security of the enciphering and the processing speed
is 5 possible, and cryptographi c comruni cati on having a hi gh degree of
freedom can betgrminale fRferidiadt corraspansien tthapperadian apdig ity of
an enci pherer and pseudo-random nunber generation rates differ froma
transmtter aRPGIRRRR|WRANSHESHFHFYMBFIAT 10 comuni cation is possible. It

is an additional object of the present invention to provjde a seryice

charge system that ACTSHIEhSR The RELVE AeSERgsk &rad et Sse ty
provi ded for enci.phered infornmation. .15 To _achieve th Qve object,
according to dﬁﬂ“kg%cﬁﬁqr%aﬁﬁu%etd\ﬂntfe&}‘%te a&ﬁcipﬁ{éreorfnlgin?ﬂrssi on neans for
enci pheriqig data. And1rans 141 ng snghpnared dia; selggl iQnAmans Jor
sel ecting an enci erlngﬂra'e'Vorr} € enci pHer transm $si neans; and

account i ng. a0 4l RIHA RME R g MIRONRRGE afld Reridduiibzoher | ng

rate that is selected by the selection ans. According to another
enbodi ment, prowigethnacid ST IRAIRRIY, C iG0EplIRAEd b e Whi ch

performs communi cation of enci phered data across a network and 25 varies an
enci pher poweracodigit€ing a rdfdrnd tins Mses ithats ithe dnfcgamtdotat a reception
side a fee in consonance

providing center can determine in advance a unit fee in

10 consonance with information type and quality.

Therefore, a user can be charged a fair information

service fee by the information providing center in

consonance with the type, quality and quantity of the

provided information.

15 Further, an information provider can determine a
charge for information service in consonance with the
quality of information that is provided. Also, since
the accounting is performed by the unit, when the
provided information differs from the desired

20 information, a user can cancel the request for that
information so as to minimize any loss that may be
incurred.

A conventional system is not designed to provide a
variable enciphering rate for a block signal. As for

25 data in a large quantity, such as image data, for which

high speed real-time is required, the conventional

system can not provide high-speed cryptographic



wi th the enci pher power. 2 ti f~~i~~~ 23JJ3 _ g _ According to the above
enbodi nents, cryptographi c communi cation having a hi gh degree of fr?eﬁg@}%
can be provided by selecting an enciphering rate using the selectio 'gl]l]}
5 Further, an information providing service can be achieved that has a
service charge system which is consonant with enci pher power for selected
enci phering rates, transfer speeds and seeuwity. Not taken into
consideration for conventional 10 cryptographic comruni cati on are such
adj ustments, between an information providing center and a user, as which
enci phering system shoul d be enployed for providing information, or which
node, or which system for what kind of counterneasure is perforned for 15
deci phering, sieowuwhisetEdgn dyed oreasipg ddpeagincd pbemtng atieofor
Particularly not taken into consideration is that an enci pher power shoul d
be adj usted i PiOEHs STARICIHAM [RYary Foeueh itheo Seeurdityt K9E are to be
exchanged. It is inpossible, for 20 exanple, for data such as ima_%e dat a
that are requidédPeTing dydedvsat- afd £Or mOghrsSdedimeaatpdh a
information is praqvided hy high rocei?r%g sQ:eed, and that are smal |
r§*ts

amount at 25 AYEAYOrat | &5 F&tem (g GPYEREIL Rar ge keeps
hi gh sec%{! ty. aliq:e%n%ia%h%roitn%g%g,s%d%ms%tcugé %%g%?c%%r%gﬁgcas text data

non-real “tine are very sitde y an encip ad on an enci pherer

ut 2 6 Picont B seddh o dcad i ShOS o Lo BEgVidch char ge

system for an infornmation pr g Vi ce nsonance wth the

transfer speeq &fcdgHa PP PR QU R dhe security that is required

for 5 conmuni cation.” TO resolve this problem “it is a further object of the

present invention tig RGMitd®ME LLOOFRANMAINGE SYEitem ikahotodesippRds to a
transfer speed and the security for providing enciphered information. 10 To

achi eve this aly extoviaecer diaid dbd e0keye Gepdiraiion pade.dedhatrefemrei, pher
transm ssion nmeans for enciphering data by using a plurality of enciphering

syst ens 1dnd f @as theansiata iofg hdigh Feeredt daira exswipdet, | dheneans for sel ecting
one enci phering 15 system from anong the plurality of the enciphering
systens; and sseyemtigpatemystes changitngprovide hdigbosecuaady with the
enci phering systemthat is selected by the sel ection nmeans. According to
anot her enbodig@mtogiaphiige #ompupication by increasing the key

generation rate.

The conventional encipher communication means has

15 the above described problems.

To resolve these problems, it is another object of
the present invention to provide an encipher
communication apparatus that can vary an enciphering
rate, and to provide an enciphering device.

20 To achieve the above object, according to one
embodiment, provided are cryptographic communication
means for enciphering transmission data and deciphering
received enciphered data and for performing
communication; and changing means for changing a rate

25 that is applied for enciphering/deciphering data.

According to another embodiment, provided are

enciphering means for enciphering and deciphering a



20 cryptographic conmmuni cation system which enci phers data across a
network and sel ects an enciphering system wherein a data transm ssipf MaRdg3
charges a data reception side in consonance with the enci phered systemt hat
is selected. 25 According to the above enbodi ments, cryptographic

communi cation having a high degree of freedom can be provided by sel ecting
an enci phering system As a 2 ti PP~~7-03 - m result, an information
provi di ng service can be achi eved having a service charge systemthat is
consonant wi th enci pher power, transfer speed and security of a selected
enci phering system 5 It is still another object of the present invention
to provide a cryptographi c comuni cation apparatus that can select an

enci pheri ng spesqtermdngst Ggi9asHitdéme opRdnFbantdRIsPerdMm £RAL enpl oys such
an apparatus, and an enci pherer. 10 To achi eve the above object, according
to one enbodi FIINDA dFédFearfOTa theurRriPRest MesRFulEERPNSN ChaRfd MEor

enci phering transm ssj gn data agﬂ deciRhering recei ved enci phered data, and

for perfornind SEETTERSS AHILRA Brher . and sel ection neans, 15

provi ded in each of, the npluralit f Lcat i . S, [.selecting one
of a plurality of @ﬁ&oﬁr@ﬂ B %98%?@%%%?&‘58?6@%% hB%B‘e’%%%S@ ment,,
provi dedgare enpel RARLIAQL TN SehRls %%hé%&bvfékyciégﬂn%g%b”g aeBEEEﬂEEW 20 of
enci phering systenms t0 enci pher | nformtion; an e~sel ection neans for

sel ecting an opgfAl iRNAciRAG thanghssRBhehi R tAPaRRaSehanking ABAnGf the
plurality of éenciphering systens in accordance with the operational node

that is sel ectref: chantaeyf @hedeheipheadgblieenak erRBOEhERBherRhgvi ded are
enci phering neans for selectively enploying a plurality of enciphering

systens to en@epigy in 2dhsonAice-03th d2dethpherihyotapabdldesi gEaki on
means for designating a security rank, the enciphering neans sel ecting one
of the pl ural trpnemiesdigph@eistg netdbens i n accordance with the security
rank that is selected. 5 According to a further enbodi nent, provided is a
crypt ogd@phi ¢ commiwiceadiigg plousalfurghet embahmeptonpaovihdeghaered data and
sel ects wherein when an enci phering 10 by a predetermn ned term nal

term nal, an SPFiORETiRg Me@nse§GPrbde SFsEBANIMALSCRNpERRIPReE REWRSrk to
conmuni cate an enci.phering system systemthat .is dengnated is to be
changed by anGFﬂéﬁlsﬁb gF NS84 SEEPR; Aaltar saREcGRaPHdNEomBRRSaEBY e

enbodi nents, since .selection neans for selectjng an.epciphering systemis
15 provi ded' f SPeCEHMR ST1% S AARTE Tt RATF s OBl Oy U P& PEnEREPEoPYand

recei ver that HLogeLigs oof VALAOLARNLAAUNYBLCALLTnakignenC pheri ng system

can be arbitrarrly set since enci phering systemis

enpl oyedsi N comon A dil g 305 Bhk! §bodBdehBBa?ileh®se! ¥RE Prior to the
transm ssion of enciphered™text, the selection of the enciphering system

that conventi epdlilphdrSndotralrakandi Rhe efRspHBrapbABri 8aR0B&I Bh&ngald
cryptographi ¢ conmuni cati on having a high degree of freedom can be
provi ded. |n atdi tdhenchamg2d enciipheripgwesteadrbeheekactipler power
that is changed is used in common by a transmitter and
a receiver prior to the transmission of an enciphered
20 text. As a result, the selection of the enciphering
rate, which conventionally is not taken into account,
is possible, and cryptographic communication having a
high degree of freedom can be provided.
Further, the enciphering rate for an encipherer
25 and/or the pseudo-random number generation rate are

changed, and the changed enciphering rate and pseudo-

random number generation rate of the encipherer are



The ot her objects and features of the present invention will becone readily
apparent during the 2 b ~~~?1i~~-3 - 13 description given while r E%m%bﬂg
to the acconpanyi ng drawi ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS 5 Ffg.

a block diagramillustrating a common enci phering system Fig. 2 is a
flowchart for DES enciphering; Fig. 3 is a block diagramillustrating a
common pseudo-random nunber generator; -1 Rig. 4 is a block diagram
illustrating a network across which information providing service as a
basis for one enbodinent is perfornmed; Fig. 5 is a block diagram
illustrating a comunication termnal according to a first enbodi nent 15 of
the present invention; Fig. 6 is a block diagramillustrating a

conmmuni cat i onemplpvedl inceendPRgbyoaatsanshdtéasoanfedt TeFCL eI pr esent
invention; Fig. 7 is a block diagramillustrating a 20 conmuni cation
terninal accoPdiRg te ihentranembpsaimrenPfopnt RBCHPBSERE FRA¥ENt i BA; aFig. 8
Is a block diagramillustrating a conmunication termnal for a user
accordi ng to ER8VYLKir renBedeREARPRoPEt RethRESEREL REENERDBNTNSS Fig. 9 is a

bl ock diagram i Lustalng,a coIpuRL eatlon heLiLngl Lhat, s 3 dhspLay

5 possible, and cryptographic communication having a high
degree of freedom can be provided.

Therefore, even when the processing capability of
an encipherer and pseudo-random number generation rates
differ from a transmitter and a receiver, cryptographic

10 communication is possible.

It is an additional object of the present
invention to provide a service charge system that is
consonant with a transfer speed and the security
provided for enciphered information.

15 To achieve the above object, according to one
embodiment, provided are encipher transmission means
for enciphering data and transmitting enciphered data;
selection means for selecting an enciphering rate for
the encipher transmission means; and accounting means

20 for charging a fee in consonance with the enciphering
rate that is selected by the selection means.

According to another embodiment, provided is a
cryptographic communication system, which performs
communication of enciphered data across a network and

25 varies an encipher power, wherein a data transmission
side charges a data reception side a fee in consonance

with the encipher power.



2 6 Ww~ R 203 - 14 according to the first and the third enbodi nent of the
present invention; Fig. 10 is a block diagramillustrating a porta%!e .
storage device according to the third enbodi ment of the 5 present <0 MAR 2003
invention; Fig. 11 is a block diagramillustrating an information providing
center according to the third enbodi nent of the present invention; Fig. 12
Is a block diagramillustrating a database -10 according to the third

enbodi ment of the present invention; Fig. 13 is a bl ock diagram
illustrating a storage device according to the third enbodi ment of the
present invention; 15 Fig. 14 is a block diagramillustrating an accounting
devi ce according to the third enbodi nent of the present invention; Fig. 15
is a bl ock di agramfdaorsting itey thepsboye eaR@gANgDNBer CH¥FREPTLSPPERaAt

enpl oys a square-type 20 pseudo-random nunber according to the third

embodi nent of QYR ESGHCON hedindoR PRpy. degrere afpfrerdamagrRMPe
illustrating a communj ¢cation term nal according to a fourth enbodi nent of
the present i@ﬁ&%ﬁ4§% bY5 S§1GCHPY 8P SBCGE eﬁgﬁarﬁﬁF?lPﬁéppaf fig a

comuni cati on tﬁyninal according to the fourth
selection means.

5 Further, an information providing service can be
achieved that has a service charge system, which is
consonant with encipher power for selected enciphering
rates, transfer speeds and security.

Not taken into consideration for conventional

10 cryptographic communication are such adjustments,
between an information providing center and a user, as
which enciphering system should be employed for
providing information, or which mode, or which system
for what kind of countermeasure is performed for

15 deciphering, should be employed for cryptographic
communication. Particularly not taken into
consideration is that an encipher power should be
adjusted in consonance with the types of information
that are to be exchanged. It is impossible, for

20 example, for data such as image data that are required
for a large amount and for high-speed real time,
information is provided by an enciphering system at a
high processing speed, and for data such as text data
that are a small amount at non-real time but are very

25 secret, information is provided by an enciphering
system that places a large load on an encipherer but

keeps high security.



enbodi nent of the present invention; 26 ~%~~~~3 - 15 Fig. 18 is a

bl ock diagramillustrating a comunication term nal according to a fifth
enbodi ment of the present invention; Fig. 19 is a bl ock di agram 26 MAR 2003
illustrating a pseudo 5 random nunber generator that enploys a square-type
pseudo-random nunber according to the fifth enbodi nent of the present

i nvention; Fig. 20 is a block diagram#lLastrating a conmunication term nal
according to a sixth enbodi nent 10 of the present invention; Fig. 21 is a
bl ock diagramillustrating an enciphering rate setting device according to
the sixth and twel fth enbodi nent of the present invention; Fig. 22 is a

bl ock diagramillustrating a portable 15 storage device according to the
sixth through fourtidedsh &hbsefpsat sddffiprulyr &9enrroviadenti 6RaTBRy. 23 is a
bl ock diagramillustrating a comunication term nal according to a seventh
and an ei ght hS¥Si6H #Ort 25f inherpréient PrAVEALPGnsesYirpgthek 18 a bl ock
diagramillustrating an encipherer that can set an enci hering rate
according to FH@S§€@§ﬁPhWéﬁBoEPﬁeﬁFBBFfFﬁeSBF@QeﬁPriﬁVéEFWBﬁ} Big. 25 is a
bl ock diagramillystratin enci pherer .t hat .can set _a nci pher power and
25 processingp§8¥é§13908pgi%get898ﬁréF§hFhagnﬁ8dFﬁgﬂfrga FoE

5 communication.

To resolve this problem, it is a further object of
the present invention to provide a service charge
system that corresponds to a transfer speed and the
security for providing enciphered information.

10 To achieve this object, according to one
embodiment, provided are encipher transmission means
for enciphering data by using a plurality of
enciphering systems and for transmitting enciphered
data; selection means for selecting one enciphering

15 system from among the plurality of the enciphering
systems; and accounting means for charging a fee in
consonance with the enciphering system that is selected
by the selection means.

According to another embodiment, provided is a

20 cryptographic communication system, which enciphers
data across a network and selects an enciphering
system, wherein a data transmission side charges a data
reception side in consonance with the enciphered system
that is selected.

25 According to the above embodiments, cryptographic
communication having a high degree of freedom can be

provided by selecting an enciphering system. As a



t he present

i nventi on;

I nventi on; 26 ~f~,~~~03 - 16 Fig. 26 is a block diagram
illustrating a pseudo random nunber generator that can set a proces
speed by enploying a generation rate setting device according to a
enbodi nent of the present invention; 5 Fig. 27 is a block diagram
il lustrating an enci pherer that can set an enciphering rate according to
the ninth enbodi nent of the present inveattien; Fig. 28 is a bl ock diagram
illustrating a pseudo random nunber generator that enploys PEs according to
a 10 tenth enbodi ment of the present invention; Fig. 29 is a block diagram
iIllustrating the PE according to the tenth enbodi nent of the present

B R 7003

Fig. 30 is a block diagramillustrating a pseudo 15 random

nunber gener atresulifat agari rde@rma tjore racvédingt sexvdéoedcag be the tenth
enbodi ment of the present invention; Fig. 31 is a block diagram
i1 lustrating BFPRVEFhEAFANGhA SCAY 68t CRATERCSEREPTNEPRAL #Saccording 20 to

the tenth enbodi nent of the present invention; F

3

s .a bl.ock di agram

. 32
illustrating EogﬁﬁgﬁéttVﬂ@hb§%ﬁﬂé¥Fﬁh@8WPﬁunﬁé?négﬁEr5?8?da888rding to an

el event h enbodi nent, of the present .Jinvent
Tl Tustrating SeoRtddnat Galieos

5

10

15

20

25

Lon; Fiq.
GREAeREHPHEESPE: RESEE ™t he twel Tt h

It is still another object of the present
invention to provide a cryptographic communication
apparatus that can select an enciphering system, a
cryptographic communication system that employs such an
apparatus, and an encipherer.

To achieve the above object, according to one
embodiment, provided are a plurality of communication
means for enciphering transmission data and deciphering
received enciphered data, and for performing
communication with each other; and selection means,
provided in each of the plurality of communication
means, for selecting one of a plurality of enciphering
systems.

According to another embodiment, provided are
enciphering means for selectively employing a plurality
of enciphering systems to encipher information; and
mode selection means for selecting an operational mode,
the enciphering means selecting one of the plurality of
enciphering systems in accordance with the operational
mode that is selected.

According to an additional embodiment, provided
are enciphering means for selectively employing a

plurality of enciphering systems to encipher

3 is a block diagram



enbodi nent of the present invention; Fig. 34 is a bl ock diagram
illustrating a 2 btek~~ 003 - 17 comrunication termnal according to a
thirteenth enbodi nent of the present invention; Fig. 35 is a block d} agmmeg
illustrating a rate setting device according to a fourteenth enbodi nent of
5 the present invention; Fig. 36 is a block diagramillustrating a

comuni cation termnal according to a fifgeenth enbodi nent of the present
invention; Fig. 37 is a block diagramillustrating an 10 enci phering rate
setting device for an enci pherer according to the fifteenth enbodi nent of
the present invention; Fig. 38 is a block diagramillustrating an

I nformati on providing center according to the fifteenth 15 enbodi nent of
the present innéntrmem;ioR;gang9designbtbok ueagsafirr| Hestgaekhggaadat abase
according to the fifteenth enbodi nrent of the present invention; Fig. 40 is
a bl ock d|agraﬁpMIRM¥tFankmgtheseoﬁaQBGZQHGeWegésaéééﬁétﬁggt@neh@ff|fteenth
enbodi ment of the present invention;, Fig. 41 is a bl ock diagram

i lustrating §hea§iﬁﬁﬁﬂﬂﬁ§ Qévﬁeﬁlabéﬁ%ﬂgnﬁYﬁﬁeWﬁelPlPF@@ﬁﬁﬁnEﬁbﬁﬁFﬁent of

the present invention;
the security rank that is selected.

5 According to a further embodiment, provided is a
cryptographic communication system, which permits a
plurality of terminals on a network to communicate
enciphered data and selects an enciphering system,
wherein when an enciphering system that is designated

10 by a predetermined terminal is to be changed by another
terminal, an approval by the predetermined terminal is
required.

According to the above embodiments, since
selection means for selecting an enciphering system is

15 provided for commutation means that is employed by a
transmitter and a receiver that together cryptographic
communication, the enciphering system can be
arbitrarily set. Further, since the set enciphering
system is employed in common by the transmitter and the

20 receiver prior to the transmission of enciphered text,
the selection of the enciphering system that
conventionally is not taken into consideration is
possible, and cryptographic communication having a high
degree of freedom can be provided. In addition, an

25 encipher power can be selected.

The other objects and features of the present

invention will become readily apparent during the



25 Fig. 42 is a block diagramillustrating a comunication terninal
according to a sixteenth enbodi nrent of the present invention; b W%?zml
~' ~1~3 L8 Fig) 43 is a block diagramillustrating a key generatlo%

sel ection device according to the sixteenth enbodi ment of the present
invention; Fig. 44 is a block diagramillustrating another 5 key generation
and sel ection device according to the siX3eenth enbodi nent of the present
invention; Fig. 45 is a block diagramillustrating an information providing
center according to the sixteenth enbodi nrent of the present invention; 10
Fig. 46 is a block diagramillustrating a database according to the

si xteenth enbodi nent of the present invention; E is a bIock di agr am
illustrating @e%@@%@BEOHeQFE%naEEb}ﬁlﬁ@f?ﬁr%ﬂg ?xF%%n??F%WREEW et of the
15 present |nvent|on Fig. 48 is a block diagramillustrating an accounting
devi ce accor d? ﬁ@w%69§he si xt eent h enbodi nent of the present invention; Fig)
49 is a black diagramillustrating a 2t~ comuni cation term nal. according
to a seventeenth enbodi nent o the present invention; Fig. 50 is a diagram

Ilustrating LheegopbigntahioR BF FuECPRRMlTkEY and a public-key

5 Fig. 1 is a block diagram illustrating a common

enciphering system;

Fig. 2 is a flowchart for DES enciphering;

Fig. 3 is a block diagram illustrating a common
pseudo-random number generator;

10 Fig. 4 is a block diagram illustrating a network
across which information providing service as a basis
for one embodiment is performed;

Fig. 5 is a block diagram illustrating a
communication terminal according to a first embodiment

15 of the present invention;

Fig. 6 is a block diagram illustrating a
communication terminal according to a second embodiment
of the present invention;

Fig. 7 is a block diagram illustrating a

20 communication terminal according to a third embodiment
of the present invention;

Fig. 8 is a block diagram illustrating a
communication terminal for a user according to the
third embodiment of the present invention;

25 Fig. 9 is a block diagram illustrating a

communication terminal that has a display device



cryptographi ¢ conmuni cati on network according to the 25 seventeenth

enbodi nent of the present invention; Fig. 51. is a diagran1i||ustreuiq8;a
publ i c- key cryptographi c conmuni cati on network; 2 6 ie~~~|~?~J3 - 1AY 2003
Fig. 52 is a block diagramillustrating a communication term nal that has a
di spl ay device according to an ei ghteenth enbodi nent of the present
invention; 5 Fig. 53 is a block diagrami4lustrating a comuni cation

term nal according to a nineteenth enbodi nent of the present invention;

Fig. 54 is a block diagramillustrating an enci pherer according to the

ni net eent h enbodi ment of 10 the present invention; Fig. 55 is a block
diagramillustrating an encipherer according to a twentieth enbodi ment of
the present iagearfidng rpgtheefissh andckhei latuadth erpedinent ngfathey 15
generation and sel ection device that enploys a square type pseudo-random
nunber accor dPE§SEBTaiPVRRLYORi rst enmbodi ment of the present invention;

Fig. 57 is a diagramillustrating the_procedur for cryptographic
comuni cat i on whenFk8y aBdaﬁiﬂgb?9050d§%9¥%?nkﬁf%EEB?E+%§ ?oP? gable

o d 1 T s TaRraE gev e’ BEBLERSE cbMYAE! tRTEa ffbodtnb it %ok £RE
5 present invention;

Fig. 11 is a block diagram illustrating an
information providing center according to the third
embodiment of the present invention;

Fig. 12 is a block diagram illustrating a database

10 according to the third embodiment of the present
invention;

Fig. 13 is a block diagram illustrating a storage
device according to the third embodiment of the present
invention;

15 Fig. 14 is a block diagram illustrating an
accounting device according to the third embodiment of
the present invention;

Fig. 15 is a block diagram illustrating a pseudo-
random number generator that employs a square-type

20 pseudo-random number according to the third embodiment
of the present invention;

Fig. 16 is a block diagram illustrating a
communication terminal according to a fourth embodiment
of the present invention;

25 Fig. 17 is a block diagram illustrating a
communication terminal according to the fourth

embodiment of the present invention:



comuni cation term nal according to a twenty-second enbodi nent of the

present invention; and 25 Fig. 59 is a block diagramillustrating a key
generation and sel ection device that enploys a square type pseudo-rahbdi} 7003
nunber according to the 2 6ie~,~~ 003 - 20 twenty-second enbodi nment

of the present invention. DETAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
First, a comon enci phering systemthat L8 a basis 5 of the preferred
enbodi ments and i nformation providing service that enploys the enciphering
systemw || now be described. First, the general enciphering systemw /| be
expl ai ned. A conventional public algorithmtype 10 common-key bl ock ci pher,
such as DES (Data Encrygtion Standard)_cr¥§t0ﬁraﬁh£ and FEAL (Fast Data
Enci pher ment Al gor FEAm) 18r 5t BgPARRY, IREITaNs RS PESHPRE™ PNt hat when a set
of enci phered text and, plaintext using the.same key_i ut put .nore _often
Lhan & Speci f PETRURBEF CoPT15SFTHBEL PHEORI EakcnE ARaFy28REo% P akove ¢ hi s

shortcom ng, as L.§.S in Ej . an enci phering systemis proposed that
makes key anaP%ngenggggab?f?%g??%%ﬁﬁ’before a set of an enciphered text

and a pl ai ntext | sequt pyb {heanyibel alabiORS i iakPaLihLSa20skeyoanal ysis,
Eeg § e a

t he updating of a as needed using a pseudo-random nu r-that is secure

from cal gul at LQR48APHARbEYA HB%Qtok“@HH&aemB@B§H”HtQgéHQeLE?bé " Squar etype
pseudo-random nunber generator and practical enci phering system enpl oyi ng

bl ock enci phepseubBsthhiibf RbmbbrEheebranhgstbnthemeien ARdo&omBHBI cation
Engi neers | SEC 93-29, 1993-08). DES cryptography will be briefly described.
DES s n~~~aoffi th83predéntciypéngienhy, a specific comon-key bl ock
cryptography of public algorithmtype, has a currently w de enpl oynent
centering around i Fsgus@Obysmanbiock €faegkami ¢3lubigatngsaa fl owchart for
perform ng DES 5 cryptography. For DES cryptography, a 64-bit data block is
enpl oyed as acammnunfgatéauor yprindnat deceopting) toThesishlt @mbpdimeery is 56
bits. The cryptographic aI%O(ithn1eanoys, as a base, transposition
(exchand® of Bft TBBsP¥E8ABtoINYARELCBits) 10 and substitution (repl acenent

of an input value wth
P Fig. 21 is a block diagram illustrating an

enciphering rate setting device according to the sixth
and twelfth embodiment of the present invention;

Fig. 22 is a block diagram illustrating a portable

15 storage device according to the sixth through
fourteenth embodiments of the present invention;

Fig. 23 is a block diagram illustrating a
communication terminal according to a seventh and an
eighth embodiment of the present invention;

20 Fig. 24 is a block diagram illustrating an
encipherer that can set an enciphering rate according
to the seventh embodiment of the present invention;

Fig. 25 is a block diagram illustrating an
encipherer that can set an encipher power and

25 processing speed according to an eighth embodiment of

the present invention;



anot her value). During encryption (decryption) according to DES
cryptography, a process for which the transposition and the substitution
are properly conbined is assenbled in 16 steps, and the bit pattern215Mb} 708
plaintext is mxed and is converted into an enci phered text having no

meani ng. In a decryption process, the enciphered text is mxed to recover
the original plaintext. The paraneter fone6this mxing is a 56-bit key. 20 A
pseudo-random nunber sequence that is secure froma calculation amount is a
pseudo-random nunber sequence with which proved is that, if there exists a
pol ynom al tinme al gorithmwherein one part of the pseudo-random nunber
sequence is enployed to anticipate 25 the foll owi ng pseudo-random nunber
sequence, the pol yrdtid-al26 iife albjerdhk hagsagnlldpsdred iogn st pegusior
polynomi al tinme algorithmrelative to a problemthat is 2 6 ~~n:,? a003 -
22 “regarded d2rdidy inunkehaNFSIGT (e tc SePUISET Gn PEIRSEFSINgh SPeed
specifically, a pseudo-random nunber sequence that is secure frorg,a

cal cul ati on” afburfmR LY G ST R WHESR iStEtit§n\9e?i?VdFFf PERAFCRS h

respect 5 of atcal cul alcion anpunt fO%r 2 random nunber sequence that is
olﬁ %&

out put to be used o8 ieélllbp?a lé"etrﬁ:e c()awipr]f(f:?Sreétlndc%rrr‘f;r(i"ﬂ1 rn’sequence. Thi s

is studi i n detai i .+ C. N a I .0 of Trapdoor
Functions™ Pr oceediPlniqu' (r)bff\t Te %?ﬁg’ﬁ%&%%ﬁﬁnogﬁ&?ﬂ%%%a%g o%ﬁldati ons of
Comput er Sci e : 91, e | AP ; S. l:i .~ " HOw to
Gener ate pr{%%rlgg%a ﬁg‘asf%c?%é Sée%%éngglgl%egé&?d%%n S%O%i%tlgg Proc.
22nd FOCS, |ERE ¢ nikdrl Bhboi8ntld dHaOWRcakaer ihbendibal; are enpl oyed
for the generation 15 of pseudo-random nunbers that are secure froma

cal cul ation anount mi. ABSIE LS IBIGCK] daagrianPa 1Nasteatingber psdulio-
encryption, discrete |logarithnms, or reciprocal encryption, which are
described i n THEfjdom anchbéas gater,atorr Whiatgeaplyyan®Esnhecoadiiog $ecar ity, "
20 Shokosha Co., Ltd., p. 86, 1990. In Fig. 1 is shown a device that

per f or nelCas t heerdricigpted imergy stfe rhben @ reisaen tc dmyengdona pseudo- r andom
nunber generator 10, a conputing unit 20, and a bl ock enci pherer 30. Bl ock
cryptography, such EHg.DRS 25 @r&ﬂ{Q%frép'Wr@F“ REAusErpfiogr ey PE s enpl oyed
as an algorithmfor_the block encipherer 30. The bl ock enci pherer 30

enci phers pl aidte8aAiny R dhshdrenth gmbodggent-of. the pgrsePter ed text. The
pseudo-random nunber, generator 10 generates pseudo-random nunbers accordi ng

to the al gori t1iH ‘neration of pseudo-random nunbers that is secure
froma cal cul ation u Ceneral ly, a_5 rand nunber. _sequence,. bl, b2,
., that is secureFa 'o%oa lcsalactﬂ(’i‘%’tcly‘oglél':1 ant lgrmélségﬁer;gge PESRChi ti al

;/al ue XQ.Sby ”}:%rjc@nl Q\‘Mnﬂ%rewnmt%qs:that can set a generation rate

according to the tenth embodiment of the present
invention;
Fig. 31 is a block diagram illustrating an
encipherer that can set an enciphering rate according
20 to the tenth embodiment of the present invention;
Fig. 32 is a block diagram illustrating a square-
type pseudo-random number generator according to an
eleventh embodiment of the present invention;
Fig. 33 is a block diagram illustrating a
25 communication terminal according to the twelfth
embodiment of the present invention;

Fig. 34 is a block diagram illustrating a



xi,l =f(xi) (i =0, 1, . . ) .. (1) bi+1 =g(xi.i) (i =0, 1, .

. (2) 10 As is shomn |n Flg 3, the pseudo-random nunber generaz%rrgpﬂ%
conprises a processor 11 for perform ng feedback cal cul ati on by expréssio
(1), and a processor 12 for calculating expression (2). The operation of
t he pseudo-random nunber generator 10 is as follows: 15 1. Initial value x0
is input to the pseudo-random nunber gengvator 10. 2. Cenerated by
expression (1) are x1, x2, . . ., xi. 3. The x1, x2, . . . , Xi that are
generated are 20 substituted into expression (2), and the obtained bl, b2,

. ., bi are output as pseudo-random nunbers. The conputing unit 20 shown
|n Fig. 1 converts the acquired bl, b2, . . ., bi into a series of keys for
bl ock cryptogP@WWynlEaehOReVeF@FnbﬂoéEC@FQepggﬁépﬁyth§r236&t§er|es of bits
having a length that is defined by the algorithmof the enployed bl ock
cryptography 9W6@é§§9n¥h@fk§9§ BRresgetelBVEAtiPB; exanpl e, by dividing for
2 ~,,~ a-, . J3 each bit | ength a_pseudo-random nunber
sequence bl, b2, Fig. 35bFS ?hBFOFg QéEHFémfFéﬁPﬁtEéF&BQaPl 5At&nount. In

ig. , " |
bl Saic kzF(u(seftlﬁg Zevice BoboHiilo AP EoRESPBE RO POBRaLPER LS apre

and ku(M." =1, 2, . . ., S) indicates an
enC|phe?§d te% eb% %epha%nygngéaufred by enci pheri ng plalntext bl ock M ~

usi ng cryptographlg éey3knlsU§'BgoEﬂed§QH§Eﬁe¥&5ust§aQ59§ fromM1 to

M's, are 10 encipher&d. Keys In a series that are updat ed
by the pseudocbﬁ&qgﬁbaeﬁaﬁrteemeﬁanoacéeramﬂgthe gOFRWELBALHNI t 20 are

enpl oyed in order as keys for block cryptography, and the plaintext bl ocks
in Fig. 1 15 andoBAmenitebedthy pgeBEnd Rhveakiby;of cryptographic keys.

Fig. 37 is a block diagram illustrating an

10 enciphering rate setting device for an encipherer
according to the fifteenth embodiment of the present
invention;

Fig. 38 is a block diagram illustrating an
information providing center according to the fifteenth

15 embodiment of the present invention;

Fig. 39 is a block diagram illustrating a database
according to the fifteenth embodiment of the present
invention;

Fig. 40 is a block diagram illustrating a storage

20 device according to the fifteenth embodiment of the
present invention;

Fig. 41 is a block diagram illustrating an
accounting device according to the fifteenth embodiment
of the present invention;

25 Fig. 42 is a block diagram illustrating a
communication terminal according to a sixteenth

embodiment of the present invention;



g hj‘\m T
Wth the above described conventional enciphering system % limted nunber
of plaintext blocks will be enciphered using the sane key, and anal ysis of
the key 20 will be difficult. An explanation of an information providing
service that enploys the above enci phering systemfollows. A cryptographic
communi cation network that perforns the information providing service is
constituted by an 25 information providing center and users A H, .
and M as is shown in Fig. 4. _The Tnfornatlon prOV| di ng center 40 and t he
users A through Menploy in common 2 6 ~. .~ Q3 - 25 inherent and
secret keys that are provided in advance. The key sty iag KA, KB, . . . ,
and KM conprises respectively the key that %hgagdal‘ﬁ common by the
i nformation providing center 40 and sleul\ﬁ e key SBthat is used in
comon by the information gr vaﬂa@’@acent er 40 @n'dou’%re H . . ., and the
key that is used in csormb y t he inf obnsaPF A providing center 40 and user
M In additi . thie mformatiFI i°di ng cenje&at m:@ 10 and each of the
users A through M c gpget%c)f‘ e bl ock g Q@l\'ﬁh’er?er 30, bEweper f or ns
enci pherin t(a;adi«,imd Cl pheri r]% g n:h&cgor dance \Q_arhluaﬁ 2 gorithmthat is
det er ni &by a net woskimah pseudo% Ufuitber genegatd® 10, which
gener at es g ggdobr%ndom nu SER a52%hat are g@ur@”?‘? om a cal cul ati on
amount aé¢brding to rithm for gelvéCRet work; Qxd t he conputing unit
20, which convxexqséf e pse gexm&ﬁ number s ‘hsa;ﬂ'fére out put by the
pseudo-random nunbertlg,enéP tor 10 (nt raS%‘e)?l es of kgygnf or the bl ock
enci pherer ge@@ fo provj de.& reffo t| on f A frome
i nforgati d’h provi %n \ﬁ@¢|’t r 40 whi ri’g’]t he abov éles!éﬁeoed enci phering
system th 1 xREOPTEL I on pr ovbc_i;bcﬂj erV| ce egg kagst®hé fol | owi ng procedures.
1. The user A regquestss i%§f & mat i on Lhat r she 25 needs fromthe
i nformation provﬁ’cﬁ ng cent er 3469 ‘2"’“ mgFIt,; al value for %ggamwrent
comuni cat i on, the |3_|&fnop'ﬁﬁ?’| on provltdlmgeﬁ er 40 4588 a n 103 -

2 : nform rese st

OO‘{ dla Of the



the secret key KA, which is used in cormon with the user A to set the
pseudo-random nunber generator 10. The pseudo-random nunber generat or. Q«%S
operat ed and generates a random nunber sequence that is secure fron1g viat 7003
cal cul ati on anmount. The conputing unit 20 converts the generated
pseudo-random nunber sequence into a series of keys for block cryptography.
Wil e these keys are being updated, theylare enployed as keys for bl ock
cryptography to enci pher information that is 10 provided by the bl ock

enci pherer 30. The enciphered information is then transmtted to the user
A. 3. As an initial value for the current comunication, the user A uses
the secret key KA, which is used in conmon with the information providing
center 15 40, to s&igth&2pdeudoblaglodingnber iytnetnesingoa The
pseudo-random nunber generator 10 is operated and generates a random nunber
sequence t hat cremypdgrEippofeaméaptuthefohaandudisPIRE €8WHEei ng unit 20
converts the generated pseudo-random nunber sequence _into a 20 series of
keys for bl ocRCEPYPEREr &Ph§" PhPPECERER coRRYd1BERT bR NEREPREEER tt hey are
enpl oyed as keys for. block cryptography by the bl ock encipherer 30 to

deci pher the PéYanﬁgp’is transmtted by the information providing center
40. The gser A thu§i55 ﬁgtggng Bmﬁcﬁr8¥£§§g i?i?ﬁﬁ@%%@?n Through the above
descri bed procedureS;"the infornation pr V|%ing SBrvice fuhction is

per f or med 2 ~ L zies=~3 - b .t hesinf oy rat | ovi ding center
40 and the auf gpﬁgggaﬁégps%irPﬁggﬁgﬁéﬁﬁfﬁk%Beﬁ%I%yﬁggégggﬁeéonnnn with the
center 40. Sigﬁgohgﬁeh@fg@n@hgoFrggegfoyﬁgggtggﬁprding to these procedures,
the information 5 providing center 40 can transmt information to a
requesting user whiglig.keapiBgal b166r @lagram ailusthetingeas. Therefore,
the information providing service can account for each user that has

recei ved i nf oenetipheretOatberfingt tohthaghifetébnenbedboenhehbabfare based
on the systemshown in Fig. 4 will now be described while referring to the
acconpam®i ng dhewprgsenki isvehtbodrnent In this enbodi nent, as is shown in
Fig. 5 an 15 information providing center 40 enpl oys a comuni cation
termnal 50, whi chFégnpbbsés a bleeck @hegpaerbilystratingraneferred to
sinply as an encipherer) 51 for perform ng enciphering (and deci phering)
accordi ng to SACAPHSFPEhAFCARALNG §QeRi FYeathgt ﬁ@?ﬁg%ﬂ?nﬁnﬁfatge count er
52 for obtaining a count of enciphered blocks. Since a user does not need
the counter S5PTERENY PEPBYLEBA in the communication terminal 50 in Fig. 5,

|0, the destan of St CBL Lok bEkTABLe LAy By USE IR PURLST S2 12, |

oo B8, BN T e BB S Tbf ol PLRL PR OnGRRGE B Bfdeger v oo
type pseudo-random number according to a twenty-first
embodiment of the present invention;

Fig. 57 is a diagram illustrating the procedures
for cryptographic communication when key updating is

20 performed according to the twenty-first embodiment of
the present invention;

Fig. 58 is a block diagram illustrating a
communication terminal according to a twenty-second
embodiment of the present invention; and

25 Fig. 59 is a block diagram illustrating a key

generation and selection device that employs a square-

type pseudo-random number according to the



2i~s:. f ~ - ~~1 e :.; a_ - 28 communication termnal, a
communi cation termnal having the sanme structure as that of the
comuni cation termnal 50 nay be enpl oyed. The bl ock enci pherer 30 &loMa i3
Fig. 1 can serve 5 as the encipherer 51. Since the input of data to the
enci pherer 51 is synchronized with an operation clock for the encipherer
51, the counter 52 counts the nunber of- @@eration clocks for the encipherer
51 to acquire the nunber of blocks that are enci phered. Before the 10
enci pherer 51 is operated for enciphering, the value held by the counter 52
is reset using a reset signal. Wen the enciphering is conpleted, the val ue
hel d by the counter 52 is read, and accounting is performed based on the
acqui red val uegwerS-yk sgagutd @risd ioneguhmihi e irresesttwdmivenitdionper f or ns an
information providing service is constituted by the information providing
center 40 and users A through M as is shown in Fig. 4. The information
provi di ng center 40 and the users A throu%p 20 M use i n_common inherent and
secret keys KARELHILED DE A _QFe ST (R BORIMERTSon provi di ng
center 40 sets a k%y |n advance for use .on conmon ke mnth a specific

01

user. Further, key PJberéﬁgaﬁYSﬁ% taifed

system f est I | sh| e ersh| as _is scribed in
Tsujii and Kas? {Fp]i aéﬂhqip&,&n(fvr\?c tlingr? g ecuront Frovéﬁll?gs ha Co.
Ltd. pp. 72 a.sle @%m soth(g"enci rﬁvng s st%m wq:il n]%)%l 990

The i nformati on prOV| I ng ce 40 acquir s the~co enci phered bl ocks
by using the cuudSpLe, and assesses a charge in accordance with the bl ock
count. 5 Through this procedure, an accounting systemthat reflects the
characteristics of pgit,MiHO yerfdsEl EhdifR@ig @4ddehy widanpee provi ded.
More specifically, the informati on providing center 40 specifies in
advance, by blegK ainted.n & ewroaing ordilh guHis oralidrdwhm ttypechar ges for
information that is to be provided, and thus, unlike conventi onal

account ity f orcosmarirkeharkbesckarce dieesed sareha a0 WA i(Pattiao Encryption able to
calculate flexible charges that are consonant with the value of the
information tltandare) wdptody guhw iadel FEALuddiastl [Datgagncighesmentat i on
provi ding center 40 an information providing service fee in consonance with
the type, the ?@a5iEhmhEaEagrantin.y s eheharteamdncdod ™t RREY ¥hgiovi ded.
Furt her, since the accountln%vfggr es are a sessed 20 gn an_ i ndividual unit

basis, a user &aitlh &heinh aflé’d:qxtter‘ﬁsd‘fngl P& F8Mon when
he or she doe not, exaqaﬁxiknOM/ contalned t he e ue ted
C

i nf or mation i tee?ﬁ Hhek ha?q & SRETA Hray UBE S rred. 25
Second %EPOd'm%Heé San Nt o ged“shq@pr%%oglgthgs an information
r 40 enpl oy c on

pr ovi di ng cente onmmuni ca
shortcoming, as is shown in Fig. 1, an enciphering

-n‘.

system is proposed that makes key analysis more
difficult by, before a set of an enciphered text and a
plaintext is output the number of times that permits

20 key analysis, the updating of a key as needed using a
pseudo-random number that is secure from calculation
amount (Yamamoto, Iwamura, Matsumoto and Imai: "Square-
type pseudo-random number generator and practical
enciphering system employing block encipher," Institute

25 Of Electronics Information And Communication Engineers
ISEC 93-29, 1993-08).

DES cryptography will be briefly described. DES



,1;~~ Z6a - 30 termnal 50, which conprises a block encipherer 51, for
perform ng enci phering (and deci phering) according to an algorithnqupM RﬁWJ
specified by a network; a key generator 53, for generating a cryptographic
key; and a 5 counter 52, for obtaining a count of cryptographic keys that
are enpl oyed for enciphering. Since a user does not need the counter 52 for
his or her conmunication termnal, in theidesign of the comunication
termnal for a user the counter 52 is 10 renoved fromthe comunication
termnal 50 of the information providing center 40. However, when a user
desires informati on concerning a service charge for providing information
to his or her communication termnal, a comrunication termnal having the
sane 15 structuyvetagrepay,showpecafiicgcoampnykpy bhprbyedyprographygr aphi c
conmmuni cation network that furnishes an information providing service is
constituted b?ftﬁébﬂﬁpoﬁﬁﬂpréﬁhﬂrGVP&bn§a§eﬁt@Prﬂenﬁgﬁ ¥i8fs A through M
as is showmn in Fig. 4. 20 It should be noted that the counter 52 and the
enci pherer 51°PR1PEBeRt SENEREIBPNBROVBINIEE BRBI BYBOROFOTKi s enbodi nent .

The k .93, .es, [ K in.Fig. 4, key, i
aceor dince wi EROLAAEAERor | Fhi-28 LHal FAOURBRTF: ST LgorRBHEDHoPES (o be
db h i ph 1. T t | h t ti
2 e ) 5% TR BB Ry, (PP BER, By toRRRPYs, ofe RS aBker0 hlqui e

t he nunber ofbgggkc&%pﬁ%g&ggggcagegsuhgétfggeeggpkg¥gg Before the

enci pherer 51 I'ns"the~en heri ng operation, 't va?ue hel d by the
counter 52 'S<asaggg%ﬁgﬁgng #nke38hgthdBel & KBgnikhseepgLRrherirg has been

conpl eted, the va by the colnter 51 is"read, and the accounting

cal cul ations argpRegrapmee BagedieAmt BApYayHe hBah bsseead. Third

Enbodi nent 10 In this enbodinent, as is showm in Fig. 7, an information
provi di ng centeandpoeiplions (axehaRyal o6&t bek pesithehsSOf Whpak bagpni ses a
bl ock enci pherer 51, for perform ng enci phering (and deci phering) accordi ng
to an algorit hmit babsitd tegdonf i( edphpcampatwofkanaippetdealber ahttbm nunber
generator 54, for generating pseudo random nunbers, which are secure froma
cal cul ati on aApotherayvedueilng Purihg ghgoyvbthant hdecrgpspenified by the

network; a conputing unit 55, for converting pseudo-random nunbers that are
out put by t he2pSeEEé"20 tPaRESNTRYRNCETHRRYr afoPTSEeFft §°H YBAFBSTBR keys

for
transposition and the substitution are properly

combined is assembled in 16 steps, and the bit pattern

15 of a plaintext is mixed and is converted into an
enciphered text having no meaning. In a decryption
process, the enciphered text is mixed to recover the
original plaintext. The parameter for this mixing is a
56-bit key.

20 A pseudo-random number sequence that is secure
from a calculation amount is a pseudo-random number
sequence with which proved is that, if there exists a
polynomial time algorithm wherein one part of the
pseudo-random number sequence is employed to anticipate

25 the following pseudo-random number sequence, the
polynomial time algorithm is employed to constitute a

polynomial time algorithm relative to a problem that is



t he enci pherer 51; and a counter 52, for obtaining the count of feedback
cal cul ation repetitions since communication was initiated that arenéquLrgd
for the generation of pseudo-random nunbers that are secure 25 fro YAl 2003
cal cul ati on anmount. The count of feedback cal cul ations that are required
for the generation of pseudo-random nunbers that are secure froma 2 b ~
r;r :? %%~~3 - 32 calculation amunt is2#efined as a pseudo-random nunber
generation cal cul ation count. The counter 52 obtains the count of operation
cl ocks of the pseudo-random nunber generator 53 to 5 acquire the nunber of
f eedback cal cul ations. Before the enci pherer 51 begins the enciphering
operation, the value held by the counter 52 is reset using a reset signal.
Wien t he enci peerirdgdi escoapfacudt bhreavgeuefhthd gplendagdonter 52 is
read, and the accounting 10 cal cul ati ons are perforned based on the val ue
that is read. aBoupé&-a YoEe gpesSifidtahi¥d BhBSEBUATrEANGOMf BEMRARE or her
comuni cation termnal 60, as is shown in Fig._ 8, in the design, of the
communi cat i onSEEMAPRS thEtt hE FSCEEENEEPMSS g§198ﬁ65é8nf?ﬂﬂVP els @

comuni cation termnal 50 of the information _praviding center 40. wever,
when a user dé?ﬂP@?anVbFﬁawpbﬁgcbﬁcé?nVﬁﬁYadgggﬁFgég hﬂ?g FSPPBFGvi di ng

informatiion to_the ¢ nication termpal 60, _a.co jcat| i nal 60
havi ng t Re 2Oogaﬁecggggg?ﬁ?8na§mPH8%’0?05 goﬁ%ﬂﬁ?@a |§hg?e%§§ﬁéﬁé§5 shown
in Fig. 9 my. he.eqnlaye ua'gotthugéﬁeto?aﬂk§8k8¥t99¥h89f§gl QEng'Sp'ay!”g
a service fee can be provided. e comuni cation term nal or user in
Fig. 9 25 hO'§§nbgmanQHLE§rséauaneeLt ¢hacgest Bahaieat kaAngathied from an
information provider, as will "be described later in "Information providing
preprocedur esaQf cthgao, b"BRBOLY, BhdlAappTtcatidds BEE®eApdbe¥ention”. Then,
fromthe unit charge that is held in the buffer 57 and the pseudo-random
nunmber gener aruagtiahetl akbeBeddtgs bliathes2BeddIREEt Sgmposnterob2, a fee
for the information providing service 5 is calculated using a service fee
cal cul attioon, @sumdblkibeasdescCphpdteat BcienceéAcTBEE} | pg.p80edur 23821 t he
present invention", and the acquired fee is displayed on the display device
56. Wth suchoz Hi.-splLayp dedi e Bécpldvi dBawf op EhRrerattuni cation termn nal
60, a user 10 can confirmlater that a service fee that is_charged by the

i nformati on pF&YPEPAgaRbAcRL1Y0StEOoRg| PearensasuPd BeendesBarfal t he

enci pherer 51 _ the pseudo-random nunber genera 4, an he conputing
unit 55 in Fi&?tf cgﬁoﬁe.@%BPO?@GSfoFEEﬁis?Bnbég%ﬁgﬁ?! 1§Béurtﬂ%££ t he
cryptographi ¢, commni cath oft RNk 300M 1 By BRI kRe!§8eration

i5 of pseudo-random numbers that are secure from a
calculation amount are those using square-type random
number, RSA encryption, discrete logarithms, or
reciprocal encryption, which are described in Tsujii
and Kasahara, "Cryptography and Information Security,"

20 Shokosha Co., Ltd., p. 86, 1990.

In Fig. 1 is shown a device that performs as the
enciphering system and that comprises a pseudo-random
number generator 10, a computing unit 20, and a block
encipherer 30. Block cryptography, such as DES

25 cryptography or FEAL cryptography, is employed as an
algorithm for the block encipherer 30. The block

encipherer 30 enciphers plaintext and deciphers



In this enbodi nment, enciphering (deciphering) is perforned while the key
for bl ock cryptography is updated for each of s blocks using a series of
keys 20 that is generated by the pseudo-random number generator 54 ahdiiAHE03
conmputing unit 55. The value for the variable s is determ ned by enpl oying
a pseudo-random nunber generation rate for the pseudo-random nunber
generator 54 and an enci phering (deci phek8ng) rate for 25 the bl ock

enci pherer 51 (see the above described reference for the details). In a
systemthat specifies the nunber s, the nunber of feedback cal cul ations

t hat 2bs,~,~"; ~J3- 34 is performed by the pseudo-random nunber
generator 54 is substantially proportional to the anmount of information to
be enci pher edepgéphphefedpxtsi niTher Ppeutpreranfper nbmbreygeperabPsckO
cryptography that are used 5 for updating during the enciphering of

i nf or mati on | 9e8aE3taAt PERMECPEEPELH; Gﬁélget’:é pRECAADOAL tBf tPRf or mation to
be enci phered ideclghered . Waen a_charge is to be cgal culated by. using
proportional 8&EREAEEMLCL g&RFERETOB O&nBFEHEPeEa R8P nPBFRETF ofiP3bne of
the foll ow ng, size sgecification cintbe enBIo§ d aé an igﬁornation
quantity unit iPoPSEREGUAEPHg? F§§08 &*BPBcRMOY %'th CBd8ntYof @i nf or mati on
that is enci phered 15 eci phered) while ,one key is d;, _a t he
anount os infg?ﬂg Poﬁu&ggf ggqgﬁg%ghekéﬁ ?ﬁeéiﬁhé(e&%ggu}anggégéfeedback
cal cul ati on. his ' : h in hon.that is
enci phered (dggf%hérgg?gggkggghoﬁeg%g%dgggﬂagggggﬁgglg??gﬁipgeéégloyed as

an informatiofaquanki iy, Uphd £611S6LY AR RARSEs. The unit size
specified in (a) and (63 will be explained later in a fourth enbodi nent. Tn

other words, in thkg. eabedkpenti 2 gharge is.) .« . (1)
b;,, = g(x,,,) (i =0, 1, . . .) . .. (2).
10 As is shown in Fig. 3, the pseudo-random number

generator 10 comprises a processor 11 for performing
feedback calculation by expression (1), and a processor
12 for calculating expression (2). The operation of
the pseudo-random number generator 10 is as follows:

15 1. Initial value x, is input to the pseudo-random
number generator 10.

2. Generated by expression (1) are x,, X%,, . . .,

3. The x,, %X,, . . ., X, that are generated are
20 substituted into expression (2), and the obtained b,,
b,, . . ., b; are output as pseudo-random numbers.

The computing unit 20 shown in Fig. 1 converts the
acquired b,, b,, . . ., b, into a series of keys for
block cryptography. Each key for block cryptography is

25 a series of bits having a length that is defined by the
algorithm of the employed block cryptography process.

The keys are generated, for example, by dividing for



25 assessed each time a feedback calculation is performed by the
pseudo-random nunber generator 54. In this enbodi nent, the users A Q&gg%q”
Mof the 2 a; J,~~ ~yl1l3 ,. - 35 cryptographic comunication nét firok <105
in Fig. 4 that provides an information providing service have a portable
storage device 70 shown in Fig. 10. A secret key, belonging to the user
that owns the portable 5 storage device Z4,-that is required for
cryptographi ¢ conmuni cation is stored in the portable storage device 70. If
a user other than the owner knows the secret key, secret comrunication is
not performed and an authentic information providing service can not be 10
provi ded. Therefore, while taking security into consideration so as to
restrict accesachobatséengthkaypseudderanghen muhhertseqpencablly ., sber age
device 70 is provided for each user, in addition to the comunication

term nal 50. 15-AtthBuglthate foraamire fromage CFAL@TZ@M@PoME8tpart of the
comuni cation termnal 60, so long as_a Bhysically secure_area can be
ensured for each udBrFighelcoMwuhbcat ton?terninal 80 Yhatlcah- be used for

cryptographic co ni cation by each other is limted. 2 is shown in

this enbodinent,s'thélB%F?ﬁrXfB aT%Ee%BHHh%'%aF%OA‘iéTﬂVﬁ%P 60 "and t he

portabl e_.storage.device 70_to be_se at.el rovid and r, t secr et

i nf or mat?on b oﬁagﬁﬁaﬁ%segcﬁeﬁsgfrfﬁﬁ?ﬁkr%ﬁ§%§%9€§?%%’t?éﬁé%ﬁﬂ@ﬂication

termnal 60. Wth this arrangengnt,, 2 jch is conyenj ser,
With ghi s v ?2% n%§ iﬁﬁ&céﬁgsehﬁ

what ever type' of cofmiihi ¢afioh ternina “a user’ use, the user can
exchange SeCfSéciBﬁQEHﬁt SRt VhPobk StRat NEE QYPuPPEE AN Cencipifering =7 -0 T

- 36 storage device 70 for cryptographic comunication. As is shown in
Fig. 10, the poatiabbetshobaremdevksfg ’Ereplo8¥aPANEEKERT Rl MalisAmgM th the
communi cation termnal 60 across a safe comunication 5 path, and as a
physi cal | y setHeesamn@akelar, hadd ek arronl M, Oty M, aatdiori zed owner can
correctly operate the portable storage device 70, and a procedure for the
verificedi on ehcéppasedord, etc., is perforned to determ ne whether or not
a user is an authorized 10 owner. An IC card, etc., is enployed as the
portabl e storage déeygseifffa seriesshomnK.n Fi g. -11thahearaf epdatedn

provi ding center 40 conprises at |east each of the followi ng conponents:

t he comuni caPY ofheePRPHAP-530QM JaYBRRE J9BRra tofnky e27A | ¥i®r nati on to be

provided is stored;  an . .
computing unit 20 are employed in order as keys for

block cryptography, and the plaintext blocks in Fig. 1
15 are enciphered by using a plurality of cryptographic
keys.

With the above described conventional enciphering
system, a limited number of plaintext blocks will be
enciphered using the same key, and analysis of the key

20 will be difficult.

An explanation of an information providing service
that employs the above enciphering system follows. A
cryptographic communication network that performs the
information providing service is constituted by an

25 information providing center and users A, B, ., and
M, as is shown in Fig. 4. The information providing

center 40 and the users A through M employ in common



accounting device 42, for calculating a charge for each quantity unit of
information that is provided; and a storage device 43, wherein are s% &ﬁquz
the secret keys of all the users, which are required for cryptographic 20
communi cation, and service fee information. In Fig. 11, a plurality of
communi cation termnals 50 are provided to enable the sinultaneous

transm ssion of information to a plurati2y ef users. For a | arger

i nformation providing system nore than one database 25 41, accounting
device 42 and storage device 43 may be provided. In the database 41 that is
designed as is shown in 2G~j)? ~~)3 - 37 Fig. 12 are stored
information that is to be provided for users and a correspondi ng charge for
an i nf or mat i oAnheagntt gndnpecrekekersr §eatopra puavided &hi adyancediffers
depending on the information types is called a 5 unit charge. A nanme is

gi ven to infofhat k8¥ S6TLRAtKe Jser -can -sp@8df fui FPBRTEEEDN. The above
descri bed dat abase 41 c?n be e sil¥ desi. gned gy,usin@ a convggtional

dat abase as arBSRECt¥HEL¥: bPggkedetRE 43 PRgE £8 GRUPGACHY akPfs shown 20
in Fig. 13 has key,storage area, in ich.a_secret_key that.is required

f or cryptograbﬁ?8r@§ﬁﬁﬁﬂiBg?yﬁﬁlpg g?B?%ﬁ pgraggcﬁsﬁgeg'm%%eige% member of
the informati rovi di net ! ug i Ve.Aacc . | storage
area, ingmhicﬁﬂﬁg g oggggaggcgﬁﬁﬁ gt?geéggcgﬂkég%ég%gﬁaﬁyg?légégice f ees

assessed dur i Bdn@e2Pgp! bha BeEkod, This. pechadchs kay! eflap perybeg fee
totalization period. The fee totalization period is specified as one nonth,

for example. Thecbiheh"B IeﬂepiﬁfbgmagiéﬁnE95vﬂQiﬁgp¢@u§efh@ocaﬂalatlve fee
total 20 for each user that is stored in the cunulative account total
storage area tigegamcul ate an information providing service fee for each
user during the fee totalization period, and charges the user the

cal cul ated fee. WEn addpesohi ctheeihfbaharabhoprdbi@bng odehtsresjred, the
service fee for each user during the period that it was stored in the
cunul at 10e acevdneacbt af therugerar dathsoughf Medomprbaektipe bRogk, . -, - 38
information to anot her storage neans, and a service fee for each user in

t he cunul at i vengépbarert 80al wbighaperfpeasi eneépkeringe(@edount i ng device
42 is designed as is shown 5 in Fig. 14. The accounting device 42, which
cal cul at es t h8erérheging)f RnaEFreRIEAGS Wétﬁuﬁpeﬁ%99rbgP%gtB?Bv+ﬂed, can

extract unit 8har?e_info mat i on frog1the databgse 41, Wien the
comuni cat i ondPEeTBiRPHAPEI® PREVAEE HuFPENESRRIPEEAAS0R MUBRLT act t he

ppeudor andon, A.oUgRer 605Kk BatB SHLA LRSS AL TMAE £ T 2 1

t he conmuni catron térm nal I"on, accounti ng

cal cul aggs a”thQEOEEBt£8§%3§r¥LSE 568a9¥u9§£9§ntQﬁoHH%ta88@f§fh§”£8r”Hti0”

and t he pseudo-random nu generation calculation count, adds 15 the

service fee tenthg1gupitahi ¥8ra€ROUALLHOLRL . affi BhESEHMbRLIR@NuAHEOr mat i on
was provided, that s held in the storage device 43 to update the

cunmul ati ve acgoynivhiehaton@sdt¥r the€spébedoeyandon! almberactantatetal for

the user in the cunul ative account total storage area 20 in the storage

devi ce 43. output by the pseudo-random number generator 10 into a
series of keys for the block encipherer 30.

20 To provide information for the user A from the
information providing center 40 while using the above
described enciphering system, the information providing
service employs the following procedures.

1. The user A requests information that he or she

25 needs from the information providing center 40.

2. As an initial wvalue for the current

communication, the information providing center 40 uses



An explanation will now be given for algorithnms, for block cryptography and
for the generation of pseudo-random nunbers that are secure froma 7§ a9
b . b It [!‘]03
cal cul ati on anount and that are actually enpl oyed by 25 the conmuni cation
terminal in this enbodinment. In this enbodi nent, DES cryptography is used
as an algorithmfor block cryptography and a square-type ~ a~ :~ s |~u~
- 39 5 pseudo-random nunber is enpl oyed2as-an al gorithmfor generating
pseudo-random nunbers that are secure froma cal cul ati on anount. The DES
cryptography i s common-key bl ock cryptography having a block |ength of 64
bits, and a key is 56 bits. A square-type pseudo-random nunber sequence is
a 10 15 sequence bl, b2, . . ,, which is generated by the follow ng
procedures. Sgher secypd perula- remboim heintred sianreRROTSUPHES | Hhe t4RRT p and
g are prime nunbers that satisfy p = 3 =3 (nmod4) , and N = g g, a bit
sequence, bl , Apzto, set thghperupe-zeRdPReBUMPEH PAPEFaFoTalfle xéPEx is an
integer such that 1 < xo < N1) and the following reflexive relations: xi+1
= xi 2mod N ( Pseudo-rangdom numbey generatoy jOpisS-opepptef)apf = 1, 2,
) . . . (4, s c%lled as uare-tﬁge gseudo-rangag19unber sgayence. It
shoul d be nptgﬁn?ﬁéte§sﬁi(?P?opeBPg ht SSAHENSE FBREr 1F BPEBT2ahlfhen t he
number Oé blt% E%%cﬁqg%kgnNah%uﬂt.J TP%(FEBgaglng IH?thHaESﬁPXB%S
pseudo-random nunbeT "sequence I's ‘one that IS secdre Troma cal culation
amount when i s g@ﬁ%‘f@%@fit g%teuﬁ‘ét-?%ﬁhefﬁt haRnak es{gegﬁcgemgdsr for Nis
difficult fromthe view o cal cul'at1on anount. e pseudo-random
number generat@hjad L@ keys for block cryptography. While these
keys are being updated, they are employed as keys for
block cryptography to encipher information that is
10 provided by the block encipherer 30. The enciphered
information is then transmitted to the user A.
3. As an initial value for the current
communication, the user A uses the secret key K,, which
is used in common with the information providing center
15 40, to set the pseudo-random number generator 10. The
pseudo-random number generator 10 is operated and
generates a random number sequence that is secure from
a calculation amount. The computing unit 20 converts
the generated pseudo-random number sequence into a
20 series of keys for block cryptography. While these
keys are being updated, they are employed as keys for
block cryptography by the block encipherer 30 to
decipher the text that is transmitted by the
information providing center 40. The user A thus
25 obtains the provided information.

Through the above described procedures, the

information providing service function is performed



generating the square-type pseudo-random nunber sequence is shown in Fig.
15. ?. ~a~'";;~~~3- 40 In order to adequately secure the '
squar e-type pseudo-random numbers, bit count n for nodulo N in the scuafél 03
expression (3) is 512. Secret keys (initial values for the pseudo-random

nunmber generator 54) KA, 5 K$, . . ., which are enployed in comon between
the information providing center 40 and 4-he- i ndivi dual subscribers, are 1 <
KA, KB, . . ., < NZ Wen the user Ain Fig. 4 specific information from

the information providing center 40, the 10 information providing center 40
transmts the requested information to the user A, and in accordance with
the foll owi ng procedures, charges the user a fee for the information

provi di ng serbeteeent the dsformatidatprdeidiey gembsar réeecin@dthde 15
information service fromthe information providing center 40 several tines
during a curranthezigedeusers tbtthiough di, pere cemphey] kews imec@eeRul ati ve
charge for the user A for the current period, which is stored in the

cunul ati ve acebtiit thetaentesrée aPHace nthaeclnfrsiatine HeWwtevided|s
ChargeA. Further, it is assuned that the nane of the information for which
the user A reBfESrdingetectfte PROFRFVIEINALRPANECT MR Uhar ge (charge for

one feedback cal culation) for Tnfo is UCInfp Al though the user Ais
notifi ed®of tHEOYhTib??ra‘f’%%ﬁeﬁa%g %nl?ﬁ%n%ﬂttﬂp?ﬁa?t%%rﬁ% ¥ "fo. the

user A does ngf_h . RLecl i ' ongcer i t o] nd t hus
first requestgg‘gﬂ%g?ﬁ %r%%fo%ﬁ%ir)%\r}?édéﬁ%hsgeﬁeérg ]869? oﬂeorﬁ ﬁfﬁ%%ﬁl 003 -
41 provide of ! r L O .dhat the
size of a paﬁlgg?gfhemltl% %Jf(?r;a‘%)‘l (r)r?lttl%sig% lﬁ%?%%??gpﬁ%%??%t eéé;eedback
cal cul ati on aggQr dbBGubh® £XP!&ESSH OséB) thdt DRaperdOEpei times in 5 order
to carry out the supplying of cryptographic information. In the follow ng
expl anation, kihfbsmassyned that authorization of the authentic user Ato
use his or her own portable storage device 70 has been obtai ned, and 10

t hat theoportabl e sheragestevhceugdld £5£6l0 embodiméhe tipet adragosded e t hat
it can conmunicate with the comunication termnal 60. In addition, it is
assuned that aothbei gpsten shacwivetm By ai hewiIbrnomebesdeseyilasd an

aut henti c subscriber, to use the information 15 providing center 40. The
two aut hori zavhdhe rtafiebeing ot delde byceonpany kndvihraWwim@$i zat i on techni que.
I nformation providing preprocedures of the present invention 1. The user A

requests thatE t 20 providing center 40 provide for the
service for Info, get ilin gt t he sane t|inme that par ,of%heinformation
that is desired. 2IPUPBHS t FRPOEHTRRE, 13DrtE EPULRrTA ¥t TheRervice for

nfo be,provi deg. Lhe, Lo ordptd o, PLOYL DL ng, 25, SEnLer, 40, GalCLLAL e, &
charge Tor thg& TRTOr W&t Dr OV a7 NG Servi ce DY ud ng” the unit-charge

Wi nfo for I n{g anfat NgoPAphi G &bfpd o8 B POk NBhed Sndfgest ed

(hereafter referred to simply as an encipherer) 51 for
performing enciphering (and deciphering) according to
an algorithm that is specified by a network, and a

20 counter 52 for obtaining a count of enciphered blocks.

Since a user does not need the counter 52 that is

provided in the communication terminal 50 in Fig. 5, in
the design of a communication terminal for a user the
counter 52 is removed from the communication terminal

25 50 of the information providing center 40. However,
when a user desires information concerning a service

charge for providing information to his or her



16 r~i~!:~ t003 - 42 by the user, and transmts the obtained service fee
information to the user A. \Wen the user A enploys the communication . ,.,.
termnal 60 shown in Fig. 9, the unit charge UCInfo is al so transni t't'eer't 603
the user A. 5 3. If the user A agrees with the received service fee
information relative to the requested part of Info, the user A requests
that the information providing center 4@&rovide the service for Info. Wen
t he user A enploys the communi cation termnal 60 shown in Fig. 10 11, the
received unit charge UCinfo is held in the buffer 57. If the user does not
agree with the received service fee information, the user requests that the
information providing center 40 cancel the service for 15 Info, and this
procedure i s thepenicetionrhrenaival, TAeCOBNIRIFAELPR oe¥ktRea ] shavpirdyed
when the user A requests that the information providing center 40 provide
the service fbhei B nBETSRTIRE02S| HRBF nRf i Be PP 22t edures of the
~eresent 20 inventioP %$or i nformatjon @roviding center) 1. The counter 52
of the communFEEPIBA 2P TRl PS0CPRLPY S used for communication with the
user Ais reset. Far. the generation seudo; [ andom nupber 25 secret
key KA, which is ﬁ%?%o?% gﬁs ?C%Pﬁ%r?ﬁegée€h% %r%%gﬁa éafi% ?ré?%Yorage
device 43, is_se S_1nj Ly alve xQ. 05 £ aqulo,

generato? !a§~£géi?ﬁ€i§$£#§%~59: 4§1£§é %ﬁgt coﬁ%%nlca f%%nggéninal 50.

3. The pseudosyangaoy BUNBers geBehahfinBle@lul e £9TBRNY SELL OISR nal 50,

which is used for communication"wth the user A 1s operated to generate 5

a pseudo-randphr HRDEEnSLHINEREL EDat the SOGvEEr fsPRGuLEd Ch@th@ibarpunt .
4. The conputing unit 55 converts the generated pseudo-random nunber

sequence intcof &pe+&6iGh KEBYSkEOFoD! vk enyphivgE@phyl 46 &cqdheeseries of
keys that is output by the conputing unit 55 is updated as keys for bl ock
crypt ogr aphy, thadnitnieee nof phkoeks Sthatphoy sehdibplkeysd § 0 Bafives tthde
requested part of the information Info into enciphered text. Y~lhen the
enci phet®ng isncopipérerdsl 15st hpepsted of euneed Phebhing getlee avabee
cal cul ation count, which is held by the counter 52 of the comunication
termnal 50, h@l@n%Yeﬁ%%t%ﬁu@Ee¥.5¥n¥%rﬁ%§?§nﬂiﬁ%@i@i?&FeEw%kﬁﬁﬁ#es of the
present invention %for user  A) . 20 1. For the $eneration of pseudo-random
e h

nunbers, the YRERctRReSPKIPNGHIRG 28 FRTRLGHEE hethriabie

the counter 52 is read, and accounting is performed
based on the acquired value.

15 A cryptographic communication network that
performs an information providing service is
constituted by the information providing center 40 and
users A through M, as is shown in Fig. 4. The
information providing center 40 and the users A through

20 M use in common inherent and secret keys K,, K,, . . .,
and K,, respectively. The information providing center
40 sets a key in advance for use on a common key with a
specific user. Further, key joint ownership can be
established by a well known system for establishing the

25 joint ownership of a key, as is described in Tsujii and
Kasahara, "Cryptography And Information Security",

Shokosha Co., Ltd., pp. 72 and 73, and pp. 97 to 104,



device 70, is random nunber term nal 60. 25 2. The conmuni cation
pseudo-random set as initial value xo for the pseudogenerator 54 in, the
comuni cati on pseudo-random nunber generator 54 of the term nal 60 {8 w00
operated to generate a nunber sequence that is secure froma ? 6 ir.",!?
C ~c~3 - 44 calculation amount. 3. The conputing unit 55 converts the
gener at ed pseudo-random nunber sequence 29t-o a series of keys for block
cryptography. 5 4. The series of keys that is output by the conmputing unit
55 is updated as keys for block cryptography, and the enci pherer 51 enpl oys
t he keys to convert the enciphered text into plaintext. The accounting
procedures enployed after the 10 service for Info fromthe information
provi ding cenfl€B040 is term nated are shown bel ow. Accounting procedures of
the present inyention (for information providing center) 1. The accounting
devi ce 42 extractsTbﬁelUﬁPFNQSl@haPQ@N4$#@HrﬁﬁnE#FLﬁ9n$%H$%ﬁe$rﬁQPfron1the
dat abase 41, and al so the pseudo-random nunber generation cal cul ati on count
i from the coBREBE S5 GPC%HEeE%ﬁnﬂﬁ?E%ﬁl%ﬁ Y} nERe SBPURFRE R perFP ns t he
comuni cation with the user A. 20 2. The accoupii e 42 cal cul ates an
i nformation sBFFFEECFed B?aﬁg?nbntﬂ%cﬁﬁ$én%%éWb5h ﬁ?%r?%?$%n CUEhf o and the

P51 UBi ~f othegugh ?ﬁggéﬁ%éﬁﬁ?ﬁaécﬁ%if'cgé‘%‘z’f%’d%%i 2raPh PE00rhro to the

cumul at i ve acggufLotgt o ALPSetLPRLELSs et L BobhEeEb8! A05aHegd ce 43 for

the user A to acqurr
type and quality, can be provided. More specifically,

the information providing center 40 specifies in
advance, by block and in accordance with type or

10 quality, charges for information that is to be
provided, and thus, unlike conventional accounting for
which charges are based on a communication time, is
able to calculate flexible charges that are consonant
with the value of the information that is actually

15 provided. A user will pay the information providing
center 40 an information providing service fee in
consonance with the type, the quality and the quantity
of the information that is provided.

Further, since the accounting charges are assessed

20 on an individual unit basis, a user can request only
part of a desired item of information when he or she
does not exactly know what is contained in the
requested information item, and can thus minimize a
loss that may be incurred.

25 Second Embodiment

In this embodiment, as is shown in Fig. 6, an

information providing center 40 employs a communication



2 6i ~; ; ald3 - 45 cumulative account total Chargep +i x UCInfo The
accounting device 42 wites the new cunul ati ve account total Charge@ +M'X9M
UCInfo to the cunulative account total storage area for the user Ain
storage device 43. 5 Each tinme the service fee totalization period expires,
the information providing center 40 charges individual users the cunul ative
account total user fees. Further, when-tBe service fee totalization period
has expired, the service charge, for each user 10 for the period, that is
held in the cunul ative account total storage area is noved as backup
information to anot her storage neans, and the service fee for each user in
the cunmul ati ve account total storage area is reset. 15 Through the above
described protedwmiogl af, asbdght cegpsyisesmat kdockebheépbernt bypefand
quality of information can be provided. Mre specifically, in advance, the
i nf or mat i on pPEFEOrAG e RNEAPIETIPECI(PPEs dgCAR £TéRgY gaCEBFSEREOFRRL i On t O
be provided that is in 20 consonance with the information tyEe or quality,
and can thus &8sédgcxifthaxithpd éﬁaﬁ@@cFﬁlgécBVdéneétWPFH t Re®G¥l ue of

i nformation, unlike conggntlonal acco%ntln h deggnds on

connunlcatlongﬁpﬁea tRIuger PFI 9557 TR N OFFXP 8H*BPBYFdlRY’ c@ﬂ?e? 40 an
28 o o Cop B, 49 SELVLGS ROtk pomaohanca i 05115

the qual 'ty aff ant it
- 46 Furtheth% gé5|r§20?§Pg§%§sggg %ﬁer@ h unit, a user can request

only a part o rmation ‘or she does not exactly know
the contents of thgéﬁea' LedsbRf apERt het. naae ¢AR EBHﬁtg}nBW #6rafysl 0ss 5

that may be incurred. In "Accounting procedures of the present invention"

descri bed abowe,h@rfeemEtheaeHoheeeQaghaqalﬁuleheoaesigﬁnak0£§e as unit
charge information UC nfo However, the accounting method of the present 10

invention al seommthidasianmtkhadnahereky aunserciaegeounternsRi @8 is
enployed a plurality of tinmes (e.g., wtines) as a fee for feedback

cal cul attbons aerdomedhdrge itheassesmedceadbnt taemihelpSeudsd- thadom nunber
generation calculation count is a nultiple of w 15 For "Information
provi di ng prodedarmsetipnt proyiddogt centent k6R" Hewevebedwhenve, ushtre is a

met hod whereby from the beginning the obtai ned pseudo-random nunber
sequence i s dP¢FdEGShyPEREMASAPR CRECERPLPISR| AEEViLARI ¢hatde key bit

| engths (56 bits each) for DES 20 crypt g Eh% and the divided bit sets
are enpl oyed REOK&HLNHANEREMBESOR, {+Bt B eﬂnﬁ?ﬂ@?“ﬁﬁ?ﬁbﬁn wher eby t he

conmputi ng UHI% 55.co vertsothe do r%ndon1ngng qggnce into the
series of key&°FBilfhe BES EPVBE grapRy -SHly"B ﬁ§F89 80°PBfig as it is
conmron %E to %t@ﬁh%ﬁié Laatghf efs., “ERrﬁﬁé ng'eﬂgi8 yjce. Any
nunber of bl ock e enci phere deci |ng on %eC|f|c key, so
long as the A cryptographic communlcatlon network that
furnishes an information providing service is
constituted by the information providing center 40 and
users A through M, as is shown in Fig. 4.
20 It should be noted that the counter 52 and the
encipherer 51 in the first embodiment can be employed
for this embodiment.
The key generator 53 generates, using the common
key in Fig. 4, a key, in accordance with the algorithm
25 that is specified by the network, to be used by the

encipherer 51.

The counter 52 obtains the count of operation



26 - .,~: ; r~~3 - 47 blocks are used in common for a network that
offers informati on providing service. Further, the bit count that ié&ﬁ"‘qm
determ ned by expression (4) can be used as bi. Al though the nodul o i 003
the square calculation is 512 5 bits, any other bit count can be used, so

|l ong as it can be secure froma cal cul ati on amount. Al though DES
cryptography is enployed as bl ock cryptognaphy in this enbodi nent, the
cryptography used is not limted to DES, and any ot her common-key 10
cryptography, such as FEAL cryptography, can be used. In addition, although
a single DES encipherer is used as the encipherer 51, a plurality of DES
enci pherers or a conbination of a DES enci pherer and a FEAL enci pherer can
be enpl oyed. tHBdakst Hor, tie keyylgenesasguabé- tippergesuto- peaddmenthilers are
used as an algorithmfor generation of pseudo-random nunbers that are
secure for a eamb@raciforrhemsryptogaePhder KRy6Sr thRim eK&t eMplayed-t o generate
pseudo-random nunbers that are secure froma 20 cal cul ati on anount can be
used. As is d8§foMSedhen e PRSERE Pdf BPEARE, theuprriRhgrkAgahar a,

"Crypt ography and Information Security", Shokosha, p. , .1990, for
exanpl e, an aRQEQQHﬁﬂWNMthﬁhW@HuﬁsﬂeépyB?oﬁgﬁpﬁ9?nﬁg§cggtésl68§FFthns, or

[ I . hy is 25 I I b i h I ith
for the Bresel il ehtess Yt 6R9TR oo lEPB: PR SRo3oRRBsPPaRasPRANber e, 2.
S = ? T Sonpletdd %%%Ibﬁlﬁgpﬂgﬁﬁe . Yhen-8,ARargs, t bat ;Lggassessed is
proporti onal 5 € andunt of "éncip ere§ i ntormati on, t%e un|% St zes

specified in Galy ) a¥cduPind E%QCBEEQQOE@QQE”EQEFQr@%g tgﬁlsrsgpbayed as

information quantity units for “accounti ng purposes.

enbodi ment, (¢hel R 13O0l & pe@gmation that is enciphered (deci phered)
during one feedback cal cul ati on was enpl oyed as the information quantity
unit. In thismerhadimmadinehe 10 other two sizes specified in (a) and (b)
are enployed as units. In Fig. 12 is shown a termnal 50 for which "(a) one
bl ock™ @8 enpl oyed 1as this rinboddimean, qaant.st ghownt inaRdgln7Fi gn 13 i s shown
a communi cation termnal 50 for which "(b) the anmount of information that

i s 15 enci phededofdediione pedy idhinge centsekeyOi empdops ascemphojedtaonan
information quantity unit. The conmuni cation termnal 50 in Fig. 16
conpri ses an &gEMimere 5051 whiigh &@mpéﬁﬁﬁﬁgaehépgheenﬁapbgéerpﬁgpiﬁgy
according to an algorithmthat is 20 specified by a network; a

pseudo- r andomPREFOEM iGN EnsiEResAngs hpngeAEFIPPRE1IPEUBECPEREBR KBnber s,
whi ch are secure from.,a cal cul ation ampunt, according to an algorithmthat
s speci fied By PHGCHEHRE: EheX dSnBREPRG-6H PY5S, PPEFOEBAvEr GPRGaC-
pseudo-&gndonIZS aumers. which_are o§hpu%Pby thgrg%gudo-ran om nunber

gener at or 54,rP8dBFBV|Ee 5 SEPFES'S eys or 9thE enc?Sh@?gP 81; and a

counter 52, fou abtAiResNewhich are secure from a calculation

amount, according to the algorithm that is specified by

the network; a computing unit 55, for converting
pseudo-random numbers that are output by the pseudo-

20 random number generator 54 into a series of keys for
the encipherer 51; and a counter 52, for obtaining the
count of feedback calculation repetitions since
communication was initiated that are required for the
generation of pseudo-random numbers that are secure

25 from a calculation amount. The count of feedback
calculations that are required for the generation of

pseudo-random numbers that are secure from a



i I~rn.~ ~ diSJ wtaunt of blacks that are enciphered to provide
informati on. The conmunication termnal 5g in Fig. 17 conprises an AN
enci pherer 57., for perform ng enciphering 5 (deci phering) accordiné g 0d
algorithmthat is specified by a network; a pseudo-random nunber gener at or
54, far generating pseudo-random nunbers, which are secure froma

cal cul ati on anobunt, according to an algogzthmthat is specified by the
network; a 10 conputing unit 55, for convergi ng pseudo-random nunbers,

whi ch are out put by the pseudo-random nunber generator 54, to provide a
series of keys for the encipherer 51; and a counter 52, for obtaining the
count of cryptographic keys that are enployed to ~.5 provide information.
Even when t hecabonlattani anotet minaflebineéd #6ga pséude-Fagdon Mumbenpl oyed,
t he ot her conponents of an information conmunication network are the sane
as those in tgenehardornbadcwbation epwnth the informati on 20 providing
procedures are basically the same, a unit charge for_ a database 41 of an

i nformation provi dTRg €@RRERT 492 | Ibhathar HeefePuBheCH| RKTABHORA charge for
one key. The display device 5G shaven_in Fig. 9 can be grov'ded for bath
comuni cat i onCteFkF naf stBe peewigsrandon gn H 798 ¥R O EM DI Prent Tn the
third enbodi nent, ;since a key that Ls 2 ~ ', .2 :~=~3-5 enpl oyed in
comon b@tmeeﬂcgﬂér?nFB?nﬁYT%%rp?%v%%?%ﬁaﬁ%n?é}cﬁ%ﬁE&QP%acHgﬁgﬁggis fixed,
the initial vglue for the ps o- random nunber generator 54 is a nst ant
val ue when th %s%?c%gﬂ?ﬁ%Psgﬁg?e%#ﬂ%e %eeggh%g B Pt ?%kt€$%

generat ed foryLigOSHLiAifY LhE SAUELEDT 65 MRLi Dlsol NESHREW  1dsds

i nadequat el y nmai ntai ne i's embodi nent, even if the user is the same,
the initial vaiyga®f tHgeRSENEOaRE DHgbes 18t&d, i enél $£1@8 each
time to inprove security. 10 An explanation will be given for a case

wher ei n DES cr¥péopyaphy &6ukt®r oy2diasreadal gedi then decobh kg crypt ogr aphy
and square-type pseudo-random nunbers are enployed as an al gorithm for
generati0g psedlioul abflons natdepsribahedrbased usr thenwalwal thhatison anount.
15 In this enbodinment, as is showm in Fig. 18, a user who receives

i nformati on seea&dci ng and an information providing center 40 have,
respectively, the communication termnals 60 and 50, each of which

conpri ses an enci phénee gluseprdpesfPhi pee@ntheherwmeen 61 dee¥ phks i ng)
according to an algorithmthat is specified by a network; a pseudo-random
nunber gener aPBrhel, coBpUBEFRELOR nECHRLRRD- P Andeth henBRew, tHatFi¥e secure

from a Calculglion AIDUGL.ASSOLE e SonfuRl 921 LIMANREnLe £Bo8d T o0 b

15 counter 52 is removed from the communication terminal
50 of the information providing center 40. However,
when a user desires information concerning a service
charge for providing information to the communication
terminal 60, a communication terminal 60 having the

20 same structure as that of a communication terminal 50
shown in Fig. 9 may be employed. 1In this case, a
display device 56 for displaying a service fee can be
provided.

The communication terminal 60 for a user in Fig. 9
25 holds in a buffer 57 a unit charge that is transmitted

from an information provider, as will be described

later in "Information providing preprocedures of the



25 unit 55, for converting pseudo-random nunbers that are output fromthe
pseudo-random nunber generator 54 to obtain a series of keys for tha&f A7 7993
enci pherer 51; and a 2 ~P,., ~.~, ::~u3 - 51 counter 52, for

provi ding a count of feedback cal cul ations, which are required for the
generation of pseudo-random nunbers that are secure froma cal cul ation
anount, that have been perforned since-tB2 5 initiation of comunication.
In expressions (3) and (4) in the third enbodi nent, which are the
procedures for generating pseudo-random nunbers, xi,l, which is
sequentially updated by the feedback calculation, is called an 10 internal
vari abl e of the pseudo-random nunber generator 54. The pseudo-random nunber
generator 54 preskng dmyeaitdent -i n€hebes THOPr §BesyBit5282F8R BBRFotfi ng

f eedback cal cul ation of expression (3) and a processor 15 54b for
perforning feB8bdchRncdheubREitsh of eRPr £hei BRepdP TaRIPE BHBRATIin Fig. 19,
and reads the internal variable that is updated, by expression (3). At the
connunicationQFBFﬁPﬁéPnSGa&FuﬁﬁélpﬁfSPHBFiBﬁagrbﬁia?ﬁg B%n%g? 40, the

rLernal var| aBle 2% SOt 3ekenty! 5l Sk Actolchesh E0S, BFRAL,

storage devi cEO¥RTeA a us e-rnt er nal

vari abl e_i s st r%glkﬁlgﬁk§ip%%ggagss§%VQE afggr&gP%ﬁégg?éﬁgeagggigf 70. In

t he thirg enbodi men niti val'ue Trom or age evi ce 43

s set to {hepsaudossaadonuugber, 9RREANRENG prbefityst 88 thb!ial value

fromthe portabl e storage vice 70 Is set to the pseudo-random nunber

generator  ZpBesent inv¥htisn",9&ndd4hedBEqhiBelVYERENE @isgﬂa%ea_s
unldlrectlonaP. In this enbodinent, in the reverse direction, the internal

variable in tha pheUdesHARYOARIEREE6JENREBhOSUEA &adibplagadeviceonmon
key, which was used for the current 5 information servicing, is then

repl aced by tbhé pmbetrdeld fati ableecbhaundestieadtandinhdat 604 | & bsensed as a
common key for the next information servicing. An accounting device 42 in
thi s end8di nepanheentfhemsdmtest thetunesasvinet feet hhatl dsbohanged. b¥0 As
well as in the third enbodi nent, an explanation will be given for a case
wherei n a useithg dagermaegion providing center 40 is fair.

It should be noted that the encipherer 51, the
pseudo-random number generator 54, and the computing
unit 55 in Fig. 1 can be employed for this embodiment.

15 Further, the cryptographic communication network shown
in Fig. 4 is used.

In this embodiment, enciphering (deciphering) is
performed while the key for block cryptography is
updated for each of s blocks using a series of keys

20 that is generated by the pseudo-random number generator
54 and the computing unit 55. The value for the
variable s is determined by employing a pseudo-random
number generation rate for the pseudo-random number
generator 54 and an enciphering (deciphering) rate for

25 the block encipherer 51 (see the above described
reference for the details). In a system that specifies

the number s, the number of feedback calculations that



information fromthe information providing center 40 across the network
shown in Fig. 4. It is assumed that the nane of the information that)the: ;3
user A requests is 15 Info, and that the requested anount of information’is
sufficiently large for the feedback cal cul ati on of expression (3) to be
performed i tines for cryptographic conmunication. As the "Information
provi di ng prepocedures of the present kngéntion" and 20 "Accounti ng
procedures of the present invention (for information providing center)" are
performed in the same manner as those in the third enbodi nent, an

expl anation for themw Il not be given. The follow ng procedures are
performed when the 25 user A requests that the information providing center
40 provi de thdss@exfeamedy byhdhen Psevao-gRNEefo NUIEST SeedR teroviddi ng
procedures of the present 2t~ .,';"; ~~~~3 - 53 invention (for

i nf or mati on pAdvisHRsFEdiedly PropRE tdonatetosFher ameandoduni cati on
termnal 50 that is used for_communicatiqon with the er Ais.reset. 5 2.
For the gener&ﬂﬁﬂ¥ﬂﬁ¢18§e§8opﬁaﬁ@8ﬁpﬁﬁﬁﬁ régggé?%ﬁFeﬁéy KEI™MPENYirs hel d
for the suer A,in the ke orage. ar in the stor device_43, is.set as
ol tial val ue SB5 FHRBERC e Bade PR a R bey PFeREAR Y, ThRY RLBny R

comuni cation Aer gl ;9 : d&%i%%}@% BE%H@@&E?%?;O%”‘i%‘%%&m%%ﬁ%aﬁgl 54 of

t he communi cati on term n s u conmuni cation w t he

user A, is Op%lu%%ec%ntt‘i_agﬁﬁ}eE)%b%tcﬁtlili%%%qoxrﬁaféﬂ%maﬂ%m%r c¥CqneBeRahdh 1S

secure froma cal cul ati on”anount. e conputing unit 55 converts the
gener at ed pseuygdppelRdeipherRer (sReYpheeednto a series of keys for bl ock

cryptography. 5. The series of keys that is output by the conputing unit 55
i s updated as keyswhen bl ebkrge is to be calculated by using
proportional segments of a quantity of enciphered
10 information, one of the following size specifications
can be employed as an information quantity unit for
accounting:
(a) one block;
(b) the amount of information that is enciphered
15 (deciphered) while one key is used; and
(c) the amount of information that is enciphered
(deciphered) during one feedback calculation.
In this embodiment, (c) the amount of information
that is enciphered (deciphered) during one feedback
20 calculation is employed as an information quantity unit
for accounting purposes. The unit size specified in
(a) and (b) will be explained later in a fourth
embodiment.
In other words, in this embodiment, a charge is
25 assessed each time a feedback calculation is performed

by the pseudo-random number generator 54.

In this embodiment, the users A through M of the



20 cryptography, and the enci pherer 51 enploys the keys to convert the
requested part of the information Info into enciphered text. Wen thglnﬁwj",
enci phering is conpl eted, the pseudo-random nunber generation cal cul § on?illl
count, which is held by the counter 52 of the comrunication 25 term nal 50,
is incremented to i, and an internal variable is xi . 6. The internal
variable xi is read fromthe 2 6 '";'"+?3b'=,1~ - 54 storage device 43 by
t he pseudo-random nunber generator 54, and is held as a secret key KA for
the user Ain the key storage area in the storage device 43, so that the
new key can be used for the next information servicing 5 for the user A
Tnformati on providing procedures of the present invention |[for user A 1.
For the gener ay@tographdyd commadmaidmbe netwolk dacFdg.-kdy tkRAL which is
held in the portable storage 10 device 70, is set as initial value xo for
t he pseudo raPd@vif@shan oferaedions PraviAdngofRANILES PNt & ni nal 60. 2.
The pseudo-random nunber generator, 54 of the communi cation termnal 60 is
operated to g@Raitald ey SEOTRgeUFEVAERIIM FHRKBr 18efdOncdOrhaf PECEEEUre from
a calculation_amount. 3. The conputin qu%tSS con§ rts the generated

i

pseudo- r andomKRdmb &E LORGIRG &9 HSEE, tBatoPWRS) FNEo PORItERR cr v pt ogr aphy.

20 4. The series of keys .that,Js.output by the _co ti I .1.S updat ed
as keys for bIS 8%a@$§ 3@f§bh§* éﬁaktﬁé 5égﬁﬁﬁgge?8%1c%%ﬁ%%?%agﬁébkeys to

convert the engiphelied e 1Mt Thethe BortaBib"EtbRabevaELAREE XI 1S

read fromthe
70. If a user other than the owner knows the secret

key, secret communication is not performed and an
authentic information providing service can not be

10 provided. Therefore, while taking security into
consideration so as to restrict access to a secret key
to the owner only, the portable storage device 70 is
provided for each user, in addition to the
communication terminal 50.

15 Although the portable storage device 70 may be
part of the communication terminal 60, so long as a
physically secure area can be ensured for each user,
the communication terminal 60 that can be used for
cryptographic communication by each other is limited.

20 As is shown in this embodiment, it is better for the
communication terminal 60 and the portable storage
device 70 to be separately provided and for the secret
information belonging to each user to be not stored in
the communication terminal 60. With this arrangement,

25 which is convenient for a user, whatever type of
communication terminal 60 a user may use, the user can

exchange secret information via his or her own portable



25 portable storage device 70 by the pseudo-random nunber generator 54, and
is held as a secret key KA in the storage neans of the portable stor e-r,ﬁ
device 70, so 2 ~',": r":"3 - 55 that the new key can be used for the
next information request. Through the above procedures, although
information is requested by the sane user, the initial value that 5 is

i nput to the pseudo-random nunber genetral36r-54 differs for each information
comuni cati on exchange. Thus the sane key series is not generated by the
pseudo-random nunber generator 54 and information that is provided to the
sanme user can be enciphered by using 10 a different key series for each
communi cati on exchange, and as a result, the security for bl ock
crypt ogr aphy &&arpeei apvd9ed? OFGPE heFYPFASERPEIENEEEMHRAE2EERel | as in the
first enmbodi ment, the unit sizes éa), &b) or (c) 15 ﬂe50£ibed above can be
enpl oyed as infornBi &8 ghawbi £) Hhdt s1Por tBEI BAFEEPAHG 2°Rh&PFe that is
proportional to the unt of jnformati.on that is.enciphered by the

enci pheri ng s?@?éﬁ?o?g?ﬁPg @ﬁﬁbapﬂﬁnf?fPﬁm?ﬁﬁgneWﬁggi%gﬁt, the unit anount

of information 20 for_accoupntin r pAs 1.5 def| : ; unt of

i nf ormation tﬁgmeglgﬁ%?Bﬂe?gﬁmgaggigﬁegé ?gaugi%g%gngg?égéﬁggﬁlaﬂn

cal cul at iLon. The,co nLcati i ngl n , h §hnliyS enpl oyed

" (a) onelsbl ocEa%Br %) E‘%hé §ﬁx%%%%?9.% g‘?ﬁ%t ?Sggf hgtggi igggﬁg?%hered 25
(deci phered) guuihagsihe gapLoxHeRLtRbr@B8akBY¥nercaAnbeodestgngd with the
same structure as in the third enbodi nent. 26 ; :,. ¢c~3-56 1In

addi tion, likgpkhatkhithd paPedblBNEtogagespeayicdevoceahé bhoprdeceglagi ng a
service charge can be provided for both comunication termnals 50 and 60.
Wth the di spkay ¢8wi ¢erdéicatisar otaa pasbiwbmdl, abec.5 thaperfiermedvi ce fee
that is charged by the information providing center 40 is fair. As is
descri bed abote, deteemdnegwhethbe albometdesaselredsenabodutbarizedhe
accounting systemthat reflects the information type and the quality of the
10 servil®e caowberpr okndé@@. cImd,i ator ratisosmplovedi A§ &bkat PrEalRlspecify a
unit charge for information to be provided in accordance with the

i nformation tpFereget AeviepviPe quality, so that a user can pay the
information providing center an information. prqvidi ng, service tge 1
is in consonance wﬁ?hl?héhPVBe}“tﬁégquéﬂkt§h§n&“Fﬁ€mgﬁéﬂPiP§°8? the
information provided., .Therefore, the.information_ptovidi er can
assess an inf8@9&??0&058PWP5és8ﬁaP§elﬁﬁsgcgg aﬁget%¥t%°?%8%§5 lity of the

| nformati on thakyoRoREAY! 0gdl, EUnhiIRica2lcR Retninhdeshs asagtapdstor each

: 50
unit, a user can-cancel "the reception of 1 nformation when the received

i nf or matison digfhf eLabLom WidhREt26nShE BeShHieviqaRd16a8tbhua; MeAl M ze any
| oss that may bé incurred.

accounting device 42, for calculating a charge for each

5 that

quantity unit of information that is provided; and a
storage device 43, wherein are stored the secret keys
of all the users, which are required for cryptographic

20 communication, and service fee information. In Fig.
11, a plurality of communication terminals 50 are
provided to enable the simultaneous transmission of
information to a plurality of users. For a larger
information providing system, more than one database

25 41, accounting device 42 and storage device 43 may be
provided.

In the database 41 that is designed as is shown in



Si xth through fourteenth enbodi nents of the 25 present invention, wherein

an enci phering rate can be varied, will be explained. These enbodine?ésm@n_y
establ i shed based on the follow ng points of view n'."~-.?1;au - 7
Si xth Enbodiment: A plurality of clocks are prepared for a general

enci phering systemin order to set an enci phering (deci phering) rate.
Sevent h Enbodiment: A plurality of circudfs-for 5 repeating an enci phering
process are prepared for a general enciphering systemin order to set an
enci phering (deci phering) rate. Eighth Enbodinent: A circuit for repeating
an enci phering process is prepared for a general 10 enci phering system and
selects a repetiti count for .the_process in order to set_an enci.phering
(deciphering)FFQteSBNPﬁFhSERBSGiﬁﬂﬁg?m bPUrgp?%ylﬁf%Blé%kgrgyé BPepar ed

for a pseudo-random nunber, generator in.order 15 t el _a.,generatiqn rate.
Tont h Enbod nERE: RepEuPL by Cor terpene8or Shardseiof ngn at HEAER AT LEH

f . - t oL .| t t
Genorati on rapaunss i Bhakc e EboaPRRAE TON T BuRERED dha kT RRpe, O o€t @

evénth I erna ariabl e of a

pseudo-randon#aggg?ﬁ %%g%&?%gﬁiphgfhgeﬂﬁfakaEiéﬁtE%gésmbécéaiﬁadbﬁ set,

can be read. ( pseudo-random nunber generator and an
enci phergr, fghienenabgehi cR hBRe29sPh968ASLAYI ARG LMEBNOAOECDENERt o ar e

enpl oyed for an enci phering systemaccording to this enbodi nent. Thirteenth
Enbodi ment : Aypku abht ¥petighoeksodmetion.~ The, above. desciibed
database 41 can be easily designed by using a
conventional database as a base.
The storage device 43 that is designed as is shown
10 in Fig. 13 has a key storage area, in which a secret
key that is required for cryptographic communication is
stored for each user who is a member of the information
providing network; and a cumulative account total
storage area, in which is stored a accumulative account
15 total of service fees assessed during a specific
period. This period is called a service fee
totalization period. The fee totalization period is
specified as one month, for example. The information
providing center 40 employs the cumulative fee total
20 for each user that is stored in the cumulative account
total storage area to calculate an information
providing service fee for each user during the fee
totalization period, and charges the user the
calculated fee. When a specific fee totalization
25 period has expired, the service fee for each user
during the period that it was stored in the cumulative

account total storage area is shifted as backup



- 58 prepared for an enciphering systemthat conprises a pseudo-random
nunber generator, a conputing unit, and a bl ock enci pherer, in order %ofsﬁgﬁ
an enci phering (deciphering) rate and a generation rate. 5 Fourteent P
Enbodi ment: Means for setting an enci phering (deciphering) rate and neans
for setting a pseudo-random nunber generation rate are integrally provided
for the enciphering systemaccording to S8e-twel fth enbodi nent. 10 Sixth
Enbodi ment In this enbodi ment, enployed for cryptographic comrunication is
a comuni cation termnal 60 shown in Fig. 20, which conprises an enci pherer
30 for perform ng enci phering (and deci phering) according to 15 an
algorithmthat, is specified b netwark: a communi catjon interface 40; and
an enci pheri ng”}f;q]@%s%‘tql} ng (?)é'\ﬂ%{@%(’ft‘}?ﬁ@eeﬁtﬁaﬁ’ﬁeri raatsgra’flctenef%e

enci pherer 30 can be .set hy .t he.encjphering rat ti evi . This 20
can be perfor rrt\gO LS Sealyrjr‘ﬁ’nﬁcélret au(iftﬁ &racﬁo}%g} tg%c?g'ksst%g\?%%g
different frequencigs & prepared to operate the encipherer 30, and from
anong them one operation clock is selected in accordance with the

enci phering rate thgle iR ldevifle 425 il ddsgrel 1o SROWhM exanpl e
enci phering rate setting device 50, which conprises t clock generators 51
and a selsct oribidzachy of 'Itﬂéea@déﬁﬁﬂﬁ@{dr;erc@\ﬁb% ab, whddh calculates @ ~3 -
59 CKqgi, generates a clock signal qgi. The clock signals gl, gqa, . . . and
gi that are geties afeed fiyr L oA oge AdTaAt disS dukrama 1yt dedmig ted to the

sel ector 52, and a subscriber that uses the conmmunication termnal 60 5

sel ects one ofptdieidddcleassi gnatiractTmiselcdairge 52 ficgrmadritarolfireth heusi ng a
rate setting signal. The comrunication interface 40 is enployed to transmt
to, or receivddtabgsen 4.andhen fdieh dorrommsEtdent Hat temtiicatest  arkhe

enci phering (deci phering) 10 rate and enci phered text fromthe enci pherer
30. The crypt GfrepHIEnD BamiceatdZo rame epdEacanfihey @FepgioTRingoBbodi ment i s
shown in Fig. 4. In advance,, inherent and secret keys are enpl oyed in
common B wee MW [IRGTE P, SRdCHIAELIOR agunE from the,goynfex Pz

net wor k subscrj bers, and KAH Kn~, . . are respectively .a key that is used
in comon bet vigb i SEEPTHEES AR, FeBMinale P G-h o ?q?sléc}olnn SFon bet ween

subscri bers A ou%ti‘q dr viéz‘Je?itﬁt c%%q{%%gcie%o%&leéq@%\ém %rlotg]e S%%S’(r?"t i shed

by the managerao a ne etting suc advance. er, the

j oi nt owner Shi%eé’}cbgf‘ dﬁ%\%%eb%rﬂ@\gh%k%fbﬁn%o&%ah:élﬁ%o SH§eem for

establishing t nt ownership of a as Is scribed I1n Tsujii and

Kasahara, "Cr Y QAR nutibes; Qa2 o idat culdhQlepskauad, . abad . Pp.
72 and 73, and pp. 97 to 104, 25 1990. For cryptographic comunication from

the subsiay i bertn tebartvifees West b &heBouatid@itdiveg acedu® totalQ ofr asent
i nvention, the follow ng procedures are perforned.
user to whom information was provided, that is held in
the storage device 43 to update the cumulative account
total, and writes the new cumulative account total for
the user in the cumulative account total storage area
20 in the storage device 43.

An explanation will now be given for algorithms,
for block cryptography and for the generation of
pseudo-random numbers that are secure from a
calculation amount and that are actually employed by

25 the communication terminal in this embodiment.

In this embodiment, DES cryptography is used as an

algorithm for block cryptography and a square-type



Preprocedures 1 for cryptoc, ~raChi c communi cati on of the present invention
5 1. The sender A transmts information that indicates the proce55|2% rate
for the encipherer 30 to the receiver H via the comunication interface

2. The receiver Hreceives fromthe sender A via the conmmunication
interface 40 the information that 10 indicates the processing rate for the
enci pherer 30, confirns that the encipﬁe?g “30 of the conmunication
termnal 60 of the receiver B can handle information at the designated
processing rate, and notifies the sender A via the conmunication interface
40 that it is ready 15 to begin cryptographic comruni cation. Wen it is
O Lo O phlBacecelieh Rubedaldl enpALQLREEOD, 1 L0E ARR: GO Cd
processi ng rafg, the recelver ransm pr ocessi ng rate of ichit is

capabl e 10 thgeﬁggg%lné éb@uh%er ﬁ@gﬁnhQQBEQQ %Hﬁ%rgﬂéeséguréofgomTQe above

procedures ar€ repeate ntil subscri bers agree on the processing rate

for the enciphenel13@+iof Lheuak.i nrhiepRsepL9peaYL8PhY, ikheorRBACke as
transnitted informati on that indicates the processing 25 rate for t

enci pher er 30b1btckl el Q@%@g&h@n&omwagr aceilvek lén?l&ﬁCbﬁ:‘Y6Kh51t§§e as
fol |l ows. - 61 Preprocedures 2 for cryptoc~ra~hic
connunlcatlonaﬁﬁ bhaepraseﬁﬁ batention 1. The receiver B transnmits to the
sender A via the comrunication interface 40 a request for 5 information
servi ce, and i nfor Aasgoarekiypengpseatios rahdopr oombsrngegaesceoist e

enci pherer 30. 2. The sender A receives fromthe receiver B via the

conmuni cat i onsequentecy,; 40bihe requesthifddy iisnfgenexeited dar whee and t he
information that indicates 10 the processing rate for the enci pherer 30,
confirms that foRdowAOPPREPELIYFESF t he comuni cation termnal 60 of the
sender A can handle |nfornat|on at t.he de5|onated processing rate, and
notifies the PEcE o] gce 40 that it is ready

to 15 b th der A
0 5 o TP OB AR OTMY Seban WIENk b SpchLLgULhgfor, sener

4535

to handF€ i nf or mat PURPEE e i §n&f
ELZ”iEL%in?CS%%%e%§k?%r?Z ] W988“45Thgﬁgﬁﬁﬁib FocdauPeR Ere 1 epeat od-
until both sequence, b,, b, . ., which is acquired from initial
value %, (x is an integer such that 1 < x, < N-1) and
the following reflexive relations:
15 X, = X;/mod N (i =0, 1, 2, . . . ) . .. (3)

b, = 1lsbj(x,) (1 =1, 2, . . . ) . . . (4),
is called a square-type pseudo-random number sequence.

It should be noted that 1sbj(xi) represents the
lower j bits, and when the number of bits for modulo N

20 is n, j = O(log,n).

The square-type pseudo-random number sequence is
one that is secure from a calculation amount when it is
assumed that determination of a root remainder for N is
difficult from the view of a calculation amount.

25 The pseudo-random number generator 54 for
generating the square-type pseudo-random number

sequence is shown in Fig. 15.



subscri bers agree on the processing rate for the enci pherer 30. The above
descri bed procedures are very effective when the sender does not kn?g ﬁhﬁm%
processing rate that 25 can be set on the receiver's side, or when the "*
recei ver does not know the processing rate that can be set on the sender's
si de. Wen the sender knows the 1~,;, ~'".? ~~~3 - 62 processing rate
that can be set on the receiver's sider #f when the receiver knows the
processing rate that can be set on the sender's side, only procedure 1.

need be perfornmed to begin the next cryptographic 5 communication. For a
cryptographi ¢ conmuni cati on network that enploys a key co-ownership system

wh [ d d [ h hic_k bef
commenci ng. cr ypt ograbEE orurCEABRO L nE Uk fy C10 CHIGF RGE7BR for owni ng

oy 0 OO Bk elido BBt LURBRLON L8] cBuREORCESE GRS K20nEUoSd |

common as a key co-ownershi p protoco I's case, on rocedure 1. need

be performed el texgarrxé%tsqq,aareai)cigomoi cablbpar kayAn(gxRkapation will

be given for the procedures for séelecting a processing rate for the

enci pherer 30ah yMa ¢reReieP pakuag-rdaabRnNauhB8Y YehbrBeopeshyr ged bet ween
the sender A and the receiver B. Enciphered data comuni cation procedures
of the pmiesenk 20.i nventiwickf &fe semsiRsyel lin enibo aRsSiddh r1étie i s set in
consonance with a rate setting signal to a value that is determ ned by

enpl oyi ng t he ipifenmatadn @xrovidifgcrentkey48Andwhhehindiudddailn conmon
with 25 the receiver H, is set to the encipherer 30 in advance. 3. The data
are enci pher egubgcriibeasgi jpirer r <38,, dyd the encikpNeded data are
transmtted to the receiver Ji .~;~- 63 B via the comunication
interface 40. Enci phenedheaugsegohmini Eagi oA ppecificesngprmpéipnesent

invention (for receiver B
from the information providing center 40, the

10 information providing center 40 transmits the requested
information to the user A, and in accordance with the
following procedures, charges the user a fee for the
information providing service.

It is assumed that the user A has received the

15 information service from the information providing
center 40 several times during a current service fee
totalization period, and that the accumulative charge
for the user A for the current period, which is stored
in the cumulative account total storage area in the

20 storage device 43, is Charge,. Further, it is assumed
that the name of the information for which the user A
requests the service is Info, and that a unit charge
(charge for one feedback calculation) for Info is UC,,,.
Although the user A is notified of the information name

25 Info and the unit charge UC,,., the user A does not have

precise information concerning the contents, and thus

first requests the information providing center 40 to



1. The processing rate is set in consonance with 5 a rate setting signal to
a value that is determ ned by enploying the preprocedures. 2. Secret, key. .
KAH, which is used in conmon with the sender A is set to the enci pl4 r{é“xﬂ ]
in advance. 3. The enciphered data are received fromthe 10 sender A across
a transfer path via the communication interface 40, and are deci phered by

t he enci pherer 30. Through the above prodddures, the enciphering rate can
be selected with a high degree of freedom Even when the comunication
termnals 60 of the sender and 15 the receiver differ in their processing
capabilities, they can be adjusted by perform ng procedures 1 and 2, so

t hat cryptographic. communi cati i S possibl.e. Therefor en r. exanpl e,
enci phered re L ei%fpoarrr};at?%rr}d}es rbts FAES na%netg)'beﬁm%gg\c{%é; 3)(52’

conmuni cati on [ of [ GES S ; jlities
differ, the coAr??rtu% g%oﬁ%qeuaﬁ%ﬁ %)%érrg\eg?%ﬁtﬁ (r)\le qug{r%tgﬁltﬁgkpo

i nformation i sadicathe AN Ahd fdiSUile AIBAM NG IGATBHN cation can be
performed in consonance W th an enciphering rate 25 for a conmuni cati on
term nal havi ng@dPMS aRARIAdALsiBIE ([ PRIC I Peast denitty 12 td@edotishave to
be perforned for each comunication exchange. For 2 ~ ;.. ~~ - 64
exanple, §f thaaandey ey kit earl \ippgragy (oF aspsddddphirocessi ng
speed in advance and perform comuni cation at that processing speed, the
prepr ocedur es inhfdhatxiagre. not required. 5 Each subscriber of a

crypt ographi ¢ conmuni cati on network may have the portabl e storage device 70
shown in Fig. 22 fdm ttle staorlayeing esgrlragtatindror nigt iich,assymedash@tuser' s
key that is required for cryptographic communication. In the portable

st orage devi ce@Whamizakiarorad] W rmsttherteigraise & dic aseh hiseon @ i s
required for cryptographi c communi cation. Taking security into

consi der at i on,O¥hPPdrabls s QB daEisedd dlreharnuitaings. odded

separately fromthe comuni cation term nal 60. Cﬁt_houﬁ%g t he portable 15
st or age evi cePRY P REFARNG TR SSHAT dAt it%h Se/fithd™ &6 so | ong

as a physically secure area fqr, each user is ensured, ft. e of the
conmuni cati on c%/peerrrﬁgﬂ}g 0 a&o thhr tlgcgrC icco%unr%ﬁﬁﬁetcéaﬂ%ﬁ] 'fj%’re each user is
limted. It i Xy t QU gati t.erm nal

portabl e stor Z%ée?m er\?/llccée i{s?ae‘;s"glpar a{He(f'y_ plﬁ{(;v%gielﬁand_ ?hta?%sgdc%%élt%%
information fomLach, 4% 48 E iONRbd DEHE QI TREY Gald Yid-em nal 60.

Wth this arrangenent, which is convenient for users, whatever types of
communi cat i on greraithre ) AbdeseierBYtdSse e UsEidmEdi gixchange secr et
information via their own portable storage devices 70 for cryptographic
conmuni ceg | on pExehialiges .centerCU0. , Thetwo GhuthBye ity easi weage devi ce
70 can exchange

provided by a well known authorization technique.

_~ o~ ~|
)

Information providing preprocedures of the present

invention
1. The user A requests that the information
20 providing center 40 provide for the service for Info,

detailing at the same time that part of the information
that is desired.
2. Upon the request from the user A that the
service for Info be provided, the information providing
25 center 40 calculates a charge for the information
providing service by using the unit charge UC,, 6 for

Info and the part of the information that is requested



information with the conmunication term nal 60 across a safe conmunication
path, and has a physically secure area as holding neans 71. Only an 26 MAR 7003
aut hori zed owner can 5 correctly operate the portabl e storage devi ce, ang
the procedure for verifying a password, etc., is perfornmed to determ ne

whet her or not a user is an authorized owner. An IC card, etc., is enployed
as the portable storage device 70. 10 Th@zpbrtable st orage device 70 can be
enployed in the followi ng seventh through fourteenth enbodi nents. Seventh
Enbodi nent In this enbodi nent, a conmunication termnal shown in Fig. 23 is
enpl oyed for cryptographi c communi cation. 15 Because it is sinple, DES

cryptography s ed as_an_enciphering _systemin.this_enbodi nent. Since DES
by 158 AR hR S REC LD A

crypt ogr aphy aP&SFVtﬁﬁl RRTCA “The 'Sans %%%%esgefgl?%pe%?ed at 16

stages, as va3 RLExboUsLY (Aot led: 8.5 RALR ehicibls CRANRBILOLMAbE

repetitive process. circuit is fabricate y enpl oyl ng” a one-st age

DES enci pheri : : egpi & ( . @n i er 30
descri bed belg%wggﬁggé%ﬁgﬁv? ggHP§§ agigﬁoyﬂeigrggéss?hggﬁgtghggn be

changed. In this gabodi Ments 4ie, RESAMIGHEY il the’ G as 25 fabricat ed
by using a pluraiity of"tircuits, wherein a selector is |ocated at each PE

input tegm nal, togzproyirdehkheserchphgiees3Withr thbi e8céhec@nsepieceng ?
o~~""1: ~3 - 66 (deciphering) rate can be changed in consonance with a
desired rate. fAa exgophaténa pbeésetivdOtoathar deagesded hpapteseninifayenti on,
for which the processing rate can be varied, is showm in Fig. 24. The
enci pherer 30thei nsergA Zéqoespsi shatt wbePEsfopatitorpyoBdidiRgE3 and
center 40 provide the service for Info. When the user
A employs the communication terminal 60 shown in Fig.
10 11, the received unit charge UC,, is held in the buffer
57.
If the user does not agree with the received
service fee information, the user requests that the
information providing center 40 cancel the service for
15 Info, and this procedure is thereafter terminated.
The following procedure is employed when the user
A requests that the information providing center 40

provide the service for information Info.

Information providing procedures of the present

20 invention (for information providing center)

1. The counter 52 of the communication terminal
50 that is used for communication with the user A is
reset.
2. For the generation of pseudo-random numbers,
25 secret key K,, which is held for user A in the key
storage area in the storage device 43, is set as

initial value x, for the pseudo-random number generator



PE4, that are processors for one stage of DES enciphering; and two

sel ectors 32, selector 3 and selector 4. The selectors 32 are control | ed by
a rate setting signal. 10 Wien the encipherer 30 is to be operated dﬂ3Hﬁ%Wﬁ
speed, both PEs are used for enciphering. More specifically, when the
operation is begun, the selector 3 selects signal 3a while the selector 4
sel ects signal 4b. Thereafter, the sel 8cfdr ~3 sel ects signal 3b and 15 the
PE3 and PE4 are used repeatedly, eight times each. Wen the enci pherer 30
is to be operated at a | ow speed, only one PE (PE4) is used for

enci phering. Mre specifically, when the operation is begun, the selector 4
sel ects signal. 4a. The sel ectar .t hereaf t.er s%%pcts 20 signal 4c and the

I
PE4 is used ré%%dfb&“ﬁ SR 9?%1?Hé?§aﬁé§%% ‘and PE3 are not enpl oyed.
In this case, the tjne qui_r f ncihpherj i wige th i me
requi red when two EES g&% %ﬁﬁﬁgﬁe ?nang ?ﬁ@hﬁgb 5%%?%30%593 Pg &g uced by
hal f. 25 Furt*&%'mmumgﬁtti%% @R¢imAR8Ne5030 Wi drP 1€ RN 3ed at a | ow speed,
the PE3 and PE4 use different keys to perform enciphering for different
users. Mre dbmmunicati®h wIRECKkheCalsky, Ahar Uperepe@atiogensregun, the
sel ector 3 selects signal 3a while the selector 4 selects signal 4a.
Thereaft &, t he psehRt-@fandoie ndGibers isgalende Whiale ilshgestirectfabmd asel ect s
signal 4c, and the PE3 and PE4 5 are used repeatedly, 16 tinmes each. At
this tinme, if ddiekepsdroambulfter ent users are set by the PE3 and the PE4,
enci phered text for different subscribers can be acquired. That is, a
plurality of such HEs dhe pogpartddgt ani® rooviodwentts dhel gemegat®d® and t he
processing route is determ ned in consonance with a requested processing
rate, so that psfuderaiandere nugbeiroseaieire Hater c 8831l ot keysn fIox vari ed
can be obtained. Although two PEs were enployed in Fig. 24, the present 15
i nvention doedPlifstt IGrMRtOgR@PRYber of PEs that may be used. The

conmuni cation interface. 40 in .the sixth enbodi nrent can also be used in this
enbodi 2*, and thé'cr§3?b&@§ﬂﬁ§c°%o ﬁiggF&bﬁsngﬁ%SP% bﬁb%ﬁein Fig. 4is

20 used. The cryptqaraphic.c ni cation from subscriber, A,to subscriber B

is performed Es‘%ﬁﬁ)é’q—lqﬁgpélgﬁé: %%Sd& gé‘%gg taﬁg]%{gg’isncfftroﬁe%é}f)% enbodi nent. In
thi s enbodi me I i.0 4t Si i t Y, i e

enci phering C%&’g’ﬁ";{fﬁa&@gf i det&ggmle‘ré%:lgg%r%nqb?gr %&Pg%gﬂgf i{te%leg écgnder

and the recei \@nWlirf @he GolReQPeaPPag+COFWNC AR naA oRE Infé Bnto » = =
~~~ - 68 perfornmed. Eighth enbodi nent Because of its sinpleness, the DES

cryptography ishclpheresedext.anybbel RAQ! g ipheamMoali o complitedd

enbodi ment. Cryptography conmuni cation is perfornmed by using a

conmmuni A&t i on ther miseald G asidewn numabeirg geddraltl oad diallican a tdaoneaoupher er 30
shown in Fig. 25 is enployed that conprises: a PE 31 (PE5) for performng a
onest age procedsidnoisDE81dr Pyt theapbyuntend 5& o4 ebeocogdublcasdbect or 5).

The selector 32 is controlled by a rate setting signal.
terminal 50, is incremented to i.

Information providing procedures of the present

invention (for user A)

20 1. For the generation of pseudo-random numbers,
the secret key K,, which is held in the portable storage
device 70, is set as initial value x, for the pseudo-
random number generator 54 in the communication
terminal 60.

25 2. The pseudo-random number generator 54 of the
communication terminal 60 is operated to generate a

pseudo-random number sequence that is secure from a



Crypt ogr aphi ¢ conmuni cati on at high power for which the encipherer 30 is
used is provided by perform ng the enciphering process using the PES? gemy 4003
15 times. More specifically, when operation is begun, the selector 5 '
selects signal 5a, and thereafter selects signal 5b, and the PE5 is used
repeatedly until a desired power is obtaiged. Since, for exanple, 16stage
DES enciphering is perfornmed, the PES ﬁa§ bé 20 repeatedly used nore than
16 tinmes to increase the power relative to that of DES cryptography. It
shoul d be noted that the enciphering rate is reduced in inverse proportion
to the count at which the PE5 is repeatedly used. 25 Cryptographic
comuni cati on ah 1LQWpowshuh@r, Which the encipherer 30 is enployed can be
provi ded by per%orning the enci phering process using the PE5 at a it
1'"1 L ~J V- 69 reducegeCedmibutihgsiouhd sbecBavedtkhahet BeneRELEAC! | NG
rate is increased as the use count "after the PE5 is reduced. Since 16-stage
processes ar eppehiie-ratdon nkkdes’ ¥RlgRenaeNYntbhe BEbiganobekeppeabedl y
used fewer 5 than 16 tines to decrease the power relative to that of DES
crypt ogr aphy. bilbcat hetprogdaphihe rate setting signal 5 for controlling the
selector 5 can be used to change the power of cryptography and its

enci pherbng rate. 30 ATheosgiriesec oFEkeys dhed ia GugpuBSbyt tbenunber of PEs
is not particularly limted. The comunication interface 40 in the sixth
enbodi nent capoalpydibg usdd B tilsi ypdettedi menkeyandorhkleekpt ogr aphi c
conmmuni cation network shown in Fig. 4 is 15 used. The cryptographic

communi cat i on CEVEFPIEBEEEY. bendathe smsiPherer Bli emBepPYSr RE K8YRgtPhe same

procedures as those in the sixth enbodi nent. Acgording to this enbodinent,
Cryptographicconvert the enciphered text into pla t.

inte
The accounting procedures employed after the
10 service for Info from the information providing center

40 is terminated are shown below.

Accounting procedures of the present invention (for

information providing center)

1. The accounting device 42 extracts the unit

15 charge information UC,,, for Info from the database 41,
and also the pseudo-random number generation
calculation count i from the counter 52 of the
communication terminal 50, which performs the
communication with the user A.

20 2. The accounting device 42 calculates an
information service fee by using the unit charge
information UC, . and the pseudo-random number
generation calculation count i. In this case, the fee
is i x UC ;.-

25 3. The accounting device 42 adds charge i x UC,,,

to the cumulative account total Charge, that is held in

the storage device 43 for the user A to acquire new



20 conmuni cation can be so perfornmed that the cryptographic power for the
comuni cation termnals 60 can be selected by the sender and the reggiyeryy
Ni nt h Enbodi nent In this enbodi nent, a pseudo-random nunber 25 generator 1&
is enployed for which a pseudo-random nunber generation rate can be set by
a generation rate setting device. P Lo gBe - 70 In this enbodinent, as is
shown in Fig. 26, the generation rate fér t he pseudo-random nunber
generator 10 can be set by the pseudo-random nunber rate setting device 13.
This can be performed in such a manner that 5 a plurality of clocks with
different frequencies are prepared to operate the pseudo-random nunber

generator 10, and_fr. ?&% them. ;anenergkat i pnx chogck .i s teel ected in
consonance Wh t aetlpseﬁd 5~r andom nunberggeﬁerati on rate that is externall y

set. 10 It S%%oﬁx&%rg;o%@ﬂd@uzt e 13QREHA W almudeltiivey adevuce 13 shown
in Fig. 21 is enployed in this enbodi nent. The al gorithm used for

generation of a4 seyfdANdom puobgr, sedusee eums laati viel miccedinto toffelone t hat
15 is enployed in this enbodi nent, any al gorithmcan be used. An
expl anati on Widdrdife Gine fdar theC ats@rwre rig rthemsitoypagea devdisealdgor i t hm f or
generation of a pseudorandom nunber sequence that is secure froma
cal cul at§ on anpuntgactspeiziealths smrvdlagofieehhotel ize tdare Pa4iod of a
square-type pseudo-random nunmber sequence. A square-type pseudo-random
nunber sequenspires, sswandidatisn providingicenter Fh& @ & ®Sy using
the foll ow ng procedures. 25 Scruare-type pseudo-ran OQAEﬂﬂxg secruence
Supposi ng t hatndgieithal arseys ithe et rceayst 92 WS 3 (nod 4)
and N=p g, a bit 2 ti '~ ~ i - 71 sequence bz, - . ., Wwhich
is acquired b§eesitiBMTRE e W"(meg‘%pf’scearf%%teteogtearhl%a}lxo < N1) and
the followng reflexive relations: xi+ =.X'2HBQ ( for Shcluger - - - )
: . { or .eachuser
.. (3)5 melal%b‘??%?xq%r%é)q,“f servicy cha d\é(4!§ is called a
squar e-fype pseudg- [ andom nunber, seqyence. s d toshiqubsl Do 1\ed esbddiac | sbj (xi)
_represeh%s t h 0170%%‘?‘ ?65}?{:’, an%ltv%en ﬁe nunber of bits for modulo Nis n,
I- 0« Ingn‘tc)rtal storage area is moved as backup information to
another storage means, and the service fee for each
user in the cumulative account total storage area is
reset.
15 Through the above described procedures, an
accounting system that reflects the type and quality of
information can be provided. More specifically, in
advance, the information providing center 40 specifies
a unit charge for information to be provided that is in
20 consonance with the information type or quality, and
can thus assess a flexible charge in accordance with
the value of information, unlike conventional
accounting, which depends on a communication time. A
user will pay the information providing center 40 an
25 information providing service fee that is in consonance

with the type, the quality and the quantity of the

provided information.



10 The square-type pseudo-random nunber sequence is one that is secure from
a calculation amobunt on an assunption that the determ nation of a rogt: {003
remai nder for Nis difficult fromthe view of a cal cul ati on amount. 15 I"
order to adequately secure the square-type pseudo-random nunbers, it is
preferable that the bit count n for nDduI N in the square expression (3)

be approximately 512. Secret keys (|n|f| val ues for the pseudo-random
nunber generator 54) KA, KB, . . ., which 20 are enpl oyed in commobn between
the subscribers, are 1 < KA, KH, . . . , < N- 1. The pseudo-random nunber

generator 10 for generating the square-type pseudo-random nunber sequence

s the same as is sopReln Eifeeld 23 THeagOELOBAr ebr30alAr ulbLcht he

processing rate can be sef can be designed as Is shown in Fig. 27 %y usi ng

the above desgribed pseudQeE@NEATYNHNBAEL of tReSde¥ired/EnfdBRSEa6RT 10.
The enC|pherlgébsy§?§n1§qa$élsge%% oggd byoen0|%he?e%r§0 |% t hi s enbodi nent

is a stream epgabRhREi BY skt @Bks RoRNEkBRRN § kABwi BhEl Bon2dnEONPEi Ses a
pseudo-random nunber generator 10 and an 5 exclusive OR circuit 33. To

perform enci pkaei Res¥sbAgihReraaei PASr 8hd3B8anaBhaxchifiMezORahg pessor ned
with each bit in input plaintext and a pseudo-random nunber sequence t hat

i s genergted bypathaapsbadincanded. nunber generator 10, and 10 as a result,
enci phered text is obtained. For deciphering, an exclusive ORis perforned
with each bit in iAputAeaociiphéngdpregedundsacfstbdopreatom nunber sequence
(the sane as that used for enciphering) that is generated by the
pseudo- r andomipyepEiogéndeacsibed, aPQVGHdaa§e§ ﬁ@§uﬁ90hpfaﬁébé§$ is
acquired. In this enbodinent as_well. as in_the previous enbodi nents, the

conmuni cat i onCREFHLARLOBOIEhERPLEYEAoRR PRiE ghazge; snteEmatLen

crypt ographi ¢c._.comruni_cation. 2Q In th s enbodi nent. as_in the sixth

en%l)gdl ?renlto | elVemeq f Il"’r?é"e:é’ﬁ(ﬁp I HHING t“lleg'sxqgf Otfhlc-}:h@oﬁﬁ?ﬁ’: )égtl on
term na 60 o ender eiver t he, cr hi c
connunihgtlonlggﬁn%éoﬁe?}SPnéﬂc e?eﬁtﬂeﬁﬁ8§an%ﬁ?b¥nX5h Pdi ment, a

fﬁgudo-randonan@g?ﬁgtgsneigtgapigyaaognpnurgugty2§f'%1ﬁg9'Pg?g.for whi ch

times) as a fee for feedback calculations and a charge
is assessed each time the pseudo-random number
generation calculation count is a multiple of w.

15 For "Information providing procedures of the
present invention" described above, there is a method
whereby from the beginning the obtained pseudo-random
number sequence is divided by the computing unit 55
into individual key bit lengths (56 bits each) for DES

20 cryptography, and the divided bit sets are employed as
keys for the DES cryptography. Another method, whereby
the computing unit 55 converts the pseudo-random number
sequence into the series of keys for the DES
cryptography, may be employed so long as it is common

25 to a network that offers information providing service.

Any number of blocks may be enciphered

(deciphered) using one specific key, so long as the



2 ~; . ~ .~~i - 73 pseudo-random nunber generation rate can be set.
The generatlon rate for the pseudo-random nunber generator 10 in this

embodi ment can be set externally. To do this, the pseudo-random nunbkl {7 7003
generator 10 can 5 be structured as is described in reference 3, Kei i chi

| wamur a, Tsutomu Mat sunot o and Hi deki Tnar, "Remai nder Multiplication Sy
Mont ogonery Met hod Appropriate For Power 4Renmi nder, And Gistric Array for
Acconplishing It", Paper of electronics i nfor mation and communi cation 10
engi neers (A, Vol . 76, No. 8, pp. 1214 to 1223, 1993. According to this

nmet hod, the pseudo-random nunber generator 10 can be provided by perform ng

a repelitive piocsss sl NN PRLARL EBOGCRBLNG.R! SHRAL L BEL shown [

Fig. 11, and a ST cui rang roma | oW spee proce55|ng)

to a large ong Molde) be d S W th
t he nunber of%PE?#ﬁ%t%hatQEre g%%%e%%qu%%e PEB%%%Eﬁgwﬁh%n%q?gggg%&emh|ch

I'S SO Struct URg@aS d et ricfd 'E,lfygex%%eseeesar (29 chegdibe! @isddRhe B2, - .
and R9; an adder 15; 20 and a nulfiplier 16. Wen the pseudo- randof nunber

generator 10 a3 tHoudih an@eehdamiadwange theakgaapkutahicuy atfi oRES saise 2enpl oyed
to performa repetitive process, the pseudorandom nunber generator 10
gener at e psebdad, artgmotheiubier eoahtachngber asedywhen abhgt he RES are
operated, while it generates pseudo-random nunbers at a | ow rate when only
several PEs acaroper aegthire freomr ‘at chlculdtioAnaepamsl.e pseudo-random nunber
generator 10, according to the present invention, for which the processing
rate can be vari edAlithosighvRESn CEygtog@aphiye igs empdoyaddes RUepEr gener at or
10 in Fig. 30 5 conprises two PEs 17, PE1l and PE2, which are described in

t he above ref CAFRFOITARRY Vi §@P§c?@b§dl8€n§elééﬁoPrZP§ﬁ§r§@h§cP§ﬁd2 The

sel ectors 18 are controlled g% rate settrng nal . When the
pseudo- r andomfu RS P§Si-sapg #HYp tBS r&P@HoﬁfkﬁVgh speed, both

PEs are_ used to ner at seud -ran e s eC|LlcaII , when the
operati d s BEIMTOSRAETYG) BHCT, °F ML PEYBEEREFPLY vhEre P =Sect or 2
sel ects si gnaly %dd}*%“:‘ﬂ gaf ta(:ié:?'l Lg% %e's‘f{%%ﬁr bESCLAGL prakanal; 'Bsg%d the 15

PE1 and PE2 are use repéat as one~are required for the

squar e- t ype Oper 40k é:\%%erreee srisegdgm@ai%ynB%b%rssgerae&%e&e}@ b3 to be

operated at a | ow spee only one Is"used to generate

pseudo- r andomanyda®ita tYPhe o¥Pac DEISC 8hkY phdPevh8ndat Be FERE! @hicepnkselegun,
the selector 2 selects signal 2a. The seFector thereafter selects signa

2c and the PEZans béseshplegedt.edly as many tinmes as are required for the
square-type operation. The selector 1 and PE1 are not enployed. In this
case, thé tine 25 reguwheed BArthblhghsghar egquppe-oppeapsendosrawiosa the tinme
requi red when two PEs are enpl oyed, and the generation rate is reduced by
hal f. 2 ~ ; numberspaxre3use@dsas an algorithm for generation of
pseudo-random numbers that are secure for a calculation
amount, another algorithm that is used to generate
pseudo-random numbers that are secure from a
20 calculation amount can be used. As is described in the
above reference, Tsujii and Kasahara, "Cryptography and
Information Security", Shokosha, p. 86, 1990, for
example, an algorithm for which RSA cryptography,
discrete logarithms, or reciprocal cryptography is
25 employed can also be applied as the algorithm for the

present invention for the generation of pseudo-random

numbers.



Further, when the pseudo-random nunber generator 10 is to be operated at a
| ow speed, the PE1 and PE2 use different keys to perform enci phering for
different users. Mre specifically, when the operation is begun, 5 tBe:2?;03
selector 1 selects signal la while the selector 2 selects signal 2a.
Thereafter, the selector 1 selects signal Ic while the selector 2 selects
signal 2c, and the PE1l and PE2 are used F@péatedly as nmany tines as are
required for the square-type operation. At this 10 tine, if the keys for
different users are set by the PEl and the PE2, enciphered text for

di fferent subscribers can be acquired. That is, a plurality of such PEs are

prepared to p&gxhgﬁl%@§xgﬁgggﬁ-randon1nunber generator 10, and the 15

processing ro i n consonance with a requested processing

rate, so that the gﬁ%lhd%- (Xl %Qerisg%%%re%%%rgl 1Q T pMiaRAERe to

processing rate can be varied can be obtal ned. t hough"two PEs were

enpl oyed in Fige houdie o @3ApnePE@NNEB ARAS o0t t3R hinTit! slib@snunber of
PEs that nay be used. An enciphérer that includes the pseudo-random nunber

generator 10 efpddiifs emhedi(aBnt (b9 it yehuried tae ithidldownbodiept 31.
Further, in this enbodi nent, a conmunication termnal 60 shown in Fig. 23
is used fsor 2%aty et egipdplied asmMmiwTiotaktdon Huantdroyunindatsi o nt er f ace 40
in the sixth enbodi mrent can al so be used in this enbodi nent, and the 2 ~
~ ' ? ~~~3 - AcaumnygEingypapiposese mimi dhel dhiret wododdmenrt,i fchi ghed i s
used. The cryptographic communi cation from subscriber A to subscriber Bis
per formed usi mround sfimd nfiogaeddoss thags ish eneiphemed (idecipheredinent. I n
this enbodi ment, as well as in the sixth enbodinent, even if the

enci phering c&Y¥gHing Ones ferAREK: SRHFHLEILIEN oS FMPoyes0 a8f thke sender
and the receiver_differ, cryptaographi,c communi cati on cgn be 10 perf orned.

El event h EnbodWﬁEWP?&lﬁgbﬁﬁﬁgﬁé do aneﬁngéﬁéﬁaﬁﬂpofémﬁﬁF'wﬁP@h.a .
Erbodi il UG R RgRE CBSEH S SeBod e (PHod s RapiBRe i o
enpl oyed in CAIMhits. 1In Fig. 12 is shown a terminal 50 for which

"(a) one block" is employed as an information quantity

unit, and in Fig. 13 is shown a communication terminal

50 for which "(b) the amount of information that is

15 enciphered (deciphered) while one key is used" is

employed as an information quantity unit.

The communication terminal 50 in Fig. 16 comprises
an encipherer 51, for performing enciphering
(deciphering) according to an algorithm that is

20 specified by a network; a pseudo-random number
generator 54, for generating pseudo-random numbers,
which are secure from a calculation amount, according
to an algorithm that is specified by the network; a
computing unit 55, for converging pseudo-random

25 numbers, which are output by the pseudo-random number
generator 54, to provide a series of keys for the

encipherer 51; and a counter 52, for obtaining the



F) i.)\)\.)

bet ween the subscribers is fixed, the initial value for t'lhe pseudo-random
nunber generator 10 is a constant val ue when a sender and a receiver are
the sane, and thus the same pseudo-random nunmber sequence is 20 generated.
In this enbodinent, even if the sender and the receiver are the sane, the
initial value of the pseudo random nunber generator 10 is altered each tine

and the security is increased. Jn expressions (3) and (4) in the ninth
enbodi ment that are the procedufes for generating pseudo randon1nunbers
xi +1, which is sequentially updated by the 2 ~; "', ~ =3 77

feedback calculation, is called an internal variah&e of t he pseudo r andom
nunmber generator 10. The pseudo-random uqbevrﬁgnerator 10 in this

enbodi ment i ncludes a processor Yfelt* performing 5 feedback cal cul ati on
of expression (3), and graﬁ%§%or 19b for perform ng f§ gdbask cal cul ation
of expre55|on {Epc$§ |s ®shown in Fig. 32, and requCP Internal variable
that is y expression (3). The '6nfnrﬁﬁ ‘variable is stored in

hol di ng neans iloat a 10 portag §m5h6¥é%e devi ce;£8, which is connected to
a connuquaﬁﬂﬁn ternlnal in Fi ﬁb&?“?or exanple. In the ninth and
tenth enbodlnené,c@mﬁée thelln g&rm' eis sethar t pseudo-random
nunber genera?%r emgaf BF data i g uni8P ecti onal only. 15 In this
enbodi nent, Weft e'inter e @M &ble can “pe“ﬁ@&& fromthe

pseudo- ragdoﬁ? nb en @@IQ& Oin thg reanie dlrect 8ps ., A common key,
whi ch was used @mlﬂﬁg currentk!n%opﬁﬁPlon ser gbmgﬂ“ S then repl aced by
the i terr(aieq}grl abl e t@q{ew@s,f ‘ead and éuﬁo IW be 20 émif%% a common
key for the nexks eaf®¥ mati on seéybtlﬂ%'psﬂnce t guwsedﬂ% random nunber 10
is replaceﬁvﬁﬁ t hat stw&oan?P .27 o%.%k;opt proné% 2g:r@te can be
varied, so tha @\mre I'‘pher er &a‘@ € provi i erein the processing
rate can beg%ﬂanged eaggutenﬁf? e |n|t|%kleéﬂﬁ for the Qﬁeudo random
nunmber generatiqgh B3¢ §-used. FLgt;JeerSP e prews(g,,tmby % ‘¢ - -5 L3

per -
8 Lhm g i.ng f\u‘“
algorl

10 which %



nmentioned comuni cation term nal 60 can be designed by using such an

enci pherer 30. The cryptographic comunication in this embodi ment fr?qgh”nn
subscriber A to subscriber His perfornmed using 5 the sane procedure g 2003
axe shown in the ninth enbodinment. It should be noted that, for both sender
and receiver, an additional cryptographig communi cati on procedure IS
required at the last in which "an intern P vari abl e val ue of the
pseudo-random nunber generator 10 when deci phering of enciphered data is
conpleted is secretly held, in the holding neans of the portable storage
device, as a newinitial value for the next cryptographic conmunication

W th subscribep g} &%dhe encmohhbét%@mdwan&nfa% g@hbnaﬁrbbed%yh 15

enbodi ment, eve I phering capabilities of the conmunication
terminals 60 glrithe %@n@% aaednt hge&eg@ ¥ekedl f £AE, 16 YRERIVARNEC for
comuni cation can be performed. Tweifth Enbodi ment 20 This enbodi nent shows
an enci pheri nghsy gs@madheaadbmanpmsedogeangdafopruBher ssaquenseahiat is
generated by the pseudo-random nunber generator 10, for which the
processi ng ravaluen whenseheasset expltaenedmen tBensenthe tameh and el eventh
enbodi nents, is enployed 25 as a key series for the encipherer, for which

t he procéssi ngncdpherad hexsetisageneratpllafoedtranshétsinghtheesemeh and

ei ght h enbodi nents. This 1~ ~~ ~~~~ 3 79 enci phering system
differs fron1um¢qnmams@muomab én@uph@yumg ipsdeaupvernpréntriastr a,
Mat sunot o and | mai:_ "Square-type pseudo-random nunber generator and

practical enci pher ilifg tist ERPEAPIEHItngCEPBCkfetBPPHELT" 15 RSt FRlIPe of
el ectronic information and conmuni cati on ea i neers, |SEC 93-29, 1993-08) in

that the procdd€ rgitdeds vedre: RE &Rei BREPEP-ERARCPNe "HEBEY0IFPRAYBIPRuNber

enerator can be
9 is ST%ered each time to improve security.

10 An explanation will be given for a case wherein
DES cryptography is employed as an algorithm for block
cryptography and square-type pseudo-random numbers are
employed as an algorithm for generating pseudo-random
numbers that are secure from a calculation amount.

15 In this embodiment, as is shown in Fig. 18, a user
who receives information servicing and an information
providing center 40 have, respectively, the
communication terminals 60 and 50, each of which
comprises an encipherer 51, for performing enciphering

20 (deciphering) according to an algorithm that is
specified by a network; a pseudo-random number
generator 54, for generating pseudo-random numbers that
are secure from a calculation amount according to an
algorithm that is specified by the network; a computing

25 unit 55, for converting pseudo-random numbers that are
output from the pseudo-random number generator 54 to

obtain a series of keys for the encipherer 51; and a



The enci phering systemin this enbodi rent can be 10 provided by an
arbitrary conbination of the pseudo random nunber generator 10 in ?he”ﬁqu
seventh, tenth or el eventh enbodi nent, for which the processing ra & caniBb
set, and the encipherer 30 in the sixth, seventh or eighth enbodi nrent, for
whi ch the processing rate can be 15 set. in this enbodi ment, an expl anation
w Il be given specifically for a case whitein a pseudo-r andom nunber
sequence that is generated by the pseudo-random nunber generator 10 in the
ni nth enbodi nent, for which the 20 processing rate can be set, is enployed
as a key series for the encipherer 30 in the sixth enbodi nent, for which

t he processing rate ca b§o§epr0@§d&ﬁ showBuhR &k 9reddpadk COMuUNI cation
termnal 60 in I'S”enbobdi nent conpriSes: an enci pherer 30, for 25

perform ng e”&bEBG&h@%oﬁQ?%HEEB' RYL 266QLHLAIFLP BReafERETAbIDRNGE IS
specified by a network; a pseudorandom nunber generator 10, for generating
random 2 ~ Le535-random nufBerBURREESarshkeBuneersesuae froma

cal cul ati on anount, according to an algorithmthat is specified by the
network; a copputuREtiBht aRBuntor tharvRaiengetheppsEarned asiiooe nther s t hat
are output by the pseudo 5 random nunber generator 10 into a key series for
t he enci pher ern3@iaticansEncoanuatcantenf.ace 40; an enci phering rate
setting device 50; and a generation rate setting device 13. The enci phering
rate setting devi c&nSexpreshion0 (8nbeddmédt is thewshindFig. 21. The
processing rate for the enci pherer 30 can be set externally by the

enci pheri ng r embodémentg wbicbease. theepgerefHrEEntPAt 8e88FEFH39devi ce 13
in this enbodinent is also shown in Fig. 21, The processjn %g rate for the
pseudo- r andomPSEHEEr T8RP PYMPETSeaX:he gE%CEx%%rﬁ%?V?nE@éﬁ generation

t tti devi 13. is d (bed.in.th | at ' t, th
Comput i ng Ui 1996 @gn e tBe IFEARAGYT SRAGHLATIOR: 30 SBALERCEN hat |s
tput by the, do- d m t ' i f
he’ oncilther o PROE HIoRBFARELS RE fio CEarg -+ araoorerREr. Banlrr kBt tni I 20

shoul d be cha%ggd in proportion to the processing rate for the
pseudo-random ndnber generator 25 10. A clock signal that is selected by

the generation rat%m%?E%EBQoQQ%Eﬁ%m@%uh%e%'%@nﬁ%ﬁ@o&osahiﬂgehﬁbe processing
rate for the conmputing unit 20. L~v'"'"~""~" ' ~~~14dd~ - 81

Further, a selggidamer@mineatice @f prloeelsciros4bhgocenpeplierniaggr ate setting
device 50 and the generation rate setting device 13 permts further

flexibility. THedHoRQauilerion eff asprédsiont (6 )sextihaSpentedsrent s
al so used in this enbodinent, and the cryptographi c comunication network
in Fig. 1Al is 84%eddromperdfiosmamgo diessitackT ice lomypttdgnaplii eXpgrReAPEat i on
from subscriber A to subscriber Bis perforned using the follow ng 10
pr ocedur es. (4), as is shown in Fig. 19, and reads the internal
variable that is updated by expression (3).
At the communication terminal 50 of the
information providing center 40, the internal variable
20 that is read is stored in a key storage area in a
storage device 43. At the communication terminal 60 of
a user, the internal variable is stored in holding
means 71 of a portable storage device 70. In the third
embodiment, only the initial value from the storage
25 device 43 is set to the pseudo-random number generator

54, or only the initial value from the portable storage

device 70 is set to the pseudo-random number generator



An expl anation for the preprocedures for cryptographic comrunication wl|
not be given since they are the sane as those in the sixth enbodi mepg, ;. witi;
the exception that instead of "information that 15 indicates the processing
rate for the encipherer 30", "information that indicates the processing
rate for the enci pherer 30 and the processing rate for the pseudorandom
nunber generator 10" is exchanged via the@Zcanmuni cation interface 40. An
explanation will now be 20 given for the procedures used when a sender A
and a receiver B agree on the enciphering (deciphering) rate for the

enci pherer 30 and the pseudo-random nunber generation rate. Enciphered data

conmmuni cation procedures of the pres i ventd o dd dnsendern A 1. The
processi ng rat¥y f%’?éjt eéﬁ%‘f%'ﬁ%r?%roggé%gnag the pseludo- rlanraom nunber

generator 10 are set D c ' dn e lravdse B redseNANgRe Witer@dE
setting signal %%)?$ﬁ%%&?%§ ’are<ﬁ§eH$Xned usi ng the preprocedures. 2.

Secret key KAe e | B OPRE O £ &y §OIFRRG M thubher reeedveto, 54 scamt as t he
initial value &%Mﬂ%ﬁpﬁéﬁg pseg%o-randon1nunber generator 10. 3. The

pseudo-random ﬂ'é’r%@éd gengr @bmkon Oké s, Opieich aths cugmdefar etlze pwoment andom
nunber sequence that 1s secure froma calculation anbunt. 4. The conputing

unit 20 converigréAraBeos! séedidingseid othiamdoeplaede by cthenteterRal a
series of keys for the encipherer 30. 5. Wile the series_of keys that is
out put by the ¢erpabiagthattwas readpandcthat wilk Peruse@d afc?pherer 30,
t he enci pherer 30 enci phers the data using the 15 keys, and transmts the
enci pher ed dat acimohhkeyeferveheHnekt iIhEOERARLAR cBRTVHCI A€ er f ace 40.

An accounting device 42 in this embodiment has the
same structure as in the third embodiment.

10 As well as in the third embodiment, an explanation
will be given for a case wherein a user A receives
information from the information providing center 40
across the network shown in Fig. 4. It is assumed that
the name of the information that the user A requests is

15 Info, and that the requested amount of information is
sufficiently large for the feedback calculation of
expression (3) to be performed i times for
cryptographic communication. As the "Information
providing prepocedures of the present invention" and

20 "Accounting procedures of the present invention (for
information providing center)" are performed in the
same manner as those in the third embodiment, an
explanation for them will not be given.

The following procedures are performed when the

25 user A requests that the information providing center
40 provide the service for the information Info.

Information providing procedures of the present




Enci phered data conmmuni cati on procedures of the ~eresent invention (for
receiver B) 1. The processing rates for the encipherer 30 and 20 the, _
pseudo-random nunber generator 10 are set in consonance with rate seﬁﬂin@??@ﬁ
signals to those that are determ ned through the preprocedures. 2. Secret

key KAB, which is owned in common with the sender A is set as the initial
val ue xo to the 25 pseudo-random number—g23erator 10. 3. The pseudo-random
nunber generator 10 is operated to generate a pseudo-random nunber sequence
;. Z~." " ~:3- 83 that is secure froma calculation amount. 4. The
conputing unit 20 converts the generated pseudo-random nunber sequence into

a series of keys for. ge %gcigh rer %0. 5 5, ERci hereg data are received
nvent . NIormatlon OVl n cen .
across a trans = and while the

series of keys that§5? ?ﬁprEuR¥ﬁEh%2CggprEUQﬂHHhhiﬁthénP@ﬁ?&?ﬂags keys

for the encipherer e encl pherer eci phers the enci phere ata

received 10 frem tRgts¢RAGEeA rbhr euBhuhEadboMewPEACEHES 88exrt R kT ade- of f
of the security of cryptography can be selected with a high degree of

freedom When tBgepseudo-random nunber generator 10 is the one in the

el eventh enbodi nent, for 15 a sender and a receiver, a procedure in which
"the integnal variable valruehef geherpstofoef apdendourbadogenanbeps, 10, when
t he deci phering of the enciphered data is conpleted, is secretly held, as
an initial val secret kby Hextwitigiptigrispld cfaomhenisosy dn im tthe K&y (or B),
in the holding neans 71 of the portable storage device 70" is required as
the last of theterggeogrephin @gﬁnﬁﬁp§99ﬁoﬂeﬁ eeecfldr esS $9Ena®hen the
capabilities of the comunication termnals 60 of the sender and the

recei ver diffetnistagn¥plugnxpefonthe RFeHIHENRIAM MERAR GereZRP® and
crypt ogr aphi c myuni cati on can be perforned.. Therefore, the processing
rate for the eﬁginng? ﬁﬂﬂmunFFF%lgﬂk eFm}n91vg6:~J - 84

10 3. The pseudo—randgm number generator 54 of the
communication terminal 50, which is used for
communication with the user A, is operated to generate
a pseudo-random number sequence that is secure from a
calculation amount.

15 4. The computing unit 55 converts the generated
pseudo-random number sequence into a series of keys for
block cryptography.

5. The series of keys that is output by the
computing unit 55 is updated as keys for block

20 cryptography, and the encipherer 51 employs the keys to
convert the requested part of the information Info into
enciphered text. When the enciphering is completed,
the pseudo-random number generation calculation count,
which is held by the counter 52 of the communication

25 terminal 50, is incremented to i, and an internal
variable is x,.

6. The internal variable x;, is read from the



t he pseudo-random nunber generation rate can be selected in consonance with
the secrecy of the data. For exanple, it is preferable that for very qigh$¥ﬂ
classified data the processing rate for the enci pherer 5 30 be alnosg hé‘ﬁij
sane as the generation rate for pseudo-random nunbers that are secure from
a calculation amount. In the sender's procedure 4 and the receiver's
procedure 4, there is a nmethod whereby frd& the 10 begi nni ng the obt ai ned
pseudo-random nunber sequence is divided by the conmputing unit 20 into

i ndi vidual key bit lengths (56 bits each) for DES cryptography, and the
divided bit sets are enployed as keys for the DES cryptography. Another

nmet hod, whereby the conmput.ing 15 unit 20 converts the pseudo-random nunber
Sequence [t o FHORASE THVIEE £ 5 5BS BRAIRSGrAIATT RUTRE ERIRGPETtso

long as it is n{Q_a.,s r. and recejver, even u it,is_n used
in conmon by a%%r’ypngggg’pﬁ‘leg%g%r?n%ni%%ﬁegcn%ﬁ t\?\(brﬁsrAH’]%ogg rtlrsﬁefrrlmgt‘?o N

in the 20 squa j IS I n e -0 I t n be
used. AIthoughk%gggﬁgggg%gggbavJ?é%gﬁ%%§§é %¥h%%%?§ee%ggd%ﬁeﬁpgttﬁgﬁg

cryptography i $eRokel Marehd AddaS AN dHRN MRt 8h re2MERADKE s eti YRGS aphy,
such as FEAL 25 crypfography, can be used. In addition, although a single
DES enci pher er fioy 4hed vaert e enci pherer 30, a plurality of DES encipherers
or a conbination of a DES 2 ~; ,, ~~~3 i - 85 encipherer and a FEAL
enci pher er can IFosimaltdyed priowiidiery palddedugiest b€ theapeetene pseudo-r andom
nunbers are used as an algorithmfor the generation of pseudorandom nunbers
that are secur énfventdomal(fidratiser R )anount, another algorithmthat is used
to generate pseudo-random nunbers that are secure froma cal cul ati on anount
can be used. As is descrFiogedhen gen@radigmiod, pseydgbaeadpsf BUBREES2, an
algorithmfor which RSA cryptography, discrete |ogarithnms, or 10 reciproca
crypt ogr aphy i $hensesyred XedoKean"BeChphi Reldsin hEhe RRF FIPke oF toRRge
present invention for _generatiqgn of pseudq-random nupbers. Thirteenth
Enbodi mefb | n BRYAER7 R h JGniat Aond i G SPANS: Fort FRstHS BFSCT or ¢ he

enci phering syste rovi ded I Rati.on_of th =random nunber
generator 10 iﬁapﬁg se&%ﬁ111%¥%%?%ﬁgﬁh e é@éﬁgﬁ éﬁ§8§§§§%$%9nfor whi ch the
processing rate.Gan A8 @, and the encipherer 30 in the sixth, seventh and
ei ghth enbodineﬁts,n%br whi ch 20 the processing rate can be set. The

present invention agdit ngrAaldosugecrddeRmhunBelPgeheRdtay-s52Mopr @keded by a
conbi nati on of the pseudo-random nunber generator 10, as explained in the

ninth, tenth asdmaugyeaitlopmedimisals candsf eperhited thegphegassl ag rate can
be 25 set, and an enci pherer 30 having a constant processing rate, and an
enci pher iLlAg sy psemdp-eandet ypmdeso seiquancen thhtt he ercupkefepm38 in the

si xth, seventh 2 ~: ~.?'v3 - 86 and eighth enbodi nents and for which

t he processi ngcedrcaleddope ageuntand a pseudo-random nunber generator 10

havi ng a constant processing rate.
3. The computing unit 55 converts the generated

pseudo-random number sequence into a series of keys for
block cryptography.

20 4. The series of keys that is output by the
computing unit 55 is updated as keys for block
cryptography, and the encipherer 51 employs the keys to
convert the enciphered text into plaintext.

5. The internal variable x, is read from the

25 portable storage device 70 by the pseudo-random number

generator 54, and is held as a secret key K, in the

storage means of the portable storage device 70, so



In this enbodi ment, an explanation will be given 5 specifically for a case
wherei n a pseudo-random nunber sequence, which is generated by the ., . ..., ...
pseudo-random nunber generator 10 having a constant processing rate{“Fs”lﬁj
enpl oyed as a key series for the encipherer 30 in the sixth enbodi ment, for
whi ch the processing rate can 10 be set. As is shown in Fig. 34, a

comuni cation terminal 60 in this enbodi nEnt- conpri ses: an enci pherer 30,
for perform ng enci phering (deciphering) according to an algorithmthat is
specified by a network; a pseudo 15 random nunber generator 10, for
generating random nunbers, which are secure froma cal cul ati on anount,
according to an algorithmthat is specified_b th network. a cp uting
unit 20, for cBﬁ@ErFP%gn?Hekﬁgeﬁaﬁ-gﬁnﬂﬁ nﬁﬂ%é? ¢ HATE T SRR T H9 t he
pseudo 20 randon1nunper generator 1O into a key series for the encipherer
30; a comnuni caE8R I hterface 40; an enciphering rate setting device 50;
and a generation r i dey Ci PhEid r i

device 50 in this g@ﬁgﬁgééiﬁgﬁtggggghéggc%§@E§%f 21. q*é?rﬁ%ﬁ?iﬁ%ﬁgagate
for the enciphegerege§BabBySehe CXERENELLY, Dind NenoBCd PRSI WG £iRb€ Setting
devi ce 50. 2 a; -~ .~ 8~ _ The comunication interface 40 in

t he si xt hs enbogs meRbut Stal ERe Up8EuaD-LEhGoR MGMHEE Fendifatsr tHe
cryptographi ¢ conmuni cati on network in Fig. 21. Cryptographi c conmuni cation
from subscri befi Aféps Sf6HbsachbenfBrnatpen f commnisatipn exclsamger ocedur es
as those in the twelfth enbodi ment, with the exception that instead of
"infornmation thahtsi hlecatme kép peviessisgnottgeeratdd hnctipdperer 30 and
the processing rate for the pseudo-random nunber generator 10 10," only
"information theeudodisndes nheberogenerator af4 @d tinfermaphencthab” s
exchanged via the communication interface 40. Fourteenth Enbodi nent

Al t hough in t hésSt mEPYife@nbedtignsamehaser eaR b RekPhered Y t 1 devi ce
50 and the generation rate setting deyice 1%&in Fig.,21 are inds endent

devi ces, 1Pn th?sdéﬁﬁﬁﬂ?ﬁﬁnF?ya§nge§h%ﬂﬁ FRC ifﬁm@ébl??EQQWwFﬁ@ &% are
integrally forned to provide,a sing I S i Vi he rate
setting deviceagg PR EiaésggtC0§%?i§§gU€1§ océ}dgﬁgggfgﬁgqg gg%%h sel ect or
82. Each of thg ﬁlggkigsggggagrs 81, CKPi, generates a clock signal pi. The
cl ock signals p?, pz, .”. . and p" that are generated by the respective
clock generators 8lpgiendp,t iaNeALLt 8AbL@IhESE S8 6fd I 2. idhensel ector 82
transmts two output types: one is used as an operation clock for the

enci pherer 30, fapdtt BALOANMENLS thd mnit' sizes Ga), ) @B (cysed as an
operation clock for the pseudo-random nunber generator 10 and the computing
unit 20.1Fhe sébsetrdbeB2absveontnobéedmpjoped ade mefdrmmt oy nabantityi s

transmtted by a subscriber that operates the
units for calculating a charge that is proportional to

f e o~~~

the amount of information that is enciphered by the
enciphering system of this embodiment.
In this embodiment, the unit amount of information
20 for accounting purposes is defined as (c) the amount of
information that is enciphered (deciphered) during one
feedback calculation. The communication terminals 50
and 60, for which is employed "(a) one block" or "(b)
the amount of information that is enciphered
25 (deciphered) during the employment of one key", can be
designed with the same structure as in the third

embodiment.



5 communi cation term nal 60, and the selector 82 inputs two of the three
inputs. Wth the arrangenment shown in Fig. 35, the enciphering rate setting
devi ce and the generation rate setting device can be integrally f or deltl 1003
As is described above, according to the enbodi nents, the enciphering rate
and an enci pher power are changed between a sender and a receiver that
perform crypt ographi ¢ communi cati on, and>8 New enci phering rate and

enci pher power are used in common 15 by the sender and the receiver before
the transm ssion of enciphered text. As a result, a tradeoff involving the
security for cryptography and the processing rate can be selected, which is
conventional Iy inpgssi bl.e, .and cr.yptographic ic Is k-on jhawMi hi gh
degree of 20 freedgﬁlé ngéoﬁrogﬁﬁgdggﬁnggégﬁt?gggaéﬁgh%Whgnéﬁﬁggg?bcessing
capability of .the engip ers . dar u rogepanater of the
sender do not dg"grlrc%s%gn odtl%'g)ggi}gﬁlét %e%rggggib\%e??gc?%pt ogr aphi c

conmuni cat i on AegP . ifilaeabh EebadiheRet 58 hind eent h

enbodi nment mﬁPﬁgﬁgaggé%g%gggﬁﬁéé%é?ﬁﬁ?ﬁ?g enbodi ment, in the systemin the
above i.l -y8%n eMROGiENbMIRRKAICe BiES enaispletiang conif idecilalteri ng) rate
can be varied, a fee for an information providing service is assessed in
consonange W tdnaitheheelsepfvaees Fiekg thaite isTohaagedubyi repenmdnifedmadichanged
in 5 consonance with one, or nore, of a process repetition count for

enci pheri ng, gredddng aetdamdtbdrs deder.ation rate, and a process
repetition count for generation of pseudo-random nunbers, as is described
in the above enmbodidseritss deECTA hase @bfave e REFPLEINGr TOh3RG APAMFe accounti ng
met hod in consonance wi th an enciphering rate wi |l now be scribed. In
this enbodi medescaibas amhadisenioyitdieh Focomdingo syFFels ¥ %f an

i nformation providing service 15 perform cryptographic.c I gatd on by
using a comumiedacH® teminfioT AR tIQn (1YP&, =Tk e ?'éﬁ%ﬁﬁg%nprises
an enci pherer 21, for perform.ng .enciphering ( j i qrding to an
al goritH®t hatsqrswfﬁe&pq‘q &F Wog”ﬁie]e[dv\br El;rheag‘&%%ﬁr%mégﬁ gﬁ)olvﬁitcc%r g(ajlce 22; 20
and an enci pherji s i 1{R{¥y i ad ¥e t he
enci pherer Zlcggﬁ%ﬁ£%%§%§%%£%ﬁ§fgﬁé#gﬁ%?%ﬁﬁiﬁﬁggﬁgettiﬁgﬁgévice 23. A
plurality of Ald 6 Udeomnid HidH aenti frcessanicr Tyare g efss ed for
t he enci pherer 21, and one 25 of these operation clocks is selected in
consonance W tdp i g @i Niady Said itrat of Jder e ey ithe riatfordatifory. 37
is shown an exanpl e enciphering rate 2. ~~~~", ~3- 90 setting
devi ce 23, whigdowiaipig senter|arc kiginmatiors @3w isghidan ssatwicteorfex8b. Each
of the clock generators 23a, CKgi, generates a clock signal qi. The clock
signal s I, gZhat.is janccapsarmcenrs gertdreattatbepy thfe quality and

the quantity of the information provided. Therefore,
the information providing center can assess an
information service charge in accordance with the
quality of the information that is provided. Further,

20 since a fee is assessed for each unit, a user can
cancel the reception of information when the received
information differs from what he or she desires, and
can thus minimize any loss that may be incurred.

Sixth through fourteenth embodiments of the

25 present invention, wherein an enciphering rate can be

varied, will be explained. These embodiments are

established based on the following points of view.



5 clock generators 23a are transmtted to the selector 23b, and one of the

i nput clock signals is selected by an information providing server 3nds.aym7
user, who each use the communication terninal 20. The selector 23b i «.ied]
controlled by using a rate setting signal. 10 The comuni cation interface
22 is enployed to transmt to, or receive from a transfer path information
t hat indicates an enciphering (decipheﬁlﬁﬁ Tate, and transm ssion text

that is enciphered by the enci pherer 21. 15 The cryptographi c comuni cation
networ k enpl oyed for this enbodinment, which is showmn in Fig. 4, conprises

the information providing center and users A, B, . . . and M Inherent and
secret keys KA, KH..... .-..and. KM are i.n copmon het veen t he
i nformati on 20 provsljcﬁ hg Ec%?%ﬁ“%%%‘ tﬁgp%@e/fagl.l e ovwon(%{sofa%e key in

comron can be Acgoipld sAgd bysLhe-d 1" QLRGN B QAP SENLIeSELd T g the

keys in advan y a we nown system ] oI nt” ownership of a

key, as is desglibgd dfbilsiltdingn é{éﬁ?l;@ﬁl y Gl ogr aphy And 25
I nformation Security", §hokosﬁgfcgi, Ltd., 5%? 72 and 73, and pp. 97 to

104, 1990. The userseverdtd GtitbodMménthe £rpyRiophiet circuitd fdr !~ |
( ddvV - 91 comunication network in Fig. 4 that perforns the information

provi di NG ser iteseditiMey aarp csrnchbitesing aomockeyd caredprsdmawed NEdt (g 22. A
secret key, of the user that owns the portable storage device 30, that is 5

required for cyenstmcgl sgiiplommingi sydtean irs atderedo reéthearport abl e st orage
device 30. If a user other than the owner knows the secret key, secret
communi cat i on éncirhepiand ordrecipheriring kifatt# e i nformati on providing service
can not be provided. Therefore, while taking 10 security into consideration
SO as to restrict dukHsEh (Enhodinent: kdy FFUHoRE THNISAtINE afbrt abl e
storage device 30 is provided for each user in addition tq the

communi cat i on SXFIRIEALRD PUPFERR ghS (IRPRRFATYF & FeifFevi ce 30 may be
part of the communi.cation 15 termnal_ 20, so |aqn s, ,a physically secure

ar ea caﬁlcge en%'tﬁ’e%’?%ﬁn%a%ﬁsﬁ%%r?n?hsee it cra‘?qqe%f'?ecﬁﬁcf%}n%oé/‘?ﬁat can
be used for cr Sy B i Y. d is limted. It is
better for theﬁg%%m castci%g ternlicﬁtt'a(? %paanrg%el%ﬁlﬁe storage 20 device

30 to be separ@a@&%r@ﬁq{%jﬁdrﬂw- for secret information bel onging to each
user to be not stored in the comunication termnal 20. Wth this

arrangenent, whi ch NS0 BEb@RIed®f A YSAinva MGt @4Elclodies Aregomuni cation
termnal 20 a user may enploy, the user 25 can exchange secret information

via his or herprwamal t&dd ea Ppsmadre-chndane ey gangtagyrapn order
contmuni cati on.
15 to set a generation rate.

Tenth Embodiment: A plurality of circuits for
repeating a generation process are prepared for a
pseudo-random number generator in order to set a
generation rate.

20 Eleventh Embodiment: An internal variable of a
pseudo-random number generator, the generation rate of
which can be set, can be read.

Twelfth Embodiment: A pseudo-random number
generator and an encipherer, for one of which the

25 processing rate can not be set, are employed for an
enciphering system according to this embodiment.

Thirteenth Embodiment: A plurality of clocks are



. r'y ~~~-m~~1f .,i L'. - 92 The portable storage device 30 can

exchange information with the comunication term nal 20 across a safe. .. . .. .
comuni cation path, and as a physically secure area, has hol ding medné 81733
Only an authorized owner 5 can normally operate the portable storage device

30, and a procedure for the verification of a password, etc., is perforned
to determine whether or not a user is an5&uthorized owner. An IC card,
etc., is enployed as the portable storage device 30. 10 As is shown in Fig.

38, the information providing center 10 conprises at | east each of the
foll ow ng conponents: the conmunication term nal 20; a database 11, wherein
information tqQ _be pr ykged IS storﬁp;.an accou devi ce .12,

i . f
cal cul ating & PERRATER 1FOFs 2 SOSHEREF 10, BYSHEM G0t FEBPRAEESn and
cul at i ng &% f 25 ToiSEHANe: _ , |
Soored The tolrRlat S R WlncdUtad SLOLRABURTHLCRLE, WATE N OTC

comuni cat i ony, g Seipge-lee 1Al Rk 90 ot Endendlpnd:phyral ity of 20

conmuni cation term na are provi to enable the Sinu neous

transm ssion @helnbPeBigON rfe® e ablai@lgehk rafcivaeatefor a | arger _
information providing syStem nore than one database 11, accounting device

12 and skorage devircRrkeih [mbodavwenad. Reahe tbe databageahl that is
designed as is shown in Fig. 39 are stored information that is to be

provi ded for eseriphaerdngordesiphériggohange enfompansofioof set2ifig~a ,' . ;

~' ~3 - 93 providing informati on service. Charges in the charge

i nformati on apseudide-desdom ovmberageaenetthoanrarei pier inyegaadlut which the
information is enci phered for the service. Wen, for exanple, the

enci pheri ng s5pravddedn fisxr dbe epcipheryng, system gecygfipg tRethAci phering

rate setting device 23, a fee for providing the information at enci phering

rate Vgl is efpPéféd g8beddaent fee, and a fee for providing information at

enciphea'ng rate.\Vq £§ z times the basic fee, . . . , 10 and a fee for
provi di B inf%%#&ngﬂLé¥ﬂgﬁ%ﬂbhering rate Vgt is Myt tines the basic fee. A
nanme is given to inpformatiaon that a r n ecif he_ipftarmation
desired. The aboveIi eggﬁﬁbggbggﬁa g%é f%%ggxggef§§s§F§gﬁé§Faﬁgagby using a

conventional dahalase-2ich RaSe clpmlBecakabAdeedRYhG? 48 Lh8{m! gndesigned
as is showmn in Fig. 40 has a key storage area, in which a secret key that
is required feqgGrypt oghleh eomprieaisCahi BAckipherer 30 for
performing enciphering (and deciphering) according to
15 an algorithm that is specified by a network; a
communication interface 40; and an enciphering rate
setting device 50.
The enciphering rate of the encipherer 30 can be
set by the enciphering rate setting device 50. This
20 can be performed in such a manner that a plurality of
clocks having different frequencies are prepared to
operate the encipherer 30, and from among them, one
operation clock is selected in accordance with the
enciphering rate that is externally set.
25 In Fig. 21 is shown an example enciphering rate
setting device 50, which comprises t clock generators

51 and a selector 52. Each of the clock generators 51,



stored for each user who is a nenber of the information providing network;
and a cunul ative account total 20 storage area, in which a cunulativgj:
account total of service fees assessed during a specific period. This
period is called a service fee totalization period. The fee totalization
period is specified as one nonth, for exanple. The information providing
center 10 25 enploys the cunulatlve accobfit -total for each user that is
stored in the cunul ati ve account total storage area to cal culate an

LRI R

i nformation providing service fee for 26 ; .:"."; ?2 ~3- 94 each user
during the fee totalization period, and charges the user the cal culated
fee. When a specific fee totaliz n perl d has xglr the se V|ce fee
for each user CHGR ngePRE é?ﬁ&ﬁcﬁ §¥bregh c@??? Stive

account total storage area | ZQI%BSQ as §8589a£880593£h8”cchﬁ”Other

st or age neans, 13.”%? a ‘servic or eac ser 1n the cunul ative account

total storage _a ;]g%fltgﬁr) esqt ar];hetr%gggﬂr&ttbagtee\eheeséaeb%oéesagne@ada% i's

shown 10 in Fpg r the information that is currently being provided,

the accounting gewi§gel2 t33e$50% dnkeednhunareqianc eewnihalihgoenci phering
rate that is enployed for providing the information. The accounting device

12 can extr aclseqbeh@e ondf emaiHeklfockmatigfals .darakaseléttoth&2adeount i ng
device 12 adds a current informati on service fee to the cunul ati ve account

total, of a usehtrelWednbyhadimgommasten sextimgosideadl.that is held in the
storage device 13 in order to update the cunul ative account total, and
writes the new 20 @veulcatmmumizeddom indeaifaicer 40hdsusaployedndccunul ati ve
account total storage area in the storage device 13. The above descri bed
devi ces const itmanemilte tionf @mmeicei vier Srcii.ng AEeRsEers 2thhi s enbodi ment .

The follow ng procedures are performed for a casgﬁ= 5 wh re| he .user A
request s speciififermstdioamtthat Ainvhaates @ FRSHPERY PQVl %@ﬁ?@p 10, the

|nfornat|on rOV|d|n cente 10 ansm t ues |nf rnatlon 2 ~
o=, =10 95IO LaFe R réerﬁfdtcﬁfl)’a: §Irt q%‘ser’e KR e:eerf or% "t he
i nformati on providi serV|ce rej t has

! P! H@% W vqragﬁ}ws o N9l Bl glpli Rled

recei ved the infor romt e I'ntormation providrng center 10

several tines &, dys it it S W %%mf 9% FQigal igzat Ixen aR&fined, and that

t he cunul ative charge fo e user A or the current period, which is

stored in the AR U Rt Kyl aHeD il o3iera iinh doithost Wergeedevi ce
13, is ChargeA. Further, it is assuned that the nanme of the 10 information

for which the suﬁﬁcﬂldéi@l@ﬁ @ triecweakvi ca,i 8,1 1@f,0,. and talngt Na abasi ¢ char ge
(the charge for providing the information at the enciphering rate V91) for
| nf o i s 18Cl nf aneftwctdkersubidcribeassurmd Mgt K.pe user. Axecegspeehtveher ed
rate Vgi for providing Info. In
a key that is used in common between subscribers A and
B, a key that is used in common between subscribers A
and C, . . . . Joint ownership of a key can be
accomplished by the manager of a network setting such a
20 key in advance. Further, the joint ownership of a key
can be provided by a well known system for establishing
the joint ownership of a key, as is described in Tsujii
and Kasahara, "Cryptography And Information Security"”,
Shokosha Co., Ltd., pp. 72 and 73, and pp. 97 to 104,
25 1990.

For cryptographic communication from the

subscriber A to the subscriber B, according to the



15 addition, it is assunmed that the information providing service fee at
the enciphering rate Vgi is Mjyi times the basic fee UCInfo in consopance
with the amount of information and the enciphering rate. Furt her mor &0 4168
assuned that the user A knows the information nane 20 Info and the basic
charge UC n~o in advance. In the follow ng explanation, it is assuned that
aut hori zation of the authentic user A to € his or her own portable
storage device 30 has been obtai ned, and that the portable storage device
30 is so set in the operating 25 state that it can communicate with the
comuni cation termnal 20. In addi ti on, it i S assurred t hat aut hori zati on
has been obtai ned for the u el ~~ - 96

aut hentic subRFFTHEHE 1oV ??le Fn or?‘ra]t?“(')lnn%ro{/?d dnugrécen Sf 10. The two
aut hori zat i ons, & De. row ded by a well known aut horization techni que.

| nf ormati on provi |nq preprocedures of the present 5 invention 1. The user

A requests thaiydiend 840r JBU L OFop! Ol Sk ASE o ¥ donrd hoe sere/l ce for
Info, and at t Ime, notifies it of a desired enci phering rate, Vqgi,
for providing jriQemet{ Pendfo. Upon the request fromthe user A that the
service for Info be provided, the information providing center 10

calcul ates a chargelforTméaesém@f nmt txengmios dirmfhrmestiare thatisi ng the unit
charge UG nfo for Info and the information service fee at the enciphering
15 rate VQ;, windicasedfithée i pesced=wimpsratd efor)GiNd eriaipHerer;, Hhdo
transmts the obtained service fee information to the user A 3. If the
user A agrees whe hredelvered vetl sehe | cemnuri datimeutntarfage 1430, the user
A requests that the 20 information providing center 10 provide the service
for Info. If the user dBR] FREehiprd WeFrtvRs r%’t‘é?\i'étﬁs%q’\ﬂ%ﬁé@a

informati on, the user notifies the mforrraie(ho rovidin ent 10 to
cancel the ser?}?"té:‘?‘HFmPW%tl%dl’i’W’éf?ﬁ%c i D5 R et Ele‘i*n‘i nat ed.

25 The fqll d A that th
ot or matitbn prif RGeS RS PIOPET R AT S s S B Con | nf 0.
~1J . .~ ~ 9 I § t
i nvention (forcon?%lfmnsnt?on p?%%lr%%%&(%% %djllwAﬁegr mglﬁ-tﬁocgga rggfepggts'?lnng

signal, the enclnefdNOs6abe £08 1S FRG IS Hahd e aﬂ{f&ﬁnaaur&ﬁ gt that
is determ ned by the preprocedures. 2. The secret key KA, which is held in

the key storagghar@sci@iatde lblﬁ&ieéﬁid%tflﬁté,t HrlehdteMi i Iohe igeriRir to the
enci pherer 21. 3. Data are enci phered by the encipherer 21, and 10 the

enci phered datm i thansomhiheicd € dheintserfaeei4 tihetcadnmirs aatddyn
interface 22. Information providing procedures of the present invention
(for user5 A) Ito Aveginli eagypoographc ssnnungicatgial., tWhen it is

difficult for the receiver B to handle information at
the designated processing rate, the receiver B
transmits a processing rate of which it is capable to
the sender A via the communication interface 40.

20 3. The above procedures are repeated until both
subscribers agree on the processing rate for the
encipherer 30.

Although in the preprocedures 1, the sender has
transmitted information that indicates the processing

25 rate for the encipherer 30, it is possible for the

receiver to specify the rate as follows.



15 enciphering rate for the encipherer 21 is set to a rate that is

determ ned by the preprocedures. 2. The secret key KA, which is heququ;g%
portabl e storage device 30, is set to the encipherer 21. 20 3. The vty
enci phered data are received fromthe information providing center 10
across the transfer path and via the communication interface 22, and are

deci phered by the encipherer 21. The actdUnting procedures will now be
expl ained 25 after the information providing center 10 has provided Info.
Present invention accounting procedures (for J; ' ~~,;~J,., 1, 98

_information providing center) 1. The accounting device 12 extracts the
basic charge information UCinfo for Info framthe datapase 11, and al so
extracts infor CeRREe CRE EQHREL, RIS e 1 U P S er vi
UCInfo 2. The

at the encipher}gg rate Q%itianhgi times the basic charge

accounting de an information providing charge fromthe

basic charge I nfor mati oGl Al Mitraddhdtl S aie ddisghat opsds 10 M
S

x UCInfo 3. The accounting device 12 a e charge Mgt x Uflnfo to the
cunul ati ve accouditombdhi CHIHSA Hetficdises £ Adileds A8t d in the storage

device 13 to acquire a new cunul ative account total, ChargeA + Mji x
UCI "fo, 15 wWhifhfdsmdHedn VEdidde | Nideictirintior B Uiidicd tds St age
area for the user Ain the storage device 13. It should be noted that the
cal cul ati on ofpidieessinug atatve HRCothd dratiphdremn@0.yequi red when a charge
is cleared off each tine.

2. The sender A receives from the receiver B via

the communication interface 40 the request for
information service and the information that indicates

10 the processing rate for the encipherer 30, confirms
that the encipherer 30 of the communication terminal 60
of the sender A can handle information at the
designated processing rate, and notifies the receiver B
via the communication interface 40 that it is ready to

15 begin cryptographic communication. When it is
difficult for sender A to handle information at the
designated processing rate, the sender A transmits a
processing rate of which it is capable to the receiver
B via the communication interface 40.

20 3. The above procedures are repeated until both
subscribers agree on the processing rate for the
encipherer 30.

The above described procedures are very effective
when the sender does not know the processing rate that

25 can be set on the receiver's side, or when the receiver
does not know the processing rate that can be set on

the sender's side. When the sender knows the



20 Each tinme the service fee totalization period has expired, the

i nformati on providing center 10 charges individual users the cumul atjve
account total of fees for the users. Further, when the service fee 26
totalization period is over, the service charge, for 25 each user for the
period, that is held in the cunul ative account total storage area is aned
as backup information to another storage®#eans, and the 2 ~; ", ~~

99 service fee for each user in the cunul ative account total storage area
is reset. Through the above procedures, the enciphering rate can be

selected with a high degree of freedom Wen 5 the capability of t he

communi cation term nal 20 of a. user ow, .a Iom/chaE%F for

i nf or mati on prp(f\ﬂcﬁsﬁdngerr\ﬂt@e et t‘féar’sé)te SRfef"a hSerF SFred Vg cgmﬁjﬁ}i cation

t | 20 h b | d

CELQLP?ity, aaVIn P% ca 2 k?%?%ﬁapon SILrS@ﬁ éesgggﬁcéghanabe set.
It i's not necegsaly tq?l pc%rf%re MO O%nﬁ'izopr@'c%@uiifeeﬁr ocedly ¢ %ﬂl Offor

t he present | nventlion eac COI’TTTUI’]I cdtion I'S not requi red

exanple, a selg,gqrfoa%datroeq,gg\ﬁr R Yl RbYTaphieg 15 rate in advance
and perform cryptographic comunication in consonance with the rate.

Al t houghsi n t ommeaae@diuiR.,, the accounting nethod is changed i n consonance
with the enciphering rate, the accounting nethod can be changed in
consonance w th a 2@rp%ewigptayiephibriemmgeieattionn neaerketthatAs is

descri bed, according to the above

employs a key co-ownership system wherein a sender and
a receiver exchange a cryptographic key before
commencing cryptographic communication, not only

10 information for owning a key in common but also
information for a processing rate can be used in common
as a key co-ownership protocol. In this case, only
procedure 1. need be performed to start cryptographic
communication.

15 An explanation will be given for the procedures
for selecting a processing rate for the encipherer 30
at which enciphering (deciphering) will be performed

between the sender A and the receiver B.

Enciphered data communication procedures of the present

20 invention (for sender A)

1. The processing rate is set in consonance with
a rate setting signal to a value that is determined by
employing the preprocedures.
2. Secret key K,;, which is used in common with
25 the receiver B, is set to the encipherer 30 in advance.
3. The data are enciphered by the encipherer 30,

and the enciphered data are transmitted to the receiver



enbodi ments, the enciphering rate and the enci pher power can be sel ected
and the accounting procedures can be performed in consonance with a .

sel ect ed enci phering 25 rate and enci pher power. As a result, secur|4? FRTo
enci phering information can be provided and a service charge for it, or an
enci phering rate and a 2a; "’ ...~ - loo corresponding service charge
can be sel ected that conventlonally are fot taken into consideration, and
thus a charging systemfor information providing service with a high degree
of freedom can be provided. 5 An explanation will be given for the
invention for selectively using one of a plurality of enci phering systens,

and the sixteenth, through twent for changing an
account i ng met hod§ n° %%n%%ﬁ@ﬁﬁ%gé&f?P l?ﬁﬁ?é% 'ci phering system The 10

oo &t e BN UL Caadl e, e daRGLOLL 1B Bl aldg v o
points. Sixte anong
a plurality of; &ﬁﬁﬁﬁ | NS YSd&€8Byefgh @ charge for information providing
service is 15 Calcurated rn accordance with a sel ected enci phering system
Sevent eent h Enbodi nent i1k SRSEOESIAY I S¥StAMNdet S8l ddH s SHUREN - Kedvh
cryptography and public-key cryptography, and a charge for information
provi di ngs 20 s@ryvi€e sStEah@Us Bl i o af cRiianahant tis asireiddhsy i ng
system Ei ghteenth Enbodi nent: One enci phering systemis selected from
anong a pl ur al emyl ofitd ocke epreephecedgreyst ens, and a charge for
information providing service 25 is calculated in accordance with a

sel ect ed enci pheri ng-. syswmt Nkeret Bgnt h ol ob$ resed  in ptommdn twitlh f
functions Za,; ,~ .u - 101 are prepared for DES cryptography. One
of themis sel‘é‘&eﬁﬁ@@ﬁ%e@ aks esrt pHerihy) enpipharemdG an G-

i nformation prOV|d|ng service |s calculated in accordance with a sel ected
enci phering system35 THeit eREiPRAHRYI R AT FSTAHRE AT P8 em i s

10 sender A across a transfer path via the communlcation

interface 40, and are deciphered by the encipherer 30.
Through the above procedures, the enciphering rate
can be selected with a high degree of freedom. Even
when the communication terminals 60 of the sender and
15 the receiver differ in their processing capabilities,
they can be adjusted by performing procedures 1 and 2,
so that cryptographic communication is possible.
Therefore, when, for example, enciphered real-time
information is to be exchanged between the
20 communication terminals 60 of subscribers whose
processing capabilities differ, the communication
quality is lowered and the quantity of information is
reduced, and as a result, cryptographic communication
can be performed in consonance with an enciphering rate
25 for a communication terminal having a low capability.
The preprocedures 1 and 2 do not have to be

performed for each communication exchange. For



sel ected for block cryptography fromanong a plurality of operational

nmodes, and a charge for information providing service is calculated in
accordance with a sel ected enciphering system 10 Twenty-first Enboditnent i
One enci phering systemis selected fromanong a plurality of enciphering
systens "for perform ng enci phering while updating a key", and a charge for
information providing service is cal culat® 1 n accordance with a sel ected
enci phering 15 system Twenty-second Enbodi nent: Either an enciphering
system "for perform ng enciphering using a fixed key" or an enci phering
system "for perform ng enciphering while updating a key" is selected for

bl ock 20 crypto , d C f provi di ng. i.nfo [on . service is
cal cul at ed in‘%%%%?g%hcggmfﬁ% %g§%$%c$%% %ﬁ%ﬂé%é§%¢é¥s é%{a%ﬁinty-third
Enbodi ment : 1t_.i i ! r i ey generation
and sel ection %é%fé@?%ep%ﬁﬁég%%ﬁgsﬁ a%%ﬁc%%%%g%%%rﬁ%%r perform ng
enci phering Whidgnpdad+ \n 3a & C¥hat Npideed BN Yo REPNGgrbodi rent ., . _, "
U4, ~ ~L.: W- loa The essence of this invention is that information
provi di ng ser if&prSchdereédetd hHed Veedra sehdesquaikkd@ recei ver by using
comuni cation termnals that have sel ection neans for selecting a specific
enci pherithg 5 syst emadh osulageniber pbfiral ¢t yp odg s juh exonmpursicsd €ien  and
that accounting nmeans is included for calculating a charge for information
provi di ng serweeiork atapr iave ethe t poxaralehe | ptreragey dstean Thathown set  at
the communication termnal. Therefore, by enploying the 10 above descri bed
communi cat i on ierFigal 22 afoenehghevorraRrof Hegre ks ankption, Sudarge for
information providing service can be cal cul ated in accordance with the
security and @HrdEERY nY Key ethdht I RAH P DY TIRE QB RN

enci phering system 15 The pluraljty of encjphering systens to be selected
are not it PFRIRRETER phelR e RYEHRD MhRHPIaPS HEYT ol e

enbodi s. As_is explained, for the related ant, ther r e, frany

enci phg‘r?lirgng syssif%rrﬁgt%%?r%gel%ﬁ ]r-%an*flr?/n p’?l%lfoo%aeccp ant rno‘f A 1l%nﬁe enci phering

20 systens ca leﬁgng } j %\gmim . ip 1 syst em nade
by conbi ni ng ar}%ﬁjra éﬁ/g%gctﬁ%%{)%r ng syste%sl%sh?drqlrgl yglg‘;c]hggg an

enci phering syst&am i€y bent6! 64 SkdFatiteh PragePot WA iHbragiat eent h
Enbodi ment 25 In this enbodi ment, cryptography comruni cation 1s performnmed

by using a coraBiisatfOR é&Em weér 10s ShoHdd) ddthradbhlt Ftort OfRY | ses a
plurality of enciphering Z2) ; , i~
communication terminal 60. Although the portable
15 storage device 70 may be a part of the communication
terminal 60, so long as a physically secure area for
each user is ensured, the use of the communication
terminal 60 for cryptographic communication for each
user is limited. It is better that the communication
20 terminal 60 and the portable storage device 70 is
separately provided and that secret information for
each user not be stored in the communication terminal
60. With this arrangement, which is convenient for
users, whatever types of communication terminals 60
25 users may use, the users can exchange secret

information via their own portable storage devices 70

for cryptographic communication exchanges.



- 103 devices 11 for perform ng enci phering (and deci phering); a

comuni cation interface 12; a key generation and sel ection device 13;. an

sel ection neans 14 for selecting one of the outputs of the encipheridd 5 R
devices 11. The enciphering devices 11 enploy different enciphering

systens. In this enbodinment, it is assuned that there are t types of

enci phering systens: enC|pher|ng systen|ﬁ5 enci phering system2, . . ., and
10 enci phering systemt. The processing for these enciphering systens is
performed by the enciphering devices 11: enciphering device 1, enciphering
device 2, . . . and enciphering device t. Further, one of the enciphering

devices 11 that |s,€o he u%ﬁ%. be 15 eu%g: %% agheﬂgﬁpherlng met hod
setting signal. omnng ex FoITe dn enC|p erlné’deV|ce 11 is
cal | ed enciph mﬁﬁﬁ n qnﬁ

controlled byelaﬁfr errjllnm oer} %Pgh rhégz settl %gat:sgl%g]na ca6nrass O]ﬁ% one 20
of the encipherd %ﬁﬂ e £ htylgqtc 3 1R eRssd or the
enci phering systfg:'?n e per tﬂh “3 ect on%rreans a1487:’5 so set by an

enci phering neihed é?‘é?tl{dl'lﬁ.rﬁj gmlné hat, | org s SulthR ra%Rlowrferedmher er
1. Simlarly, when a process for the 25 enciphering system2 is to be
perforned, thedaasilpop@aise thd porcabl rsﬁdze@ebsde&ao@wla@imrum met hod
setting signal that it selects the output of encipherer T.on. d'

104 2. The copmusddate dior nteriffycngl 2 ips seworay, e e too trla;n:prertfdxm;ed)r
receive from a transfer path information that designates an enciphering
system and 5 thcamstiesmiigre tvhathdmton aadn@ pisered sbypnt aatdeaiigest | ng devi ce
11. Since generally the length of a key differs for each enciphering
system the k&ngEner &1 oif &iFdeled@ i-ofdeRPdeYed @ dheo PrdARI& as
means for 10 genera&vﬁf or selectlng a key that corresponds to an

enci phering syid SHG& Lol ected by an enC|pher|ng met hod setting

i | . h k t d s t d t |
Elegn?ha hgs gysgg r%acscro k?f’g#ﬁ'\ 5 q{ecﬁgleﬂ%lft e\él(?fs S[S: dg’%tr% % féerolmjébat Zldng ©
h
enci phering 5 coﬁﬂgspon otk Qi@Ud%%.?%@ %g%% '%ﬁb@ﬁfﬁ@%

prepares, in a vance eys1tn a nu equi val ent 0 the

nunber  of encigRRRIH1 siEfedidhat can be realized by the enci phering
devices 11, and selects a key fromanong 20 themthat corresponds to a

sel ected enci pheri ng, sysifse@mYdaimeht, 43 icommin@ LA keymdeRAr aHfkm and
sel ection device 13. The key generation and sel ection device 13 generates a
key accor di ng itno rike f2H lieniangp lalygar ifoiimecrpeogeyphiki echmhasiazadfdesi.fic
| ength, that 25 is input to the key generation and sel ection device 13 is
errpl oyed5as arBaqauaeallt/alsJesl(mn:l)e a®ESr diryptogrepbyf disl osedg aal gar i t hm 2
; . :3 - 105 x1,1 - f(xi) (i =0, 1, ) (1)
en01pher1ng system in this embodiment. Since DES

cryptography is an algorithm by which the same process
is repeated at 16 stages, as was previously described,
a single circuit can perform the repetitive process.

20 If a circuit is fabricated by employing a one-stage DES
enciphering process as one processing unit (PE), an
encipherer 30 described below can be provided for which
the processing rate can be changed.

In this embodiment, the DES enciphering circuit is

25 fabricated by using a plurality of circuits, wherein a
selector is located at each PE input terminal, to

provide the encipherer 30 for which the enciphering



b1,1 - g(x;,I) (i - 0, 2, . . . ) . . . (2). Asis shown in Fig. 43, the
key generation and sel ection device 13 conprises a processor 13a foqgﬁ;pvgpj
perform ng feedback cal cul ati on using expression (1); a processor 13b for ™
cal cul ating expression (2); and a conputing unit 13c for converting into a
key an output having a length, which is provided by the processor for

cal cul ating expression (2), that is requifd for a key 10 that corresponds
to an enci phering system sel ected by an enci phering nethod setting signal.
The conputing unit 13c converts bl, bz, . . . and bi, which are output by

t he processor 13b for cal culating expression (2), into keys having | engths
15 that correspond. t.o an epciphering .systemthat. is selected by..an

enci phering met eocdl%he?]ﬁnr% slfég)%%lc.arg« kf(%ycrfasngae(gelrz} s b BitS h%lvtﬁ}lga a

| ength that is (i y t j f S ct 59&{ i ng
system The fsedrels%glcéo({ Ig%és) [ sﬂge%%%%%%& u_c%_eea %lo&’rraaﬁ%er t r«%%*e
conputing uni ttﬂeg%@ééérﬂtg%\%nt%, for atidi 41k FHCEUENGPrdere OF

rearranges them The operation of the key generation and selection device
13 is as fol | ¥ He Jdidd Maldlow® 418 FIPUl240 thee kcigaierat iz 25 and

selection device 13. 2. x|, xz, . . . , xi are generated by expression (2).
Li ~'.~ 5J - iD&Fig. .24 eomgnnised etwx | PEXZ(operators Xi31ar ePE3ikaid t ut ed
into expression ( 2 ) , and bl, bz, . . . , bl are obtained and are output.

4. The conput iFEg unthal3areumaessdrs bgr .one .stadgearaf MESSs keys t hat
correspond to an enci phering systemthat is selected by an enci phering

met hod setti ngrgiphgringr ank ey spirctortBbandslaaan ¢h atuli ce 13, how
many tines cal cul ati ons for expressions (]ﬁ and (2) 10 shoul d be perforned
i s desi gnat ed I8 eft®nhct phefhn FHRFERI S €14 iaTF FYHAoLllad he 1% h of a
key to be output is control]led by the conputing unit 13c. The key
generati on an@EHR iRV ce generates a key having a |ength that

ot hod S8 1 ng. of e THEE 1R URETER 15 hdh S 4T AT S5t e S8R an be
designed as i ?ﬁg&%l' i gl d tion device 13
in Fig. 44 co% ri ses ]%&Yggy%s %ﬁfe }g%c;e%lg : .l}%{ tr?d]'anﬁzge; sel ection
means 13d. Thedeysridal K7, when -tl?é‘%cfi@raaﬁi%d NPty durt heHee e eSiRl 8y on

nmeans 13d, and one of themis selected by an enciphering nethod setting
signal. In thiz Jawuers i iFa Al exd ethe Wil1EE RS A dear@ids tdidgnal

corresponds to 25 an enci phering systemthat is selected by an enci phering
met hod setti ngilsi greHereafter, the selector 3 selects signal 3b and
15 the PE3 and PE4 are used repeatedly, eight times each.
When the encipherer 30 is to be operated at a low
speed, only one PE (PE4) is used for enciphering. More
specifically, when the operation is begun, the selector
4 selects signal 4a. The selector 4 thereafter selects
20 signal 4c and the PE4 is used repeatedly, 16 times.
The selector 3 and PE3 are not employed. In this case,
the time required for DES enciphering is twice the time
required when two PEs are employed, and the processing
rate is reduced by half.
25 Further, when the encipherer 30 is to be operated

at a low speed, the PE3 and PE4 use different keys to

perform enciphering for different users. More



In this enbodi nent, the key generation and 2" ' ~~~ - 107 selection
device 13 in Fig. 43 is enployed, which generates froma key having»%]““y%ﬁ
specific length a key that corresponds to a sel ected enci phering sygtehr A~
crypt ographi ¢ conmuni cati on network enployed for 5 this enbodi nent is shown
in Fig. 4, which conprises the information providing center and users A B,
and M Inherent and secret keys KA 6KB; . . . and KM are enployed in
comon between the information providing center 10 and the users. 10 The
ownership of a key in common can be achieved by the information providing
center 10 setting the keys in advance, or by a well known systemfor the

j O hi f.a. k is d ibed in Tsujili d h
LG ypt ogr apny RRECFORI T ok &RCERF: yRrabien okbahedl, (AR difgron, ang
73, and pp. 9710408 1990, The. USRS S ALY QUBDM0Ts L0 SEyE! gBiaph ¢

comuni cation net worl at~perforns information providing service have a
portabl e stor age. deyhoeoabeul 26nbNsEidoté? §Nalidecdastdabeds Nl
previ ously nmentioned enbodi neht s. A secr ef key, belonging to the user that

owns the portaphg SéPE8E8rdeVEELedls &Dghal Sad LRI 6¢hd WS Ak OgEQPhI C
comuni cation is stored in the portable storage device 30. |If a user other

than 25 the owges ks8edsSrépeateEle] keytimesr&iclkOonmAmi€eds otiman npt be
performed and a reliable information providing service can not be achi eved.
Ther ef or e, -the keys: for: differedbfusenki ape ssxurby ythentRER carsd dighiant | on
so as tolimt the access to secret keys and rel ease themonly to owners,
one of the porP@bl eenciphgredevestsfan differmnidcniseridars isan he
addition to a comunication termnal 10. 5 Al though the portable storage
devi ce 30 nay ®edpb¥edef the conmunication terminal 10 so long as a

physically secure area can be ensured for each user, the comunication
termnal 10 that cafP®E #iSed® fRFUERYPEBGPEHPFHED HFMATR RTKRAIRA ER h user
is Iinitf .10 It i@ better that the %ﬁnnuq%cq%%on term nal 10 and, t he
por t abl et %t or AYECEEYT cEPS0CRRIRRPEPL By PPOVH MR PEORPIFAY SR 1S
information fo . r.no ip ot o i cation termnal 10.
Wth this arra%%g%e’nn%géﬁhllﬁhé?rgg%lg%\@é%?"é%ﬁ’f%‘rsr%dﬂl%gé%&%]ra é;%/sésslrf%/pe of 15

comuni cation teeai ngl 40,8 HSEN e ABYpERIPELY30 L Uificit dhe&xchange secr et
information via his or her own portable storage device 30 for cryptographic

comuni cat i on. pAdCeHOI hGbt&tSt @42 U6e deyF+L£Ed bt e g1 20 i nformation
Wi th the communication term nal 10 across a
Although two PEs were employed in Fig. 24, the present
15 invention does not limit the number of PEs that may be
used.

The communication interface 40 in the sixth
embodiment can also be used in this embodiment, and the
cryptographic communication network shown in Fig. 4 is

20 used.

The cryptographic communication from subscriber A
to subscriber B is performed using the same procedures
as those in the sixth embodiment.

In this embodiment as well as in the sixth

25 embodiment, even if the enciphering capabilities of the

communication terminals 60 of the sender and the

receiver differ, cryptographic communication can be



safe communi cation path, and has a physically secure area as hol di ng neans
30a. Only an authorized owner can nornally operate the portable sto?%peﬂﬁ”jj

device 30, and the procedure for verifying a password, etc., is 25
perfornmed to determ ne whether or not a user is an authorized owner. An IC
card, etc., is enployed as the portable storage device 30. Jr .,~—~ 1 %

,.~.~J - 109 In Fig. 45 is shown the ar®&myenent of an information

provi ding center 40. The information providing center 40 conprises at |east
each of the follow ng conponents: a conmunication termnal 10; a 5 database
41 wherein information to be provided is stored; an accounting device 42
for accountin%?a fh%ﬁ%f i n consonance with provided information and
condi ti ons forP§hfotHett on providing; and a storage device 43 wherein are

stored the Secéfﬁh%ﬁYémﬁgdfﬁén£he users, 10 which are required for

crypt ogr aphi c ) d service fee information. In Fig. 45, a

plurality of comunicalion beritoalsmiPoAles Prone dse Or e oty 1

si mul t aneous transnission of information to a plurality ‘of users.” For a
l'arger informeij on REQYT S& NGn SYSEEPhe 2PN DEPstdRN DS fRtabase 41,
accounting device 42 and storage device 43 may be provided. In the database
41 that is desbéfipedimsnts SOPYPtbir&pBy démmieiSdeicd iofperpdimed tihat is
to be provided for users and correspondi ng charge information for 20

provi di ng i nf oishidg o SefmutEcathangesrminahe6@ hshiggen i i AF gt | 23. areEn

di vided in consonance with an enciphering rate at which the information is
enci phered foraddetsenyiar. eNbhéphefer 3Qasipdwn imhdimci Phetrs repeleyedn can

be set to C1, Cz, . . . or & by the 25 enciphering nmethod setting signal
a charge is sethakcermpnyses: vt REa3t cbPED} 9D PR FRFMHIDr#e®B®N i using
t he enci phering system C being set to Pi,j. The 2 ': - 110 above

a ; L'
descri bed dat 2PEREL PATREPSHLREsPEY FERP PRY u ARy 3 SMRHRT ol
dat abase, as a pase. Wen ch e is to be,cal cul at ed i t aki ng, t he
communi cat i on {)??‘rﬁe?"%%i ?2(1 fﬁ;gi ﬁ?i‘?ﬁg‘ﬁ”o ﬁ%ﬁ%?@oﬁ%iﬁ?ﬁ c® zlr%?%
consideration,sgi i%#s fﬁ%afs an information providing service charge for a
unit of connunlcafl ?l . The nunber of units of comrunication tine

required for provi dtagnt8EPEEREEOBomh A1 Gh PSS I 1efgh Sp&Al £ UbSE ed. The
i nformation
which the encipherer 30 is used is provided by
performing the enciphering process using the PE5S many
15 times. More specifically, when operation is begun, the
selector 5 selects signal 5a, and thereafter selects
signal 5b, and the PE5 is used repeatedly until a
desired power is obtained. Since, for example, 16-
stage DES enciphering is performed, the PE5 may be
20 repeatedly used more than 16 times to increase the
power relative to that of DES cryptography. It should
be noted that the enciphering rate is reduced in
inverse proportion to the count at which the PE5 is
repeatedly used.
25 Cryptographic communication at a low power for

which the encipherer 30 is employed can be provided by

performing the enciphering process using the PE5 at a



10 providing service charge for the comunication time unit is nultiplied
by an obtained value, and the resultant value is assessed as an i nfpEnatiion
provi ding service fee. The storage device 43 that is designed as is shown
15 in Fig. 47 has a key storage area, in which a secret key that is
required for cryptographic conmunication_s stored for each user who is a
menber of the information providing nefmgpkf and a cunul ative account total
storage area, in which a cunul ative account total of 20 service fees
assessed during a specific period is stored. This period is called a
service fee totalization period. The fee totalization period is specified
as one month, SRS TG J MRl AN rBi@ul ¢hag ceRl ehciOnamalays the
ota

far
cumul ative ac&GUnt” for each user that is stored in the cunul ative
account total ,starage ;3 §adRrALUR s tBankonseash thserrBoisi nfor mation
provi ding service during the fee , 0,1 1~ .3 - 111 totalization
peri od, and chaggsd.he disrle e SRlgelipiedstes. avbepea fopeeid iforf ee
totalization period has expired, the service fee for each user during the
period that wassstargftddgrdphy cund d#HES &an becrepeatteddly sisedadevwarea i s
shifted as backup information to another storage means, and a service fee
for eachsuser thart he cuimesattios eleaommse thet Powerorgda tdivea tios thadeof | t
shoul d be noted that the cunul ative account total storage area is not
necessary whe®Es rwphargyaphy ¢l eared of f each tine information is
provi ded. The accounting device 42 is designed as i s shown i% Fig. 48. For
information that i<re@than IKOusts ndths FAtGeFCHHEIaSIoM g T88vi ce 42
assesses a fee in 15 consonance with the enc&pheri g.,S s%pn1%p%%éfs
enpl oyed for FOWERLERGERSHIRFIRATIN. S AR FECHF 'ﬁﬁy6’5?%% can

extract charge infornation fromthe dafahas ting device 42
adds a cur r entPIRorHatToP QFARY faélzé tlg:s‘[ %@%@#&I}}gtn?ﬁg%;%éount total, of

a_user 30, to whom Ui | A1 TR Ol | e RA1AG, SUAT 2 el e o OF age

devi ce to updateac I've account tota d wites the new

cunul ative acggunt, & g{al c}%&é%ﬁm atipseeaccount total storage area for

the user in the storage vice 43. I't should be noted that when 25 a charge

is cleared of f eachpid rEohdfrfdE@Eid irscifadeded, int the mdixtkecessary to

cal culate a cunul ative account total and wite it in a storage area.
embodiment can also be used in this embodiment, and the
cryptographic communication network shown in Fig. 4 is

15 used.

The cryptographic communication from subscriber A
to subscriber B is performed using the same procedures
as those in the sixth embodiment.

According to this embodiment, cryptographic

20 communication can be so performed that the
cryptographic power for the communication terminals 60
can be selected by the sender and the receiver.

Ninth Embodiment

In this embodiment, a pseudo-random number
25 generator 10 is employed for which a pseudo-random
number generation rate can be set by a generation rate

setting device.



J ~.,:~ .3 - 112 The above described devices constitute the inforn3LjQQ‘,,
provi ding network for this embodinent. The follow ng procedures arel b .15
performed for a case wherein the user A requests specific information from
5 the informati on providing center 40, the information providing center 40
transmts the requested information to the user A and charges the user A a
fee for the information providing serviteP 1t is assuned herein that the
user A has received 10 the information service fromthe information

provi ding center 40 several tinmes during a current service fee totalization
period, and that the cunul ative charge for the user A for the current

period, which is Sﬁe*fsi%@@g%‘i%@“gg %C&%ntfﬁaﬁi tof g6, g ea in the

15 storage device urther,”1t71s assunmed t hat’ t he nane of

the informati %ﬁ@fa%ﬁmé{@ HSETridd rﬁ&é&?&%&é%é%%ﬁ&i ndf PeoFur t her,

it is assunmed at the user A desires ‘enci phered system ( be used for
providing Info.g ldaRdsh 408 by tthe FSSUEO-dA@ M g | i€ Ned i ©ihg

provi ding service fee for enciphering systemC~ is Pinfo,~, in accordance
with the amuniewicd NfDr Mathid Eddl 198 GHEFRIRED Nch rAlch FWiddesotleatit is

assuned that the user A knows the information nane Info and the basic
charge PImto. ja ipluchiiee. o2 claockdarnith | dinf fegreaxtp| fareduencied drse assuned
that authorization for the authentic user A has been provided by his or her
own portabl e grEparedietd caps8ate Xige pseudo-randon -numbieh3 generator

10, and from among them, one operation clock is

selected in consonance with the pseudo-random number

generation rate that is externally set.

10 It should be noted that the generation rate
setting device 13 shown in Fig. 21 is employed in this
embodiment.

The algorithm used for generation of a pseudo-
random number sequence is not limited to the one that

15 is employed in this embodiment, any algorithm can be
used. An explanation will be given for a case wherein
employed is an algorithm for generation of a pseudo-
random number sequence that is secure from a
calculation amount, especially, an algorithm for

20 generation of a square-type pseudo-random number
sequence.

A square-type pseudo-random number sequence is a
sequence b,, b,, . . ., which is generated by using the

following procedures.

25 Square-type pseudo-random number sequence

Supposing that p and q are prime numbers that

satisfy p =g =3 (mod 4) and N = p + g, a bit



and that the portable storage device 30 is so set in the operating state
that it can comunicate with the comunication termnal 10. In additigpn,it;
is assunmed that authorization for the user A as an authentic 5 subscribér ™™
has been provided by the information providing center 40. The two
aut hori zations can be provided by a well known authorization techni que.
I nformati on providing preprocedures of Th%lpTesent invention 10 1. The user
A requests that the information providing center 40 provide the service for
Info, and at the sane tine, notifies it of a desired enciphering system
g, for providing information. 2. Upon the request fromthe user A for the
15 service for_Info, the information p pdi g 0.fr L to the
user A the cha?%guﬁpg?o,br ﬁﬁr anofﬁa&géﬁﬂp?%vggghgggérs cgﬂég}%E
enci phering sy i . the i hg._§ ecej,Me
i nformation se?%?g%%%e&?%érltﬁ n’?gl,élfgﬁé ﬁ@%?egutégtg goi?hghgn?g?n&ti on
provi di ng cent gs148wiAgPEeYi Qi l8f e1bhtibhg: user does not agree with the
received information service fee, the user notifies the information
providing center 40x}90 £anfabdtke serviog for2)nfo, any this procesyre is
thereafter termnated. 25 The follow ng procedures are enployed when the
user A refuests thebjnd dismi(koh progd dk N, center. 40 for the. service)for
i nformation Info. | ~; ~ ( _ .,::~- 114 Information providing
procedures of ihecpliednd Bquanerbypéf pseudd orapdommpnbsey déeguenneer) 1.
The selection neans 14 is so set by an enciphering nethod setting signal
that it sel ectEttakogldubpunosedathehciphifihy ssprepertaitthe Hewerndned by
the preprocedures. 2. The secret key KA which is held for the user Ain
the key storageihfeadnfl vhenstbeagerheyi et bitsfoxdrodela Nt tRal Jval ue
to the key gengrﬁé'on nd 10 sel ection device 13. A key is generated that
corresponds tot ] hering systemthat is selected according to the
enci pherjfhg net hod t] j n i i he,
encipher*Qg devi ce iﬁé 539?%%ggﬁé?p §§P§§ g%@é%@ §§3%$£i%§§¥%ﬁbeu%f the 15
sel ection nean 4 egLs .ph e ) | Sp O t
enci pheri ng de@?%etﬁg% gﬁigﬁeﬁggdg%gﬁn%néélﬁﬁf%¥é§%r%%$§gégﬁﬁé%? and
transnmits the sgtefpeioRNEhRBELRE Q8¥ErhPnAPEONSEF A Modt tEnLORARIAI cat i on
interface 12. 20 Information providi ng procedures of the present

for N is difficult from the view of a calculation

amount.
i5 In order to adequately secure the square-type
pseudo-random numbers, it is preferable that the bit
count n for modulo N in the sgquare expression (3) be
approximately 512. Secret keys (initial values for the
pseudo-random number generator 54) K,, K;, . . ., which
20 are employed in common between the subscribers, are
1 <K, Kgj, . . ., <N-1.

The pseudo-random number generator 10 for
generating the square-type pseudo-random number
sequence is the same as is shown in Fig. 19.

25 The encipherer 30 for which the processing rate
can be set can be designed as is shown in Fig. 27 by

using the above described pseudo-random number



invention (for user A) 1. The selection neans 14 is so set by an

enci phering nethod setting signal that it selects the output of thejg "5
enci phering systemthat is determ ned by 25 the preprocedures. 2. The o
secret key KA, which is held in the portable storage device 30, is set as
an initial value t" i, ,~~~,;:;7 - 115 to the key generation and
sel ection device 13, which in turn generatZes a key that corresponds to an
enci phering systemthat is selected by an enci phering nethod setting
signal. The generated key is set to the 5 enciphering device 11. 3. The
enci phered data are received fromthe information providing center 40

across a transfer path vja the communicatjon interface 12, and are
deci phered by qeﬂée’g?l%‘?‘bhje&i n e’b%v?%%laq?r% TEER | G eh ST BFF ecei ves

pl aintext that,_is output b e, enci pheri.ng. devi.ce 11 \g/:ni ch is determ ned
by the prepr ocbe%lu?%%l.igh%léeie%/&glerhe% Slo%m%ogi MR et oh HeVTiTe in Fig. 44

can be used. 'éhéfﬁ ef:ﬁgﬁ,esr&g@enll(py l&g%ﬁ%&i%iﬁii% aFi\A%e;]_ri of a

plurality of keys.” [n ot wor ds, I's owned in common by

the informati QL psovidd N SEMES-Aohd Adibess Yerfdrd o atstddditsad by key
KA1 for enciphering systeml, KAZ for enciphering system2, . . ., and KAt

for enci pheri ngeShsd Bre tor Tderauf©ragi i on providing service fromthe 20
information providing center 40 to the user Ain this enbodinent is

per f or med accor di ngré gpéEoim| o pige iy ackires . thas drie geammoauras are
the sane as those descri bed above, no explanation for themw || be given.

| nf or mat i on prexcdisigvereR ethirpsrivridd witds ewct2 Dithvientinguy f or
information providing center) 1. The selection neans 14 is so set by an
enci pheri ng nm¥widntextiand st geesudodrandon diumher tgeguence jhat-is~ ':.J -
116 output of an enciphering systemthat_is determ ned by the

pr epr ocedur es.gener S ridte iRseyde1r i AuMheorgagratesy 10, apd Kpt ),
which T held for_ the user ALn the key 5 siergae arep 1 pLhe storage

deciphering, an exclusive OR is performed with each bit
in input enciphered text and a pseudo-random number
sequence (the same as that used for enciphering) that
is generated by the pseudo-random number generator 10,

15 and as a result, plaintext is acquired.

In this embodiment as well as in the previous
embodiments, the communication terminal 60 that is
shown in Fig. 20 is used for cryptographic
communication.

20 In this embodiment as in the sixth embodiment,
even if the enciphering capabilities of the
communication terminals 60 of a sender and a receiver
differ, the cryptographic communication can be
performed.

25 Tenth Embodiment

In this embodiment, a pseudo-random number

generator 10 shown in Fig. 28 is employed for which the



key generation and selection device 13. A key is selected that corresponds
to the enciphering systemthat is selected fromanong the plurality @ff Keys.;
KAL, KAZ, . . . and KAt according to the enciphering nethod 10 setting
signal. The generated key is set in the enciphering device 11. 3. The

enci phering device 11 enci phers data, the selection neans 14 sel ects

enci phered text that is output fron1thé'éﬁkrbhering device 11, which is 15
determ ned by the preprocedures, and transmts the sel ected enci phered text
to the user A via the conmunication interface 12. Information providing
procedures of the present invention (for user A) 20 1. The sel ection neans

14 i t i i i j i l ects th
out put “of "t he HHaTtor TR0 L, et R LR AU el T 95 oor ocedur o, 2
The secret key KApge CORSESIENN Of o\ 0 Adhe TaRRb JRINGoMHHbd,S hel d in

the portable storage device 30, is set to the Key generation and sel ection

device 13. Frojpad@digost heo pliréhid Yebod@ien tldbn &7 set extedtthlly? a | "]
~~~ - 117 KAt, the key generation and sel ection device 13 selects a key

t hat corresporms d® i enctipdessagdcysdredon himbesr spdreataahbyl Arcan

enci phering nmethod setting signal. The generated key is set to the

enci pheritng deéwe cetiuctirdd dheleniegdweile dat acefiegrarereidje Kdirigphit he

i nformation providing center 40 across a transfer path via the

conmmuni cat i on ¥warurfacl 9etomnMatsunietd @l diidekit Haadnei"Jlemdimgetevi ce
11. The selection neans 14 receives plaintext that is output by the

enci pheri ng 10MulctdrkiqationBh NentraenenhMethpd Bepniamiicde@diaxs. The
accounting procedures wi |l _ now be_explained for after the information

provi di ng centRIWeR FREGIIIRA dPd it S dRE AFIFBERiEY have the
Prosent | nvention AT Frovinte PP aahad e
extracts § romdie; dalabase) A1yd 1f ofgratiOn d hafy 21609 4 Lo RYgE N9
According to this method, the pseudo-random number
generator 10 can be provided by performing a repetitive
process using an operator (processing element: PE)
shown in Fig. 11, and a circuit ranging from a small
15 one (low~speed processing) to a large one (high-speed
processing) can be provided in consonance with the
number of PEs 14 that are employed. The PE 14 shown in
Fig. 28, which is so structured as is shown in Fig. 29,
comprises registers R1l, R2, . . . and R9; an adder 15;
20 and a multiplier 16.
When the pseudo-random number generator 10 is so
arranged in advance that a plurality of PEs are
employed to perform a repetitive process, the pseudo-
random number generator 10 generates pseudo-random
25 numbers at a high rate when all the PEs are operated,
while it generates pseudo-random numbers at a low rate

when only several PEs are operated.



Info with enciphering system{ is PInfo) j 20 2. The accounting device 42
cal cul ates an information providing charge. In this case, the charg?ﬁlﬁvzﬁﬂ
PInfo, j 3. The accounting device 42 adds the charge Pinfo to the I
cunul ati ve account total ChargeA of the user A, 25 which is held in the
storage device 43, to acquire a new cunulative account total, ChargeA +
Plnto,;. which is then witten for the“uédr~A in the cumul ative account

|~ : ', .:u - 118 total storage area in the storage device 43. It should
be noted that the cal culation of the cunulative account total is not

requi red when a charge is cleared off each tine. 5 Each tinme the service

fee totalization pee g ips cotpld g LhachnhOnBRL GerRLaddi g cent er 40

charges each individua curmul-ative accounf total of fees assessed

for the user. Frihan,, WEHDS SRIMLCE nheatiehdl iraal Wi cherhed has
expired, the service fb charge, for each user for the period, that is held

in the cumul atj e ACGAWN bt dlarSid 4@ idEea iisS siiowed ias Fiackap .i nf or mat i on
to anot her storage neans, and the service fee for each user in the

cumul ative aceetydeRidd- rSHdcagaumited igeneeatbr 19 T dugh Gle above
procedures, the enciphering systemcan be selected with a high degree of
freedom sWhen comparicieghemwicnPEsy sit7e AR eado PERQe| wbticdh wher diescriidesecurity
is high but a |oad inposed for enciphering is great, a charge for the

i nformation priovitdieng@yes grafiexensgt sad dwohisgheclips® 48 e FELEHFE g
systemis to be selected wherein the security is | ow but an _inposed | oad
for encipherirg ans sedlactar dhar e Gelesdors endtico FOREAdiEy e i ce
can be set low. In other words, in this enbodi ment, between the 25

i nf or mati on preAteliSREdad S1HPland a user, cryptographi c communication can

be per o Tor Wheh S L RIS SR finshit fREMIES St L 10
et e b 1 AL AR e e R R g

generate pseudo-random numbers. More specifically,

when the operation is begun, the selector 1 selects

signal la while the selector 2 selects signal 2b.

Thereafter, the selector 1 selects signal 1lb and the

15 PEl and PE2 are used repeatedly as many times as one

are required for the square-type operation.

When the pseudo-random number generator 10 is to
be operated at a low speed, only one PE (PE2) is used
to generate pseudo-random numbers. More specifically,

20 when the operation is begun, the selector 2 selects
signal 2a. The selector 2 thereafter selects signal 2c
and the PE2 is used repeatedly as many times as are
required for the square-type operation. The selector 1
and PEl are not employed. In this case, the time

25 required for the square-type operation is twice the
time required when two PEs are employed, and the

generation rate is reduced by half.



5 each comunication. It is not required, for exanple, when the information
providing center 40 and a user determ ne an enciphering systemin a vanq
and perform cryptographi c comruni cation in consonance with the syst 10
Sevent eent h Enbodi nent In this enbodi nent, a communication term nal 10
shown in Fig. 49 is enployed, which conpﬁgfes a plurality of encipherers,

15 and 16, for perform ng enci phering (a deci phering); a comunication 15
interface 12; a key generation and sel ection device 13; and sel ecti on neans
for selecting one of the outputs of the encipherers 15 and 16. Two

enci phering systens are enployed in this enbodinent: 20 1. DES enci phering

system (or FEAL enCﬂwﬁP@ﬂéP éﬂéﬁeﬁeaﬁs&é&%ﬁd&nm@%%&ﬁe“ng
system 2. RSA enci phering system (or El Gamal enci phering systen) as a

specific publifkey epchohspergrsysiens The dfeenctmbheriNtakievwee (or the
FEAL enci phering 25 device) 15 and the RSA enciphering device (or the

El Gamal enci phetfd nii eyt €.} Héyeceo npet Sdri hen@ipieasinffdih el enhademrent .
The DES enci phering system the 1 ~: .:~w- 120 FEAL enciphering
system the RASeaxi phéosregspysthecahhyl, twieerk! tharadperet jphrerisndoeayst em ar e
i ntroduced nerely as specific exanples for common-key enci phering or

publ i c-kéy encilphesélegtandl t$elecesecpignal cva ivrile thei@elegtiardto t hese
and can be applied for other cryptographic algorithns. Wen the

communi cat i on Seker Rl signah F3¢g. Tereagigy oydte BelertPES &figtied i ng

system the selection neans_ selects the outgut fromthe DES encgyherlng 10
devi ce 15. WherignRl chemitinttar thn selertel 4rslecsd B bhy2%h

enci pher i ng deS b 8 o RE, AER T el ERPeR POl B MBI GCVSE BF the 15
communi cation 104 efl Ace &g F&d RS SGLSF I QPpd T rdion. At this
10 time, if the keys for different users are set by the
PEl1 and the PE2, enciphered text for different
subscribers can be acquired.
That is, a plurality of such PEs are prepared to
provide the pseudo-random number generator 10, and the
15 processing route is determined in consonance with a
requested processing rate, so that the pseudo-random
number generator 10 for which the processing rate can
be varied can be obtained. Although two PEs were
employed in Fig. 30, the present invention does not
20 limit the number of PEs that may be used.
An encipherer that includes the pseudo-random
number generator 10 of this embodiment is structured as
is shown in Fig. 31. Further, in this embodiment, a
communication terminal 60 shown in Fig. 23 is used for
25 cryptographic communication.
The communication interface 40 in the sixth

embodiment can also be used in this embodiment, and the



in this enbodi nent are the sane as those in the sixteenth enbodinent. It
shoul d be noted that the key generation and selection device 13 in Fig. 44
is enployed to select a key that corresponds to an 20 enci phering syt éiff 133
which is selected by an enciphering nethod setting signal. Mre
specifically, when the DES enciphering sysiemis selected, a key that is

di stributed in advance for DES enciphering’is sel ected. Wien the RSA

enci phering systemis selected, a public 25 key for RSA enciphering is

sel ected. Further, a cryptographic comruni cati on network shown in Fig. 50
is enployed for this enbodinent. A 2 ~ :~~";:~~ - 121 comon-key and
public-key cry L : jcatlon. net i i g 50 is.proyi ded by
Bading & publ | RO Shrag Aot O APEabE e T B8 1EES (he
common- key cryptographi ¢ communi cation network in Fig. 5 4. For information
provi ding service, since only an information providing center 40 perforns
enci phering, the inménat:ypaogfgghﬂbn@oxﬁ@unﬁféaﬂﬂorhofﬂﬁnté\ﬂo@@_biﬂ)@rk&ys of

i ndi vi dual subscribers in a database 41. In the cryptographi c conmuni cation
net wor k shown 48 &ub&tgibaP, Beashpsubsemedelshegretd ysdmed dsrecs@ares key,
whi ch corresponds to his or her public key, and a key that is owned in
conmmon W % h t hesi bhoseainobther ointhngmbedirend). In Fig. 50, public keys of
users A, B, . . . and Mare denoted by KPA, Kpe, . . . and KpM 15 and
their secret keys afe tbhotedbogiRrent, kg$ well as gl tavsigthkB, . . . and
KM indicate respectively a common key that is used in common by the

i nf or mati on pr%Wb%@h@eE%nt%Veﬂolﬁth%s%FC¥Ph%F¥RﬂnﬁﬁPq&$ﬂ%?&ﬁsi%fuﬁ@% in
comon by the infornmation Rrovidl % ceqéer 40 and user 20.B, . . ., and a
conmon key t hatoTRURIGA AR cERFBHBYSt 82 PhitheetsirhraRd dFy center 40
and user M Therefore S [ secrefly halds his or, her. own _secret key Ksj
2nd common key $SSSr ShotREERE  E-TRFRTFRIER PYOVIRA iy A htaas K 25

| nf or matjon proyj di ervice fromthe information providing center 40 to

t he useriﬁtacé%¥%?%€ﬂ?%'the present invention is perfornmed using the
followng L gyaventh Embodimént - - 122 procedures. The preprocedures
and the accounting procedures are the sane as those in the sixteenth

ermbodi ment . | nf or mei i p8epd6VEEhdsh PIRSEH Fateitdhe presenthich nvention
(for information providing center) 1. The selection nmeans 14 is so set by
an enci pheri ngpsetdodrseddn ngusbem ajehdrdtidn s tecticand e adtpuis adl =

enci phering systemthat is determ ned by the preprocedures.
employed in this embodiment. 1In the ninth and tenth

15 embodiment, since a key that is employed in common
between the subscribers is fixed, the initial wvalue for
the pseudo-random number generator 10 is a constant
value when a sender and a receiver are the same, and
thus the same pseudo-random number sequence is

20 generated.

In this embodiment, even if the sender and the
receiver are the same, the initial value of the pseudo-
random number generator 10 is altered each time and the
security is increased.

25 In expressions (3) and (4) in the ninth embodiment
that are the procedures for generating pseudo~random

numbers, x,,,, which is sequentially updated by the



10 2. Either a common key KA or a public key KpA, which is held for the
user Ain the key storage area of the storage device 43, is selecteg as. o8,
key that corresponds to the sel ected enci phering system The sel ect Q'kéyﬁd
is set to the enciphering device 15 or 16. 15 3. The enci pherer 15 or 16
enci phers data, the selection neans 14 se|ects enciphered text that is

out put by the enci phering device, whi ch™ i &/ det er i ned by the preprocedures,
and transmts the sel ected enciphered text to the user A via the

conmmruni cation 20 interface 12. Information providiny procedures of the
present invention (for user A) 1. The selection nmeans 14 is so set by an

enci pher ing et hogh 56k L08c81902bnt NaL b41 864 G SiAbErAD) b pHbLOL bhe

enci phering systemthat eterm ne y the preprocedures. 2. According to
an enci pheri ng. et DOSu§6LFhRGom numbet Generdtor 128. signal, either common
key Kp or secret key Ksp, which is held in the portable storage device 30,
is selected as a keynh&hpteG@bLLSRABHSNEMbEPEgSREELtEEH EDMCiPheri g System
The sel ected key is set to the enciphering 5 device 15 or 16. 3. The

enci phered datemps@inenti yedlidesm & hprotéossmt 1 on PooVvpeh Hgreenger 40
across a transfer path via the communication interface 12, and are

deci pheredl by féeedeackpbelcudatiboncef 1€&xpredsioThes el @nd | @npitdcasans 14
receives plaintext that is output by the enciphering device 15 or 16, which
i s determ ned bybtferppepforeing cEcedbadk rltelabbor @f rxpeesionn

enci phering system can_be sel ected_in consonance with the secrecy 15 of the
i nformation thed)i s20iBeSPPERi HodFigor3espaRd ¥e30s cthetintemna

ubl i c-key enci pherj system can_be sel ected. For da having a | ow
gecrecy Igvel,V%Bhﬂ%ﬁgk5§a5nt?p%%??ﬁ§3c5% ?%PE%E%%Q%dsz'sit$ ify the

ing. Theref ' f i nf j idi
Cervice that i EORRShaREZ AFERC ot Lo iRt el AT off caf Be
i dedy  Ei ' t .t hi '
Communi 22 i on Ko FRRAT 100ERdan BB 70 SRR O B B ura ity

of enci pher er soddm@Rfcd 8ioh Ote PRIAST N6 G Isieieh PIETH Y. (26 £9ei phering); a
communi cation interface 12; a key generation and selection device 13; Vn

V ~ u. - 124 grdmsedect iantheansntRrase! st tefhed Dhedbhe SLh@et hef

initial value is set to the pseudo-random number
generator 10, movement of data is unidirectional only.

15 In this embodiment, however, the internal variable can
be read from the pseudo-random number generator 10 in
the reverse direction. A common key, which was used
for the current information servicing, is then replaced
by the internal variable that was read and that will be

20 used as a common key for the next information
servicing.

Since the pseudo-random number 10 is replaced by
that shown in Fig. 27 or 31, its processing rate can be
varied, so that an encipherer 30 can be provided

25 wherein the processing rate can be changed each time
the initial value for the pseudo-random number

generator 10 is used. Further, the previously



the encipherers 17 and 18. Two bl ock enciphering systems are enployed in
this enbodinents: 5 1. A DES enci phering system 2. An RSA enci pheri

system The DES enci phering device 17 and the FEAL enci phering devicgqi8 it
perform the enci phering process for the enbodi ment. The DES enci pheri ng
system and the FEAL 10 enci phering system.are introduced nerely as specific
common- key enci phering exanpl es; and tﬁegbrésent invention is not limted
to these and can be applied for other cryptographic algorithns. Wen the
communi cation terminal 10 in Fig. 52 is 15 enployed for the DES enci phering
process, the selection neans almays sel ects the output fromthe DES

enci phering device 17 4 NGAHIRAN 68 FaRdbelBelss gaarl @yed for
t he FEAL en0|6heﬁiﬁb process %h ectléﬁlneans 14 aFwa?g gglectgethe

output fromthg %%3% effidard H?Eg_-é{e\g(pe 18. The key generation and
sel ecti on device t he connunlcatlon interface 12, and the sel ection

means 14 in this empdid®ptcygiie commasddase iin tthd ssiexbeddtient
enbodi ment. The cryptographi c conmmuni cation 25 network in Fig. 4 is

enpl oyed for tfidnm eddinmdr AIh&:pnnﬁﬁﬂumms-Bonscoeuﬁnﬂm@ﬁl@ﬁlbgtmeen an
information providing center 40 and a user A, and the o . - 125
account i sy pr aedwamee iprddedumrsh el e snaynpemf¢hﬁe@lmﬁhthe same manner
as are described in the sixteenth enmbodi nent. Ni neteenth Enbodi ment
embodiment. It should be noted that, for both sender
and receiver, an additional cryptographic communication
procedure is required at the last in which "an internal
variable value of the pseudo-random number generator
10 when deciphering of enciphered data is completed is
secretly held, in the holding means of the portable
storage device, as a new initial value for the next
cryptographic communication with subscriber A (or B).
In this embodiment, as well as the sixth
15 embodiment, even if the enciphering capabilities of the
communication terminals 60 of the sender and the
receiver differ, cryptographic communication can be

performed.

Twelfth Embodiment

20 This embodiment shows an enciphering system
wherein a pseudo-random number sequence that is
generated by the pseudo-random number generator 10, for
which the processing rate can be set as is explained in
the ninth, tenth and eleventh embodiments, is employed

25 as a key series for the encipherer, for which the
processing rate can be set as is explained in the

sixth, seventh and eighth embodiments. This



5 1n this enbodi nent are enployed a communi cation termnal 10 shown in Fig.
53, which conprises a enciphering device 19 for perform ng encipherz@g:ﬁgm%
deci phering); a conmunication interface 12; and a key generation an C
sel ection device 13. The selection 10 neans 14 enployed in the above
described embodi nents is included in the gnciphering device in this

enbodi nent. In this enbodi nent, a DES (involution) enciphering systemis
enpl oyed. A plurality of f functions that are included as conponents are
prepared, and a 15 plurality of enciphering systens can be set by sel ecting
a specific f function. Since the DES enciphering systemis an algorithmfor

repeating the SQBIEPLESSsy St NGt ££ELE CEEbm Colle PESAGERE I HEal epeat ed
process. If a circuit is 20 constructed with a one-stage process for DES

enci pheri ng aseBEpHEOLESSEPGtami t yahBRoEd | ClivdmiBa P sestsensabegdhy to
perform an enci phering process. An enci phering device 19 in this case is
desi gned as i sIsdibwn"$aquate-tpde gheuéocraphéom ngulest cged®ratolbakig. 54
conprises registers 19a and 19b; an exclusive OR circuit 19c; a plurality
of f functionspdd¢tida] enciphering;suatenectrployingdahech sen¢bpher) ecting
one of ... ~.~r1r 20~e.; ~U3 - 126 the plurality of f functions.
The sel ecti on fesikttube ¢£ ebpctvbnid byformaptephand ngempenbaateeri ng
signal. A plurality of f functions can be provided b reparing Sbox sets
in a count eqRGIRIRTTo THEE %?‘%9th%9?3T6%bt%QwEPa d€h$ PEPEEFBRF| , Sbox

set S11, Slz . .. . apd S18 is enpl oyed; for f function fz, Sbox set of Szl,
Sez, 1 andrayis ESE e, SaS TR eE oY Yhe RETURCTTORAOT RUBPET er ent
enci phering systens be prepared. In this case, for function fl, an f
function 10 fcﬁeTﬁf?gg%i%%%P?%gg?§°used; for function fz, an f function for

FEAL enci pher ing i Spiisethod pher1 A90s900OR- 14 425 ASMESALEG: 308 SpLect i on

devicg 13 and communi cati on |ntgr .are.t e sane as thpse In the.sixth
enbodi mepd, ansh-dNEA&d YIRY Ofth 2P £+ £QPPUBLRBLALEI IR StV Kpddudibg. 4 1S

enpl oyed. In this enbodinent, the procedures for communicati on between an
information prewdbmon@fféer generator 10 in the seventh, tenth or
eleventh embodiment, for which the processing rate can
be set, and the encipherer 30 in the sixth, seventh or
eighth embodiment, for which the processing rate can be
15 set.

In this embodiment, an explanation will be given
specifically for a case wherein a pseudo-random number
sequence that is generated by the pseudo-random number
generator 10 in the ninth embodiment, for which the

20 processing rate can be set, is employed as a key series
for the encipherer 30 in the sixth embodiment, for
which the processing rate can be set.

As is shown in Fig. 33, a communication terminal
60 in this embodiment comprises: an encipherer 30, for

25 performing enciphering (deciphering) according to an
algorithm that is specified by a network; a pseudo-

random number generator 10, for generating random



40 and a user, and the accounting procedures are perforned in the sane
manner as described in the 20 sixteenth enbodi nent. Twentieth Enbodi/rient; A3
comuni cation term nal 10 enployed in this enbodi nent has the sane
structure as the communication termnal 10 shown in Fig. 53. It should be
noted that 25 an enciphering device 20 is &nployed instead of an

enci phering device 19. Selection nmeans 789 ricl uded in the enci pheri ng
device 20 in this enbodi nent. Since 2 ~;'~":; L~~3 - 127 the bit length
of a key is not changed by an enci phering system a key generation and

sel ection device 13 is not always necessary. A block enciphering systemis
enployed as anamOELPNERILN SySteOLhpe HUs SrbOfbPali ofWhdiety, one of

the foll owing nodes 1n which the block enciphering systemis enployed can
be set by an e@&b@f@ih@gtaeéhoglgsﬂtﬂﬂ shapal s éﬁzeé\ﬂff&l'l KEl|edric
Codebook) nmode 10 2. A" CHC (G pher Bl ock Chai ning) node The CBC node,
though it w | I nbew8ergerabedmpateng whit be, bfoefdynexptondgeche When

pl ai ntext is denoted by M; enciphered text, G ; initial value, 1V,

enci pheri ng uspagudoypéodoaphunb&ey Khatxaranoutibuteoy ptiss i pepwddng
cryptographic key K, DK, the CBC node is represented by the foll ow ng
expr essi oms: cﬁandEK(mmber\,g;enerato(@O Cinto x(key seies fox the 2, 3,

) o s (4) M= gc:) +IV. . . (5 20M =DK( G ) +CG_1) (i
=2, 3, . . . ¢nciphergresf; Tﬁecgmuph@@w@’ld@w%f%eu X 1% embodi nent is
arranged as shomn in Fig. 55. The enciphering device 20 in Fig. 55

conprises a bI%ERlEB%Fh%%rE?tﬁoﬁetEEP%c@?YﬁF%E%%s aep @ fIRNYH SRR ng one of

two i nputs;
P rate setting device 13.

The enciphering rate setting device 50 in this
10 embodiment is shown in Fig. 21. The processing rate
for the encipherer 30 can be set externally by the
enciphering rate setting device 50.
The generation rate setting device 13 in this
embodiment is also shown in Fig. 21. The processing
15 rate for the pseudo-random number generator 10 can be
set externally by the generation rate setting device
13.
As is described in the related prior art, the
computing unit 20 converts a pseudo-random number
20 sequence that is output by the pseudo-random number
generator 10 into a series of keys for the encipherer
30. Therefore, the processing rate for the computing
unit 20 should be changed in proportion to the
processing rate for the pseudo-random number generator
25 10. A clock signal that is selected by the generation
rate setting device 13 is also used to change the

processing rate for the computing unit 20.



25 and an exclusive OR circuit 20c, for performng an exclusive OR
operation for each bit. The selectlon means 20b is controlled by an;; - 1303
enci phering net hod 2 ~: 11~ ~~~~- 128 setting signal. Wen t e 2 iR
enci phering device 20 in Fig. 55 is enpl oyed in the ECB node, a series of O
bits is used as an input initial value Iﬁ The sel ection neans 20b 5 al ways
selects the initial value IV. Wen the e &ibhering device 20 is enployed in
the CBC node, an arbitrary series of bits is set as an input initial value
V. The selection nmeans 20b selects the initial value IV when the first
block is to 10 be enciphered, and thereafter selects the output fromthe

enci phering devi cepgQenbl 1§ %%ﬁe%%&%%sébwbﬁﬂ%tﬁB% b thakkaliee Ithd o be
kept secret between communi cators. The key generation and sel ection device

13 and the 15.peRpHRIGAL eatknkerkaes &2vibet B shyt eest Geprbadinpnt are
al so used in this enbodinent, and the cryptographic comrunication network

in Fig. 4is ﬂaeé.séhelﬁgoaedubes1Bope®ﬁﬁmunmuathem Heeweed ldnyi.nf or mat i on
provi ding center 40 and a user, and the 20 accounting procedures are
perfornmed in the s@he cenmeniastisndésdcerifedei 40t ha $het eémtth enbodi nent .
In the preprocedures, however, a procedure is required owing the initial
val ue | V5whenenhedCBEnnde idsoecuserdedn this embodiment, and the

cryptographic communication network in Fig. 21 is used
for this embodiment.

The cryptographic communication from subscriber A
to subscriber B is performed using the following

10 procedures.

An explanation for the preprocedures for
cryptographic communication will not be given since
they are the same as those in the sixth embodiment,
with the exception that instead of "information that

15 indicates the processing rate for the encipherer 30",
"information that indicates the processing rate for the
encipherer 30 and the processing rate for the pseudo-
random number generator 10" is exchanged via the
communication interface 40. An explanation will now be

20 given for the procedures used when a sender A and a
receiver B agree on the enciphering (deciphering) rate
for the encipherer 30 and the pseudo-random number
generation rate.

Enciphered data communication procedures of the present

25 invention (for sendexr A)

1. The processing rates for the encipherer 30 and

the pseudo-random number generator 10 are set in



For exanple, a procedure in which the initial value is 25 used in conmon by
the information providing center 40 and a user is required before R
cryptographi ¢ conmunication is initiated. Since the initial value I\Z 7t
.;~"3 - 129 does not have to be kept secret between the information
providing center 40 and a user A, it may QQt_be enci phered. Not only secret
key KA but also the initial value IV that I's owned in commbn nust be set to
the 5 enci phering device 20 of the comrunication term nal 10. Twenty-first
Enbodi ment Thi s enbodi nent provides an i nproved enci phering system
according to the sixteenth enbodinment. In this enbodinment, as well as in
the sixteenth gphadhABBb, wakts 1Qte&nBkeyedgas¢gAruLi €at tRPséetAhRakrd0 shown
in Fig. 42, which conprises a plurality o? enci phering devices 11; a
communi cati on gaterhasedlidsiagkeyedpprepabrenuand. sel ection device 13; and
sel ection neans 14 for selecting one of the outputs fromthe plurality of
15 enci phering devi ges SicrAtdkbiekgncahiehwaenotvhies énbodmment wanth t he
si xteenth enbodinent is as follows. Although the plurality of enciphering
devi ces 11 aretheovededven Bheisi sedeashtbeboditial, valueyxf dgro edeh of t he
enci phering 20 devices 11 is fixed during the course of a single
crypt ogr aphi ¢ peendarcandon axehergeenerasPhetOwords, a key is not changed
as needed during the cr¥gtographic communi cation period, and the sanme key
is used fromthe bedirnni’R§ PgetAe-EARIBN PHBLEFyBEBEFABPT c1@okfuni cation 25
period. In this enbﬁdin?nt, home¥er a key is cganged gs needed during
crypt ogr aphi ¢ @BRRAAEEatPolePRTEEGeP PEEPABT HIRIPHUBREE i T5IPE BPevent a
third party from, o130 decikpisr Lng SLupLAGLAPRYauSLICE Lhe Key s

ed gt P p

updat ed as nee durin € Cryptographirc conmuni cation exchange, the key

generati on. and sel egti oydeKieytIngeNRi B 96 KEUSLEYEN:AT hoReEE¥REOD! aphi ¢

communi cati on, and pdates t the enci phering device 11 each tine
a key isjgenergtgdabbabnlasm AulhBBYt BegAEHEEPOAELNE L8r8B8s €HEI RBGEI RErSySt em
that is selected by an enci phering nethod setting signal. Tt should be
noted that thetkeyeRdspnhbeewpdated synchronously between a 10 sender and a
recei ver for cryptographic communi cation. The key generation and sel ection
device 13 in this efbodiwhene ithedeergaedoaskegsshban is sugpud3byt hbesane
as in the sixteenth enbodinent. As is described above, however, the key
gener at i on andcesputingnuddti 26 18 uvpdasedhas kepsdfarntheeppeipberkeys
even during crgBto raphi ¢ communi cation, and ugdates the key of the
enci pheri ng dev¥PeetbachnEinbegekeyOi sngenkeatetPehdetaadsing ehigen
correspondi ng to an enci phering systemthat is sel ected by an enci phering
mot hod. sbpt | ngk85s| Al CTFREEY BN ENe ERGLPRRTET CRESKEY HeReFSPFONCand
sel ection devige 13 s different non1th%t LN thg si xteenth enbodi nent. The
Pe SFRESY;

key generation and%s &8 PPBRuURAGREET 3 P RCT A S|x9éenth enbodi ment i s not

necessarlly OpEBéESHe%@ﬁndgta communication procedures of the present

invention (for receiver B)

1. The processing rates for the encipherer 30 and
20 the pseudo-random number generator 10 are set in
consonance with rate setting signals to those that are
determined through the preprocedures.
2. Secret key K,;, which is owned in common with
the sender A, is set as the initial value x, to the
25 pseudo-random number generator 10.
3. The pseudo-random number generator 10 is

operated to generate a pseudo-random number sequence



25 key is generated that has a length corresponding to an enciphering
systemthat is selected by an enci phering nethod setting signal. On._the

ot her hand, the key f. U.~~ v~J - 131 generation and selectlonZdEVIC&B
13 in this enmbodinment is required to sequentially generate keys having a

| ength that corresponds to an enciphering iysten1that is selected by an

enci phering method setting signal. 5 In ot her wor ds, the key generation and
sel ection device 13 in this enbodi nent repeats nany tines the operation of

t he key generation and sel ection device 13 in the sixteenth enbodi nent. A
key generation algorithmfor the key generation 10 and sel ection device 13

in this enbodi b b8 BREuLEMELEM: a2Rd12u98PE5R! aRbGREI thm such as that
which is descr?Egd |% t%gusttegﬂth g%%o di ment , %an be used. An expl anation

will be given for ag. a kay a@mgﬁaihgnuaiﬁonotb@h&érﬁgneﬁ@tg@ﬂeegtad
pseudo-random secure froma cal cul ati on ano~ al gorithm for generation of a
number sequencpseadbagandbar Aufbefpkeyadnte antal gosethesfof kegberfor
sequence that is ant, especially, an square-type pseudo-random A

squar e-type psendoenathgheraunbBer sequence is a 20 sequence of bl, b2,

., that is generated using the foll ow ng procedures. S9~uare-type

pseudo-r apdom nunbeb. sespeﬁphese@pdstngarﬁare@eémadqa@r@sgrantrﬁuﬁﬁers t hat

satisfy p--_q--- 3 ( nod4) , and N = g, a bit 25 sequence bl, bz, .

., which is peghivéa ﬁyeuﬁpmmunlvata@nxbntgﬁ%@@ex4@s gmdlﬂhébert&e< X0 <
N-1) and the follow ng reflexive relations; D~ y - 132
x1,1 - xlzmod Rerips=0f, k@Yszthat is gutput by 7h§ %?mPuFﬁbg(RP}t(?O 1, 2,

t d mb
[ sholl i be nOFCHPERSEA) 28 KRY5 Fapr ELBHPRCRESTohas0) BABi (s, and whon

the nunber of anggﬁgkegngH 8eQ£b§ﬁ9§ gge %%éiﬁﬁ&ggd)d tJhPeéQE?ES type

pseudo-random nu Sseguence rs TsPSEcur e T rom a cal cul at i on
amount ogpgan a§§ﬁﬁpkhgnsggagrdgternlnatlon of a root remainder for N 10 is
difficult fromthe view point of a calculation amount. In order to

adequately secure thgrsdgar enkyBBoPeePEScEaREO8) NERbetSagbloks BEELREAbI €
that bit count n for nodulo N in the square expression (7) be
security of cryptography can be selected with a high
degree of freedom. When the pseudo-random number
generator 10 is the one in the eleventh embodiment, for
15 a sender and a receiver, a procedure in which "the
internal variable value of the pseudo-random number
generator 10, when the deciphering of the enciphered
data is completed, is secretly held, as an initial
value for the next cryptographic communication with A
20 (or B), in the holding means 71 of the portable storage
device 70" is required as the last of the cryptographic
communication procedures.
Even when the capabilities of the communication
terminals 60 of the sender and the receiver differ,
25 they can be adjusted at the preprocedures 1 and 2 and
cryptographic communication can be performed.

Therefore, the processing rate for the encipherer and



15 approximately 512. Secret keys (initial values for the key generation

and sel ection device 13) KAB, KAC, . Which are enployed in conmon between
the subscribers, are 1 < KAH, KAC, . . . , < N- 1. A key generatiohbang..;
sel ection device 13 that 20 enpl oys the square-type pseudo-random nunber
sequence is shown in Fig. 56. The key generation and sel ection device 13 in
Fig. 56 conprises a processor 13e, for'bé?%d?ning f eedback cal cul ati ons
usi ng expression (7); a processor 13f, for calculating expression (8); and

a 25 conmputing unit 13g. The operation of the key generation and sel ection
device 13 is as follows: 1. Initial value xo is input to the processor 13a.

u, ~~~., - Xk, . ggggg ion (7). 3. The
generated x|, lglge I.;S?u(j?io a%r(%n%%r%s?ﬂl%%]g rn oﬁe:g%r g%astle%%%g)s%gmm ch is then
cal cul ated by éé%éé%é@e§ﬁoéoﬂ§%na@8%|@P%@J@Kgi§g0:48§ of -the A&cHUt put. S

4. The conputing unit 13g converts , bz, . . . into a series of keys ki,

k2, . . . . hapdRGeahs! Mt had ;ﬁ@éfm@%ﬁ&%lenﬁéﬂsﬁmmﬁystemthat
is selected by an enciphering nmethod setting signal. The cryptographic

comuni cati on raselfyies dhedn thd OprkeyessSingpdaitad Rsr ngedath@i gheataywn | n
Fig. 57. A block enciphering In Fig. 57, indicates a indicates a 15 . . . ,
t; v text5 Dbl ockO systelmost usiesl ssmanaenchegEnapsyst emté'foX a = 1, 2,
.., t;v=1 2, . . ., s ) plaintext block; ku (u=1, 2, . . ., t)

bl ock enci pherpseudeyrakdort mrmbgrg phat lare secure from a .| s) indicates
an enci phered that is obtained by enciphering a plaintext block Mi" using
ku. The s bl ock&lepbatieR RWBPWRE- are enci phered by using the same key ku. A

series of keys kl, kz, . . ., whjch are updated by the above nmentioned 20
key generation and 5| k% SRPLEN | T LU ‘éeéwﬁl?fi//efd‘%e‘iﬁf‘e?ﬁ‘f%l%/ as keys

for bl ock encipheri apd as a result, the plaintext_block in Fig. 57 is
enci phered by &?ﬁ%glgt%l%r atieie ot S IR e thed, Mheneby, L7 g ated as needed

o he et ke B0 Sl g Pk o P O LSS s g oo
11, the communi £ 4O by Jthe -cdmputlBfy unit 20 into individual key
bit lengths (56 bits each) for DES cryptography, and
the divided bit sets are employed as keys for the DES
cryptography. Another method, whereby the computing
15 unit 20 converts the pseudo-random number sequence into
a series of keys for DES cryptography, may be employed
so long as it is common to a sender and a receiver even
though it is not used in common by a cryptographic
communication network. Although the modulo N in the
20 square calculation is 512 bits, any other number of
bits can be used.

Although DES cryptography is employed in this
embodiment, the cryptography is not limited to DES, and
any other common-key cryptography, such as FEAL

25 cryptography, can be used. In addition, although a
single DES encipherer is used as the encipherer 30, a

plurality of DES encipherers or a combination of a DES



interface 12, and the selection neans 14 in the sixteenth enbodi nent are
enpl oyed for this enbodi nent, and the cryptographi c comruni cation n www+gm3
in Fig. 4 is enployed. 5 In this enbodinent, the information providing '
service provided by an information providing center 40 to a user Ais
performed according to the foll ow ng progggures. The preprocedures and the
accounting procedures are the sane as those in the sixteenth 10 enbodi nent.
I nformati on providing procedures of the present invention (for information
providincr centery 1. The selection neans 14 is so set by an enciphering
met hod setting signal that it selects the 15 output of an enciphering

system that iscdel gnalopdaly LhPERECROEEHUES odn Theopgtspdakey KA which

is held for the user Ain key storage area In the storage device 43, is
set as an initgaleNalUeaienbti§hkeNe 98885RE L Ofpa NS et SedbRMEENesE 13. A
key is generated that corresponds to the enciphering systemthat is

sel ected accorgrégusedt8€ &ACADHSELbEmNBEbhothsefdndatigmabs PseWliole a
series of keys that are output by the key generation and sel ection device
13 is used to Zéndpdahembées kejadf arbesemarehfor g celMeekatlilondata are

enci phered using the updated keys. The sel ection nmeans 14 selects

enci pher el t examowwat, i anotheut abgorhthm that ;is-used to gemeraiss

enci phering device 11, which is determ ned by the preprocedures, and
transmts the Befedeerar@enphenkbarsekhat I serwre AXOM® @ he conmuni cation
interface 12. Information providing procedures of the present 5 invention
(for user A) 1caipelakientaBAunEafaniie|ysed: sdts bis HAeseribprithg net hod
setting signal that it selects the output of t enci phering systemthat is
ot or i ned by FF6 PREBP IR eqEiesebTts St hHESIRR o ey HoT LHRIETE hel'd i n

t he portabl e stor Vi 1S, set.a ingtial.walue to the key
generati on andw%% e§¥?§ncﬁgegg%riéPYmmﬁ%éFf%?%[E?P%%%&ﬁ@ﬁ@é“ﬁ kgy that
frg[ Lg;pof'@s t 0301 SPSERN L PP SYAEEY I edp1 ARLE L b WardbE NG PIELS NI
as the algorithm of the present invention for
generation of pseudo~random numbers.

Thirteenth Embodiment

In the twelfth embodiment, an explanation was

15 given for the enciphering system provided by a
combination of the pseudo-random number generator 10 in
the seventh, tenth and eleventh embodiments, for which
the processing rate can be set, and the encipherer 30
in the sixth, seventh and eighth embodiments, for which

20 the processing rate can be set. The present invention
additionally includes an enciphering system provided by
a combination of the pseudo-random number generator 10,
as explained in the ninth, tenth and eleventh
embodiments and for which the processing rate can be

25 set, and an encipherer 30 having a constant processing
rate, and an enciphering system provided by a

combination of the encipherer 30 in the sixth, seventh



15 setting signal. 3. The enciphered data are received fromthe information
providing center 40 across a transfer path via the conmmunication interface_
12. Wiile a series of keys that are output by the key generation and 1201 133
sel ection device 13 are used to update the key of the enciphering device 11
as needed, the received enci phered data deci phered by using the updated
key. The sel ection neans 14 receives plaifitext that is output by the

enci phering device 11, which is 25 determ ned by the preprocedures.

Al t hough the square-type pseudo-random nunbers are used as an al gorithmfor
t he generation of pseudo | ti ; ~ ~~? : N, ~~ - 136 random nunbers that
are secure for %C@iﬂ@%ﬁt%ﬂo&mﬁms SRQLASE L9 ittt dsiised to
gener at e pseudo-random nunbers that are secure froma cal cul ati on anount
can be used; as;ts de5Chdbedri Nafar &t SLENES: rahsitinh indih Kaga B fhor
"Cryptography and Information Security", Shokosha, p. 86, 1990, for

exanpl e, an al gorhdHhtnd od ¥bhebaSADE6YPEOTAMY e di screte | ogarithns, or
reci procal cryptography is enployed also can also be applied as the

al gorithm of 10 thelmpreiseatenbo@ihent, fat dtyel agenerat iwil Iofbeeinkr andom
nunbers. The nethod of this enbodi nent for updating a key as needed was
expl ai ned basespari fheaklxt fentd eavedimertin Butpseido rEridsgn gamber appl i ed
not only to 15 the sixteenth enbodi nent but also to the ei ghteenth,

ni net eent h andegkence: Wahdhdi fregererairaitiy e MERARHIRIAM According to
t he sixteenth enbodi nent, a specific enciphering systemis selected from

h .
anmong a pl ur alPinpPen RnexRtohet? nyaeirg egnsc%%?%‘% REFeSS MK dR i | e
according to the twenty-first enbodi nent, speci fic encipherjng systemis
sel ected from%ﬁ'm‘?f@pgo%‘f‘%r%?i?yk%?’ %%%%e‘?‘?%gﬁl‘i/ﬁr@f‘sp %ldcd:g’d’ key is
updated. As a nodifjcation of.these two enpqdinents, according.,to 25 this
enbodi nent angg%c?b’ﬁ@?i ’éb%‘éjs'{‘%?n | s’g%xél‘gr&cg}i,tq% t%reorceasns’lenrﬂ:i p te% i%%n system
mherein:ﬁ%keylgg é%%pd or an enci phering system wherein a key is updated.
N -1

n this enbodi nent, a communication termnal 10 in Fig.

58 is enployed thatago/prinssn 7 BI§! PHer i NEdevirtialdiod Yemeid{Lr m ng
enci phering (and deci phering); a conmmunication interface 12; and a key 5

generati on anteGelgcthDs svdb&tmdrt ddmpsisdwul darbenimeddiatad orfor
sinplification of the explanation only
performing enciphering (deciphering) according to an
algorithm that is specified by a network; a pseudo-
15 random number generator 10, for generating random
numbers, which are secure from a calculation amount,
according to an algorithm that is specified by the
network; a computing unit 20, for converting the
pseudo-random number that is output by the pseudo-
20 random number generator 10 into a key series for the
encipherer 30; a communication interface 40; an
enciphering rate setting device 50; and a generation
rate setting device 13.
The enciphering rate setting device 50 in this
25 embodiment is shown in Fig. 21. The processing rate

for the encipherer 30 can be set externally by the

enciphering rate setting device 50.



one enci phering device is provided herein. A block enciphering systemis
enpl oyed as an enci phering systemfor this enbodi nent. One of the 10
foll owi ng net hods for bl ock enciphering can be set by an encipheringgqqphqq
setting signal: 1. Perform ng enciphering by using a fixed key. 2. B
Perform ng enci phering while a key is updated. The key generation and

sel ection device 13 is 15 controlled by'éﬁ'éhciphering nmet hod setting
signal. Wien the nethod for "perform ng enci phering by using a fixed key"

i s enpl oyed, the key generation and sel ection device 13 generates a fixed
key (one key) and halts its processing. Wen the nethod for "performng 20

enci phering whi | e ankeYohimiRdal el | 5y &IRLEYE Do Lhe iy daparation and

sel ection device 13 repeats key generation to provide a series of keys (a
plurality of kewsdaiflep 1862185 Nesk@Ti0PEsAd | fbd m&ETHY CAd | O 25

terminal 10 in Fig. 58 is the nethod "perform ng enci phering by using a

fi xed key", ther oSEAEH BE | OOmAREi S8t 85 | et Cih IIBigenerates a fi xed
key accordi ng a~,." X,;~~- 138 to an enciphering nethod setting
signal, and thergftoghephig demmaeiddtpsi ffrom aussqhidde A usd ng the fixed
key. When the nethod of operation for the communication termnal 10 in Fig.
58 i s the net hmabsct jdeet oB ni sgpentophed i uvgingithe sdmy proagtiates'ast he key
generation and sel ection device 13 generates a series of keys according to
an enci pheri ngthmesdoth sthe | frge bt tmagmbedidnente, arictpidrd mEeRetioen 11
perforns enciphering while sequentially updating the key using 10 the
series of keysthaheinsteadnef at IRFCHMRE LY dhdoninfiGates 3he this

enbodi ment is the sanp as that _in the twenty-first enbodinent, and the
enci pheri ng dRFLIIIRGFeHe E3MmtRE SR ??ﬁrer:}f% cﬁzﬂéﬁe the same as

those in the 15 sixteenth epbodi ment. The cryptographic conmunication
net wor k shown ?ﬂocﬁﬁs.lﬁgi Eag%’)s‘goﬁsébe IS 1‘(;a)ar‘rrbod'll rent .enl'rﬁaerb?g%(:a ures for

communi Cgf i on et c?&cgn--m%&ﬁgg%&@ BV dihg e %é&;mﬁfgﬁe and

the 20 account1ng procedures | 'S enbodi nent are perforne sane

manner as in t@téi&e@l%heﬁégﬁ%ﬁ@f‘tso'wﬁ‘ & AR A, fLreer f or m ng

enci phering while a key 1s updated is selected, the information providing
procedures ar edighdHIBEibN 1heesSed®e nENEr as in the 25 twenty-first
enbodi ment. Through these procedures, an enci phering system can be sel ected
i N consonance malhtddretls cEniecyimenti r ed

Although in the twelfth embodiment, the

15 enciphering rate setting device 50 and the generation
rate setting device 13 in Fig. 21 are independent
devices, in this embodiment, as is shown in Fig. 35,
the two devices are integrally formed to provide a
single rate setting device 80.

20 The rate setting device 80 in Fig. 35 comprises v
clock generators 81 and a selector 82. Each of the

clock generators 81, CK

01 generates a clock signal p;.

The clock signals p,, p,, . - . and p, that are

generated by the respective clock generators 81 are
25 transmitted to the selector 82. The selector 82

transmits two output types: one is used as an

operation clock for the encipherer 30, and the other is



I ;i ; ~.', 3 ~;, ~a.i - 139 for the data to be transmtted. For exanple,
for especially secret data, the nethod for "perform ng enciphering }quaqj
key is updated” can be selected. For other data, the nmethod for "perforii'nyg
enci phering 5 by using a fixed key" can be selected to sinplify the
processing. Therefore, an information praqviding service charge systemthat
is accordance with a selected encipherin &t hod can be achi eved. Al t hough
for sinplification of the explanation 10 only one enci phering device 11 was
provided in this enbodi nent, the present invention includes a case wherein
a plurality of enciphering devices 11 are provided. Wen a plurality of

enci phering d S r | ect.d Eans; 4 I i one
of 15 the out S‘%%%ébailslt Igcggﬁl%%%ie%?ﬁ%l%%n%efs%l}i is re%ouirl;ace}{éi.é‘?mrgﬁ%/&tghi rd
Enbodi ment  An expl.abati ofp Wihd O Liaiud Mg tHsc enpodifmntsaigtgin the
arrangenment of” the key generation and selection device 13 in the
twenty-first agul fyedyc2d segond £nogh mdsins Sl athad nid he
twenty-first and twenty-second enbodi nents, since a key that is owned in
common bet weencsaseithed oy Sa féweshr aan tHat hepareitdesd they " perform ng

enci phering while a key is updated" is enployed, the 25 initial value of

t he key dgener atonmuraiteh sibbre ctexmirgel i, khd sthe cmisctor B ushguwrs t he sane
user. As a result, the sane series of keys may be generated. Z4; ; "~:,:3
- 140 In thistvearisditthenttheseningutse user is the sane, the initial value
of the key generation and sel ection device 13 is changed each tine to

i nprove the securi tWith ithe@pesangarenty)shay (18) Fot 1w y-first 5
enbodi nent that are the procedures for enerag%gf a series of keys, xi,|I,

whi ch is sequétRGNST IR AT BLEHNS dhe@Rera L AnqaESL an
internal variable of the ke eneration and .sel ecti device 13. The key
generati on andP ey | %Vlacé%i%%r‘l ilrpﬂerﬁrsaq'f@' ef%b%%m i ncl udes a
processagr, 13h for f.or m gedp I i f. e ession (7) and a
pr ocessglr0 13i for calcu g%; expr 2%5%‘{)% (C%@&fég}}gg t&?\/\% in Fig. 59, and

reads the int eénn%aﬂ@%ﬁ@éo) etﬂélaéné:‘?pﬂ&&dﬁ{gﬁdra@é GHY @55 et ibhler Yovkr

communi cation termnal 10 of a 15 user, the internal variable is stored in

hol di ng means 308 cHarydD bbb tOrAgRIde\Ue a3Geddivat itharonnected to
the communication termnal 10 in the sixteenth enbodinent. At a

communi cat i on gearformal cribdgwaphid aomiumicatiod, dianfl eemiesr 40, the
internal variable 20 that is read is stored in a key storage area in a
storage devi cert3iplsading tdiee sAnd estilphenh gaiveentard mstelde invertmmdri r st
only the initial value i~ selection device 13, and 25 unidirectional. In
this podsi bl e hw theadsenden rang rithe rdcaimdmiafdne tihe Imansmdasioiecond
enbodi nents, s set to the key generation and the novenent of data is

enbodi nent, h&fewiciphered (tR#l se Afi A9t t e WAPeGdife iV Y iAK

sel ecti on the security for cryptography and the processing rate

can be selected, which is conventionally impossible,
and cryptographic communication having a high degree of

20 freedom can be provided. In addition, even when the
processing capability of the encipherer and pseudo-
random number generator of the sender do not correspond
to those of the receiver, cryptographic communication
can be performed.

25 Fifteenth Embodiment

A fifteenth embodiment will now be described.

In this embodiment, in the system in the above



t ~~i e;e~"""J - 141 device 13. A conmmon key that was used for the
current cryptographic comunication is replaced wth the internal V?%iﬁbﬁﬁﬂ
whi ch has been read as a common key, that will be used for the next”™ "~ 7~
cryptographi c 5 communi cati on. Wien the key generation and sel ecti on device
13 is replaced by the key generation andéﬁplection device 13 in Fig. 56, a
comuni cation term nal 10 can be provi dedwhereby the internal variable can
be changed each tine 10 the initial value of the key generation and
sel ection device 13 is used. The cryptographi c conmuni cati on network in
Fig. 4 is also used in this enbodinent. The procedures for conmunication
between the 134 ormid Qfhd¥ oMl iy S ANANGA di8pna¥ithd e
accounting procedures are perforned in the sane manner as in thHe sixteenth
enbodi ment . HQWBMEIgar bd Readt 1 Or Mt F80\dHiiHERIRAESH erdvwirdidie
information providing center 40, one procedure is required at the 20 | ast
in which "an igdmeritd Mardsddssad n keyngenaiad virththesaeact i on devi ce,
when information to be provided has been enciphered, is secretly held as a
new initial vamedsgirdderatsxt Ccrhy@tagrapihting matihudats ahangdd Ann t he
key storage area of the storage device 43". For 25 a user, one procedure is
requi red fat t leorsggtange whith onen, ion avord, \ofr iaalireces U epetitiary
generation and sel ection device, when enci phered information has been 2 ~
COW L., ~) qeunt [ eniRhRtiRy, i3 RRsUdaH TR fWnkE%e hol di ng nmeans
30a of the portable storage device 30 as a new initial value for the next
crypt ogr aphi ¢ IRAFFIQR i1 021 hiDARATHT SERFTEFLONS SR fR%Kcri bed
above, according to the above e odingfts, si.nce an enci eriq&)%%slen1can
T

be sel ected, tIRSFEHIT PE FBUHAG TR THPSH et i%5h Th&SSE

provi ded and aerml e o r&ﬁfotét’ or an enciphering rate and a

correspondi ng Service charge, ¢an be selected in consonance with an
enci phen power and anyenci pherd sl d:0lcrdbyity AHLboiiisg ng syst em
wher eas conventi ona‘fl these are r‘é)t taken | nt o%gdona deration. aresult,

a charging sysieRdPriP O Shihdd At td P RrvdipPHeES MAYHAE &iNilghdlegr ee of
15 freedom can be provided. As is described above, according to the present
i nvention, singee &ei@acibean. means for sel ecting an enci phering systemis
provi ded for comuni cation neans that a sender and a receiver enploy for
cryptographi ¢ 20 cdmmuhicatemiond iarerencigrham fiogmatsitcempoanv ildd nghanged.
Further, since the sel ected enciphering systemis owned in common by a
sender and a raargiererl et aisdrs (9farfm igyiarmadficm ansvdddang sarvidee

sel ection of the enciphering system which is conventionally inpossible, 25
can be pérni t RAF T FHREITARG GHMMUEGHRHTC &Y BF i ichg a hi gh degree

of {reedom can be, priowi ded May 9gy 4T LSRN 50" %

comprises an encipherer 21, for performing enciphering
(deciphering) according to an algorithm that is
specified by a network; a communication interface 22;
20 and an enciphering rate setting device 23.
The enciphering rate for the encipherer 21 can be
set by the enciphering rate setting device 23. A
plurality of operation clocks having different
frequencies are prepared for the encipherer 21, and one
25 of these operation clocks is selected in consonance
with the external setting for the enciphering rate.

In Fig. 37 is shown an example enciphering rate



2 ~ ..~ '~ |~ , ~~.~3 - 143 invention nmay be constructed w t hout
departing fronlthe spirit and scope of the present invention. It shgpld be 3
understood that the present invention is not limted to the specifi

enbodi ments described in the 5 specification, except as defined in the
appended cl ai ms. J - 144 \Wat is clained is: 1. An enciphering device
conpri sing: enciphering neans capabl e of %ﬂanglng an enci phering power;
changi ng nmeans for changi ng said enci pher power of said enciphering neans

in accordance with a deciphering capability of a transm ssion destination;
and accounting neans for charging in accordance with the changed enci pher

pover . 2. An eaglphieri nd, 98x] 58 CAIRLLSLAG: g0l pberi 00 TEaNs, ganabl o of

changi ng an encrp ower ; neans or changin encl pher power
of said e”C'ph@éé”Qnﬁeén§e9¥c@890953t'OEaEhtQfatBéaB§8&§S§QHe9§§&£Qat'0”

and accounti ng means for charging in accordance with t changed enci pher
power . CKgi, generates a clock signal q; The clock
.A@A. AR A . Ah& AARA{y’7 A?.A{, . A . A& AA2 A . AEAAAy A {.A .Ah .AUS A

U. AU. AA, . Ay, . AslEgnél A. &h, AYf,. A?..Aly a,ﬁ’d AS, tbﬁaﬂyé’ré\Fgé%y@:d’&éd\Uyy #“ée. Afe. AAy
AS. Ay. AUS. A A As{L. A A Ay.A9. A . AL. A'A . A Af. Ah. ASA A A AU. A AAS. AZ. Y. A&
A A S AA BA&f . AcBodk. desleAatArA&L34A. ARbf tAlhsi{ ttéd. ¥h Atlhe A8kl Abitdh9. Ay. Ahf.
AL. A Af. A AA& AL&. A. A9f . AL. A& AL. AU. A9. A. . AA. A % A9f . A9. Ahy. A{. A  A. _. Ah. A9A
yL. A. A{ % A9Uy. 231 AndyoAeAREALAS. inROtAGAOPKk ASighal ALig, $@l¢@@ed\9by\& AL.
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information belonging to each user to be not stored in
the communication terminal 20. With this arrangement,
which is convenient for a user, whatever type of
communication terminal 20 a user may employ, the user
25 can exchange secret information via his or her own

portable storage device 30 for cryptographic

communication.
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of users. For a larger information providing system,

more than one database 11, accounting device 12 and

storage device 13 may be provided.
25 In the database 11 that is designed as is shown in

Fig. 39 are stored information that is to be provided

for users and corresponding charge information of
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Lyt z!H{!| '} [ MEnH3 phering rate at which the information is enciphered

for the service. When, for example, the enciphering

5 rate can be set to v,, V,, . . . or V, by the

enciphering rate setting device 23, a fee for providing

the information at enciphering rate V, is employed as a

basic fee, and a fee for providing information at

enciphering rate V, is M, times the basic fee, . . .,

10 and a fee for providing information at enciphering rate
Ve is M, times the basic fee. A name is given to
information so that a user can specify the information
desired. The above described database 11 can be easily
designed by using a conventional database as a base.

15 The storage device 13 that is designed as is shown
in Fig. 40 has a key storage area, in which a secret
key that is required for cryptographic communication is
stored for each user who is a member of the information
providing network; and a cumulative account total

20 storage area, in which a cumulative account total of
service fees assessed during a specific period. This
period is called a service fee totalization period.

The fee totalization period is specified as one month,
for example. The information providing center 10

25 employs the cumulative account total for each user that

is stored in the cumulative account total storage area

to calculate an information providing service fee for
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the cumulative account total storage area is shifted as

backup information to another storage means, and a
service fee for each user in the cumulative account
total storage area is reset.

The accounting device 12 is designed as is shown
in Fig. 41. For the information that is currently
being provided, the accounting device 12 assesses a fee
in consonance with the enciphering rate that is
employed for providing the information. The accounting
device 12 can extract charge information from the
database 11. The accounting device 12 adds a current
information service fee to the cumulative account
total, of a user to whom the information was provided,
that is held in the storage device 13 in order to
update the cumulative account total, and writes the new
cumulative account total for the user in the cumulative
account total storage area in the storage device 13.

The above described devices constitute the
information providing network for this embodiment.

The following procedures are performed for a case
wherein the user A requests specific information from
the information providing center 10, the information

providing center 10 transmits the requested information
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information providing service. It is assumed herein
that the user A has received the information service
from the information providing center 10 several times
5 during a current service fee totalization period, and
that the cumulative charge for the user A for the
current period, which is stored in the cumulative
account total storage area in the storage device 13, is
Charge,. Further, it is assumed that the name of the
10 information for which the user A requests the service
is Info, and that a basic charge (the charge for
providing the information at the enciphering rate Vi)
for Info is UC,,,. Further, it is assumed that the user
A accepts enciphered rate V., for providing Info. 1In
15 addition, it is assumed that the information providing
service fee at the enciphering rate V, is M, times the
basic fee UC,, in consonance with the amount of
information and the enciphering rate. Furthermore, it
is assumed that the user A knows the information name
20 Info and the basic charge UC,,, in advance. In the
following explanation, it is assumed that authorization
of the authentic user A to use his or her own portable
storage device 30 has been obtained, and that the
portable storage device 30 is so set in the operating
25 state that it can communicate with the communication
terminal 20. In addition, it is assumed that

authorization has been obtained for the user A, as an
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Information providing preprocedures of the present

invention

1. The user A requests that the information
providing center 10 provide the service for Info, and
at the same time, notifies it of a desired enciphering
rate, V,, for providing information.

2. Upon the request from the user A that the
service for Info be provided, the information providing
center 10 calculates a charge for the information
providing service by using the unit charge UC, ., for
Info and the information service fee at the enciphering
rate V,, which is M, times the basic fee UC,,, for
Info, and transmits the obtained service fee
information to the user A.

3. If the user A agrees with the received service
fee information for Info, the user A requests that the
information providing center 10 provide the service for
Info. If the user does not agree with the received
service fee information, the user notifies the
information providing center 10 to cancel the service
for Info, and this procedure is thereafter terminated.

The following procedures are employed when the
user A requests that the information providing center

10 provide the service for information Info.

4
J



1°10% & ()-9 10% & ()-9:10% & ()- 10% & ()- @10% & () - (10% & () -

XJJJIK?K\ KAEYNC 10\ @L0% & () - &MLO% & () - 10% & () -9 75
10% & ()- & MLO% & ()- L109% & () -\ KKKK"' LSLLdEYNC 10\ Vil
9810% & ()-%40% & ()-#10% & ()-&L! 10% & () - & ML0% & () - 10% & () - LLLMEMs MVHE
YNC 10\

&2mL0% & () - &9010% & ()-Y. 10% & () - &y, 1098% ) - & -10% & () - (10% & () - MVNONP
NONRNSNbNxmbC 10\ ' 10944& ()- 10: 10:

10: &910% & ()-7!10% & () - &310% & () - 310% & () - bNi NNNO, ChQdEnmbC

10\s- 109%44& () - s109%4& () - 109%4& ()-s10%4& ()-L

* 109648 () - f9: 109 hOOOP;, PhPRAENDC ]
RS TOvRECE T TS 8S 1HUREE T Y S —vRbodRE (PRSP EBYe: () - PPPQRRQ0Q

10\ 910%4& () - 189

EnmbC . . ; . ‘o
gg?s(flo%H&,()}nventlon for inform t} royvidin _ggnt ig&f()-le%H&'()-{Q
QRRCRWRRIEMHC - cordin a rate setting si

N . l. Ac to nal, the
10\ " 3410%4& () - S2109%& () -9s0 %O%H&'()-.lo%H&'()‘ , 109448 () -9*z2109%1& () - RR
S'SQSRSSSTSCSXQH@&%QErﬁ%%@?%QQT@br tHE dAHipREYer 21 is set to a rate
109448 () - 910%4& () -710%& () - 9&610%&' () - ¢Sj SSSS&T?TdEMC
10\ s10% o0& () - tha@%ied&dereitned by- h8%po8ptdcldures.
10% o0& () - @®910% o0& () -?Ti TTTTUSUdENLC
10\ L10% o0& ()-10% o0&. () The¥se&re)t- k&F0%G ,08&Hi)cHd Hgd 0% IaX. i(n) 13l Ken&' () - SUNUU
UUVQVAENMC
10\ L(10% o0& () steovewesafraFr#pr0ihesueer B#1004be' ¢Forxadesievice-Ld10% o&' ()
- QA WWW WHENDC )
10\ LF410% o0& (}5S2§t0%R0&he) eRSHPbOF8E’ €¥-. 10% 0&' ()-, s10% o0& ()-L*gl0% o0&

-5 VWOV ' Uk () - '
0-; mbC %9\ %%%4&a§£ gnégpgered by the encipherer 21, and

i0 the enciphered data are transmitted to the user A via
the communication interface 22.

Information providing procedures of the present

invention (for user A)

1. According to a rate setting signal, the

15 enciphering rate for the encipherer 21 is set to a rate
that is determined by the preprocedures.

2. The secret key K,, which is held in the
portable storage device 30, is set to the encipherer
21.

20 3. The enciphered data are received from the
information providing center 10 across the transfer
path and via the communication interface 22, and are
deciphered by the encipherer 21.

The accounting procedures will now be explained

25 after the information providing center 10 has provided
Info.

Present invention accounting procedures (for
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2. The accounting device 12 calculates an

information providing charge from the basic charge

information UC,,., and M;,. In this case, the charge is

10 Mgy X UCpu,.

3. The accounting device 12 adds the charge M,; x
UC,.s, to the cumulative account total Charge, of the
user A that is held in the storage device 13 to acquire
a new cumulative account total, Charge, + M; X UC,,,

15 which is then written in the cumulative account total

storage area for the user A in the storage device 13.
It should be noted that the calculation of the
cumulative account total is not required when a charge

is cleared off each time.

20 Each time the service fee totalization period has
expired, the information providing center 10 charges
individual users the cumulative account total of fees
for the users. Further, when the service fee
totalization period is over, the service charge, for

25 each user for the period, that is held in the

cumulative account total storage area is moved as

backup information to another storage means, and the
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5 the capability of the communication terminal 20 of a
user is low, a low charge for the information providing
service can be set. When a user has a communication
terminal 20 having a high capability and desires to use
the high capability, a high charge for information

10 providing service can be set.

It is not necessary to perform "Information
providing preprocedures 1 of the present invention" for
each communication. It is not required when, for
example, a sender and a receiver determine a processing

15 rate in advance and perform cryptographic communication
in consonance with the rate.

Although in this embodiment, the accounting method
is changed in consonance with the enciphering rate, the
accounting method can be changed in consonance with a

20 pseudo-random number generation rate, etc.

As is described, according to the above
embodiments, the enciphering rate and the encipher
power can be selected and the accounting procedures can
be performed in consonance with a selected enciphering

25 rate and encipher power. As a result, security for
enciphering information can be provided and a service

charge for it, or an enciphering rate and a
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5 An explanation will be given for the invention for
selectively using one of a plurality of enciphering
systems, and the sixteenth through twenty-third
embodiments for changing an accounting method in
consonance with a selected enciphering system. The
10 sixteenth through twenty-third embodiments are based on
the following view points.

Sixteenth Embodiment: One enciphering system is
selected from among a plurality of enciphering systems,
and a charge for information providing service is

15 calculated in accordance with a selected enciphering
system.

Seventeenth Embodiment: An enciphering system is
set for common-key cryptography and public-key
cryptography, and a charge for information providing

20 service is calculated in accordance with a set
enciphering system.

Eighteenth Embodiment: One enciphering system is
selected from among a plurality of block enciphering
systems, and a charge for information providing service

25 is calculated in accordance with a selected enciphering
system.

Nineteenth Embodiment: A plurality of £ functions

-ary

RPN
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accordance with a selected enciphering system.

5 Twentieth Embodiment: One enciphering system is
selected for block cryptography from among a plurality
of operational modes, and a charge for information
providing service is calculated in accordance with a
selected enciphering system.

10 Twenty-first Embodiment: One enciphering system
is selected from among a plurality of enciphering
systems "for performing enciphering while updating a
key", and a charge for information providing service is
calculated in accordance with a selected enciphering

15 system.

Twenty-second Embodiment: Either an enciphering
system "for performing enciphering using a fixed key"
or an enciphering system "for performing enciphering
while updating a key" is selected for block

20 cryptography, and a charge for providing information
service is calculated in accordance with a selected
enciphering system.

Twenty-third Embodiment: It is possible to read
an internal variable of a key generation and selection

25 device that employs an enciphering system "for
performing enciphering while updating a key" in the

twenty-second embodiment.
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1 The essence of this invention is that information

providing service is provided between a sender and a
receiver by using communication terminals that have
selection means for selecting a specific enciphering

5 system from among a plurality of enciphering systems,
and that accounting means is included for calculating a
charge for information providing service in accordance
with an enciphering system that is set at the
communication terminal. Therefore, by employing the

10 above described communication terminal, an encipher
power can be selected, and a charge for information
providing service can be calculated in accordance with
the security and a processing rate that are provided by
the selected enciphering system.

15 The plurality of enciphering systems to be
selected are not limited to the enciphering systems
shown in the following embodiments. As is explained
for the related art, there are many enciphering systems
that are currently proposed and not all the enciphering

20 systems can be explained in the embodiments. An
enciphering system made by combining a plurality of
enciphering systems is included as an enciphering
system to be selected in the present invention.

Sixteenth Embodiment

25 In this embodiment, cryptography communication is
performed by using a communication terminal 10, shown

in Fig. 42, that comprises a plurality of enciphering
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generation and selection device 13; and selection means

14 for selecting one of the outputs of the enciphering

5 devices 11.

The enciphering devices 11 employ different

enciphering systems. In this embodiment, it is assumed

that there are t types of enciphering systems:

enciphering system 1, enciphering system 2,

10 enciphering system t. The processing for these

enciphering systems is performed by the enciphering

and

devices 11: enciphering device 1, enciphering device 2,

. and enciphering device t. Further, one of the

enciphering devices 11 that is to be used can be

15 selected by an enciphering method setting signal.

In

the following explanation, an enciphering device 11 is

called encipherer 1, . . . or t, as needed.

The selection means 14 is controlled by an

enciphering method setting signal, and can select one

20 of the enciphering devices 11. When it is desired that

a process for the enciphering system 1 be performed,

the selection means 14 is so set by an enciphering

method setting signal that it selects the output of

encipherer 1. Similarly, when a process for the

25 enciphering system 2 is to be performed, the selection

means 14 is so controlled by an enciphering method

setting signal that it selects the output of encipherer
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"10%\t\ & () - @Ginsmit to, or receive from, a transfer path
information that designates an enciphering system and
5 transmission text that is enciphered by the enciphering
device 11.

Since generally the length of a key differs for
each enciphering system, the key generation and
selection device 13 is also provided as means for

10 generating or selecting a key that corresponds to an
enciphering system, which is selected by an enciphering
method setting signal. The key generation and
selection device 13 generates, from a single key that
has a specific length, a key that corresponds to a

15 selected enciphering system. Or, the key generation
and selection device 13 prepares, in advance,
corresponding keys in a number equivalent to the number
of enciphering systems that can be realized by the
enciphering devices 11, and selects a key from among

20 them that corresponds to a selected enciphering system.

In Fig. 43 is an example key generation and
selection device 13. The key generation and selection
device 13 generates a key according to the following
algorithm. One key, which has a specific length, that

25 is input to the key generation and selection device 13
is employed as an initial value (x,) according to the

following algorithm.
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X, = f(x,) (i =0, 1, . . .) coe (D)

1+1

b, =9g(x%,,) (i=0,1, . . .) e .. (2).
As is shown in Fig. 43, the key generation and
selection device 13 comprises a processor 13a for
5 performing feedback calculation using expression (1); a
processor 13b for calculating expression (2); and a
computing unit 13c for converting into a key an output
having a length, which is provided by the processor for
calculating expression (2), that is required for a key
10 that corresponds to an enciphering system selected by
an enciphering method setting signal.
The computing unit 13c converts b;,, b,, . . . and
b,, which are output by the processor 13b for
calculating expression (2), into keys having lengths
15 that correspond to an enciphering system that is
selected by an enciphering method setting signal. A
key is a series of bits having a length that is
specified by the algorithm of the selected enciphering
system. The series of bits is generated in such a
20 manner that the computing unit 13c arranges b,, b,, . .
and b; in ascending order, or rearranges them.
The operation of the key generation and selection
device 13 is as follows:
1. Initial value x, is input to the key generation
25 and selection device 13.

2. %, %, . . ., X, are generated by expression

(2).
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and are output.
4. The computing unit 13c outputs b,, b,, . . .,

5 and b, as keys that correspond to an enciphering system
that is selected by an enciphering method setting
signal.

For the key generation and selection device 13,
how many times calculations for expressions (1) and (2)
10 should be performed is designated by an enciphering
method setting signal, and the length of a key to be
output is controlled by the computing unit 13c. The
key generation and selection device generates a key
having a length that corresponds to an enciphering
15 system that is selected by an enciphering method
setting signal.
The key generation and selection device 13 can be
designed as is shown in Fig. 44. The key generation
and selection device 13 in Fig. 44 comprises t keys, k,,
20 k,, . . . and k,, and key selection means 13d. The keys
k;, k;, . . . and k, are input to the key selection
means 13d, and one of them is selected by an
enciphering method setting signal. In this manner, a
key is selected, which has a length that corresponds to
25 an enciphering system that is selected by an
enciphering method setting signal.

In this embodiment, the key generation and



110% . ()-T' RS"<. = 101 Q "10% ()-'!'V/ "10% ()-'q( "10%WN& ()-0!]
"10983& ()-0&10%E&' ()- f 10%W& ()- STUJKZ XaB= 10'Q "10% ; & ()-'L

"10%s& ()-!1

1003" 10% 0& ()-f![ 03" 10%0& ()-f & 10% o0& () -
@ 10%08& ()-Ss$uSL 1!V: 110%]& ()-!L !1Q%)\" \&'() S910% & ()-' 10% & () -

10'" 10'" 10"°

"10%0& ()- @10% 0& ()-' S10% 0& ()- 10 10X%J, f 8s}[<B&

I LsOnl0% ' & ()-$}~<uSl -

11V: 1d( G 109%\ x\ & () - RQ&10% & () - S3"109%& ()-S! QS3"10%\ e\ & ()- S

110908 ()-!V 110%\j\& ()-)*+ @ S4 1! SMLO%& ()-s' 10%4& () -

10xx! dOG' 109%x& ()-! 0G 10% \t\ & ()- (G 10% & () - RGY) _5] >r S4

L oo o ()< 1 d0L0EE) abb2LQYE Lh F1OYEH Sa-LnpldDAE AL Bh

11098 & ()-f5 |

25 173

g! [ & 10%08& ()-g@ 10% R& ()-S! "

10xx 10xx

111°0110% H L1 Y885 b 31d0% cby-s!d@ 10%l
0d0& (-3 1" H&%%%}\e&atgs PUOH! BLcb)~ Red1AGBEhAcSENE ST ARGRANEKLEY - 5! d@

10

15

20

25

that corresponds to a selected enciphering system.

A cryptographic communication network employed for

this embodiment is shown in Fig. 4, which comprises the

information providing center and users A, B, . . . and
M. Inherent and secret keys K,, K;, . . . and K, are
employed in common between the information providing
center 10 and the users.

The ownership of a key in common can be achieved

by the information providing center 10 setting the keys

in advance, or by a well known system for the joint
ownership of a key, as is described in Tsujii and
Kasahara, "Cryptography And Information Security",
Shokosha Co., Ltd., pp. 72 and 73, and pp. 97 to 104,
1990.

The users A through M of the cryptographic
communication network that performs information
providing service have a portable storage device shown
in Fig. 22 that is described in the previously
mentioned embodiments. A secret key, belonging to the
user that owns the portable storage device 30, that is
required for cryptographic communication is stored in
the portable storage device 30. If a user other than
the owner knows the secret key, secret communication
can not be performed and a reliable information

providing service can not bhe achieved. Therefore,
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taking security into consideration so as to limit the
access to secret keys and release them only to owners,
one of the portable storage devices 30 is provided for
each user in addition to a communication terminal 10.

5 Although the portable storage device 30 may be part of
the communication terminal 10 so long as a physically
secure area can be ensured for each user, the
communication terminal 10 that can be used for
cryptographic communication by each user is limited.

10 It is better that the communication terminal 10 and the
portable storage device 30 be separately provided and
that secret information for each user not be stored in
the communication terminal 10. With this arrangement,
which is convenient for a user, whatever type of

15 communication terminal 10 a user may employ, the user
can exchange secret information via his or her own
portable storage device 30 for cryptographic
communication.

The portable storage device 30 can exchange

20 information with the communication terminal 10 across a
safe communication path, and has a physically secure
area as holding means 30a. Only an authorized owner
can normally operate the portable storage device 30,
and the procedure for verifying a password, etc., is

25 performed to determine whether or not a user is an
authorized owner. An IC card, etc., is employed as the

portable storage device 30.
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In Fig. 45 is shown the arrangement of an
information providing center 40. The information
providing center 40 comprises at least each of the
following components: a communication terminal 10; a

5 database 41 wherein information to be provided is
stored; an accounting device 42 for accounting a charge
in consonance with provided information and conditions
for information providing; and a storage device 43
wherein are stored the secret keys of all the users,

10 which are required for cryptographic communication, and
service fee information. In Fig. 45, a plurality of
communication terminals 10 are provided to enable the
simultaneous transmission of information to a plurality
of users. For a larger information providing system,

15 more than one database 41, accounting device 42 and
storage device 43 may be provided.

In the database 41 that is designed as is shown in
Fig. 46 are stored information that is to be provided
for users and corresponding charge information for

20 providing information service. Charges in the charge
information are divided in consonance with an
enciphering rate at which the information is enciphered
for the service. When, for example, the enciphering
system can be set to C,, C,, . . . or C, by the

25 enciphering method setting signal, a charge is set
accordingly, with a fee for providing information i

using the enciphering system C; being set to P; ;. The
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above described database 41 can be easily designed by
using a conventional database as a base.
When a charge is to be calculated while taking the
communication time required for information providing
5 service into consideration, P, ; is set as an
information providing service charge for a unit of
communication time. The number of units of
communication time required for providing information
providing service is calculated. The information
10 providing service charge for the communication time
unit is multiplied by an obtained value, and the
resultant value is assessed as an information providing
service fee.
The storage device 43 that is designed as is shown
15 in Fig. 47 has a key storage area, in which a secret
key that is required for cryptographic communication is
stored for each user who is a member of the information
providing network, and a cumulative account total
storage area, in which a cumulative account total of
20 service fees assessed during a specific period is
stored. This period is called a service fee
totalization period. The fee totalization period is
specified as one month, for example. The information
providing center 40 employs the cumulative account
25 total for each user that is stored in the cumulative

account total storage area to calculate a fee for each

user for information providing service during the fee
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totalization period, and charges the user the
calculated fee. When a specific fee totalization
period has expired, the service fee for each user
during the period that was stored in the cumulative
5 account total storage area is shifted as backup
information to another storage means, and a service fee
for each user in the cumulative account total storage
area is reset. It should be noted that the cumulative
account total storage area is not necessary when a
10 charge is cleared off each time information is
provided.
The accounting device 42 is designed as is shown
in Fig. 48. For information that is currently being
provided, the accounting device 42 assesses a fee in
15 consonance with the enciphering system that is employed
for providing the information. The accounting device
42 can extract charge information from the database 41.
The accounting device 42 adds a current information
sexrvice fee to the cumulative account total, of a user
20 to whom the information is provided, that is held in
the storage device 43 to update a cumulative account
total, and writes the new cumulative account total in
the cumulative account total storage area for the user
in the storage device 43. It should be noted that when
25 a charge is cleared off each time information is

provided, it is not necessary to calculate a cumulative

account total and write it in a storage area.
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The following procedures are performed for a case
wherein the user A requests specific information from
5 the information providing center 40, the information
providing center 40 transmits the requested information
to the user A and charges the user A a fee for the
information providing service.
It is assumed herein that the user A has received
10 the information service from the information providing
center 40 several times during a current service fee
totalization period, and that the cumulative charge for
the user A for the current period, which is stored in
the cumulative account total storage area in the
15 storage device 43, is Charge,. Further, it is assumed
that the name of the information for which the user A
requests the service is Info. Further, it is assumed
that the user A desires enciphered system C, be used for
providing Info. In addition, it is assumed that the
20 information providing service fee for enciphering
system C; is P, 4, in accordance with the amount of
information and an enciphering rate. Furthermore, it
is assumed that the user A knows the information name
Info and the basic charge P,.,, in advance.
25 In the following explanation, it is assumed that

authorization for the authentic user A has been

provided by his or her own portable storage device 30
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that authorization for the user A as an authentic

5 subscriber has been provided by the information
providing center 40. The two authorizations can be
provided by a well known authorization technique.

Information providing preprocedures of the present

invention
10 1. The user A requests that the information
providing center 40 provide the service for Info, and
at the same time, notifies it of a desired enciphering
system, C,;, for providing information.
2. Upon the request from the user A for the
15 service for Info, the information providing center 40
transmits to the user A the charge P,,,; for information
providing service using enciphering system C,.
3. If the user A agrees with the received
information service fee for Info, the user A requests
20 the information providing center 40 to provide Info.
If the user does not agree with the received
information service fee, the user notifies the
information providing center 40 to cancel the service
for Info, and this procedure is thereafter terminated.
25 The following procedures are employed when the
user A requests the information providing center 40 for

the service for information Info.
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enciphering method setting signal that it selects the
5 output of an enciphering system that is determined by
the preprocedures.

2. The secret key K,, which is held for the user A
in the key storage area in the storage device 43, is
set as an initial value to the key generation and

10 selection device 13. A key is generated that
corresponds to the enciphering system that is selected
according to the enciphering method setting signal.
The generated key is set in the enciphering device 11.

3. The enciphering device 11 enciphers data, the

15 selection means 14 selects enciphered text that is
output by the enciphering device 11, which is
determined by the preprocedures, and transmits the
selected enciphered text to the user A via the
communication interface 12,

20 Information providing procedures of the present

invention (for user Aa)

1. The selection means 14 is so set by an
enciphering method setting signal that it selects the
output of the enciphering system that is determined by

25 the preprocedures.
2. The secret key K,, which is held in the

portable storage device 30, is set as an initial wvalue
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5 enciphering device 11.
3. The enciphered data are received from the
information providing center 40 across a transfer path
via the communication interface 12, and are deciphered
by the enciphering device 11. The selection means 14
10 receives plaintext that is output by the enciphering
device 11, which is determined by the preprocedures.
The key generation and selection device in Fig. 44
can be used. In this case, the key shown in Fig. 4 is
a series of a plurality of keys. In other words, key
15 K,, which is owned in common by the information
providing center 40 and the user A, is constituted by
key K,, for enciphering system 1, K,, for enciphering
system 2, . . ., and K, for enciphering system t.
The information providing service from the
20 information providing center 40 to the user A in this
embodiment is performed according to the following
procedures. As the preprocedures are the same as those

described above, no explanation for them will be given.

Information providing procedures of the present

25 invention (for information providing center)

1. The selection means 14 is so set by an

enciphering method setting signal that it selects the
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5 storage area in the storage device 43, is set to the
key generation and selection device 13. A key is
selected that corresponds to the enciphering system
that is selected from among the plurality of keys K,,

K . and K,, according to the enciphering method

R27
10 setting signal. The generated key is set in the
enciphering device 11.

3. The enciphering device 11 enciphers data, the
selection means 14 selects enciphered text that is
output from the enciphering device 11, which is

15 determined by the preprocedures, and transmits the
selected enciphered text to the user A via the

communication interface 12.

Information providing procedures of the present

invention (for user A)

20 1. The selection means 14 is so set by an
enciphering method setting signal that it selects the
output of the enciphering system that is determined by
the preprocedures.

2. The secret key K, (consisting of K;;, K,,, . . .

25 and K,,), which is held in the portable storage device
30, is set to the key generation and selection device

13. From among the plurality of keys K,,, K,,, . . . and
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H H& () - @5}7}A§}ﬂey that corresponds to an enciphering system that is
selected by an enciphering method setting signal. The
generated key is set to the enciphering device 11.

5 3. The enciphered data are received from the
information providing center 40 across a transfer path
via the communication interface 12, and are deciphered
by the enciphering device 11. The selection means 14
receives plaintext that is output by the enciphering

10 device 11, which is determined by the preprocedures.
The accounting procedures will now be explained
for after the information providing center 40 has
provided Info. This accounting procedures have the key
generation and selection device 13 in common with Figs.
15 43 and 44.

Present invention accounting procedures

1. The accounting device 42 extracts from the
database 41 information that a charge for providing
Info with enciphering system C; is P, ;.

20 2. The accounting device 42 calculates an
information providing charge. In this case, the charge
is Proee,s-

3. The accounting device 42 adds the charge P, ,,
to the cumulative account total Charge, of the user A,

25 which is held in the storage device 43, to acquire a

new cumulative account total, Charge, + P, . ;, which is

then written for the user A in the cumulative account



~~-1J<1 F( 10dHdHI ! & 3"10% & ()-!d, & 3"10%BB& ()-!" &
3" 109WME () -y: 1096& ()-! ' y10%& ()- 10dHdH 3jz[ 9<1 ! x1F"10%5e5& ()-*

] 1096& ()-3(1 109 ()-s!x3(1 10%e5e5& ()-s!i & 10%/5V5&' ()- ![& 10%H&Z §).-"7 .
us4 | 1109g& ()-T!1 ! 10965& ()- T91096& ()-' 1096& ()- 10°° 10"
10" I's1F"10% & ()-* |zX9uS4 !10%&' ()- !i !10%N& ()- 'n 110%[& ()-

1s110% h h& ()- !s!10% & ()- Quo%& (}1fsa 9109%& ()-' 1096& ()- 10FF
10FF 10FF! s9109%F& ()-/F"109%& ()-S'i/F"10%/5V5& () - SU[ dEr S4
910109%& () - 10%6& ()- 109%& ()-, 1096& ()- 109%& ()-1 " 10%& ()-L}dEr S4

total storage area in the storage device 43. It should
be noted that the calculation of the cumulative account
total is not required when a charge is cleared off each
time.

5 Each time the service fee totalization period has
expired, the information providing center 40 charges
each individual user the cumulative account total of
fees assessed for the user. Further, when the service
fee totalization period has expired, the service

10 charge, for each user for the period, that is held in
the cumulative account total storage area is moved as
backup information to another storage means, and the
service fee for each user in the cumulative account
total storage area is reset.

15 Through the above procedures, the enciphering
system can be selected with a high degree of freedom.
When an enciphering system is to be selected wherein
the security is high but a load imposed for enciphering
is great, a charge for the information providing

20 service can be set high. When an enciphering system is
to be selected wherein the security is low but an
imposed load for enciphering is small, a charge for the
information providing service can be set low.

In other words, in this embodiment, between the

25 information providing center 40 and a user,

cryptographic communication can be performed for which

the encipher power of the communication terminal 10 and



910 f 1098& ()-, 1096& ()-9L10%& ()-1 109B& ()-1096& () - 109%& () - ; oudEr S4
910"/ 1096& () - & 1096& () -f &109%6&' () - S&SMLO%&’ ()-" - 10968 () - T
1096& () -"90dE: / 105 i
105s: 10%6&' () - 910%6&' () - 37F" 1096& () - S5&1096& () - s310%6&' () - 1109%6&' () - - TuS4
| 10V1 109 & ()-}I VI 109 ()-}! VI 109% ()-}] JO% & ()-&L0% & ()-' 10% & () -
105% ~<4/ 10! n&f &nt 1094 H' & () - -

& 1 10% & ()--158 ! 109 M & ()--& ! 10% & ()- 0! n& ! 10%hHh& ()-010% & () - BCDE
X oPl &1096& ()- (1096& ()- 10HH 10HH 10HH n&1Z" 10%H&: () - F

N81Z7 10%T H' & ()-F | X& &l 109 R ()- _aBoPl &10109%& ()-'5y

1006a 1) 2ovad ARG o EIAE A AEE PR Bheort maosa

10968 () - & 2 1098& dad( M0%B& () - f &1096& () - &%
"10968& ()- " FI0%& () O[]} ~dYNC &10 105 105 105: s109%6& ()-s9 10%6& () -
7109%0& () -s/ 10%& (Pt &EEID&ddesdcs V- perform the [Information

'+9C3"10% . & ()-!V>9C3"10%9" 0" & ()-!VIC3"109®.0. & ()-Y
10% & () - L10%p¥ dvidifdd %% e d)ocealiiddSHF the present invention] for
5 each communication. It is not required, for example,
when the information providing center 40 and a user
determine an enciphering system in advance and perform
cryptographic communication in consonance with the

system.

10 Seventeenth Embodiment

In this embodiment, a communication terminal 10
shown in Fig. 49 is employed, which comprises a
plurality of encipherers, 15 and 16, for performing
enciphering (and deciphering); a communication
15 interface 12; a key generation and selection device 13;
and selection means for selecting one of the ocutputs of
the encipherers 15 and 16.
Two enciphering systems are employed in this
embodiment:
20 1. DES enciphering system (or FEAL enciphering
system) as a specific common-key enciphering system;
2. RSA enciphering system (or ElGamal enciphering
system) as a specific public-key enciphering system.
The DES enciphering device (or the FEAL enciphering
25 device) 15 and the RSA enciphering device (or the
ElGamal enciphering device) 16 accomplish the process

of the embodiment. The DES enciphering system, the
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When the 'co ation termina in g. 49 is
employed by the DES enciphering system, the selection
means selects the output from the DES enciphering

10 device 15. When the communication terminal 10 is
employed by the RAS enciphering system, the selection
means 14 selects the output from the RSA enciphering
device 16.

The key generation and selection device 13, the

15 communication interface 12 and the selection means 14
in this embodiment are the same as those in the
sixteenth embodiment. It should be noted that the key
generation and selection device 13 in Fig. 44 is
employed to select a key that corresponds to an

20 enciphering system, which is selected by an enciphering
method setting signal. More specifically, when the DES
enciphering system is selected, a key that is
distributed in advance for DES enciphering is selected.
When the RSA enciphering system is selected, a public

25 key for RSA enciphering is selected.

Further, a cryptographic communication network

shown in Fig. 50 is employed for this embodiment. A
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cryptographic communlcatlon network in Fig. 51 to the
common-key cryptographic communication network in Fig.
5 4. For information providing service, since only an
information providing center 40 performs enciphering,
the information providing center 40 holds the public
keys of individual subscribers in a database 41.
In the cryptographic communication network shown
10 in Fig. 50, each subscriber secretly holds a secret
key, which corresponds to his or her public key, and a

key that is owned in common with the information

providing center 40. In Fig. 50, public keys of users

A, B, . . . and M are denoted by K%, Kf, . . . and K&,
15 and their secret keys are denoted by K%, K%, . . . and
K%. K, K;, . . . and K, indicate respectively a common

key that is used in common by the information providing
center 40 and user A, a common key that is used in
common by the information providing center 40 and user

20 B, . . ., and a common key that is used in common by
the information providing center 40 and user M.
Therefore, user j secretly holds his or her own secret
key K°; and common key K, along with the information
providing center 40.

25 Information providing service from the information
providing center 40 to the user A according to the

present invention is performed using the following
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embodiment.

Information providing procedures of the present

5 invention (for information providing center)

1. The selection means 14 is so set by an
enciphering method setting signal that it selects the
output of an enciphering system that is determined by
the preprocedures.

10 2. Either a common key K, or a public key K%,
which is held for the user A in the key storage area of
the storage device 43, is selected as a key that
corresponds to the selected enciphering system. The
selected key is set to the enciphering device 15 or 16.

15 3. The encipherer 15 or 16 enciphers data, the
selection means 14 selects enciphered text that is
output by the enciphering device, which is determined
by the preprocedures, and transmits the selected
enciphered text to the user A via the communication

20 interface 12.

Information providing procedures of the present

invention (for user A)

1. The selection means 14 is so set by an
enciphering method setting signal that it selects the
25 output of the enciphering system that is determined by
the preprocedures.

2. According to an enciphering method setting
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McmbCl a key that corresponds to the selected enciphering
system. The selected key is set to the enciphering
5 device 15 or 16.

3. The enciphered data are received from the
information providing center 40 across a transfer path
via the communication interface 12, and are deciphered
by the enciphering device 15 or 16. The selection

10 means 14 receives plaintext that is output by the
enciphering device 15 or 16, which is determined by the
preprocedures.

Through the above procedures, an enciphering
system can be selected in consonance with the secrecy

15 of the information that is to be provided. For
especially secret data, a public-key enciphering system
can be selected. For data having a low secrecy level,
common-key enciphering can be selected to simplify the
processing. Therefore, an accounting system for

20 information providing service that is consonant with a
selected enciphering system can be provided.

Eighteenth Embodiment

In this embodiment are employed a communication
terminal 10 shown in Fig. 52, which comprises a
25 plurality of encipherers 17 and 18, for performing
enciphering (and deciphering); a communication

interface 12; a key generation and selection device 13;
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Two block enciphering systems are employed in this
embodiments:

5 1. A DES enciphering system

2. An RSA enciphering system
The DES enciphering device 17 and the FEAL enciphering
device 18 perform the enciphering process for the
embodiment. The DES enciphering system and the FEAL

10 enciphering system are introduced merely as specific
common~key enciphering examples; and the present
invention is not limited to these and can be applied
for other cryptographic algorithms.

When the communication terminal 10 in Fig. 52 is

15 employed for the DES enciphering process, the selection
means always selects the output from the DES
enciphering device 17. When the communication terminal
10 is employed for the FEAL enciphering process, the
selection means 14 always selects the output from the

20 FEAL enciphering device 18.

The key generation and selection device 13, the
communication interface 12, and the selection means 14
in this embodiment are the same as those in the
sixteenth embodiment. The cryptographic communication

25 network in Fig. 4 is employed for this embodiment.

The procedures for communication between an

information providing center 40 and a user A, and the
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in the same manner as are described in the sixteenth

embodiment.

Nineteenth Embodiment

In this embodiment are employed a communication
terminal 10 shown in Fig. 53, which comprises a
enciphering device 19 for performing enciphering (and
deciphering); a communication interface 12; and a key
generation and selection device 13. The selection
means 14 employed in the above described embodiments is
included in the enciphering device in this embodiment.
In this embodiment, a DES (involution) enciphering
system is employed. A plurality of f functions that
are included as components are prepared, and a
plurality of enciphering systems can be set by
selecting a specific £ function.

Since the DES enciphering system is an algorithm
for repeating the same process, a single circuit can
perform the repeated process. If a circuit is
constructed with a one-stage process for DES
enciphering as one processing unit, the circuit is used
repeatedly to perform an enciphering process.

An enciphering device 19 in this case is designed
as is shown in Fig. 54. The enciphering device 19 in
Fig. 54 comprises registers 19a and 19b; an exclusive
OR circuit 19c; a plurality of f functions (f,, f,,

and £,); and selection means 19d for selecting one of
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A plurality of f functions can be provided by
preparing Sbox sets in a count equivalent to that of
5 the f functions. For f function f,, Sbox set S;,, S,,,
and S, is employed; for f function f,, Sbox set
of S,,, S;,, - . . and S,;, is employed; and so on. The f
functions for different enciphering systems may be
prepared. In this case, for function f,, an £ function
10 for DES enciphering is used; for function f,, an f
function for FEAL enciphering is used; . . . and so on.
A key generation and selection device 13 and
communication interface 12 are the same as those in the
sixth embodiment, and the cryptographic communication
15 network in Fig. 4 is employed.
In this embodiment, the procedures for
communication between an information providing center
40 and a user, and the accounting procedures are
performed in the same manner as described in the
20 sixteenth embodiment.

Twentieth Embodiment

A communication terminal 10 employed in this
embodiment has the same structure as the communication
terminal 10 shown in Fig. 53. It should be noted that

25 an enciphering device 20 is employed instead of an
enciphering device 19. Selection means is included in

the enciphering device 20 in this embodiment. Since
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device 13 is not always necessary.
A block enciphering system is employed as an
5 enciphering system for this embodiment. Further, one
of the following modes in which the block enciphering
system is employed can be set by an enciphering method
setting signal:
1. An ECB (Electric Codebook) mode
10 2., A CBC (Cipher Block Chaining) mode
The CBC mode, though it will be described later,
will be briefly explained. When plaintext is denoted
by M;; enciphered text, C,; initial value, IV;
enciphering using cryptographic key K, E;; and
15 deciphering using cryptographic key K, D,, the CBC mode

is represented by the following expressions:

C, = E (M, + IV) . . . (3)
C, = Eg(M; + C,,) (4 =2, 3, . . .) . . . (4)
M, = D(C,) + IV .« . (5)
20 M, = D(C,) +C,,) (i =2,3, .. .) . . . (6)
The enciphering device 20 in this embodiment is
arranged as shown in Fig. 55. The enciphering device
20 in Fig. 55 comprises a block encipherer 20a;
selection means 20b, for selecting one of two inputs;
25 and an exclusive OR circuit 20c¢, for performing an

exclusive OR operation for each bit. The selection

means 20b is controlled by an enciphering method
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employed in the ECB mode, a series of O bits is used as
an input initial value IV. The selection means 20b
always selects the initial value IV.

When the enciphering device 20 is employed in the
CBC mode, an arbitrary series of bits is set as an
input initial value IV. The selection means 20b
selects the initial value IV when the first block is to
be enciphered, and thereafter selects the output from
the enciphering device 20. It is not necessary for the
initial wvalue IV to be kept secret between
communicators.

The key generation and selection device 13 and the
communication interface 12 in the sixteenth embodiment
are also used in this embodiment, and the cryptographic
communication network in Fig. 4 is used.

The procedures for communication between an
information providing center 40 and a user, and the
accounting procedures are performed in the same manner
as is described in the sixteenth embodiment. In the
preprocedures, however, a procedure is required owning
the initial value IV when the CBC mode is selected.

For example, a procedure in which the initial value is
used in common by the information providing center 40
and a user is required before cryptographic

communication is initiated. Since the initial wvalue IV

fam onen?
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enciphered. Not only secret key K, but also the initial

value IV that is owned in common must be set to the
5 enciphering device 20 of the communication terminal 10.

Twenty-first Embodiment

This embodiment provides an improved enciphering
system according to the sixteenth embodiment. In this
embodiment, as well as in the sixteenth embodiment, are

10 employed a communication terminal 10 shown in Fig. 42,
which comprises a plurality of enciphering devices 11;
a communication interface 12; a key generation and
selection device 13; and selection means 14 for
selecting one of the outputs from the plurality of

15 enciphering devices 11.

A difference between this embodiment and the
sixteenth embodiment is as follows. Although the
plurality of enciphering devices 11 are provided in the
sixteenth embodiment, a key for each of the enciphering

20 devices 11 is fixed during the course of a single
cryptographic communication exchange. In other words,
a key is not changed as needed during the cryptographic
communication period, and the same key is used from the
beginning to the end of the cryptographic communication

25 period. In this embodiment, however, a key is changed
as needed during cryptographic communication in order

to improve the security to prevent a third party from
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an enciphering system that is selected by an
enciphering method setting signal. It should be noted
that the key must be updated synchronously between a

10 sender and a receiver for cryptographic communication.

The key generation and selection device 13 in this

embodiment is designed as is shown in Fig. 43, the same
as in the sixteenth embodiment. As is described above,
however, the key generation and selection device 13 of

15 this embodiment generates keys even during
cryptographic communication, and updates the key of the
enciphering device each time a key is generated that
has a length corresponding to an enciphering system
that is selected by an enciphering method setting

20 signal. Thus, the operation of the key generation and
selection device 13 is different from that in the
sixteenth embodiment.

The key generation and selection device 13 in the

sixteenth embodiment is not necessarily operated when a

25 key is generated that has a length corresponding to an
enciphering system that is selected by an enciphering

method setting signal. On the other hand, the key
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5 In other words, the key generation and selection device
13 in this embodiment repeats many times the operation
of the key generation and selection device 13 in the
sixteenth embodiment.
A key generation algorithm for the key generation
10 and selection device 13 in this embodiment is not
limited, and a general algorithm, such as that which is
described in the sixteenth embodiment, can be used. An
explanation will be given for a case wherein employed
as a key generation algorithm is an algorithm for
15 generation of a pseudo-random number sequence that is
secure from a calculation amount, especially, an
algorithm for generation of a square-type pseudo-random
number sequence.
A square-type pseudo-random number sequence is a
20 sequence of b,, b,, . . ., that is generated using the

following procedures.

Sqguare-type pseudo-random number sequence

Supposing that p and g are prime numbers that
satisfy p s g = 3 (mod 4), and N = p . q, a bit
25 sequence b,, b,, . . ., which is acquired by initial

value x, (where x is an integer 1 < %, < N-1) and the

following reflexive relations:
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mperif bits r modulo N is n, j
=q\6r(ﬁ%gs§)8'ft}[<_—0 f&G‘ 10% o0& ()-@if&G 10%
2

The square-type pseudo-random number sequence is
that which is secure from a calculation amount on an
assumption that determination of a root remainder for N
is difficult from the view point of a calculation
amount.

In order to adequately secure the square-type
pseudo-random numbers, it is preferable that bit count
n for modulo N in the square expression (7) be
approximately 512. Secret keys (initial values for the
key generation and selection device 13) K., Kie, - - o,
which are employed in common between the subscribers,

are 1 < K,,;, K < N - 1.

Acr + o+ e
A key generation and selection device 13 that
employs the square-type pseudo-random number sequence
is shown in Fig. 56. The key generation and selection
device 13 in Fig. 56 comprises a processor 1l3e, for
performing feedback calculations using expression (7);
a processor 13f, for calculating expression (8); and a
computing unit 13g. The operation of the key

generation and selection device 13 is as follows:

1. 1Initial value %, is input to the processor 13a.
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The cryptographic communication procedures when a
10 key is updated as needed are shown in Fig. 57. A block
enciphering system is used as an enciphering system.
In Fig. 57, M,, (u =1, 2, . . ., t; v=1,2, . . ., 8)
indicates a plaintext block; k, (u =1, 2, . . ., t)
indicates a block enciphering key; k,(M,) (u =1, 2,
15 ., t; v=1, 2, . . ., s) indicates an enciphered
text block that is obtained by enciphering a plaintext
block M,, using k,. The s blocks from M, to M, are
enciphered by using the same key Kk,. A series of keys
k,, k,, . . ., which are updated by the above mentioned
20 key generation and selection device 13, are employed
sequentially as keys for block enciphering, and as a
result, the plaintext block in Fig. 57 is enciphered by
using a plurality of keys.
Since the key is updated as needed and the number
25 of plaintext blocks that are enciphered by using the
same key is s, the analysis of a key can be difficult.

The enciphering device 11, the communication
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Information providin rocedures of the present

invention (for information providing center)

1. The selection means 14 is so set by an

enciphering method setting signal that it selects the
15 output of an enciphering system that is determined by
the preprocedures.

2. The secret key K,, which is held for the user A
in the key storage area in the storage device 43, is
set as an initial value to the key generation and

20 selection device 13. A key is generated that
corresponds to the enciphering system that is selected
according to the enciphering method setting signal.

3. While a series of keys that are output by the
key generation and selection device 13 is used to

25 update the key of the enciphering device 11, data are
enciphered using the updated keys. The selection means

14 selects enciphered text that is output by the
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text to the user A via the communication interface 12.

Information providing procedures of the present

5 invention (for user A)

1. The selection means 14 is so set by an
enciphering method setting signal that it selects the
output of the enciphering system that is determined by
the preprocedures.

10 2. The secret key K,, which is held in the
portable storage device 30, is set as an initial value
to the key generation and selection device 13, which in
turn generates a key that corresponds to an enciphering
system that is selected by an enciphering method

15 setting signal.

3. The enciphered data are received from the
information providing center 40 across a transfer path
via the communication interface 12. While a series of
keys that are output by the key generation and

20 selection device 13 are used to update the key of the
enciphering device 11 as needed, the received
enciphered data are deciphered by using the updated
key. The selection means 14 receives plaintext that is
output by the enciphering device 11, which is

25 determined by the preprocedures.

Although the square-type pseudo-random numbers are

used as an algorithm for the generation of pseudo-
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calculation amount can be used; as is described in
5 reference, Tsujii and Kasahara, "Cryptography and
Information Security", Shokosha, p. 86, 1990, for
example, an algorithm for which RSA cryptography,
discrete logarithms, or reciprocal cryptography is
employed also can also be applied as the algorithm of
10 the present invention for the generation of pseudo-
random numbers.

The method of this embodiment for updating a key
as needed was explained based on the sixteenth
embodiment; but this method can be applied not only to

15 the sixteenth embodiment but also to the eighteenth,

nineteenth and twentieth embodiments.

Twenty-second Embodiment

According to the sixteenth embodiment, a specific

enciphering system is selected from among a plurality

20 of enciphering systems where a key is fixed, while
according to the twenty-first embodiment, a specific
enciphering system is selected from among a plurality
of enciphering systems by which a key is updated. As a
modification of these two embodiments, according to

25 this embodiment, an enciphering system is selected,
either an enciphering system wherein a key is fixed or

an enciphering system wherein a key is updated.
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Fig. 58 is employed that comprises; an enciphering
device 11, for performing enciphering (and
deciphering); a communication interface 12; and a key

5 generation and selection device 13. It is should be
noted that for simplification of the explanation only
one enciphering device is provided herein.

A block enciphering system is employed as an
enciphering system for this embodiment. One of the
10 following methods for block enciphering can be set by
an enciphering method setting signal:
1. Performing enciphering by using a fixed key.
2. Performing enciphering while a key is updated.
The key generation and selection device 13 is
15 controlled by an enciphering method setting signal.
When the method for "performing enciphering by using a
fixed key" is employed, the key generation and
selection device 13 generates a fixed key (one key) and
halts its processing. When the method for "performing
20 enciphering while a key is updated” is employed, the
key generation and selection device 13 repeats key
generation to provide a series of keys (a plurality of
keys).
When the method of operation for communication
25 terminal 10 in Fig. 58 is the method "performing
enciphering by using a fixed key", the key generation

and selection device 13 generates a fixed key according
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fixed key. When the method of operation for the
communication terminal 10 in Fig. 58 is the method

5 "performing enciphering while a key is updated", the
key generation and selection device 13 generates a
series of keys according to an enciphering method
setting signal, and the enciphering device 11 performs
enciphering while sequentially updating the key using

10 the series of keys.

The key generation and selection device 13 in this
embodiment is the same as that in the twenty-first
embodiment, and the enciphering device 11 and the
communication interface 12 are the same as those in the

15 sixteenth embodiment. The cryptographic communication
network shown in Fig. 4 is also used in this
embodiment.

The procedures for communication between an
information providing center 40 and a user, and the

20 accounting procedures in this embodiment are performed
in the same manner as in the sixteenth embodiment.
When the method for performing enciphering while a key
is updated is selected, the information providing
procedures are performed in the same manner as in the
25 twenty-first embodiment.
Through these procedures, an enciphering system

can be selected in consonance with the secrecy required
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service charge system that is accordance with a
selected enciphering method can be achieved.
Although for simplification of the explanation

10 only one enciphering device 11 was provided in this

embodiment, the present invention includes a case

wherein a plurality of enciphering devices 11 are

provided. When a plurality of enciphering devices 11

are provided, selection means 14 for selecting one of
15 the outputs by the enciphering devices 11 is required.

Twenty~third Embodiment

An explanation will be given for this embodiment
wherein the arrangement of the key generation and
selection device 13 in the twenty~first and twenty-

20 second embodiments is modified.

In the twenty-first and twenty-second embodiments,
since a key that is owned in common between subscribers
is fixed, even if the method for "performing
enciphering while a key is updated" is employed, the

25 initial value of the key generation and selection
device 13 is a constant value for the same user. As a

result, the same series of keys may be generated.
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the initial value of the key generation and selection
device 13 is changed each time to improve the security.

In expressions (7) and (8) in the twenty-first

5 embodiment that are the procedures for generating a
series of keys, x,,,, which is sequentially updated by
the feedback calculation, is called an internal
variable of the key generation and selection device 13.

The key generation and selection device 13 in this

10 embodiment includes a processor 13h for performing
feedback calculation of expression (7) and a processor
13i for calculating expression (8), as is shown in Fig.
59, and reads the internal variable that is updated by
expression (7). At a communication terminal 10 of a

15 user, the internal variable is stored in holding means
30a of a portable storage device 30, which is connected
to the communication terminal 10 in the sixteenth
embodiment. At a communication terminal 10 of an
information providing center 40, the internal variable

20 that is read is stored in a key storage area in a
storage device 43 used in the sixteenth embodiment.

In the twenty-~first and twenty-second embodiments,
only the initial value is set to the key generation and
selection device 13, and the movement of data is

25 unidirectional. In this embodiment, however, it is
possible to read, in the reverse direction, the

internal variable in the key generation and selection
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device 13. A common key that was used for the current
cryptographic communication is replaced with the
internal variable, which has been read as a common key,
that will be used for the next cryptographic
communication.

When the key generation and selection device 13 is
replaced by the key generation and selection device 13
in Fig. 56, a communication terminal 10 can be provided
whereby the internal variable can be changed each time
the initial value of the key generation and selection
device 13 is used.

The cryptographic communication network in Fig. 4
is also used in this embodiment.

The procedures for communication between the
information providing center 40 and a user, and the
accounting procedures are performed in the same manner
as in the sixteenth embodiment. However, in the
information providing procedures for the information
providing center 40, one procedure is required at the
last in which "an internal variable of a key generation
and selection device, when information to be provided
has been enciphered, is secretly held as a new initial
value for the next cryptographic communication with A
in the key storage area of the storage device 43". For
a user, one procedure is required at the last in which
"an internal variable value for a key generation and

selection device, when enciphered information has been
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deciphered, is secretly held in the holding means 30a
of the portable storage device 30 as a new initial
value for the next cryptographic communication for
information service".

As is described above, according to the above
embodiments, since an enciphering system can be
selected, the security for enciphering information that
is to be provided and a service charge for it, or an
enciphering rate and a corresponding service charge,
can be selected in consonance with an encipher power
and an enciphering rate for the selected enciphering
system, whereas conventionally these are not taken into
consideration. As a result, a charging system for
providing information service having a high degree of
freedom can be provided.

As is described above, according to the present
invention, since selection means for selecting an
enciphering system is provided for communication means
that a sender and a receiver employ for cryptographic
communication, an enciphering system can be changed.
Further, since the selected enciphering system is owned
in common by a sender and a receiver before the
transmission of enciphered text, the selection of the
enciphering system, which is conventionally impossible,
can be permitted, and thus cryptographic communication
having a high degree of freedom can be provided.

Many widely different embodiments of the present
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invention may be constructed without departing from the
spirit and scope of the present invention. It should
be understood that the present invention is not limited
to the specific embodiments described in the
specification, except as defined in the appended

claims.
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What is claimed is:

1. An enciphering device comprising:

enciphering means capable of changing an enciphering

power;

changing means for changing said encipher power of
said enciphering means in accordance with a
deciphering capability of a transmission destination;
and

accounting means for charging in accordance with the
changed encipher power.
2. An enciphering device comprising:

enciphering means capable of changing an encipher
power;

changing means for changing said encipher power of
said enciphering means by negotiation with a

transmission destination; and

accounting means for charging in accordance with the

changed encipher power.



