2 4 SEP 2004 ELECTRONI C DOCUVMENT MAPPI NG Field of the inventign Fﬂﬁ§
invention relates to el ectronic docunent mapping and refers pgrﬁi |3$?@,

t hough not exclusively, to a method for mapping the identity of |east one
el ectroni ¢ docunent to reduce the inpact of unwanted nessages on the

el ectroni ¢ docunent, Additionally orialternatively, the present invention
relates to a nethod of categorizing attachnents on at |east one electronic
docunent according to one or nore factors. Background to the invention Wth
the significant growh in electronic comerce the nunber of web pages and
home pages on the internet has increased significantly. Over the |[ast

twel ve nont hs, users IN&EQ%@W& DOCYMENE; ﬁPxPINS}I ink attachnents to

web pages using a service such as, for exanple, Third Voice, Gooey or uTok.
Such attachnments, once created, can only be renoved by the service - not
the user or the web page owner. \Wenever an unwanted attachnent is left on

a we igﬁggﬁﬂ;‘g? Qﬁﬁénof the web page has to wthdraw and replace the web
page: me and therefore may inpact on the business of the
web page owner. 2 4 SEP 2004
This invention relates to electronic document mapping and refers
particularly, though not exclusively, to a method for mapping the identity of
at least one electronic document to reduce the impact of unwanted
messages on the electronic document. Additionally or alternatively, the

present invention relates to a method of categorizing attachments on at least

one electronic document according to one or more factors.

Backeround to the invention

With the significant growth in electronic commerce the number of web
| ) pages and home pages on the internet has increased significantly. Qver the
last twelve months, users have been given the ability to link attachments to
web pages using a service such as, for example, Third Voice, Gooey or uTok.
Such attachments, once created, can only be removed by the service — not
the user or the web page owner. Whenever an unwanted attachment is left
on a web page, the owner of the web page has to withdraw and replace the

web page. This can take time and therefore may impact on the business of

the web page owner.



Codes can be enbedded into web pages to reduce the inpact of su\cl,w}j 4 AEP 2004
attack, but these codes nust be separately inserted into every b page to
be effective. Also, it is possible to disable the code at the browser.
Furthernore, the owner of the web page may wish to group subscribers into
communities. Consideration-of prior apt US 5,835,718 of Blewett. This

di scl oses a nethod for real-tinme rewiting of a URL in an inter-connected
conmput er system network which includes the steps of defining a pseudo
proxy server and rewiting the URL The rewitten URL is sent to a | ocal
user. The systemdetermnes if a selected URL is a selected rewitten URL.
It is furtHeedegairbd erhbedded intewdh pagesRb nedudel thelimipecd afsarch and
not he easily decoded by the user, so that the user cannot easily defeat

the rew it ' { : . .
WM bRk, REN BRESeTLodOs SAABL Be %ﬁvaﬂé‘%ﬁlg FseRCd ANEPBYeryOwleBTBa fe hg of

unchanged, a URL that Is not rewitt ves as usual. The r

the URL's is a. re ing of sel.ected. card identities fromone (local)
domai R0 Sfeties. (it dy PASHITIE (0| disphs o AAHE HOWSDel oot ed URL | s
renote when conpared to a local domain nane in a table of |ocal domain

names, the renote URL is replaced by an 4 SEP 2004 opaque | ocal URL.
Indices that are private to the HITP server are used to

Furthermore, the owner of the web page may wish to group

subscribers into communities.

Consideration of prior art

US 5,835,718 of Blewett. This discloses a method for real-time
rewriting of a URL in an inter-connected computer system network which

includes the steps of defining a pseudo proxy server and rewriting the URL

The rewritten URL is sent to a local user. The system determines if a
selected URL is a selected rewritten URL. It is further required that the
rewritten URL be “blind” to a user, and not be easily decoded by the user, so
that the user cannot easily defeat the rewriting mechar;isrﬁ. To enable the
user’s environment to remain unchanged, a URL that is not- rewritten
behaves as usual. The rewriting of the URL’s is a remapping of selected
record identities from one (local) domain to another (remote) domain. If the
domain name of a selected URL is‘remote when compared to a local domain

name in a table of local domain names, the remote URL is replaced by an



prevent the user generating or reconstructing the renote URL. Thez L SEP 2004
generation of the indices is acconplished froma |ocal register,

increnented integer, or nmenory address fromwhere the string is stored in a
dat abase, the node of a disk file, or a sinple disk file nanme. The
conversion of the proxy URL can be dgne by using indices. The nunber is an
index into an array where the actual renote URL is stored, utilizing a

m ni mal__perfect h. . The indi ces_al sQ _praqvide igJmpl e way of_ tracking
ncces DRt B0 IRTS theties isicdel bRl 3¥' B Bn PR SeiPded skt fihe

approaches used to filter nam ng anbiguities of URL's in a filter and is
di r ectprdvent the ysesigemerating orURIiconstarefimg theamemese WAt i fi er resources.
Distinct URL's can nanme the sane resource in that user requesting these

URL's will receive identical resources in response, and repeated requests
for a single URL may result in the user receiving different resources at

different tjnes. The, nethod .proposed involye. t use qf dat.abase which
s, quer ! ed WFoReREREIGH obfhs RAMRRS: a¢GiRlFhEd froR 7 JorALICEisn SR upon
a response being received from the resource. US 5,751,956 of Kirsch. This
di r eciredremoehteel detegeni oratricononf atlddee ssiftvan wihetd thes sarithy pe rstoredk ad aJRL
| ocated in a web page is activated by SEP 201

database, the inode of a disk file, or a simple disk file name. The conversion

of the proxy URL can be done by using indices. The number is an index into

an array where the actual remote URL is stored, utilizing a minimal perfect

hash. The indices also provide a simple way of tracking access to the

remote URL’s.

US 5,961,645 of Baker. This discloses the approaches used to filter
naming ambiguities of URL’s in a filter and is directed to the problem that
URL’s are not unique identifier resources. Distincf URL’s can name the
same resource in that use.r requesting these URL’s will receive identical
resources in response, and repeated requests for a single URL may result in
the wuser receiving different resources at different times. The method
proposed involve the use of a database which is queried upon receipt of a

request for a resource from a user, and upon a response being received from

the resource.

US 5,751,956 of Kirsch. This directed to the determination of the

number of times a hyper-linked URL located in a web page is activated by



)

users. This is achieved by using a web server conputer systemthatz 4 SEP 20i

provides a client systemwith a predeterm ned URL reference to the web
server system encoded with predeterm ned redirection and accounting data
including a reference to a second server system Upon receipt of the
predeterm ned URL reference, the predpeterm ned redirection and accounting
data is decoded fromthe URL and processed by the web server system The
web server vi des the cl%eélt Frg a redirection NEssa ncl udi ng
t he réﬁSgF%nc 13 thA<BENN %rV }n%ﬁt‘g RSO E PR YSE a57S egrro Sed by
the web server and resulting data is selectively stored by the web server
US 5, prayides af cli@nit systerhivithi mv geilotermeinaded/Rlo nedtiicods tf thprwekssi ng
service requests froma client to a-server through a network using a -

non- URL &S&f éﬁé @ﬁ&p r@défe%ﬁﬁh@ﬂ':%‘@hfk%‘tﬁ)@?éﬁd L&soing Rt

descripti on |s méippe t orrect web page. The onl securrt% aspects
menti oned are the use of a user and assvvord S 5 937,.066 f Gennar o
et al INCHHAINE R FHICERRGY dQed §e§9§ P??F‘Eﬁr SKatdn; ngUray FEE‘B‘P&?P thean

encryption system whereby a portion of the key recovery information is
gener pteatktencened | YREndférenese dhé greduetdrimpired snbryqtiead atet accommtinigecat i ons
sessions and encrypted file applications. That portion of the key recovery

' nf or an ebskd b R sR erNfsté@AUTHRS
T i e TR OR), AR ks bl e & e ¢
web server provides the client system with a redirection message including

the reference to the second server system. Accounting data is processed by

the web server and resulting data is selectively stored by the web server.

US 5,812,776 of Gifford. This invention relates to methods of
processing service requests from a client to a server through a network
using a non-URL description. By use of a translation database, the non-
URL description is mapped to the correct web page. The only security

aspects mentioned are the use of a user name and password.

US 5,937,066 of Gennaro et al. This patent discloses a system for
handling key recovery in an encryption system whereby a portion of the key
recovery information is generated once only and is used for multiple
encrypted data communications sessions and encrypted file applications.
That portion of the key recovery information that is generated once only is
the portion that requires public key encryption operations. The information

encrypted under the public keys of the key recovery agents (the information



encrypted under the public keys of the key recovery agents (the ihfipr$aR i26h
4 SEP 200. that a requesting Pty would eventually provide to a key
recovery agent in order to effect the step of key recovery) is a set of
random y generated keys. These are independent of, and unrelated to, the
keys intended protected and recoveregl using the key recovery protocol. US
5,806,079 of Rivctte et al. In this patent notes in relation to data

i mikoteb g e Rartr skl STy AR €l Eelely EALIALT E°

or sub-note, -upon request, they can be connected to the relevant dat a
obj ecbraer tpefiectthefstehefdaeia retgwsy) iTRresatricendrmbugensrated keys.
grouped, and all or part of the note database nay be encrypted. In sone

enbodirRREE S aréd hﬁadeq;tan%retntl dentddd etnképked tdie th@CREyQ nidtdaaeds iter Lei el d,

and tI~e range fiel'd are encrypted. Al so, the |'ink address contained in
the link address, field of the In the note i formatlon dat abase may
¢ sBRdd

be enPFOASCELR afckreaogFEed Hsing HHGO¥ B PFOGE ? the link address before
storing it in the link address field of the entry in the note information
dat abase. In other enbodinments, the link address in the link address field
of the note information database,
US 5,806,079 of Rivette et al. In this patent notes in relation to data

objects are linked to the data objects. A number of levels of sub-notes are

linked to different portions of the data objects. When a user views a note or

sub-note, upon request, they can be connected to the relevant data object or

portion of the data object. The notes and sub-notes are grouped, and all or

part of the note database may be encrypted. In some embodiments, the

object identifier field, the location identifier field, and the range field are

encrypted. Also, the link address contained in the link address field of the

entry in the note information database may be encrypted. Therefore, the

note engine encrypts the link address before storing it in the link address

field of the entry in the note information database. In other embodiments,

the link address in the link address field of the note information database,

object identifier field, location identifier field, and range field in the

note/object linking information database are encrypted. The note

application retrieves the link address from the link address field and

decrypts the link address. The decrypted link address is used as an index

into the notes/object linking information database to identify the entry

corresponding to the entry being processed in the note information



object identifier field, location identifier field, and range fiepdiRFP 0
not e/ obj ect |inking information database are encrypted. The note
application retrieves the link address fromthe |link address field and
decrypts the link address. The dccrypted I|ink address is -used as an index
into the notes/object |inking Infornmegion database to identify the en t)
corresponding to the entry being processed in the note informatioll 2 it

SEP 200 .dat abas The.linked dat.a pbject is.identified.by the informtion
n thSaBBRSE: i pked Gare) SerD ds, s ttich bt Kot Srematiny T BT ange
field of the corresponding entry. Before it can use this information, the
not es ohapwl ideniifer deddydosatibe oljrddfier dedd; famst theerainge deeltdi o the
identifier field, and range field. This decrypted information is used to

| dent ict)}frééb%rldiﬂge%rﬁ%{ | OB iRe Al Angbl k. iRrmdtifh  Tth! ki et

: n .
al relates"to an~encr i on/decryption process whereby a plaintext file is

encryphered using a file key, which i ncyphered to. forma cyphered
key uSPRjicatos: AEETIRp it Bieshn i %ﬁ@». ﬁ&ﬁ‘t’é’ﬁ‘cwgﬂr figd pad
produced fromthe cyphertext, the enciphered key and the nanagenent key.
To enabhge dietd y (Rhisrddarypada inforacdion e vsed heteedifik dhei lsnkadt grortioom t he
encyphered file and decyphered

in the data object.

US 5,870,477 of Sasaki et al relates to an encryption/decryption
process whereby a plaintext file is encryphered using a file key, which is
encyphered to form an encyphered key using a secret key and a
management key. An encyphered file is produced from the cyphertext, the
enciphered key and the management key. To enable decryption to take
place, the enciphered key is taken from the encyphered file and decyphered
using the secret key to thereby obtain a file key. The cyphertext is
decyphered using the file key to obtain the plaintext. The nature of the
symmetric and asymmetric cyptosystems used is not of importance nor is it
of importance the nature of a block cypher and stream cypher which is
used. The secret key is generated in a number of different ways such as, for

example, from an encyphered password of an operation.

“SecureWay Firewall”, version 4.1 available from http://www-

4.ibm.com/software/secureway where there is disclosed the implementation of

many-to-one Network Address Translation (NAT) to enable internal IP



)

.using the secret key to thereby obtain a file key. The cyphertext2 its SEP 2004

decyphered using the file key to obtain the plaintext. The nature of the
symmetric and asymretric cyptosystens used is not of inportance nor is it
of inportance the nature of a block cypher and stream cypher which is

used. The secret key is generated in7a nunber of different ways such as,
for exanple, froman encyphered password of an operation. "SecureWay
Firewall", version 4.1 avail.abl ro | rtt pal/ Wl y:

4. i bi ﬁ.dEIS‘??ﬁesso?‘? Rart? 86&8&%5{}6‘?&&%@&?%& eri‘ihsf3 gl?tgg%{%lsé% Efq%relsrsr%? énent at i on
of many-to-one Network Address Transl ation (NAT%{ to enable internal |P SEP
2004 adtresisls whike shngtansieghestrepepuitiadiitensk. Th tenteniqate crllgddr esses
are not visible while in transit over a public network. A technique called

Net WOl +EAE S83d Fedst Pbrf]ta‘ﬁ.’aﬁélia%d $s @IRpRYRE 1@ bRt tHibi firfcsti on.

NAT support is also enhanced to include tianslation of |CMP. See al so

"SecureVy firewall versiqn 4.1 Infor i on Securit A r 999. In

" The N&JbSUPIRIH oISt 230 | FRAmeRd FthFI?%lﬂﬁt’? g{agglﬁﬁlgpy%{g@gwg’gb%g%ea SPhere is
di scussed the operation of the "LiveLink" Iink generation and managenent
sof t e iretiVay fivewallkvedpsireds]” Infdrnifticn Settwdy e Nouwasbiady TR, | i nk

managenent for the automatic generation of tables contents, indices and
alining so that, for exanple, a reference to "oil gauge

In “The Seybold Report on Internet Publishing”, January 1998 at page
21, there is discussed the operation of the “LiveLink” link generation and
;management software from LiveLink Systems, Ltd. This software runs
“HyTime” link management for the automatic generation of tables of
scontents, indices and .alising so that, for example, a reference to “oil gauge

33” can be linked to the common name “dipstick”.

“Special Report: Extending the Enterprise”, “Byte” December 1997,
page 65 discloses the generation of a sequence of one-time passwords with a
one-way hashing function (i.e. a function that modifies input so that it can’
be determined simply from the output]. S/Key usually uses the MDS

message digest function to generate a list of one-time passwords for a user.

None of the prior art publications, individually or in any combination,
suggest or even address the problem of providing an adversarial system to

combat the leaving of unwanted, undesirable or obscene messages on web

pages.



33" can be linked to the common name "dipstick"”. "Special Report; ?éﬁ@gﬁﬂﬁ?
the Enterprise", "Byte" Decenber 1997, page 65 discloses the gege

a sequence of one-time passwords with a one-way hashing function (i.
function that nodifies input so that it can't be determ ned sinply from
the output). S/ Key usually uses the N5 nessage digest function to generate
alist o ne passwords for a user. None of the prior art publications,
individually or in any conbination, suggest or even address the probl em of
provi ding an adversarial systemto conbat the |eaving of unwanted,

undesi rabl e or obscene nessages on web pages. 2 4 SEP 2004 Futhernore ,
none of thé&utheomaret nddeesdeshe heriveediut orddiressaswnidry opeedat for dthea web
page to group subscri. bers i nto different comunities. Definition

Thr ougheidy./ gg@aﬁﬂe%ff as ) \@g%:eft%r e?ﬁﬁxﬁ 0 s¥bsd ﬂﬁ?@”@ﬂkooﬁéff@rent

electronlc cunent suc page Ts to be taken as including a
reference to.g nessage or a chat roomthat is linked to the electronic
docunEMOBRAITIRE| udes a nessage |eft on the el ectronic docunent without

Definition

Throughout this specification, a reference to an attachment on an
electronic document such as a web page is to be taken as including a
reference to a message or a chat room that is linked to the electronic
document and includes a messége left on the electronic document without
the knowledge, consent, approval or permission of the electronic document
owner or operator. Messages left using a service such as, for example, Third

Voice, Gooey or uTok are included within this definition.

Throughout this specification map, mapping and their derivates are

used in the sense that a computer can map an address to another address.

Qbiject of the invention

It is the principal object of the present invention to provide a mapping

method for electronic documents, particularly for mapping the identity of a



the know edge, consent, approval or perm ssion of the electron| ﬂpSEpEﬂmq
owner or operator. Messages |left using a service such as, for

Third Voice, Gooey or uTok are included within this definition Thr oughout
this specification nmap, mapping and their derivates are used in the sense
that a conputer can map an address tdanot her address. jec of the
invention It is the principal object of the present invention to provide a

mappi n net hod _for el

dont 115 oped 3ngRb e BE L fo $RBURE R inBBRE RN AN dn iRl RRRRAPRIST o,
of unwanted attachnments on the web page. A further Ob] ect isto allowthe
owner ozf thehavakebagage to be able to categorize attachments on the web page
according to one or nore factors. Summary of the invention Wth-the above
and other objects in mnd the present invention provides a nethod of

mappi ng the identi ty of at least one electronic docunent, the at Ieast one

| ect d I t t he, neth th
Steps of o obRestad, B8R HET omiiE PLungrERSaECan: BE 4tleafur 't rom
.a client;

Categorize attachments on the web page according to one or more factors.

Summary of the invention

With the above and other objects in mind the present invention
provides a method of mapping the identity of at least one electronic
document, the at least one electronic document having a resource locator,

the method including the steps of:

(a) receiving a request for an alias of the resource locator from a
client;

{b) recovering the resource locator from the alias resource locator;

(c) retrieving the at least one electronic document at the resource
locator;

(d) creating a new alias resource locator; and

(e}  returning the electronic document under the new alias resource

locator to the client.



(b) recovering the resource locator fromthe alias resource Iocat?r' Iglg)m
retrieving the at | east one el ectronic docunent at the resource oia% ;
(d) creating a new alias resource locator; and (e) returning the electronic
docunent under the new alias resource |ocator to the client. 2 4 SFP 200
10 In an alternative form the presepd invention provides a nethod ol
categori zing at | east one attachnment on at | east one el ectronic docunent,
the at | east one Iect [ doc rrent havj esource .to cater qtalhe met hod
el udi g Thedlt efieTurtivg Apriocti higoatt dqreafioRoPrafida?; damsthefieot
resourcc |locator froma (b) cI | ent; recovering the resource |locator frorri
t he atatesparesograt l¢astabne; a(ta):hnﬁrrti eui A ledd ahel @astromie ddaoheanj c
docunment at the resource locator; (d) creating a new alias resource

| ocat E’ﬁe ANl EbnkShHERLRGY dotcﬁ?n&'xﬁﬁhmg § RQBUIES ko Wader, e AN o] | as

resour

including the steps of:

(a) receiving a request for an alias of the resource locator from a
client;
(b} recovering the resource locator from the alias resource locator;
(c) retrieving the at least one electronic document at the resource
locator;
(d) creating a new alias resource locator; and
() returning the electronic document under the new alias resource

locator to the client. |

Advantageously, the at least one electronic document is located on a
first server, and the client operates a browser. More advantageously, upon
the at least one electronic document being returned to the client, the
browser computes an Videntiﬁer from the new alias resource locator,
Preferably the identifier is computed from the new alias resource locator and

the content of the at least one electronic document.

Upon the identifier being computed, it is sent to an attachment server

on which is located at least one attachment to the at least one electronic



1l ~ locator to the client. Advantageously, the at |east one electr niiCSEP 200!
docunent is located on a first server, and the client operates a browser.
More advantage o wusly, upon t-he at |east one electronic docunent being
returned to the client, the browser conputes an identifier fromthe new
alias resource locator. Preferably the identifier is conputed fromthe new
alias resource locator and the content of the at |east one electronic

docunent . Upon t identifier being co ted, .11 ] ent aghment
ser vereSHTIRRER {PTbodib GroRBiatt SRER: Foerikng 5" et ARPlic"3he

el ectroni c SEP 2U docunment. Upon the attachnent server receiving the new
i dent irétrégvdst the at rleaseonehattachimerdt using the acwedeniieng The agéwast
identifier. The at |least one attachnent may then be returned to the

browsghe YHSERHRAN iday BYePDe HitsRheded Bye b?@w@éf‘,eﬂheir‘r%iﬁ'ﬁ%ﬁ!'i@@ﬁé e
y

docunent may be a web“page, and the resource | ocator e a URL. The at
| east onel attachnment __.nay be an unwanted note, a chat room or an

el ect ASYRIAYEH yeﬂ"‘fa%CBS’&Kd. selecting a new alias resource |ocator randomy,
the browser is redirected to a different alias resource | ocator each tine.

The electronic document may be a web page, and the resource locator
may be a URL. The at least one attachment may be an unwanted note, a

chat room, or an electronic bulletin board.

By selecting a new alias resource locator randomly, the browser is

redirected to a different alias resource locator each time.

Preferably, random perturbations are introduced into the at least one
electronic document prior to returning the document in step {€). More
preferably, the random perturbatiohs are a number of invisible characters.
Advantageously, the number of invisible characters is selected arbitrarily.
The random alias resource location together with the random perturbations
in the electronic document, causes the identifier to be different each time.
Consequently, the attachments meant for the same electronic document are

scattered, as they are stored with different identifiers.
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Preferably, random perturbations are introduced into the at |east? dheSEP 200
el ectroni c docunent prior to returning the docunent in step (e). Mire
preferably, the random perturbations are a nunber of invisible characters.
Advant ageously, the nunber of invisible characters is selected arbitrarily.
The random alias resource |ocation topgther with the random perturbations
in the electronic docunent, causes the identifier to be different each

time. Conse uentlg %E’ at?’é'"’t achrre ts nmeant fzr t he sane el ectctionig docunent
are scatté“r FNtageey BEYr 8 a%irteﬁobllir?ff PEACT g frepedingrte g
2 4 SEP 200 12 Advantageouisly , the new alias resource |ocator varies
accor dietgork addrestvall khe haddwsss. dPrdfaetly ptbe mevPradiasr eddoreehlecaewr al i as
resource |locator varies according to the client identity. Description of
the d tion ma-v be fully understood and
r eadi Paweg%d&gﬁ{%?%ct:ﬁ?%g]lem??g@%ﬁﬁpt here shall now be described preferred
enbodi nents of the present invention, the description being wwth reference
to the acconpanying illustrative drawings in which: Figure | is a
schematic illustration of a network in which the present

Description of the drawings

In order that the invention may be fully understood and readily put
into practical effect, there shall now be described preferred embodiments of
the present invention, the description being with reference to the

accompanying illustrative drawings in which:

Figure 1 is a schematic illustration of a network in which the present

invention is applicable; and

Figure 2 is a flow chart representing the basic steps in the method of

the present invention.

Description of the preferred embodiments

To refer to Figure 1, there is a server 10 in a network, the server 10
hosting a number of web pages, each web page having a Universal Resource
Locator (URL). The web server 10 is connected to the internet 12. Also

connected to internet 12 is a user’s browser 16, via the proxy server 14. All



irivention is applicable; and Fig-Lire 2 is a flow chart represenr;éit rhg%ﬁ%e"}ﬂ%
basic steps in the nethod o the present invention. Description of % he

pref erredenbodi mrents To refer to Figure 1, there is a server 10 in a
network, the server 10 hostin - a nunber of web pages, each web page
having a Universal Resource C, Z~| Q3- Z- Locator (URL). The web server
10 is connected to the internet 12. Also connected to Internet 12 is a

user's browser 16, via th I OXY, Serv 4, All this i | |
known PTALIRAS BE nkpg?”é}'rgapl?%s e 5§fer%%dt oee%?algr}iiga%% gas%r*&'?%%ma
provider 22 (such as, for example, Third Voice) can enable the browser 16
t o poserdctaphonddes, 28e{nirha dr faroexamplegeThirdc Vatice)oean enadle vide page
hosted by web server 10. Such attachnments cannot be renoved by the owner

or opgghkrAle E&‘g)o‘é@%tf%ﬁgﬁneﬂfs,hyeihgea PS M me8saftooP chRGeGobin, dhel e -

only the service provider 22 can renove the unwanted nessage. Upon a

browser ;16 makin request for b pa i.n server 10 via the proxy

e vemelbaRa NaRted it Web S5yveht br cuoeR R srnpRs beppsnoved By
the owner or operator of the web page, or by the browser 16 who placed it

there — only the service provider 22 can remove the unwanted message.

Upon a browser 16 making a request for a web page in server 10 via
the proxy server 14 and internet 12 by reference to the URL of that web -
page, the web page is recovered from the server 10. The server 10 then

generates an index [ into an array of N secret keys KEY.

The canonical URL of the web page is then encrypted using the secret
key KEY [I] to produce CRYPTSTR. If the web page has a root URL address
BASEURL, the alias URL is BASEURL-(I, CRYPTSTR). The requested web

page is then returned to the browser 16 under its alias URL.

If the browser 16 requests an alias URL, the request is sent to the web
seﬁer at BASEURL, with an argument —(I, CRYPTSTR). The web server 10
recovers the canonical URL by decrypting CRYPTSTR with the key KEY [fj.
Thé canonical URL link of the web page is then encrypted using a new key

KEY [J] by generating a new index J into an array of N secret keys KEY [ ].



page, the web page is recovered fromthe server 10. The server th 6$EP I%EU
generates an index | into an array of N secret keys KEY. The canogn

of the web page is then encrypted using the secret key KEY [I] to produce
CRYPTSTR |If the web page has a root URL address BASEURL, the alias URL is
BASEURL- (I, CRYPTSTR). The requestedl4eb page is then returned to the
browser 16 under its alias URL. If the browser 16 requests an alias URL,

t he reques t the | ASEU amy tmnt
CRYPTSTR) . L‘:I}%eg %8@ Eé Se?‘s ?‘ezgé theﬁca%ﬁb%ca %EII_‘ d%cr yptl ng
CRYPTSTR with the key KEY [ |. The canom cal URL |ink of the web page is

t hen &RYPPBAR) wichghe wibnwpResy revied] toproeper 46i wgder Hewaliatdex ,J into an
array of N secret -keys KEY [ ]. 4 SEP 200 14 The web page is t hen mapped
into an alias URL BASEURL - (~ CRYPTSTR) and the web page returned to
browser 16 under its alias. The mapping of the web page to the alias may be

by any kno rneans ali as, ener ted may,. be generated fromthe network
addr ess of &, ANARRIE og ast=} e“r’ abe T ghe TS ay hé ﬁ y any Known
means. The alias generated may be generated from the network address of

the user’s browser.

Preferably, the server 10 can map only the canonical URL of the web

page.

-The generation of the indices I and J may be by any known means,

including randomly.

If the browser 16 were to use service provider 22 to leave an unwanted
attachment on the web page in server 10, the web page with the unwanted
attachment has already been mapped to a different alias URL, by encrypting
the canonical URL with a randomly chosen secret key. As there are N secret
keys in the array, unwanted attachments on the same web page would be
mapped to N different alias URLs. Without knowing all the secret keys KEY
[N], it is impossible for browser 16 or service 22 to collate the different alias
URLs because they cannot know wﬁether tw;) arguments (I, Ci} and (I2, Ca)

refer to the same underlying web page.



Preferably, the server 10 can map only the canonical URL of the 2vvgb Egg?ﬂﬂ’f
The generation of the indices | and J may be by any known neans, in§| drng’
randomy. |If the browser 16 were to use service provider 22 to | eave an
unwanted attachnent on the web page in server 10, the web page with the
unwanted attachnent has al ready beenlBapped to a different alias URL, by
encrypting the canonical URL with a randomy chosen secret key. As there

are N secr [ U atta e page
woul d be. reBSIEs Rl TR o SEOHRE TGV SR AR A TR BT
keys KEY [N}, it is inpossible for browser 16 or service 22 to collate the
di f f etbBreughiasy afRits Neahas JRhey seaundy stibwraretser Fugthemmportsnthe (11,
Cl) and (12, C2) refer to the sane underlying web page. 2 4 SEP 2004 15

Ther efRbRscfVED 49 USIROL b@ohﬁwmhéausanp@g?ecqmoﬁgﬁ weh Bages tirgugh any

of its Nalias URLs, security still prevails. Furthernore, the browser 16
can a bookmark the web page through any of its Nalias URLs. It is
prefe ‘that in addition to returning a randomy chosen ali as

It is preferred that in addition to returning a randomly chosen alias
URL, random perturbations are introduced into the web page to further
confuse the browser 16 and server 22. The perturbations may include, for

example, invisible characters.

. Alternatively, the attachments on a web page may be categorized
according- to one or more factors. These factors can include network
address and user identity. This can be achieved by the document server 10
selecting the new alias URL based on the relevant factors. If by network
address, for example, it may be possible to categorize attachments by the
network segments or user identity. If by user identity the categorization may

be by user communities.

Whilst there has been described in the foregoing description a
preferred form of mapping the identity of at least one electronic document
and/or categorizing attachments on at least one electronic document, it will

be appreciated by those skilled in the technology concerned that many



URL, random perturbations are introduced into the web page to furbhgrgEp 20
confuse the browser 16 and server 22. The perturbations may include, for
exanple, invisible characters. Alternatively, the attachnents on a web page
may be categorized according to one or nore factors. These factors can

. include network address and user idepgity. This can be achi eved by the
docunent server 10 selecting the new alias URL based on the rel evant
factors. .If by network.. address. for_ example, ..it i b

ot eqdRirANORY 2BF renp iR et S TECRREaS BB PORRET KRt
user identity the categorization may be by user comunities. Wilst there
has bedapatétsyy frosu tha griseehbimgpsitien.descri ption a preferred form of mappi ng
the ident ty o at |east one electronic docunent and/or categorizing
attachnments on at | east one electronic docunent, it will be appreciated by
those skilled in the technol ogy concerned that many SEP 201 16 variations
or nodifications in specific details nmay be nade wi thout departing from
the present invention.



2 4 SEP 20 17 CLAIMS: A nmethod of mapping the identity of at |east O@q% 2
el ectroni c docunent, the at |east one el ectronic docunent having a resource
| ocator, the nethod including the steps of: (a) receiving a request for an
alias of the resource locator froma client; (b) recovering the resource

| ocator fromthe alias resource |locatpy; (c) retrieving the at |east one

el ectroni c docunent at the resource |ocator; (d) creating a new alias
resour elbgéator; and (e) returning the el ectronic docunment under the new
al i as te locator to the client. 2. A nethod of categorizing at |east
one attachnment on at | east one electronic docunent, the at |east one

el ectroni ¢ docunent having a resource to cater, the nethod including the
steps of: (a) receiving a request for an alias of the resource |ocator from

a  clijent; A(MethBROYEHAPHiHREHERRMIES bosllst [drRMidier it A iBReHE ce

| ocat or;
the at least one electronic document having a resource locator, the method

including the steps of:
(a) receiving a request for an alias of the resource locator from a
client;
(b)  recovering the resource locator from the alias resource locator;
(c) retrieving the at least one electronic document at the resource
locator;
(d) creating a new alias resource locator; and

{e) returning the electronic document under the new alias resource

locator to the client.

2. A method of categorizing at least one attachment on at least one
electronic document, the at least one electronic document having a resource

to cater, the method including the steps of:

(a) receiving a request for an alias of the relsource locator from a
client;

(b) recovering the resource locator from the alias resource locator;

(c) retrieving the at least one electronic document at the resource
locator;

(d) creating a new alias resource locator; and



(c) retrieving the at | east one el ectronic docunent at the resou?cg EP 2004
| ocator; (cl) creating a new alias resource |ocator; and 2 4 SEP-2 0§ 182
returning the el ectronic docunent under the new alias resource |locator to
the client. 3. A nethod as clainmed in any one of claim11 or claim 2,
wherein the at |east one el ectronic igpcunent is |ocated on a first server,
and the client operat es a browser such that upon the at |east one

el ectroni ¢ .docunent ret rned o the client, . .the browser rir}g)ut es an

i dent i fieffromt niﬂgvﬁ'%l ?lgg PEYH EEW%%%PEP réfheﬁp%t 5§ ’éesso Fred in

claim3, wherein the identifier is conputed fromthe new alias resource

| ocat or and t helmmatoerib tbe dllemtat | east one electronic docunent. 5. A

met hod as clainmed in claim4, wherein upon-the identifier being conputed
it is sent to an attachnment server on which is |ocated at | east one
attachnment to the at | east one electronic docunent. 6. A nethod as cl ai ned

inclaimb5, where |n up n the_ attachnent ﬁerver el'celw ng,the identifier it
retridves An@eiho EBH’E@ {1 aoWnene Afslagn her clal wherein the at

least one electronic document is located on a first server, and the client
operates a browser such that upon the at least one electronic document

being returned to the client, the browser computes an identifier from the

new alias resource locator.

4. A method as claimed in claim 3, wherein the identifier is computed
from the new alias resource locator and the content of the at least one

electronic document.

5. A method as claimed in claim 4, wherein upon the identifier being
computed it is sent to an attachment server on which is located at least one

attachment to the at least one electronic document.

6. A method as claimed in claim 5, wherein upon the attachment server

receiving the identifier it retrieves the at least one attachment using the

identifier.

7. A method as claimed in claim 6, wherein there is the additional step of

returning the at least one attachment to the browser.



identifier. A nmethod as clainmed in claim®6, wherein there is the Ed‘ij%El gg@
step o returning-u the at | east one attachnent to the browser. 4
19 nmethod as clainmed in claim?7, wherein upon the at |east one attachrrent
bei ng received by the browser it can be viewed by the client. A nethod as
clainmed in claiml or any one of claiyjgg 3 to 8 when appended to claim1,
wherein the new alias resource |locator created in step (d) is created
randomy. 10. A nethod as clainmed in claim1 or any one of clains 3 to 9
when appended to claim 1, wherein random perturbations are introduced into
the at |east one electronic docunent prior to returning the at |east one
el ect Boni c Adonatheod asy daeped irl. claimef/howhaseitd aipoad fhe cdtaleastOpneher ein
t he random perturbations are a nunber of invisible characters. 12. A method

as cl g't IR @nfﬂbglr{g]}%(ielm & thel BfowsioR col ﬁbé%ﬁé@é&%ﬂ%&lﬁ@ﬁ{ ly. 13. A

met ho a| me al m or any one of al s appended to
claim 2, V\/nerel n the new alias resource |ocator varies

(4]

9. A method as claimed in claim 1 or any one of claims 3 to 8 when

appended to claim 1, wherein the new alias resource locator created in step

(d) is created randomly.

10.. - A method as claimed in c¢laim 1 or any one of claims 3 to 9 when
appended to claim 1, wherein random perturbations are introduced into the
at least one electronic document prior to returning the at least one

electronic document in step (¢}.

11. A method as claimed in claim 10, wherein the random perturbations

are a number of invisible characters.

12. A method as claimed in claim 11, wherein the number is selected

arbitrarily.

13. A method as claimed in claim 2 or any one of claims 3 to 8 when
appended to claim 2, wherein the new alias resource locator varies

according to a network address of the browser.



according to a network address of the browser. 4 CEP 20 20 14. Apﬂ(k&ﬁ? a8
claimed in claim 13, wherein the at |east one attachnment 1is grouped by
network segnents. 15. A nethod as clained in claim?2 or any one of clains 3
to 8 when appended to claim?2, wherein the new alias resource | ocator
varies according to client identity.2d6. A nethod as clainmed in claim 15,
wher ei n the at Ieast one attachnent is grouped by client communities. 17. A

nmet ho in a ong. of ,cl ai to.1 t he at ] east, one
el ect ﬂ(‘)”nl c ﬁt ?gi% inp glegm f?s vﬁh 35‘ ‘248}% ﬁagh She of
clains 1 to 17, wherein the resource locator is a URL. 19 A rrethod as
cl ai neigroupey bynectoford s¢gmments.o 18, wherein the attachnent is an

el ectronic note.. method as clainmed in any one of clains 1 to 18, wherein
the attachnent is an online chat room |ac 21

15. A method as claimed in claim 2 or any one of claims 3 to 8 when

appended to claim 2, wherein the new alias resource locator varies

according to client identity.

16. A method as claimed in claim 15, wherein the at least one attachment

is grouped by client communities.

17. A method as claimed in any one of claims 1 to 16, wherein the at least

one electronic document is a web page.

18. A method as claimed in any one of claims 1 to 17, wherein the

resource locator is a URL.

19. A method as claimed in any one of claims 1 to 18, wherein the

attachment is an electronic note.

20. A method as claimed in any one of claims 1 to 18, wherein the

attachment is an online chat room.



r method as clained in any one of clains 1 to 18, wherein the attécﬁn@ﬁf ?%
an electronic bulletin board. 2 SEP 200, 22 ABSTRACT ELECTRONI C DOCUMENT
MAPPI NG A nmet hod of mapping the identity of at |east one electronic
docunent, the at |east one el ectronic docunent having a resource |ocator,
the nethod including the steps of: (@) receiving a request for an alias of
the resource locator froma client; (b) recovering the resource | ocator

fromt al jas. r ur.ce (0] ) trjeying the, at. least one
el ect r%fﬁ C ‘%o%ltfrtrgﬁﬁ 3% ?]ﬁg&%gsérﬁr %‘é& Péga?%rc?[él(‘gﬁ Jgr td's-oat]ié%'igw HEW atlbleas
resource | ocator; and (e) returning the electronic docunent under the new

al i as attaduneat|is@at eleciynipdwdlqtamboardc 2
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ABSTRACT

ELECTRONIC DOCUMENT MAPPING

A method of mapping the identity of at least one electronic document, the at

least one electronic document having a resource locator, the method

including the steps of:

(a) receiving a request for an alias of the resource locator from a

client;
(b)  recovering the resource locator from the alias resource locator;
(c) retrieving the at least one electronic document at the resource
locator;
({d) creating a new alias resource locator; and

(€) returning the electronic document under the new alias resource

locator to the client.

FIG. 2



