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*159159* - 1 TITLE OF THE | NVENTI ON

ELECTRONI C DEVI CE BACKGROUND OF THE | N\/ENFI ON The MI’M"”’”HMWII
present invention relates to a portable 5 electro

devi ce such as an I C card which incorporates a nodul @s91so
having a nonvol atile nenory capable of data wite and
rewite and a control elenent such as a CPU, and
execut es processing corresponding to an externally

i nput command. 10 A conventional exanple of a portable

el ectronic device is an IC card which is forned by
enbeddi ng an | C nodule haviow THNaNveny 1afN, e.g., a
menory and a CPUin a shell in the formof a plastic

card. PQRICABIM FIECERENIQwDEEECElata in a rewitable

nonvol atile nmenory or reads 15 data fromit in

accordance with a c@ﬁﬁﬁﬁiOWNBn@EnTH@xi@YﬁﬁTlﬁﬁvice

The I C cards are used in various fields such

access controlPrerRr t 1REFUS IRl Fatakes phore, p%ﬁﬁable

| ect f th
&S&%ﬁ%@r%?”%ﬁ%%fmé%h TRk R i pingproorates

forms, P08, 1E R S, UratldOLe VAL I liRo & ! aspf&e of data

appl i cation purposes by running a p ura
appl i ¢ ON$ng | Fe@ENEL alng dﬁt@oﬁgﬁ&ﬁr@ﬁemﬁ%@%é G cry,
card and a host device (tern1na|) is perforned via a
"changed &o&cu2Ss conpas €atd ofcr W sdndsngatd esh aexternally
| ogi cal channel. In a

input command.

i

A conventional example of a portable electronic
device is an IC card which is formed by embedding an IC
module having functions of, e.g., a memory and a CPU in
a shell in the form of a plastic card. Such an IC card
writes data in a rewritable nonvoiatile memory or reads
data from it in accordance with a command from an
external device. The IC cards are used in various
fields such as access control, credit card, cellular
phone, and electronic commerce from the viewpoint of
the importance of security. In many recent operation
forms, one IC card is used for various kinds of
application purposes by running a plurality of
applications.:

In general, data exchange between an IC card and a
host device (terminal) is performed via a "channel for
communication"” which is called a logical channel. 1In a
general operation form, since an IC card and a terminal

conventionally perform one-to-one communication,

LT

*G00002*



»

10

15

20

25

general operation form since an IC card and a
termnal conventionally perform one-to-one

comuni cation, 111111111111211122 ¢ | ¢'P o0 @ 100 11111
[ 1t 10 1 1 1 *3&0002* - 2 processing is conpleted
using only one channel. However, in many recent

cases, one | C card communicates wth a plurality of
term nals. This has occurred -bezause the basic
performance of |1 C cards has inproved, 5 or |IC cards
having a plurality of interfaces (e.g., contact type,

nonc gt @ed s 4 ype, 1 Orcdngletspead icontadty dngpedhdrmel .
external devices are growing in nunber. To

conmitiveater wi ith et wreddnty ofsasr mntalls card Camruhicates
sets up a plurality of channels and controls to nmake

10 eadthtleharetr akies O f tie ¥Hmyeks £ i | {prnas occurred

application). However, in the current_|C card, access

P §e5a00 e Rl od Thoi e, O KhE R A135 i Btroved.
channel s That _i.s, the conventi.anal ro c
unconodritll(%)n%iﬂyS MRS % nll realvllotft#eqprfctﬁe}zgﬁ y o(fe'g" '

chan gi?é”“ﬁ%“@éﬂé%@ﬂ @Vﬁ%¥*bgrﬂyaﬂ¢%ﬁ%fd contact

a % .
plurality of channels to each Tile Is possi ,

vari o%p@r ob eNB A SE dedly 18 |43 e CFdlvirkpriexampe; . a To
|

file ch is being accessed via a first channel may

be rewsmttiencata@ i steconsl whanie) .of Suctmianghenarenoh card
makes it inpossible to inplenent 20 processing

expecseds i wp thep Firast i chanhethanBR £R BUMMARY: G THE make

INVENTION It is an object of an aspect of the present.
each channel access its target file (or application).

However, in the current IC card, access to a file
is managed not for each of the plurality of channels.
That is, the conventional IC card can unconditionally
access a file via the plurality of channels. If
unconditional access from the plurality of channels to
each file is possible, various problems arise in the IC
card. For example, a file which is being accessed via
a first channel may be rewritten via a second channel.
Such a phenomenon makes it impossible to implement
processing expected in the first channel.

BRIEF SUMMARY OF THE INVENTION

It is an object of an aspect of the present
invéntion to provide a portable electronic device
capable of reliably and efficiently contrelling access
using a plurality of channels.

According to an aspect of the present invention,

there is provided a portable electronic device a first
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invention to provide a portable electronic device
capable of reliably and efficiently controlling access
25 using a plurality of channels. According to an
aspect of the present invention, there is provided a
portable el ectronic device a first 3 nenory which
stores an operating system program a second nmenory
whi ch stores an application program a third nenory
which stores a file; 5 a channel managenent unit which
causes the operating system programto manage a

pl ur aldrior yofwh iciraraed i 4 aracgess dihey fdysr et grredy dam;
the third nenory; an access order nanagement unit

whi ch managesscasd ranaeye edst gr derqrem ar darp thatt edch
channel managed by 10 the channel managenent unit has
set tHHEF49™ stored in the third nenory in a current
state; an access order updating unit which, if a first
channel nethaged” by §He X Hanrel ?ﬁﬁﬁﬁﬁéﬁ%hgbﬁ%ﬁt cancel s
the curr enail: C ! aril:r? Jgfm trpae frr.liel» et S&r?'rtedwkliincl% Iﬂ]cea&slﬂ]elsr dtl‘g'es
menory, excludes The 178t Channel ~ fYontan Access

or defo JENAGEIRN, LAl g8lod Ol the 18,00 Jmoves upy the

access of _anne!s next to the first
channalanrie 10y QW g dNidh Wb iChe 3 deSin tthd Rehird memory;

application programwhich is going to access the file

20 stored am ddre=ddisdaemurysgetad @t rept esent cingudieges, as

access order of each channel for the file; and
an access order, an order that each channel managed by
the channel management unit has set the file stored in
the third memory in a current state;

an access order updating unit which, 1f a first
channel managed by the channel management unit cancels
the current state of the file stored in the third
memory, excludes the first channel from an access order
management target for the file and moves up the access
orders of all channels next to the first channel;

a providing unit which provides, to the’
application program which is going to access the file
stored in the third memory, data representing the
access order of each channel for the file; and

an access control unit which controls access to
the file via a channel to which the operating system
program has assigned the application program which has
received the.data representing the access order from
the providing unit.

Additional objects and advantages of the invention
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an access control unit which controls access to the

file via a channel to which the operating system

program has assi gned the application program which has

25 received the data representing the access order

from the providing unit. Additional objects and

advant ages of the invention 4 wll be set forth in

t he description which follows; and -in part will be

obvi ous fromthe description, or may be |earned by
practice of the invention. The objects and advantages

of theilnuentieon faycibeid eald 2otk anicb i btwaiingd fyllows, and

- means of the instrunentalities and conbi nations
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partitulpatty yol htled doutidies efimad tigre deBRIEPtion, or may be
DESCRI PTI ON OF THE SEVERAL VI EWs OF THE DRAW NG The
accompayi g ly s st cavn fo b el PRIV oot -at ehe 9P afelks and
constitute a part _of the specification, 10 illustrate
embo A THER LS the T e T 1 Ahd'd gt e L 1dgh aHe
general, description give bove and th det ai | ed
descr?%ﬁlorhedof& He™ & oodﬁrﬁq'h slrbsi eLHneorgﬁao ,etlesser%/nedto
expl al 4 fie. Pré A éf@i&g ;hhﬁhi SR OBy 'h%ré‘i'asf@er.
bl ock ﬂ?agran1s€%éﬁatlca %y S é&?ng 15 the ard&are
confi ggratrope 9t RABTIENCAF AT SET YEMERAS AIEROr bAbtGE DRAWING
el ectronic device according to an enbodi nent of the
present inyeatiotomfdlyiZgiSrawvh@sy Shionemngs e exadpberated
of the file structure of data stored in a nonvolatile
menoryn 200 K@GsBiista sohenntet Viewdori ekgpd @ienng
t he
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically showing
the hardware configuration of an IC card serving as a
portable electronic device according to an embodiment
of the present invention;

FIG. 2 is a view showing an example of the file
structure of data stored in a nonvolatile memory;

FIG. 3 is a schematic view for explaining the
software configuration of the IC card;

FIG. 4 is a view showing an example of the
arrangement of a channel management table to manage the
channel access order;

FIG. 5 is a view showing another example of the

arrangement of the channel management table to manage

the channel access order;
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software configuration of the ICcard; FIG 4 is a

vi ew showi ng an exanple of the arrangenent of a
channel managenent table to manage the channel access
order; 25 FIG 5 is a view showi ng anot her exanpl e of
the arrangenent of the channel managenent table to
manage the channel access order; - 5 FIG 6 is a
view showi ng still another exanpbe of the arrangenent
of the channel managenent table to nmanage the channe
access order; and FIG 7 is a flowhart for explaining
an exanpl erof. & psogesséngsiodwihg $ €€ carahdoten example of
conmand. DETAI LED DESCRI PTI ON OF THE | NVENTI ON The
best wnelez forngameyi ngt oute tdeapresemnadamant itorbvd 140
now be described with reference to the acconpanying

dr awi 2249 e chagehentsead I%/r%lb«/vsaft%e har dwar e

conflguratlon of an IC card 1 serving as a portable
el ectronic BQV|Eel%c%ofﬁ?%@h?ﬁttﬁ%re oty 28 Sxample of

ek St oyt S A ey 2 ey
proc ea [0) y nory
12, random aCCSﬁ%ﬂEEBrME%BMT%éN 69mmﬁl eRbERRTONNI t

(UART) 14, co-processor and nonvol atil e nenory

(NV [EEPRGW$% 36st TheaEPEL L 1ca RAM A4, oﬁ%m&ﬂ§ present

comruni cation unit 14, co-processor 15, and

nonvol @t ¢hei semot yl lfoariee | e tifddsled with reference to the
accompanying drawing.

FIG. 1 schematically shows the hardware
configuration of an IC card 1 serving as a portable
electronic device according to the embodiment.

As shown in FIG. 1, the IC card 1 includes a
central processing unit (CPU) 11, read-only memory
(ROM) 12, random access memory (RAM) 13{ communication
unit (UART) 14, co-processor 15, and nonvolatile memory
(NV [EEPROM]) 16.

The CPU 11, ROM 12, RAM 13, communication unit 14,
co-processor 15, and nonvolatile memory 16 are included
in a module Ca integrally formed as, e.g., an
integrated circuit. The module Ca is embedded in a
card C which forms the IC card i. That is, the IC card
1 is formed from the case C having the module Ca
embedded.

Upon receiving power supplied from an IC card
processing apparatus 2 serving as a host device, the IC

card 1 is activated (becomes operative) and operates in
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20 in a nodule Ca integrally forned as, e.g., an
integrated circuit. The nodule Ca is enbedded in a
card C which forns the IC card 1. That is, the IC card
1 is formed fromthe case C having the nodule Ca
enbedded. 25 Upon receiving power supplied froman IC
card processing apparatus 2 serving as a host device,
the 1C card 1 is activated (becénes operative) and
operates in 6 accordance with a cormmand fromthe IC
card processing apparatus 2. The CPU 11 is
responsecdtandor vaver & |commragenerdn @l Tontamwl .pridieessing
CPU 11 functions as a processing 5 nmeans or a

det erawptd ois eans. The CPU 11 operates based on,

e.g., acontrol programto performvarious kinds of
processi ng? th%P 125 i e eionvol At 9% Oy TR egement
storeqwgontrol rans_and cqg}rol data in advance

The RAM 19915 % vol Bt | relory 0 ¥UHetd il rigf s %0 119
wor klrrpgans rrom.ya c;re eercrrﬁ)lmnglc atrﬁ umdta"JirgeA’ é}}{PC]t ' Cc%? raastes

a conmuni cati on nmeans an contro a conmuni

with the dGcard pr O%Séamapw@%% %éegéfmgnﬁtsv@nous

host devi ce. The Ttommuni cati on ‘uni 14 al so functi ons

15 askandeants g oscdocolyl naripowesv necessa nddfotdeile
operation of the IC card 1. The co-processor 15

assi steamad Ny oper @t | Onsr sdlcdo rasr @Nqr g it ms adrel control data
decryption. The nonvolatile nmenory 16 is a rewitable
in advance. The RAM 13 is a volatile memory
functioning as a working memory.

The communication unit 14 functions as a
communication means and controls data communication
with the IC card processing apparatus 2 serving as a
host device. The communication unit 14 also functions
as a means for receiving power necessary for the
operation of the IC card 1. The co-processor 15
assists in operations such as encryption and
decryption. The nonvolatile memory 16 is a rewritable
nonvolatile memory for storing variocus kinds of data
and applications (application programs). The structure
of data stored in the nonvolatile memory 16 will be
described later in detail.

The communication unit 14 has an arrangement
conforming to the communication method of the IC card
1. 1If the IC card 1 uses a contact communication

method, the communication unit 14 includes a contact

unit to physically contact the contact unit of the IC
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nonvol atile menory for storing various kinds of data
20 and applications (application progranms). The
structure of data stored in the nonvolatile nenory 16

will
unit

be described later in detail. The conmuni cati on
14 has an arrangement conformng to the

conmmuni cati on method of the ICcard 25 1. If the IC

card

1 uses a contact communi<€at?on-net hod, the

communi cation unit 14 includes a contact wunit to

physi

cally contact the contact unit of the 1IC7 card

pr ocessidigeo appss Atug Hrseratiuyg Asserhiosy aed ¢est Idevice.

this
card

case, the IC card 1 receives power fromthe IC
Pt ocessi srpapparat s M d tircciomruiiaat diragithe IC

14 that is in physical contact with the 1C card 5
pr oc 33T hoP Pt Bt it afpal\ﬁﬁfél%p?ec\flré} 419 fowq%qrbunlt

card
recei
t he

unit

t t C I te
X Rt %rp%sﬁalan%orbtp%%afwclo%vaﬁ I

o R Ca D an o SRy i e C ey Che

1 uses, g4 npncond 3<9$nt(é/¥$€ el @SSArd ColnEmeH catd o dmt h&%n
the communication unit 14 includes an antenna to

transpd¢é 1 eLed Vepd ot 00151 gl 5, an@Nsh & LOMAING IGRIHDMNErom the
control unit to control comunication. In this case,

the 1T castd Ip catsesiag Iopporerusupplya urhid darotact unit of
shown) to generate operation power and operation

cl ockshdasennoni @ataeh ousignkd - recei ved by the
connunicat%on unit 14. More

f the IC card 1 uses a noncontact (wireless)
communication method, the communication unit 14
includes an antenna to transmit/receive radio signals,
and a communication control unit to control
communication. In this case, the IC card 1 causes a
power supply unit (not shown) to generate operation
power and operation clocks based on a radio signal
received by the communication unit 14. More
specifically, when the IC card 1 is a noncontact IC
card, it is activated by receiving a radio signal from
the IC card processing apparatus 2 via the antenna and
the communication control unit of the communication
unit 14 and causing the power supply unit (not shown)
to generate operation power and operation clocks based
on the radio signal.

The structure of data stored in the nonvolatile
memory 16 will be described next.

The nonvolatile memory 16 stores various kinds of
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specifically, when the IC card 1 is a noncontact IC
card, it is activated by receiving a radio signal from
20 the 1 C card processing apparatus 2 via the antenna
and the conmunication control unit of the

conmuni cation unit 14 and causing the power supply

unit (not shown) to generate operation power and
operation clocks based on the réadio signal. 25 The
structure of data stored in the nonvolatile nenory 16
wi |l be described next. The nonvol atile nmenory 16

st or em tearhaous Kiandsi 1af sW rud® urdatde fhandandpya fd.dge , ISO/IEC
structure defined by, e.g., ISOIEC 7816. For

exanpléd,6 t hé qroreraimatliel e thengronveg adtidreegenfiyes 6 stores
(elementary file [EF]) serV|E§aas data files managed

in afdas | @lemedt drieh 9 stsrelfé’tlu”rge)asarﬁj(ft? il les
I(;Jlegl cat ed |Ie%n&h) erV|n &f% g}%r ldge‘:fslfcrt télre% and
t t W%ﬁq

zhg\r/m%q'llln (%eecgp eaatfolleel s a ;ylséeqrv(ln&sta@e f‘ i I%ﬂe)rs

21 serving@s a ”PsSta?rvfévlz Shdhily o0 Lapplicalt amdrile

22A and a DF (application B) 22B,” which serve as

f ol deyssucaerprand el iundefe tmma&hlme%ry(fud.e
Al) 23A1 and an EF (file A2) 23A2, which are used to

store dat ain artes pronipled snder ihef R (Applhcatomnis A file
22A. An EF (file Bl) 23Bl used to store data is 15
provi deh uadelri tehel MIH )( dpldscatiron &B) 2B sYar thilse. A DF

(application A) 22A and a DF (application B) 22B, which
serve as folders, are provided under the MF 21. An EF
(file Al) 23Al1 and an EF (file AZ) 23A2, which are used
to store data, are provided under the DF (application
A) 22A. An EF (file Bl) 23Bl used to store data 1is
provided under the DF (application B) 22B. In this
file structure, various kinds of data are stored in the
EFs serving as data files.

The software configuration of the IC card 1 will
be described next.

In the IC card 1, the CPU 11 executes programs
stored in the ROM 12 or the nonvolatile memory 16,
thereby implementing various kinds of processing, as
described above. More specifically, the ROM 12, RAM
13, nonvolatile memory 16, UART 14, and co-processor 15
are controlled by software executed by the CPU 11 to
implement various kinds of processing.

FIG. 3 is a view schematically showing the
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file structure, various kinds of data are stored in

the EFs serving as data files. The software
configuration of the ICcard 1 will be described

next. 20 In the IC card 1, the CPU 11 executes

prograns stored in the ROM 12 or the nonvolatile

menory 16, thereby inplenenting various kinds of
processi ng, as described above.oM+¥e specifically,

the ROM 12, RAM 13, nonvol atile nenory 16, UART 14,

and co-processor 15 25 are controlled by software
execus €t byré heoGPUyddat on i ipl erentc v tdus. ki nds of
processing. FIG 3 is a view schematically show ng the

- 9 - softWaeeschnfagarat i ome ofC tdwerd A chrdludeghe hardware
software of the IC card 1 includes a hardware |ayer

31, obeyerihl s@@«tl‘e@ﬁ]{r@)sym @26) amrvermppii cHtd on

| ayer 33. As shown in FIG inthe IC5 card 1, the

app! .%%ﬂb?@?la%rla%erfsﬂoca‘i%os%wqwent%TpG 3a'nd”f hfehe Ic

ove the h var e, Ia

3 | ted
The Hi et TRy GTOBL T %%e%% kel S RS
CPU 11, F?ﬁé T
and nonvo |1(?S %ri}%é@ ﬁ%?\g@ztg\?é. Cf‘lasl’? g‘ﬁe layer

hardwai e | ayer 31 executes proceSS|ng in response to a
processing request fromthe OS | ayer 32 and sends the
result of the execuied pspeessingntdbudde Kordeyes 82ch as
The OS | ayer 32 has a card operating system (QOS)
the CPU 11, ROM 12, RAM 13, UART 14, co-processor 15,
and nonvolatile memory 16. Each hardware device of the
hardware layer 31 executes processing in response to a
processing request from the 0OS layer 32 and sends the
result of the executed processing to the 0S layer 32.
The 0SS layer 32 has a card operating system (0S)
41 serving as a program to execute fundamental control
of the IC card 1. The 0S layer 32 may have modules
such as a configuration module and an application
interface group. The software serving as the card OS
41 is a program which controls the basic operation of
the IC card 1. The program controls each hardware
device of the hardware layer 31 or runs upon receiving
data such as a processing result from each hardware
device. The software serving as the card 0SS 41 is
stored in the nonvolatile memory such as the ROM 12 of
the IC card in advance.

The card 0S 41 has a logical channel management

function 42 in addition to the basic function of
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15 41 serving as a programto execute fundanental

control of the ICcard 1. The OS | ayer 32 nay have

nodul es such as a configuration nodul e and an

application interface group. The software serving as

the card OS 41 is a program which controls the basic
operation of 20 the IC card 1. The program control s

each hardware device of the-harndware |ayer 31 or runs
upon receiving data such as a processing result from

each hardware device. The software serving as the

card €& dioikingster@d hardierenadwial & id e trenorarsucde layer
as the ROM 12 of 25 the IC card in advance. The card

OS 41thabwal ¢reryi 't at he Haamied  eraageimentof furetiGread iln
addition to the basic function of - 10 controlling _
each Hatwelt e el d@af?ﬁg?f’nel%%r@%fmﬁelrs § access a file

mpl t the b t f the 1C card 1._Thi
Functd o %@aeé‘f’c%r%g%ﬁt{ﬁechzq”w:%aq eaa%eéé‘o;ryaﬁﬁ-l e %

app"%ﬁgﬁéi‘ # éFR$ Il S MEIDL nlcatl% J 'thods are

exanpl e ormunl cation ne

used fOry Cmm&%tﬁor{ ogi caly %ﬂr@{aﬂr%laslss! gaﬂsesdwgned
to each communi cation met hod. The control using such

| ogi cad shannedsnahl ovsidhend G &ar d thd xdOesssuding such
plurality of command groups via the respective 10

channebsicddrclexangl €,a Appl $ catd oIC ALah priocgssocess a
conmands via a first channel, and application B can
pr ocessu cohhandst véanea i@ conel ghane| thelhee $rogi tciate
channel managenent function 42 nanages
channels. For example, application A can process
commands via a first channel, and application B can
process commands via a second channel.

The logical channel management function 42 manages
the logical channels. More specifically, the logical
channel management function 42 controls open and close
of a logical channel, assigns a logical channel to an
application program, or manages the access order of
logical channels to a file or application using a
channel management table 42a. A table updating
function 42b updates data stored in the channel
management table 42a when a current file or application
program set for a logical channel has changed.

The application layer 33 includes various
applications (applications A, B, ...) serving as
programs to implement various kinds of processing.

Software serving as an application includes programs

and data to implement various kinds of processing
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the | ogical channels. Mre specifically, the |ogica

15 channel managenent function 42 controls open and

cl ose of a | ogical channel, assigns a |ogical channe

to an application program or manages the access

order of logical channels to a file or application

using a channel managenent table 42a. A table

updati ng 20 function 42b updat esdat-a stored in the
channel managenent table 42a when a current file or
application programset for a | ogical channel has
changedr rdhgoapphd cad i ofe | @yera BBoh NEd trdest valié oUS card 1.
applications (applications A, B, ...) serving as 25
progréns sof i wpteneatviay i dsstké naisp bi cpt bersss ngtored in
Sof tware serving as an application includes prograns

and dBf@ PONYepE ehbdtNeRP F Ukl k¢ hdshof Lpretedst ngn -adyance,
corres?onding to the operation formof the IC carg %.

The sOft ARYRISRISTnhr 8 FheSApPIITatTON §8 3t oFeeFh and
the nonvol atile menory 16 of.the |IC card 1_in advance

o doRnY CEael" T om B aTnbt TRUTEE hE feetad thqEre 1.

! : Y as needed and
stored in the.nopvolatil £, PBODL cthe Lfecatdydare

That is, eacﬁthardmare devi ce o¥ %gggﬁardmare ﬁayer

31 isygpntroll ed bynthg1cagdo S ¥d Qhrdhes b1 bayehe 053
32. The card OS 41 of the OS layer 32 controls the

oper at hparof2 eachhbacdrares devi 62 therespoagertd2acdftrols

request from each application of the application |ayer

33. Theeprpeessiog oésedthofiaedehrhadewacre deviespohse to a

the hardware | ayer 31 is supplied to the application
request from each application of the application layer
33. The processing result of each hardware device of
the hardware layer 31 is supplied to the application
via the card 0S 41 of the 0S layer 32. For example, a
command from an external device is received by the
hardware of the hardware layer 31 and supplied to the
card 0S 41 of the 0S layer 32. The card 0S 41
selectively supplies the command received by the
hardware layer 31 to a specific application of the
application layer 33.

For example, if the hardware layer 31 receives an
application selection command from an external device,
the card 0S 41 sets the application in the application
layer 33 designated by the application selection
command in a current state. If the hardware layer 31
receives a command from the external device in this

state, the card 0S 41 supplies it to the application in

the current state. The application of the application
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via the card OS 41 of the OS layer 32. For exanple, a
command from an external device is received by the 15

har dware of the hardware | ayer 31 and supplied to the

card OS 41 of the OS layer 32. The card OS 41

sel ectively supplies the command received by the

hardware |ayer 31 to a specific application of the
application |layer 33. 20 For example, if the hardware

| ayer 31 receives an application selection conmand
froman external device, the card OS 41 sets the

appl i cayé ON3 3 Ne tdreu @pPpl b et d O nd ayerrsFp ddesirgnated Hy

the application selection conmand in a current state.

| f t heorreatdas eop Ayet Bdom 25ha ecei /635 & ot fGomayer
the external device in this state, the card OS 41

suppl 3es iThao ihe Hppleaeed iOn 4h dahigmarsemn stRtleication
The application of the application 12 |ayer 33

execut’es? proteSst nyt ot r esp ot hgb? o Sfer L<bmfarff @ current

lied f th d 41 of th | 32. That
o UHE BT 08 41° eSOt ds S ADBIT EH T ah ST to the
curre&r%r@{ea&gpi(p%%ﬁp referred to as a current 5

application herernafter) and supplies a command to the

current apﬁﬁé?ﬁé@?@alTBﬁa$§QiC@én& WOl ABRNSGESEN 2 will be
function 42 will "be described next. FIGS. 4 to 6 are

Vi ewsdshom mgd exexpl es of the 10 arrangenent of the

channel managenent table 42a. As shown in FIGS. 4 to

6, the chafhéf. managefeate views showing examples of the
arrangement of the channel management table 42a.

As shown in FIGS. 4 to 6, the channel management
table 42a stores a logical channel access order for
each of the applications and files. That is, each
access order stored in the channel management table 42a
is data representing the order (order of access) of
logical channels which have set a file or application
in the current state.

Each item of data stored in the channel management
table 42a is updated by the table updating function 42b
as needed. For example, if a new logical channel is
opened, the table updating function 42b adds the
logical channel to a file or application to be set in
the current state by the logical channeil. 1In this
case, the access order of the logical channel to the
current file or application is set next to the logical

channel in access {(that is, the access order is set at

the end). If an existing logical channel is closed,
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tabl e 42a stores a | ogical channel access order for
each of the applications and files. That is, each
access order stored in the channel managenent table
42a 15 is data representing the order (order of
access) of |ogical channels which have set a file or
application in the current state. Each item of data
stored in the channel managerentl3 table 42a is updated
by the table updating function 42b 20 as needed. For
exanple, if a new | ogical channel is opened, the table
updattimg famrs i gpdd2bn@dfisnd hieon | 429 cdd 1 ethannethe t lo@ical
file or application to be set in the current state by
the |ogreatl chegmethe |ghamigl aregendret acdebs dfaler In this
of the logical channel to the 25 current file or
appl i €atFonthe SR lPexpdiblihel PGt ‘ehatPetten the
access order is set at

on' ™
N anek ot nah%@?ﬁalrr%fﬁam%C“%m&iﬂos%ﬂnagefi%ntt%%bie 42a,
tabl e #gdgébn %H”ﬁﬁéoy 4g?sdgr égg % g%&&i?a t%?%nnels

channel fron1 anner nmanagenen

case, nLhe E@b{ﬁeUQQ?ét@@ f&@?éé?ncﬁ§@h9§|etes the
| ogi cal channel fromthe channel managenent table 42a,

5 and novesrdpetbBengceessagsdegstpé akbitogpeating function
channels next to the deleted | ogical channel.

Proces$3bngoofddassingithe tlabheeupdatiing fcness onrddb
to add a logical channel to the access orders stored
i n thetehadnéh hapageaentltabphegarenini teébbe 482 will be

descri bed.
described.

" In the channel management table 42a shown in
FIG. 4, application A is set as a current applicatiocon
for logical channels "ch.l1", "ch.3", and "ch.O" in this
order. File Al 1s set as a current file for the
logical channels "ch.1" and "ch.3" in this order. That
is, in the channel management table 42a shown in
FIG. 4, the logical channel "ch.1l" sets application A
and file Al in the current state. In the channel
management table 42a shown in FIG. 4, a logical channel
"ch.2" sets applica;ion B as a current application.

Assume that in the channel management table 42a

shown in FIG. 4, the logical channel "ch.2" selects
file Al of application A (the logical channel "ch.2"
sets application A and file Al in the current state).
In this case, the table updating function 42b changes
the state of the channel management table 42a to that

shown in FIG. 5.



In the channel managenent table 42a showmn in FIG 4,
application Ais set as a current application for

| ogi cal channels "ch.1", "ch.3", and "ch.0" in this
order. File Al is set as a current file for the 15

| ogi cal channels "ch.I" and "ch.3" in this order. That
is, in the channel managenent table 42a shown in FIG
4, the |l ogical channel "ch.|l™ sat4ds application A and
file Al in the current state. In the channe

managenent table 42a shown in FIG 4, a logica

channel 20M&ch. 2esef Scappyi catéontiB: asuarenr réhte of the
application. Assune that in the channel managenent

t abl el d@kcashgwnial Fld - 4, Q*t%’lqecﬁgifccalficlmn%%lof'ch. 2"
selects file Al of application A (the |ogical channe

"ch. zapszJeCfastla@mcaW%rF%Maﬁhqu%@w fuydherruteterfieletes

state 25 In this case, ble u functi

420 CiRGEST The St br ke A e %%towi%ﬁ gFor
2a to sho in FElG .5 G f

when %%%P%uartrle% T Bty b R e Yea, and

changesyf o fd | g N of ct%PrPrléPatérPnz'A td hend a@rlld? of the
updating function 42b deletes the |ogical channe

"ch. 2acés o s hee acesSesrdest fospbi appldca iamd Brine A1 in
t he channel managenent table 42a, and adds the

| ogi cathe chizanmed 1 "edn2jerhent healehel 4fa t hevi@ccesss or der

for each of application A and file Al in the channe

manageneness abd e @Pa. chite isnageoeessialgle thea represents

channel managenent table 42a represents
that the last logical channel which has set application
A and file Al in the current state is "ch.2", as shown
in FIG. 5. According to the channel management table
42a shown in FIG. 5, the access order of the logical
channel "ch.2" to file Al can be determined to be next
to the logical channels "ch.1" and "ch.3".

Processing of causing the table updating function
42b to delete a logical channel from the access orders
stored in the channel management table 42a will be
described next.

Assume that the logical channel "ch.1" is closed
in the channel management table 42a shown in FIG. 5.

In this case, the table updating function 42b deletes
the closed logical channel "ch.1l" from the channel
management table 42a (excludes the logical channel
"ch.l" from the management target), thereby changing

the state of the channel management table 42a to that

shown in FIG. 6.
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10 that the last |ogical channel which has set

application A and file Al in the current state is

"ch.2", as shown in FIG S. According to the channe
managenent table 42a shown in FIG 5, the access

order of the |logical channel "ch.2" to file Al can be
determ ned to be next 15 to the logical channels

“ch.l" and "ch.3". Processing ofixausing the table

updating function 42b to delete a |ogical channe

fromthe access orders stored in the channe
managenent Mbabl epd2arinchkllbe wdescthbetlogexsl 20annel "ch.1"
Assune that the |ogical channel "ch.1" is closed in

t he chanpébsednageaehtbiablpddRanghbwnct ol 4Xb5del¢pes the
this case, the table updating function 42b del etes

t he ci%%bﬁaioﬁbéﬁﬁeéh ﬁﬂel "gﬁom"t$?oﬁ$%%@e%h%ﬁ%%%eme“t
manag excl udes. t he i cal ,chann

e 2R e ama e U aTpnt St PRk rapg S Pa el e
the sigiecol Lhensopongl mongoenent (abl e é'}%s‘na?ht hal 1n.

shown re speC|f|c

'09'Cﬁércgﬁgﬂshefcbn the'éh&%ﬁé?dmaﬁQSeﬁéﬁ{etyﬂﬁéthﬂg shown
function 42b deletes the | ogical channel

the chanpet. mepagesensqitabl @héaﬁewamahnpve§eﬂpath@he top of
access orders of the 5 |ogical channels next to the

| ogi cahechanask delelk" forFescexanphgplinathenchaanel file Al
managenent table 42a shown in FIG 5, the |ogica
channeb dehetédset Iat thhechapnel méhagaceesstapder4far the

each of application A and file A
access order for application A represents the logical

channels "ch.3", "ch.0", and "ch.2", and the access
order for file Al represents the logical channels
"ch.3" and "ch.2", as shown in FIG. 6.

As described above, the access order for each
application or file in the channel management table 42a
represents the order of current setting by the logical
channels. If a logical channel is closed, or the
current setting of a logical channel is changed, the
access order of each logical channel changes. In other
words, the IC card 1 can change the access order of
each logical channel in the channel management table
42a by closing or opening a specific channel or
changing the current setting of each logical channel.

More specifically, if a specific logical channel
is closed, the closed logical channel is excluded from
the management target of the channel management table

42a, and the access orders of the remaining logical
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is deleted. In the channel managenent table 42a, the

10 access order for application A represents the

| ogical channels "ch.3", "ch.O', and "ch.2", and the
access order for file Al represents the |ogica

channels "ch.3" and "ch. 2", as shown in FIG 6. As

descri bed above, the access order for each 15

application or file in the channed managenent table

42a represents the order of current setting by the

| ogi cal channels. If a |ogical channel is closed, or

the chaments sedie ngo of BhiDgingal encdratn aharn sg@tanged; thout
the access order of each |ogical channel changes. In

ot heri@ombisiseneheln Grrakdedt can ehahgee tdqecagtdsy the
order_ of each |ogical channel in the channel '
manageP@htat st LT W hg? ofCDheht g anspeci§iglosed.
channel or changing the current setting of each -

| ogi cHt %m%ewg%el%ple%m%%}w 59 SeSpHeT fegeess order
| ogi c channel .. 25 is. ¢l psed he cl osed | ogi,cal :
chann(g# T s>exe fu‘ egl??lcacrﬁiptﬁrlear}rga%ggaetneﬁ?et%’ﬁ%eh%?o?l?%hng or
channgl gepent table 42a, and the access orders

of the remaining logical 16 channels nove up. This

i npl ement sTRANGHSHBHE i Myt HPUthe | NCOPSEST ENEYri & command from
application or file access by the |ogical channels

even whenl@ togi catochanied aspatosed.?2 whl btherdescribed
words, it is possible to set the access order 5 of a
specifi¢xt| ogi cal channel at the end by closing or

opening it. The processing of the ICcard 1 for a
command fr®h¢ logical channel management function 42 of the

t=h
O]

card 03 41 notifies each application of the number o
channel which is executing processing, or notifies each
file or application of the priority level (access
order) of each logical channel based on the above-
described channel management table 42a. This enables
each application that has received a command to
determine the process contents corresponding to the
command based on data representing the priority level
provided from the card 0S 41.

Each application receives a command from the IC
card processing apparatus 2 via the card 0S 41. 1In
this case, the application determines based on the
priority level of its logical channel whether to
execute processing corresponding to the received
command. The application may determine based on the
priority level of its locgical channel and the type of

the received command whether to execute processing
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the I C card processing apparatus 2 will be descri bed
next. 10 The | ogi cal channel managenent function 42 of
the card OS 41 notifies each application of the

nunber of a channel which is executing processing, or
notifies each file or application of the priority

| evel (access order) of each |ogical channel based on

t he above 15 descri bed channel mrAnagenent table 42a.
Thi s enabl es each application that has received a
command to determ ne the process contents

cor r espareipuhdiond he twemenchabesed Tova tddtsa whether to
representing the priority level provided fromthe

car d @R Afte 20 Eartrtapmd camimand deeidpds rapisedigged on
fromthe I1C card processing apparatus 2 via the card
0S 412y reMiss VHIEI tHE H5H 9Tt GF detdrimidy dad&d) of

on the priority level of its logical .cha I t her

to XUt P eS8y et leci‘b&r?giprféwtlodqetoﬂgerrog\ggﬁ\?egard 03
25 co nd. The appl. cat. may determ ne based on the
priority éV%”’oéﬁﬂkffﬁiﬁﬁku channel and the type of

the recei ved,. commnd. whet hgle to, execut e JHRCeSSE Neh 17
correspond?n@ to the bonnané? Tﬁgt is, whether to

exec Ui s 1 hext agei wetkic ommntkdsi et ef ridvedkrhaset ame
data representing the access order (priority level) of

the logicad t ghaiel twhiehel s tpreovd mheldi dartaimrt e teamdi r@® that

5 41 to each application. For exanple, if the |ogica

channetoofsses corresponding to any commands are executable.
If the logical channel of an application which has
received a command does not has the highest priority
level, the application determines that processes
corresponding to commands (e.g., rewrite and delete
commands) to change the state of a file are not
executable, but processes corresponding to commands
(e.g., read command) not to change the state of a file
are executable.

As described above, each application can determine
the process contents (execution enable/disable state)
for a received command. Hence, each application can
implement not only the processes of the above-described
example but also various processes to be described
below.

For example, a specific application (application
of the highest priority level) may always execute

processes corresponding to all commands independently

of the priority level of the logical channel.
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appl i cation which has received a command has the

hi ghest priority level, the application determ nes
that processes corresponding to any conmands are
executable. 10 If the |ogical channel of an
application which has received a conmand does not has
the highest priority level, the application

determ nes that processes cerrespording to conmands
(e.g., rewite and delete commands) to change the
state of a file are not 15 executable, but processes
cor r gslpondhiang el commdws: floer G, 1dgach lcarmandl ratvimer a
change the state of a file are executable. As
descrhiigede sthavel o migoh oot i c aticori Cann deft ernAgrssahe
process contents (execution enabl e/disable state) 20
for £IEcEREH dohmehd 1 Hareeansse ap g clath idnt et

i mpl enent not only the processes_of the

h .
above- HERGTHY L ooy e dutPsal¥o Vi i iRE Prot esd8etdy

be described bel ow. For exanple,. a specifi
appl i 4 ?rownls(ea(pp%cfrc’atel of fsn;p ecijh% ifgjlgleest&nplrclhori ty

| evel -| ' ' ' m
eve Qe.%(gé’n“d@l%’\ﬁ%%pen 4 CLoPIORESRES. G IES RN 185 may

al | com ently ° of the priority level of
the lQgigaln chasmel nqepditie N terd@ti el ys i @xcept1 d0e1 aof the

| ogi cal channel having a highest priority |evel,

executdpicof gHoeesses corresponding to all commands

may be inhibited independently of the type of the

recei ved chsmaascr So@t hebawse, tiorlCecgrd & specffeely

file gg!fgk the process contents corresponding to a command
for each application if the current setting comes into
competition with another logical channel, and implement
a very flexile system conforming to the operation form

)
or the like.

FIG. 7 is a flowchart for explaining an example of
processing for a command from the IC card processing
dpparatus 2. The operations of the card 0S 41 and
applications are implemented by the CPU 11. In the
following processing example, the operation of the card
0S 41 and those of the applications 22 (22A, 22B, ...)
will separately be explained.

When the UART 14 receives a command from the IC
card processing apparatus 2 (step S10), the card 0S 41
executed by the CPU 11 sends the received command to an
application (application 22A in this example) (step

S11).

Upon acquiring the command from the card 0OS 41



sequentially stores log entries, wite processi ng may
be permtted i ndependently of the priority |evel of
the 1ogical channel. As described above, the IC card
1 can freely 10 design the process contents
corresponding to a command for each application if
the current setting cones into conpetition with

anot her | ogi cal channel, and-i mpPenent a very flexile
system conformng to the operation form or the |ike.
15 FIG 7 is a flowhart for explaining an exanpl e of
processims for, arcormmnd datdmrt P2 Creprid gy adeddiengard 0S
apparatus 2. The operations of the card OS 41 and

appl iXatdlonst dres i gel idrent@ @ et s GPUSEE) (I n t he
foll owi ng processing exanpl e, the operation

f th
card 20 ‘Hlﬁa?fborif’rfbsteo ot thelHppl i et o??srcgzoit P causes
22B, ... i tely b |.ai ned.. W
s et AR PR R R AR e e, R o
appar cl‘?ar(r?édfgn%gaoiemér{@ tgaacrlde Q%a‘”anc?)%?é:&gﬁgir@ the
s the 5

S
t he ( ;1 sen . receive .connpnd to an 2
appl i catiom (appldeatd on A ddn tdd s axan e)sdess epd) .

S11). Upon acquiring the command fromthe card 41
19  (sefe St e then appldreatlan &2A dndidleso Dfcitde
card OS 41 about its |ogical channel (step S13). In
responsel toat hirs 2R%kr ythe heoardb G8 Aerodrisesta thgpresenting
| ogi cal channel managenent function 42 to refer to

the logical channel to the application 22A (step S15).

The application-22A confirms its logical channel.
The method of making an application that has received a
command confirm a logical channel assigned to it is not
limited to the processes in steps S13 to S16. An
application may confirm its logical channel directly
from the CLASS byte of a received command, or acquire
it based on dedicated API prepared in advance by the
card specifications.

After the data representing its logical channel is
acquired from the card O0S 41, the application 22A
determines the access target file of the command, and
inguires of the card 0S 41 about the access state of
each logical channel for the access target file (step
S21) .

In response to this query, the card 0S 41 causes
the logical channel management function 42 to refer to

the channel management table 42a and determine the

access order (priority level) of each logical channel



5 the channel nmanagenent table 42a and determ ne the
| ogi cal channel of the application 22A (step S14).
After determ ning the |ogical channel of the
application 22A, the card OS 41 sends data
representing the |logical channel to the application
22A (step S15). 10 The application 22A confirnms its

| ogi cal channel. The net hod-of 2maki-ng an application
that has received a comuand confirma | ogical channel
assigned to it is not |imted to the processes in

Stepst Sl 3xHo HlfesAntappdt chatlieon( gmyp R mAfiter

| ogi cal channel directly 15 fromthe CLASS byte of a

r ecei deeite womearl, tior acepA T eordar bafsechan dedicalt exhannel
APl prepared in advance by the card specifications,.

Af t erf Qhet Rt A FPT st thgf 11 16 T Eianfel §erds, to

acquired fromthe card OS 41, the applicatiaon 22A 20
dot erThi PR hEE SR 45 At | TR Gt AHe. b hnd: S OFder

inquires_ of the car 41 about the cess st at f
each Togf & ﬁ%aef (%armﬁg tg%rc RS t%l?lgeet (s?tﬁpe S((ezsét)5e'p

S21). In rﬁ?@??iﬁhé"d%@é Sy QUL Yo € 16y CAHL L8 4ds OIS of

25 the | ogica annel managenent function 42 to refer
to thechesneds mnagenent £d.ablies A2acadyl Wetesdn nerd hes

access order (priority level) of each |ogical channel
~1 J ac@@irddr (ihep aszess tias getpfidaet (ot grB2Ptermines

* After determning the access order of each I ogical
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channehether to execute processing corresponding to the
command (steps S$S25 and S26). More specifically, the
application 22A determines whether there exists another
logical channel which is accessing the access target
file of the command (setting the file as a current
file) (step S25).

Upon determining that no other logical channel is
accessing the file (NO in step S525), the application
22R executes the processing corresponding to the
command (step S$S28), and sends the processing result to
the card 0S 41 (step S29). Note that in the command
processing in step S28, the application 22A implements,
e.g., access to the memory that stores the file in
cooperation with the card 0S 41.

If it is determined that another logical channel
is accessing the file (YES in step S25), the
application 22A determines based on the data acquired
from the card O0S 41 and representing the access order

of each logical channel whether the logical channel of
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for the access target file, the card OS 41 sends, to

the application 22A, data representing the access

order 5 of each logical channel for the file (step

S23). After the data representing the access order of
each | ogical channel for the access target file is
acquired (step S24), the application 22A determ nes

whet her to execute processing coriresponding to the 10
command (steps S25 and S26). More specifically, the
application 22A determ nes whether there exists

anot hets dugicad £hannetiwhi ©dr i shactebsi gréhesagcessror
target file of the command (setting the file as a
curremtamplé o) tiistapp S25 L 1dn pbrdelet enies nghe hiagr nbt s
ot her | ogical channel is accessing the file (NOin

step B2%)cal hehapptl chtidh tPRA exerlit @ae t#ecess orders of

processi ng corresponding to the 0 nd (ste 28) ,
and s%%lsg?%ciﬂro RIS 12U 1T TS TTHE © ?&%@ﬁ% 41,

tep, S29). Note that.in th d 20 e
St ep S8t S heTanplT LAt T o SoR T oy Brerr e e, el Mhas 2

acces rIQrI@ﬁA?ﬁ??ﬁﬂetﬁﬁie?tores the file.in

cooper at 1 on e card OS 41. If it is determ ned

t hat anot hgpohogkeatmehangethat stRECES§iBY1t BRahhb® has a
(YES in step S25), the 25 application 22A determ nes
basedppnotheydatmsacqusted Sfépm the sapdi St 4dn ahplA
representing the access order of each |ogical channe
whet herethee ogrcatsshagnebrogspdnding benthascemmand (step
priority for the file (step S26). For

S28), and sends the processing result to the card 0S 41

(step $S29).

If it is determined that the logical channel has
no priority (NO in step S26), the application Z22A
determines whether the command is executable (step

S27). The determination in step S27 i1s done based on

the settings of each application. For example, a form
is possible in which commands associated with write are
unexecutable, and commands associated with read are
executable. Another form is also possible in which all
commands are unexecutable, or all commands are
executable. Alternatively, whether a command 1is

executable may be determined based on the type of the

access target file.

Assume that according to the settings of the
application 22A, commands such as a rewrite command to
change the state of a file are unexecutable, but other

commands are executable. Iin this case, if the received
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exanpl e, the application 22A determ nes whether its

| ogi cal channel is at the top of the access orders of
the |l ogical channels acquired fromthe card OS 41, 5
t hereby determ ning whether the |ogical channel has a
priority for the file. Upon determning that the

| ogi cal channel has a priority (YESin step S26), the
application 22A executes precegging corresponding to
the conmand (step 10 S28), and sends the processing
result to the card G5 41 (step S29). If it is

det erdriethd hat & heJragiec alorehann el hkas ppid cartiion Ry A
(NOin step S26), the application 22A determn nes

whet hiart etrvel reenred: it eexemuteas ie g stfep hE5 CSEFRNATHE
determ nation in step S27 is done based on the

set t iugssofutedte -applf ddts GiR.CeRoE e xaIEd d S ér eSS
possi bl e in which conmands associ ated wi.th mwit%'%re
unexé%,ciﬂgrla?dl%, téﬁﬁ EtTds s Sodt AEE WK S &4 ard'©
execut abl e. Anot her_formis also possihle in which al
20 co?ﬁﬁab%o%sl % e%gréecucioa{rlgrfaen,cl or gelﬁeccugr?re?alﬁds are
execut a t BY congmnd, d

execut abl gu%éél)l/ (géep%%#lerfeﬁ%e%aggge gpn t he tsquesooﬁ‘ tthhee

accessotar el ddh@andssynedhatamiceonding d addie s27), the
settings of the 25 application 22A, conmands such as a

rew i 46 coMRsh tma changer ddectsd aimoadssairfd l@maresponding

unexecut abl e, but other commands are executable. In

t hi s easehe i forthend eceiveds2®) , and sends the processing
result to the card 0S 41 (step S29). Upon determining
that the processing of the received command 1is
unexecutable (NO in step S27), the application 22A
inhibits (interrupts) the processing corresponding to
the command, and sends data representing that the
command corresponding to the command is interrupted to
the card 0S 41 as a processing result (step S29).

The card OS 41 receives the processing result for
the received command from the application 22A (step
$30), and transmits the processing result received from
the application 22A to the IC card processing apparatus
2 as response data to the received command (step S31).

As described above, the card 0S 41 of the IC card
1 manages each channel which sets a file in a current
state and the access order of each channel. For a file
an application is going to access in accordance with a

received command, it is confirmed based on data

provided from the card 0S 41 "whether another channel
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command is a rewite conmand, the application 22A

determ nes that the processing of the conmand is
unexecutable. If the received command is a read

command, the application 22A determ nes that the 5
processi ng of the conmand i s executable. Upon

determ ning that the processing of the received

command is executable (YES in st8p S27), the

application 22A executes the processing correspondi ng

to the command (step S28), and sends the processing 10
resuliag e lteadarsetOS e (steyr S29)e dgpon detesmi nfnge” and
that the processing of the received command is .,
unexetut abt ecHNO ¢ h e 82 AcCe e P idat | repss order) ™,

inhibits (interrupts) the processing corres ndin@ t

the coMEfilY Rt SEMdsd ot Sr‘%p‘i%%%‘%f]i riagccfci“g‘?”f%e qsthe
command corresponding to the co nd s Iij : ted to

the cArd o8 4S_L£Fa%”ég%r%’§eass? nug_ra_‘?glgtﬁté%s%@p%g% The

card G5 41T£§C§$¥§§-&Q§%P[88§S FO9-585MLtaf ObystPBe card 0s

recei ved conmmand from the application 22A (step S30),
and txansg tsnt hen progesshishd estbde s eced ved drommead

the application 22A to the I C card processing

appar apsic2t 85n | esponser datartor tdieamecki ves cbremadd set
(step S31). As described above, the card OGS 41 of the

| C catide lacemagesaeach Chhanes ah¢ehreet staléi| eThhs gnakes
current state and the access order of each channel ,

For aitiP@SSQElantgpp¢lé@?lbnm@%a@%iﬁ@of%sﬁb%%s%fiﬁlles
accordance with a received copmand, it is conLi medf
based"bhcHaR B pFBYi ARAFF BRIt he! £&F d° 1S 481 YR f%@ro

anOthfggEQQTng%annels. It is therefore possible to

implement reliable access control via a plurality of
channels in the IC card 1 and attain a design
corresponding to the operation form of each
application.

That is, in the IC card of this embodiment, the
operating system manages, using the channel management
table, data representing each channel which is
accessing a file stored in the nonvolatile memory, and
refers to the data managed in the channel management
table, thereby providing data representing a logical
channel which is accessing the access target file of a
received command to the application which is to process
the command. The application determines based on the
data provided from the operating system whether
processing corresponding to the command is executable.

This makes it possible to design process contents
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r/ 23 has already set the target file as a current

file" and "which channel has the access priority

(access order)", thereby perform ng access contro
according to the <current settings of a plurality of
channels. 5 The above-descri bed processing allows the

card OS 41 to confirm in comrand processing of a

gi ven application, whether another-channel has

al ready set the access target file as a current file.

This makes it possible to reliably nmanage processing

of fideasrekponhiichy arce asetorasnclurfioenteafh] epprdyication in
plurality of |ogical channels. It is therefore .
possidsla@ tdendenplidrienth e elbcalsite odc degd eantthgl Liikg af the
plurality of channels in the IC card 1 and attain a

desi gL &Y S3dndiong &6 ttHe Sopdriatt 3 6% &5 o8
application. That is, .in the . C card,of this .
enbo&?ﬁﬁﬁ,“?ﬁéC?ﬂﬁﬁ%ﬁﬁ¥@l§V§fbﬁqé%§ﬁé§9%ﬁﬁ%bci%?nel ah
channel managenent, tabl . ., :

chanriel “Sahi ch'i erlacoc%gasﬁjnlgudfga]Tqﬁtl}g%;ffglr dm?% t%ﬁ]e%ihnel&
nonvol ati | gy MDY Ya1 angd, 20 J&f£rsnd ondduer dal @ dranagerh

in the channel managenent table, thereby providing

dat a FeESEBING &d agiead sichammelinhireh drx. Therefore,
accessing the access target file of a received

conmegteke tintdre: applircatt orbmhiddr issgertpr doeseot tHenited to
command. The application determ nes based on the 25

dat a provi ek frome el operrad | TRP B3E1TEHR WHea Hafbodiments

shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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processing corresponding to the command is executable.
This nmakes it possible to design process contents 24
corresponding to a command for each application in
accordance with the operation formor the like if the
current setting (the file which is being accessed)
cones into conpetition with another |ogical channel in
5 access control of a plural kty2ef Fogical channels.
Addi ti onal advantages and nodifications will readily
occur to those skilled in the art. Therefore, the
invention in its broadetHaspeECtEL.AMEDIId: i mted to

the specific details and representative enbodi nents 10
shown and ldesd ifred: digreeial.e chomaridi i W.cev @AmpUs Sing:
modi fications may be nmade without departing fromthe
spirit or aclipes ofmantne yerierdl SHREEH a7t BFTEEptn s ysten
defined by the appended cl ai ms and their equival ents.

f .sPZRITAHAT IS CLAIMED IS: 1. A portable electronic
devi ce conprisin

. a first m i . an ;
oper ati ng Sy&t® ﬁeﬂclfé?nw}glecgp;%tcogr;g C%erfr:)arfel\?ﬁw%lon

stores an application program a third memory which

stores a |Ve; a channel managenent unit which causes
the operating SyShem Py ogk 2 tordmnage sipdural ity of

a channel management unit which causes the
operating system program to manage a plurality of
channels to access the file stored in the third memory;

an access order management unit which manages, as
an access order, an order that each channel managed by
the channel management unit has set the file stored in
the third memory in a current state;

an access order updating unit which, if a first
channel managed by the channel management unit cancels
the cu;rent state of the file stored in the third
memory, excludes the first channel from an access order
managemént target for the file and moves up the access
orders of all channels next to the first channel;

a providing unit which provides, to the
application program which is going to access the file
stored in the third memory, data representing the
access order of each channel for the file; and

an access control unit which controls access to
the file via a channel to which the operating system

program has assigned the application program which has
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10 channels to access the file stored in the third
menory; an access order managenent unit which
manages, as an access order, an order that each
channel managed by the channel nmanagenent unit has
set the file stored in the third nenory in a current
state; 15 an access order updating unit which, if a
first channel nmanaged by the channel managenent unit
cancels the current state of the file stored in the
third nenory, excludes the first channel from an

access M 0ald dranagenenedargeit f-0f die fddesanskdovesron
up the access 20 orders of all channels next to the

firsteichannelidiray prrovi di ng unit which provides, to

the application programwhich is going to access the

file stor2ad iThe héevhie deoemmiing dee ackebhebenthqgein the
the access order of each channel for the file;.and 25

an acrREBS TOFRFOTO0 Liri L i Bh ComFH 35 et e tot 1§ high

file via a channel_ to which the operati sy,ste

pr ogrént ARSI il thHe %Cp‘bef?%a?ﬁpcg%r’pr%%?a h?/vhﬂc Fhat the
- 26 received the data r e ' or der

[ 20 chgEeLyed Lhe 89t s, epl S50t 00, 1l pocessyor de
claim1, m@ereT@etggviéécgééog@DﬁéokQU@l&iﬁi@jtﬁherein the
access to the file in 5 accordance wth the access

orderacdQfsthendid e, uft thece shannehe assignetkitout he
appl-ication program 3. The device according to claim

2, wheteinathen access sondsoloumet, atcesses fheefide the

wi t hout
channel assigned to the application program is set at a
top.

4. The device according to claim 1, wherein the
access control unit accesses the file without
limitation 1f the access order, foi the file, of the
channel assigned to the application program is set at a
top, and octherwise, uniformly places a limitation on
the file.

5. The device according to claim 1, wherein when
executing, for the file, processing to change a state
of the file, the access control unit inhibits access to
the file unless the access order, for the file, of the
channel assigned to the application program is set at
the top.

6. The device according to claim 1, whérein when
executing, for the access target file, processing not

to change the state of the file, the access control

unit permits access to the access target file



limtation if the access order, for the file, of the
10 channel assigned to the application programis set
at a top. 4. The device according to claim1, wherein
the access control unit accesses the file w thout
limtation if the access order, for the file, of the
15 channel assigned to the application programis set
at a top, and otherw se, unifoem y-places a
limtation on the file. 5. The device according to
claim1, wherein when executing, for the file,

pr ocessisi@dderahanges arst atowes20 cafdetrne ofri Itde tlegess target
access control unit inhibits access to the file unless
t he acidess order, for the file, of the channe
assigned to the application programis set at the
top. 6. The device according to claim1, wherein when
25 executing, for the access target file, processing
not to change the state of the file, the access
control wunit permts access to the access target file
27 independently of the access order for the access
target file.



