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(57) Abstract: The present technical solution relates to a method and system for search-
ing for similar malicious programs on the basis of the results of a dynamic analy-
sis thereof. The computer-implemented method comprises: a preparatory step that in-
volves: analyzing malicious programs in an isolated environment; recording the actions
performed by a malicious program in a behavioural report; dividing accumulated be-
havioural reports into groups, where a group comprises reports which contain similar
actions and which relate to one known malware family; generating an attribute vector
for a given known malware family on the basis of selected fields of a behavioural re-
port; training a binary classifier on the basis of each of the resulting attribute vectors;
and creating an ensemble of binary classifiers on the basis of the pre-trained binary
classifiers; and a working step that involves: analyzing malicious programs; recording
the actions performed by a malicious program in a behavioural report; launching the
ensemble of binary classifiers trained in the preceding step; and forming, by means of
said ensemble of binary classifiers, an evaluation as to whether the malicious program
under analysis belongs to a known family of malicious programs.

(57) Pedepar: Hactosimee TEXHHYECKOE PEIICHHE OTHOCHTCA K CHOCOOY M CHCTEME
TIOHUCKA CXOKMX BPCOOHOCHBIX ITPOTPAMM IO PE3YIbTATAM HX AUHAMHYCCKOTO aHa-
nu3a. KOMIBIOTEpHO-PEaNU3yeMBlil CIIOCO0 CONECPIKUT. MMOATOTOBHTEIIBHBIN JTAI, HA
KOTOPOM: B H30JMPOBAHHON Cpee AaHATH3HPYIOT BPEJOHOCHBIE ITPOrPAMMEL, (DHKCH-
PYIOT BBINOJHAEMBIE BPEIOHOCHOM IPOTpaMMOIi ACHCTBHA B MOBEICHIECKOM OTYETE,
Pa3AEIIEOT HAKOIUICHHBIE TOBEACHICCKUE OTUETHI TAKHM 00PAa30M, UTO B TPYIIE Ha-
X0ATCA OTUCTEI, COACPIKALIUC ITOXOKHUC HCf[CTBI/[H U OTHOCAIIHCCA K OOTHOMY H3BCCT-
HOMY BPEIOHOCHOMY CEMEHCTBY; IO BHIOPAHHBIM NOJIIM MOBEJCHYECKOTO OTYETA CO-
34ACTCA BEKTODP IPH3HAKOB IO JAHHOMY H3BECTHOMY BPCIOHOCHOMY CEMEHCTBY; Ha
OCHOBE K&KIOTO U3 ITOJIy YCHHBIX BEKTOPOB MPH3HAKOB 00yYACTCA OHHAPHBII KIACCH-
(huKaTop; co3MAOT aHCAMO.Ib OWHAPHBIX KIACCH()HKATOPOB HA OCHOBE paHEe 00yUCH-
HBIX OMHAPHBIX KIACCH(HKATOPOB, U paboumii ITam, Ha KOTOPOM: aHATH3UPYIOT BPpe-
JOHOCHEIE TIPOTPAMMBI, (PHKCHPYIOT BEINOMHACMEIC BPEAOHOCHOI mporpaMMoi aeii-
CTBHA B OBEICHYCCKOM OTYETE; 3AILy CKAIOT 00y UCHHEIH Ha
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Ony0mkoBana:
—  C omuémom 0 Me#cOYHapoOHoM noicke (cmamwvs 21.3)

TIOATOTOBHTCIIEHOM JTAle aHCAMOTh OHHAPHBIX KIACCH(HKATOPOB, aHCAMOIb OHHAPHEIX KIACCH(MHKATOPOB (HDOPMHPYET HTOTOBYIO
OLEHKY, YTO AHATH3HPYEMas BPEIOHOCHAS IPOTPAMMA IPHHAINIEIKHT K H3BECTHOMY CEMEHCTBY BPEIOHOCHBIX IPOTPAMM.



