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AUTHENTICATION METHOD AND DEVICE, AND
METHOD AND DEVICE FOR GENERATING
INFORMATION FOR AUTHENTICATION

TECHNICAL FIELD

[0001] The present application relates to the field ofoinfation security
technologies, and in particular, to an authenticathnethod and device, and a method

and a device for generating information for autleaion.

BACKGROUND

[0002] With the rapid development of information technaésg users pay more
attention to information security. Authenticatiaa common method used to ensure
information security.

[0003] For example, a terminal device of a first user grenks authentication. The
first user can predetermine standard informatiog. (@ password) for authentication.
After the standard information is set, the termidaVvice can perform authentication
on any user (referred to as a second user) perfgrrispecific operation on the
terminal device based on the standard informatiothe second user can correctly
enter the standard information, the terminal deecme authenticate the second user as
the first user. Otherwise, the terminal device datermine that the second user is not
the first user but an attacker, and therefore, pesvent the second user from
performing the specific operation. As such, infotiora security of the first user on
the terminal device can be improved. The specifieration can be a screen unlock
operation, a login operation, a personal infornmatimodification operation, a
payment operation, etc.

[0004] In the existing technology, the standard informatican be a gesture
password, and authentication can be performed basethe gesture password.
Specifically, there are nine key node areas in stuge password input interface
provided by an operating system or an applicaticth® terminal device, and the nine

key node areas are distributed in the form of &4iox grid, as shown in the gesture
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password input interface in FIG. 1. The first usan set a two-dimensional track that
connects at least two key node areas as the gesas®vord. After the gesture
password is set, when the terminal device perfautkentication on the second user,
the second user can be authenticated only whesdtend user connects key node
areas in the gesture password input interfacepmdeice a gesture corresponding to
the gesture password.

[0005] However, gesture password input interfaces in #giag technology are
undiversified, and attackers are usually familiathwthe gesture password input
interface. Therefore, the difficulty of the attacke peeping at and memorizing the
gesture password entered by the first user is esjuand/or the difficulty of the
attacker in cracking the gesture password set byfitet user through exhaustive

attack is reduced, causing relatively low authexion reliability.

SUMMARY

[0006] Implementations of the present application provale authentication
method and device, to alleviate a problem of reddyi low authentication reliability
caused by undiversified gesture password inputfattes in the existing technology.
[0007] The implementations of the present application pi®wa method and a
device for generating information for authenticatio

[0008] The following technical solutions are used in thglementations of the
present application:

[0009] The authentication method provided in the impleragons of the present
application includes the following: displaying afoire pre-specified by a first user;
detecting an interactive operation of a second userthe picture; generating
interactive operation information of the secondrusesed on the detected interactive
operation of the second user; and performing atittegion to determine whether the
second user is the first user by matching the actere operation information of the
second user and standard information, where thedatd information is generated
based on an interactive operation of the first @izethe picture.

[0010] The authentication device provided in the impleragans of the present
application includes a display module, configurediisplay a picture pre-specified by
a first user; a detection module, configured toedetn interactive operation of a
second user for the picture; a generation moduefigured to generate interactive
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operation information of the second user basedherdetected interactive operation
of the second user; and an authentication modutfigured to perform
authentication to determine whether the second igsie first user by matching the
interactive operation information of the secondrus®l standard information, where
the standard information is generated based omianactive operation of the first
user for the picture.

[0011] The method for generating information for autheattan provided in the
implementations of the present application incluthesfollowing: obtaining a picture
specified by a first user; displaying the pictuaad determining one or more feature
areas on the picture; detecting an interactive aijmar of the first user for the one or
more feature areas; and generating standard infanmdased on the detected
interactive operation of the first user so as tadgeen authentication to determine
whether a second user is the first user.

[0012] The device for generating information for authegtimn provided in the
implementations of the present application inclugesicquisition module, configured
to obtain a picture specified by a first user; aptly and determining module,
configured to display the picture, and determine on more feature areas on the
picture; a detection module, configured to detecirderactive operation of the first
user for the one or more feature areas; and a g@mermodule, configured to
generate standard information based on the deteu@ctive operation of the first
user, so as to perform authentication to determinether a second user is the first
usetr.

[0013] The at least one technical solutions used in thglementations of the
present application can achieve the following bierafeffects: The picture specified
by the first user can be used as a gesture passmmutiinterface customized by the
first user, and the interactive operation can idelwa gesture, to diversify gesture
password input interfaces. Feature area locatibgesiure password input interfaces
corresponding to different pictures are usuallyedént, and a feature area location of
the gesture password input interface correspondiriige picture specified by the first
user is also different from a feature area locatiba gesture password input interface
in the existing technology. Therefore, an attackay not be familiar with the gesture
password input interface corresponding to the pectés such, the difficulty of the
attacker in peeping at and memorizing the gestassyord entered by the first user

can be increased, and/or the difficulty of theckt#a in cracking the gesture password
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set by the first user through exhaustive attack lmanncreased, thereby improving
authentication reliability. Therefore, the preseapplication can partly or wholly

alleviate the problem in the existing technology.

BRIEF DESCRIPTION OF DRAWINGS

[0014] The accompanying drawings here are used to provideher
understanding of the present application, and datsta part of the present
application. Example implementations of the presgpglication and descriptions of
the implementations are used to explain the presgpiication, and do not constitute
an improper limitation to the present applicatibmthe accompanying drawings:
[0015] FIG. 1 is a schematic diagram illustrating a gestpassword input
interface in the existing technology;

[0016] FIG. 2 is a schematic flowchart illustrating an haarttication method,
according to an implementation of the present appbn;

[0017] FIG. 3 is a schematic flowchart of generating staddnformation in FIG.
2, according to an implementation of the preseptiegtion;

[0018] FIG. 4 illustrates two examples of a specific pietuaccording to an
implementation of the present application;

[0019] FIG. 5 is a schematic diagram of a feature areerchéed and marked on
a specific picture, according to an implementatbthe present application;

[0020] FIG. 6 is a schematic diagram of a specific pictuhen a feature area is
marked or unmarked, according to an implementaifdhe present application;
[0021] FIG. 7 is a schematic flowchart illustrating a noethfor generating
information for authentication, according to an lempentation of the present
application;

[0022] FIG. 8 is a detailed schematic flowchart of genegatstandard
information in actual application scenarios, acorggdto an implementation of the
present application;

[0023] FIG. 9 is a schematic diagram of a standard inftionanput interface in
another existing technology;

[0024] FIG. 10 is a schematic structural diagram illugtigatan authentication
device, according to an implementation of the preapplication; and

[0025] FIG. 11 is a schematic structural diagram illughgata device for
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generating information for authentication, accogdito an implementation of the

present application.

DESCRIPTION OF IMPLEMENTATIONS

[0026] To make the objectives, technical solutions, anchathges of the present
application clearer, the following clearly and cdetply describes the technical
solutions of the present application with referetwthe specific implementations and
the corresponding accompanying drawings of thegotegpplication. Apparently, the
described implementations are some rather thawfalhe implementations of the
present application. All other implementations aied by a person of ordinary skill
in the art based on the implementations of thegmteapplication without creative
efforts shall fall within the protection scope bétpresent application.

[0027] The solutions of the present application can bel fiseauthentication, for
example, can be used to perform authentication sgcand user (that is, a user to be
authenticated) when the second user performs aifispeperation. The specific
operation can be a screen unlock operation, a logeration, a personal information
modification operation, a payment operation, ette Tsolutions of the present
application can partly or wholly alleviate the plerin in the existing technology, and
the following describes the solutions of the présgplication.

[0028] FIG. 2 is a schematic flowchart illustrating an haarttication method,
according to an implementation of the present appbn. The procedure can be
performed by an authentication-related device. désce includes but is not limited
to a mobile phone, a tablet, a smart watch, a lehiwbile system, a personal
computer, a large or medium-sized computer, a coenpluster, etc. The execution
body does not constitute a limitation to the présgplication.

[0029] The procedure in FIG. 2 can include the followiteps.

[0030] S201. Display a picture pre-specified by a firgtrus

[0031] For ease of description, the picture pre-specibigdhe first user in step
S201 can be referred to as a specific picture below

[0032] In this implementation of the present applicatibaefore the procedure in
FIG. 2 is performed, standard information usedaiathentication can be generated in
advance based on operation of the first user.drptbhcedure in FIG. 2, authentication
is performed on a second user based on the stamdfardhation. In practice, the
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second user can be the first user, or the seccogrdcas be a user other than the first
user, for example, an attacker. It can be detemnivieether the second user is the first
user through authentication in the procedure in.RG

[0033] In this implementation of the present applicatithe standard information
can be generated based on the specific picturethenspecific picture is specified by
the first user. For example, the first user carc$pea picture prestored locally or on a
cloud as the specific picture, or can specify a pesture obtained in a specific way
as the specific picture. For example, an executiody with a camera can take a
picture and specify the picture as the specifitupec

[0034] S202. Detect an interactive operation of a secaed for the picture.

[0035] In this implementation of the present application, step S202, an
interactive operation of the second user for ama @n the picture can be detected, or
an interactive operation of the second user foy onle or more feature areas on the
picture can be detected.

[0036] S203. Generate interactive operation informatiothefsecond user based
on the detected interactive operation of the secsed

[0037] In this implementation of the present applicatithrg interactive operation
can be one or more operations such as tappingnglichnd pressing, and the
interactive operation information can reflect imiglive operation content
corresponding to the interactive operation infoiorat

[0038] It is worthwhile to note that the listed operaticare merely examples of
interactive operations, and the interactive openatian be operations other than these
operations. Operations such as tapping, slidind,peassing can be further divided so
that the interactive operation content is descrimgdsing more specific features (the
interactive operation content is more specifick &mample, the tapping operation can
be further divided based on features such as tgdpirte, tapping time, number of
taps, and tapping frequency, the sliding operatan be further divided based on
features such as sliding track, sliding time, sligforce, and sliding distance, and the
pressing operation can be further divided baseftatures such as pressing time and
pressing force.

[0039] A level of specificity of the interactive operati@ontent is not limited in
the present application. Generally, when the ictéra operation content is more
specific, the corresponding interactive operatioformation generated can also be

more specific, and authentication can also be padgd more strictly based on the
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interactive operation information. The level of sifieity of the interactive operation
content can be pre-specified as actually required.

[0040] For example, the interactive operation is the tagmperation. When the
specified level of specificity is relatively lownty the number of taps can be detected,
but the tapping force or the tapping time is ndeded. When the specified level of
specificity is relatively high, the number of taplse tapping force, the tapping time,
etc. can be detected.

[0041] For another example, the interactive operationhe sliding operation.
When the specified level of specificity is relatiwéow, only the sliding track can be
detected, but the sliding time or the sliding foreaot detected. When the specified
level of specificity is relatively high, the slidintrack, the sliding time, the sliding
force, etc. can be detected.

[0042] S204. Perform authentication to determine whethersiecond user is the
first user by matching the interactive operatiofoimation of the second user and
standard information, where the standard infornmati® generated based on an
interactive operation of the first user for thetpre.

[0043] In this implementation of the present applicatiasdescribed above, after
the standard information used for authenticatiogeserated in advance, a picture
(that is, the specific picture) for generating st@ndard information can be displayed
when authentication needs to be performed on tbenskeuser (corresponding to step
S201). The second user can be authenticated ordp tie second user reproduces an
interactive operation corresponding to the standdmtmation for the specific picture
displayed (corresponding to steps S202 to S204)e Titeractive operation
corresponding to the standard information is theractive operation of the first user
for the picture used to generate the standardrimdton.

[0044] For example, the specific picture can be used gssture password input
interface customized by the first user. In thisecam interactive operation of the first
user for one or more feature areas on the spegifitire can be considered as a
gesture, and the specified standard information lsanconsidered as a gesture
password. During authentication, the specific peetwan be displayed, and the second
user can be authenticated only when the secondoesierms an interactive operation
for the one or more feature areas on the spedttane to reproduce the gesture of the
first user.

[0045] In this implementation of the present applicatibtrcan be seen from the
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previous descriptions that the interactive operatiformation of the second user can
reflect interactive operation content of the secoser for the specific picture, and the
standard information can reflect interactive opgeratontent of the first user for the
specific picture. Therefore, it can be determinedether the second user has
reproduced the operation of the first user by matchthe interactive operation
information of the second user and the standardrimédtion, to further determine
whether the second user is the first user througjmeatication.

[0046] It is worthwhile to note that a specific detectimethod used to detect the
interactive operation of the second user is usubkysame as or similar to a specific
detection method used to detect the interactiveadipa of the first user during
generation of the standard information (otherwises inappropriate to match the
interactive operation information of the secondrused the standard information
because comparability between the interactive djp@ranformation of the second
user and the standard information may be relatil@ly). As such, the interactive
operation information of the second user and taedstrd information can be matched,
and the method for performing authentication based interactive operation
information matching can be more reliable in thesent application.

[0047] based on the previously described method, theneicpecified by the first
user can be used as the gesture password inptfaggecustomized by the first user,
and the interactive operation can include a gestiaradiversify gesture password
input interfaces. Feature area locations of gestpassword input interfaces
corresponding to different pictures are usuallyedént, and a feature area location of
the gesture password input interface correspondirige picture specified by the first
user is also different from a feature area locatiba gesture password input interface
in the existing technology. Therefore, an attackay not be familiar with the gesture
password input interface corresponding to the pectds such, the difficulty of the
attacker in peeping at and memorizing the gestassyord entered by the first user
can be increased, and/or the difficulty of theckés in cracking the gesture password
set by the first user through exhaustive attack lwanncreased, thereby improving
authentication reliability. Therefore, the preseapplication can partly or wholly
alleviate the problem in the existing technology.

[0048] In addition, the method has more advantages compaitd the existing
technology. Specifically, a gesture in the existitgghnology corresponds to a

relatively small quantity of operation types, adkwf specificity is also relatively low,
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and only a sliding operation is usually includeari@sponding gesture information
generated usually describes only a sliding track,dmes not describe sliding time,
sliding force, or other feature information. In &duh to the gesture (the sliding
operation) in the existing technology, the intexactoperation in the present
application can include more operation types (@ dapping operation and a pressing
operation). For the operation types included, @ll@¥ specificity can be customized
for interactive operation content generated througbse operations, so that
interactive operation information generated cammoge specific (compared with the
gesture information in the existing technologygrétby making authentication stricter
and improving information security of the first use

[0049] In addition, based on the previously described outla user can choose
not to use the specific gesture password inputfatte in the existing technology, but
freely select a picture that the user likes sooagenerate a corresponding gesture
password input interface. Thus, the gesture paskwagout interface can be better
customized and user experience can be improved.

[0050] It is worthwhile to note that the steps in the gaare in FIG. 2 can be
performed by one device, or can be performed Hgraiit devices. For example, step
201 can be performed by device 1, and steps 2@R4aan be performed by device 2;
or steps 201 to 203 can be performed by devicad step 204 can be performed by
device 2.

[0051] Based on the previously described method, this emphtation of the
present application further provides some spedifiplementation solutions of the
authentication method and extension solutions, whre described below.

[0052] In this implementation of the present applicatias,mentioned above, the
standard information in FIG. 2 can be generateédas the interactive operation of
the first user for the picture. For ease of un@erding, the following describes a
procedure of generating the standard informatidal@®. 2, as shown in FIG. 3.

[0053] FIG. 3 is a schematic flowchart of generating ttesmdard information in
FIG. 2, according to an implementation of the pnésgplication. An execution body
of the procedure in FIG. 3 and the execution bddghe procedure in FIG. 2 can be
the same device, or can be different devices.

[0054] The procedure in FIG. 3 can include the followitgps.

[0055] S301. Obtain a picture (that is, a specific pictsgecified by a first user.

[0056] In this implementation of the present applicatiated information such
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as content and format of the specific picture i$ lmited. Two examples of the
specific picture are provided in this implementatiof the present application, as
shown in FIG. 4.

[0057] FIG. 4 illustrates two examples of a specific pietuaccording to the
present application, which are respectively théupecof a dog on the left side in FIG.
4 and the picture of a cat on the right side in . HGFor ease of description, the
following implementation is also described basedhespecific picture examples in
FIG. 4.

[0058] S302. Display the picture, and determine one orenfieature areas on the
picture.

[0059] In this implementation of the present applicatifature detection can be
performed on the specific picture based on a Spegitture feature area detection
algorithm, to determine the one or more featur@asamn the specific picture. The
feature area can be specified by the execution lmwdspecified by the first user.
Based on the method for determining the featurea,argser operations and
intervention are reduced, and automation degre¢hefsolutions of the present
application is improved.

[0060] The picture feature area detection algorithm islmoited in the present
application, and some example algorithms are listexe. The picture feature area
detection algorithm can be scale-invariant feattnansform (SIFT) algorithm,
speeded up robust features (SURF) algorithm, featfrom accelerated segment test
(FAST) algorithm, oriented FAST and rotated BRIEBRB) algorithm, Harris
algorithm, binary robust invariant scalable keyp®ifBRISK) algorithm, etc. Because
different picture feature area detection algorithcas: focus on different features,
feature areas that can be detected by using diffgreture feature area detection
algorithms can also be different. For example reutar area on a specific picture can
usually be detected by using the SURF algorithm @set as a feature area; and an
angular area on a specific picture can usually beeaded by using the Harris
algorithm and used as a feature area. During imghtation of the solutions of the
present application, one or more picture featuesa atetection algorithms can be
selected as the specific picture feature area ti@ealgorithm as actually required.
[0061] It is worthwhile to note that the number of featweeas that can be
determined can vary for different specific picturédghen there are excessive feature

areas (for example, a dozen or dozens of featwasagre determined on a specific
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picture), subsequent operations cannot be perforeamily. When there are few
feature areas (for example, only one or two featweas are determined on a specific
picture), authentication cannot be performed dyries expected. To alleviate the
problem, the number of feature areas determingdeonumber of feature areas used
for authentication can be limited. For example, tmember of feature areas
determined by the first user on each specific peciwan be limited to 9 or another
value. If the limited number is exceeded, someufeaaireas can be removed, or if the
limited number is not reached, some feature araade added. As such, the number
of feature areas can be appropriate.

[0062] In this implementation of the present applicatithe feature area can also
be determined not based on the specific pictureifearea detection algorithm, but
the first user can directly specify one or moreaaren the specific picture as the
feature area. The method for determining the featarea has the following
advantages: The first user has relatively strongtrob over the feature area, and
because the feature area is specified by theusst, the first user can memorize the
feature area more easily.

[0063] It can be seen from the previous analysis on thi#nodefor determining
the feature area that, in this implementation efgresent application, the determining
one or more feature areas on the picture in stdj? $an include the following:
performing feature detection on the picture, anr@ining the one or more feature
areas on the specific picture through feature tietecand/or determining one or
more areas specified by the first user on the 8pegaicture, and using the one or
more areas as the feature area.

[0064] In this implementation of the present applicatiafier the feature area is
determined, the feature area determined can alsoarked on the specific picture
displayed, so that the first user can know theuieaarea determined and can perform
an interactive operation for the feature area. mtagking can be performed in the
form of a text and/or a graphic and/or a color,,edad the marking can be used to
indicate that an area corresponding to the maiikitige feature area.

[0065] This implementation of the present application ptes a schematic
diagram of a feature area determined and markea gpecific picture, as shown in
FIG. 5. The specific picture in FIG. 4 is used aggaample.

[0066] In FIG. 5, each feature area determined on theifsp@dcture is marked

by using a circular graphic. Five feature areasnaagked on the specific picture on
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the left side in FIG. 5, and three feature areasnaarked on the specific picture on
the right side in FIG. 5.

[0067] S303. Detect an interactive operation of the fustr for the one or more
feature areas.

[0068] S304. Generate standard information based on thectdd interactive
operation of the first user.

[0069] In this implementation of the present applicatiaiter the standard
information is generated, the authentication pracedcan be triggered when a
predetermined condition is satisfied. In practide, adjust the strictness of
authentication, before the authentication (e.goreestep S201 is performed), setting
can be performed for the one or more feature afd@es.setting is used to determine
whether to mark the one or more feature areas @mligplayed picture pre-specified
by the first user.

[0070] If, through setting, the feature area is markedtlo® specific picture
displayed during authentication, the second userda&ctly know the feature area on
the specific picture due to the marking, which Belpbe second user reproduce the
interactive operation of the first user for thetfga area. Therefore, the strictness of
authentication is relatively low.

[0071] If through setting, the feature area is unmarkedthan specific picture
displayed during authentication, the second usenatadirectly know the feature area
on the specific picture. If the second user is thet first user, the second user can
hardly determine the feature area on the specitituie, and therefore, can hardly
reproduce the interactive operation for the featamea. As such, the strictness of
authentication is relatively high, thereby imprayimformation security of the first
usetr.

[0072] This implementation of the present application ptes a schematic
diagram of a specific picture when a feature asaaarked or unmarked, as shown in
FIG. 6. The specific picture on the left side iIlGFH is used as an example.

[0073] In FIG. 6, the left side in FIG. 6 is a schematiagdam of a specific
picture with a marked feature area, and the riglg & FIG. 6 is a schematic diagram
of a specific picture with an unmarked feature area

[0074] In this implementation of the present applicatias, mentioned above,
interactive operation information can reflect cepending interactive operation

content, and the reflection can be implementedptueality of specific methods. Two
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specific methods are listed as examples below.

[0075] Specific method 1: An operation order for featureaa on a specific
picture can be a part of interactive operation eont Interactive operation
information can reflect only the part of correspmigdnteractive operation content.
[0076] In this case, for ease of representing the operatider, after the one or
more feature areas are determined on the spedafiare, corresponding identification
information can be further generated for each featarea. The identification
information can be used to uniquely determine @ufeaarea corresponding to the
identification information on the specific pictur€or example, the identification
information can be coordinate information of thatiee area corresponding to the
identification information, or can be a charactea@haracter string such as a number
or a letter uniquely corresponding to the coordinaformation of the feature area
corresponding to the identification information.

[0077] During generation of the standard information, generating standard
information based on the detected interactive dmeraf the first user in step S304
can include the following: determining an operateyder of the first user for the one
or more feature areas based on the detected ititeraperation of the first user; and
generating a feature area identification informatsequence used to indicate the
operation order based on the operation order arehtiftation information
corresponding to the one or more feature areas, @sidg the feature area
identification information sequence as the standaamation.

[0078] For example, assume that three feature areas weniged on a specific
picture, and identification information correspamglito the three feature areas is
generated: respectively numbers "1", "2", and ASsume that interactive operations
of the user for the three feature areas are se@llgmerforming a tapping operation
for the three feature areas. In this case, an tperarder of the first user for the three
feature areas is the first feature area, the sef@atdre area, and the third feature area.
The operation sequence is represented by usinglémgification information of the
feature areas, and therefore, a feature area fidatibn information sequence "1, 2,
3" or "123" is generated and used as the standéwdhation. It is worthwhile to note
that "1, 2, 3" and "123" in this example are exaspf the feature area identification
information sequence, and do not constitute a dtwih. In practice, the feature area
identification information sequence can be represkm a form other than the digital

sequence, provided that the feature area ideritditanformation sequence can
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indicate the operation order of the first usertfa feature areas.

[0079] Correspondingly, during authentication, specifidmoe 1 can also be used
to generate interactive operation information oé thecond user. The generating
interactive operation information of the secondrusesed on the detected interactive
operation of the second user in step 203 can iecthd following: determining an
operation order of the second user for the one arenfieature areas based on the
detected interactive operation of the second usken it is determined that the
interactive operation of the second user includem@eractive operation of the second
user for the one or more feature areas; and gemgratfeature area identification
information sequence used to indicate the operati@er based on the operation
order and the identification information correspimigdto the one or more feature
areas, and using the feature area identificatitornmation sequence as the interactive
operation information of the second user.

[0080] Specific method 2: In addition to the operation evydthe interactive
operation information can reflect more specificemactive operation content. For
example, when the interactive operation is a gjjdiperation, not only an operation
order (that is, a sliding track) can be reflectbédt also a sliding force can be
reflected.

[0081] During generation of the standard information, femerating standard
information based on the detected interactive dmeraf the first user in step S304
can include the following: determining an operatayder of the first user for the one
or more feature areas and an operation featureseptation value of the one or more
feature areas based on the detected interactivatape of the first user, where the
operation feature representation value is useeépoesent an operation feature when
the first user performs the interactive operationthe feature area corresponding to
the operation feature representation value; aneérgéing a feature area identification
information and operation feature representatidnevgequence used to indicate the
operation order and the operation feature basetth@mperation order, identification
information corresponding to the one or more feafneas, and the operation feature
representation value of the one or more featurasarand using the feature area
identification information and operation featur@nesentation value sequence as the
standard information.

[0082] For example, three feature areas are determinexd specific picture, and

identification information corresponding to the dér feature areas is generated:
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respectively numbers "1", "2", and "3". Assume tinééractive operations of the user
for the three feature areas are performing slidnogn the first feature area to the
second feature area, and then performing slidiag fthe second feature area to the
third feature area. In this case, an operationrastithe first user for the three feature
areas is the first feature area, the second feaea, and the third feature area.
Further, assume that an operation feature is anglibrce, and the sliding force is
classified into "A" and "B" by force. In this casa) operation feature representation
value can be "A" or "B".

[0083] Assume that a sliding force of the first user ferfprming sliding from the
first feature area to the second feature area'lsaAd a sliding force of the first user
for performing sliding from the second feature a@é#he third feature area is "B". In
this case, a feature area identification infornmatiad operation feature representation
value sequence can be generated and used asrttardgtanformation: "1, A, 2, B, 3"
or "1A2B3". It is worthwhile to note that "1, A, B, 3" and "1A2B3" in this example
are examples of the feature area identificatiorormbtion and operation feature
representation value sequence, and do not comsu@tuimitation. In practice, the
feature area identification information and openmatifeature representation value
sequence can be represented in a form other teadidghal letter sequence, provided
that the feature area identification informatiord avperation feature representation
value sequence can indicate the operation ord#reofirst user for the feature areas
and the operation feature.

[0084] Correspondingly, during authentication, specifidtmoe 2 can also be used
to generate interactive operation information & #econd user. Details are omitted
here for simplicity.

[0085] In this implementation of the present applicatidaring generation of the
standard information, to prevent the first usemfrperforming a misoperation, the
first user can usually reconfirm the operation €refd to as standard information
double confirmation) on the generated standardraméion. Specifically, standard
information can be re-generated and compared with s$tandard information
generated before. If the comparison result is they are the same, it is determined
that the standard information generated can be fasedithentication.

[0086] Based on the previous descriptions of generatiagstndard information,
an implementation of the present application presica method for generating

information for authentication. Standard informatican be generated by performing
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the method for generating information, and a pracedaf the method for generating
information is shown in FIG. 7.

[0087] The procedure in FIG. 7 can include the followitgps.

[0088] S701. Obtain a picture specified by a first user.

[0089] S702. Display the picture, and determine one orenfieature areas on the
picture.

[0090] S703. Detect an interactive operation of the fustr for the one or more
feature areas.

[0091] S704. Generate standard information based on thectdd interactive
operation of the first user so as to perform auibation to determine whether a
second user is the first user.

[0092] In this implementation of the present applicatitre determining one or
more feature areas on the picture in step S702ncdude the following: performing
feature detection on the picture, and determiniregdne or more feature areas on the
specific picture through feature detection; anddetermining one or more areas
specified by the first user on the specific pictuaed using the one or more areas as
the feature area.

[0093] Further, based on the procedure in FIG. 7 and @ansion solution related
to the previously described generation of standai@mation, an implementation of
the present application further provides a detaslellematic flowchart of generating
standard information in actual application scergras shown in FIG. 8. In the actual
application scenarios, an interactive operaticatspping operation.

[0094] The procedure in FIG. 8 can include the followitgps.

[0095] S801. Receive a customized picture uploaded ngtuser.

[0096] S802. Determine a picture feature detection algorispecified by the first
user, and determine a plurality of feature areashenreceived picture based on the
picture feature detection algorithm.

[0097] S803. Display the picture, mark the feature aread aenerate
corresponding identification information for theafare area.

[0098] S804. Detect a tapping operation of the first fisethe feature area.

[0099] S805. Generate a feature area identification indbion sequence used to
indicate a detected tapping order of the first Userthe feature area, based on the
identification information of the feature area dhd tapping order, and use the feature

area identification information sequence as stahadormation.
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[0100] S806. Receive a double confirmation of the firserukr the standard
information.

[0101] S807. Determine whether to mark the feature arch®ulisplayed picture
during standard information authentication basedmimdication of the first user.
[0102] In this implementation of the present applicatiomhen standard
information of the previous sequence form and adgve operation information of a
second user are identical, it can usually be detemnthat the second user has
reproduced the interactive operation of the firséruIn this case, the performing
authentication to determine whether the second igsiie first user by matching the
interactive operation information of the secondrus®l standard information in step
204 can include the following: determining whethidre interactive operation
information of the second user and the standaadnmdtion are the same by matching
the interactive operation information of the secasdr and the standard information;
and if yes, authenticating the second user as tist @iser; otherwise, not
authenticating the second user as the first user.

[0103] In this implementation of the present applicationpractice, the second
user can also be authenticated as the first ughowtia requirement that the standard
information and the interactive operation inforroatof the second user are the same.
Instead, it can be determined whether an interaaiperation of the second user and
an interactive operation of the first user are slaene or similar by matching the
standard information and the interactive operaitdormation of the second user, and
then authentication is performed based on the mi@térg result. In this case, the
performing authentication to determine whether heond user is the first user by
matching the interactive operation information ok tsecond user and standard
information in step 204 can include the followimigtermining whether an interactive
operation corresponding to the interactive openatidormation of the second user
and an interactive operation corresponding to thedard information are the same,
by matching the interactive operation informatidrihee second user and the standard
information; if yes, authenticating the second userthe first user; or determining
whether a similarity between an interactive operatiorresponding to the interactive
operation information of the second user and agractive operation corresponding
to the standard information is not less than agtexchined similarity threshold, by
matching the interactive operation information bé tsecond user and the standard

information; if yes, authenticating the second userthe first user; otherwise, not
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authenticating the second user as the first user.

[0104] In this implementation of the present applicatithrg interactive operation
for the picture can usually include a tapping opernafor the one or more feature
areas on the picture; and/or a sliding operatian performing sliding from one
feature area to another when there are a plurafifigature areas on the picture. In
addition, the interactive operation can furthedude a pressing operation for the one
or more feature areas on the specific picture, etc.

[0105] In practice, in addition to the existing technologyentioned in the
background, there is another commonly used exiggofnology for authentication.
However, the other existing technology also hasrablpm similar to that in the
existing technology mentioned in the background.

[0106] FIG. 9 is a schematic diagram of a password inptérface in another
existing technology. In this case, a passwordpsealetermined digital sequence, and
a second user can be authenticated only when toadeiser taps digital areas in the
password input interface to enter the password.

[0107] However, the password input interface in FIG. Qnmsliversified, and an
attacker is usually familiar with such password uinpnterface, which can cause
relatively low authentication reliability.

[0108] To alleviate the previously described problem ie #xisting technology,
based on the solutions of the present applicataorfirst user can customize a
password input interface, and a password can bernaously described standard
information, so that the password input interfaaa be customized and diversified.
Because an attacker may not be familiar with thesyard input interface customized
by the first user, the difficulty of the attacker peeping at and memorizing the
password entered by the first user can be increamed/or the difficulty of the
attacker in cracking the password set by the disstr through exhaustive attack can be
increased, thereby improving authentication religbi Therefore, the present
application can also partly or wholly alleviate tbéer problem in the existing
technology.

[0109] The authentication method and the method for géngranformation for
authentication provided in the implementations bE tpresent application are
described above. Based on the same idea, the imaptations of the present
application further provide a corresponding autlvation device and a corresponding

device for generating information for authenticatias shown in FIG. 10 and FIG.
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11.

[0110] FIG. 10 is a schematic structural diagram illugtigatan authentication
device, according to an implementation of the presapplication. The device
includes a display module 1001, configured to @digph picture pre-specified by a
first user; a detection module 1002, configuredi@étect an interactive operation of a
second user for the picture; a generation modul@3.1@onfigured to generate
interactive operation information of the secondrusesed on the detected interactive
operation of the second user; and an authenticatiodule 1004, configured to
perform authentication to determine whether theosédcuser is the first user by
matching the interactive operation information ok tsecond user and standard
information, where the standard information is gaterl based on an interactive
operation of the first user for the picture.

[0111] Optionally, the device further includes a standarfbrmation module
1005, configured to generate the standard infoonathased on the interactive
operation of the first user for the picture in fodowing way: obtaining the picture
specified by the first user; displaying the pictuard determining one or more feature
areas on the picture; detecting an interactive aijmar of the first user for the one or
more feature areas; and generating the standamdriafion based on the detected
interactive operation of the first user.

[0112] Optionally, the standard information module 1006asfigured to perform
feature detection on the picture, and determineotiee or more feature areas on the
specific picture through feature detection; anddatermine one or more areas
specified by the first user on the specific picfued use the one or more areas as the
feature area.

[0113] Optionally, the standard information module 1006asfigured to perform
setting for the one or more feature areas befaralitplay module 1001 displays the
picture pre-specified by the first user, where $b#ting is used to determine whether
to mark the one or more feature areas on the dgsglaicture pre-specified by the
first user.

[0114] Optionally, the standard information module 1005 dasnfigured to
generate corresponding identification informatioar feach feature area after
determining the one or more feature areas on ttarpi determine an operation order
of the first user for the one or more feature ate@sed on the detected interactive

operation of the first user; and generate a featusa identification information
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sequence used to indicate the operation order basethe operation order and
identification information corresponding to the aremore feature areas, and use the
feature area identification information sequence the standard information;
determine an operation order of the second useth®rone or more feature areas
based on the detected interactive operation osé&wend user, when it is determined
that the interactive operation of the second useludes an interactive operation of
the second user for the one or more feature ammas;generate a feature area
identification information sequence used to indictliite operation order based on the
operation order and the identification informaticorresponding to the one or more
feature areas, and use the feature area identicaformation sequence as the
interactive operation information of the secondruse

[0115] Optionally, the authentication module 1004 is cgufed to determine
whether the interactive operation information oé thecond user and the standard
information are the same by matching the interactperation information of the
second user and the standard information; andsif gathenticate the second user as
the first user.

[0116] Optionally, the authentication module 1004 is cgufed to determine
whether an interactive operation corresponding ke tinteractive operation
information of the second user and an interactiperation corresponding to the
standard information are the same by matchingrtexactive operation information
of the second user and the standard informatiot,ifapes, authenticate the second
user as the first user; or determine whether alaiityi between an interactive
operation corresponding to the interactive openatidormation of the second user
and an interactive operation corresponding to taedard information is not less than
a predetermined similarity threshold, by matchinge tinteractive operation
information of the second user and the standaatnmdtion, and if yes, authenticate
the second user as the first user.

[0117] Optionally, the interactive operation for the pretuncludes a tapping
operation for the one or more feature areas orpitttere; and/or a sliding operation
of performing sliding from one feature area to &eotwhen there are a plurality of
feature areas on the picture.

[0118] The device in FIG. 10 can be located in an autbatitin-related device.
[0119] FIG. 11 is a schematic structural diagram illugtigata device for

generating information for authentication, accogdito an implementation of the
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present application. The device includes an adiuisimodule 1101, configured to
obtain a picture specified by a first user; a digpand determining module 1102,
configured to display the picture, and determine on more feature areas on the
picture; a detection module 1103, configured taedean interactive operation of the
first user for the one or more feature areas; ageneration module 1104, configured
to generate standard information based on the teetanteractive operation of the
first user, so as to perform authentication to whetee whether a second user is the
first user.

[0120] Optionally, the display and determining module 1182configured to
perform feature detection on the picture, and detex the one or more feature areas
on the specific picture through feature detectanmd/or determine one or more areas
specified by the first user on the specific picfued use the one or more areas as the
feature area.

[0121] The device in FIG. 11 can be located in an authatitin-related device.
[0122] The devices provided in the present application iarea one-to-one
mapping relationship with the methods providedhim present application. Therefore,
the devices also have beneficial technical effsatsilar to those of the methods.
Because the beneficial technical effects of thehowt have been described in detall,
beneficial technical effects of the devices arettadihere for simplicity.

[0123] A person skilled in the art should understand thatimplementations of
the present disclosure can be provided as a meshsygktem, or a computer program
product. Therefore, the present disclosure can aiseorm of hardware only
implementations, software only implementations, ionplementations with a
combination of software and hardware. Moreover, ghesent disclosure can use a
form of a computer program product that is impletadnon one or more
computer-usable storage media (including but moitéid to a magnetic disk storage,
a CD-ROM, an optical memory, etc.) that include pater-usable program code.
[0124] The present disclosure is described with referéache flowcharts and/or
block diagrams of the method, the device (systamd,the computer program product
according to the implementations of the presentlalsire. It should be understood
that computer program instructions can be usednf@ement each process and/or
each block in the flowcharts and/or the block damgs and a combination of a process
and/or a block in the flowcharts and/or the blogkgdams. These computer program

instructions can be provided for a general-purpmseputer, a dedicated computer, an
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embedded processor, or a processor of anothergmogable data processing device
to generate a machine, so that the instructionsuted by the computer or the
processor of another programmable data procesewigalgenerate an apparatus for
implementing a specific function in one or moregasses in the flowcharts and/or in
one or more blocks in the block diagrams.

[0125] These computer program instructions can be storeadcomputer readable
memory that can instruct the computer or anothegm@mmable data processing
device to work in a specific method, so that th&rirctions stored in the computer
readable memory generate an artifact that incluatesnstruction apparatus. The
instruction apparatus implements a specific fumciio one or more processes in the
flowcharts and/or in one or more blocks in the kld@agrams.

[0126] These computer program instructions can be loadéol the computer or
another programmable data processing device, s@tbearies of operations and steps
are performed on the computer or the another progr@ble device, thereby
generating computer-implemented processing. Thexgefbe instructions executed on
the computer or another programmable device progt@ps for implementing a
specific function in one or more processes in tbesdharts and/or in one or more
blocks in the block diagrams.

[0127] In a typical configuration, a computing device ud#s one or more
processors (CPU), an input/output interface, a agtunterface, and a memory.

[0128] The memory can include a non-persistent storagear@lom access
memory (RAM), a nonvolatile memory, and/or anotf@m that are in a computer
readable medium, for example, a read-only memo@MRor a flash memory (flash
RAM). The memory is an example of the computer absslmedium.

[0129] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can implementnmdtion storage by using any
method or technology. Information can be a compueadable instruction, a data
structure, a program module, or other data. A cdaerpstorage medium includes but
is not limited to a phase-change random access mye(RRAM), a static random
access memory (SRAM), a dynamic random access nye(@RAM), a random
access memory (RAM) of another type, a read-onlynorg, an electrically erasable
programmable read-only memory (EEPROM), a flash orgnor another memory
technology, a compact disc read-only memory (CD-ROM digital versatile disc

(DVD), or another optical storage, a cassette, ssatée magnetic disk storage, or
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another magnetic storage device or any other raorsinission medium. The
computer storage medium can be configured to stéoemation that can be accessed
by the computing device. Based on the definitiortha present specification, the
computer readable medium does not include trasibmmputer-readable media
(transitory computer-readable media), for examplemodulated data signal and
carrier.

[0130] It is worthwhile to further note that the term "lnde", "contain”, or any
other variant thereof is intended to cover a nocitestve inclusion, so that a process,
a method, an article, or a device that includegstaof elements not only includes
those elements but also includes other elementshwéiie not expressly listed, or
further includes elements inherent to such a psyaeethod, article, or device. An
element preceded by "includes a..." does not, witmoote constraints, preclude the
existence of additional identical elements in thecpss, method, article, or device
that includes the element.

[0131] A person skilled in the art should understand thatimplementations of
the present application can be provided as a methegstem, or a computer program
product. Therefore, the present application can asérm of hardware only
implementations, software only implementations, ionplementations with a
combination of software and hardware. Moreover, gresent application can use a
form of a computer program product that is impletadnon one or more
computer-usable storage media (including but moitéid to a magnetic disk storage,
a CD-ROM, an optical memory, etc.) that include pater-usable program code.
[0132] The previous descriptions are merely implementatioh the present
application, and are not intended to limit the présapplication. For a person skilled
in the art, the present application can have varimodifications and changes. Any
modifications, equivalent substitutions, improvemseretc. made in the spirit and
principle of the present application shall fall it the scope of the claims in the
present application.
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CLAIMS

What is claimed is:

1. An authentication method, comprising:

displaying a picture pre-specified by a first user;

detecting an interactive operation of a second izsehe picture;

generating interactive operation information of #econd user based on the
detected interactive operation of the second @set;

performing authentication to determine whetherdbeond user is the first user
by matching the interactive operation informatidntlee second user and standard
information, wherein the standard information in@®ated based on an interactive
operation of the first user for the picture.

2. The method according to claim 1, wherein thenddad information is
generated based on the interactive operation ofitbeuser for the picture in the
following way:

obtaining the picture specified by the first user;

displaying the picture, and determining one or nfeeg¢ure areas on the picture;

detecting an interactive operation of the firstrulke the one or more feature
areas; and

generating the standard information based on tectésl interactive operation
of the first user.

3. The method according to claim 2, wherein theecmheining one or more
feature areas on the picture specifically comprises

performing feature detection on the picture, antbmeining the one or more
feature areas on the specific picture through feafetection; and/or

determining one or more areas specified by theé diser on the specific picture,
and using the one or more areas as the feature area

4. The method according to claim 2, wherein befihie displaying a picture
pre-specified by a first user, the method furth@mprises:

performing setting for the one or more feature srederein the setting is used
to determine whether to mark the one or more featmeas on the displayed picture
pre-specified by the first user.

5. The method according to claim 2, wherein after determining one or more
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feature areas on the picture, the method furthempcises:

generating corresponding identification informatfoneach feature area;

the generating the standard information based @n datected interactive
operation of the first user specifically comprises:

determining an operation order of the first usertfi@ one or more feature areas
based on the detected interactive operation dfisteuser; and

generating a feature area identification informmasequence used to indicate the
operation order based on the operation order arehtiftation information
corresponding to the one or more feature areas, @sidg the feature area
identification information sequence as the standaamation; and

the generating interactive operation informatiorthef second user based on the
detected interactive operation of the second yseeifically comprises:

determining an operation order of the second usethfe one or more feature
areas based on the detected interactive operafiadheosecond user, when it is
determined that the interactive operation of theosd user comprises an interactive
operation of the second user for the one or matife areas; and

generating a feature area identification informmasequence used to indicate the
operation order based on the operation order aedidbntification information
corresponding to the one or more feature areas, @idg the feature area
identification information sequence as the intavacoperation information of the
second usetr.

6. The method according to claim 5, wherein thdgoeting authentication to
determine whether the second user is the first bgematching the interactive
operation information of the second user and stahdaformation specifically
comprises:

determining whether the interactive operation infation of the second user and
the standard information are the same by matchimg interactive operation
information of the second user and the standaatnmdtion; and

if yes, authenticating the second user as theusst.

7. The method according to claim 1, wherein thdgoeting authentication to
determine whether the second user is the first bgematching the interactive
operation information of the second user and stahdaformation specifically
comprises:

determining whether an interactive operation c@uesling to the interactive
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operation information of the second user and aeractive operation corresponding
to the standard information are the same by maichive interactive operation
information of the second user and the standaatnmdtion, and if yes, authenticating
the second user as the first user; or

determining whether a similarity between an intevacoperation corresponding
to the interactive operation information of the@®st user and an interactive operation
corresponding to the standard information is nss lhan a predetermined similarity
threshold, by matching the interactive operaticiorimation of the second user and
the standard information, and if yes, authenticptire second user as the first user.

8. The method according to any one of claims 1,twfTerein the interactive
operation for the picture comprises:

a tapping operation for the one or more featurasaom the picture; and/or

a sliding operation of performing sliding from ofeature area to another when
there are a plurality of feature areas on the pectu

9. A method for generating information for autheation, comprising:

obtaining a picture specified by a first user;

displaying the picture, and determining one or nfeeg¢ure areas on the picture;

detecting an interactive operation of the firstrulke the one or more feature
areas; and

generating standard information based on the d=ecteractive operation of
the first user so as to perform authenticationdtexnine whether a second user is the
first user.

10. The method according to claim 9, wherein thterd@ning one or more
feature areas on the picture specifically comprises

performing feature detection on the picture, antkmeining the one or more
feature areas on the specific picture through feadetection; and/or

determining one or more areas specified by the diser on the specific picture,
and using the one or more areas as the feature area

11. An authentication device, comprising:

a display module, configured to display a picture-gpecified by a first user;

a detection module, configured to detect an interaoperation of a second user
for the picture;

a generation module, configured to generate intieeoperation information of

the second user based on the detected interagteratmn of the second user; and
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an authentication module, configured to performhantication to determine
whether the second user is the first user by magchhe interactive operation
information of the second user and standard infaona wherein the standard
information is generated based on an interactiveragjpn of the first user for the
picture.

12. The device according to claim 11, wherein tbeak further comprises:

a standard information module, configured to getieetiae standard information
based on the interactive operation of the first ézethe picture in the following way:

obtaining the picture specified by the first user;

displaying the picture, and determining one or nfeeg¢ure areas on the picture;

detecting an interactive operation of the firstrulge the one or more feature
areas; and

generating the standard information based on tihectisl interactive operation
of the first user.

13. The device according to claim 12, wherein tiaadard information module
is configured to perform feature detection on tihetuype, and determine the one or
more feature areas on the specific picture thrdagture detection; and/or

determine one or more areas specified by the digst on the specific picture,
and use the one or more areas as the feature area.

14. The device according to claim 12, wherein tiaadard information module
is configured to perform setting for the one or enteature areas before the display
module displays the picture pre-specified by thst fiser, wherein the setting is used
to determine whether to mark the one or more featweas on the displayed picture
pre-specified by the first user.

15. The device according to claim 12, wherein tia@dard information module
is configured to generate corresponding identiicainformation for each feature
area after determining the one or more featuresaoeathe picture; determine an
operation order of the first user for the one orenfeature areas based on the detected
interactive operation of the first user; and geteera feature area identification
information sequence used to indicate the operati@er based on the operation
order and identification information correspondiiogthe one or more feature areas,
and use the feature area identification informateeguence as the standard
information;

determine an operation order of the second useh&one or more feature areas
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based on the detected interactive operation osé&wend user, when it is determined
that the interactive operation of the second usargrises an interactive operation of
the second user for the one or more feature aaeas;

generate a feature area identification informasequence used to indicate the
operation order based on the operation order aedidbntification information
corresponding to the one or more feature areasus@dhe feature area identification
information sequence as the interactive operatiforination of the second user.

16. The device according to claim 15, wherein théhentication module is
configured to determine whether the interactiverafen information of the second
user and the standard information are the samedtghimg the interactive operation
information of the second user and the standainmdtion; and if yes, authenticate
the second user as the first user.

17. The device according to claim 11, wherein théhentication module is
configured to determine whether an interactive agpen corresponding to the
interactive operation information of the secondruaed an interactive operation
corresponding to the standard information are #raesby matching the interactive
operation information of the second user and thedsrd information, and if yes,
authenticate the second user as the first usegetermine whether a similarity
between an interactive operation corresponding he interactive operation
information of the second user and an interactiperation corresponding to the
standard information is not less than a predetexchigimilarity threshold, by
matching the interactive operation information bé tsecond user and the standard
information, and if yes, authenticate the secoret as the first user.

18. The device according to any one of claims 11apwherein the interactive
operation for the picture comprises:

a tapping operation for the one or more featurasaom the picture; and/or

a sliding operation of performing sliding from ofeature area to another when
there are a plurality of feature areas on the pectu

19. A device for generating information for autheation, comprising:

an acquisition module, configured to obtain a pietspecified by a first user;

a display and determining module, configured topldg the picture, and
determine one or more feature areas on the picture;

a detection module, configured to detect an interaoperation of the first user

for the one or more feature areas; and
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a generation module, configured to generate stdnidéormation based on the
detected interactive operation of the first userasoto perform authentication to
determine whether a second user is the first user.

20. The device according to claim 19, wherein tiepldy and determining
module is configured to perform feature detectiontlee picture, and determine the
one or more feature areas on the specific pictareugh feature detection; and/or
determine one or more areas specified by theusst on the specific picture, and use

the one or more areas as the feature area.
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