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PCT/ US98/ 22267 VALI DATI ON GATEWAY Background of the Invention Field of the
I nvention 25 The present invention relates generally to conputer systens,
and nore partWogpa9s to provi ding a npssaging interfce be?&@’é’?%ﬁé%r nor e
conput er system environnents. 30 Rel at edArt Tel econmuni cati ons
networ k products are services provided by tel ephone conpanies that are
carricd on tel ecomruni cati ons networks. A w dely known exanple is dial-]I
| ong di stance voi ce service which allows a custonmer to dial a 1 plus a ten
digit nunber fromhis or her honme tel ephone, talk to a party who answers
the tel ephone on the line of the ten digit nunber dialed and pay for the

t el ephone call when billed at the end of the nonth. Although dial-Il is
popul ar, 5 ot her calling and paynent options are sonetines
preferable. For exanple, a calling card call allows an individual to nake a
call froma phone other than their hone phone and charge the call to the
bor ne phone accont ursing the calling card. Onesuch calling and '
paynentoption is debit calling which is also referred to as prepaid
calling. Debit calling allows a custonmer to put funds in an account 10

and have those funds debited each tine a tel ephone call is nade. Standard
debit call processing includes verification of the account bal ance prior to
connecting the call and ongoi ng bal gnge Meki Ehéagien during the call. An
exanpl e of a typical debit calling custonmer 1s a parent who purchases a
debit calling card for a child away from hone.

Background of the Invention

Field of the Invention
25
The present invention relates generally to computer systems, and more
particularly to providing a messaging interface between one or more computer
system environments.

30 Related Art

Telecommunications network products are services provided by telephone

companies that are carricd on telecommunications networks. A widely known



IS Once a debit account is established, a custoner may add
funds to the debit account. Custoners often add funds to their debit
accounts using credit cards. To add finds,. a custonmer contacts the

t el ephone cogpaydey dialing a tel ephone nunber that is an;wﬁ,ggg,zlgyﬂa-
customer service representative or an derator and requests that funds be

added to the debit account. The customer service 20 _
representative or operator collects information fromthe custoner and
processes the request to add funds. In order to add fixnds, the custoner.

must select a %?ﬁsﬁd—ﬁ%%@%@é%i&%%ﬁ%ﬂoﬁ%%waﬁﬁent ative or

operator nust o I'n aut on and enter the infQrmation ngeded to

later bill thelghstateedigitnfimbirdromiis orker home tlephons k{0 3 At WhRs added to

a debit account usi 5 . [ kst s dBidd i d gadrifbale f Or char ges
nust bc obt ai nwg%‘?ﬁé°ﬁ?\nathﬁ“§|°fﬁg§?? ttlﬁ%%getrhat provi des the credit
card account t glégh6necidl whembilledatttieand pfithe orontho Adthoughedialel i popdaorer ' s

credit card accqunt s typically obtained accessi c ter system
owned3py the f R Fakng wém%ﬁtéam%ﬁ& F‘e?r{ef/%w%%ypl car1y includes a

dat abase with caB 6l ah irldii )8 rizkea alldropnepione oterthRtheir
conputer prograns that can determ ne using the custaqne I%I,@%Ec%%gt
i nf or mat i on wh&eme phongand sharer the @il for Pome BRORRACCOT EHRE nto the

custoners credit Cabﬁesuchéﬁﬁew R Bpriol §s debifl@iiGigabhidhishlidefepted aut hor i zes
a tansaction, the tel ephone Conpany receives an authorizadon response code

whi ch refl ect s tuasropidicaliig. Debitralling Allpyameystaocr R finds AR w80t ¢ wi || pay
the tgl ephone %ngﬁo%&h%iéﬁ%ﬂbﬁﬁi%ﬁyﬂﬂﬁmsém. Standard debit ~ Because

th conputer systens used é I'nanci al insitutions conmunicate using a
di fferent pr ot celbprocéssing inclndesonpfication ofthe 2aepuns Halapae; paigT iFonnecting

el ecomun el | e SRS AL R ARSEALIN Ml e comut e

t he debit calling customer is a parent who purchases a debit calling card for a child
away from home.

15 Once a debit account is established, a customer may add funds to the debit

account. Customers often 2dd funds to their debit accounts using credit cards.

To add funds, a customer contacts the telephone company by dialing a telephone

number that is answered by a customer service representative or an operator and

requests that funds be added to the debit account. The customer service

20 representative or operator collects information from the customer and processes

the request to add funds. In order to add funds, the customer must sclect 2

method of payment and the customer service representative or operator must

obtain authorization and enter the information needed to later bill the customer.

If the customer chooses to pay for funds added to a debit account using a

25 ' credit card, authorization for charges must bc obtained from the financial

institution that provides the credit card account to the customer. Authorization

10 charge to a custamer's credit card account is typically obtained by accessing a

computer system owned by the financial institution. The computer system

typically includes a database with customer account information and one or more

30 computer programs that can determine using the customer's account information

whether to authorize billing a particular transaction to the customer’s credit card




conput er systerns used by financial instintions that authorize billing

t ansactons, 10 A protocol is a standard that conputer prograns
follow to be conpatible with ote conputerprograns. Protocols determ ne what
information i s wenewrEtessed, what i m ng val ues shoul d be associpéﬁgsg%iz%the
transfer of information, and what format 3hould be used to transmt the

I nforrnation. A standard or protocol may be used roughout the

t el econmuni cations industry or it nmay be owned by 15 a private
entity for use with conputer systens sold or opcratcd by that entity.
Tel ecomuni cat i onscepst risstigytion axthenzan? EanspraienAPe trjfphone

communi cati on bet %ﬁg‘%"b{o%ﬁ%%ﬁéﬂéﬁ BB hSvhide re@ila%é ?Sommiunem

t el ecommuni cati ons conput'er systens use or financi al
institutions for rism tieifivencial tidstitutiom thiabit wiil peh shegelsphone company By the human
operator. 20 . However, these conponents do not allow for real-tine
aut hori zntion of CSFYIGYR°BPStessed automatical ly and they do not provide
real -ti ng updat es to t gkqpdiReotpaRaysenmsasby Gransiihaimgiohhaimmpminaes s

billing for other teleco ni cation roducts. Conputer systens used by
W phone conpani es "Bin“écésgl%ﬁ'eﬂ ipﬁ‘ﬁ"”?g fan’ the ccim Fof 1 DT §9Pf’ﬁ%ﬂ$ tHe

conputer systens ygeshnlnnideiidhs abtivorks, Hrdtbéoll EsdvESion Tyreedsdl fhiythe borhpiterg for a
t el ecommuni cati ons product cannot occur until afer a cal] is conplete
because billing i gam@mzwlewwmm@we*kswwqcﬂlvm;@% npl e,

when a customer um@m%ﬁgwmawmmm& he

ability to awccss ne ] the processing of the billing ‘for the
call invi ves a tvlop®®col is a standardghas gompuserapsegrans foew tq brecompatible anthsy st ens

of the tel ecommuni gation %Fk 2 pcesso calld ng . pravi de a
record of the use °§%?°gn@%tggﬁ’ ng'c%%#%sg{camuwgglm&%yggg%. a‘fu’process

billing for the temapiming valosgshmyld bSessocizied watls thie tahsfervdfiinformssion, andnponent
| thi tel ecomunic %hia? ognart]g;[om rblé hseQ rtoot\:/-aingxgxst tgcrgx?fogr?altilon.dk rstaa%ci‘la%' or protocol
may be used throughout the telecommunications industry or it may be owned by
15 a private entity for use with computer systems sold or operatcd by that entity.
Telecommunications network components are available that allow
communication bstween the computer systems operating on the
telecommunicétions network and the computer systems used for financial
institutions for real-ime authorization of charges processed by a human operator.
20 However, these components do not allow for real-time authorization of charges
processed automatically and they do aot provide real-time updates o telephone
company computer systems that process billing for other telecommunications
products.
Computer systems used by tclephone companies process billing
25 differently than the computer systems used by financial institutions. Typically,
billing for a telecommunications product cannot occur until after a call is
complete because billing is dependent on the duration of the call. For exampie,
when a customer uses 2 calling card with added features, such as the ability to
access news and weather, the processing of the billing for the call involves a two
30 step process. First, the computer systems of the telecommunications network that
process calling cards provide a record of the use of the calling card to computer



information to the tel ephone conpany billing conputer systems. Then, the

t el ephone conpany billing conputer systenms reconcile these records. 5 °
However, unlike billing fora call using a calling card with added feanures,
billing for awpageRsé to add funds to a debit account is nopcpigpRRgaRt On
call duration. The custoner requests tdtadd a specified anount to a debit
account. The duration of the call affects the anbunt of finds deducted from
the account at the end of the call but not the anmbunt added to the

custoner's account. 10 Ther ef ore the addition of the specified
ampunt to the Q&Q !th} ’ﬁa%f"p . BecohdlGlsPritbiR Skdcht | on.
Unfortunately, "current tel ephohe glgrrp ny b|| ng corrputertagysterrs are not

programred to p#mﬂﬁwmﬂyfé&smmwm iges the calbdiration
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systens and the records o Ing 15
conput er syst etekphmccompambﬂbmgmmpnmsmwmmqmmm reconciling the

recorgds of the tel hone H%ﬂﬂ he fi nani
instifutlon S b|||| rﬁ%@f%w rs-re fgﬂrﬁo as sttement Sunmmary
of the | n;/ent | \siumg(}'ofril&qtligsstmumfﬂsmhldehit xﬁcomhﬁs mtebgmdmnmmmt li ont provi ded
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aut hori zation and seftlenent of 25 char ges are, possible with the
presentinventi %n‘gfﬁ %aﬁ%‘g‘ib T BPS thy aruQunt #dﬁeé‘h?? FSIBFY £ 3ECUBY ot ocol
convedsi on bet Tiedfor, el adfitiors 6f therspiifdehiunt foedie [Aybit etcatRaMHecat i on
networ ks and a X25 protocol used by hhe coggut er systems of financi al

institutions. RAYETRdASFIMElCBIRSISHISE-o Y+ ORI FIERACS RO equest s t o
bill using a Cﬁxﬂﬂig conitufbr RELGES 86 hob Prdbrdtiméll B BRReSPANRE Y s 30

automatical ly

fransaction. As a result, reconciliation of the records of the telephone company
billing computer systems and the records of the financial institution’s billing

15 computer systems is currently not real-time. The process of reconciling the
records of the telephone company billing computer systems and the financial
institution’s billing computer systems is referred to as settlement.

Summary of the Invention
20
The system and method of the present invention provide communication
between telecommunications networks and computer systems used by financial
institutions in order to process customers' requests to pay for telecommunications
services with their credit cards. Both real-time authorization and settlement of
25 charges are possible with the present invention. In addition, the present invention
provides protocol conversion between a client server protocol used by
telecommunication networks and a X.25 protocol used by the computer systems
of financial institutions. The protocol conversion allows communication for
requests to bill using a credit card processed both by a human operator and

30 automatically.




The system of .t he present invention conprises a validation gateway that has
a conputer programthat provides for the transfer of nessages and
conversion of protocol to allow conmunicati on between the

t el econmuni cat waones/2ma96 wor k t hat recelvedsthe call and the conguvsmnsttem
used by the financial institution 5 t hat provides the custoner
with credit card services. The validation gateway operates in an

i nt erexchange network to provide an interface between the interexcohange

network and conputer systens owned by fi nancial institutions. An
i nter exchange networg, ﬁ%@&g&p datié gaidviiy'tiles | ong-
di st ance tel ephone servs?s(l:e and ‘ot her telecontruni cg%i}ons serwy.ces 10
The conput er prh@mmpﬂmﬂmmwog&emﬁnofmmmmm modul es
t hat performspe ified fijactions QARLET ogr am of
the validation §5&P ‘@W&‘s& ?éﬁﬂ%&%ﬁﬁ?ﬁmﬂﬂ %essages&%o cal l'er
interaction IOrO%Sﬁ-eéiﬁed@&dl%d%%ﬁﬁﬁ&isﬁwmﬁeﬁmm&mhmeﬁsors t hat
all ow g hunan operator to interact |nteract dh}ﬁ‘@i‘ﬁ%{" with a debit

P

cust omer to recdayEroyises mem““&‘él* EA*MAOmM t he

custoner. Two ey @ﬁamx&éucﬁinge%&mwmeﬂsqasnw&em @eer at or
consol es and ser I ce switching control points (SSCPs).. The_ nmanual operator

console is a colntrexshangepetwarkandicampyer syspms opedhyhaancibinsghinsions.onel i s
operat ed by. a NuRARARE AMord 8 PRkl TR REE Bickiaeliiddg. | N of mat | on

necessary to request ormation fromthe custonmer and ent er
i nformati on prodmm@wmmweﬁe&mdqmmumecmst The SSCP provi des

auto ed call procegg to enter
i nf o?qrrgt ion that is recel ve%‘tB %%pb%g%gﬁ'wgéonpufer pr ogr am on the
val i dati on gat em;hﬂesltkabperfouhqubeﬁec‘sfnﬁm Motinkisivitisn the aempatergropems ages t o and

recei ve messagesg systens 25 used fi nanci al

i nslitutions, f%’ﬁv@&éggx’efgerlmﬁg c‘(')"‘= sﬁeﬁaqz?ﬁ g\d sg?dorggsg%?gg anci al

processors are {reeacianjratessorss Calleimerncio pligeskors frd proatssors gHat dllow HNS t 0
human operator to interact or interact directly with a debit customer to receive

1s call processing information from the customer. Two examples of caller
interaction processors are manual operator consoles and service switching cantrol
points (SSCPs). The manual operator cansole is a computer that is similarto a
personal computer and is operated by.a human operator to provide the human
operator with information necessary to request information from the customer and
20 enter information provided by the customer to process the call, The SSCP
provides automated call processing for 2 debit customer who uses a keypad 1o
enter information that is reccived by the SSCP.
The computer program on the validation gateway also includes software
modules that send messages to and receive messages from the computer systems
25 used by fipancial institutions, which are referred to as financial processors.
Financiel processors are the compitter systems used by financial institutions to
authorize charges to credit card acesunts. These modules act as a single point of
interface for the transfer of multiple customers’ messages between the validation
gateway and the financial processor,
30 In addition, the computer program on the validation gateway includes a

module that converts between the protocol used by the caller interaction



aut horize charges to credit card accounts. These nodul es act as a single
point of interface for the transfer of multiple custoners' nessages bet"vveen
t he validation gateway and the financial pr.ocessor. 30

addi tion, thewomepuser program an the validation gateway ing k: %Mﬁgodul e
t hat convens between the protocol used l§y the caller interaction

processors and the protocol used by the financial processors for credit
card authorization. This nodul e accepts validation request nessages in a
request inormation format The nodul e stores information received in the
message and buplotasas emt the pemonet tsaddysthy inaurcial onebessorst foe cfeditard al

processor. Thi s dul e S e r.epl sage frm
t he financi al TEAB, S%?P?%%Mqﬁ v&x@%%negﬁﬁes?gx%% gn‘,ggar\rélﬂ&%ﬁi | ds a
val i dation resmmmmﬁaa&nmmmmmwdm&emm ocessor.

The met hod of present invention c | Ses s s for ceiying,
converting proi"ﬁf"él‘ Aoy ifiiatis ’ggpeé ﬁﬁ"nﬁﬂ"%@h‘é‘éﬂ’émgﬁﬁ d"ter edit card |
0 5 I €0 BISS hcepts A Larderep]lP Gnedéagt Wmcw@makmmmbws steps for

receiving a vali datlon request_nessage froma caller interaction.processor,
bui | di ng a car &orcd ipfermetiopeand byilds; IgRTCERONSE TRRSSASE HLEnG 1P e et hanci al
processor, and; ' Lhgecard request nessage to the financial processor.
The method of the preSent 1nvention also includes steps forreceiving a card
reply message fromTheeméthodnf thel pragnt invention compritss stapsor teativiigng a

val i dation res H‘QSSQ'?
interaction pr%@g‘%ﬁgﬁéﬁ%ia %‘Hg%@ é’ﬁ‘%% r‘%\é’g}gase meéssage to the
cal | @0 i nt er actdqoestsprThe emetiond. ofﬂrmsgmtmmmuhtdhmtzpsffot reesipingsent

i nvention is notglelmted to processin c.g card authgrizatipn requests.
The caller int&® ?’? o inffacho Hpes 'ib E35&“ating on a

client server fuqﬁawmkssagé tlﬁt EG e vR@Erstesd bycthefifidaciabpracessor, and sending
the card request message to the financial processor. The method of the present
invention also includes steps for receiving a card reply message from the finaneial

15 processor, building a validation response message that can be understood by the
caller interaction processor, and sending the validation response message to the
caller interaction processor.

The system and method of the present invention is pot limited to
processing credit card authorization requests. The caller interaction processors

20 are clients operating on a client server network. A client server network is a
network or one or more computer systems that include multiple clients which are
controlled and monitored by one or more servers. In this case, the caller
interaction processors are clients that arc controlled and monitored by operatar
network center computer systems, which are servers. In addition, the present

25 ' invention may be used to communicate with any processor that is accessed viaa
packet switching network and is not limited to accessing a financiai processor.
Therefore, the system and method of the present invention may provide protocol
conversion between any client server protocol used by a client and any packet
switching protocol used by a processor to allow message transfer.

30 The system and method of the present invention also allows access by
financial processors to computer systems operated by the telephone company that




network or one-or nore conputer systens that include nultiple clients which
am control |l ed and nonitored by one or nore servers. In this case, the
caller interaction processors are clients that arc controlled and nonitored
by operator net Wsr99200mat er conputer syste?s, which are servergerfiddsniier
addition, the present 25 i nventfon may be used to communicate -
with any processor that is accessed via a packet switcing network and i's
not limted to accessing a financial processor. Therefore, te system and
met hod of the present invention may provide protocol conversion between any
client server pr wilidatotallingsards prepaidcards: andiothier gargs pravided byshptitelaphege pr ot ocol

used by a proces ggggé by The
system and net ho%&ghﬁéﬁﬁﬁﬁgﬁgn [ nggqqlgs(‘);,g??éhm%mgg%rgsuss yyfi nanci al
processors to cofipmtielprevstrs, typicatiy emX 26 nétworkhmerbohssrihroteeol comvsssion, t hat
val i date cal ling_cards, regaig ards, and ofher cards_provi ded, by that

t el ephone corrpanm 8 Sge ig efiti BT ptcng uedts fr°8qu?1e net wor k
used by sfinai al picosRGEGiatonshyoflbidprévidesd repletoy requepter ¥iages.25 pr ot ocol
conversion, tsansmits tle reguest to the appropriate ..conputer system on
the 5 _ B 0 rﬁ‘?ﬁ‘@'@?& éherFé‘P\EB?kP‘%E’m‘ %g‘ﬁivﬁ@ggﬁéﬁwyto t he
requestor Vvia thgerdgm tHe 5 KmctibRE AMelighas aodiffere® @AY Frocdds @@seém on the
val i dati on gateway performthe same functions, although in a different

order, to pr oces®IHEse requests. Further features and advant ages of the
invention, as well a%’&tﬁﬁf&ﬁﬁ&&ﬁdMg%of:heinv&%ﬁ@gﬁ?%@&dfﬁ@;zﬁfmﬂ@r'OUS

enbodi nents of the invention, are described in deil below w th reference to
t he acd8npanyi ngaufrepstatiensof variousi¢mbediments ofthe invention.caredeserited i datedk s
gencral ly indica ' t] I REL BMF% idiate  ANEL AhaviddsClid al |y
similar elenent s{’&‘i’kgﬁ r%@mﬂﬁ%c {ontgw%‘f’cgﬂ a glsdé{rrdélﬁés'f%rst (agappeésf isdgefrs
i ndi cat ed by t herdigérmcomembets genesallyrindibae ddenticel pfomalionallyr sifngiaw rodlonunber .
structurally similar elements. The drawing in which an element first appears is
indicated by the leftmost digits in the comresponding reference number.

15
Brief Description of the Figures

FIG. 1 is a block diagram of an interface eavironment of a validation
gateway according to a preferred embodiment of the present invention;

20 FIG. 2 is a block diagram of the structure of a validation gateway of the
intetface environment of FIG. I according to a preferred embodiment of the
present invention;

FIG., 3 illustrates the message flow between a manual operator console
and the financial processor according to a preferred embodiment of the present

25 invention;

FIG. 4 illustrates the protocol conversion from a client server protocol to
X.25 according to a preferred embodiment of the present invention;

FIG. 5 illustrates the protocol conversion from X.25 to a client server
protoco] according to a preferred embodiment of the present invention;

30 FIG. 6 illustrates the message flow between the SSCP and the financial

processor according to a preferred embodiment of the present invention;



15 Brief Descripfion of the Figures FIG 1 is a block diagramof an
interfacc environnent of a validation gateway according to a preferred*
enbodi ment of the present invention; 20 . FIG 2 is a bl ock-
di agram of thwossawessctre of a validation gateway of the int]e(xf:.lf1 22267
cavironent of FIG | according to a preBerred enbodi nent of e present
invention; FIG 3 illustrates the nmessage fl ow between a manual operat or
consol e and the financial processor according to a preferred enbodi ment of
the present 25 invcrion; FIG 4 illustrates the protocol

conversion froma C'Fl@”’iﬂlﬁﬁ:‘aﬁ?ﬂ:e%@&ﬂﬂwfo@cp‘émﬂﬁa’aiﬁnmgdmmb:ab&apreferred
enbodi ment of the present invention; PIG Justrates the pr,otocol -
m’f%“an'pref erred

conver si on from&d@nwﬂﬂamm@ér?ﬁ putof the pes

enbodi ment of the prﬂéeﬁtxll?]s'ﬁﬁmﬂc%ess flow for validating a reqebtGneddagel | USt T at es
t he nessage fl ow between 't SSCP and 't he financi al processor according to

a preferred enbredtinghoncin & pemaesat vintak pirewip ;according (40 27 praferepdt r at es’ t he
nmessagq fl ow fo gpﬁgg record by a validation gateway
accor dlgng to a pre erreggd'l o) |rren o%tz?%e present invention; FIG B

illustntes the rressa!gs Dlxbusufms wmlm forrvalidatiog aneguestymessageei ved on an

X. 25 pernmanent virt ui t .accor fer
embodi ment of t P& é’ﬂl‘“ gg‘ﬁ'ﬂg ﬁ""ﬁ%g apr%%gcdiﬁ’goq‘%s%tage fl ow

for validating afmegueﬁtmmﬁsmge received on an X. 25 switched virtual
circuit according to a preferred enbodi nent of the present invention. 10
Detail ed Description of the Preferred Enbodi nents

10 Detailed Description of the Preferred Embodiments

FIG. 1 is a block diagram of a validation gateway interface environment
102 according to a preferred embodiment of the present invention. The validation
gateway 130 provides access to the financial processor 132 to allow for credit

15 card validation.

The validation gateway interface environment 102 is one possible
environment of a validation gateway 130. The validation gateway interface
environment 102 described below includes the telecommunications network
necessary to process customer requests to add funds to a debit account, The

20 validation gateway 130 allows the components of the telecommunications
network to communicate with a financial processor 132. A financial processor
132 is a computer system that provides authorization of credit card charges. The
financial processor 132 typically uses X.25 protocol and can be accessed via an
X.25 network. A typical call may be processed manually by a2 human operator

25 using a manual operator console 122A or antomatically via the service switching
control point (SSCP) 138. '

The telecommunications network components include several
telecommunications networks such as first and second local exchange nerworks
106 and 134 and an interexchange network 110. The interexchange network 110

30 comprises a plurality of switches including an interexchange network switch 108
and a bridging switch 112. In addition, within the interexchange network 110, an

SKQGF Ref. No.: 1575,2250000
MCI Ref. No.: CDR-96-011




FIG | is a bl.ock diagram of a validation gateway interface environnent 102
according to a preferred enbodi nent of the present invention. The

val idation gateway 130 provides access to the ficancial processor 132 to

al 'ow for crediyo bspioss card validation. The validati onpgfigsaye
interface environment 102 is one possibl @ environment of a validation
gateway 130. The validation gateway interfice environnent 102 descri bed

bel ow i ncludes the tel ecommunications network necessary to process custoner
requests to add funds to a debit account. The 20 val i dati on
gateway 130 al | owstoiard esidistibant (ACD) 114 an iretligannseovics nebroriospplieationfor k t o

communi cate with a fina ocessor 132. A fin roc 132 is a

conmput er system tﬂﬁ%ﬁesﬁ% &3}"&% ?{ﬁj SREHEH cPEoles Z#‘t al(L,z ggé:s The

financial process@gantaiin &@g 124, Qtsaonédampbme(wn)aza,ccessed
cal caI i may

via an X. 25 network. At be proc&ksed manual a human
operator 25 and the vali gaeway 38 are ggrd taprgeesy §6P%°ﬂ°2ﬂ“ﬁ¥“‘é matical ly

via the gervice %&s%maﬁﬁﬂ%@ktmmeﬁﬁw&mmﬂf&ebwm cations

network conmponents include several telecommunications networks such as
first and second requsstio sd Smdsig e dehitieprsnntds proeswA dtenatialy teSSGRléexchange

network 110. The YOI g]a%
plurality of sw tc%gs | nb{ﬂggﬂﬁbﬂgﬁ | nfliaeh;]o;‘%aﬁg?ljéle3oné?%?lﬂﬂ W tgﬁ:ﬁ108
andabri dgi ng svm t(BDR)i&verlf#Mlstd (?ﬁepse\mefctmmhdmchedmmlﬁumgefnsumr k 110,

an SKGF Ref. f1575 225 (F)P?D %ﬂ Ref. No.: CDR-96-011 aut omat ed cal |
di st xi but or (ACD)° FarRnyILs 0 RFRHORY svice neorkappl i cations processor

(1 SNAP) 10116, nanual omRé adtéface envirbhrient b2 3AvalidtidB, gateway 113Brtan dastatvanced
ntelligent netve K o eimadeing the froceainig ofa iypical call. The inteffive hvitonment ~—0
of a validation gateway 130 will first be described with reference to a typical call
that is processed manually by a human operator.
A call is placed by a debit customer using a telephone 104. The call is
15 received by a first local exchange network 106. A first local exchange network
106 comprises switches and termination equipment within a localized area. An
example of a first local exchange network 106 is a local telephone operating
company network such as Bell Atlantie, The first local exchange network 106
sends the call to an interexchange switch 108A in an interexchange network 110,
20 Similar to the first local exchange network 106, an interexchange network
110 comprises a phurality of switches, also referred to as exchanges, that are
locared throughout a geographic axea. However, interexchange networks 110
typically comprise of switches throughout a large geographic area to process long-
distance telephone calls. For example, a national interexchanpe network 110
25 comprises switches located ﬁroiighout the nation. When = call is routed to the
interexchange network 110, it may be routed to one or more switches within the
interexchange network.
If the call is received by an exemplary imterexchange network switch
1084, the interexchange network switch 108A will route the call to a bridging
30 switch 112A. The bridging switch ] 12A will then route the call to the ACD 114.
Alternatively if a2 bridging switch 1124 receives the call, the bridging switch



B

andt'he val i dationgateway 130 are usedto process debit custonerrequeststo
add 5 fuids to debit accounts that are handl ed by a human
operator. |f whpegpadokdati on request to add funds to a debit account is
processed automatically, the SSCP 138, jphe SDP 128, the Al Np¢idsoshhsir

val i dation gateway 130, and a billing data record (BDR) server 140 are
used. Please refer to the attached 3 ossary for ‘a reference of acronyns and
their definitions. 10 The interface environnent of a

val i dati on gat HpAYwill 36ue s cilbd the CD @ $4.1 Intotisr wefdsy i€ theicallistréveivpd ocessi ng of
a typical call. The interface enviro nt of a .validati.on gateway 130 wi ||
first be descrh’[?éﬂ‘dﬂpgH”‘Fgflizpem#‘ﬁ&ggf&%'gﬁﬁ“d&%fwgfhﬁfm cessed

manual |y by a RyRBioP{teifdutedio BRIACDH 5147 B eaitkhiés i e itdrexeimgoTer usi ng a
t el ephone 104. The call is 15 recejved by a first |ocal exchange

network 106. Aetwarkd1Q,dusindingthainterrachongsRerwork gwit apd the ghes and

tet mgaton equiBERIY2 Wy J‘mfb Jdnfnik vERE DMS250 AWitdhés fiah@addiredibd | 1 St | ocal
exchgg netvvorﬁo F%’ a%ca tngﬁephong operating conpany network such as
Bel | Atlantic.Naed first |ocal exchange network 106 sends the call to an

I nt erexchange swtch,l | '

Simlar to the fi rs‘ghﬁr%ﬁtﬂégF%"%Sﬁ%g%%fm%g&g#%&%%f&%%ge net wor k
110 conpri ses H4ndommminicates with shei ISNA®<116 3¢ mutertbé el toa ommalopentohanges, t hat
are | ocated through a.geographi c_area However ,,.b nt.grex net wor ks
110 typically ?32%%&5’%?‘%‘8&“@%% ie Ei%g@ﬁﬁg%%??%%?c anea to
pr?cws Ihong- sﬁmt nﬁwl dgghﬂh@d&b&ebhcﬂ&iﬁaﬂ&b&w .rcansomsilmmf |

i nt er exchange networ . .. .conpris ocat e

t hroughout t hel°ﬁ’€{m)5’o¢ﬁﬁj'-‘9£%’°§‘“@ﬁ §s h@%ﬁm&t gi? ﬁéﬁéﬁ{lggéﬁlﬁ‘ﬁ%ﬁge net wor k
110, it may bempagid] Gsbrirét @BRIOI22ARING esires EHRE Snctinindicalld 1€ disBibaedx Change

network. If the call is received by an exenpl ary_interexchange network
switch 108A, t#eongnther logienllyndefined it sThe AFDL B4 rrpvides akBNE he call to a

bri dgi ng 30 f%ﬁotnﬁ%tyz%gﬁ the $3eed TR AI b céd%lkgjm% #b! | then

route the call 4. Alternatively 1t a bridging swtch 112A
recel¥es the ciatarexchinge ipetwark 110y The AED 114 may be implemented using the

automated call distributor manufactured by Nortel.

The ISNAP 116 communicates to the manual operator consoles 122 via
operator network center computer systems, The preferred embodiment of the
present invention includes two operator network center computer systems, an

20 operator network center wide area network (WAN) 118 and an operator network

center local area network (LAN) 120. The operator network center WAN 118

and the operator center LAN 120 assist the ISNAP 116 in directing the callto a

manual operator console 122A. In addition, the operator center WAN 118 and

" the operator center LAN 120 store information used to process calls. The manual

25 operator consoles 122 communicate with the operator network center WAN 118
and LAN 120 using UDP/IP.

The manual operator consoles 122 are computer consoles that receive
information from the operator network center WAN 118 and the operator network
center LAN 120 and provide the human operator (not shown) with the

30 information to address the debit customer’s call. Unfortunately, the operator
network center WAN 118 and the operator network center LAN 120 do not



112A will route’the call to the ACD 134. In other words, if the caII i S
received by a bridging swch 112A, then the call may go through only the
bri dgi ng swit chWoi®2Aa1496i or to being routed to-the ACD 114. The switches in
t he iuterexchange network 110, includinglthe interexcehange rREIEISP$R2268 t Ch
108 and the bridging 5 switch 112, nmay be inpl enmented using

DVB- 250 switches manufactured by Nortel. Afta the bridging swtch 112 sends
the call to the ACD 114, the ACD 114 conmmunicates with the | SNAP 116 to
route the call t gnoldedebirtustOReatdonst ikbmmaGoE nea&nﬁiémétmropmuai oper at or
consol e 122A all ows, a -human 10 rat handl e one i ndi vi dual
debit call I\/anualn@ﬁé‘?e&’( F%SQS‘I‘WWE“‘&F@S ‘f?“&'é“ﬂ"??éif"?‘ﬁ sof t war e
as being in gr oURsfornidtgn. SNAP 116 selects a rranual operat or consol e 122A
and ensures that incomng calls are distributed anong the |ogically defined
groups. The ACD 114 pibwSRRE2%smressishitensomsraceonntinforpatinnuseddar wafbc sel ect ed

manual erator GQN& g1 I%g} %@ME @&ﬂ%hé’m& tvvork 110.
The ACD%EM may be Iemanée usi fdebﬁ lé %gF I stri

manuf act ured by Whvﬁﬁom&ﬁhﬂﬂﬂb@hmkmldammdhﬁm’ 128rviecthe oper at or
consol es 122 via tor ter..conpu ens. eferred
enbodi nent of th WW&%%E‘F%%W‘&%@&PW%&%&% center
conput er systens mm&xsﬁﬁbemmmmmmm ml/itmk:t Fentat (TOW/Myusad ea net wor K
(WAN) 118 and an,o or cent er area n rk (LAN) 120. The
oper at or net\Ao_rkbe‘fg‘_??tSi}P ‘gﬁ*@“ﬂ@“ WP@&QP m“sfﬁ assi stthe
| SNAP 146 in di r%‘éﬂz&ﬂaﬁo?&z!ﬁ?&ohso?@ 122, "MRE AR 1948 dakRbed iR RRBLIehd 2N | N
addition, the opator center WAN 118 and the operator center LAN 120 store

cform used to M@QEU&M@M“H%\%&BPGWO CDR-96-009 (1376 22408P0)c onsol es
122 conmi cate W tReifidaoQRgicad fhetfifeht'RidiokGhbihayidlofpbfhted by reference

herein.

The selected manual operator console 122A uses information received
15 from the SDP 128 to process the call. If the customer is placing a debit call does
not have sufficient funds in his or her debit account, and wants to use a credit card
to add funds, the manual operator console must obtain authorization for the
customer to charge to the credit card. Authorization of credit card charges is done
by a financial processor 132. The financial processor 132 is accessed to process
20 the customer’s request, referred 1o interchanpeably herein as a validation request,
via the validation gateway 130,
The validation gateway 130 tranglates between UDP/IP used by the
manual operator consoles 122 and X.25 protocol used by the financial processor
132. The validation gateway 130 has a computer program referred to as a
25 validation computer program, also referred to as a validation application
(VALID_APP), which performs message transfer and protocol conversion needed
for a message to flow between the manual operator console 122A and the
financia processor 132. VALID_APP includes software modules that interface
with the manual operator consoles 1224, perform protocol conversion, and
30 interface with the X.25 network used by the financial processor 132.



and LAN 120 using UDP/1P. The manual operator consoles 122 are cqnputer
consol es that receive information fromthe operator network center WAN 118
and the operator network center LAN 120 and provi de the human o tor (not
shown) wi t h WH&/230p6 i nformatilgn to address the dewmgﬂ@ﬁ%‘ﬁer' s
call. Unfornately, the operator network center WAN 118 and the operator
network center LAN 120 do not I ncl ude debit customer account '

i nformati on. Tne manual operator consoleS 122 need access to anot her

conputer systemin_order to obfain bit custonmer account {nformation. The
SDP 128 stores de@ﬁ%ﬁ'@”é@%ﬂ%&%?%ﬂ“&ﬁpﬂgwwa fic s :

handl i ng, ser yirgen IMIFSheidtldnd XIS pRotbéol. "Howbveslahé preseat inventlol accor dance
with the present invention, the manual operwor console 122 accesses the SDP

128 via the AmpY periprerRiotoenl coyersionyetyeen anyclisptrervep Arotacpkandiaqy 124 al so
provi des prot s&ﬂ&lﬁ?r ' eR of gé.pg’t' 3,5.&5 :

prot ocol /i nt eé]%géttproto oi g&(ﬁﬁ%@ &g&%ﬁ‘ y t?g&%BEQ% 8 aﬁ’é‘hﬁé‘ér dat agram
pr ot Bcol / i nt ensed by prebiens server memdR1K, Fchias BIDPAY. A(packet switching ebwaerkinual oper at or
consol es 122. The AN 124.is .de | hed. in. further detail in cgopendig U S.
Appl i cation AP éi/aﬁllgﬁ’&suﬁowﬁi’g’égﬁwd 5?3&25%6"8@},“%%1 | ed
"Advanced | nt Therefgre,)the systemandmeihddofahe présan itventdonneay provideahessagece herei n.
The sel ected panyal erator_consqle 122A uses.infonmation received 15
ffom the. Sop TaRRter gudioau SoneBRdp fo acket SRRSO BroReakaly » deb t

cal | does not ishapiaitedtd X025 potochbl) Kithobgh the Sys@fnh@d ntbididlof GeGeudent and wants to

use a credit card tq operator cgnsol e nyst obtain

aut RBri zat i ontnvgAtiop H%g%%a‘ @%ﬁ&mﬁ?éaé@%‘b@rtém K25 pretocal it hor i zat i on
of credit cargoglARE Gffkrstodd 366 r tB ¥nyhréthddRbYed By a PAcR& SwRQfinghdkvornd Ne i nanci al
processor 132 is accessed to process
VALID_APP performs the protocol conversion by building a card request
message from a validation request message and by building a validation reply
message from a card reply message. Initially, the manual operator console 122A
15 sends a validation request message to request anthorization to bill to a customer’s
credit card. The validation request message contains transaction data such as the
customer's credit card account number, the credit card type, the expiration date
of the credit card, and the amount the customer wishes to charge to the credit
card. The validation gateway converts the validation request message to a card
20 request message which is sent to the financial processor 132. When the financial
processor 132 has determined whether to authorize the transaction, the financial
processor 132 sends a card reply message to the validation gateway 130. The
validation gateway 130 performs a similar function of converting the card reply
message to a validation reply message. The validation gateway then sends the
25 validation reply message to the manual operator console 122A. The present
invention is not limited to providing a protocol conversion for an authorization
of a reguest to bill to a customer’s credit card. Therefore, the term card request
message should be understood to refer to any request message sent by a validation
gateway 130 to a packet switching network. Likewise, the term card reply
30 - message should be understood to refer to any reply message received by a
validation gateway from a packet switching network. The message flow between



20 . the custoners request refetred to interchangeably herein as a
val i dati on tequest, via the validation gateway 130. The validati on gateway
130 transl at esyepdongamp UDP/ | P used by the manual operator consoles 127 and
X. 25 protocol used by the financial progessor 132. The val i FEH/ERHF2enway
130 has a conputer programreferred to as a 25 , val i dati on .
conputer program also referred to as a validation application (VALI D APP),
whi ch perfoms nessage transfer and protocol conversion needed for a

message to flo ﬁgsl it r NS feo 130%if1 e f nanci al
processor 132.%&%%& I ncl %gig SO t%?ﬁe"?m u gggat ha‘{A ?n?véntl‘gce with the
manual oper at ordesaribedinamoré 2&4i) inphe figures pelowocol conversion, and 30
interface with the 5.network us by the financial. proce r 132. The
preferred embodi nent Bﬁml“ﬁ‘\épm : 2%%%?‘?‘8&”3@%%“%%@?& on bet ween
UDP]{ | P prot Ocoltlrﬂ%mxz&di_twag@ehmﬁfw @{flt.n_'&r&ﬁt qafduRestits] Mectiansn (rjnay

per form protocol .conversion between any client server_ protoco] and any
packet 3switchi n@dmm%%tma_@t\ RurRhase ‘Cﬁ??ft“d‘eB’PaqyéL%( pr ot ocol
that is 5 owns thé'éa?%iﬁ% t6acthss HRhncRepréSdssdRShiliPifoxemplaly fhandd?P/ | P. A

packet sw tchi ng netwo fotocol is a protocol, such as X 25, that is used
by a packet swipre¢tsseg 132t Sbe rompray prbagk maintsies eedit card inframationiasd of t he

By packet - ow t SRt BN bR PSR alt 10 ol o QURED WRAS. CL2 PO cor
Al though the sysguesttacturgeie hostomtr's dnaiteand dsanthadad, the merchant seceiet i on i s
deser o0 M L ARkt Rae P el e 01, e
VALI D APP per f areeivetpiyement fot the siithoriacdtmnsctivn. Bhebthe Ealintigl procesord 3 equest
AN R R AT e R T SR I T
122A anthorizes or rejects the transaction and responds with 2 card reply message to the
validation gateway 130 including an authorization response code authorizing the
15 charpes or explaining why authorization was rejected. The flow and format of the
card request message and card reply message sent between the validation gateway
130 and the financial processor 132 will be described in more detail in the figures
below,
After the manual opcrétor console 122A has completed processing the
20 call, it releases the call back to the bridging switch 112 via the ACD 114. The
bridging switch 112 conmnects the call to the receiver 136 via a second local
exchange network 134. Similar to a first local exchange network 106, a second
local exchange network 134 comprises switches and termination equipment
within a localized area. The example used in illustrating a first local exchange
25 network 106, a local Bel] operating company network such as Bell Atlantic, also
applies to a second local exchange network 134,
As mentioned previously, a typical call may be processed manually by a
human operator using 2 manual operator console 122A or automatically via a
SSCP 138. The processing of an automated call is similar to that of a call
30 processed manually by a human operator in that both calis originate at a telephone

104, access a first local exchange network 106, and access an interexchange



15 sends a validation request nessage to request authorization to
bill to a custoner's credit card. The validation request nessage contains
transaction data such as the *custonmer's credit card account nunber, the
credit card {wpoenriobe expiration date of ,the credit card, apdrubsneswpunt the
custonmer wi shes to charge to the credi t4card. The validation gateway. .-
converts the validation request nessage to a card 20 request
nmessage which is sent to the financial processor 132. Wen the financial
processor 132 has determ ned whether to authorize the transac&i n, the
financial processwerk 58Rets Wi beidgiag awitelpl 12 inpn inteyexchepee eIk | bé)lt i on
gateway 130. The validati e H%E:ai’op%'«m \rlcBfisofelgAl on of
converting thekﬁ%‘?'ﬁ%é‘g‘?%@%gﬁ%@ oﬁgiq?/‘gﬁ%gtlon repl rres?g e. The

val i dation gat eviakn ACBN 14 SNARE 18,50 operatar networksepteViAdh 1 nmessage to

t he manual operator consql A, The prese ' ' ' sl.imted to
provi ding a pro?mr.%ﬁm& %W%Rﬁ%%ég}(%d%}ng&r que?t to bill
to a cystoner' sqaiRd14 dircdfiglto J/$BTPEI38I €, the termcard request nessage

shoul d be understood to refer to any reguest, nessage sent by.a.validation
gateway 130 to a pacmwets-“»@wl%mwsmﬁm%%m%fg,"?ﬂ%@@%rd reply 30

message shoul d g, fﬁ%ﬂl‘i?cﬂﬁ-ﬁﬁabﬁdﬁb’s“ﬁﬁﬂhﬁmﬁaﬁtﬁa%dﬁgeﬁved by a
val i dation gateway froma packet sw tchi n& networ k. The maig? e flow

bet ween VO 9tie ACTU 4t Howenen yalikedirch @R dF4, s albioss 39t pmedin dyal i dati on
gat eway 130 wi | b&@s#%&&dcoh&l defPadcp e S abiofRi-aSefRhew. The

financi al proce s a computer systemthat includes a database that
st oregocredit céapabilitytntoah prondpotheredlienfor the infarmatiinpeeded gough stbeisame Mer chant s

> company ¢ eSS S RS oo o
exenpl ary fi nangicghfoRiat6e G6Mthelchler abH Gacthepbility 1o probesz khermall msiag the cr edi t
card informatiop and . o The SSCP 138 may be implemented using an Ericsson AXE-10
switched based platform with an automatéd response unit (ARU) enhancement.
15 Similar to the manual operator console 122A, the SSCP 138 needs debit
customer account information to process the debit call. Like the manual operator
console 122A, the SSCP 138 obtains this information from the SDP 128, Ifthe
SDP 128 indicates that additional funds are needed in a debit account, the SSCP
138 will prompt the caller to determine if the caller would like to add funds to the
20 debit account. If the caller would like to add funds to the debit account, the SSCP
138 accesses the financial processor 132 to validate the credit card via the AIN
124 and the validation gateway 130.
Because the AIN 124 performs protocal conversion between TCP/IP and
UDP/IP, the validation gateway 130 performs protocol conversion between
25 ' UDP/IP and X.25. Similar to a call processed by a manual operator console
122A, VALID_APP performs protocol conversion between UDP/IP and X.25 by
building a card request message from a validation request message and building
a validation reply message from a card reply message. When the call is processed
by the SSCP 138, the SSCP 138 sends a validation request message to request

30 authorization to bill to a customer’s credit card.  The validation request message




guarantees that a nmerchant will be paid for an authorized transaction. Wien
a request to charw%a to a custoners credit card is authorized, the nerchant
receives 10 9921096 auo tion response code which can be used to ensure
that the merchbant will receive payment fé% the authorized tr PCIABYIDEs; -

When the financial procesr 132 receives a card request nessage fromthe
"validation gateway 130, it either authorizes or rejects the trmmvati on and
responds with a card reply nmessage to the Validation gateway 130 i ncl udi ng

an aut hori zat i on réceivedbisthe eslifiation gabeousy 2301 in the sdfe format and contaiisahges or

expl ai ni ng why authrjz s rejected. ,The flow and fornmat,qaf, the card
request message é%‘t’%aéf?‘géb% gergeried é’ﬂ“"f"ﬂé"’%ncﬁ? on gat enay
130 and the icianci al LiRe eQ8H @at fstodsésed masuallp Y nlRhah BpdiRbeusitytai | i n

ftefigures below. After the nmanual operator console 122A bas_ conpl eted
processi ng t he ZWOPWOW"@@Pl?ﬁ»M%ﬁWﬂ!“%ﬁ@%&W@mﬂhe bri dgi ng

switch 12 via t iAGkald de cilimoRdbbllchbing e bAlls felefsed 085S bliligngal | 1O the

receiver 136 via a seco exchange net wor 4. Simlar to a first

| ocal exchange neéwitdy k12108 is terrsinated dial aosseanddacah exelange sewerk 136w aonpri ses
swi tches and ter@l&ﬁ&'{e‘)ﬁ equi pnrent within a localized ea. The exanpl e used
inillustrating a Frrst F'ocal exchange 25 network 106, a | ocal

Bel | operating conpanthenedlidation gaaway akS0Bsf] the Ardsemtineentiod $sop=fepdblyes to a

second | ocal exchange network 134. As neghdoned preyi gusl typi cal call
may be processed"ﬁ&%ﬁﬂ& “&°ﬂﬁ‘ﬁﬁ'ﬁyﬁﬁ§2§4%‘ﬁﬁﬂ‘ﬁﬁgxﬁﬁﬁﬁ&fgﬁ%& or consol e
122A orypaut omat i FEE.I ThetcompliosysteB202 Thdudes 06eerShte picessdts,anitipaat ed cal |
is simlar to that of a call 3Q - processed manual ly by a human

operator in that PISsser 28§ qognssied i bus 2Q4. Alsocopnerted iode20ddsmaip meaigy 4 fir st
| ocal exchange ngpg mwgﬁﬁ&%o?ﬂm%&gﬁ&%%ﬂ%gm%wk W tch

108 or bridging swtch 112 in an intcrexchange networ

210. The secondary storage devicas 210 include, for exarmple, a hard drive 212

and a removable storage medium drive 214 (such as a disk drive, for example).

15 The VALID APP is preferably a computer program that resides in main

memory 208 while executing. Whea executing, this computer program enables

the computer system 202 to perfarm the features of the present invention as

discussed herein. Thus, the VALID_APP represents a controller of the computer

system 202 (and of the processor 206). Alternatively, the VALID_APP is

20 predominately or entirely a hardware device, such as a hardware state machine.

In one embodiment, the present invention is a comyputer program product

(such as removable storage medium 216, representing a computer storage disk,

compact disk, etc.) comprising a computer rezdable media having control logic

recorded thereon. The control logic, when loaded into main memory 208 and

25 executed by processor 206, enables the processor 206 to perform the operations
described herein.

FIG. 3 illustrates the mianual operator console 122A-financial processor

132 message flow 302. Messages sent between the mamal operator console

122A and the financial processor 132 are transmitted via the validation gateway

30 130. VALID_APP, which is the validation computer program on the validation

gateway 130, performs the message transfer and. protocol conversion needed for



However, automated debit calls armnot routed to a manual operator console
122A vi aanACD 114, anl SNAP 116, anopoat or net wor kcenter WAN 118 and an
oper at or cent @ip doAod 20. Aut onmed debit calls are routed fromthe brid 5
switch 112 dircctly to a SSCP 138. The16&SSCP 138 conpri ses shT/USSSaneand

aut omat ed response capability. The SSCP 138 receives a call froma bridging
switch in nuch the sane way as the ACD 114. However, unlike the ACD 1714,
the call does not need to be routed to a nanual operator console 122A. The

SSCP 138 has ! (VTaTeTy %Qm perato F3RABLAIahY alfadicigan pronpt the

caller for thg&%t%ngloi on nee?(‘e rru“glnol nthe sane, wa gs a human oper at or

;)1;] theI Imanual %mﬁsmﬂm. Rmmb suﬁeecnl ot ‘anﬁhm@aHM@mbsl.&-ﬁ@W%r;mt i 0{1. from -
e caller and has e abili ro nf or mati on.

Tlhet fSSCP 1_3?th52 r?f’é’f:%jgvﬁf roff_c S%%%EEZB sipz\nf&gﬁed based

platform w t hmakab bpeites eshssle finenéiil jprocesiaralid e

Simlar to the manual —operator_consgl.e 2A, t S n s debit

cust &ner accoh‘ﬂhhﬁhﬂl‘mﬁg‘l‘ﬂms?ghﬁﬁ’@e@ﬁé" Hagres o HeL Pexf e xanual

oper at or  cons glifoules e SSCP 138 obtains this information fromthe SDP

128. If the SDP ™28"i ndi cates that additional funds_are needed in a debit
account, the SSCP Thesnanpal ppegatorippasolerj@2a-finansial pracessor L2 meseee floWne cal | er

would i ke t03%%%1%%:&&&Jﬁné’aﬁﬁqnmmg(13@@%0:%%&9?&1‘“&% cal | er

would like to s to the debit accoun the SSCP 138 accesses the

financial pr ofesdymangd opgratorganshie E224e the finaneialpagcgssor B2pd (AN 124 and the
beten ToR! PHEE VLR R Bt B B e e ot ocol
conversi on bemameh ofiérator console 122ADRMltipla Software Stadules included i thel pr ocessed
bet neen UDPY | FATRRAPE SO pioiinin iieiles i, 8E Rl opBalh Bl 07 er 1 of
val i dati on r eq2e perfoim prutxzolntvesion tetween YDPAP ustd by tho masel gperaesage or om a
car LeplY Tosasag S BE el L SRR B, BT (e S
15 with the X.25 network used by the financial processor 132.
VALID_APP includes a client receive module referred to as the user
datagram protocol/intemnet protocol receive (UDP_RECV) module and a client
send module referred to as the user datagram protocol/intemet protocol
(UDP_SEND) module that interface with the manual operator console 122A. A°
20 client receive module is a validation computer program module that receives
requests from clients, such as caller interaction processors. A client send module
is a validation computer program module that sends replies to cliepts. The
UDP_RECV module accepts requests for authorization of credit card charges
from manual operator consoles 122. The UDP_SEND module sends responses,
25 including authorization or rejection of the credit card charge, received from the
financial processor 132 to the manual operator consoles 122. Both UDP_RECV
and UDP_SEND are single points of interface for all manual operator consoles
122 and for the SSCP 138.
VALID_APP also includes a validation module referred 10 as a validation
30 process (VALID_PROCESS) module. A validation module is a validation
computer program module that performs protocol conversion needed for message



30 : aut horization to bill to a custoner's credit card. The

val i dati on request nessage received by the validation gateway 130 is in
the sane format _and contains the sane data f.ields as the nessage received
from manual o ¥consol e 122A. Lika7the call that is pr%@@&%@@”ﬁhnually
by a human operator using a nmanual operator console 122A, when credit . card
validation is conplete and funds 5 are added to the custoners
debit account, the call is released back to thc bridging switch 112 and is
termnated Via a second | ocal exchange network 134 to a tel ephone 136. The

val i dation gat ewgifet Hervbn ichénts LRE Bdkesdid, € MHe OVALID [PREOICESS hydulepl ement ed
usi ng a conputer system 202 as shown _in block diagramformin 10

FIG 2. The conpefams gpsacelsonyersionnaedpd er eomanunication betweep dardamal syuch as
processor 206 c 4ﬂnaﬁ$‘ %E»&%% e RS main
menory 208 (pre?%?%%}cé%ro%g omﬁlg?gcess rrlé ry, %%ﬁ@%ﬁ%&é st or age
devi ces 210. Thewdwerereivesp validationrequistmiessage Rycesting-duthdeization of @editpl e, a hard

Ve §h2 o ke tRihl S B AR MK 103, A oA R g S O ve

program t hat r esecsiéfeqbest message wesemirty the Gfteneda] frécess 132t When the\isarciekexcut i ng,

this computer program,enables the, conputer, system 202 {to.pecformthe

foatures of tigpﬁgﬁi‘%ﬁf P T mi°ﬁF°J°FWE)F§,rh‘”(gWe VALI D APP

represents a COMWWW% VAIIDePRBPESS Baifds @ valldaiorPr OCESSOr
the VALI MAPP is: 2 - '

206). Alternatively, F predom nately or entirely
a hardwar e devi tegponsempssage 1o send vinthe DR SEND modnletathe manwal apesstdodi nent , t he
presenp inventigh i1 Lomputer program product (such as renovabl e storage
medi um 216, representing a conputer storage di sk, compact disk, etc.)

conprising a conput cAn adstitthaill reoduledvishith the (VALIDOAPP cbmpwieriprograme tsraded t her eon.

The control 1 09} GnmiGRohOREGEE tefka T b4 X B DimbmmiEr i brocess (225
COMM_PROCESS) module. A communications module is a validation
computer program module that interfaces with a packet switching network, such

15 as the X.25 network. A communications moduls is not limited to interfacing with
an X.25 network but may interface with a processor via any packet switching
petwork. The X.25 COMM_PROCESS module interacts with the financial
processor 132. The X.25 COMM_PROCESS module sends card request
messages to the financial processor 132. In addition, the X.25

20 COMM_PROCESS module forks out a child process which accepts card reply
messages, with an authorization or rejection, from the financial processor 132.
When a module forks out another module, the initial module, also referred to as
2 parent module, temporarily creates the second module, aiso referred to as a
child module. The second module is typically temporarily created to handle &

25 particular transaction and then exits so that one module, the parent module,
remains.

In step 306, the manual operator obteins a validation request to bill to the
customer’s credit card account. ﬁie customer calling on a telephone 104 is
received by & manual operator console 122A as described above. A human

30 operator operates the manual operator console 122A. The human operator
collects transaction data from the customer. Transaction data is any data needed



25 executed by processor 206, enables the processor 206 to
performthe operations described herein. FIG 3 illustrates the Wwual
operator consgdoeshgegA-fiancial processor 132 nessage flow 302. Messages
sent between the manual operator consolge 122A and the fi naiROTAISI$22067essor

132 are transmtted via the validation gateway 30 130. VALI D-APP,
which is the validation conputer programon the validation gateway 130,
perfornms the nmessage transer and. protocol conversion needcd. for a

message o ! oy BehERlor el e ARSLALD" TRANSELE dbe (f\pilind | MANCI al

processor 132. °Pri bi ng the manual opeator console 122A-fuaci al
processor 132 qugtemeryrequssbte daze tod aseditr carkeinclyfes 3 eustemes coeditfdardy bet ween t he

manual oper at nsol.e . . ' | al: S 1 s provided 5
hi ghl i ght i ng (i r‘r‘ﬁc_‘.'%‘#ﬁg’@f"g‘?ﬁ‘e‘&num‘ﬁd‘fp yg;a,@,pso ?M%b’g‘gf@%‘éé“s the VALID
APP conput er pdategTeansackion dztamay alepincladethe custvak’s address-of mprededbr pr ocessor
132 ssage .fl ow_302 c .ses a two. part tansactd on.including: (1) an

aut h(rJTSrEi zati on YeBfasop- g‘gﬁ{‘i‘?ﬁ"o?ﬁ M‘I’Bﬂmﬁ‘bnte‘?@fﬂbfs%%ﬁ%‘f”gml%A to the
financi al procsn&ias thbedstomel’s(cloditariGs provided by thé &toyner wid ibinglvded it hori zati on
or rejection. fromthe finial processor 132 to te manual operator console

122A. Mul ti pl ngaasagtion daty jkhebumanppersiprentars the FRRspuien gataphtaincd A9 or progr am
interface wt hhgggmﬂ:%pﬁ%ﬂmpgﬁt&%aLWZA, perfom protocol conversion

bet ween UDP/ | P used by the manual operator console 122A and X25 protocol
used by the financimstepi08cthemanual epamgtor pansals Bi2A semsls a validationrequgst h t he X25

recere modul dirlE s e BRGSO Tolfmeniah bl o MEE T O ot ocol
recei ve ( UDPFRicghiptesiialdslire 2 salidationcbquest messegegalsooelfeired todhterchagedbly as t he user
dagam prtocol gl ol enel R SR ton message, with the transaction data obtzined by the
customer. The format for the validation request message is referred to as request
information message format and is shown in Table 1 below.
15 The validation request message includes fields, referred to as validation
request fields, that are populated with transaction data to identify the call, the
customer, and the merchant. The request information message format includes
a field referred to as achMerchant!D which is 16 characters. The achMerchantID
field is populated with a merchant identifier and a customer credit card account
20 identifier. A merchant identifier identifics the merchant that is providing the
services that the customer is paying for using his or her credit card. The customer
credit card account identifier, referred to interchangeably herein as a customer
credit card account number, is typically a number 11-15 digits long that identifies
a customer credit card account. In addition, the request information message
25 format includes a 2 character achCardType field which is populated with the type
of credit card the customer is using, a 4 character achExpDate field which is
populated with the expiration date of the customer credit card, and 2 9 character
achZipCode field which is populated with the customer’s zip code. The request
information message also includes an authorization amount field entitled

30 achAuthAmtLong which is 9 characters and is populated with the amount
authorized by the customer.




(UDP_SEND) nodul e that interface with the manual operator console 122A. A
20 client receive nodule is a validation conputer program nodul e
that receives RasRsfos fromclients, such as.caller interaction processors.
A client send nodul e I's a validation computer program nmodul FETHEN223¢7ds
replies to cliepts. The UDP RECV nodul e accepts requests for authorization
of credit card charges from manual operator consoles 122. The UDPSEND
nodul e sends responses, 2S i ncludi ng authorization or rejection of
the credit card charge,. received t ' ks 32 to the
manual oper at or conégﬁgﬁ??%ﬁ%%maem@l%END ar eggﬁhér;gl e points
of interface faalidatibn efuestatesapeisabaito dientifp amirowte thexnldl Awexemple iSSCP 138.
VALI D APP al so jncludes a val.li d&gi on m)gﬁlﬂﬁ& referred &%‘@i?%dégl i dation 30
process (VALI Dihgselepiwne sumbar that the GUSIamEr f chizg fgati on conput er
program modul e ) §{onDR6iAERS The GbIP Fidln Wiss%mqu% i@ eharmesage

tansfer between clients and g;lé)cessors. The LI D_PROCESS npdul e petforns

prot ocol converash@lFrasdiumber prampieg tprseqtion faig f operator
consol e 122A ang, L0Godidr N9 08kifY, aRbIERIP I as3Be i8N0 tiGLMDRBREVs Modul e

recei ves a validation request nessage requesting authorization of credit 5

card charges i qopolated. irathed$ chomsterachCaliTodbimben fid\  Agdtifioml pmemtios pui | ds
acardzequest negsage t ;D Ej %Pﬁ; the¥afl udstifessaubien the
financial pr oce@%&%"f%@%&%’%m rée}p y ?rﬂessag%‘agl&%her aut hori zi ng or

rej ecti ng char geés shewninTabled belowh a parti cul arut ansacti on, VALI DPROCESS
bui | g]zona val i dati on response nessage to send via the UDP. SEND nodule to
t he ual operator 10 consol e 122A. An additional nodule whin
t he VALI D APP donputer programis a TQfgyni cat i ons nodul e referired to as
X25 communi cat ifjans _process (PS5

REQUEST-INFO DEFINITION
chPckiType Type of validation packet 0-Req 1-Res 2-Force
achReqType(2) validation type 0-BOC 1-Collect 2-Third party
3-Bankcard 4-Vaet 5-ICCN 6-ANET

15 achNumber(24) phone # or card # (truncated to 22 in pack_telic)
achPin(4) Persanal I Number
a ate(d) expiration date
achAuthAmt(4) - authonization amount
achConsNum(3) old console number

20 achSiteNum(2) old site number

achResponse(4) respanse from validator
achZipCode(9) Customer zip code

achCallFromNumber(16) | Nurtiber customer is calling from
achCallToNumber(16) Nurmnber custemer is calling to

25 achCardType(2) Credit.card call type Visa, etc.
achAuthCode(6) Authorization code from NDC
achAuthCenter(2) 1 Soutce of Authorization code
chPoslndicator Point of access indicator

achCustSubAcetNum(10) { Customer sub aceount number used for billing
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chServiceldentifier Indicates service for which card is being charged

chDapActionCode Action cade response from DAP

chDapDividACIFCode ACIF code response from DAP

chAMACade AMA Code used in OSR billing

achReserved1(5) Future use

achReserved2(3) Future use

chSuppCodeLength Binary field which is num of supp code digits

achSuppCode(35) Used in ONAT call request and Supp Code Resp

achBusinessGroup(7) Used in ONAT call request and Supp Code Resp

chNatSubAddress Nature of Address Indicator found in sub addr

achSubAddress(30) Used in Supp Code Resp packet

achRoutinginfo(2) Binary number used in Supp Code Resp packet

achPartitionNum(2) Binary number used in Supp Code Resp packet

chNoAnswerTimer Binary number used in Supp Cade Resp packet

achNCSInfo(30) Used in Supp Code Resp packet

achTerminationID(15) Used in Route Resp packet

achConsNumLong(4) |

achSiteNumLong(3)




In transaction data. The human operator enters the transaci on data obtained
fromthe custoner in the manual operator console 122A. In step 308, the
manual operator console 122A sends a validation request 10

nmessage to t heymgaddehat i on gateway -130. The nanual operator Pcwnsasmz6122A
popul ates fields in a validation request“nessage, also referred to

I nt erchangeably herein as a request information nessage, with the
transacti on data obtained by the customer. The format for the validation
request nessage is referred to as request information nessage format and is
shown in Tabl e I-tretow—15— The—vatTdatr omTequesy nessage

i ncl udes fields,| refREAFRST-INED as Validation r REEBERON | o) ds. that are

popul ated with tm@%&gﬁata fEWSats SMeRdteneptd . the custoner, and the
nmer chant. The r4 ; m&eage—%-r—m%q—nd—ude%a—f—i—e#d refercd

t o as aebhMer chanthiABthahilehg(9)s 16{ CARGERAUTEORIZATIONCAMOIONAIMLD ) ffield is
popul ated with 4 nerchant identi | FER ANBWERNELS™oner credit card |Jaccount 20
identifier. A merchant |dentlfer _dentlﬂ es the merchant that s providing
the services that th custgrrg ayln ﬂ using his _qr her credit card.
The custoner credit it g 130 (R valig2tioneaussl y herein
as a custoner Crrﬁﬂkégeﬁ‘émaé?&ﬁﬂlrﬁeﬂwﬁa&bl thZSYFIthﬁE E%e%@@ﬁ&@%m@& 15 digits
| ong t hat |dent|f|es a customer credit card account. In addition. the
request i nfor matFreecohissd h)gﬁlcmuﬂﬂpcﬂm!combﬂh’dm’ﬂhcl udes a 2 character

custoner |5 usi ng, o rrpleob AR petolkab i Ro e RS oFRED, % ¢ 1
the expiration dé&ldDgArme:mmsrpmm@ndtdwmgaomgatm 130.9Tiehalidatioer achi pCode
nfornat 1 on mos S atget orssirad b NIRRT Ar Rl 2 pa VS PEE et i 1 ed 30
achAut WAnt Long wbmptlnerl programh aTteCUDP SRECH nioﬁull@(kﬁhﬂsa&le(i'aﬁuahbn rdiResanoOUNt
authori zed by t heesgages EoogE R/AL.T.D - PROCESS module which performs conversion from

UDP/IP to X.25. The protocol conversion is performed by VALID_PROCESS

building card request message 10 send to the financial processor 132, Further

details of the protocol conversion and function of the software modules of the

15 VALID_APP computer program are illustrated in FIG. 4.

In step 312, the validation gateway 130 sends the card request message

from the validation gateway to the financial processor 132 for authorization to
charge to the customer’s credit card account. The X.25 COMM_PROCESS
maodule sends card request messages to the financial processor 132. In addition,
20 the X.25 COMM_PROCESS module forks out a child process which accepts card
reply messages, with authorization data which is an authorization or rejection,
from the financial processor 132.
Although the X.25 COMM_PROCESS module is the primary module
used for sending card request messages, the process of sending the message from
25 the communications module involves several modules that are forked out from
the X.25 COMM_PROCESS module. The process of sending card request
messages varies depending on whether the card request message is sent over a
permanent virtua) circuit or switched virtual circuit. A permanent virtual circuit
is initialized upon system startup and remains as a permanent link between the



Addi ti onal wansaction data included in the validation request fields of the
val i dation request nessage is used to identify and route the call. An
exanple is t%%ﬁl&ghone mrber that the custoner called fromwhich is
referred to as the call from nunber. T2e call from nunber iPCTHISpEZ267d i N
the 16 character S achCal | FromNunber field. Another exanple of
transaction data is the nunber the customer is calling, also referred”to as
the called to nunber, which is populated. in the 16 character

achCal | ToNumbep il 0, A0 0Pk ok LANGE Lol Althex 25 nSRNbAKEO | 0 the

val i dation red’ﬁ% r1on request nessage as i.s shown in
Tabl e | bel ow.intéRorineBk EhelvalREgionatewng-dB0 to the financial processor 132. ADEF| NI TI ON

cbPckt Type . yRe . [ ' : e Sic2- FOr ce
achReqType( 2) Permanent Mfﬁ?\gg}?@’t%&?mﬁ- %% &‘&Fﬁelcgty g hird patty
3-Bankcard 4- \éaeiovim. | A\ éshitchedANiTal difenit is initialized whereerdabd melpansy 1Bespage

phone_# or card, # (truncated to 22 in. pack telic) achPin4

Persohal Id Nﬁﬁ&‘%ﬂfﬁ%&?&&“&?“ 100 °l§"hélﬁ$‘§§?’1 %%%%[‘%”%E?Mut hANt ( 4)
authhori zafvi( o)n Whpﬁedg@% aﬁ@glniggﬁonmﬁuﬁoa_l d consol e nunber 20

achSi teNunt 2 o] sit,  nunber achResponse(4 response
from val i dat or achiﬁmwm"‘m““’éﬂ t.aﬁ%%mgmessagc,

achCal | Fr omNurghe k(5630MM PRDOESS WddalEtsends IheCarkd ieliiesf inesdageolifalel TONunbe( 16)

- Nunmber customer 1s calling to 25 achC rdTyge(az
Credit card cenermanemiruakeircuid pp the X2pmetwatk todbesynancial processon 321 j zt i on code

fromDbC achAut hCe faiftdhad virtual circuit3s' e totanditif d Lafd régtett Hbs @] the

X.25 COMM_PROCESS forks out a X.25 service out module. The X.25 service

out module requests an X.25 link from the X.25 network that can provide

interconnection with the financial processor 132. The X.25 COMM_PROCESS

sends the card request message to the X.25 service out module. The X.25 service

15 out module sends the card request message to the financial processor 132 via the
switched virtual circuit provided on the X.25 network.

In step 314, the financial processor 132 sends a card reply message to the
validation gateway 130, The validation gateway 130 receives the card reply
message in the communications module of the VALID_APP computer program

20 on the validation gateway 130. '

If a permanent virtual circuit was used to transmit the card request
message, the card reply message is received on the same permanent virtual
circuit. The card reply message is received by the X25 COMM_PROCESS. The
X.25 COMM_PROCESS sends the card reply message to VALID_PROCESS.

25 If a switched virtual circuit is used to transmit a card request message, the
card reply message is received on the same switched virtual circuit. The card
reply message is received by the X.25 service out module. The X.25 service out
module sends the card reply message 10 VALID_PROCESS. The X.25 service
out module also sends a response received message to the X.25

30 COMM_PROCESS. The X.25 service out module is used only for a particular
validation transaction.



chPosl| ndi cat or-

DEFI NI MON ach

Poi nt of access indicator achCust SubAcct Nun{ 10)
Cust omrer sub account nunber used for billing REQUEST- | NFO

D(4) Service Provider |ID sServyicelype -
Type of servi gg’%%@%er | - VALLI DBl 2-\88LLI DB2 3- VALCS1 4- VXR&X@ZVALDAPI
6. VALDAP2 7- VALHKT 8- VAI | CCN 9- VALCARDTEL 10- VALACCT |1 -VALBT 12- VALA.OBAL
16- VALELAR 17- VALCLAI RT chMsgType Message Type of
requests achSwi t chl D( 3) Switch ID 5 achTrur kG oup(5)

Tunl k Group chAN Natureo e e abldf @y HaRayal i dation
ChAddr esahat Of Cal |- T8RS (gt vatidatin dabheap o ofivph o de'g‘;r”pAPa%"; i dat i on
chRest ri ct | ndi cftbmnhe X.25 fotovsl dethe clintiseeveo protasld VIAIID ARR feogives the

chServiceldentifier | ndj cates service for .which card i i ng charged
10 R pIK s SBRR AR e Rnahctal procgaspt e Sofin bk ot 9 A" 9

chDapDi vi dACI F

commub§ekfions Ogddile SRads ehd icaid R ahdbaeode the

AMA Code used in OSR billing achReservedl (S} ) Future us
achResér ved2( 3) VALID_PROCESS mosale topgrform protocol conversion.

in ONAT cal |l request and Supp Code esp achBusi nessG oup(7)

Binary field msﬁiashsmmeéspaﬂpﬁ&%é@nﬂwﬁe AHRRORREPSRE BRdsage
etaileqs

ONAT cal | requete UBRSEND; pFutiberd

Address | ndi cat gjafQ4Rgkuleofilk v ALEY_APP computer program is illustrated in FIG. 5.
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In step 318, the validation gateway 130 sends a validation response
message to the manual operztor console 122A. The validation response message
includes an authorization response code which the manual operator console 122A
uses to determine if the customer is anthorized to pay for the amount requested
using the credit card. The operator enters information into the manual operator
console 122A to send a message to the SDP 128 to update the customer’s account
to the new amount the customer can use for prepaid calling.

FIG. 4 illustrates in more detail the conversion from a client server
protocol to a X.25 protocol 310. In the preferred embodiment of the present the
conversion the protocol conversion that is performed is between UDP/IP and
X2s. :
In the preferred embodiment of the present invention, the validation
gateway 130 interfaces with either a manual operator console 122A or the AIN
124 that communicates with the SSCP 138, Both the manual operator cansole
122A and the AIN 124 communicate with the validation gateway 130 using
UDP/IP, Although the SSCP 138 uses TCP/IP, the AIN 124 performs a protocol
conversion between TCP/IP and UDP/IP. Therefore, the validation gateway 130
communicates with both types of caller interaction processors, the manual
operator consoles 122 and the SSCP 138, using UDP/IP. As a result, the client
server protocol in the preferred embodiment of the present invention is UDP/IP
regardless of whether the caller interaction processor is a manual operator console
122A or the SSCP 138. In aﬁdiﬁon, the protocol conversion is performed as is

DAP type

gth

Used
Used in

Boxyamsion and function of they yr e of



achSubAddnss( 30) Used in Supp Code Resp packet 20

achRout i ngl nfo(2) Bi nary nunber used in Supp Code Resp packet
achPartitio%g;/gﬁm Bi nary nunber used in Supp Code Resp packet
chNoAnswer Ti ner Bi nary nunbep4 used in Supp Code RRHAUSIBRREA
acbNCSI nf o( 30) Used in Supp Code Resp packet achTerm nationl D(IYS)
Used in Route Resp packet 25 achConsNuniong( 4)
achSi t eNunmiong( 3) REQUEST- | NFO DEFI NMON

achMer chant| D( 16 .. NEWFIELD - MERCHAR | D achAyt hAnt L %19) LARGER
AUTHORI ZATI O¥ W@?W#W@%&‘ ‘WWYFB% i dati on

gat eway 130 W&f%qe&ﬁrmbmmamesseﬂsé , message from a
client server protoc to X25. In this case, the client server protocol

used by the manualn stop46,ahe validetion-renuest messpgers raueived by ithrcelient onversion i s
performed by nulti é@s LI B AR er program on
the validati c{ﬁceb‘}zgtlg °§§3{?}W‘ﬁé‘5§gﬁ§§?¥‘f§ﬁ‘tﬂ§ ue'stﬁrressegggg?? recei ved by
t he 4UDP3RECV ighileliethe fnothkle witkih tHOARELLIDOAPP that receives validptinngnesgagesyr am The UD?
RECV nodul e sends t val i dation request ssage to.the VAL PROCESS
modul e whi ch AR %WBP%PWT%W%&S?E#&%‘W&%”@FB col
conver si on i SfRAESEPBE The ikt koIS {2 véftriide 2CUDE_RECW 6ién MESSage to
send to the financjial processor 132. Further details of tI?]%PIPPrOt ocol

VALI D

conver si on aritis spegialized for gaceiviog messagasfom olign SerYes nefork using
APP conput er f5eeh adth #fifcasd. | HRUDE REGV b is 4 sinklR istie gdigt fof he val i dation

gateway 130 sends the card request. nessage

10 all caller interaction processors including the manual operator consoles 122 and
the SSCP 138. The UDP_RECV module receives validation request messages
from both types of caller interaction processors, the manual operator consoles 122
and the SSCP 138.

In step 408, the validation request is sent to the validation module, also

15 referred to as VALID_PRQOCESS of the VALID APP. VALID PROCESS
receives the validation request message in the request information format
described in Table 1 from the client receive module. VALID_PROCESS creates
a card request message, using data in the validation request message. The card
request message is in a format that can be understood by the financial processor

20 132, '

In step 410, VALID_PROCESS retrieves the transaction data from the
validation request fields of the validation request message. The transaction data
includes the merchant identifier and customer credit card account identifier
retrieved from the ach Merchant ID field, the type of credit card the customer is

25 using retrieved from the achCardType field, the customer credit card expiration
date which is retrieved from the achExpDate field, the customer’s zip code
retrieved from the achZipCode field, and the amount the customer authorizes to
bill to the credit card retrieved from the achAuthAmt field. The transaction data
also includes the number that the customer called to which is retrieved from the

30 achCaliToNumber ficld and the number the customer called from which is




fromthe Vvalidation gateway to the financial processor 132 for

aut hori zation to charge to the custoner's credit card account. The X25
COW_PROCESS m)%% fgpds card request nessages to the financial processor
132. In addition, ,01 t heX25 CQ¥M PROCESS nodul e f orBcsamesrzagychi | d
process which accepts card rply nessages, with authorization data which is
an authorization or rejection, fromthe financial processor 132. Although
the X. 25 COW PROCESS nodul e is the primary nodul e used for sending card

request nessages 9&@&&:%}:&%@' émﬁgsﬁgag : ; ieve t he
conmuni cati ons m’%%gd?%vo ves sever aﬁago ul es that @%tirl(ra&?ﬁ%gaevodut fromthe
X. 25 COVM PROCESSs isshihwrdn Table 1 pbayeess of sending card request nessages

vari es dependi ng on et hey, .t I est . a

per manent virtual ci }A&W{}?’ Q&WM@S@?P&?@%W@Q%@ ﬁg%cg{lt vi rt ual
circuit is initi ahdssafslpstididip MY SAI6RaS hitsshiedpeadidlp lienviantriasofadfresseanent | i nk
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the systemis shutdowmn. A switched virtual circuit jis_initalized when a

card request nes$Sagdequest message in that format thatsen be seatfto thefinanciplamecsTsen,
tansm ssion ofthqqyal idation response nessage, which conpletes the
particular validation transaction. If a permanent virtual circuit is used

to transnit a card rebusepélh¥Adil FROGESS huiks acaimqprROTESRenBigeues sends t he
N T B e ik
circuit is used 182 HeMAIDIPROCESShuildsguad teqnestnesgage thiatven be diderfitdd M PROCESS
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achCardType of 2 characters that is populated with the type of eredit card, the
achMerchantID field of 16 characters that is populated with the merchant
15 identifier and the customer credit card account identifier, and the achExpDate
field of 4 characters that is populated with the expiration date of the customer’s
credit card. The card request message also includes the achCallToNumber field
of 16 characters which is populated with the called number and the
achCallFromNumber field of 16 characters which is populated with the number
20 called from. Additional fields are included in the card request message as shown
in Table 2 below.
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byFiller Space filled
achMerchantID(16) Right justified, zero filled
achCardType(2) 2 digit code per Appendix B
achTermTimeDate(10) HHMMSSMMDD blank if unavailable
achCustRefNum(8) Assigned by Customer, blank if unavailable
achAuthCenter(2) Authorization Center, e.g., "DC"
achDiscData(24) Discretionary Data. Space filled
achPINBlock(16) Optional. Cardholder PIN ANSI Block. Left
Justified, space filled
achProductCode(28) Optional. Left Justified, Zero filled
achAddVerData(29) Address Verification Data, Optional
First 9 positions = 9 digit ZIP or 5 digit ZIP + 4
spaces Remaining = first 20 chars of address, LISP
achCallToNumber(16) Uscd by FPS to sereen
achCallFromNumber(16) | fraudulentcalls

In step 416, VALID PROCESS sends the card request message to a
communications module referred to as X.25 COMM_PROCESS of the
VALID _APP. The X.25 COMM_PROCESS sends card request messages to the

financial processor 132. The X.25 COMM_PROCESS is a single point of
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to UDP SEND. Further detail of the protocol conversion and finction of the
software nodul es of the VALI DAPP conputer programis illustrated in FIG 5.
In step 318, the validadon gateway 130 sends a validation gegpRasasi0
nmessage to tI’WaO?P&M?éI opexator consol 71221 The validation response
message i ncludes an authorization response code which the manual operator
consol e 122A uses to determne if the custoner is authorized to pay for the
anount requested using the credit card. The operato enters information into
t he manual operator console 122A to send a nmessage, to the SDP 128 to update

t he custoners aistesfass OQMWGIWW%W lation gatewax r can use

for prepaid cal mﬂ?‘n}r @% Ldstdgg,@ yersion from
a client serverh‘pr oco&cto a g protocol 3 UI€O eepeferre‘(ijuéenbodl ment of
t he present themessagesaswasdeschbedinstepdtd of #lG3er si on that is perforned is

bet ween UDPI /P and r odi nent of
the present inventi ?)%r?‘a ?ﬁglswﬁ%ﬁn\rﬁsxa%frgﬂg&% Ofg%lﬁérgfccii‘g%ssgx\?mgt h either a
manual soper at or pmesiol e 122A or the AIN 124 that communi cates with the SSCP
138. Both the nmanual erator consol e 122A nd the AIN 124 comunicate with
the validation gat evid fP‘E Y?§ W0 seesive e fard $388%ses TCP/ I P,

the AIN 124 per fﬁ% 02532 in the xzs COMIM PROCESSOHRsdmest TCP/ | P and
UDP/ 1 P. Therefore, e vaI | dat ion gateway 130 corunicates fwith both types

of caller int eré{mmmabews@sséorwmmrém Feassols desoRedinsder1 22 and t he
SSCP 138, using G.7s a result, the client serer protocol in the
preferred enbodi nent "of 't he present invention is UDPIIP regardl ess of

whet hde the call er ilntstep408,itherX.35 6OV RROGESS medwlrdendsgbe eardreplyonsol e 30
122A or the SSCP 138 erfornmed as
S descri bed™i-t4f ‘?3@&@23*@“%?& rggabﬁgggegqsngg%qﬁv&iﬂé% ?rto e call is
recei ved from a card reply message to a validation response message. In addition, similar to

sending a message from the manual operator console 122A to the financial

processor 132, when a messape is sent from the financial processor 132 to the

15 manual operator console 122A, VALID_PROCESS converts the message from
X.25 to the client server protocol, UDP/IP. The format for the card reply message
is provided in Table 3 below.

' TABLE 3: CARD REPLY
20 REPLY-INFO DEFINTTION
achMessageID(3) Constant = "TO3"
achReferenceNum(6) Transaction reference number
achRevQueNumber(6) Key to reversal queue entry. If blank, transaction
is not eligible for reversal
byRespCode Response code per appendix B
25 achAuthcode_RejectReason(6) | Authorization code (if approved) or rejection
reason code (if rejected)
achEDClulianDay(3) Yf approved, dats retarned
achActQualifier(3) - | blank
AchTermTimeDate(10) blank
AchCustRefNum(8) blank




t he manual operator console 122A or the SSCP 138. In stop 406, the
val i dation request nessage is received by the client receive nodul'e of the
VALI DAPP conpy %g; R{ogram The client receive 5 modul e is the
modul e witin the YALID APP that xecei wes val i dati on nessageRCHUSINIRé7e
caller interaction processors such as the manual operator consol es 122 .of
the SSCP 138. The client receive nodule is referred to as UDP RECV when it
is specialized for receiving nessages ftomclient server networls using
UDPJI P pr ot ocgt—as—Tmthrs Tase. [TNe UDPRECV_.bdule IS a singlg¢ interface
poi n#d for 10 REMLYINFOCo| | erl interacti o™ cors i nel udi ng the
manual oper at r,m%m(sgzz and |typgk SSCP 138. The UDP RECV noglul e receives

val i dati on r equest—pessages—frompotirtypes—of——Tcalter—nteraction

processors, t HeckGumTaal(iMer at or ddiwbl es 122 and the SSCP _138. |In step 408,

the validationr st,.JhS sent t bzhg val 1 dati on nodul e, also [|S
referred to as.f%fﬁzﬁ:_ss_af_r. . bcei ves t he

val i dati on reqwgadrvamme [ n thq lrchmadetxe_shkiﬁpﬁm addres§erifiatiordedcri bed in
Table_ | from t| s VALED PRCC reates a card

requedt messadd ARASTHE dﬂata in_the WMMW?SQEmest nessage. | The card

request rressaq,yi,ésxh&fornat t hage -0R @‘P%Eﬁ loYatsl by_ﬁ&,g f| nanci al
processor 20 e -‘- AP PROCESS s the

tansaction daft fromthe valrdatron request fields of the valrdatron

request message. THa sty SI0SVALIDD RROGESS fetrichesdathorfzatiomndatafoanthe caidnt i fi er and
custoner credit card aCCOl{@:& identifier.,retrieved from,t he ach Merchant | D

field, the typdPlmessags; Avthorizationdatp ixcithsrim ¢ °Z'?“°n code orargiedt 1o retri eved

fromwhe achCagetlshit REdd d n&ﬁ@o&&%&ﬂﬁit&r@&ﬂoaCmtﬁchﬁﬁdxﬂ@ date which
is retrieved fromthe achExpDate field, the custoner's zip_code retrieved

from t he achzi #romyed.anautherization cqds is retrieyiad from e aghAutacede ReistRe#PBes to bil |
to the credit g dzhfcﬁfsrd ge,;r mﬁoﬁm}% wﬁlﬂeﬁaryg&,&@gnsact i on

data al so includes t er t e custonef called to which is
retri eved fronsartesponding to the reason for the rejection is retrieved from the

achAuthcode RejectReason field which is a 6 character field. Additional

15 authorization data includes the authorization source code which is contained in
the by AuthSrcCode field.

In step 512, VALID_PROCESS maps the reply data retrieved from the

card reply message to an authorization response code. The manual opemtof

console 122A cannot process the authorization code and the reject reason code.
20 The financial processor 132 has the capability to providc many autharization
codes and response codes that are useful in various different applications.
However, the manua) operator console 122A needs less specificity in the reason
for the authorization or rejection to process the call. VALID_PROCESS has a list
of response codes that can be understood by the manual operator console 122A
25 or SSCP 138. VALID_PROCESS maps either the authorization code or the
reject reason code to an authorization response code. An authorization response
code can be understood by the manual operator console 122A or the SSCP 138
and provides information indicating whether the transaction was authorized, and

if not, the reason for the rejection.



30 _ ,achCal | ToNunber field and the nunber the custoner called from
which is WD 99/ 21096 retrieved the achCal |l Frot nNunber field. Additional
transacti on datag' retrieved as is shown in Table 1 abovepctosssbepr 412,
VALI D) PRG:ESéVg?gtli% the transaction @ata in a |ocal nessage pendi ng. Irst
A | ocal nessage pending list is a series of addresses S

associated with nmenory for tenponry use for storing data- VALI DlPROCESS
stores the transaction data in the | ocal nmessage pending | | st whi |l e

creating the card r ues or.mat a SNt to the
financi al processor g!“”@f—@ﬁﬂ’?ﬁk@m é‘?%‘ S a card request
message. Becausgedsige pending list. MALIDAPROCESDfored usadtiondsts agthedarahot  be

understood by the fi nancr aI ocessor 132, the, VAI D PROCESS builds a card
request messagemesrage Rerding) ) H‘W&&fm vAldREoneqysSIIRESS2ERSNY 30 Te

card request-ne s achCardType of 2 characters t hat
ﬁmﬁ%t p%@:ﬁr F Esnsdié £

I s popul ated wi credi t card, the achMerchantiD field of 16
cbarctérs that is pdthséﬁ. VALIP_PROCESS tidsta validation response m"éﬁégﬂ ifier and

(e, CUsL e o S B SER Rh r SAcAER |011, o1 4
credit card. Tha:msd:oﬂedumpﬂ%%d VAED_PROICESS stoted ¢hetran@stionT oNunber
o oL 1 o e Sl S RORUNS!  BrDRESSh SHRGNE 2nd (he
20 C alkrhrdktibh B4 frée the Idcal tadssabe Sendisig BétC VIAMID (NRGCESS bullds car d
request nmessage as_shown in Table 2 bel ow.
10 2 validation response message using the retrieved transaction datz and the
authorization code obtained in step 514.
In step 518, VALID PROCESS sends the validation response message
to the client send module. The client send module is capable of sending messages
to client server networks such as the operator service network. In this case the
15 client send module is referred to as the UDP_SEND module because the client
server protocol is UDP/IP. The UDP_SEND module is a single point of interface
for sending validation response messages to caller interaction processors. The
UDP_SEND module sends validation response messages to both the manual
operator consoles 122 and the SSCP 138.
20 FIG. 6illustrates the SSCP 138 financial processor 132 message flow 602,
The SSCP 138 sends a message to the financial processor 132 via the AIN 124
and the validation gateway 130. The AIN 124 provides translation between
TCP/IP used by the SSCP 138 and UDPAP used by the manual operator consoles
122. The conversion process of the AIN 124 is described in further detail in U.S.
25 Patent Application Attorney Docket No. CDR-96-009 (1575.2240000), entitled
"Advanced Intelligent Network Gateway" incorporated by reference above. The
validation gateway 130 translates between user UDP/IP used by the manual
operator consoles 122 and X.25 protocol used by the financial processor.
In step 606, the SSCP 138 abtains a customer request, referred to as a
30 validation request, to bill to the customer’s credit card account. The customer’s
call is received by a SSCP 138 as described above. The customer enters
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DEFI NI TI ON achMessagel DI ( 3) Constant = "TBI " achRef erenceNum( 6)

2 nost significant chars - NDC use, 4 |east significant P‘ﬁ(@ g_; tse S
aehCar dNun{ W2)95/21096 Card or Phogte Nummber. Left just %?B%n space
filled achExpDate(4) MWY format byPOSI ndi cat or Const ant
"T achAcqui ri ngl CA(6) 4 digit | CA number with traili ng zer oes

achTt ansCode( 2) Constant - "T" (tel ephone Transaction) 10
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justified, Zzeihsidtibh@sda R6rhEa/cdstat@( Thansaction data indludbis gicistemederdditr Appendi x B
achTer mTi meDat e( 10) HRMVBSMVDD bl ank i f unavail_able 15

achCust Ref t u number, credingard gyred-ep\Visa, Masteesard, pmeRgan Fxnisss A8 abl e
achAut hCent er %}nﬂoudate_ Tﬂﬁ%ﬂ&d&ﬂ&%ﬂs@%ﬂﬂlﬁ the @8stomer’addrsslePzpC Dat a( 24)

Di scretionuy a. Space filled achPl NBl ock(1 6) Optional . Cardhol der
PIN ANSI Bl ocmdelf@rvmﬂmmflneddm@pa%@&qqm amonpiiRhds ths gmow)

Optional. Lofy, t}e't"ﬁh&i Baqge c&g)xﬁ’crf 5! v:ded by the ctﬁ@ﬂ@ggﬂ% fsDat a( 29)

Address Verification t1ona F| rst p05| I ons I'tZl P or
digit ZI P + 4imshdedin tassapiiondatp. = first 20 cbars of addrss LJSP

In step 608, the SSCP 138 sends a validation request message to the

validation gateway 130. The SSCP 138 sends the validation request message to

10 the validation gateway 130 after querying the SDP 128. In order to allow a
customer to establish a prepaid call, the SSCP 138 queries the SDP 128 to
determine if the customer has sufficient funds in his or her prepaid card account
to place the call. If the customer has insufficient funds, the SSCP 138 gives the
customer the option to add funds using a credit card. If the customer selects to

15 add funds to his or her prepaid card account using a credit card, the SSCP 138
collects the transaction data and seads the validation request message.

The SSCP 138 sends the validation request message to the AIN 124 for
conversion from TCP/IP protocol to UDP/IP protocol. After converting the
validation request message from TCP/IP protocol to UDP/IP protocol, the AIN

20 124 sends the validation request message to the validation gateway 130.

The validation request message sent from the AIN 124 1o the validation
gateway 130 is in the. same format and contains the same information as the
validation request message sent from the manual operator console 122A to the
validation gateway 130 described in FIG. 3. As with the validation request

25 message sent from the manual operator console 1224, the validation request
message sent from the AIN 124 contains transaction data obtained from the
customer. Like the validation request message sent from the manual operator
console 122A, the validation request message sent from the AIN 124 includes 2
16 character achMerchantID field which is populated with 2 merchant identifier

30 and a customer credit card account identifier, referred to interchangeably herein
as a customer credit card account number. The merchant identifier identifies the



achCal | ToNunbcr ( 16) Used by FPS to screen achCal | FromNunber (16)
ftaudulent calls In step 416, VALI DPROCESS sends the card request nessage
to a 25 mmui cations nodul e referred to as X25dpfd¥dd2se?OCESS
of the VALI Dﬂﬁlggmf)ﬁée) X25 COMM_PROCESS1sends card request nessages to the
financi al processor 132. The X 25 COWMM PROCESS is a single point of

I nwef ace for sending card request nessages fromthe validation gateway 130
to the financial processor 132. The X. 25 COM MPROCESS sends card request
nmessages as was descrihed in. st p 312 f IG . | tes the
conver si on f r offfrRhankhatd g‘\"‘ gfwrngr g&%g%iﬁn@%s?ot ocol. In
step 506, the Mﬂd%&té&dwmwmeh&ﬁom&mdue&dmwmtm&m igentifsssage fromthe

finacial processor 132 in the X25 modul e .of VALID APP. he
process forrecéw %@E @g@?&ﬁ%‘&%“ﬁ RS ER 314 of FIG
3. 10 maq;jh %ﬁh&ﬂa ,12112 Xl MR ke sedishe sends t he
card reply rressage t ALD PROCESS. VALI DPROCESS converts the message from
a card reply nthesklyel24includesd 2 eharsctsrachGasdhype dicldswtighja ponulpted ¥t | on, simil ar

Lo sending. 2, "Beancof Goff el Bililer BASKE! £4 LRG| ubgBAeiRI o financi al

processor 132 a nessage Is sent fro the financi al processor 132 to

the i5 wmmmmmmmmwmwma@onvens t he
nmessage from X25 to t &emat for the
card reply mes$§ ?E‘%pog?ﬂdggdﬁﬁf%g{ﬁ@pg&%g%% LE 3 I\/RO ELY 20
REPLY- | f O In addition, like the validation r&)EEt MegsageNsent from the manual operator

10 console 1224, the validation request message sent from the AIN 124 includes an

authorization amount field, achAuthAmtLong, which is 9 characters and is
populated with the amount authorized by the customer.

" Like the validation request message sent from the manual operator
console 1224, the validation request message sent from the AIN 124 also

15 contains additional transaction data used in processing the call. In the preferred
embodiment of the present invention, the transaction data used for call processing
in the validation request message sent from the SSCP 138 is the same as the
transaction data used for call processing the is sent in the validation request
message from the manual operator console 122A. Both the call from number and

20 the call to number are populated in the validation request message from the AIN
124. The call from number is populsted in the 16 character achCallFromNumber
field. The call to number is populated in the 16 character achCallToNumber field.
Additional wansaction data is populated in the validation request message as is
shown in Table 1 above.

25 In step 610, the validation gateway 130 converts the validation message
from a client server protocol to a X35 protocol. Similar to processing validation
request messages sent from the marnual operator console 122A, VALID_APP
performs the protocol conversion. The process for protocol conversion is the
same for messages sent from the munual operator console 122A and the SSCP

30 138. The process for converting from a client server protocol to 2 X.25 protocol
is described in FIG. 4.



achMessagel D( 3) Const ant = "T031" achRef erenceNuni 6)

Tasction reference nunber achRevQueNnunber (6) Key to reversal quele
entry. If Dbl feenigognsaction is not eligible for reversal bylespCode
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achEDC ul i anDay( 3) | f qprovd, dat returned achActQualifier(3) -

bl ank AchTernTi neDate(1 0) - bl ank AchCust Ref t Num( 8) bl ank
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10 validation gateway 130 is the same whether the request originates from a manual

operator console 122A or a SSCP 138. Both the process for sending a card
request message from the validation gateway 130 to the financial processor 132

on a permanent virtual circuit and the processor for sending a card request
message on a switched virtual circuit are described in step 312 of FIG, 3.
15 In step 614, the financial processor 132 sends a card reply message to the
validation gateway 130. Similar to the processing of a request originating from
a manual operator console 122A, the validation gateway 130 recejves the card
reply message in the communications module of VALID_APP. Like processing
a request from a manual operator console 122A, the card request message is -
20 received by a child X.25 COMM_PROCESS if a permanent virtual circuit was
used and by an X.25 service out module if a switched virtual circuit was used.
The process for receiving card reply mssag.es is the same regardless of the type
of criginating or terminating caller interaction processor. The process for
receiving a card reply message is described in further detail in step 314 of FIG. 3.
25 In step 616, the validation gateway 130 converts the card reply message
from X.25 protocol to the client server protocol. Like processing requests
originating from and terminating to a manual operator console 122A,
VALID_APP performs a protocel conversion from the X.25 protocol to the client
server protacol for requests originating form and terminating to an SSCP 138.
30 Also, like processing requests originating from and terminating to a manual
operator console 122A, the client server protocol is UDP/IP because the AIN 124



15 , aut hori zation data includes the authorization source code which
Is contained in the byAuthSrcCode field. Ea step 512, VALI DIPROCESS maps
the reply data retrieved fomthe card reply.nmessage to an authorization
response code WO¥M&1¥Anual operator congple 122A cannot proc 267

aut hori zation code and the reject Teason code. 20 . The finangi al
processor 132 has the capability to providc nany authorization codes and
response codes that are useful in various different applications. However,

t he manual operator consgl 22A nee S b0 Gl [Nt reason for
t he aut hori zatiEﬂ?"Eﬂs#%?29?@%?“93’5?‘%@2’53?%8@%1%2f%%’d—"&@wz has a |ist
of response codgstcbdi@bnveibniSillitiexist Pl sby the manual operator console
122A 25 or SSCP _138. VALID PROCESS maps eithet the authorization
code or the reject raatemfl8othe velidation gateway 130epdsrp P@Qﬁ‘%ﬂ%‘@sme. An
aut hori zation r n rator

ﬁéﬁg&t 2@%@?@%@&% a"m%rggﬁi 2 nkmdsbige SRR maRA

consol e 122A or provi ormation indicating whether
the transacti onopamoraonshie 222 the vaiiddtionirespanse medsage tatheSHCH 138 inclydesy ej ect i on.

In step 514, VALID PROCESS retrieves,.tyan i dat | ocal
message pendi ng® FEROFZRAAR g’?‘S#@'&@% nlggé"?el%cgﬁdzdaa |etn#t e | ocal
mestsa]ge pe?ﬂi NQ cdstoide I r Widtith mzeatbmmmwcgnl iZZAHéqE:mM‘m itlobacradit 'mandemjes: me;izgge
sent fromthe manual operator. gonsol e . n step ,
VAL| D2PROCESS bieFiRomer pramthamazs 61 thsequesteamonnt. the SREP 43Rsepdsansact i on

data retrieved Hegdpd houpdie dhe adfbarda thesDP 108 td fellednisl tehistomagonse code.
In step 412 of FIG 4, VALID PROCESS stored th&g'i@g%gc Lon data in a |ocal

messad@ pendi ngascPwit thepay amppatistthe gusfomes £45 usg ion data fiomthe

| ocal message pendi ng gfeh o, th¥ohidmion’2 0R4titdsGhon Dillable billing data? Val i dat i on
response nessage using the retrieved transaction daa and the
record (BDR). The present invention allows settiement to be complete when the

credit card authorization is complete. Seftlement refers to completion of

processing needed to bill the customer. In prior art systems, settlement was

15 complete when a BDR was combined with an OSR (operator service record) and

was processed by billing systems. An OSR contains call time and other call

related information and is written by a switch upon completion of a call. A BDR

contains credit card information and is written by a2 manual operator console

122A. Although settlement is completes when credit card authorization is

20 complete in the present invention, the BDR and OSR are written and sent to

notify billing systems that settlement is complete.

When the call is bandled by an SSCP 138, the validation gateway 130

sends a request for downstrezm systems to write a non-billable BDR that contains

' the credit card information. In order to process both calls from manual operator

25 consoles 122, that do not have non-billable BDRs written by the validation

gateway 130, and the SSCP 138, that does have a non-billable BDR written by the

validation gate 130, the validation gatcway must be able to determine which type

of caller interaction processor sent the call. The validation gateway does not

write a non-billable BDR for calls processed by the manual operator console

30 122A because the non-billable BﬁR is written by the manual operator console
122A after the validation response message is received.



aut hofi zwai on code obtained in step 514. In step 518, VALID PROCESS sends
the validation response nessage to the client send nodule. he chentd nodul e
i s capabl e q& ggﬂ@&pg nessages to client server networks sudi as the .

oper at or serV? etwork. In this cass the 15 cl iRGTUS8&3a6Todul e
is referred to as the UDP_SEND nodul e because the client server protocol is
UDP/ | P. The UDPSEND nodul e is a single point of intetface for sending
val i dati on response nessages to caller interaction processors. The UDPSEND

modul e sends val i mw%@&mq@&&mﬁ&mwwoper at or

consol es 122 and FIG 6 illustrtes the
SSCP 138 f i nathevalidaung@aewspl3018 determincavhetiet tacalDwas sEardy8g@mual 38 sends a

nmessage to the financial,.process V§ . e 'alidadon
gateway 130. W‘%W&l o?fiﬁe@g#g%sl%ﬁ%%éb%%ﬁmi%w used by the
(?(?ﬁ\? rlgﬁoﬁngrocestsewva??gk%e?& IS o::)_merd | 13fsimmhe . jnl Tihﬁ Uus 25
P% oSt Agp:'i tc;iﬁf:;?ﬁ %m@ﬂ@ie é% @%ﬁfﬂi" mszO),behti tlT ﬁd
" Advanced In aGa Ve @A froml A 16t Rp c ¢ 2 adce above. e
val i dati on gaée\i\@%/ 130 tranfslg%t es@?et.ween 2@138 %él P used by the manual
oper at or const ¥alidgton gatryay, [ 30:dors not wpl a non-biflagle financial processor. In
step 606, the SSCAfibpile (dliiRion Batdws 130 pidkivestiRdBEdion fegicBl th@shge,0 as a 30

val idation request, to bill to the custoner's ¢redit card account. The
customer' s calbe validation gatpvry 3P gtores informatienxeceived dnthp VRIAEORIBAMES! The cust oner

ent qps T ofiaRegHl Al 011 Pope i RASkriLeIdcifnd BHAAARNRAI 104 The SSCP

138 coll ects transaction daft om the customer. Transaction data includes

a customer crmeysazemandinglishihpringof information in the doeal message nanding liast er car d,
ATBr i can EXPr&aSsescABal i %BY 413'0f PG, 4 ¥hfeh agfiidfiS prdckRihg A3k bR o SO i ncl ude
the custoner's address or zip

the manual operator console 122A and the SSCP 138. When the validation

gateway 130 receives a card reply message from the financial processor 132, the

15 validation gateway retrieves the transaction data, including the 0 or 1 that was
populated in the chServiceldentifier field, from the local message pending list.
The validation gateway 130 determines whether a non-billable BDR must be
written based on whether the chService Identifier field is populated with a 0 or
al. '

20 If the chService Identifier field was populated with a 1, after the validation
gateway 130 sends a validation response message to the SSCP 138, the validation
gateway 130 writes a ngn-billqble BDR. A key word in a validation configuration
fileis used to start the process to write non-billable BDRs. Writing a non-billahle
BDR by the validation gateway 130 involves the validation gateway 130 sending

25 . a BDR write request to the BDR database server 140 and receiving a BDR write
response from the BDR database server. The process for writing non-billable
BDRs is described in further deteil in FIG. 7.

In step 622, the validation gatcway 130 sends the BDR write request to the
BDR database server 140. "I'he BDR database server 140 contains a database that
30 stores non-billable BDRs. The non-billable BDR is written to that database. A




5 . code for verification. In addition, an authorization anount
which is the anmount to be billed to the custoner's credit card is provided

by the custongr. and is included in tansaction data. In ste SSCP
138 sends a Cgpi%‘on request nessage3fo the validation gggg&%m%%g. The
SSCP 138 sends the validation request nesge to 10 t he val i dat:i on
gateway 130 after querying the SDP 128. In order to allow a custoner to

establish a prepaid call, the SSCP 138 queries the SDP 128 to determne if
the customer has sufficient finds in his_or her prepaid card account to

pl ace the cal | .nefwork informasandistributian sarviee/NIPE) Eatabase;seRyer co 138 gi ves
t he customer trﬁeﬁ%&d%d%%ﬁﬂxg%%B@%?ﬁl‘ﬂ)ﬁw‘ﬁeﬁrﬂlabk%ﬁwe cust omer

selects to IS un r her prepaid card account using
a credit card, the SBEM illdfraesieatinga BDRbY 2 validation sstewan i3 messrgsends t he

val i dati on requgst ssage,.. he SSCP 128 sen Vsl [ equest
nessage to the ®W7@4ﬁegf”h€%‘%§§§'ﬁ%éﬁ r“&%&fgp#ggrpar ggthg%%}' r?:@e "ot | P

pr ot 009:- Af b mr%gﬁwﬁd@aﬁmﬁmxsmmsmmmmormz&mmMT@{_|CF; o
protocol to protocol, the . . . se t val i dati on
request nessagegwafﬁ@m%wedgﬁévmm %m&ggequest
nmessage sent frﬂmetﬁﬁﬁkﬂd&%ﬁcﬂﬁ%ldﬁﬁoﬁ%MQH AigyRYdeldl of el N the. same

format and contains the sanme infornation as the validation request nessage
sent from the npmessd fandstermining whether dhevalidation requashmessegeionginatehfromt eway 130
described in Fl M ' 1o gr equest 25 message
sent fromthe n%nsaPéggwg%ﬁ&E;&nﬁdga%gg) the validation request nessage
sent 18om the Al N 12dsteol06qherealitiatian gatewdyda0 wetcaa BDRawritertqesbbhehe cust oner .

Li M the validatjon request S .t h nagor consol e

Toba, the. val | SPRAASTENER s R TAL T pROCAS HiR R ARREABE O 0TS0

charact er achMegodpasei prbyrirh 61 tHe vdlidaion gatewy(180.a4sankenvibrel], aBDReeonhainst | denti fi er
count identifier, referred to

30 and cuystoner, credit catg.ac
i nt er changeabl y® MM@{S&F@%@&&W‘%@%W%‘%& The
mer chant i dent i &kéthplétel Bk BDR&Gité faquest is a request to the BDR database server 140

15 1o write a non-billable BDR. .

In step 708, the VALID _PROCESS module sends the BDR write request
to the non-blocking application(NBAPP) module. The credit card information
needed to write the BDR is sent in the BDR write request. The NBAPP module
is forked out by the VALID_PROCESé module to act as an interface from the

20 VALID_PROCESS module to a client process module (CLPROC). The NBAPP
module is a validation computer program module that acts as a single point of
interface forall messages transferred between the VALID _PROCESS module and
the CLPROC module. The NBAPP module ensures that messages sent between
the VALID PROCESS module and the CLPROC module do not block by

25 monitoring the message and providing timing.

In step 710, NBAPP sends the BDR write request to CLPROC. The BDR
database server 140 is part of the network information distribution service
(NIDS). NIDS is a computer system that is also part of an interexchange network
110 and js used to perform various call processing functions for

30 telecormumnumications services. NIDS uses a protocol referred to as Network
Information Distribution Scrvice (NIDS) Sequenced Packet Protocol (NSPP)



merbant that is providing the services that the custoner is paying for.
using his or her credit card account. 'The custoner credit card account

nunber identifies a customer credit card account Al so, |ike the validation
request nmes¥Q&48%t from t he manual sgperator consol e 122&CT{U$88/22367 dat i on
request nmessage sent fromb5 ' the AIN 124 includes a 2 character

achCardType field which is populated with the type of credit card the -
custoner is using, a 4 character achExpDate field which is populated with
the expiration date of the custonmer credit card, and a 9 character

ach~i pCode f i prowcalh Be¢ausesth©BPBsetven k@ netdsithe BRR marise request o beiipa code. | n

2 1 on. 11 Kol e oSl hOSPE UG mSe 305 Selln GUBBASUR! oPer ator
B 1100 mmraem e e eyt

Ei ke the val iﬂ%é@%&fmgem&ﬂﬁ?é%qg%ﬁ?‘#ﬁg% pethet or consol e
12245 the val méebsdgeind waititifok a Fespomey Padiafing theitstapeinAl ihimkthattas 0 15

contains additional tasci .data used_ in processing the call. In the
preferred e 'ﬁ‘ﬂ%@g vartingthe pretecol of ke messages BATFiBg dat a used

for call proogs sisaigd ihddofteilg ietieatis sraAiEEImgEeSSage sent from the SSOP

138 is the sane as e transaction data use r call processing.tieis

sent in the val i danstem712ethe;CEPROE modyle sends the BORewita requestioatBDR consol e 122A.
Cot e o | PORER B0 € oppr A B P00
popl@ at ed i n 140evhich colteats BBRs to odiGabivistredi sjytems fordilling. Thehisvatd, to nunber is
oDl 0 L i BOR o J d BSER b g I S, e o1
above. 25  Seulementneeded to Bild titcegtorticeGs coniietadbdt ittibainhXdY agthbiiEiyn 130 converts
S o et e R i i By G hialpebobsser. As el e R service P ' ©°°
creates 2 non-billable BDR to show that settlement has been completed. The
15 BDR is referred to as a non-billable BDR because no billing results from the
BDR,
In step 714, the BDR service writes the non-billable BDR. The non-
billable BDR is stored in 2 database on the BDR server 140. The non-billable .
BDR is processed by billing systems similar to other BDRs, however, no billing
20 results from the processing of a non-billable BDR. The non-billable BDR merely
provides information that indicates settlement is complete.
In step 716, the BDR service sends a BDR write response to a demultiplex
process (DEMUX_PROCESS) module. The DEMUX_PROCESS module acts
as a single point of interface for validation requests from various customers. The
25 DEMUX_PROCESS module is the validation computer program module that
manages the packets received from the BDR service on the BDR database server
140 and ensures that packets are identified based on the client that sent the
request. The DEMUX_PROCESS module determines which validation request
is associated with a particular packet received from the BDR service. The
30 DEMUX_PROCEQS module sends the packet to a response queue corresponding
to the customer that the request was reeeived from. The BDR write request is 2




request messages sent fromthc manual operator console 122A, VALID APP
performs the protocol conversion. The process for protocol conversion is
the sane for r’rm% ¢Sent fromthe matual operator console 122A and the
SSCP 30 . The process for %bnvertingfromacli entRd{F¥223¢70t ocol
to a X25 protocol is described in FIG 4. In step 612 the validation
gateway 130 sends a card request nessage to the financial processor 132 for
authorization to charge to the custonctr's credit card account Simlar to
processi ng a request sent by a nmanual operator console 122A, the financi al
processor 132 amesdage thateesponds indicaring whethes thenanbilleble BPR ppssuccesstully cust oner

account infor [ ON: S ' e. Simlar to processing a request
T BB e 108

that originate manua perator console 122A, a card request
nessage resul ting fInstepals, teDEMUX)PROCESSBCHIE 88dseBDR writsarsporse t he

financial procesgor on per AL, Virtu Lrc | t ched
virrual circui S" qﬁagﬁdﬁ&%@%em%{r‘%%%ésé o'#%%ﬁeg'{o‘r.]%n‘?q%ard request
message from t hige thessage to the NBAPR Inodale) ovgainatheVEPRICAD niogult [peovidese whet her

the request originates froma nual operator conso!e 122A or a SSCP 138.
Both the procem%?‘%m%“éﬁ%aﬁ’ﬁ"equest message fromthe validation

gateway' 130 to thepf ignnsg, de OLERDS HREuld 36nde The'BDR! Wi Q8¥ponst té Ual circuit
and the processor for._sending a card.reguest nmessage swi t ched virtual

on a
circuit are dedtBAReNBAPR pgan srivasgn e betwgep VALID_PROCESS and | st ep
614, the finangigrge ocessor 132 scuds a card reply nessage to the
val i dation gateway 130. Similar to themg ocessi ng of a request originating

from¥ manual oper alrostepoii2othe NBARP sends thel BDR: buite gespensaiyto 186 recei ves
brocessi g o r oQ aap_rsaGEss miuks WIBe VALH POk SOl e & 1| cquest
message i s 20 BDR write respomse,ovriting ofithe nonclillabi DR 3« OoIfAld>ROCESS i f a
permanent virtual CH(fLH itllusvg& the message flow for validating a request message
received on an X.25 permanent virtal circuit. The validation gateway 130
15 receives a request from the X.25 network to validate a card issued by the
telephone company. Examples of cards issued by a telephone company are
calling cards, prepaid cards, and intemational calling cards. The cards are
validated by computer systems on the telecommunication network. Requests to
validate these cards may come from a packet switching network, such as the X.25
20 network, and protocol conversion is needed to enable the computer systems on

telecommunications network to process the request.

Similar to requests sent from the validation gateway 130 to the packet
switching network, requests sent from the packet switching network to the
validation gateway 130 comprise a tio part transaction including: (1) a request

25 sent from the packet switching network to a telephone company card database and
(2) a reply, with an authorization ér réjection, fom the telephone company card
database to the packet switching network. The same software modules of the
validation computer program VALID_APP are used to perform the protocol
conversion from X.25 and the client server protocol used by the telephone

30 " company. . |



used and by an X. 25 service out nodule if a switched virtual circuit was
used. The process for receiving card reply nessages is the sane regardl ess

of the type_of originating or termnating call U intraction processor-. The
process for W%??&'“Q?gng a card reply nsgsage is described i RCF{UStHF det ai |
in step 314 of FIG 3. 25 In step 616, the validatian
gateway 130 converts the card reply nessage from X25 protocol to the client
sewer protocol. Like processing requests originating fromand term nating

to a manual operator console 122A . ./ . ol conversion
fmthe X2S prot océ?‘%ﬁ“%%ﬁéﬂ?%%&%%%%%@o% ests origi nating
form and t er mhvedtidnis nétdinsiftd $pI0viding a pidfocol conversion foblars aythdrizitionpr ocessi ng
rlggxestﬁ or: %%g?etql n té,froma d tﬁ;}g& atig&to a netjal Oﬁﬁe%o%r consol e t

: e cli t‘"ﬁ‘@!‘g‘éﬂF '?JW BRPERY) s HRe AT converts
from TCP/ | P yss%e QiedifitGronstel cohvsibrfor 4ok rdqblest et frdiie s patkétawvitckidg t he pr ot ocol
conversion is illustrated in FIG 5. in step 618, the validation gateway
130 5sends a Mtqumwﬁs%&wwsﬂmﬁm eSSt o val i dation
response msﬁ%ﬁ%&&@d&ﬁ@%@rmm uest 1A¢3648 st &9 A padket

122A, theval i responsenessaget ot hesgcrlgql.SB I ncl udes an_authori zation
response codewitthiog netiwerkdsarvatidagon gasewayd I0e Likewispcthe terra telepbons oner i s

Custoner i's. AR Hene SRt gk ERUGS had i B M) PR AR 155 <o
nessage to updalidatiohgaeeiyniiatea packetiswitdilig iBeorko reflect in the custonmer's
O g, 1 oo b M R BRDCHSS PR gy [ e oPal o
billing data reqeaitestagPRpm td0e2pheravorkt | nvention allows settlenment to be
O e e b S0 28 Sl P SRR o o, €17
systens, set tre@idEtithesédp® to the VALID_PROCESS module. The VALID PROCESS
module performs the protocol conversion from X.25 to the client server protocol
15 that can be used to interface with the local database or data applications processor
(DAP) to be queried. Thc process for protocol conversion is described with
respect to FIG. 4.
Instep 810, the VALID_PROCESS sends a local database query to a local
database. The local database is a telephone company card database, A telephone
20 company card database contains customer account information used in validating
a card issued by a telecommunications company. Information contained in a
telephone company card database includes customer account information such as
customer name, calling card number, and account balance. The local database
query is a query to determine using information in the Jocal databasc whether the
25 card is valid and, in the case of prepaid cards, whether sufficient funds are
| available in a customer's account to process a call. The local database either
authorizes or rejects the customer’s request to bill using the card issued by the
telephone company.
In step 812, the local database sends a local database query response to the
30 VALID_PROCESS module. Thelocal database query response indicates whether
the customer is authorized to bill using the card issued by the telephone company.




15 . conpl ete when a BDR was conmbined with an OSR (operator service

record) and was processed by billing systens. An OSR contains call tine and
ot her call rel ?9'1 ormation and is witten by a swith upon conpl etion of
acall. ABDRcontains credit card infogation and is wittenPEl/USSARGAl

operator console 122A. Al though settlenent is conplete when credit card -

aut hori zation is 20 conplete in the present invention, the BOR
and OSR are witten and sent to notify billing systems that settlenent is
conpl ete. Wen the call andl ed an SS the val I on gat eway
130 sends a requi8y "‘1“6?“&?5”9#9@”@% gi ?ﬁ%%%ﬁg BDR t hat
contains the Cre@l&oﬁéﬁéowﬁm&ﬁdnq&whﬂmﬁ 2 se@qm)bmﬁ yalal | s from
manual oper at or consol es 122, that e non-bill abl e

BDRs written by P?W&’Pm‘t aidaha applicatippspracesser (DARY Ifﬁégﬁ'ig&??%’“yt hat does
have a non-billahl %Wﬁﬁnh%?d&ﬂn&%n&%&&ﬁhh@ﬁc@@&x@m?&ﬁaﬂdnﬁ@a val i dation

gat mmay nust be abI e to determ ne whi ype of caller |nteract|on

processdr sent th@swwwwmwm‘g\%@ HfSeslogal datahase query

non-bi | | abl e BDR_§ qH 3 gpnsole ;0

122A because the non- bi ﬁ.tﬂ%‘%&ﬁ%@ﬁ@?g %ggmanua pfeypator consol e
122A after the vali ddhmplsma’ﬂmmldmhasaquqmpcmasmnotrﬁmdor
chServicedentifier fig.l d w_miﬁlghggt% reﬂ ? ssage '?D ed by the
val i dation gate R4 doyng. R SR d4'4,4PD, 3?“I°“§/\Efg&§’é’ﬁ ‘E@ a manual
operat or consol eqied? I DAP. Sontetaidsthat ek iskdag by dtleGOmnpaids] Jucless fiel d is
popul ated with a 1, the call was sent fromthe SSCP 138, and he vaI I dation

gat efiliperards.dre not valigated ysingjlpqal dotabasess) Thesq capdgare v
chSer vi cef denti f ugfg ;méammlﬁeﬁwm&mmu%tmm from a

manual oper at or consol e 122A and the validation gateway 130 does not wite
a non-bi | | abl e BEiRilapiphelogahdatabase sueh 4s SUSIRAr BHES: CUSIS BECONGIINMbEfe

val i dation requeglq MESGERfance, If the response to the local database query is database not

found or data not found, then the account information for the card may be

15 maintained on the database on the DAP. Validation of the calling card is done by
responding to the DAP query.

In step 816, the DAP sends a DAP query response to VALID_PROCESS.

The DAP query response indicates whether the customer is authorized to bill

using the card issuzd by the telephone company.

20 In step 818, VALID. PROCESS sends 2 telephone card reply message to
the X.25 COMM_PROCESS module. VALID PROCESS converts the message
from the client server protocol to an X.25 protocol that can be understood by the
computer system that sent the telephone card request message via the X.25
network. The process for protocol conversien is described in further detail with

25 respect to FIG. §.

In step 820, X.25 COMM_PROCESS sends a telephone card reply
message to the X.25 network.

FIG. 9 illustrates messapé flow for validating a request message received
on an X.25 switch virtual circuit. A validation request to validate a card issued

30 by a telephone company may be received on either a permanent virtual circuit or
a switch virtual circuit from the X.25 network. If the call is received on a switch



t he validation gateway 130 stores information received in the validation
request 10 nmessage, including the O or | poplated in the

chl Serviceldentifier field, in a |ocal nessage pending | ﬁﬁgﬁ §g of

i nf or mati orfWV@AY21B¥ | ocal nmessage pendi ng |ist was descri ep 412 of
FIG 4 which applics to processing a call from both the manual operator
consol e 122A and the SSCP 138. Wien the validation gateway 130 receives a
card reply nmessage fromthe financial processor 132, the 15

val i dation gateway retrieves the transaction data, including the 0 or 1
that was populiabacitki trsdaSss Wigl dTthint indh iffthebdh is caied 8iga | 0cal nessage
pending list. The va'1 I'dati on gateway 130 determ nes whether a non-bill able
BDR nust be vpermanentvigesbdirawit. whet her the chServicce Identifier field is
popul ated with a Identifier
field was popul at 389{\%???161:; tse?min éétcl %E&é‘g?%%ﬁ% seds a

val i dati on rewmemmdﬂhmAbwtsmmm“amogde eway 130

witgs a non- ation file is
used®to start ‘8% sbyt'@’ %ﬁtde&r@g‘n?##g%ﬁgﬂ%@“ﬁ ‘L%g%

anon- bi I | al bl ah&lﬁﬁdh;e:ﬂh&ruﬂkkudahndm%meiﬁﬁodﬂwmhuﬁmﬂddeo val i dati on
gat eway 130 sendl n DR dat abase
server 140 an¥ E‘gﬁm‘ﬂ"%ﬁ%%m#égtfg 3% abase server.
The process fwﬁm&@ﬂdﬂéw&xﬂh@mﬂmuﬁm&m&eﬂpmﬁm her detail in

FIG 7. Inste 622 atj qngat eway, 130 sends theBDR wite request to
t he BDR datab Wgﬁl g“ t‘ﬁ‘ﬁi@‘é’"server 140 contains a

dat gpase that 30 in step 908, msbmwmmwmaﬁaﬁxe%ou@w' I'l'abl e BDR
is witten to that da abase. network information distribution service

(NI DS) dat abasevierdn v@ﬁuleoﬂﬁmme?@?%wm%mpéulwe@ thexeguestesiage 0 whi ch BDR
Ze\?alllélgaz :)O\r/]vr %;%e%%kﬁéggmgm%masgﬁg 7 illustraes creating a BDR by
In step 910, the child X.25 service in module sends the telephone card
request message 10 VALID PROCESS. Similar to messages requesting
15 validation of cards issued by telephone companies that are received on permanent
virtual circuits, requests that are transmitted to the validation gateway 130 on
switch virtual circuits require protocol conversion. VALID PROCESS performs
the conversion from X.25 to the client server protocol used by the local database -
or DAP to be queried. The process for protocol conversion is described in further
20 detail with respect to FIG. 4.
In step 912, VALID_PROCESS sends a local database query to a local

database, Similar to processing requests received on permanent virtual circuits,

requests received on switch virtual circuits need to access the appropriate
database where customer account information is stored in order to validate or
25 deny the request. Customer account information such as customer name, account
pumber, and account balance are stored on a Jocal database for some cards issued
by telephone companies. The local database query is a query to determine using
information in the local database whether the card is valid and, in the case of
prepaid cards, whether sufficient funds are available in 2 customer's account to
30 process a call. The local database either authorizes or rejects the customer’s

request to bill using the card issued by the telephone cdmpany.




flow 702. The.validation gateway 130 wites a BDR for a validation request
5 originatingioman SSCP 138. As discussed in step 620 of FIG 6,
t he validati o%@gyt exgy 130 detem nes that the validation reguest or i _Pi nat ed
froman SSCP 188 ¥H%he chsSavi cel dentifgier field is popul at EGTHFPR22E7 1.

Addi tional details of the process for determ ning whether the validation
request nessage originated froman SSCP 138 are provided in step 620 of
FIG 6. 10 In step 706, the validation gateway 130 wites

aBDR wnte request. The wrie reguestis sent by the VAL] PR.QCESS nmodul e
of the VALID APP colR:@ 4&&%’3?’%\#‘3&?‘?#@%‘!’?"&&? ‘B‘&Ve‘i‘iﬁ’gmfé 0. As
mentioned, a B%ﬁﬁni’ﬁbﬁﬁsﬁr?f@lbw%&bwi&%ﬁmcmmmﬁ&thy billing

systens to determn€ that settlenent is conplete. The BDR wite request is

a request to t irardispedbnthrslsphope cqrpany igyalid, Similar to procgsginga request

non-bi | | abl e BDR..: Prnahh vi ; %ﬁmmﬁﬁm pthe BDR write
request to the%ﬁgcg?nz&cq%ng apg’I Icat1o {(hB‘P ) nodule. The cred?t card
i nfoorn@ati on neethest ona DAR, df théveusdRr dccountinfortation igstaeionthe PAP e uest | Te

NBAPP rodul e i §_Loriced qity b hiiS, MABLDERTEESS: ATl fukd 1ffdI0a? o1

interface from

PROCESSnodul et qiatabise njusfyocunuinizosl wespérist, PIROCTALIDhERBAESS mmathilecnéxt a
val i dati on conputer program nodul e that acts as a single point of interfae
foral l nessageé’e?f?@ﬁé?eé 2betwe the VALI DPROCESS nodul e and the CLPROC

modul e. The NBAPP nhflyls®)6 $tiheRcd! Batbalfued I8P orae RidaliBisy 8@ Tound@r VALI D
PROCESS nodul e and the CL%ROC nodul e do not Dbl ock by _25

moni t B i ng t he daesetfamda¥ALID BROGESS sendsa RGP apery 33 ©p DAFoRegapdiass sends
teBD. write requgshimer HeRErequdtmedid? vis tRbs on e eMBinedh 4 iabeieat t of the

network information distribution service (NIDS).,” NIDS is a conputer system
that is al so pareswichedvirty ercuitdHanerstomet arerurt infoomation is Soredeft@ o per f or m

various call progess Aadely ATt bOR5r th Ble for authorizationt €/ €COMMUNI cati ons
services. NIDS usés a pftotocol referred to as Network |nformation

Di stribution Scrvi cla st thed¥iR isend 8 PAPguéry responssito YAHLID \ERPTESS.
15 The DAP query response indicates whether the customer is authorized to bill

using the card issued by the telephone company.

In step 920, VALID_PROCESS sends a telephane card reply message to
the child X25 service in module. Similar to processing of other messages,
VALID_PROCESS provides protocol conversion. In this step, the protocol

20 conversion is from the client server protoco! to X.25 protocol. The process for

protocol conversion is described in further detail with respect to FIG. 5.

In step 922, the child X.25 service in module sends a telephone card reply
message to the X.25 network. The telephone card reply message is sent on the
switch virtual circuit that was used for sending the request. Use of the switch

25 virtual circuit ends when the transaction for a particular request is complete.

In step 924, the parent X.25 service in module terminates the ¢hild X,25
service in module. The child X.25 service in module is used for processing only
one particular transaction. When that ttansaction is completed, the parent X.25
service in module terminates the child X.25 service in module.

30 The systern and method of the present invention may be used in
processing a validation request to pay for telecommunication scrvices other than



protocol. Because the BDR seaver 140 needs the BDR wite request to be in a
format conpatible with NSPP, the CLPRCC nodul e packages the BDR wite
request for N@ddniee CLPROC nodul e is the validation conputer program
nmodul e that provides the NSPP interfacd2which includes tim rgr/upmekzgi Ng
the 5 nmessage, and waiting for a response. Packagi ng the nessage
in a format that can be understood by NSPP includes converting the pretocol
of the nmessage, parsing the nessage, and converting the headcrs of the"
message. |In sbﬂmiﬂw@mmmmmﬁmwm&pfﬂmuestto a BDR

igr.vi ce.: The BDR% vice . %?’?5%%% ﬁwﬁﬁsﬁ%m;ﬁ abas]?oferver

bi | ui ng. |ntMW%&W&WMpﬂM@df&qﬂﬁ&ﬁansaction no

billing is necessary. Settle ded to bi cust i s, conpl eted at
the time of ammé@q B 13cqomnt ”ﬁ’é"&éﬂ?’i léh e“?‘feﬁanm al

procgssor . n{]m%kcom&@&ssmmrm@ feqnewwul fisalitiel BDR t 0 show
t hat settlenent as been conpl eted. The 15 BDR is referred to as

a non-bi || abl @rwm&mmmsworkagm%m of the mqapeshio basent 102 step 714,
t he BDR BDR
o e e e e

stored in a databas serve ble BDR is
processed by bhﬁdahalgreqmlsamemwdlﬁamthnmm BDRs, however, no billing 20

results fromthe pgrocessin a4 bill | abl e BDR
nerely provides iniﬁ"\‘ﬁ‘ﬁ'ﬂnoﬂd (ﬁ% @%&R J{& ?%tgrp ete. In step
716,10 he BDR Zﬁd %&&ﬂﬁeﬁBB&smhﬁemmm&acchmganMrHsﬂmm process

(DEMUX PROCESS) nopdul e. The DEMUX SS nmodyl e acts as a single point of
interfce for ?!_“6?4’9‘% ‘Y%Ms# "‘q‘Wé’“?g
DEMUXPROCESS 152 b bievietBmbtithicSiivh itie A BRWeAT a mmm&m ha.

a network using X.25 protocol. The validation gateway can perform message

transfer and protocol conversion between any computer systems requiring
15 message transfer and client sexver to X.25 protocol conversion capabilities.

If the present invention is used to transfer messages that perform functions
aother than credit card validation, the transaction data included in the validation
request and response messages and the card request and reply messages would be
transaction data needed for the particular transaction. For example, if the present

20 invention is used to perform protocol conversion for messages sent from a remote
automated unit on 2 client server network to a database on an X.25 network to
make a reservation on a fmﬁcular airline flight if a seat is available, the
transaction data in onc embodiment of the validation request and response
messages and the card request and reply messages would include a particular

25 airline, date, and flight number.

Embodiments of the validation gateway can interface with networks using
any type of client server protocol such as UDP/IP. In addition, the validation
gateway is not limited to interfacing with networks using X.25 protocol. The
system and method of the present invention can provide message transfer and

30 protocol conversion for any packet switching network protocol.



manages the packets received fromthe BDR service on the BDR dat abase
server 140 and ensures that packets are identified based on the client that
sent the rquest whwplgeMIX PROCESS nodul e determ nes which validation
request is associated with a particul ar gacket received fromPCRasRinzer
service. The 30 DEMJUX PROCESS nodul e sends the packet to a
response queue corresponding to the custoner that the request was rcceived
from The BDR wite request is a nmessage ht responds indicating Wether

the non-billable BDR]M@&&&&%@@SQ&E&%& nWiloli tof theddpresehtiniédfionl ataybase ser ver
140. In step 718, the DEMJUXPROCESS nodul e sends a BDR wite regponse to the

CLPROC nodul e. Timplemeprdusing yaneusderaatsfor the validghongegrestymessagiyfify 5
the message to théﬁxN%éﬁ’:Erd’@@l%esé\miﬂm&m&o@E hekRgd v itdes timing

and packagi ng of e nessage. In ste’p 720," the CLP nodul e sends the BDR
wite response tvalilifiaRRplyiaspe. dheivalidationgequest messaga need Bt be indequesn

VAL| DVP SS and CLP 1 ~ bl !é%ﬁﬂ q%&d APP sends

t he BDRgﬁte re%°ﬁ§§%ﬂ%e%ﬁ?%m% ul e. ent% ec%glfl D PROCESS
nmodul e recei ves &bdit BiRreguicst can bessednSimilaxy,ithe teigphohe cdnd raqusst doessaggbl e BDR i s
conplete. FIG 8 illustrates the ness f.low | i | equest
nessage recei veda"gr’iel?:“?f"’i%fg'% HRRETR Vi ?°ﬁ§fmc‘$°?{3ﬁ¥a?#%tga%§?€gd%t i on
gateway 130 15 thetelephone tfd fiqesemasape andaeléphbiicard risely Medsgemedtaiotie t 0
validate a card jssued by the tel ephone conpany. anpl es of ,cards issued
by a tel ephone c@fﬁﬂﬁ‘}“nﬁm?i°h3£‘€§$fﬂgugh°%§iaﬂgxﬁ?%¥§%sﬁ?fdh?ernat i onal
cal l i nggcards. ThgedsshrAscedtedvida/phdket Sitckilig AAWEK! € additiohAHS vidatidie

t el econmuni cati on network. Requests_to va%i date t hese cards, r’riw%&econe

fr noi apacket swi teplyimeysage dags prt need fo fhe inrequest information format. A
information needed 1o process a reply is included in the message, the format of

the message can be used with the present invention.
Another embodiment of the present invention does not require that a non-
15 billable BDR is written. Because settlement occurs real-time with authorization,
a BDR is not needed to process the customer billing. Therefors, an embodiment
of the present invention does not include a non-billable BDR being written by
either a manual operator console or validation gateway 130.
In an additional embodiment of the present invention, authorization
20 requests are processed automatically by automated operator consoles rather than
the SSCP 138. Automated operator consoles, also referred to as automated
Tesponse units, are used to process many automated telecommunications services.
The system and method of the present invention may be used with any caller
interaction processor that can obtain information needed from the customer to
25 process the call.
The system and method of the present invention may also be used with an
X.25 COMM_PROCESS that does not fork out a child process or service in
process. The X.25 COMM_PROCESS is a single point of interface between the
VALID_PROCESS and the X.25 network. Any module that can perform the
30 interface functions between VALID PROCESS and the X.25 network or other
packet switching network may be used,



20 networ k, and protocol conversion is needed to enable the .
conputer systens on tel econmuni cations network to process the request.
Simlar to requests sent fiomthe validati.on gateway 130 to zhe packet
swit chi ng nNYAWA, cquest s sent frommut he packet switchi né’c'ﬁ’éJF%@E Tto the
val i dation gateway 130 conprise a t~o part transaction including: (1) a
request 25 sent fromthe packet switching netotk to a tel ephone
conpany card database and (2) a reply, with an, aythori Lfyaa dr keecti on,
fromthe tel ephone, co qﬂxnﬁaﬁgﬂﬁﬁMahﬂwewmdm@ﬁﬁ"gﬁgaé%&g%ntching net wor k.
. The sane softmar@hﬁﬁ "es of the vaIiQﬂ%ggﬂFﬁgﬁuuyemypfwgm@h1VALIDAPP are-
used to perfg&ﬁkﬁn@@aabemﬁuﬁmwﬁﬁ?éwgﬁgﬁ rom x25 and the glignt server
protocol used by the_ tel ef@g%-&&dmnndswpeoﬁbbmﬁwven o0 Similar to
requests sentonly;eatiimBatiP fH3% on ateﬁgy 1%? L6 Wit sticaldent i on i s not
linited to prowidingssy siyef e cbovedesFares i B¥>En aut horivéati on of a

request to ud€ & card I ssued b ﬁg@ﬂﬁgdﬁhﬂpﬂdﬂ&hFH@ f¥ent invention
may e used deeﬁnd@UdF‘?FB%a’é svlﬁg‘tr}ﬁ%‘ or any request sent from a packet
switching 5 network to a client server network. Therefore, the

termtel ephone card request nessage shoul d be understood to refer to any
request nessage sent by a packet switching network to a validation gateway
130. Likewi se, the termtel ephone card reply nessage shoul d be understood
to refer to any reply nessage sent froma validation gateway 130 to a
packet sw tching network. 10. In step 806, the X 25 COWM
PROCESS recei ves an tel ephone card request nessage fromthe X 25 network.
In step 808, the X 25 communi cation nodul e sends the tel ephone card request
message to the VALI D- PROCESS nodul e. The VALID PROCESS nodul e perforns the
protocol conversion from X-25 to the client server protoco



15 that can be used to interfac with the | ocal database or data
applications processor (DAP) to be queried. The process for protocol
conversion is de¥@PY330% with respect to FIG 4. Instep 810, theVAIJD
PROCESS sends a | ocal database queryto a4%ocal database. The Ponusssdizabase
| sat el ephoneconpany card dat abase. Atel ephone 20 conpany card
dat abase contains custoner account information used in validating a card.

i ssued by a tel ecomrunications conpany. Information contained in a

t el ephone conpany card dat abase includes custonmer account information such
as custoner nane, calling card nunberGIog%account bal ance. The | ocal

dat abase query is a query to determ ne g information in the | ocal

dat abase whet her the 25 card is valid and, in the case of prepaid
cards, whether suyfdp:ci ent fuithmadCakDisdbatore in a custoners account to
process a calL The | ocal datradAEP paividesswitting GiricE@Raligbetviteetes t he

customer's request to bill Y3t niai@al 6perator BRseRGEnD thelilerekdbhsgahone conpany.
In step 812, the |ocal datalggsisends a | ocal database query response to

t he 30 VALI D- PROCESS nodul e. The | ocal database query response

i ndi cat &s whet herAINhe cust omevanicad lanstligentNetwebrk Gatiowdyl using the card i ssued
by thc tel ephone conpany. Théimwenced intellipentinotvatk ghttwalp dsecompuenl y one type
of tel ephone conpany card dajstehrths provides mesageanasietrahd profoeoimat i on for cards
i ssued by a tel ephone conpagynvemion allewindeoniminitaddn ttizen thedgdngalappl i cati ons
processor (DAP). Ifthe |ocal (giraanicesu@ltie SPP.dat abase not found or data
not found, the custonmer account information may 5 be stored on
the DAP for that BRR:ticul a BilpegB#taBenotil 1f the | ocal database query
contai ns a response, the VAAEoRRGSEBProvesingeustemdr billsthadisvgitendp 818. I n
step 814, |If the |ocal dat akmsalerindractioemposseot the vaiiaimsgateway. f ound or
data not found, VALI D- PROCE$be BPREsntainskatdit cadihfonadrionfis billimgessor ( DAP)

purposes.

CLPROC: Client Process
The CLPROC module of the VALID_APP computer
program provides interface and timing for transferring
messages between the validation gateway and the BDR
server. The CLPROC module also packages the message
for the recipient, either the validation gateway or the BDR
setver.

DEMUX _ Demuitiplex Process

PROCESS: The DEMUX_PROCESS module of the VALID_APP
computer program receives response packets for multiple
credit card authorization transactions from the BDR server
and sends the packets to the response queue associated with
the particular authorization transaction.

10 LAN: Local Arca Network
The LAN assists in the distribution of calls among the
manual operator consoles and provides information to the
manual operator consoles to be used in the processing of
calls.

ISNAP: Intelligent Service Network Applications Processor
The ISNAP selects a manual operator console and ensures
that incoming calls are distributed among the logically
defined groups of manual operator consoles.
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query to the DAP. Some cards that are issued by tel ephone conpani es, such
as 10 calling cards, are not validated using |ocal databases."
These cards ar dYQ 821096t ed usi ng a database on a DAP. The DAP contai ns
custoner account infornation simlar to46he | ocal database smclpm,ﬁikgtorrer
name, custoner account nunber and account bal ance. |If the response to the

| ocal database query is database not found or data not found, then the-.
account information for the crd may be 15 mai nt ai ned on the

dat abase onthe DOgBappal i dat NewBRickiig Applidatisty card i s done by responding to
the DAP query. Instp8l6, thehdMBAPE GRS EVALID e eonipate/ALI DPROCESS. The
DAP quazy response indi cat egrophmititimitdiRnbliekiagedlsbstwaed ori zed to bill

using The card issued by th ﬁ@%%mks%. | nst ep
818, VALI DPROCESS sends at el ephone card reply nessage to the X 25 COW

PROCESS nodul e. Nip$: ) MPROCN&SoddinfomnstiontDisibmioa 8govictom t he cl i ent server
protocol to an X25 pr ot ocol NiDSis amatwokdethatdistitstss dafotmatiomsncbesput er syst em
that sent the tel ephone car elienbspmneshetwarksage via the X25 network. The
process for protocol conversion is_described in further detail '"with 25
respect to FIG NSPPn step NetworkinformagnipignbynondeninedNIDS) o) ephone . card
reply nessage to tWe X25 nesmd%‘@?‘mlustrat es, nessage flow for
validating a request nessagdSPRisaspwienorcntsd, goarantesddelivery, pRa¥s) circuit A
val i dation request to val i dexchangepestesol. NSFEproxides communicatiogywigh ¢ o| ephone
conpany may be received on elienhearven programsiwhich ug¢ UPBAP. circuit or a switch
virtual circuit framthe X 25 netyorXk. Ifaihe call is received on a switch
virtual circuit, OSRe proces%f;@l% Hﬁ??‘y" fferent than if the call is
recei ved on a pernmanent vir AAFEPrEpsed ip processing customer bills that is written by
- a switch and contains call time and another call retated
information.
5 SDP: Service Data Point

The SDP stores customer account information used for

traffic handling, service provisioning, and billing of debit

calls.

SSCP: Service Switching Control Point
Comprises switching and automated response unit
capability. The service switching control point provides
automated processing of debit calls by interacting directly
with the caller who enters information in the telephone
keypad. -

TCAY: Transaction Capabilities Application Part
TCAP refers to a TCAP message that complies with the
" ANSI SS7 ISUP industry standard and is used to transfer
information between the manual operator consoles and the
SDP.

TCP/IP: Transmission Control Protocol/Internet Protocol.
TCP/IP is the protocol used by the SDP.

UDP/IP: User Datagram Protocol/Intemet Protocol
A client server protocol used by the manual operator
consoles.

10 UDP_RECV:  User Datagram Protocol/Intemet Protocol Receive Module
A module of the VALID_APP computer program that
reccives messages from caller interaction processors on
client server networks using UDP/IF protocol.



In step 906, a parent X 25 service in nodul e receives an tel ephone card
request nessage fromthe X 25 network. A parent service in nodule is a
nodul e 5 wasszte9é s forked out by the X 25 COVM PROCESS nodul e.
However, unlike other nodules that are fo4ked out, the parent mg;%g,
nodule is not limted to a particular trsaction. The X. 25 COMVMLPROCE

nodul e forks out the parent X25 service in nodul e when the systemis
initiated and the parent X 25 serV| cein m)dule is used until the systemis

shut down. 10 .Ce in nodul e
forks out a chil dURPng@rw &ﬁgﬁp g"%? ¢ digfg ce i'n nmodul e
sends the request nessage to hp ‘lé}scﬁ

processing. In step 910, thes‘%‘ﬂﬁws% 1oL ﬁ et iatsn the

t el ephone card request messa%""Fd‘eW’ PIOICit | ar t o messages
requesting 15 VALID APP | $@tdafith Rfpiica{od Tol oft¥mt € ephone conpani es

that are received on p'Er manegtwsﬁ ﬁtE o

trasmtted to the validation

cut srequi reotocol conversion 50 LX)
D

R8s @&uﬁﬁﬁ&&u are
thdrhhual
ﬁatfoﬂgﬁ n from X 25

(RAL]

to the client server prot ocofP% rgt 0 be
queried. The process forprot S u her 20
detailwith respct to FIG 4. gﬁténesvggl . ?i’as a | ocal

dat abase query to a | ocal f‘%ﬁ sﬁ’fcpgﬁ" 9 %"?‘Qﬁésts recei ved
on permanent virtual -ci rcwt e HABSRIAS tual circuits
need to access the appropri aP@ eIV & Fard peplyiTpssegge t information
is stored in order to val i dafiaangiel presessor respon g@é{ﬁ/" qYegtJReSsage.CuL st omer
account information such as &hrYalfasion appligation comper PrREFTETHEN eaRYeric coun

bal ance are stored on a Ioca@&ﬁ@&?&%‘%ﬁ%@d@&ﬁa@wg&w&w t el ephone
conmpani es. The | ocal dat abas gRds gheirespansy tpdhe caller igteragtion RiReesssl-ng
information in the local dat YAhER AMRReHermsprtocebeagversion batwepnand, in t he
case of prepaid cards, whet hEPP4Rend X2&nt finds are available in a

custoner's accounb 30 [0 S “? call. The | ocal database
t od
ei ther authorizesy g%be"t Sv%mmmdmofmvum APP

computer program that builds card request messages using
validation requast messages received from a caller
interaction processor. In addition, VALID_PROCESS
builds validation response messages using card reply
messages received from a financial processor.
VALID_PROCESS provides the protocol conversion
between UDP/IP and X.25.

] WAN: Wide Arca Network
The WAN assists in the distribution of calls among the
manual operator consoles and provides information to the
manual operator consoles to be used in processing calls.

X.25 COMM_  X.25 Communications Process Module

PROCESS: The primary module of the VALID_APP computer
program for sending card request messages to the financial
processor. X.25 COMM_PROCESS forks out a child
process that accepts the card reply messages from the
financial pmcessor The child X.25 COMM_PROCESS is
terminated when the validation transaction is complete.

fram convent
erS|on|



request to bill using the card issued by the tel ephone conpany. In step
914, the |l ocal dtbase sends a | ocal database query response to

VALI D- PROCESS. W@bs21bgscal dat abase query response indicates whether the card
i ssued by the tel ephone conpany is vali4B Simlar to proces3oTgsdgszgguest
received on a permanent VirTCal circuit, 'the customer account information
may be 5 stored on a DAP. |If the custoner account infornmation is
stored on the DAP, the |ocal database query r se not found
or data not foupBatls Cldimeédilsal dat abase querﬁmﬂmuql Eﬂ lﬁponse, t he

VAl UD PROCESS nodul e next perfornms step 920. In he | ocal

dat abase query response i s database not found or dat a not
found, VALI DIRQCESS,SeRY i vitfhy £ikSthth Regpfisthe®s whet her the
card request rressagé was rﬁgtcel ved on ?%é‘?‘%ﬁgﬁte“&t rtual ci rf:tﬁ‘i;st or a
switched virtuaf circuit, if the custonei account information is stored on

the DAP, a DAP query,nus In step
018, the DAP send alhap ‘%?1‘2‘?‘95 %g%@&%&@&?%&%&%@b&&e The
DAP query respabmningcﬁmbmmoheuanhentemaionrmcesssraut horized to bill
using the card issu by the t el ep VALl D PROCESS
sends a tel ephone c&gd e ?édgﬁgg% ascgflgsggc i n modul e.
Simlar to proqﬁa&wgﬁacmbﬁtchﬁigmm\{&l D PROCESS prow des protocol

conversion. In'this step, e protocol cpnver3|on is fromthe
client server protofdl &@Q’S‘aﬁf &W’%P&W&ﬁ“ﬁ?’& ol

conveygi on is c&&a&e&a%&aﬁrwraﬁ% Bl ikl GPEBIoned clliBcad 11 St P

922, the child X25 service I n nodu one card reply nmessage
to the X. 25 netageout;, The tel ephone card reply nessage is sent on the switch

virtual circuit thakd)wasmbgﬁgg {:}%aifxeaﬂﬁuhﬂggstgt@afae&yf%tynlfggnggho{nhe switch

said financial processor;

(¢)  converting from said packet switching network protocol to said-
15 client server protocol; and
(f) sending a validation response message from said validation
gateway to said caller interaction processor.

2. The method of claim 1, further comprising:
20 (e) writing by said validation gateway a billing data record; and
(h)  sending said billing data record from said validation gateway to
a network information distribution service database server.

i The method of claim 1, wherein step (a) comprises:
25 obtaining by a caller interaction processor said validation request to bill
said customer credit card account;
collecting transaction data by an operator;
entering said transaction data into said caller interaction processor;
sending by said caller interaction processor said validation request
30 message to bill to said customer credit card account; and



25 virtual ci rcuit ends when the transaction for a part”iWCTJ‘I ar
request is conplete. In step 924, the parent X25 service in nodul e
term nates the cWOI%21995 service in nodule. The child X25 servce in nodul e

is used for processing only one particul a49 transacti on. \Wen tpecyih tion
is conpleted, the parent X25 service in nodule termnates the dhild X
service in nodule. 30 The system and net hod of the present

invention may be used in processing a validation request to pay for
t el ecommuni cati on scr teeeiviag diyhsaid vilidation gpewayad yalidahion sqqyesfimegsageedit card.

For exanpl e, cust [ oul d. end of the nonth bills using credit cards
by dialing in tocgg‘%ﬁﬁggrlm%&(’g%hm ed platfonu that accepts credit card
infornation. Simla tehé®if spdeala dnegetidh peoressarsdomptises adsknhslrgeratop a debi t
account, the validatjon gateway 130 woul d receive the request 5

fromthe tel ecomf@®®¥ati ons network and send the request to a financi al

processos 132 via an X25 network. Processing of the request to be sent to a
financial processor 132 is the sanme regardl ess of the services being paid

for if validati orﬁ-req@%!‘%m%ﬂr%f*&éimm%WMFW 124. The system and
met hod of the present oiyipb R BallePinfratf cekéoplﬁcﬁﬂliﬁﬁoﬁgegnuestmbiu

providing an interface for transactions between Interexc ge networks 110
and financial prdesitesomeaaeditihel asgamtm and net hod of the present

i nvention may be used \{gé rﬁ;a@i .l S nﬁﬁde tween a client
serve network and a n‘é‘f% u .“%‘% : ng'%?@(% . "é‘p\%ﬁ%&a tion gateway can
per forniressage transéeadingrby gid tales interaotion rpracessod sdidveaiidariery regossput er
systens requiring 15 .,)lessage trg%afer and client server to X25

prot ocol conversi e fo il o; said gustomeg credit card accamnt a8y ent i on i s used to

transfer messages thatecgiihg Gynesid AlidaGuaSgRivAQra WRRRALST Ridhdst Gy al | dat i on,
the transaction datg jncluded in the validation request and response
messages and t he *SHIBing SaRsationdat® r epl y messages woul d be

wherein said caller interaction processor comprises a service switching
15 conttrol point or an automated response unit.

5. The method of claim 1, wherein step (a) comprises:
populating by said caller interaction pracessor one or more validation
request fields in said validation request message with said transaction data
20 obtained by said caller interaction processor from a customer or customer credit
card; and
sending by said caller interaction processor said validation request
message to said validation gateway.

25 6.  The method of claim 1, wherein step () comprises:
populating by said caller interaction processor 2 merchant identifier field
in said validation request message with a merchant identifier associated with a
service provider and a customer credit card account identifier obtained from a
customer or a customer credit card;

—_—
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el

transaction data needed for the particular transaction. For exanple, if the
present 20 I nvention is used to perfrm protocol conversion for
messages sent wd ypyghg €NOt € automated unit on a client server network to a
dat abase on an X25 network to nmake a r@gervation, on a part ipeuigésnaier! ine
flight if a seat is available, the transaction-data in one enbodi nent of
the validation request and response nessages and the card request and:reply
nmessages woul d include a particular 25 airline, date, and flight

nunber. Enbodi ment gopflatinddy'esill calRk intitaction flo0assdran abthbsafiertanount h net wor ks
usi'ng any type of client server protocol such as UDPIIP. In ; g‘ijition, t he
val i dati on gatfiskbip spid velidation repuestmessage ithanaygorgation R R’?“'a ng X. 25

pr ot ocoL. The: ST aRMer 15 bialedio shill Subifid eitie il SRty can provi de message
3 p [

transfcr and . rotocol conversion for any packet swtching
networ k protocolL populatingdiytsaidrrallertinteractioneprpcessar ars orcaomd Malidationr esent

i nvention may be | .41 Q| &ngl%Fgablf'c i dafion
reque%t rressagr&&e%t@dﬁgesg%ﬁ'glﬁdeﬁ%arg%‘g%ggf&ﬁﬁeggﬁége, t he gl ephone card
reply nmessage smdd t he validation reply nmessage. The validation request
nmessage need not be ipn request . . I_nf or i Lorpat - Any f or mat
contai ning i nfornatsﬂ#lugnseaﬁ‘g ?‘@“p‘?&g&%n pﬁ%ﬁi%ﬁ@@“ﬁ%&@%ﬁsﬁn be used.
Simlarly, theméssigephsidvalidatibngeswagt nessage and tel ephone card reply
nmessages need not be in the fomat specified as Jong as the.tel ephone card
request nessage anaiﬁﬁ'bm‘ﬁgﬂtd%g%?fébﬁ%%%&em&ﬂﬁqaﬁ P3P or mat i on
neceggary to offmdth reply authoriztion and can be understood by a 10

processor accessed via a packet switching network. In addition, the
val idation reply nessage does not need to be in request information fornmat.

ﬁgggalg];, t Pﬁel %?h@ggﬁggﬂnﬁfaﬁ%ﬁ @ség%%ﬁst Ihgdplrjgggn!t ni E}C:nt I on.
: receiving by said validation gateway from said caller interaction processor
said validation request message;
15 retrieving transaction data from said validation request message;
storing said transaction data in a local message pending list; and
building a card request message using said transaction data received in

said validation request message.

20 8. The method of claim, 1 wherein step (b) compri;‘.es:
receiving by a client receive module of said validation computer program
on said validation gateway from said caller interaction processor said validation
request message;
sending said validation request message from said clicnt receive module
25 to a validation module of said one or more validation computer programs on said
validation gateway;
retrieving transaction data from said validation request message by said
validation module;
Storing by said validation module said transaction data in  local message
30 pending list;
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Anoder enbodi nent of the present invention does not require that a non- 15
billable BDR is wiue Because settlenent occurs real-tine with

aut hori zati on, @wd¥Jolideg NOt needed to process.the custoner billing.
Therefore, an enbodi nent of the present §invention does not i rROTAISes/22267
non-bill able BDR being witten by either a manual operator consol e or
val i dati on gateway 130. In an additional enbodi nent of ‘the present

i nvention, authorization 20 requests are processed automarically
by aut omated oper at Ol {}ER$BY & Valilitivn moddle sdid ear SRR s(REsaghfibmmaiied oper at or
consoles, also referred to as automated response units, am=sed to process
many aut mat ed t eWansestipm datainisaid validstion equest meptgs @<t em and net hod of t he
present invention nay, ;%%jc%ﬁ%% h@ﬁshﬁtﬁﬁ&&’%%dmgqggssor t hat
can obtain |nforrrat|on n romthe cuStoner to process the
call. The systemmmmmowemwgbmwmmmmysva@%\dﬁ@nused with
an X. 25_COMVPROCESS .t hat does not fork out a child process or service in

process.5 The X 28 PROCESS is a single point of interface between the
VALI DPRCCESS and the X. 25 network. Any nodul e that can performthe 30

I nterface functi \%S’F Vgél D P S am t he. X25 network or ot her
packet sw tching net I?% W(SWW%US enbodi nen of the

preset invention havesetmrhm&elrhpdnaiehwomt colifuthicatidas modhdy ¢@0d t hat

t hey have been presented by way of exanple not |imtation., Twis the
breadt and scopev&idaion GAMANLCE PrOgAM, Of W&H\ég‘?&t‘"ﬁé"l% Wy any of
the abgye desci bgde npl ary enbodi ments, but should be defined only |n
accordance with the follow ng clains and their equival ents.

10.  The method of claim §, wherein step (d) comprises:
receiving by a communications module of a validation computer program
on said validation gateway a card reply message from said financial processor.

15
11.  Themethod of claim 1, wherein step (g) comprises:
receiving by said validation gateway from said financial processor said
card reply message;
retrieving reply data from said card reply message;
20 mapping said reply data to an response code;
retricving transaction data from a local message pending list; and
building 2 validation responsc message using said transaction data from
said Jocal message pending list and said response code,
25 12 The method of claim 1, wherein step (¢) comprises:
receiving bya communications module of a validation computer program
on said validation gateway from said financial processor said card reply message;
sending said card reply message from said communications module to a
validation module of said validation computer program on said validation
30 gateway;
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G ossary ACD:. - Automated Call Distributor The ACD provi des
switching functionality between the sel ected nanual operator consol e and
the int erexor\aag%]lgﬁtmr k. 5 AlN: . Advanced I ntel l'igent
Net wor k Gat eway e advanced intelliges2t network gateway i PCITAUSOsRRETEr
system that provides nessage trasfer and protocol conversion allow ng
comuni cati on between the manual operator consoles and the SDP. BDR '~
Biling Data Record A record used in processing custonmer bills that is
witten by the cal lreieving enthofization date dfioss said axard: feply micssage: b saidat eway. The
BDR conti ns cre%'qté,card I nformation for billing purposes. CLPROC.

Cient ProcessYaqa *nodul e of the VALID_ APP conputer program

provi des interface xﬁﬂ%iﬂgisﬁkﬁﬁhéﬁﬁaﬁmdﬁwma@l}ﬂﬁmy\een t he
val i dati on gateway and the BDR sgvgr. '{he CLPRCC n@'&i al so packages the
message for the redFEeERs TRISAhOp data fom  localmesspge pep r the BDR server.

DEMUX Demul &m&ing%y BLPeaRIBMIIdERR validatibh fesp¥ive MessheGEing nodul e of
the VALI D APP conputer programreceives response padJcts for nultiple
credit card auﬁdmmodawmg%wmg%l%manﬁrfﬂd%ends t he
packets to thea‘;dasponse gueue associated with

sending said validation response message from said validation module to
a client send module of said validation computer program on said validation

10 gateway.

13.  Themethod of claim 2, wherein step (h) comprises:
sending by a validation module of a validation computer program on said
validation gateway a billing data record write request to a non-blocking
15 application modules; _
sending by said non-blocking application module said billing data record
write request to a client process module;
sending by said clicnt process module a billing data record write request
to a billing data record sexvice;
20 sending by said billing data record sexvice a billing data record write
response to a demultiplex process module;
sending by said demultiplex process module a billing data record write
response to said client process;
sending by said client process module a billing data record write response
25 to said non-blocking application module; and
sending by said non-blocking application module a billing data record
write response to said validation module.

14. A method of converting & message from a client server protocol to a
30 packet switching network protocol, comprising the steps of:
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the particular authorization transaction. 10 LAN: Local
Arca Network The LAN assists in the distribution of calls anpong the nanual
oper at or consol e¥08%2109sr ovi des i nformation to the manual opertor consol es
to be used in the processing of calls. |S®AP: I nt el | i gRETUS8RYZTE ~
Net wor k Applications Processor The | SNAP sel ects a manual operator console
and ensures that incomng calls are distributed anong the | ogically defined

groups of manual operagtor consoles. .. NBAPP: n-Bl ocki
Appl i cation Th NBAPP r®ul Fegying B a\HEqt secAme moghls Af 3,V WBFMP‘IR‘%nsm ts
non- bl ocki ng cal | groprinesaidivaRdaioh pflfidyGronta LIRWRYT POt fasrePhitwarRlaver . NI DS:

Network I nformation Distibution Service NNDS is a network that distributes
i nfor mati on such ¥aidalion requaR meesgRr net wor k. NSPP- Net wor k

Information Distributig S%&“%%Fﬁ‘émaﬁﬁ%ﬂ?&%@gaﬁmgﬁm woNSPP is a

session oriented, guaranteed ( very, packet exchange protocol. NSPP
provi des3comuni caedde of sdid Melidrtiongomputer, programtg raavelidation ghodulscoflSBRY/ | P.  OSR:

Cperator, oo BRaBid AukR Ml BRGSO oTT  L1S P e

()  retrieving transaction data from said validation request message
by said validation module;

(@  storing by said validation module said transaction data in a local

10 message pending list;

()  building by said validation module a packet switching network
compatible request message from said transaction data in said local message
pending list;

(f) sending said packet switching nctwork competible request

15 message from said validation module to a communications medule of said
validation computer progra;ns on said validation gateway; and

(e) sending said packet switching network compatible request
message from said communications module of said validation computer
programs on said validation gateway to a packet switching network.

20
15.  The method of claim 14, wherein step (g) comprises:
sending said packet switching network compatible request message from
said communications module on said validation gateway to said packet switching
network via one or more permanent virtual circuits between said validation
25 gateway and said packet switching network,
16.  The method of claim 14, firther comprising:
forking out an X.25 setvice out module by said communications module;
sending said packet switching network compatible request message from
30 said communications module to said X.25 service out module; and
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I nfonmation. S SDP: Service Data Point The SDP stores
custoner account information used for trnfic handling, service

provi si oni ng, wondaisbé | i ng of debit calls. SSCP: Service Swi tching
Control Point Conprises swtching and &t omat ed response unPET/usspatzst i {y.
The service switching control point provides automated processing of debit
calls by interacting directly with the caller who enters information:in the
t el ephone keypad. TCAP: Transaction Capabilities Appli cat i on Part
TCAP refers to a TCédbding by saibX25aervicoos modulewaid packpieswitcking BetworksUP i ndust ry

standard and is useg.to transfer |nf I oper at or
consol es and t [FEMRRDle FpEussy pessa (Ppr@%e%g\% g:?:lx %nt r& E i'(gltaicfcol /1 nt er net
Prot ocol . TCPLlsRtkied! viitusb 6t rebmuemg said \taliéaﬁﬁﬁ)l%atcwii’hﬁd?smd packet User

Dat agram Prot ocolL/Intenet Protocol A client server protocol used by the

manual oper at oswisghiagnework, o UDPRECV: User Datagram
Pr ot ocsol /Internmet Protocol Receive Mddule A nodul e of the VALI DAPP conput er

programthat receives rressa es fromcaller interaction rt‘)u_‘ocessors on client
server networ kd7usi Agmeshed eiting: a message from a packet switching network

protacol to a client server protocol, comprising the steps of:
(a)  receiving by a communications module of a validation computer
program a reply message from a packet switching network;
10 (b)  sending by said communications module said reply message to a
validation module of said validation computer program;
(c)  retricving transaction data from a Jocal message pending list;
(d) building by said validation module a validation response message
including said response code; and
15 (e) sending said validation response message from said validation
module to a client send module of said validation computer program.

18.  The method of claim 17, wherein step (2) comprises:
receiving said reply message by said communications module of said
20 validation computer program from said packet switching network via one or more

permanent virtual circuits.

19.  The method of claim 17, wherein step (d) comprises:
refricving transaction data and reply data by said validation module from
25 said reply message;
selecting by said validation module a response code that corresponds to
said reply data received in said reply message; and
building by said validation module a validation response message
including said response code.

I



UDP SEND: User Datagram Protocol/Interet Protocol Send Mddul e A nodul e of
the VALID APP conputer progra that sends nessages to caller interaction
processors on clweoms2msy ver net wor ks using UDPAIP protocol. VALID i PP:

Val i dation Application Conputer Program Asconputer program thatTosReesRses
val i dation requests fromthe caller inateraction processors (either manua
operator consoles or the SSCP). The validation application conputer progm
converts the validation request nessage into a card request ssage t hat

] 4 9
can be processed28y aTlcmathad ofclaisn %%@W&@Ff@ﬁ?’?"@ﬁ“&bﬁﬁa&%tion
conput er progra yest nessage to the financial processor
and receives a gf%{i}gﬁggég%é?ﬁomthe financi al proceusor responding
to the card request neesvige by ThX sadervitatonomodyié pLeitbvalidetiop aomper ogr am t hen
converts the card reply ne e tq a vali,dation S and sends
the response to ® ¥?§@%ﬁ€°@f§@f%§ﬁrwg%§s§§ré&%€ﬁfﬁ% peré%rms
prot ocols conver singtvolihiieen UDP/ I P and X 25. VALID Val i dati on

Process Mdul e PROC: ESS:, VA ROCESS i s nmodul € of the VALl D APP
conput er progr amthat%&gs@gbgzﬁmﬁs?mmglﬁg‘@g ’E@Yﬁ@"“ﬁ?ﬁ? fUSY on request

nessages recei Vegohntiitaionsthleiof QidGlida8on finpRRSs Frogram!on séid hlidation
VALI DMPROCESS bui | ds val i dati on response nessages using card reply nessages

recei ved from a BRA®REI al processor. VALI DPROCESS provi des the protocol
conversi on between UDPJI P and X 25.

10 21.  The method of claim 17, further comprising the following steps that are
to be performed before step (a):
receiving by an X.25 service out module of said validation computer
program on a validations gatcway a teply message from said packet switching
network via one or more switched virtual circuits; and
1s ' sending by said X.25 service out module said reply message to said
communications module of said validation cormputer program on said validation

gateway.

22. A method of validating a request message received by a computer using
20 a client server protocol from a computer program using a packet switching
network protocol, comprising the steps of:
(a)  receiving by a communications module of a validation computer
program & request message from a packet switching network:;
(b)  sending by said communications module said request message

25 to a validation module of said validation computer program;
(©  sending by said validation module a Jocal database query to a focal
database; :

(@)  receiving by said validation module a local datsbase query
response from said local database;

| ORHR YA



S WAN: W de AreaNetwork The WAN assists in the
distribution of calls anong the manual operator consol es and provides

i nformation to™2m@caual operator consoles to be used in processing calls.
X25 COMM_ X. 25 Communi cations Process fdul e PROCESS: Thecdsvagzigpdul e
of the VALID )APP conmputer pnogram for sending card request nessages to the
financi al processor. X25 COW PROCESS forks out a child process that

accepts the card re {y ngss&k%g‘sm;in&mthe %r}gﬂgc&glﬁ%oa%ggsor. The child X25
COWM PROCESS i s t enfe) natifif i inasteri D) gseiQeYonpl et e.
What Is Caine ot Ld gl g&sg]p jasknt card
account, corrpr?@%’&%@F@pﬂyg@ggimguﬁwsa (%«‘”ﬁ‘r ecgi ving by a -
val i dati on gat esvdyle a datakpplizhtions proecssmgermisadatpapplicatians proggssoransact i on dat a
froma caller interggti gﬁ‘gr oczcés&id dzft:l:))a . oonvermtcicsnsgr agilrg W Ini dation
request nessage frori a REP 4% T pro’t’%‘co ® Y packet” sw thi ng network
protodol ; (c) recsieingbysuidvatidatidn nedule 8 Bataupplicagiond prowsoagqerymépodset | on gakaway
to a 10 financial processor for authorization to charge to said
cust omer cr edi @W‘ME&,"?@P‘R’“%CQ ving by said validation gateway a
card reply nessage {g)omseadiag by 3aidotalidlatipi @eodalecd ; reply) messagrnoedaid ng from
sai d packet swi tching network pré)t ocol to sad- 15 client server
protocol ; and communications module; an

(b) sending by said communications module said reply message to

10 said packet switching network.

23. A method of validating a request message received by a computer using
a client server protocol from a computer program using a packet switching
network protocol, comprising the steps of:
15 (8  receiving by a parent X.25 service in module of said validation
computer program a request message from a packet switching network;
() forking out by said parent X.25 service in module a child X.25
service in module;

(c) sending by said child X.25 service in module said request

20 message to a validation module of said validation computer program;
(@  sending by said validation module a local database query to a Jocal
database;
(c)  receiving by said validation module a local database query
response from said local database;
25 ()  if it is determined in step (¢) that said local database query

response is database not foﬁnd or data not found, sending by said validation
module a data applications processor query to a data applications processor;
(@) if in step (f) said data applications processor query is sent,
receiving by said validation module a data applications processor query response
30 from said data applications pracessor;



(f) sending a validation response nessage fromsaid validation gateway to
said caller interaction processor. 2. The nethod of claim1, fther
conprising: 20 WO9921096 (a) writing by said validation gateway a
billing data record; and (h) .sndi ng sdi’d billing data recoPcr/iseenigni d
val idation gateway to a network information distibution service database
server. 3. The nmethod of claim1l, wherein step (a) conprises: 25 L

obtaining by a calleg interaction.pr.o sor.said vali | OD: 4T, est to bill
sai d cus?orrgr credi té‘bar d“ﬁl%@&aﬁ?’d%‘b‘ﬁg%c? 3[?“819{ a%%?%ino%glgta gy an
operator, enter i ssRiceitmeddact i on data into said caller interacdon
processor; sending be[ said caller interacti on_processaor said validation

) e st Pl

request 30 1) e serding by aid Fild X-25 sepncs iy HES2¢hr d account;
and 49 recei Yé&?’,%ﬁ“%%“%&%}ﬂ'% gateway a validation request nessage

contai ni ng transac erein said caller interacti On _processor

com pnses a nanual oﬁ)eratmhmﬁnmid@IﬁWSserﬁce'ﬁhmomdeeﬂiﬁn 1, wherein
stup (a) conprises. obtaining by a caller interaction processor said
validation requéEVFBBIM to said custoner credit ward account; collecting
transaction data by said caller intaction processor, 00

Tossage to bil1 o sARPN SR RRE B AP RRSr B A A PARE achiEg !
network to a request sent by a client on a client server network, comprising the
10 steps of:
receiving a validation request message containing transaction data;
converting said validation request message from a client server
protocol to a packet switching network protocol;
sending a converted request message to said processor via said
15 packet switching network;
receiving a reply message from said processor;
converting said reply message from a packet switching network
protocol to a client server protocol; and
sending said validation response message to said client on said

20 client server network.

25. A computer system network, comprising:
a service data point for storing debit customer account
information;
25 an advanced intelligent network gateway coupled to said service
data point; '
one or more operator network center computer systems coupled
to said advanced intelligent network gateway;
a validation gateway coupled to one of said one or more operator
30 network center computer systems and coupled to a processor via a packet
switching network; and

O A



receiving by said validation gateway a validation request nessage cotai ning
transaction data; wherein said caller intactin processor conprises a '

servi ce sw t cwWoenids conlrol point. or an automated response unit
S. Me net hod of claim 1. whein step58a) conprises: popul 2Twgesizy26said
caller interaction processor one or nore validation request fields in said
val i dati on request nessage with said transaction data 20 obt-ai ned

by said caller interaction processor froma custoner or custoner credit
card. and sending by safn¢ qxahdre ppérator consdlesrcoppled tosensror sworsiofsaid dat i on
request nessa i.d.val i 'gg gatevay. 25 6. The net hod
of claim1, mqﬁ’ﬁte“?’ﬁ%%?g‘%%&?&?o%n Ses; populating by said caller ieraction
processor a nerchant identifier field in said validation request nessage
with a msrchan):s idigctifier associated with a service provider and a

cust oner cr edi OmPBiST SYStEMASHYOK PamPrisBELi ned from a customer or a
custogrer credit card; a sefideOdath apdintdfdy storing deBit | RBtomBt Qecbuhi ON processor
an aut horizatiopn anpunt field in said validation request nessage with an
aut hori zat i on_‘ﬂf?ﬂﬁ?ﬂ‘m?pr ovi ded by said customer to be billed to said
customer credit card ac&%%gﬂﬁﬂmgﬂth%oﬁé’gaw&&@léd%s#@§c?ﬁ&Ct'.On
processor one or nore validation 5 reguest frelds 1n said
val i dation redi#poingessage with additional transaction data; and sending by
said caller interactionpr ' ' ' t sage to said
val i dation gatevay R S5 erati? nEtwif defiRf dohibuter Wisds TSR

10 to said advanced intelligent network gateway;

a validation gateway coupled to one of said one or more operator
network center computer systems and coupled to a processor via a packet
switching network; and '

a service switching control point coupled to said service data

15 point.

T
T
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wherein.said validation request nmessage is in a request information 10

format. 7. The nmethod of claiml, wherein step (b) conprises: receiving
by said validati on gateway fromsaid caller-interaction pr i o
val i dati on reﬂﬁé%’?m%essage; 15 retrieving ?&gﬁgﬁa}@ﬁ%gn dat a

fiomsaid validation request nessage; sﬂé?ing sai d Fansaction data in.a

| ocal nessage pending list; and building a card request nessage using said
transaction data received in said validation request nmessage. 20

8. The nethod of claim | wherein step (b) conprises: receiving by a
client receive nodul e of said validation conputer programon said
val i dation gateway fromsaid caller interaction processor said validation
request message; sending said validation request nessage fromsaid client
recei ve nodul e 25 to a validation nodule of said one or nore

val i dation conputer prograns on said validation gateway; reTieving
transaction data fromsaid validation request nessage by said validation
nodul e; storing by said validation nodule said transaction data in a |oca
message 30 pendi ng |ist; bui | di ng by said validation nodul e
said card request nessage fromsaid trnsactiop data in said validation

r equest messgge; and segmt?f&%énﬁ"%'ﬁ?%‘? %5’?{?"'?7\%5%59\5 from said validation
nodul e to a comuni cati ons nodul e of said vali datien conBEter program on

. . . 106
said validation §¢ TntorerErn5y FE¥work P "
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Exchange Network ot ::,9 Exchange
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9. The nethod of claim1, wherein step (c) conprises: sending.said card
request nessage froma conmuni cati ons nodul e of a validation conputer
programon said validation gateway to said financial 10 -
processor. M09%/210%e et hod of claim C1%/ wherein step (d) ESHISPERRA7
receiving by a comuni cati ons nodul e 9 val i dation conput er program on
said validation gateway a card reply message fromsaid financial processor.
15 11. The nethod of claim1, wherein step (e) conprises: receiving by
said validation gateway fromsaid financial processor said card reply
nmessage; retrieving reply data fromsaid card reply nmessage; 20

mappi ng said reply data to an response code; retrieving trusaction data
froma |l ocal nmessage pending list; and building a validation response
message using said transaction data fromsaid | ocal nmesage pending list and
sai d response code. 25 12. The met hod of claim 1, wherein step
(e) conprises: receiving by a comruni cati ons nodul e of a validation
conput er programon said validation gateway from said financial processor
said card reply nmessage; sending said card reply nmessage from said

comuni cations .nodul e to a validation nodul e of said validation conputer
program on said validation 30 gateway; Il IF 111l 11111

11. 111 .. retrieving authorization data from said d&?ﬁﬁg?ﬁ#? nmessage by

sai d validation nodul e:

. > Procascor  [~208
5
204~ Main Memory ~-208
BuUS
|~-210
Mard Disk 212
l~214
" ” Pl
Medium Storage Madium
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mappi ng said authorization data fromsaid card reply nessage; etrievng
transaction data froma |ocal nessage pending list; 5

bui l di ng by s 'g.v j dati on nodul e a validation response nessage using-said
transacti on d§¥ 9!?nﬁl)dgaid | ocal nessage pg ing list and sai #EE  code;
and sending said validation response nes fe fromsaid validation modul e to
a client send nodule of said validation conputer programon said validation

10 gateway. 13. The nethod of claim 2, wherein step (h)
conprises: sending by a validation nodule of a validation conputer program
on said validation gateway a billing data record wite request to a
non- bl ocki ng 15 application nodul es, sending by said non-bl ocki ng
application nodule said billing data record wte request to a client
process nodul e; sending by said client process nodule a billing data record
wite request to a billing data record service; 20 sendi ng
by said billing data record service a billing data record wite response to
a demul tipl ex process nodul e; sending by said dermultiplex process nodule a
billing data record wite response to said client process; sending by said
client process nodule a billing data record wite response 25 to
sai d non-bl ocki ng appwg&.bger B HehEote 2kthanERrbRYe b r fidtdlaR idwP! OCKi Ng
application nodule a billin éata recordaqgpite response to said validation
nodul e. 14. A met hod of converting a sage froma client server
protocol to a 30 kel, switching network protocol, conprising
t he steps of: < BEGIN 5“‘5
cunormer ronevat o St e customers |~308 Th vabdahon uinvy
credit card agcount, »| message romX.2S 1o L~-316
.. . the client sesvor
— protocal,

Manual operator console sends a validation LAOB

request message (o the vatidation
gatetway.
4
Y
L Tha validation gateway
sends a validation 318
The validation gateway converts the ::sons; "’ffmgﬂ: ™~
validation request message from a cliemt 1~310 & manta ?”"’
server protocal ta X.25. console.

L

¥

The validation gatewsy sends a cand END 320
request messgge from the vatidation 312
gateway to the financia) processot for [

authorization 1o charge to the customers
credit cand acoount.

[

The financiat processor s8nds a card reply
message 10 the validation pateway.

FIG. 3



(a) receiving by a client receive nodule of a validation conputer program
on said validation gateway froma client of a client server network a

val i dati on t§§2§ﬁ®9 ssage; (b) sendi ng said validation request nessage
fromsaid cli ceive S modul e of sai d val i dRATASIYAGUL er
programto a validation nodul e of sai d ¥l i dation conput er program on said
val i dati on gateway; (c) retrieving transaction data fromsaid validation
request nessage by said validation nodule; (d) storing by said validation
nmodul e said transaction data in a |local 10 nmessage pending list;
(e) bui l di ng by said validation nodul e a packet sw tching network
conpati bl e request nessage fromsaid transaction data in said |ocal nessage
pending list; (f) sendi ng sai d packet swi tching network conpatible
request is message fromsaid validation nodule to a
connuni cati ons nodul e of said validation conputer prograns on said

val i dati on gateway; and (9Q) sendi ng sai d packet switching network
conpati bl e request nessage from said conmunications nodul e of said

val i dati on conput er progoaversion fSoh 8 Criant StatdrFrodebirgdy2d 0 a packet

swi tching network. 20 15. The nethod of claim 14, wherein step (9Q)

conpri ses: sending said packet swi tching network conpati bl e request nessage
fromsaid communi cations nodul e on said validafion gateway to said packet
swi tching network via one or nore per gnt virtual ciruits between said
val i dation 25 gateway and sai ¢ packet sw tching network. 16.

The nmethod of claim 14, further conprrigng: forking out an X 25 service out
nodul e by said communi cati ons nodul e;

VAUD_PROCESS
BEGIN +| builds a card request 14
message.

Y

L.
The vaiidation equast message is teceived |._406
by the client receive module of VALID_APP,

VAUD_PROCESS
sends the card request L. 418

vafigation . massaga to X 25
e vmo_%%%,mm 408 COMM_PROCESS.

f‘J .
END 18
VALID_PROCESS retrieves the transaction | .._.410

data from the validation request message.

h

~AA12

VALID_PROCESS stores the transaction
data in a local message pending list.
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sendi ng.sai d jpacket swi tching network conpati bl e request nessage from 30
sai d communi cations nodule to said X 25 service out nodul e; and sendi ng
by said X25 service out nodul e said packet sw tching net Wopk..o0 b bl-e
request nessdﬁ@’ﬂ@”?hid packet smﬁtching network via one orf nore swtched
virual circuits connecting said validat Gh gateway and sai d packet '
switching network. 5 17. A net hod of converting a nessage from a packet
switching network protocol to a client server protocol, conprising the
steps of: (a) receiving by a communi cati ons nodul e of a validation
conputer programa reply nessage froma packet sw tching network; 10

(b) sendi ng by said contatons nodule said reply nessage to a validation
nodul e of said validation conputer program (c) retrieving transaction
data froma | ocal nmessage pending list; (d) bui l di ng by said validation
nodul e a validation response nessage including said response code; and IS
(e) sendi ng said validation response nessage fromsaid validation nodule
to a client send nodul e of said validation conputer progranl 18. The

met hod of claim 17, wherein step (a) conprises: receiving said reply
message by sai d cormunicoavemion frodX.25 tothes@lientSgrver Protocdl 415 qat i on
conputer programfrom said packet sw tching network via one or nore

permanent virtual circuits. 19. The nethod of claim 17, wherein step (d)
conprises: retrieving transaction data and reply data by said validation
nodul e from 25 said reply Mess3ge;
VALID_PROCESS
retrieves ransacation 514
( BEGIN y~-50 " datafromthelocal |
< ’ message panding tist
The validation gateway receives a card
reply message from a financial processor in |506 L
the X.25 COMM_PROCESS madule of
VAUD_APP. VALID_PROCESS
builds a validation
response message L. 3516
using the bansaction
. J data, and authorization
response code.
The X.25 COMM_PROCESS module sends] ...
the card 1eply message 0
VALID_PROCESS. v
VALID_PROCESS
< sands the validation | 518
response message o
the client send module.
VALID_PROGESS retrioves autharization |._,510
data from the card reply message.
END A~Ar520
Y
. ~r512
VALID_PROCESS maps the authorization
data retrieved from the card reply message
10 an authosization response code.
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selecting by said validation nodule a response code that correspends to
said reply data received in said reply nessage; and building by said

val i dati on I val i dati on response nessage i ncl uding i g r onse
code. ZOWﬁ?ﬁoé’grret hod of claim 17, further conprisi ngrﬁﬁlgg?sgﬁfsgw ng
steps that are to be perforned before Qﬂgp (a): receiving by an X25 .séevice
out nodul e of said validation conputer programon a validations gateway a
reply message from said packet switching 5 net wor k; and sendi ng
by said X 25 service out nodule said reply nessage to said communi cati ons
nodul e of said validation conputer programon said validation gateWay. 10
21. The method of claim 17, further conprising the foll ow ng steps that
are to be perforned before step (a): receiving by an X 25 service out
nodul e of said validation conputer programon a validations gateway a reply
nmessage from said packet switching network via one or nore switched virta
circuits; and 15 sendi ng by said X25 service out nodul e said
reply message to said conmsuni cati ons nodul e of said validation conputer
program on said validation gateway. 22. A nmet hod of validating a request
nmessage received by a conputer using 20 a client server protoco
froma conputer program using a packet sw tching netqgék pr ot ocol
conprising the steps of: (a) recei ving by a communi“cati ons nodul e of a
val i dati on conputer program a request message from a packet sw tching

net wor k;
( BEGIN rvﬂ“

v The validation gateway
converts the card reply
.| massage from X.25 616
The SSCP obtains a cusiomer request to 606 processor protocot to
bill 1o the customer's credit card account the client server
protocol,
A
L
The validation gateway
3 130 sends a validation |._ 618
The SSCP sends a validation request {608 response message to
message o the validation gateway, tha SSCP.
\ 4
The validation gateway
The vaiidation gateway converts the 616 writes 383‘{&""'"3”3
validation message from a client server [
protocol 1o a X225 protocol.
h
The validation gateway 622
3 sends the nonbitlable
B8DRtoa BDR
The validation gsteway sendsacard {612 database server.

request messags o the financial processor
for authorization to charge to tha cusiomers

B— | =

l~-614

The financiat processor sends a card reply
message to the validation gateway.
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(b) sendi ng. by sai d conmruni cati ons nodul e sai d request nessage 25

to a validation nodule of said validation conputer program (c) sendi ng
by said validation nodule a | ocal database query to a |ocal ; (d)
recei ving by ¥2%213¢i dati on nodule a I aggl dat abase querypfgﬂ%g%z&from
said | ocal database, (e) if it is gggernined in step (d) that said

| ocal dat abase query response is database not found or data not found,
sending by said validation nodule a data applications processor query to a
data applications processor, (D) if in step (e) said data applications
processor query is sent. 5 receiving by said validation nodule a
data applications processor query response from said data applications
processor, (Q) sending by said validation nodule a reply nessage to said
comuni cati ons nodul e; and (h) sendi ng by said conmuni cati ons nodul e said
reply nessage to. 10 sai d packet sw tching network. 23. A et hod
of validating a request nessage received by a conputer using a client
server protocol froma conputer program using a packet sw tching network
protocol, conprising the steps of. 15 (a) receiving by a
parent X25 service in nodule of said validation conputgr program a request
nmessage ftom a packet sw tching network; (b) forking out by said parent
X25 service in nmodule a child X 25 service in nodul e;/ (c) sendi ng by said

child X25 service i sai d request 20 message to a
val i dation nodul e (of sadnd vajr®ati on conputer program

The BDR sarvice
sends a BDR write 716
The validation gatoway writes a BDR write 706 e response (0
sequest. ~ DEMUX_PROCESS. ~
e y
v .
OEMUX_PROCESS | .
VALID_PROCESS sends the BDR write |._708 sands a BDR wsite ™
request 10 NBAPP, response to CLPROC.
L 2
h
CLPROC gends a BDR 0
wiite response to  [~12
NBAPP sends the BDR write requestto  [..710 NBAPP,
CLPROC,
Y
NBAPP sents the BDR
X wiite response to T2
VALID_PROCESS.
712
CLPROC sends the BDR wiite request to a
BDR sesvice. b
END 724
b
s 714
The BOR service writes a nonbillable BOR,
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(d) sending by said validation nodule a | ocal database query to E | ocal
daf t base; (e) recei ving by said validation nodule a | ocal database query
response fromsaid | ocal database; 25 (f) it is.

det er mi ned W@%RW6 (e) that said | ocal dat abase query resb@ﬁ%”a{%"ﬂat abase
not found or data not found, sending b?’%ald val i dati on nodul e a data
applications processor query to a data applications processor, (g) if in
step (f) said data applications processor query is sent, receiving by said
val i dation nodul e a daft applications processor query response 30
fromsaid data applications processor; (h) sendi ng by said vali daton
nodul e a reply nessage to said child X25 service in nodule; (i) sendi ng
by said child X. 25 service in nodule said reply nmessage to sai d packet

swi tching network; and 5 (1) termnatin said chld
X. 25 service in nodule by said parent X 25 service in nodule. 24. A

nmet hod for responding by a processor accessed via a packet sw tching
network to a request sent by a client on a client server network,

conprising the 10 SQ dRbidNed €quest nessage
cont ai ni ng transact M8FEa95" %;}'?& hdi'ﬁ‘ o umaf gt |ﬁon request message
froma client server protocol toO a pac et SMAtChlng n rk protocol

sending a converted request nessage to said processor, Via said 15
packet switching network; receiving a reply nessage from sai d processor,

BEGIN if the local database
query respansa is
databasa not found or
Y »  datanotfound,  (~814
VALIO_PROCESS
X.25 COMM_PROCESS receives a 05 sends a DAP quesy to
talephone card requast message ﬁomlhn. rV‘ aDAP.
X.25 network.
.
- THE DAP sends a DAP!
query responseto ™ 516
VALID_PROCESS.
X.25 COMM_PROCESS sends the 808 =
telephone cand request message 10 P~
VALID_PROCESS.
VALID_PROCESS
sends a telephone card
< reply message to X.25 ~-B18
COMM_PROCESS.
. |~.-B810
VALID_PROCESS sends a local database !
query to the local database. 25
COMM_PROCESS
sends a telephone card 820
reply message to the
3 X.25 network.
..812 - ] =
The local database sends a local database END 822

respanse to VALID_PROCESS.
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convertiing said reply nmessage froma packet sw tching network protocol to a
client server protocol; and sending said validation response nessage to

said client on said 20 client server network. 25. A conput-er
syst em net wor WO %396 i si ng: a service data point for stori R§THEW2R2E st orrer
account information; 25 9/9 an advanced intelligent.,

net wor k gateway coupled to said service data point; one or nore operator
network center conputer systens coupled to said advanced intelligent
network gateway; a validation gateway coupled to one of said one or nore
operator 30 network center conmputer systens and coupled to a
processor via a packet switching network; and | 11111 111X1 [fll 11111 11
1111 one or nore operator consoles coupled to one or nore of said
operator network conputer systens. 26. A conput er system network
conprising: 5 a sevice data point for storing debit
custoner account information; an advanced intelligent network gateway
coupled to said service data point, one or nore operator network center
conput er systens coupled 10 cneuvgum.uuu&?d intelligent network
gateway; a validation gat end3® ¥biFP &0 one"of “sai d one or nore operator

102
( oeown yo
if the locat dalabase
Y guery respanse is
database not found of
ApmntXZSsavmmmmmu?'a 006 [ v::%n;;fg:cngss L~-016
telaphone ean;(' r;mt message from the oo S DAP oy 10
" the DAP.
L
The DAP sonds s DAP 918
The parent X.25 service in module forks out .-808 \?Xﬁ% YSWROC gstg
a child X.25 service in module. )}
|
. VALID_PROCESS
sends a telephone card L _s20
raply message to the
The child X25 sarvce in module sends ie] g htd X25 sanvicain
telephone card request message module.
VALID_PROCESS.
A
The child X.25 service
in module sends a
. telephene card faply [~ 322
message (o the X 25
’ 912 network
VALID_PROCESS sends 3 iocal database
query 1o a local database. <
The parent X.25
service inmodule 924
terminates the child
%.25 service in module.
b 4
~-814 626
Tha local database sends a local database | END
query response to VALID_PROCESS.
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net wor k* centter. conputer systens and coupled to a p%@@%@&ﬂ@?‘a“”éhpacket
swi tching network; and a service switching controlﬁ‘ﬁpi nt coupled to said

service data 1S poi nt . ;@épfgy@,
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