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PCT/US98/22267 VALIDATION GATEWAY Background of the Invention Field of the
Invention 25 The present invention relates generally to computer systems,
and more particularly to providing a messaging interfce between one or more
computer system environments. 30           RelatedArt Telecommunications
network products are services provided by telephone companies that are
carricd on telecommunications networks. A widely known    example is dial-I
long distance voice service which allows a customer to dial a 1 plus a ten
digit number from his or her home telephone, talk to a party who answers
the telephone on the line of the ten digit number dialed and pay for the
telephone call when billed at the end of the month. Although dial-l is
popular, 5           other calling and payment options are sometimes
preferable. For example, a calling card call allows an individual to make a
call from a phone other than their home phone and charge the call to the
borne phone accomt ursing the calling card. Onesuch calling and
paymentoption is debit calling which is also referred to as prepaid
calling. Debit calling allows a customer to put funds in an account 10
and have those funds debited each time a telephone call is made. Standard
debit call processing includes verification of the account balance prior to
connecting the call and ongoing balance verification during the call. An
example of a typical debit calling customer is a parent who purchases a
debit calling card for a child away from home. 



IS                 Once a debit account is established, a customer may add
funds to the debit account. Customers often add funds to their debit
accounts using credit cards. To add finds, a customer contacts the
telephone company by dialing a telephone number that is answered by a
customer service representative or an operator and requests that funds be
added to the debit account. The customer service 20
representative or operator collects information from the customer and
processes the request to add funds. In order to add fixnds, the customer
must select a method of payment and the customer service representative or
operator must obtain authorization and enter the information needed to
later bill the customer. If the customer chooses to pay for funds added to
a debit account using a 25           credit card, authorization for charges
must bc obtained from the financial institution that provides the credit
card account to the customer. Authorization to charge to a customer's
credit card account is typically obtained by accessing a computer system
owned by the fiancial institution. The computer system typically includes a
database with customer account information and one or more 30
computer programs that can determine using the customer's account
information whether to authorize billing a particular transaction to the
customers credit card    account. When the financial instimtion authorizes
a tansaction, the telephone company receives an authorizadon response code
which reflects a commitment fom the financial institution that it will pay
the telephone company for the senrvices provided. 5                 Because
th computer systems used by financial insitutions communicate using a
different protocol than the computer systems operating on
telecommunicaiions networks, protocol conversion is needed for the computer
systems operating an telecommunications networks to automatically access
the 



computer systerns used by financial instimtions that authorize billing
tansactons, 10           A protocol is a standard that computer programs
follow to be compatible with ote computerprograms. Protocols determine what
information is wansmitted, what iming values should be associated with the
transfer of information, and what format should be used to transmit the
inforrnation. A standard or protocol may be used roughout the
telecommunications industry or it may be owned by 15          a private
entity for use with computer systems sold or opcratcd by that entity.
Telecommunications network components are available that allow
communication between the computer systems operating on the
telecommunications network and the computer systems used for financial
institutions for real-time authorization of chargcs processed by a human
operator. 20           However, these components do not allow for real-time
authorizntion of charges processed automatically and they do not provide
real-time updates to telephone company computer systems that process
billing for other telecommunications products. Computer systems used by
Wlphone companies process billing 25           differently than the
computer systems used by financial institutions. Typically, billing for a
telecommunications product cannot occur until afer a call is complete
because billing is dependent on. the duration of the call. For example,
when a customer uses a calling card with added features, such as the
ability to awccss news and weather, the processing of the billing for the
call involves a two 30          step process. First, the computer systems
of the telecommunications network that process calling cards provide a
record of the use of the calling card to computer    systems that process
billing for the telephone company. Second, a switch, which is a component
lthi telecommunications network, provides the call duration 



information to the telephone company billing computer systems. Then, the
telephone company billing computer systems reconcile these records. 5
However, unlike billing fora call using a calling card with added feanures,
billing for a request to add funds to a debit account is not dependant on
call duration. The customer requests to add a specified amount to a debit
account. The duration of the call affects the amount of finds deducted from
the account at the end of the call but not the amount added to the
customer's account. 10           Therefore, the addition of the specified
amount to the debit account can be performed as a single tassaction.
Unfortunately, current telephone company billing computer systems are not
programmed to process billing a single transacton. As a result,
reconciliation of the records of the telephone company billing computer
systems and the records of the financial institution's billing 15
computer systems is currently not real-time. The process of reconciling the
records of the telephone company billing computer systems and the finani
institution's billing computer systems is referred to as sttement Summary
of the Invention 20 The system and method of the present invention provide
communication between telecommunications networks and computer systems used
by financial institutions in order to process customed requests to pay for
telecommunications services with their credit cards. Both real-time
authorization and settlement of 25           charges are possible with the
presentinvention In addition, the present invention provides protocol
conversion between a client server protocol used by telecommunication
networks and a X25 protocol used by the computer systems of financial
institutions. The protocol conversion allows communication for requests to
bill using a credit card processed both by a human operator and 30
automatically.  



The system of the present invention comprises a validation gateway that has
a computer program that provides for the transfer of messages and
conversion of protocol to allow communication between the
telecommunications network that received the call and the computer system
used by the financial institution 5           that provides the customer
with credit card services. The validation gateway operates in an
interexchange network to provide an interface between the interexcohange
network and computer systems owned by financial institutions. An
interexchange network is a telecommications network that provides long-
distance telephone service and other telecommunications services. 10
The computer program on the validation gateway includes software modules
that perform specified finctions. Modules within the computer program of
the validation gateway receive messages from and send messages to caller
interaction processors. Caller interaction processors are processors that
allow a human operator to interact  or interact directly with a debit
customer to receive 15           call processing information fmom the
customer. Two examples of caller iction processors are manual operator
consoles and service switching control points (SSCPs). The manual operator
console is a computer that is similar to a personal computer and is
operated by.a human operator to provide the human operator with information
necessary to request information from the customer and 20           enter
information provided by the customer to process the call. The SSCP provides
automated call processing for a debit customer who uses a keypad to enter
information that is received by the SSCP. The computer program on the
validation gateway also includes software modules that send messages to and
receive messages from the computer systems 25           used by financial
inslitutions, which are referred to as financial processors. Financial
processors are the Computer systems used by financial institutions to 



authorize charges to credit card accounts. These modules act as a single
point of interface for the transfer of multiple customers' messages between
the validation gateway and the financial processor. 30                 In
addition, the computer program an the validation gateway includes a module
that convems between the protocol used by the caller interaction
processors and the protocol used by the financial processors for credit
card authorization. This module accepts validation request messages in a
request inormation format The module stores information received in the
message and builds a card request message to send to the financial
processor. This module 5           also accepts a card reply message frm
the financial processor, retrieves the stored informaton, and builds a
validation response message to send to the caller interaction processor.
The method of the present invention comprises steps for receiving,
converting protocol, and sending messages to process customer credit card I
0          requests. The method of the present invention includes steps for
receiving a validation request message from a caller interaction processor,
building a card request message that can be understood by the financial
processor, and sending the card request message to the financial processor.
The method of the present invention also includes steps forreceiving a card
reply message from the financial 15           processor, building a
validation response message that can be understood by the caller
interaction processor, and sending the validation response message to the
caller interaction processor. The system and method of the present
invention is not limited to processing credit card authorizatipn requests.
The caller interaction processors 20           are clients operating on a
client server network. A client server network is a 



network or one or more computer systems that include multiple clients which
am controlled and monitored by one or more servers. In this case, the
caller interaction processors are clients that arc controlled and monitored
by operator network center computer systems, which are servers. In
addition, the present 25           invention may be used to communicate
with any processor that is accessed via a packet switcing network and is
not limited to accessing a financial processor. Therefore, te system and
method of the present invention may provide protocol conversion between any
client server protocol used by a client and any packet switching protocol
used by a processor to allow message transfer. 30                 The
system and method of the present invention also allows access by financial
processors to computer systems operated by the telephone company that
validate calling cards, prepaid cards, and other cards provided by that
telephone company. The present invention accepts requests from the network
used by finaial processors, typically an X25 network, perfonns a protocol
conversion, tsansmits the request to  the appropriate  computer system  on
the 5           tctecommunications network. and provides a reply to the
requestor via the X25 network. The modules of the computer program on the
validation gateway perform the same functions, although in a different
order, to process these requests. Further features and advantages of the
invention, as well as the strure 10           and operation of various
embodiments of the invention, are described in deil below with reference to
the accompanying drawings. In the drawings, like reference numbers
gencrally indicate identical, finctionally siriar, and/or sticturally
similar elements. Thc drawing in which an element first appears is
indicated by the leftmost digits in the corresponding reference number. 



15 Brief Descripfion of the Figures FIG. 1 is a block diagram of an
interfacc environment of a validation gateway according to a preferred
embodiment of the present invention; 20                 FIG. 2 is a block-
diagram of the strusctre of a validation gateway of the interface
cavironent of FIG. I according to a preferred embodiment of the present
invention; FIG. 3 illustrates the message flow between a manual operator
console and the financial processor according to a preferred embodiment of
the present 25          invcrion; FIG. 4 illustrates the protocol
conversion from a client server protocol to X.25 according to a preferred
embodiment of the present invention; PIG. 5 illustrates the protocol
conversion from X.25 to a client server protocol according to a preferred
embodiment of the present invention; 30                 FIG. 6 illustrates
the message flow between the SSCP and the financial processor according to
a preferred embodiment of the present invention;    FIG. 7 illustrates the
message flow for creating a billing data record by a validation gateway
according to a preferred embodiment of the present invention; FIG. B
illustntes the message flow for validating a request message received on an
X.25 permanent virtual circuit according to a preferred 5
embodiment of the prent iention; and FIG. 9 illustrates the message flow
for validating a request message received on an X.25 switched virtual
circuit according to a preferred embodiment of the present invention. 10
Detailed Description of the Preferred Embodiments 



FIG. I is a block diagram of a validation gateway interface environment 102
according to a preferred embodiment of the present invention. The
validation gateway 130 provides access to the ficancial processor 132 to
allow for credit IS          card validation. The validation gateway
interface environment 102 is one possible environment of a validation
gateway 130. The validation gateway interfice environment 102 described
below includes the telecommunications network necessary to process customer
requests to add funds to a debit account. The 20           validation
gateway 130 allows the components of the telecommunnications network to
communicate with a financial processor 132. A financial processor 132 is a
computer system that provides authorization of credit card charges. The
financial processor 132 typically uses X.25 protocol and can be accessed
via an X.25 network. A typical call may be processed manually by a human
operator 25           using a manual operator console 122A or automatically
via the service switching control point (SSCP) 138. The  telecommunications
network  components  include  several telecommunications networks such as
first and second local exchange networks 106 and 134 and an interexchange
network 110. The interexchange network 110 30          comprises a
plurality of switches including an interexchange network switch 108
andabridging switch 112. Inadditior, within the interexchangenetwork 110,
an SKGF Ref. No.: 1575.2250000 MCI Ref. No.: CDR-96-011    automated call
distxibutor (ACD) 114, an intelligent svice neorkapplications processor
(ISNAP) 116, manual operator consOles 122A, 122B, ... 122n, an advanced
intelligent network gateway (AIM) 124, a service data point (SDP) 128, 



andthe validationgateway 130 are usedto process debit customerrequeststo
add 5           fuids to debit accounts that are handled by a human
operator. If the validation request to add funds to a debit account is
processed automatically, the SSCP 138, the SDP 128, the AIN 124, the
validation gateway 130, and a billing data record (BDR) server 140 are
used. Please refer to the attached Glossary for a reference of acronyms and
their definitions. 10                 The interface  environment of a
validation gateway 130 can best be described referencing the processing of
a typical call. The interface environment of a validation gateway 130 will
first be described with reference to a typical call that is processed
manually by a human operator. A call is placed by a debit customer using a
telephone 104. The call is 15           received by a first local exchange
network 106. A first local exchange network 106 comprises switches and
tetminaton equipmenu within a localized anea. An example of a first local
exchge network 106 is a local telephone operating company network such as
Bell Atlantic. The first local exchange network 106 sends the call to an
interexchange switch IOA in an intexchange network 110. 20
Similar to the first local exchange network 106, an interexchange network
110 comprises a plurality of switches, also referred to as exchanges, that
are located throughout a geographic area However, interexchange networks
110 typically comprise of switches throughout a Laage geographic anea to
process long- distance telephone calls. For example, a national
interexchange network 110 25           comprises switches located
throughout the nation. When a call is routed to the interexchange network
110, it may be routed to one or more switches within the interexchange
network. If the call is received by an exemplary interexchange network
switch 108A, the interexchange network switch 1O8A will route the call to a
bridging 30           switch I 12A; The bridging switch 112A will then
route the call to the ACD 114. Alternatively if a bridging switch 112A
receives the call, the bridgting switch 



112A will route the call to the ACD 134. In other words, if the call is
received by a bridging swtch 112A, then the call may go through only the
bridging switch 112A pnior to being routed to the ACD 114. The switches in
the iuterexchange network 110, including the interexcehange network switch
108 and the bridging 5           switch 112, may be implemented using
DMS-250 switches manufactured by Nortel. Afta the bridging switch 112 sends
the call to the ACD 114, the ACD 114 communicates with the ISNAP 116 to
route the call to a manual operator console 122A Exemplary manual operator
console 122A allows a human 10           operator to handle one individual
debit call Manual operator consoles 122 arc logically defined in software
as being in groups. The ISNAP 116 selects a manual operator console 122A
and ensures that incoming calls are distributed among the logically defined
groups. The ACD 114 provides switching functionality between the selected
manual operator console 122A and the 15          interexehange nctwork 110.
The ACD 114 may be implemented using the automated call distributor
manufactured by Nortel. The ISNAP 116 communicates to the manual operator
consoles 122 via operator network center computer systems. The preferred
embodiment of the present invention includes two operator network center
computer systems, an 20           operator network center wide area network
(WAN) 118 and an operator network center local area network (LAN) 120. The
operator network center WAN 118 and the operator center LAN  120 assistthe
ISNAP 116 in directing the call to a manual operator console 122A  In
addition, the opator center WAN 118 and the operator center LAN 120 store
cformi  used to process calls. The manual 25           operator consoles
122 commicate with the operator network center WAN 118 



and LAN 120 using UDP/IP. The manual operator consoles 122 are computer
consoles that receive information from the operator network center WAN 118
and the operator network center LAN 120 and provide the human operator (not
shown) with the 30          information to address the debit customer's
call. Unfornately, the operator network center WAN 118 and the operator
network center LAN 120 do not    include debit customer account
information. Tne manual operator consoleS 122 need access to another
computer system in order to obtain debit customer account information. The
SDP 128 stores debit customer account information used for raffic S
handling, service provisioning. and billing of debit calls. In accordance
with the present invention, the manual operwor console 122 accesses the SDP
128 via the AIN 124 and the SDP LAN 128. In addition, the AIN 124 also
provides protocol conversion between transmision control
protocol/internetprotocol (YCP/IP) used by the SDP 128 and user datagram
protocol/internet protocol (UDP/IP) used by 10          the manual operator
consoles 122. The AIN 124 is described in further detail in copendig U.S.
Application Attorney Docket No CDR-96-009 (1575.2240000), entitled
"Advanced Intelligent Network Gateway" incorporated by reference herein.
The selected manual operator console 122A uses infonmation received 15
from the SDP 128 to process the call If the customer is placing a debit
call does not have sufficient funds in his orher debit accoun, and wants to
use a credit card to add finds. the manual operator console must obtain
authorization for the customer to charge to the credit card. Authorization
of credit card charges is done by a financial processor 132. The financial
processor 132 is accessed to process 



20           the customers request refetred to interchangeably herein as a
validation tequest, via the validation gateway 130. The validation gateway
130 translates between UDP/IP used by the manual operator consoles 127 and
X.25 protocol used by the financial processor 132. The validation gateway
130 has a computer program referred to as a 25           validation
computer program, also referred to as a validation application (VALID_APP),
which perfomns message transfer and protocol conversion needed for a
message to flow beween the manual operator console 122A and the fnancial
processor 132. VALID_APP includes software modules that interface with the
manual operator consoles 122A, peform protocol conversion, and 30
interface with the X25 network used by the financial processor 132.    The
preferred embodiment of the present invention performs translation between
UDP/IP protocol and X25 protocol. However, the present invention may
perform protocol conversion between any client server protocol and any
packet switching network protocol A client server protocol is a protocol
that is 5           used by a client server network, such as UDP/IP. A
packet switching network protocol is a protocol, such as X.25, that is used
by a packet switching network. Therefore, the system and method of the
present invention may provide message transfer and protocol conversion to
any packet switching network protocol and is not limited to X.25 protocol.
Although the system and method of the present 10          invention is
described with regards to X25 protocol, the term X.25 protocol should be
understood to refer to any protocol used by a packet switching network.
VALID APP performs the protocol conversion by building a card request
message from a validation request message and by building a validation
reply message fiom a card reply message. Iniialy, the mual operator console
122A 



15          sends a validation request message to request authorization to
bill to a customer's credit card. The validation request message contains
transaction data such as the *customer's credit card account number, the
credit card tpe, the expiration date of the credit card, and the amount the
customer wishes to charge to the credit card. The validation gateway
converts the validation request message to a card 20          request
message which is sent to the financial processor 132. When the financial
processor 132 has determined whether to authorize the transaction, the
financial processor 132 sends a card reply message to the validation
gateway 130. The validation gateway 130 performs a similar function of
converting the card reply message to a validation reply message. The
validation gateway then sends the 25           validation reply message to
the manual operator console 122A. The present invention is not limited to
providing a protocol conversion for an authorization of a request to bill
to a customer's credit card. Therefore, the term card request message
should be understood to refer to any request message sent by a validation
gateway 130 to a packet switching network. Likewise, the term card reply 30
message should be understood to refer to any reply message received by a
validation gateway from a packet switching network. The message flow
between    WO 99121096 the manual operator console 122A and the validation
gateway 130 will be described in more detail in the figpres below. The
financial processor 132 is a computer system that includes a database that
stores credit card account information for credit card accounts. Merchants
5           and companies that accept credit cards purchase the services of
a company that owns the capability to access financial processors such as
exemplary financial processor 132. The company or bazk maintains credit
card information and 



guarantees that a merchant will be paid for an authorized transaction. When
a request to charge to a customers credit card is authorized, the merchant
receives 10           an auo tion response code which can be used to ensure
that the merchbant will receive payment for the authorized transaction.
When the financial procesr 132 receives a card request message from the
'validation gateway 130, it either authorizes or rejects the trmwation and
responds with a card reply message to the Validation gateway 130 including
an authorization response code authorizing the 15           cbarges or
explaining why authrizaton was rejected. The flow and format of the card
request message and card reply message sent between the validation gateway
130 and the iciancial processor 132 will be desribed in more detail in
ftefigures below. After the manual operator console 122A bas completed
processing the 20           call, it releases the call back to the bridging
switch 112 via theACD 114. The bridging switch 112 connects the call to the
receiver 136 via a second local exchange network 134. Similar to a first
local exchange network 106, a second local exchange network 134 comprises
switches and termination equipment within a localized  ea. The example used
in illustrating a first local exchange 25           network 106, a local
Bell operating company network such as Bell Atlantic, also applies to a
second local exchange network 134. As mentioned previously, atypical call
may be processed manually by a human operator using a manual opetor console
122A or automatically via a SSCP 138. The processing of an autonated call
is similar to that of a call 30           processed manually by a human
operator in that both calls originate at a telephone 104, access a first
local exchange network 106, and access an interexchange    network witch
108 or bridging switch 112 in an intcrexchange network 110. 



However, automated debit calls arm not routed to a manual operator console
122A viaanACD 114, anISNAP 116,anopoatornetworkcenter WAN 118 and an
operator center LAN 120. Automaed debit calls are routed from the brid 5
switch 112 dircctly to a SSCP 138. The SSCP 138 comprises switching and
automated response capability. The SSCP 138 receives a call from a bridging
switch in much the same way as the ACD 114. However, unlike the ACD 114,
the call does not need to be routed to a manual operator console 122A. The
SSCP 138 has automated response 10           capability that can prompt the
caller for the infmomation needed much in the same way as a human operator
of the manual operator console. The SSCP 138 receives the information from
the caller and has the ability to process the call using the information.
The SSCP 138 may be implemented wing an Ericsson AXE-10 switched based
platform with an automated response unit (ARU) enboanement 15
Similar to the manual operator console 122A, the SSCP 138 needs debit
customer account information to process the debit calL Like the xanual
operator console 122A, the SSCP 138 obtains this information from the SDP
128. If the SDP 128 indicates that additional funds are needed in a debit
account, the SSCP 138 will prompt the caller to determine if the caller
would like to add funds to the 20           debit account If the caller
would like to add fuids to the debit account, the SSCP 138 accesses the
financial processor 132 to validate the credit card via the AIN 124 and the
validation gateway 130. Because the AIN 124 perfoms protocol conversion
between TCP/P and UDP/IP, the validation gateway 130 performs protocol
conversion between 25           UDPAP and XM. Similar to a call processed
by a manual operator console 122A, VALIDAPP performs protocol conversion
between UDP/IP and X.25 by building a card request message from a
validation request message and building a validation reply message orom a
card reply message. When the call is processed by the SSCP 138, the SSCP
138 sends a validation request message to request 



30          authorization to bill to a customer's credit card. The
validation request message    received by the validation gateway 130 is in
the same format and contains the same data fields as the message received
from manual operator console 122A. Like the call that is processed manually
by a human operator using a manual operator console 122A, when credit card
validation is complete and funds 5           are added to the customers
debit account, the call is released back to thc bridging switch 112 and is
terminated Via a second local exchange network 134 to a telephone 136. The
validation gateway 130 of the present invention is preferably implemented
using a computer system 202 as shown in block diagram form in 10
FIG. 2. The computer system 202 includes one or more processors, such as
processor 206 connected to bus 204. Also connected to bus 204 is main
memory 208 (preferably random access memory, RAM) and secondary storage
devices 210. The secondary storage devices 210 include, for example, a hard
drive 212 and a removable storage medium drive 214 (such as a disk drive,
for example). 15                 The VALID APP is preferably a computer
program that resides in main memory 208 while executing. When cexcuting,
this computer program enables the computer system 202 to perform the
features of tie present invention as discussed hereinr Thus, the VALID APP
represents a controller of the computer system 202 (and of the processor
206). Alternatively, the VALIMAPP is 20           predominately or entirely
a hardware device, such as a hardware state machsie. In one embodiment, the
present invention is a computer program product (such as removable storage
medium 216, representing a computer storage disk, compact disk, etc.)
comprising a computcr readable media having control logic recorded thereon.
Thc control logic, when loaded into main memory 208 and 



25           executed by processor 206, enables the processor 206 to
perform the operations described herein. FIG. 3 illustrates the Wiual
operator console 122A-fiancial processor 132 message flow 302. Messages
sent between the manual operator console 122A and the finaicial processor
132 are transmitted via the validation gateway 30           130. VALID-APP,
which is the validation computer program on the validation gateway 130,
performs the message transer and.protocol conversion needcd. for    a
message to flow between the manual operator console 122A and a fmancial
processor 132. Prior to describing the manual opeator console 122A-fuacial
processor 132 message flow 302, an overview of the message flow between the
manual operator console 122A and the financial processor 132 is provided 5
highlighting the fimctions of the multiple software modules of the VALID
APP computer program The manual operator console 122A-fnancial processor
132 message flow 302 comprises a two part tansaction including: (1) an
authorization request sent fiom the manual operator console 122A to the
financial processor 132 and (2) a 10          reply, with an authorization
or rejection. from the finial processor 132 to te manual operator console
122A. Multiple softare modules included in the VALID APP computer program
interface with the manual operator console 122A, perfom protocol conversion
between UDP/IP used by the manual operator console 122A and X25 protocol
used by the financial processor, and interface IS           with the X25
network used by the financial processor 132. VALID APP includes a client
receive module referred to as the user datagram protocol/intermet protocol
receive (UDPFRECV) module and a client send module referred to as the user
dagam  prtocol/intemet protocol 



(UDP_SEND) module that interface with the manual operator console 122A. A
20           client receive module is a validation computer program module
that receives requests from clients, such as caller interaction processors.
A client send module is a validation computer program module that sends
replies to cliepts. The UDP RECV module accepts requests for authorization
of credit card charges from manual operator consoles 122. The UDPSEND
module sends responses, 2S          including authorization or rejection of
the credit card charge, received from the financial processor 132 to the
manual operator consoles 122. Both UDPRECV and UDP SEND are single points
of interface for all manual operator consoles 122 and for the SSCP 138.
VALID APP also includes a validation module referred 10 as a validation 30
process (VALIDJROCESS) module. A validation module is a validation computer
program module ftat pedorms protocol conversion needed for message
tansfer between clients and processors. The VALID_PROCESS module petforms
protocol conversion needed for communication between the manual operator
console 122A and the financial processor 132. When the UDPRECV module
receives a validation request message requesting authorization of credit 5
card charges iom the manual opetmor console 122A, VALID_PROCESS builds
acardzequest message to send to the financial processor l32. When the
financial processor 132 sends a card reply message either authorizing or
rejecting charges associated with a particularutansaction, VALIDPROCESS
builds a validation response message to send via the UDP._SEND module to
the manual operator 10           console 122A. An additional module wthin
the VALID APP computer program is a communications module referred to as
X25 communications process (Q25 



COMM PROCESS) module. A communications module is a validation computer
program module that interfaces with a packet switching network, such is
as the X25 netwoi A conmmunications module is not limited to interfacing
with an X.25 network but may interface with a processor via any packet
switching nerwork. The X25 COMM PROCESS module interacts with the financial
processor 132. The X.25 COW  PROCESS module sends card request messages to
the finatcial processor 132.   In  addition, the X25 20           COMM
PROCESS module forks out a child process which accepts card reply messages,
'with an authorization or rejection, from the financial processor 132. When
a module forks out another module, the initial module, also refered to as a
parent module, temporarily creates the second module, also referred to as a
child module. The second module is typically temporarily created to handle
a 25           particular transaction and then eicits so tat one module,
the parent module, remains In step 306, the manual operator obtais a
validation request to bill to the customer's credit card account. The
customer calling on a telephone 104 is received by a manual operator
console 122A as described above. A human 30           operator operates the
manual operator console 122A. The human operator collects transaction data
from the customer. Transaction data is any data needed    by the processor
to perform the transaction. Transaction data to perform a customer request
to charge to a credit card includes a customer credit card number, credit
card type i.e., Visa, MasterCard, American Expresl and ecpiration date.
Transaction data may also include the customer's address or zip code for 5
verification. In addition, an authorization amount which is the amount to
be billed to the customer's credit card is provided by the customer and is
included 



in transaction data. The human operator enters the transacion data obtained
from the customer in the manual operator console 122A. In step 308, the
manual operator console 122A sends a validation request 10
message to the validation gateway -130. The manual operator console 122A
populates fields in a validation request message, also referred to
interchangeably herein as a request information message, with the
transaction data obtained by the customer. The format for the validation
request message is referred to as request information message format and is
shown in Table I below. 15                 The validation request message
includes fields, referred to as validation request fields, that are
populated with transaction data to identify the call, the customer, and the
merchant. The request information message format includes a field refercd
to as aebhMerchantiD which is 16 characters. The achMerchantfl) field is
populated with a merchant identifier and a customer credit card account 20
identifier. A merchant identifier identifies the merchant that is providing
the services that the customer is paying for using his or her credit card.
The customer credit card account identifier, referred to intc ably herein
as a customer credit =d account number, is typically a number 11-15 digits
long that identifies a customer credit card account. In addition. the
request information message 25           format includes a 2 character
achCardType field which is populated with the type of credit card the
customer is using, a 4 character achExpDate field which is populated with
the expiration date ofthe customer credit card, and a 9 character achipCode
field which is populated with the customer's zip code. The request
information message also includes an authorization amount field entitled 30
achAuthAmtLong which is 9 characters and is populated with the amount
authorized by the customer.    



Additional wansaction data included in the validation request fields of the
validation request message is used to identify and route the call. An
example is the telephone mmber that the customer called from which is
referred to as the call from number. The call from number is poplated in
the 16 character S           achCallFromNumber field. Another example of
transaction data is the number the customer is calling, also referred to as
the called to number, which is populated. in the 16 character
achCallToNumber field. Additional transaction data is populated in the
validation request fields of th validation request message as is shown in
Table l below. 10 TABLE 1 REQUEST-INFO                        DEFINITI0N
cbPcktType              Type of validation packet O-Req l-Res 2-Force
achReqType(2)           validation type,  0-BOC 1-Collect 2-Third patty
3-Bankcard 4-Vnet 5-ICCN 6-ANET 15             achNumber(24)
phone # or card # (truncated to 22 in pack_telic) achPin4)
Personal Id Number achExpDate(4)           expiration date achAuthAmt(4)
authorization amount achConsNum(3)           old console number 20
achSiteNum(2)           old sit number achResponse(4)          response
from validator achZipCode(9)           Customer zip code
achCallFromNumber(16)   Number customer is calling from achCallToNumbe(16)
-Number customer is calling to 25             achCardType(2)
Credit card call type visa, etc. achAuthCode(6)          Authoriztion code
from NDC achAuthCenter(2)        Source of Authorization code 



chPoslndicator          Point of access indicator achCustSubAcctNum(1O)
Customer sub account number used for billing    REQUEST-INFO
DEFINIMON achServProvID(4)         Service Provider ID sServiceType
Type of service provider l-VALLIDBI 2-VALLIDB2 3-VALCS1 4-VALNDC 5-VALDAPI
6.VALDAP2 7-VALHKT 8-VAllCCN 9-VALCARDTEL 10-VALAOCT ll-VALBT 12-VALGLOBAL
16-VALCLAR 17-VALCLAIRT chMsgType               Message Type of DAP type
requests achSwitchID(3)           Switch ID 5             achTrurkGroup(5)
Tunlk Group chANlNatureofCall       ANI nature of caU for DAP validation
chAddressNatCfCall       Address Digit nature of call for DAP validation
chRestrictIndicator     Provides nature of card restriction
chServiceldentifier     Indicates service for which card is being charged
10             chDapActionCode          Action code response from DAP
chDapDividACIFCodc      ACIF code response fiom DAP chAMACode
AMA Code used in OSR billing achReservedl(S)        Future use
achReserved2(3)          Future use 15             chSuppCodeLength
Binary field which is num of supp code digits achSuppCode(35)         Used
in ONAT call request and Supp Code R.esp achBusinessGroup(7)    Used in
ONAT call request and Supp Code Resp cbNatSubAddress         Nature of
Address Indicator found in sub addr 



achSubAddmss(30)        Used in Supp Code Resp packet 20
achRoutinglnfo(2)        Binary number used in Supp Code Resp packet
achPartitionNum(2)       Binary number used in Supp Code Resp packet
chNoAnswerTimer          Binary number used in Supp Code Resp packet
acbNCSInfo(30)          Used in Supp Code Resp packet achTerminationID(lS)
Used in Route Resp packet 25             achConsNumLong(4)
achSiteNumLong(3)    REQUEST-INF0                       DEFINMON
achMerchantlD(16)      NEW FIELD - MERCHAR ID achAuthAmtLong(9)    LARGER
AUTHORIZATION AMOUNT FIELD FORANSWERNET In step 3 1 0, the validation
gateway 130 converts the validation request 5           message from a
client server protocol to X25. In this case, the client server protocol
used by the manual operator console is UT)P/IP. The protocol conversion is
performed by multiple software modules of the VALID APP computer program on
the validation gateway 130. The validation request message is received by
the UDP3RECV module of the VALIDAPP 10           computer program, The UD?
RECV module sends the validation request message to the VALID PROCESS
module which performs conversion from UDP/IP to X25. The protocol
conversion is performed by VALIDPROCESS building card request message to
send to the financial processor 132. Further details of the protocol
conversion and function of the software modules of the is           VALID
APP computer program are illustrated in FIG. 4. In step 312, the validation
gateway 130 sends the card request message 



from the validation gateway to the financial processor 132 for
authorization to charge to the customer's credit card account. The X25
COMM_PROCESS module sends card request messages to the financial processor
132. In addition, 20           theX25 COMM_PROCESS module forks out a child
process which accepts card rply messages, with authorization data which is
an authorization or rejection, from the financial processor 132. Although
the X.25 COMM PROCESS module is the primary module used for sending card
request messages, the process of sending the message from 25          the
communications module involves several modules that are forked out from the
X.25 COMM PROCESS module. The process of sending card request messages
varies depending on whether the card request message is sent over a
permanent virtual circuit or switched virtual circuit. A permanent virtual
circuit is initialized upon system startup and remains as a permanent link
between the    validation gateway 130 and an X25 node (not shomn) on the
X25 network which interconnects the validation gateway 130 to the financial
processor 132. A permanent virtual circuit remain as a permanent link until
the system is shutdown. A switched virtual circuit is initalized when a
card request message 5           is initiated and teaninated upon
tansmission ofthe validation response message, which completes the
particular validation transaction. If a permanent virtual circuit is used
to transmit a card request nessagc, the X.25 COMM-PROCESS module sends the
card request message via the permanent vimual circuit on the X.25 network
to the funancial processor 132. 10                 If a switched virtual
circuit is used to transmit a card request message, the X.25 COMIM PROCESS
forks outaX25 service outmodule. The X.25 service out module requests an
X.25 link from the X25 network that can provide 



interconnection witi the financial processor 132. The X.25 COMM PROCESS
seds the card request message to the X:25 service out module. The X.25
service I5           out module sends the card request message to the
financial processor 132 via the switched vitual circtut provided on the X25
network In step 314, the fnancial processor 132 scds a card reply message
to the validation gateway 130. The validation gateway 130 receives the card
reply message in the communicatons module of the VALID APP computer program
20           on the validation gateway 130. If a permanent virtal circuit
was used to transmit the card request message, the card reply message is
received on the same permanent virtual circuit. he card reply message is
received by the X25 COMM-PROCESS. The X25 COMM-PROCESS sends the card reply
message to VALID PROCESS. 25                 If a switched virtual circuit
is used to Uansciit a card request message, the card reply message is
received on the same switched virtual circuit. The card reply message is
received by the X.25 service out module. The X.25 service out module sends
the card reply message to VALID-PROCESS. The X25 service out module also
sends a response received message to the X25 30           COMM-PROCESS. The
X25 service out module is used only for a particular validation
transaction.    In step 316, the validation gateway 130 converts the card
reply message from the X25 protocol to the client server protocoL VALIDAPP
receives the card reply message from the financial processor in the
communications module. The   communications module sends the card reply
message to the 5           VALIOPROCESS module to perform protocol
conveion. VALID PROCESS builds avalidationresponse message and sends the
validation response message 



to UDP SEND. Further detail of the protocol conversion and fimction of the
software modules of the VALIDAPP computer program is illustrated in FIG. 5.
In step 318, the validadon gateway 130 sends a validation response 10
message to the manual opexator console 122l  The validation response
message includes an authorization response code which the manual operator
console 122A uses to determine if the customer is authorized to pay for the
amount requested using the credit card. The operato enters information into
the manual operator console 122A to send a message to the SDP 128 to update
the customers account 15          to the new amount the customer can use
for prepaid calling. FIG. 4 illustrates in morc detail the conversion from
a client server protocol to aX25 protocol 310. n the peferred embodiment of
the present the conversion the protocol conversion that is performed is
between UDPI/P and X25. 20                 In the preferred embodiment of
the present invention, the validation gateway 130 interfaces with either a
manual operator console 122A or the AIN 124 that communicates with the SSCP
138. Both the manual operator console 122A and the AIN 124 communicate with
the validation gateway 130 using IIDP/IP. Althoughthe SSCP 138 uses TCP/IP,
the AIN 124 performs a protocol 25           conversion between TCP/IP and
UDP/IP. Therefore, the validation gateway 130 comunicates fwith both types
of caller interaction processors, the manual operator consoles 122 and the
SSCP 138, using UDPII. As a result, the client serer protocol in the
preferred embodiment of the present invention is UDPIIP regardless of
whether the caller interaction processor is a manual operator console 30
122A or the SSCP 138. In addition, the protocol conversion is performed as
is    described with respect to FIG. 4 regardless of whether the call is
received from 



the manual operator console 122A or the SSCP 138. In stop 406, the
validation request message is received by the client receive module of the
VALIDAPP computer program. The client receive 5           module is the
module witin the VALID APP that xeceives validation messages from the
caller interaction processors such as the manual operator consoles 122 of
the SSCP 138. The client receive module is referred to as UDP RECV when it
is specialized for receiving messages ftom client server networls using
UDPJIP protocol as in this case. The UDPRECV module is a single interface
point for 10           all caller interaction processors including the
manual operator consoles 122 and the SSCP 138. The UDP RECV module receives
validation request messages from both types of caller interaction
processors, the manual operator consoles 122 and the SSCP 138. In step 408,
the validation request is sent to the validation module, also IS
referred to as VALID PROCESS of the VALID_APP. VALID_PROCESS receives the
validation request message in the request inforation format described in
Table I from the client receive module. VALED PROCESS creates a card
request message, using data in the validation request message. The card
request message is in a format that can be understood by the financial
processor 20           132. In step 410, VALID-PROCESS retrieves the
tansaction daft from the validation request fields of the validation
request message. The transaction data includes the merchant identifier and
customer credit card account identifier retrieved from the ach Merchant ID
field, the type of credit card the customer is 25           using retrieved
from the achCardType field, the customer credit card expiration date which
is retrieved from the achExpDate field, the customer's zip code retrieved
from the achZipCode field, and the amount the customer authorizes to bill
to the credit card retrieved from the adhAuthAmt field. The transaction
data also includes the number that the customer called to which is
retrieved from the 



30           achCallToNumber field and the number the customer called from
which is    WO 99/21096 retrieved the achCallFrotnNumber field. Additional
transaction data is retrieved as is shown in Table 1 above. In step 412,
VALID)PROCESS stores the transaction data in a local message pending list.
A local message pending list is a series of addresses S
associated with memory for tempomry use for storing data- VALID1PROCESS
stores the transaction data in the local message pending list while
creating the card request message in that format that can be sent to the
financial processor 132. In step 414, VALID PROCESS builds a card request
message. Because 10          the validation request message cannot be
understood by the financial processor 132, the VAID PROCESS builds a card
request message that can be undetod by the financial processor 132.  iTe
card request-message includes the fields achCardType of 2 characters that
is populated with the type of credit card, the achMerchantiD field of 16
cbarcters that is populated with the merchant 15           identifier and
the customer credit card account identifier, and the achExpDate field of 4
characters that is populated vith the expiration date of the customer's
credit card. The card request message also includes the achCallToNumber
field of 16 charmcters which is populated with the called number and the
achCallFromNumber field of 16 characters which is populated with the number
20           called from. Additional fields arc included in the card
request message as shown in Table 2 below.   



WO 99/21096 TABLE 2: CARD REQUEST REQUEST-INFO
DEFINITION achMessagelDl(3)        Constant = "TBl" achReferenceNum(6)
2 most significant chars - NDC use, 4 least significant chars - our Use S
aehCardNum(22)           Card or Phone Numnber. Left justified and space
filled achExpDate(4)           MMYY format byPOSIndicator          Constant
"T achAcquiringICA(6)      4 digit ICA number with trailing zeroes
achTtansCode(2)         Constant - "T" (telephone Transaction) 10
achAmtOfTrans(9)         XXXXXXXYY means XXXXXXX dollars and YY cents
byFiller                Space filled achMerchanilD(16)       Right
justified, zero filled achCardType(2)          2 digit code per Appendix B
achTermTimeDate(10)     HRMMSSMMDD blank if unavailable 15
achCustReftum(8)         Assigned by Customer, blank if unavailable
achAuthCenter(2)        Authorization Center, eg., 'DC" achDiscData(24)
Discretionuy Data. Space filled achPINBlock(1 6)       Optional. Cardholder
PIN ANSI Block. Left Justified, space filled achProductCode(23)
Optional. Loft Justified, Zero filled 20             achAddVerData(29)
Address Verification Data, Optional First 9 positions = 9 digitZlP or 5
digit ZIP + 4 spaces Remaining = first 20 cbars of addrss LJSP 



achCallToNumbcr(16)     Used by FPS to screen achCallFromNumber(16)
ftaudulent calls In step 416, VALIDPROCESS sends the card request message
to a 25            commnuications module referred to as X25 COMM  PROCESS
of the VALID APP. The X25 COMM_PROCESS sends card request messages to the
financial processor 132. The X.25 COMM PROCESS is a single point of
inweface for sending card request messages from the validation gateway 130
to the financial processor 132. The X.25 COMIMPROCESS sends card request
messages as was described in step 312 of FIG. 3. FIG. 5 illustates the
conversion from X.25 protocol to a client server 5           protocol. In
step 506, the validation gateway 130 receives a card reply message from the
finacial processor 132 in the X25 COMM PROCESS module of VALID APP. he
process forreceiving a card reply message is described in step 314 of FIG.
3. 10                  In step 508, the X.25 COMMPROCESS module sends the
card reply message to VALD PROCESS. VALIDPROCESS converts the message from
a card reply message to a validation response message. In addition, similar
to sending a message from the manual operator console 122A to the financial
processor 132, when a message is sent from the financial processor 132 to
the i5           mannal operator console 122A, VALID PROCESS converts the
message from X25 to the client server protocol, UDP/P. The format for the
card reply message is provided in Table 3 below. TABLE 3: CAMRO ELY 20
REPLY-IfO                         DEFINITION 



achMessageID(3)            Constant= "T031" achReferenceNum(6)
Tasction reference number achRevQueNnumber(6)       Key to reversal queue
entry. If blank, transaction is not eligible for reversal by1espCode
Rlepbnse code per appeadix B 25             acbAuthcodcRejectReason(6)
Authrintion coda (if approved) orrejection reason code (if rejited)
achEDClulianDay(3)        If qprovd, dat returned achActQualifier(3)
blank AchTernTimeDate(1 0)       blank AchCustReftNum(8)          blank
20                  REPLY-INFO                        DEFINITION
achNdcSeqNum(6) .         blank achCUmTotal(10)           blank
achActNum(22)            blank byAddrVerResult           l char code
resulting from address verification 5            byAutSrcCode
Authorization source code byPOSlndicaor            "C" = Swiped, T =
Manually keyed, "= none In step 510, VALID_PROCESS retrieves authorization
data from the card reply mes . Authorization data is either an
authorization code or a reject 10          reason code corresponding to a
reason fr the rejection. If the authorizaton is approved, an authorization
code is retrieved from the achAuthoode Rejectason field which is 6
characters. If the authorization was rejected, a reject reason code
corresponding to te reason for the rejection is retrieved from the
achAuthcode RejectReason field which is a 6 character field. Additional 



15          authorization data includes the authorization source code which
is contained in the byAuthSrcCode field. Ea step 512, VALIDJPROCESS maps
the reply data retrieved fom the card reply message to an authorization
response code. The manual operator console 122A cannot process the
authorization code and the reject Teason code. 20           The financial
processor 132 has the capability to providc many authorization codes and
response codes that are useful in various different applications. However,
the manual operator console 122A needs less specificity in the reason for
the authorization or rejection to process the call. VAIDPROCESS has a list
of response codes that can be understood by the manual operator console
122A 25           or SSCP 138. VALID PROCESS maps either the authorization
code or the reject reason code to an authorization response code. An
authorization response code can be understood by the manual operator
console 122A or the SSCP 138 and provides information indicating whether
the transaction was authorized, and if not, the reason for the rejection.
In step 514, VALID PROCESS retrieves transaction data from the local
message pending list. VALIDPROCESS stored transaction daa in the local
message pending list during th processing of the validation request message
sent from the manual operator console 122A. 5                 in step 516,
VALID2PROCESS builds a validation response message using the transaction
data retrieved from the local message pending list and the response code.
In step 412 of FIG. 4, VALID PROCESS stored the tansaction data in a local
message pending list. VALD_PROCESS now retrieves the transion data fiom the
local message pending list. VALID._PROCESS builds 10           a validation
response message using the retrieved transaction daa and the 



authofizwaion code obtained in step 514. In step 518, VALID_PROCESS sends
the validation response message to the client send module. he chentd module
is capable of sending messages to client server networks sudi as the
operator service network. In this case the 15          client send module
is referred to as the UDP_SEND module because the client server protocol is
UDP/IP. The UDPSEND module is a single point of intetface for sending
validation response messages to caller interaction processors. The UDPSEND
module sends validation response messages to both the manual operator
consoles 122 and the SSCP 138. 20                 FIG. 6 illustrtes the
SSCP 138 financial processor 132 message flow 602. The SSCP 138 sends a
message to the financial processor 132 via the AIN 124 and the 'alidadon
gateway 130. The AIN 124 provides translation between TCPJIP used by the
SSCP 138 and UDP/IP used by the manual operator consoles 122. The
conversion process oftheAIN 124 is described in firther detail in U.S. 25
Patent Application Attorney Docket No. CDR-96-009 (1575.2240000), entitled
'Advanced IntelfigentNetwork Gateway" incorporated by reference above. The
validation gateway 130 translates between user UDP/IP used by the manual
operator consoles 122 and X.25 protocol used by the financial processor. In
step 606, the SSCP 138 obtains a customer request, referred to as a 30
validation request, to bill to the customer's credit card account. The
customer's call is received by a SSCP 138 as described above. The customer
enters    transaction data using the keypad of the telephone 104. The SSCP
138 collects transaction daft from the customer. Transaction data includes
a customer credit card number, credit card type i.ew, Visa, Mastercard,
American Express, and expiration date, Transaction data may also include
the customer's address or zip 



5           code for verification. In addition, an authorization amount
which is the amount to be billed to the customer's credit card is provided
by the customer and is included in tansaction data. In step 608, the SSCP
138 sends a validation request message to the validation gateway 130. The
SSCP 138 sends the validation request mesge to 10          the validation
gateway 130 after querying the SDP 128. In order to allow a customer to
establish a prepaid call, the SSCP 138 queries the SDP 128 to determine if
the customer has sufficient finds in his or her prepaid card account to
place the call. If the customer has insufficient fiuds, the SSCP 138 gives
the customer the option to add funds using a credit card. If the customer
selects to IS           add funds to his or her prepaid card account using
a credit card, the SSCP 138 collects the transaction data and sends the
validation request message. The SSCP 138 sends the validation request
message to the AIN 124 for conversion from TCP/IP protocol to UDPtIP
protocol. After converting the validation request message from TCP/IP
protocol to UDP/lP protocol, the AIN 20           124 sends the validation
request message to the validation gateway 130. The validation request
message sent from the AIN 124 to the validation gateway 130 is in the. same
format and contains the same information as the validation request message
sent from the manual operator console 122A to the validation gateway 130
described in FIG. 3. As with the validation request 25           message
sent from the manual operator console 122A, the validation request message
sent from the AIN 124 contains transaction data obtained from the customer.
LiMe the validation request message sent from the manual operator console
122A, the validation request message sent from the AIN 124 includes a 16
character achMerchantlD field which is populated with a merchant identifier
30           and a customer credit card account identifier, referred to
interchangeably hercin as a customer credit card account number. The
merchant identifier identifies the  



merbant that is providing the services that the customer is paying for
using his or her credit card account. 'The customer credit card account
number identifies a customer credit card account Also, like the validation
request message sent from the manual operator console 122A, the validation
request message sent from 5           the AIN 124 includes a 2 character
achCardType field which is populated with the type of credit card the
customer is using, a 4 character achExpDate field which is populated with
the expiration date of the customer credit card, and a 9 character
ach~ipCode field which is 9 populated with the customer's zip code. In
addition, like the validation request message sent from the manual operator
10           console 122A, the validation request message sent from the AN
124 includes an authorization amount field, achAuthAmtLong, which is 9
characters and is populated with the amount authorized by the customer.
Like the validation request message sent from the manual operator console
122A, the validation request message sent from the AIN 124 also 15
contains additional tascion data used in processing the call. In the
preferred embodiment of tee present invention, the transaction data used
for call processing in the validation request message sent from the SSCP
138 is the same as the transaction data used for call processing.tie is
sent in the validation request message fm  themanual operator console 122A.
Boththe call from number and 20           the call to number are populated
in the validation request message from the AIN 124. The call from number is
populated in the 16 character achCallFroNumber field. The call to number is
populated in the 16 character achCallToNumber field. Additional transaction
data is populated in the validation request message as is shown in Table I
above. 25                 In step 610, the validation gateway 130 converts
the validation message ftom a client server protocol to a XJ2 protocol
Similar to processing validation 



request messages sent from thc manual operator console 122A, VALID APP
performs the protocol conversion. The process for protocol conversion is
the same for messages sent from the matual operator console 122A and the
SSCP 30           138. The process for convertingfromaclientserver protocol
to a X25 protocol is described in FIG. 4.    In step 612 the validation
gateway 130 sends a card request message to the financial processor 132 for
authorization to charge to the customcr's credit card account Similar to
processing a request sent by a manual operator console 122A, the financial
processor 132 authorizes or rejects the transaction ug 5           customer
account information stored in a database. Similar to processing a request
that originated from the manual operator console 122A, a card request
message resulting from a request by the SSCP 138 may be sent to the
financial processor 132 on a permanent virtual circuit or a switched
virrual circuit on the X25 network  The process for sending a card request
message from the 10           validation gateway 130 is the same whether
the request originates from a manual operator conso!e 122A or a SSCP 138.
Both the process for sending a card request message from the validation
gateway' 130 to the financial processor 132 on a permanent virtual circuit
and the processor for sending a card request message on a switched virtual
circuit are described in step 312 of FIG. 3. 15                 In step
614, the financial processor 132 scuds a card reply message to the
validation gateway 130. Similar to the processing of a request originating
from a manual operator console 122A, the validation gateway 130 receives
the card reply message in the communications module ofVALIDfiPP. Like
processig a request from a manual operator console 122A, the card request
message is 20           received by a child X.25 COMMJPROCESS if a
permanent virtual circuit was 



used and by an X.25 service out module if a switched virtual circuit was
used. The process for receiving card reply messages is the same regardless
of the type of originating or terminating callUr intraction processor. The
process for receiving a card reply message is described in firther detail
in step 314 of FIG. 3. 25                 In step 616, the validation
gateway 130 converts the card reply message from X25 protocol to the client
sewver protocol. Like processing requests originating from and terminating
to a manual operator console 122A, VALID APP performs a protocol conversion
fm the X2S protocol to the client server protocol for requests originating
form and terminating to an SSCP 138. 30           Also, like processing
requests originating from and terminating to a manual operator console
122A, the client serer protocol is UDP/IP because the AIN 124    converts
from TCP/IP used by the SSCP 138 to UDP/IP. Further detail of the protocol
conversion is illustrated in FIG. 5. in step 618, the validation gateway
130 sends a validation response message to the SSCP 138. Like a validation
response message sent to a manual 5           operatorconsole
122A,thevalidationresponsemessagetotheSSCP 138 includes an authorization
response code which the SSCP 138 uses to determine if the customer is
authorized to pay for the amount requested using the credit card. If the
customer is authorized to chage the requested amount, the SSCP 138 sends
message to update the database in the SDP 128 to reflect in the customer's
10           account the new amount that the customer can use for prepaid
calling. In step 620, the validation gatey 130 writes a non-billable
billing data record (BDR). The present invention allows settlement to be
complete when the credit card authorization is complete. Settlement refers
to completion of processing needed to bill the customer. In prior art
systems, settlement was 



15           complete when a BDR was combined with an OSR (operator service
record) and was processed by billing systems. An OSR contains call time and
other call related information and is written by a swith upon completion of
a call. A BDR contains credit card infomation and is written by a manual
operator console 122A. Although settlement is complete when credit card
authorization is 20           complete in the present invention, the BDR
and OSR are written and sent to notify billing systems that settlement is
complete. When the call is handled by an SSCP 138, the validation gateway
130 sends a request for downstream sysems to wite a non-billable BDR that
contains the credit card information. In order to process both calls from
manual operator 25           consoles 122, that do not have non-billable
BDRs written by the validation gateway 13 0, and the SSCP 13 8, that does
have a non-billable BDR written by the validation gate 130, the validation
gatmway must be able to determine which type of caller interaction
processor sent the call. The validation gateway does not write a
non-billable BDR for calls processed by the manual operator console ;0
122A because the non-billable BDR is written by the manual operator console
122A after the validation response message is received.    The
chServicedentifier field of the validation request message is used by the
validation gateway 130 to determine whether the call was sent by a manual
operator console 122A or an SSCP 138. If the chServiceIdentifier field is
populated with a 1, the call was sent from the SSCP 138 and the validation
5           gateway 130 writes a non-billable BDL  If the
chServiceIdentifier field is populated with a 0, the call was sent from a
manual operator console 122A and the validation gateway 130 does not write
a non-billable BDR. After the validation gateway 130 receives the
validation request message, 



the validation gateway 130 stores information received in the validation
request 10           message, including the 0 or I poplated in the
chlServiceldentifier field, in a local message pending list Storing of
information in the local message pending list was described in step 412 of
FIG. 4 which applics to processing a call from both the manual operator
console 122A and the SSCP 138. When the validation gateway 130 receives a
card reply message from the financial processor 132, the 15
validation gateway retrieves the transaction data, including the 0 or 1
that was populated in the chServiceldentifier field, from the local message
pending list. The validation gateway 130 determines whether a non-billable
BDR must be written based on whether the chServicce Identifier field is
populated with a 0 or a 1. 20                 Ifthe chService Identifier
field was populated with a 1, after the validation gateway 130 seds a
validation responsemcssage to the SSCP 138. the validation gateway 130
writes a non-billable BDR. A key word in a validation configuration file is
used to start the process to write non-billable BDRs. Writing
anon-billalble BDR by the validation gateway 130 involves the validation
gateway 130 sending 25           a BDR write request to the BDR database
server 140 and receiving a BDR write response from the BDR database server.
The process for writing non-billable BDRs is described in further detail in
FIG. 7. Instep 622, the validationgateway 130 sends theBDR write request to
the BDR database server 140. 'The BDR database server 140 contains a
database that 30           stores non-billable BDRs. The non-billable BDR
is written to that database. A    network information distribution service
(NIDS) database server configuration file is used to detmine to which BDR
see 140 to write the non-billable BDR. FIG. 7 illustraes creating a BDR by
a validation gateway 130 message 



flow 702. The validation gateway 130 writes a BDR for a validation request
5           originatingiom an SSCP 138. As discussed in step 620 of FIG. 6,
the validation gateway 130 detemines that the validation request originated
from an SSCP 138 if the chSaviceldentifier field is populated with a 1.
Additional details of the process for determining whether the validation
request message originated from an SSCP 138 are provided in step 620 of
FIG. 6. 10                  In step 706, the validation gateway 130 writes
aBDR wnte request. The BDR wrte requestis sent by the VALID PROCESS module
of the VALID_APP computer program on the validation gateway 13 0. As
mentioned, a BDR contains credit card infomation and is used by billing
systems to determine that settlement is complete. The BDR write request is
a request to the BDR database server 140 15          to write a
non-billable BDR. In step 708, the VALIM PROCESS module sends the BDR write
request to the non-blocing application(BPP) module. The credit card
information needed to wite the BDR is sent in the BDR write request lTe
NBAPP module is forked out by the VALIDPROCESS module to act as an
interface from the 20           VALID
PROCESSmoduletoaclientprocessmodule(CLPROC). TheNBAPP module is a
validation computer program module that acts as a single point of interfae
forall messages insfered betwe  the VALIDPROCESS module and the CLPROC
module. The NBAPP module esures that messages sent between the VALID
PROCESS module and the CLPROC module do not block by 25
monitoring the message and providing timing. In step 710,NBAPP sends
teBD.write requestto CLPROC. The BDR database server 140 is part of the
network information distribution service (NIDS). NIDS is a computer system
that is also part of an interexchange network 110 and is used to perform
various call processing fiAmctions for 30           telecommunications
services. NIDS uses a protocol referred to as Network Information
Distribution Scrvice (NIDS) Sequenced Packet Protocol (NSPP) 



protocol. Because the BDR seaver 140 needs the BDR write request to be in a
format compatible with NSPP, the CLPROC module packages the BDR write
request for NSPP. The CLPROC module is the validation computer program
module that provides the NSPP interface which includes timing, packaging
the 5           message, and waiting for a response. Packaging the message
in a format that can be understood by NSPP includes converting the protocol
of the message, parsing the message, and converting the headcrs of the
message. In step 712, the CLPROC module sends the BDR write requestto a BDR
service. The BDR service is the computer program on the BDR database server
10           140 which collects BDRs to send to downstream systen  for
biluing. In this case, because the BDR is for a credit card transaction, no
billing is necessary. Settlemen needed to bill the customer is completed at
the time of authoriztion of thc credit card charges by the financial
processor. As a result, the BDR service creates a non-billable BDR to show
that settlement has been completed. The 15           BDR is referred to as
a non-billable BDR becausc no billing results from the BDR. In step 714,
the BDR service writes the non-billable BDR. The non- billable BDR is
stored in a database on the BDR server 140. The non-billable BDR is
processed by billing systems similar to other BDRs, however, no billing 20
results from the processing of a non-billable BDR. The non-billable BDR
merely provides information that indicates settlement is complete. In step
716, the BDR service sends aBDR write response to a demultiplcx process
(DEMUX PROCESS) module. The DEMUX PROCESS module acts as a single point of
interfce for validation requests from various customers. The 25
DEMUXPROCESS module is the validation computer program module tha. 



manages the packets received from the BDR service on the BDR database
server 140 and ensures that packets are identified based on the client that
sent the rquest The DEMUX PROCESS module determines which validation
request is associated with a particular packet received from the BDR
service. The 30           DEMUX PROCESS module sends the packet to a
response queue corresponding to the customer that the request was rcceived
from. The BDR write request is a    message ht responds indicating Whether
the non-billable BDR was successfiully written by the BDR database server
140. In step 718, the DEMUXPROCESS module sends a BDR write response to the
CLPROC module. The CLPROC module acts as an interface for sending 5
the message to the NBAPP module. Again, the CLPROC module provides timing
and packaging of the message. In step 720, the CLPROC module sends the BDR
write response to NBAPP. NBAPP again acts as an interface between
VALIDMPROCESS and CLPROC. 10                In step 722, the NBAPP sends
the BDR write response to the VALID_PROCESS module. When the VALID PROCESS
module receives the BDR write response, writing of the non-billable BDR is
complete. FIG. 8 illustrates the message flow for validating a request
message received on an X25 permanent virtual circuit. The validation
gateway 130 15          receives a request from the X.25 network to
validate a card issued by the telephone company. Examples of cards issued
by a telephone company are calling cards, prepaid cards, and international
calling cards. The cards are validated by computer systems on the
telecommunication network. Requests to validate these cards may come
frmoiapacket switching network, such as the X.25 



20           network, and protocol conversion is needed to enable the
computer systems on telecommunications network to process the request.
Similar to requests sent fiom the validation gateway 130 to zhe packet
switching network, requests sent from the packet switching network to the
validation gateway 130 comprise a t~o part transaction including: (1) a
request 25           sent from the packet switching netotk to a telephone
company card database and (2) a reply, with an authorization dr keection,
from the telephone company card database to the packet switching network.
.The same software modules of the validation computer program VALIDAPP are
used to perfoim the protocol conversion from X25 and the client server
protocol used by the telephone 30           company.    Also, similar to
requests sent frm the validalion gateway 130, the present invention is not
limited to providing a protocol conversion for an authorization of a
request to use a card issued by a telephone company. The present invention
may be used for protocol conversion for any request sent from a packet
switching 5           network to a client server network. Therefore, the
term telephone card request message should be understood to refer to any
request message sent by a packet switching network to a validation gateway
130. Likewise, the term telephone card reply message should be understood
to refer to any reply message sent from a validation gateway 130 to a
packet switching network. 10.                In step 806, the X.25 COMM
PROCESS receives an telephone card request message from the X.25 network.
In step 808, the X.25 communication module sends the telephone card request
message to the VALID-PROCESS module. The VALID PROCESS module performs the
protocol conversion from X-25 to the client server protocol 



15          that can be used to interfac with the local database or data
applications processor (DAP) to be queried. The process for protocol
conversion is described with respect to FIG. 4. Instep 810, theVAIJD
PROCESS sends a local database queryto a local database. The local dtabase
isatelephonecompany card database. Atelephone 20           company card
database contains customer account information used in validating a card
issued by a telecommunications company. Information contained in a
telephone company card database includes customer account information such
as customer name, calling card number, and account balance. The local
database query is a query to determine using information in the local
database whether the 25           card is valid and, in the case of prepaid
cards, whether sufficient funds are available in a customers account to
process a calL The local database either authorizes or rqjects the
customer's request to bill using the card issued by the telephone company.
In step 812, the local database sends a local database query response to
the 30           VALID-PROCESS module. The local database query response
indicates whether the customer is authorized to bill using the card issued
by thc telephone company.    However, the local database is only one type
of telephone company card database. Customer account information for cards
issued by a telephone company may also be maintainedby a data applications
processor(DAP). Ifthe local database query is database not found or data
not found, the customer account information may 5           be stored on
the DAP for that particula type of card. If the local database query
contains a response, the VALID PROCESS module next performs step 818. In
step 814, If the local database quely response is database not found or
data not found, VALID-PROCESS sends a data applications processor (DAP) 



query to the DAP. Some cards that are issued by telephone companies, such
as 10          calling cards, are not validated using local databases.
These cards are validated using a database on a DAP. The DAP contains
customer account information similar to the local database such as customer
name, customer account number and account balance. If the response to the
local database query is database not found or data not found, then the
account information for the crd may be 15           maintained on the
database onthe DAP. Validation ofthe calling card is done by responding to
the DAP query. Instp816, the DAP sendsaDAP queryrespnseto VALIDPROCESS. The
DAP quazy response indicates whether the customer is authorized to bill
using The card issued by the telephone company. 20                 Instep
818, VALIDPROCESS sends atelephone card reply message to the X.25 COMM
PROCESS module. VALII)MPROCESS converts the message fom the client server
protocol to an X25 protocol that can be understood by the computer system
that sent the telephone card request message via the X25 network. The
process for protocol conversion is described in further detail 'with 25
respect to FIG. 5. In step 820, X.25 COMM PROCESS sends a telephone .card
reply message to tWe X25 network. FIG. 9 illustrates message flow for
validating a request message received on an X25 switch virtual circuit A
validation request to validate a card issued 30           by a telephone
company may be received on either a permanent virtual circuit or a switch
virtual circuit from the X.25 network. If the call is received on a switch
virtual circuit, the process is slightly different than if the call is
received on a permanent virtual circuit 



In step 906, a parent X.25 service in module receives an telephone card
request message from the X.25 network. A parent service in module is a
module 5          that is forked out by the X.25 COMM PROCESS module.
However, unlike other modules that are forked out, the parent service in
module is not limited to a particular trsaction. The X.25 COMMLPROCESS
module forks out the parent X25 service in module when the system is
initiated and the parent X.25 service in module is used until the system is
shut down. 10                In step 908, the parent X25 service in module
forks out a child X.25 service in module. The parent X25 service in module
sends the request message to the child X.5 service in module for
processing. In step 910, the child X25 service in module sends the
telephone card request message to VALIUDPROCESS. Similar to messages
requesting 15           validation of cards issued by telephone companies
that are received on permanent virtual circuits, requests that are
trasmitted to the validation gateway 130 on switch virtual
cutsrequireotocol conversion. VAUD PROCESS perfims the conversion from X.25
to the client server protocol used by the local database or DAP to be
queried. The process forprotocol conversion is described in further 20
detailwith respct to FIG. 4. In step 912, VALID PROCESS sends a local
database query to a local database. Similar to processing requests received
on permanent virtual circuits, requests received on switch virtual circuits
need to access the appropriate database where customer account information
is stored in order to validate or 25           deny the request CuLstomer
account information such as customer name, account number, and accoun
balance are stored on a local database for some cards issued by telephone
companies. The local database query is a query to determine using
information in the local database whether the card is valid and, in the
case of prepaid cards, whether sufficient finds are available in a
customer's account to 30           process a call. The local database
either authorizes or rejects the customer's 



request to bill using the card issued by the telephone company.    In step
914, the local dtbase sends a local database query response to
VALID-PROCESS. The local database query response indicates whether the card
issued by the telephone company is valid. Similar to processing a request
received on a permanent VirTOal circuit, the customer account information
may be 5           stored on a DAP. If the customer account information is
stored on the DAP, the local database query response is database not found
or data not found. If the local database query contains a response, the
VAIUD PROCESS module next performs step 920. In step 916, if the local
database query response is database not found or 10           data not
found, VALIDJROCESS sends a DAP query to the DAP. Regardless of whether the
card request message was received on a permanent virtual circuit or a
switched virtual circuit, if the customei account information is stored on
the DAP, a DAP query must be sent to the DAP for authorization. In step
918, the DAP send a DAP query response to VALIDPROCESS. IS           The
DAP query response indicates whether the customer is authorized to bill
using the card issued by the telephone company. In step 920, VALID PROCESS
sends a telephone card reply message to the child X.25 service in module.
Similar to processing of other messages, VALID-PROCESS provides protocol
conversion. In this step, the protocol 20           conversion is from the
client server protocol to X.25 protocol. The process for protocol
conversion is described in furter detail with respect to FIG. S. In step
922, the child X25 service in module sends a telephone card reply message
to the X.25 network. The telephone card reply message is sent on the switch
virtual circuit that was used for sending the request. Use of the switch 



25           virtual circuit ends when the transaction for a particular
request is complete. In step 924, the parent X25 service in module
terminates the child X.25 service in module. The child X25 servce in module
is used for processing only one particular transaction. When tia tiusaction
is completed, the parent X25 service in module terminates the dhild X25
service in module. 30                 The system and method of the present
invention may be used in processing a validation request to pay for
telecommunication scrvices other than    prepaid services wi a credit card.
For example, customers could pay end of the month bills using credit cards
by dialing in to a manual or automated platfonu that accepts credit card
infornation. Simila to the processing of requests to add funds to a debit
account, the validation gateway 130 would receive the request 5
from the telecommunications network and send the request to a financial
processor 132 via an X25 network. Processing of the request to be sent to a
financial processor 132 is the same regardless of the services being paid
for if validation requests are received from the AIN 124. The system and
method of the present invention is also not limited to 10
providing an interface for transactions between interexchange networks 110
and financial processors 132. The system and method of the present
invention may be used whenever communication is needed between a client
serve network and a network using X.25 protocol. The validation gateway can
perform message transfer and protocol conversion between any computer
systems requiring 15          message transfer and client server to X25
protocol conversion capabilities. If the present invention is used to
transfer messages that perform fimctions other than credit card validation,
the transaction data included in the validation request and response
messages and the card request and reply messages would be 



transaction data needed for the particular transaction. For example, if the
present 20          invention is used to perfrm protocol conversion for
messages sent from a remote automated unit on a client server network to a
database on an X25 network to make a reservation, on a particular airline
flight if a seat is available, the transaction data in one embodiment of
the validation request and response messages and the card request and reply
messages would include a particular 25           airline, date, and flight
number. Embodiments of the validation gateway can interface with networks
using any type of client server protocol such as UDPIIP. In addition, the
validation gateway is not limited to intfacing with ntworks using X.25
protocoL The system and method of the present invention can provide message
transfcr and 30           protocol conversion for any packet switching
network protocoL    In addition, the system and method of the present
invention may be implemented using various formats for the validafion
request message, the telephone card request message, the telephone card
reply message and the validation reply message. The validation request
message need not be in request 5           information format Any format
containing information needed to process a credit card request cn be used.
Similarly, the telephone card request message and telephone card reply
messages need not be in the fomat specified as long as the telephone card
request message and telphone card reply message contain the information
necessary to obtain reply authoriztion and can be understood by a 10
processor accessed via a packet switching network. In addition, the
validation reply message does not need to be in request information format.
Aga4 if the information needed to process a reply is included in the
message, the format of the message can be used with the present invention. 



Anoder embodiment of the present invention does not require that a non- 15
billable BDR is wriue  Because settlement occurs real-time with
authorization, a BDR is not needed to process the customer billing.
Therefore, an embodiment of the present invention does not include a
non-billable BDR being written by either a manual operator console or
validation gateway 130. In an additional embodiment of the present
invention, authorization 20          requests are processed automarically
by automated operator consoles rather than the SSCP 138. Automated operator
consoles, also referred to as automated response units, am =sed to process
many autmated telecommunications services. The system and method of the
present invention may be used writh any caller interaction processor that
can obtain information nceded from the customer to 25           process the
call. The system and method ofthe present invention may also be used with
an X.25 COMMPROCESS that does not fork out a child process or service in
process. The X.25 COMM-PROCESS is a single point of interface between the
VALIDPROCESS and the X.25 network. Any module that can perform the 30
interface functions between VALID PROCESS and the X25 network or other
packet switching network may be used.    While vanfous embodimen of the
preset invention have been descibed aibove, it should be undertOOd that
they have been presented by way of example only, not limitation. Twus the
breadt and scope of te present invention should not be limited by any of
the above descibed exemplary embodiments, but should be defined only in
accordance with the following claims and their equivalents.   



Glossary ACD:-          Automated Call Distributor The ACD provides
switching functionality between the selected manual operator console and
the interexohange network. 5           AIN:           Advanced Intelligent
Network Gateway The advanced intelligent network gateway is a computer
system that provides message trasfer and protocol conversion allowing
communication between the manual operator consoles and the SDP. BDR:
Biling Data Record A record used in processing customer bills that is
written by the caller interaction processor or the validation gateway. The
BDR contins credit card information for billing purposes. CLPROC:
Client Process The CLPROC module of the VALID_ APP computer program
provides interface and tining fortansferring messages between the
validation gateway and the BDR server. The CLPROC module also packages the
message for the recipient either the validation gateway or the BDR server.
DEMUX         Demultiplex Process PROCESS:    The DEMUX PROCESS module of
the VALID APP computer program receives response padJcts for multiple
credit card authrinzation tansactions from the BDR server and sends the
packets to the response queue associated with 



the particular authorization transaction. 10           LAN:           Local
Arca Network The LAN assists in the distribution of calls among the manual
operator consoles and provides information to the manual opertor consoles
to be used in the processing of calls. ISNAP:        Intelligent Service
Network Applications Processor The ISNAP selects a manual operator console
and ensures that incoming calls are distributed among the logically defined
groups of manual operator consoles.    NBAPP:        Non-Blocking
Application Th NBAPP module of the VALIDJAPP computer program transmits
non-blocking calls between the validation gateway and the BDR server. NIDS:
Network Information Distibution Service NIDS is a network that distributes
information such as a client-server network. NSPP-         Network
Information Distribution Service (NDS) Sequenced Packet Protocol NSPP is a
session oriented, guaranteed delivery, packet exchange protocol. NSPP
provides communications with client-server programs which use UDP/IP. OSR:
Operator Service Record A record used in processing customer bills that is
written by a switch and contains call time and another call related 



infonmation. S           SDP:           Service Data Point The SDP stores
customer account information used for trmfic handling, service
provisioning, and billing of debit calls. SSCP:          Service Switching
Control Point Comprises switching and automated response unit capability.
The service switching control point provides automated processing of debit
calls by interacting directly with the caller who enters information in the
telephone keypad. TCAP:         Transaction Capabilities Application Part
TCAP refers to a TCAP message that complies with the ANSI SS7 ISUP industry
standard and is used to transfer information between the manual operator
consoles and the SDP. TCPllP:        Transmission Control Protocol/Internet
Protocol. TCP1IP is the protocol used by the SDP. UDP/IP:       User
Datagram ProtocoL/Intemet Protocol A client server protocol used by the
manual operator consoles. 10           UDPRECV:  User Datagram
Protocol/Intermet Protocol Receive Module A module of the VALIDAPP computer
program that receives messages from caller interaction processors on client
server networks using UDP/IP protocol.    



UDP SEND:   User Datagram Protocol/lnteret Protocol Send Module A module of
the VALID APP computer progra that sends messages to caller interaction
processors on client server networks using UDPAIP protocol. VALID  iPP:
Validation Application Computer Program A computer program that processes
validation requests from the caller inateraction processors (either manua
operator consoles or the SSCP). The validation application computer progm
converts the validation request message into a card request message that
can be processed by a financial processor. The validation application
computer program sends the card request message to the financial processor
amd receives a card reply message from the financial proceusor responding
to the card request message. The validation pplicadon computer program then
converts the card reply message to a validation response message and sends
the response to the caller interaction processor. VALIDLAPP performs
protocol conversion between UDP/IP and X.25. VALID          Validation
Process Module PROC:ESS:    VALID PROCESS is a module of the VALID APP
computer program that builds card request messages using validation request
messages received from a caler iteraction processor. In addition,
VALIDMPROCESS builds validation response messages using card reply messages
received from a financial processor. VALIDPROCESS provides the protocol
conversion between UDPJIP and X.25. 



S           WAN:            Wide AreaNetwork The WAN assists in the
distribution of calls among the manual operator consoles and provides
information to the manual operator consoles to be used in processing calls.
X25 COMM_  X.25 Communications Process Module PROCESS:    The pdnwy module
of the VALID )APP computer pmogram for sending card request messages to the
financial processor. X25 COMM PROCESS forks out a child process that
accepts the card reply messages fiom the financial processor. The child X25
COMM PROCESS is temiinated when the validation transaction is complete.
What Is Claimed Is: 1.    A method for billing a customer credit card
account, comprising the steps of: 5                  (a)   receiving by a
validation gateway a validation request message containing transaction data
from a caller interaction processor, (b)   converting said validation
request message from a client server protocol to a packet switching network
protocol; (c)   sending a card request message from said validation gakaway
to a 10           financial processor for authorization to charge to said
customer credit card account; (d)   receiving by said validation gateway a
card reply message from said financial processor; (e)   converting from
said packet switching network protocol to sad- 15           client server
protocol; and 



(f)   sending a validation response message from said validation gateway to
said caller interaction processor. 2.    The method of claim 1, fther
comprising: 20                  (a)   writing by said validation gateway a
billing data record; and (h)   .snding said billing data record from said
validation gateway to a network information distibution service database
server. 3.    The method of claim 1, wherein step (a) comprises: 25
obtaining by a caller interaction processor said validation request to bill
said customer credit card account; collecting transaction data by an
operator, entering said transaction data into said caller interacdon
processor; sending by said caller interaction processor said validation
request 30            message to bill to said customer credit card account;
and    49 receiving by said validation gateway a validation request message
containing transaction data; wherein said caller interactiOn processor
comipnses a manual operator console. S 4.    The method of claim 1, wherein
stup (a) comprises: obtaining by a caller interaction processor said
validation request to bill to said customer credit ward account; collecting
transaction data by said caller intaction processor, o0
sending by said caller interaction processor said validation request
message to bill to said customer credit card account; and 



receiving by said validation gateway a validation request message cotaining
transaction data; wherein said caller intactin processor comprises a
service switching 15           conlrol point or an automated response unit
S.    Me method of claim 1. whein step (a) comprises: populating by said
caller interaction processor one or more validation request fields in said
validation request message with said transaction data 20           obtained
by said caller interaction processor from a customer or customer credit
card. and sending by said caller imeraction processor said validation
request message to said validation gateway. 25           6.    The method
of claim 1, wherein step (a) comprises; populating by said caller ieraction
processor a merchant identifier field in said validation request message
with a merchant identifier associated with a service provider and a
customer credit card account identifier obtained from a customer or a
customer credit card;    50 populating by said caller interaction processor
an authorization amount field in said validation request message with an
authorization amount provided by said customer to be billed to said
customer credit card account; populating by said caller interaction
processor one or more validation 5           request fields in said
validation request message with additional transaction data; and sending by
said caller interaction processor said validation request message to said
validation gateway, 



wherein said validation request message is in a request information 10
format. 7.    The method of claim 1, wherein step (b) comprises: receiving
by said validation gateway from said caller interaction processor said
validation request message; 15                 retrieving transaction data
fiom said validation request message; storing said Fansaction data in a
local message pending list; and building a card request message using said
transaction data received in said validation request message. 20
8.    The method of claim, I wherein step (b) comprises: receiving by a
client receive module of said validation computer program on said
validation gateway from said caller interaction processor said validation
request message; sending said validation request message from said client
receive module 25           to a validation module of said one or more
validation computer programs on said validation gateway; reTieving
transaction data from said validation request message by said validation
module; storing by said validation module said transaction data in a local
message 30           pending list;    building by said validation module
said card request message from said trnsaction data in said validation
request message; and sending said card request message from said validation
module to a communications module of said validation computer program on
said validation 5           gateway. 



9.    The method of claim 1, wherein step (c) comprises: sending said card
request message from a communications module of a validation computer
program on said validation gateway to said financial 10
processor. 10.   The method of claim 1, wherein step (d) comprises:
receiving by a communications module of a validation computer program on
said validation gateway a card reply message from said financial processor.
15 11.   The method of claim 1, wherein step (e) comprises: receiving by
said validation gateway from said financial processor said card reply
message; retrieving reply data from said card reply message; 20
mapping said reply data to an response code; retrieving trusaction data
from a local message pending list; and building a validation response
message using said transaction data from said local mesage pending list and
said response code. 25           12.   The method of claim 1, wherein step
(e) comprises: receiving by a communications module of a validation
computer program on said validation gateway from said financial processor
said card reply message; sending said card reply message from said
communications module to a validation module of said validation computer
program on said validation 30           gateway; IIII  IF IIII 111|11 |
11.11l.._    retrieving authorization data from said card reply message by
said validation module; 



mapping said authorization data from said card reply message; etrievng
transaction data from a local message pending list; 5
building by said validation module a validation response message using said
transaction data in said local message pending list and said response code;
and sending said validation response message from said validation module to
a client send module of said validation computer program on said validation
10          gateway. 13.   The method of claim 2, wherein step (h)
comprises: sending by a validation module of a validation computer program
on said validation gateway a billing data record write request to a
non-blocking 15          application modules, sending by said non-blocking
application module said billing data record wrte request to a client
process module; sending by said client process module a billing data record
write request to a billing data record service; 20                 sending
by said billing data record service a billing data record write response to
a demultiplex process module; sending by said demultiplex process module a
billing data record write response to said client process; sending by said
client process module a billing data record write response 25           to
said non-blocking application module, and sending by said non-blocking
application module a billing data record write response to said validation
module. 14.   A method of converting a message from a client server
protocol to a 30           packet switching network protocol, comprising
the steps of:   



(a)   receiving by a client receive module of a validation computer program
on said validation gateway from a client of a client server network a
validation request message; (b)   sending said validation request message
from said client receive S           module of said validation computer
program to a validation module of said validation computer program on said
validation gateway; (c)   retrieving transaction data from said validation
request message by said validation module; (d)   storing by said validation
module said transaction data in a local 10           message pending list;
(e)   building by said validation module a packet switching network
compatible request message from said transaction data in said local message
pending list; (f)   sending said packet switching network compatible
request is           message from said validation module to a
conmunications module of said validation computer programs on said
validation gateway; and (g)   sending said packet switching network
compatible request message from said  communications module of said
validation computer programs on said validation gateway to a packet
switching network. 20 15.   The method of claim 14, wherein step (g)
comprises: sending said packet switching network compatible request message
from said communications module on said validafion gateway to said packet
switching network via one or more permanent virtual ciruits between said
validation 25           gateway and said packet switching network. 16.
The method of claim 14, further comprising: forking out an X.25 service out
module by said communications module; 



sending said packet switching network compatible request message from 30
said communications module to said X.25 service out module; and    sending
by said X25 service out module said packet switching network compatible
request message to said packet switching network via one or more switched
virual circuits connecting said validation gateway and said packet
switching network. 5 17.   A method of converting a message from a packet
switching network protocol to a client server protocol, comprising the
steps of: (a)   receiving by a communications module of a validation
computer program a reply message from a packet switching network; 10
(b)   sending by said comcatons module said reply message to a validation
module of said validation computer program; (c)   retrieving transaction
data from a local message pending list; (d)   building by said validation
module a validation response message including said response code; and IS
(e)   sending said validation response message from said validation module
to a client send module of said validation computer programL 18.   The
method of claim 17, wherein step (a) comprises: receiving said reply
message by said communications module of said 20           validation
computer program from said packet switching network via one or more
permanent virtual circuits. 19.   The method of claim 17, wherein step (d)
comprises: retrieving transaction data and reply data by said validation
module from 25          said reply message; 



selecting by said validation module a response code that corresponds to
said reply data received in said reply message; and building by said
validation module a validation response message including said response
code.    20.   The method of claim 17, further comprising the following
steps that are to be performed before step (a): receiving by an X25 sevice
out module of said validation computer program on a validations gateway a
reply message from said packet switching 5           network; and sending
by said X.25 service out module said reply message to said communications
module of said validation computer program on said validation gateWay. 10
21.   The method of claim 17, further comprising the following steps that
are to be performed before step (a): receiving by an X.25 service out
module of said validation computer program on a validations gateway a reply
message from said packet switching network via one or more switched virtal
circuits; and 15                sending by said X25 service out module said
reply message to said commsunications module of said validation computer
program on said validation gateway. 22.   A method of validating a request
message received by a computer using 20           a client server protocol
from a computer program using a packet switching network protocol,
comprising the steps of: (a)   receiving by a communications module of a
validation computer program a request message from a packet switching
network; 



(b)   sending by said conmmunications module said request message 25
to a validation module of said validation computer program; (c)   sending
by said validation module a local database query to a local database; (d)
receiving by said validation module a local database query response from
said local database,    (e)   if it is determined in step (d) that said
local database query response is database not found or data not found,
sending by said validation module a data applications processor query to a
data applications processor, (D)   if in step (e) said data applications
processor query is sent. 5           receiving by said validation module a
data applications processor query response from said data applications
processor, (g)   sending by said validation module a reply message to said
communications module; and (h)   sending by said communications module said
reply message to 10          said packet switching network. 23.   A method
of validating a request message received by a computer using a client
server protocol from a computer program using a packet switching network
protocol, comprising the steps of. 15                (a)   receiving by a
parent X25 service in module of said validation computer program a request
message ftom a packet switching network; (b)   forking out by said parent
X25 service in module a child X.25 service in module; (c)   sending by said
child X25 service in module said request 20           message to a
validation module of said validation computer program; 



(d)   sending by said validation module a local database query to E local
daftbase; (e)   receiving by said validation module a local database query
response from said local database; 25                 (f)   if it is
determined in step (e) that said local database query response is database
not found or data not found, sending by said validation module a data
applications processor query to a data applications processor, (g)   if in
step (f) said data applications processor query is sent, receiving by said
validation module a daft applications processor query response 30
from said data applications processor;    (h)   sending by said validaton
module a reply message to said child X25 service in module; (i)   sending
by said child X.25 service in module said reply message to said packet
switching network; and 5                 (i)        terminatin said chld
X.25 service in module by said parent X.25 service in module. 24.   A
method for responding by a processor accessed via a packet switching
network to a request sent by a client on a client server network,
comprising the 10          stepsof receiving a validation request message
containing transaction data; converting said validation request message
from a client server protocol to a packet switching network protocol;
sending a converted request message to said processor via said 15
packet switching network; receiving a reply message from said processor, 



converting said reply message from a packet switching network protocol to a
client server protocol; and sending said validation response message to
said client on said 20           client server network. 25.   A computer
system network, comprising: a service data point for storing debit customer
account information; 25                       an advanced intelligent
network gateway coupled to said service data point; one or more operator
network center computer systems coupled to said advanced intelligent
network gateway; a validation gateway coupled to one of said one or more
operator 30           network center computer systems and coupled to a
processor via a packet switching network; and I 11|111 111X1 [fll 11111 11
1111    one or more operator consoles coupled to one or more of said
operator network computer systems. 26.   A computer system network
comprising: 5                       a sevice data point for storing debit
customer account information; an advanced intelligent network gateway
coupled to said service data point, one or more operator network center
computer systems coupled 10          to said advanced intelligent network
gateway; a validation gateway coupled to one of said one or more operator 



network center computer systems and coupled to a processor via a packet
switching network; and a service switching control point coupled to said
service data 1S          point.    


