" ste3edy dv"6T NS METHOD OF USI NG FEATURE FLAGS TO DETERM NE. COVPATI BI LI TY
BETWEEN BI OS REVI SI ONS AND | NSTALLED HARDWARE DURI NG FLA

BACKGROUND OF THE | NVENTI ON TECHNOLOGY Fiel d of the | nveﬂ“‘l‘mmmﬁmmlw The
present invention is related to information handling systens,, ang. nore
specifically, to controlling the ability to back-flash a BI OS when new
features are present on the information handling system Description of the

Rel ated Art [Qooé%&qﬁdaﬁ ORUSINGFEARORISFLAGS TOBRRERMINGONt | nue to
i ncrease, indig §r1®iﬁlﬂ'% 6§ RASASTONPANANS AL PEPCESS and
store information. e OE_MJSPV@XﬁE &Gy UpPHATRS of metion handling
systens. An information handling system generally processes, conpiles,

stores and/or conmmuni cates information or data for business, personal or

ot her purposes, ther ebyBaCkerOUND OEEHE INVENTHICTRANROILGGE of t he val ue of
the information. Because technol ogy and i nformati on handling needs and

requirenments [ Ye RET e different users or applications, information
handl i ng sys %ﬁ%—ﬁ%@@@—w 2 ary regarding what information is handl ed, how
t he infor ion igs_ handl ed, how mych information.is prgcessed, stored, or
comuni d&b@é, andsr%v?r&%&%k‘}";?“‘é% I%F‘?lf‘téﬁs it PiPrARon fln‘g%‘ﬁ}%t P HF M P fh gmore
processed, stored, or communicated. The varjiations in information handling
syst ens RE¢ibopllyoto qoptrelting thebiliy tribackdflash a BIRS whengewyleptures arcpreseahen thar ed
for a specific user or specific use such as financial transaction

pr ocessiinfprmation iandlingsystemat i ons, enterprise data storage, or gl obal
comuni cations. In addition, information handling systens may include a

variety of h%e(g ! n%'?ﬂlesfgeflzit L& conponents that may be configured to
process, storM nformati on and may i nclude one or nore
conput er tenms, data storage,syste and. net wor ki ng.systens,. e ,
conput er[,oa%ér sonalAsltthe vah"t?nﬁ%t thp %rﬁ?‘?&{ffl%ﬁ’n i)%fﬁf’g%lt‘g llb%?ﬁﬁflt lélpl,“c{?gﬁ‘pz}?fier

server, print server, .network nuter, n(gtwor.k hub, ngéwork.swit r%storage
area net WSHSSeY sek aditignal ways iopiReess Apd rotsrinforriation f2ng Om%lkasva'ﬁa forgisprs
system and tel ecommuni cati ons switch. [ Oogfd]rr Most conputer systens include
a basi c isipformasign pendling syssems. cARrirdemmptio handliag sysiera genqupliyarrpCaspst CORmles.des
an interface between the operating system kernel and the underlying

har dwar estorghandierrcomimunicatel énfoumatiopror déta forcbusipessapéraenat gsothen punpases, shezgbysest
to the application software. The kernel is responsible, typically, for
process awtitigusersreonnky adnadggerefithe ¥alie ofrtireamdoramntiomn Beveusepiechmlogyupydor t .
The kernel passes commands fromthe application software to the BIOS for

t rans| at in@imhfié0 hRdilidpekeeds REE irbquirehRALEEArs . beh DDA fidtdnd users fdrr spptictiohe,r
personal conputers ("PC s") that is responsible for initializing when it is

first swinthatorPRarling 858éms HA§ IR Qirytragdediaf witae idbiiation i hahdlad W theegi n

execution of the operating systemthat is nornmally stored on the conputer's

hard di sf or&rﬁgﬁorﬁs(ﬁnﬂleé,%ow U BForaiBNid S¥6dssdd) sRFdda6L cdrimiiiBatb@ dnBhehal
devices of the conputer system The BIOSi1s stored in a non-volatile nenory

t hat CanqLﬁadypaqate?ﬂcieﬂfy 'tl{.é thebRRHoR %Xi %@rg)r[)é/esgé'dl,?%'réd, or communicated. The

variations in information handling systems allow for information handling systems to be general
or configured for a specific user or specific use such as financial transaction processing, airline
reservations, enterprise data storage, or global communications. In addition, information
handling systems may include a variety of hardware and software components that may be
configured to process, store, and communicate information and may include one or mdre

computer systems, data storage systems, and networking systems, e.g., computer, personal
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[000S] Wiile the BIOS is responsible for checking of the systemat startup
time, a particular version of the BI OS does not necessarily support all of
the hardware's capabilities. BIOS designers cannot conceive of all of the
hardware that may be added to the systemat a |ater date. For nmany years,
Bl OS code has been nmade extensible through the use of flash nenory chips.
This ability to programthe BIOS after it has been installed forestalls the

R B e e e T T T A

noden net wor irectly froma diskette

to brin he Bl code jn line wth .newh L1 td 6J
In the g’&é’enwog?’\"/‘gq%s ,sgoﬁaeg\f/ e, PEeLk ?{flé hﬁjrz’aa y\?%d\?vn@%%g{agp&pﬂi lﬁg?egcrl]eél\t/vh%e%%or y
sizes, new flash type and archjtectures are required to be supported

post - i né‘t‘%ﬁn%lt)ﬁbﬁqe“&ﬁ'éfiWEF%‘BBWBGP“QW%@WI“F ‘e of the product via Bl OS updat es.
In the past, if problens were encountered with the updated BI CS, system

oper at Or[ﬁ%()ﬁﬁ’u' d bagdst EdAgllerd SsRms Ghalede Bb&sr @yl Siupiy, sysvam (chfonlyoreferred
|

i nconpat’ ities wth newer features that were installed on the server. In

Some i nf %Q%I%S”Eﬁﬁk%lfobﬁﬁp hngxéég%@e EEt@)é@rmheto?graﬁﬁé YfRtent kaIORAthdEhdRilyiag 1,

wi t h obvri ous consequences. or exanp consi der the case of a

| tf h . . . . i . A )
B el e pllh s o e o R QU LR,
f Le, 2GB | in-lLi dul " O MG

e e SO et oD, B e B BBt

support for a new flash part due_to part availability. |t would. thep be
desi r abl marfagemery; and,peiphersl F%@P@n@iﬂ? kemel %waf@ame&{i%% éhesﬁpéc‘?‘c?“é& gr
the new features. As required, a custoner who gets a systemw th A02 BI CS,
wi t h onetodlze BIQS fof tretséation dnth hatleaea-spscifigdedugstheed t o be bl ocked from
back-flashing to A0O1 BIOS since A0l BIOS does not support these new

featur esw§§4]enhan(§§6§{]ks g aRa thrggﬂapgbo Wtedk T(@ftrsty it B AMEERSBIee for

system exanple, ere woul no nmenory or corrupted flash due to a
hitect. f.fl t. i ' : - fhihashes,
novever , mspagan oo y® BREpER ob gERRt:, driidoad b BOSI o lotan RECT

technol ogies,installed,. or an exjistin ust oper ..wha , [0 0
A2 B CESRerHSH B USP IR AT DohB roRTUE o b iap IR FRRS e THEHST
exists, and a solution is required for determ ni whet her a Bl

back- f | aglkp Biewidesia baw I@Halblpt@afa%matﬂ% B\‘—Rﬁhe@ﬁ ﬁg‘g}%‘isé’%%%mm G REEn O e BIOS

| NVENTI ON [ 0009] The present invention renedies the shortcom n‘a}fs of the
prior aris sloyedinawiodivelptite memprydhatspr benpdsird, eripareadenlyimemyy (Mt i on
handl i ng system for using feature flags to determ ne the conpatibility of

har dwar eh(foh%ﬁi cal l?@h{lﬂiﬂ%ﬁ&-@%% 85%%%1}?%@@‘@5&)&1@”& BleCRsteaY 1af s@Rap diid, Y

the flas ate o e present” I nvention is Inplenmented

on an infor.mation.hangdli m hay]j [ I ;

units t hBFUPEAFEPA Io€beﬁ@é&e&qoﬁ%&%ﬂ%gﬁgﬂgggg a%q%?%léaégg %ﬁgﬁ%ﬁg can
be a mcrocontroller, or a mcrogonput.er, or .ni cropr SS.Qly. .

i nf or mat PEAS H%ﬁ‘%!efsrf@"%‘i’scf”é“r?f‘ier&,flaﬁ(fg@wapab(%asrg e g‘laé%e t(a ﬁ‘g dst?stheo%}étr%g]t aadatet
the central processing unit that hosts the operatin tem kernel and

per haps, dgehder BBay waars,pBI&%g%qer%&SE’ﬁm @.agqﬁ’étgﬁll@%tlgg“ﬁ ed}'sgggr#‘% RG], on
has one or nore build capability flags and one, or nore c [r nt boot .

capabi | i thips.| s ability ta pmgnsnulmjéi%g @pbh%theé%}nsﬁlﬂe@u&ﬁ%té Sﬁﬁ%ﬁ‘és@ges??cﬁgfed
to update a present BIOS to a replacenent BIOS. During the update process,
t he bui | BIOS aips las mywiHastyrrefeatures arephsidiederin this oBye e BEOT 6#phe updaied bhe
boot capability flags of the present BIOS to determne if the repl acenent
Bl OS can phfemSadwbik, pt dieectl9ffrdne diskesetot brBigiBe BIOS Todg inThes withasw hardynes s
can performthe conparison (check) by, for exanple, grouping the various
fllags ingabfifiigger val ues, and conparing the values via some mathenati cal
operation (such as subtraction) to obtain a binary value that can be

qui ckly scanned for inconpatibilities. Simlarly, the two val ues can be
conpared and the update allowed if the replacenent BICS value is, for
exanpl e, greater than, equal to, or less than the value of the present

Bl OS. The size of the integer value canXe tailored to the particul ar

i nformation system such as 8, 16, 32, 64, or 128 bits or nore (or less). 4
[0012] Ot her technical advantages of the present disclosure will be readily
apparent to



one skilled in the art fromthe followi ng figures, descriptions and cl ai ns.
Vari ous enbodi nents of the invention obtain only a subset of the advantages
set forth. No one advantage is critical to the invention. BRI EF DESCRI PTI ON
OF THE DRAW NGS [0013] A nore conpl ete understandi ng of the present

di scl osure and advant ages thereof may be acquired by referring to the
follow ng description taken in conjunction wth the acconpanyi ng draw ngs

wher ei n: rhb%“ Fi g dask %f%eﬁeﬂemlﬁat@epg&hda@ﬂmmm s@{sbxﬁg%ema}ﬁ&m

enbodi ne an in or mat | on handl i ng system according to the present

| nventi o Lo%ﬂﬂagﬁm %gﬁ@ afd! clﬂtemu?&kﬁ f’egﬁ td 'b%s%lf ?ﬁh&g Ip@stHﬁ&EiFaﬂBn Bih&S

and a re acerrent accor |ng to t INgs O esent 1 nvention.

[ 0016] F| hart i n . exe f the
et nod of e Rt of RFCatPiisn viq BB el P dIREE f‘ér‘%@m%%aa Eiipyflerct
susceptlbletov dflcatlons an tive SeC|f|c

exenpl ar YRS %ﬁfﬁ@ﬁm YE(GM opegaters avet ‘1)6 Rﬁh@asgp é&&[@%f 5‘?9% reVisiony gt
and are described herein in detail. It should be understood,_ however, that
the descrippiriigsempetibifiies with aewerfeafres that were nsiatledipmiherssrvies Hoomeringansss t o
limt the present invention to the particular forns disclosed. Rather, all

modi f i catbaokglashing eanrpaevientthe semver foom boetingrat allfvaith dbmjousi cohsequenses. spi r i t and
scope of the invention as defined by the appended clains are intended to be

cover ed. , [%OO7]DE-I-AI %Pe%%lcgﬂig}l tlg;: ca§g Efq ﬁh&;o%qgh%%ﬁping with DELL® A01
BIOS, which is available from Dell Inc. of Round Rock, Texas. The BIOS, then, may get
revised to support, for example, new 2GB dual in-line memory modules (“DIMMs”) or a new
stepping of processor that requires new microcode update patches, or support for a new flash part
due to part availability. It would then be desirable for the user to implement the updated DELL®
A02 BIOS to support the new features. As required, a customer who gets a system with A02
BIOS, with one or all of these enhancements, would need to be blocked from back-flashing to
AO01 BIOS since A01 BIOS does not support these new features or enhancements and back-
flashing could result in an unusable system, for example, there would be no memory or corrupted

flash due to a new architecture of flash part.

[0008] Simply preventing al/ back-flashes, however, prevents any customer, even one
who does not have any of the new technologies installed, or an existing customer who upgrades
from A0l to A02 BIOS, from back-flashing to AO1 BIOS altogether. Therefore, a problem
exists, and a solution is required for determining whether a BIOS back-flash should be enabled

on a computer system.



'[0018] The invention proposes to solve the problemin the prior art by

enpl oying a system apparatus and nethod that only bl ock the flash updates
that woul d prevent operation of the information handling system In other
wor ds, back-flashing would be restricted when it would render the system
unusabl e or unstable. The present invention uses a BIOS capability/feature
flag to identify a new capability that is added to the information handling

system In one enbodi nent, ea B#I@@ﬂ % ture is given a BIOS
capability flag. The BICS cap il l%%‘eferenced by a process
such as ftwar roce det e Jin Qr t _a ba

ol der er si oﬁhggretsfin gveﬁ’gPPnr?rP%des tI%%\r,\gopucro rr%n quﬁ °rsaf§F§ gz(il]“rl the
BICS is defiped as dat eabl e, rm/var i S responsi bl

it al i@?t{\%{] SR B APRGMSe o HPER R it Sb oL AaBJFH S Ass o
subsystem [00l 9] For purposes of this disclosure, an_ informtion han glrng
syst em rtgjeriine tgecRmBAtbHEY refmBprdumre &tYBlFab}@g‘reé‘@)étlés"Blﬂedi hagdwigr nang| B8
operable to conpute, classify, process, transmt, receive, retrieve,

ori gi natreyisions during the fash ,updats of the, BIPSni f est, detect, record, r epr oduce,
handl e, or utilize any formof information, intelligence, or data for.

busi ness['og}s](ﬁl ent | f"I'h(é pres 1{1}t1¥194n’tlog is f?ﬁadigrherﬁéﬁ’ %&fogfﬁ Hioff XA s \Ngétgmst{avmége

i nf or mat handl i'ng *sys erson cofpu a ne

device, or an ot her suitable devr in size

per f or me€er FFCPT"BWEIW?VSS‘%&“‘& ?‘B’é 15 ﬁR&fa?(Fﬁ 8‘?%&?‘ iBH" Hﬁ?fﬁ?'iyng%s'ysctegtﬁ'ﬁﬂ may

i ncl ude random acc¢ess nenory one or, Nnbre processi.ng resourc such
as a cerRIPEASSIpg d@étsgrmé’eummw(@ceptﬁlier REr3d RRIFTOCHURPUWIEs t RaPUCTERIRESSHAT- |

ROM and/or other types of nonvolatile menor Addi t i onal conponents of the
i nf or mat infAmaterd hapdingy sYsta ﬂasludqscrtmeseahéléﬁ st ds pstatiye j Wity the fentsal
nore network ports for comrunicating with external devices as vveII as

vari ous pragassingmditdhatphasts( the /opedatioe syssers  kemet landispeshapey etberr egntral pagessingand
a video display. The information handling 6 system may al so include one
or nore imigseThe BEOSA LI thetpresentanemtion henoneniraadre bmsd capobidjtyt fiagswad boeier more

har dwar e conponents. [0020] Referring now to the drawi ngs, the details of

an exenphifeit 8560 0saBRIY flags. LIhe BIOSSedatihgyedtion arbupiatoitecas isaskd o update
illustrated. Like elenments in the drawings will be represented by |ike

nunbers, , 8Ragkys IBTOS 36 a S4tiBRReAt BIOS, E@nﬁ%ﬂh@ %E@zﬂ& Brbcas, thie il ARSIy Wagdofa

di fferent Iovver case letter suffix. eferring to Figure 1, depicted

it | east MSTEeRRa B0, A Y S BN 0, ‘3%? ShisBIHS FRQIBE B bibed L8 e
dat d t.rol t | nbodi t,
tﬁ eal ﬁ? 0? o 1r(rgeoif h %frigce?nenp ﬁEC%) ganvﬁe u@eé’ m}{l%c%log% Sprpsléﬁ 0§ n one €nbodi nen

I'ng systemis tem e information
handl i ng system generally referenced by the nuneral 100, conprises
processof®11]10 andltes apditatpeckesolchmgeerfoeguthat @mpadser sheck)VRls'for tidnple,
configured as a processor node 108. There may be one or nore processor
nodes 108ro(ping theoeheidus A8a 1ﬁf¢dnfb@&bva@u’ee drld| cosiptuti e tthy val%emoratsbmlermal@anahéﬁ)l
which nmay al so be referred to as a "nmenory controller hub" or a "nmenory

control | gﬁeratldnsﬁﬁgp% ektbirftRn) R DHbeYS i BInaBM4lNe 1RA- cahNBe @Iy BEdndge 340
is coupled to the processors 110 via the host bus 120. The north bridge 140

Iczn g:gﬂ \ﬂ/{cb%p{tfmﬁie@ < rﬁﬂn%ﬂg o 2Rl oA IR GRYe! (fdn@t | fhdSEie o ?1& Aot € the

O varl ous and I nt eqgr ates er syst e ncti ons such
terf E 2 /
T VAR i B AMELORY L o
t | t f th th b 140 t
SRR U B%tereréﬁgr?f%B? R RN TR .

bridge 140 typrcally includes functionality to couple the main system
menory 156htas 8otth P, Ge ot bbitsar Make (95desshf or mat i on handl i ng syst em 100.
Thus, nmenory controller functions such as main nenory control functions
typically reside in the north bridge 140. In addition, the north bridge 140
7 provi des bus control to handle transfers between the host bus 120 and a
second bus(es), e.g., PCl bus 170 and AGP bus 171, the AGP bus 171 being
coupled to the AGP video 172 and/or thedvideo display 174. The second bus
may al so conprise other industry standard buses or proprietary buses, e.g.,
| SA, SCSI, USB buses |68 through a south bridge (bus interface) 162. These
secondary buses 168 may have their own interfaces and controllers, e.g.,
RAI D storage system 160 and input/output interfaces) 164. Finally, a BIGCS
180 is operative with the information handling system 100 as illustrated in
Figure 1. [0022] The present invention uses BIOS capability/feature flags
to defrne/rdentrfy neM/capabrlrtres that are added to a platforn1 such as a

o, a 0w Y —— ™1 ~N~



'[0025] For every BICS revision rel eased, there woul d be a defined |ist of
features that are supported. The list of supported features would be
reflected via the replacenent build capability flags when the repl acenent
BIOS version is rel eased. For exanple, a 32-bit (DWORD) val ue could al so be
enbedded in the flash ROMfile or header such that the flash
utility/application would be able to access this value for conparison

pur pose 026] er.r | i P QU i 1ol he
bt pr JRRAl o i 10 sl Ak, bt B e tioqit, GAF B SV ERbRRGNn of -
exanple, a 32-bit v e,.tq. reflect .which of the ;new.f .
that ar é@&%ﬁ'&&ff&@gﬁv g?\éﬂlﬁail@ﬁgwwg&%esi%m? wes g?(gd%ll??sr' ety Fﬁlgéé%gﬁtgt ed
within the system 100. The specifi¢ present boqt capabili | ags 204, woul d
be | ocat@dhe inverionobiin Pk agubsst 2@%#6?%? F"&g‘?riﬂbn °0g° ﬁ%‘y £° ?soﬂ%‘ffl R’
flash update application/utility would only allow a replacenment BIOS 280 to
be i npl etirefmventiadn t he system 100 if the repl acement build capability flags
282 of the to-be-flashed 9 (replacenent) BICS 280 is equal to or greater

than the present boot capalili 950k B8 g-gg%g%v REesent Bl OGS 180. The
system 100 is provided wt e g g x : on 250. The flash

update a i.cation, 2S0 i s used t.0 det.ern i

pr esent @ﬁ@ 180 t‘% n}%%ccerg%ipgcug%rﬁ@népw g@d; r%é%ﬁ}%%f%#&é%ﬁ%ﬁ%&?@&%&e
enbodi nents, to preyent the flash-update if the.replacenent.Bl [

unwor kabMay et AP r FeloTing 18t 0, Q’gﬁ‘.”mlgnd?sﬁ?@lolnl R rlra\t(i’0\51\5“ngt(irr%loa‘l§i e e
when the val ue of the replacenent build capability flags 282 of the

r epl acendi¢PMPAENEBVINEE WHEHY er t han or equal to the val ue of the present
boot capability flags 204 of the present BIOS 180, the new flash is

I ndi cat eﬂ}oltlg]ss qugfi%urfe uj iy ot Etzlghaﬁé AdRAdiBgLAVBS @n C&@fn?uw ahibBingne dfhuss

that the h update is wor e. The check between the replacenent build
capability fl ags, 2 t iLity flags 204 also all ows
t he BI %“1* aggﬁl g?nl%glﬁg ﬁﬁtnlbg%lggcgr?g@%pﬁggepg%g%b%he error/inconpatibility
via appropriate nmeans, such as, for exanple, a warning sound or screen
nessage. [00155houl cFiperertoisedblodiadiagmimeillugotipg aipsesantaBIQh gahe mpiacemerntBIS
al l owi ng update when a certain value is |l ess than or equal to, or only |ess
t han, onhycofdito thoteachingdrif thegpreseheinvéntian, are possible with the present
invention and are equivalent to the illustrative exanple. [0028] The
operation of the flash update jcation 250 is illustrated.in FEi gure 3.
The met h&¥18t arts KivI 3t1ﬁé?@Wg%g’cduf%at}nﬁff‘aﬂ‘fm%}a’fyeeﬁbé’?mP F%‘Iefg’ ﬂtl)(%lgorﬁ?%e
present BIOS in step 302. In step 304, a check is perforned to determ ne
whet her presentaplenidement BIOS is able to take the place of the present BICS.
The check of step 304 can be acconplished in a nunber of ways. One way is
to have t[&ﬁ%”' ougpd b g fvERIGHaPSe ﬁlsé’%{t)iw% t RaridR mAHACHAbEs ard atiérfative
regi ster..” Then the conpari son step can sinply be an operation performed on
the two registers. ane r.eqj [1: RQAL 2 ceP8RHd M the AchwiRd ue,
and one f%"g]SStSZ’FCIPBrCX?rﬁ%lg'S}e%ﬁgbgogéJr}é{r% { %oFél%(s:sglggBi ?’i tvpflag \?:'IBJ ue. For i
exanpl e, a conpari,sqgn can.b de. t rm ' a i t
SRR T 8 e fag! PR hELMIATRG, HoYSvO P o adsifpion se

r epl acem@A a ater than, or efjua e val ue
of the present boot capability flag, as .10 illustrated in,step,.
Figure 3.forth hegin pspec 1o embpdimesls; %°tp‘BE°f‘flerC{/£° kjlmﬁ}xegn'e) ?refﬁéﬁngﬁ?‘ggggggﬁ? s

perfornmed and the BICS is gIEdated (e.gz_. , .the {)resent B CB.I? ovtﬁgwrit.bgn by
the repl gedisular fopmedisclogtd dfatheseall mpdiisationgsa) ef“an’essf“gpe%‘(‘)"L? ods TRelyar YRR
("No"), then an error nessage can be indicated in stg) 308, and the rreghod
ends, genbe apitiy and scopeeyf thd Gneestipn |ag siefinedobly ithe PPRended olaimy,areiptended ¥0BC of
the flash update application 250 can be a nmethod that is inplenmented in
sof t war e,covétediar dware, or in any conbination of hardware and software.
Simlarly, other elenents of the present invention can be inplenented in
hardware, in software, or any conbination of hardware and software. [0029]
The features and benefits of the present invention can be further
illustrated in the follow ng exanple. It should be noted, however, that the
followng is but an exanple, and that alternate enbodi nents and different
applications of the present invention arg possible. In this exanple, the
system 100 has been shipped fromthe factory with the A0l BIOS. Thereafter,
a replacenment BI OGS version (the A02) has been released with additional
features, including support for 2GB DIMMs (which is designated as bit 0 of
the build capability flags 282, and support for a DO step central
processing unit (with a new m crocode update) that is designated as bit 1
of the build capability flags 282. Additional features include support for
a new flash part, designated as bit 2 of the build capability flags 282. In

o r o " S PN Y




'[0031 ] In yet another exanple, the customer already has a systemthat

shi pped with the AO1 BICS 180 (with no newitens installed). The custoner
updated to the A02 BIOS 280 soon after it was rel eased (again, wthout

addi ng any of the new itens). For sone reason, the custoner desires to
back-flash from updated A02 BIOS 280 to past A0l BIOS 180. Wth the updated
A02 BICS 280 already installed, the system 100 updated boot capability
flags 284 will have a PARoBAkNTse Past bui |l d
capability flags 202 0> Bros 180 will al so have

[J
a val ue 000h. nce, ..t he back-fl ashi fromthe, update 0Oto
t he past[8§&k§g BI Os TRgdnYaFPn l?éc’pa?ls?so{ﬁe%ﬁﬁ/ﬂ%h%m asht glﬁopa e ag‘pg%é‘@:“%ﬁz gSO.
12 [0032] The bits for the build.ca iLity fla an he cunmul ative. .This
means t HY§Rs aﬁﬂﬁf%fsea“élr‘@ﬁhﬂ’fﬁ?’éf oY bgqng aﬂger @ﬁ‘é&?%gﬁ‘aﬁwﬁb@ﬁe‘?ﬁy OBEIROR % nal
capabilities, then extra flags (Ibits) can lﬁg aﬁd d to the buil.dﬂaﬁa‘p bility
flags. Whe ixformgtion hendingpystear 1B otk avoxdsybepkatlashinge Warldnbe Frstricted Waenglt os
build capability flags (because of the extra bits), it would only be_a
pr obl em wéuld heendexl thes systern henusable dorc awstablei t yThel aepsentr invertion nisesy@h BiOJay
that, during the update procedure of the BIOS, the update determ nation
check r efagabikey/featimegiidg toeidenthy”9 new snapabilitytb&3is afideds tortteer infarmatiore hamtlingd of
the present invention (a) prevents flash updates to ol der BICOS revisions
onl y whegysifC emS@ieyemtddimailt) abh dapsbilitpchatfeatuiei ik ighventz0BIOSigapabilivynflag. Mihki t y
before attenpting the flash update; and (c) results in better custoner

experi engPesabitiey Nhe caEbdRIerdRRE 304 plkesksugh @bal soidale proaski togieriminge
BIOS. In addition,” the capability flags could al so be used by ot her
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custoners, end users, and/or other applications. [0034] The invention,
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invention, has been depicted, descrjhbed and is defined by reference to
exenpl ar ?“%?PSBH?]%H Egg?p?ﬁ%ss?r%?éﬁiﬁaﬁﬁq% R é?béP{%E‘E- do not inply a
limtation on the invention, and no such limtation is to be inferred. The
i nventi ofois] capalfde pafposénstithis dadelosurePst infaraiatiomharallihg sytén maydndude any
equi valents 1n formand function, as will occur to those ordinarily skilled

in the pﬁﬁ&ﬁgﬂaﬂéntﬁbi SeRbtd WMhdinidntliBe §ekdbl b cohiptitedéiagtfPsprocess, Thaasmit,
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° s ((:‘EJRrAr Me D), one or more processing resources such as a central processing unit (“CPU”), hardware

or software control logic, ROM, and/or other types of nonvolatile memory. Additional
components of the information handling system may include one or more disk drives, one or
more network ports for communicating with external devices as well as various input and output

(“I/O™) devices, such as a keyboard, a mouse, and a video display. The information handling



boot capability flags of said present BIOS to determne if said replacenent
BI OS can be used in place of said present BICS. 2. The information handling
system according to claim1, wherein each of said flags forma value. 3.
The information handling systemaccording to claim2, wherein said value is
an 8 bit value. 4. The information handling systemaccording to claim 2,
wherein said value is a 16 bit value. 5. The information handling system

according .to claiim erein sal | ue | ' T,
i nfor mats%?f“ H’é"r}'d?lf%éﬂ%%toéﬁ AMEF uﬁgs ?%enhﬁe ?om%%l&\l\kgérﬁg}n#ﬁrscgl 3‘ n?on tlﬂg a
64 bit value. 7., The information handllng system according to claim 2,
wher ei n VEHPY$ hAEIWAES FUMBONEBIS. bit val ue. 8. The information handl i ng system

according to claim2, wherein said replacenment Bl OS can be used in place of

said present BIGOS when a val ue of '
P [0020] Referring now to the dra?v?r{gcsi t%%%?a%?%‘?% el)oclérlnlpfiary embodiment of the

present invention are schematically illustrated. Like elements in the drawings will be
represented by like numbers, and similar elements will be represented by like numbers with a

different lower case letter suffix.

[0021] Referring to Figure 1, depicted is an information handling system having
electronic components mounted on at least one printed circuit board (“PCB”) (not shown) and
communicating data and control signals therebetween over signal buses. In one embodiment, the
information handling system is a computer system. The information handling system, generally
referenced by the numeral 100, comprises processors 110 and associated voltage regulator
modules (“VRMs”) 112 configured as a processor node 108. There may be one or more
processor nodes 108 (two nodes 108a and 108b are illustrated). A north bridge 140, which may
also be referred to as a “memory controller hub” or a “memory controller,” is coupled to a main
system memory 150. The north bridge 140 is coupled to the processors 110 via the host bus 120.
The north bridge 140 is generally considered an application specific chip set that provides
connectivity to various buses, and integrates other system functions such as memory interface.
For example, an INTEL® 820E and/or 815E chip set, available from the Intel Corporation of
Santa Clara, California, provides at least a portion of the north bridge 140. The chip set may also
be packaged as an application specific integrated circuit (“ASIC”). The north bridge 140
typically includes functionality to couple the main system memory 150 to other devices within
the information handling system 100. Thus, memory controller functions such as main memory

control functions typically reside in the north bridge 140. In addition, the north bridge 140



capability flags is greater than a value of said current boot capability
flags. 9. The information handling systemaccording to claim2, wherein
sai d replacenent BIOS can be used in place of said present Bl OS when a

val ue of said replacenent build capability flags is | ess than a val ue of
said current boot capability flags 10. The information handling system
according to claim2, wherein said replacenent BIOS can be used in place of

sai d pr &36RkesBuSRottif fo Ranti® WihsRs Beéebr 18O hét iR M0 Hidid Qc@ﬁlﬁmel_sr%g)g,fﬁcqgs

Is equal” to a value of said current boot capability flags. 11.

| nf or maty 7 Handlicionay o LIAREY Al il Q. o VRS RIE v 8) 73 SRkBEREEN!

Bl OS can be used 1 n place sal d present when a val ue of sal
repl acenent

Uil d pability flags is greater .tha r. | .t al ue  of
ol curvtin Asplst TADagnrietord RS mey, HLGRLRprad Bt infiE siRad Bt on
according to claim?2, ej ' epl nt .BI OS can be used in place of
2ai 0 pr dSarResy s s ASoapst 31 bt 168 Mibusich ouh SRaeS el areriy 1 hgs
is less than or equal to a value of said current boot capability flags. 15
13. A nebhesrisesPndasyBisesgl 68 mmoRrvedheir penigterfages #nd voatelifs e;ﬁ-'eg-éﬂ? Si9fa8s
having one or nore current build capability flags and one or nore current
boot capwsiem 160 ahdigeput/output interface(s) 164. Finally, a BIOS 180 is operative with the

information handling system 100 as illustrated in Figure 1.

[0022] The present invention uses BIOS capability/feature flags to define/identify new
capabilities that are added to a platform, such as a server or workstation, once they have been
manufactured. The BIOS will then use the information stored in the capability/feature flags to

determine whether or not to prevent back-flashing to older BIOS revisions.

[0023] In one embodiment of the present invention as illustrated in Figure 2, there exists
a set each of BIOS flags 202 and 204 of present BIOS 180. The first set of flags 202, referred to
as build cé.pability flags 202 in this disclosure, is created when a new BIOS revision is released.
The build capability flags 202 contain a pre-defined value composed of, for example, 32-bits, for
capability one or more flags, with each flag composed of one or more bits. In some
embodiments, multiple pre-defined values could be used to add additional flags, and/or those
extra flags can be contained within values of 8-bits, 16-bits, 64-bits, 128-bits, or other (greater,
lesser, or intermediate) sizes. Moreover, other bit-lengths and values, or other techniques for
grouping flags are usable with the present invention. The specific bit-length, value, and number
of values depend upon the problem at hand, and not with the operation of the method or
implementation of the present invention. Typically, the values for the build capability flags 202

do not change for that BIOS release. The values for the build capability flags 202 identify what



b) providing a replacenent BI OS having one or nore replacement build
capability flags and one or nore replacenent boot capability flags; and c)
conparing said replacenment build capability flags to said current boot
capability flags to determ ne whether said updating is allowed. 14. The

met hod according to claim 13, wherein said current boot capability flags
are equated to a current boot capability value. 15. The nethod according to
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current boot capability value. 19. The nethod according to claim 15,

wher ei nmwiqapib@lddti ng i s allowed when said replacenent build capability
value is greater than or equal to said current boot capability value. 16

[0024] The second set of capability flags, called the boot capability flags 204, is
generated when the system 100 invokes the power-on-self-test procedure (“POST”). The value
of the present boot capability flags 204 is dynamic and reflects the current configuration of the
system 100. The present boot capability flags 204 may or may not indicate the presence of all of
the features associated with the present build capability flags 202 for that specific present BIOS

180.

[0025] For every BIOS revision released, there would be a defined list of features that are
supported. The list of supported features would be reflected via the replacement build capability
flags when the replacemént BIOS version is released. For example, a 32-bit (DWORD) value
could also be embedded in the flash ROM file or header such that the flash utility/application

would be able to access this value for comparison purposes.

[0026] Referring again to Figure 2, during each system boot, the POST procedure will
update the present boot capability flags 204 with, for example, a 32-bit (DWORD) value, to
reflect which of the "new features" that are supported by the present BIOS 180 that are currently
incorporated within the system 100. The specific present boot capability flags 204 would be

located in the run-time BIOS 180 for applications to query.

[0027] A flash update application/utility would only allow a replacement BIOS 280 to be

implemented on the system 100 if the replacement build capability flags 282 of the to-be-flashed

9



20. The nethod according to claim15, wherein said updating is allowed when
sai d replacenent build capability value is |l ess than or equal to said
current boot capability value. 21. The nmethod according to claim13,
wherein each of said flags are grouped to forma value. 22. The net hod
according to claim21, wherein said value is a 8-bit value. 23. The nethod
according to claim21, wherein said value is a 16-bit value. 24. The nethod

accor di ' sqi t hod
ccor di npleBediod] FGH 28 REEEAT o el o 1R Rt ok YRy 3 2006 HE 00
according to 2 aid v 128 al u 7
comput e PSR B ipegef T Peredfid Wi 3 Bat beit XC%%"%O%% Tt ¢
mai n rrenor sajd.informtion hand|ing_ system her
present Ui aRA RIS isgseshie mineat e o é‘htlp‘{ﬁ‘{ﬁ ff%rné'aep qnf ?Wﬂé@io Bhd
one or nore current boot capablllty fl ags; replacenent means _havi ng
one or rreplecemepl BEENHR ispiarkable; apdiin F‘Pr{l?effﬂ’ enihdo GFF‘é’e’é)‘rth‘?rﬂ?%‘ ‘FP@B‘IedE@Fre nt
boot capability flags; and c) conparison neans for conparing said
r epl acermreplacement BIQS pratrivarkable wathshe cursent dystam d@ht b thix illusiptive lembpdimeals t o
determ ne whether said updating is allowed. 17
. AHS. AY.vAshYhé\whlhé bf theAkpladerneEbuild AdpailityAflags. 283, fSh@@placement BIOS 280 are
greater than or equal to the value of the present boot capability flags 204 of the present BIOS
180, the new flash is indicated to support fully the installed hardware configuration and thus that
the flash update is workable. The check between the replacement build capability flags 282 and
the present boot capability flags 204 also allows the BIOS installation application 250 to report
the error/incompatibility via appropriate means, such as, for example, a warning sound or screen
message. It should be noted that other comparison arrangements, such as allowing update when

a certain value is less than or equal to, or only less than, only equal to, or only greater than, are

possible with the present invention and are equivalent to the illustrative example.

[0028] The operation of the flash update application 250 is illustrated in Figure 3. The
method starts with the attempt to install a replacement BIOS over the present BIOS in step 302.
In step 304, a check is performed to determine whether the replacement BIOS is able to take the
place of the present BIOS. The check of step 304 can be accomplished in a number of ways.
One way is to have the various flags arranged as a value in, for example, a 32-bit register. Then
the comparison step can simply be an operation performed on the two registers, one register for
the present boot capability flag value, and one register for the replacement build capability flag
value. For example, a comparison can be made to determine if the value of the replacement

build capability flag is greater than, or equal to, the value of the present boot capability flag, as

10
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method 300 of the flash update application 250 can be a method that is implemented in software,
in hardware, or in any combination of hardware and software. Similarly, other elements of the
present invention can be implemented in hardware, in software, or any combination of hardware

and software.

[0029] The features and benefits of the present invention can be further illustrated in the
following example. It should be noted, however, that the following is but an example, and that
alternate embodiments and different applications of the present invention are possible. In this
example, the system 100 has been shipped from the factory with the AO1 BIOS. Thereafter, a
replacement BIOS version (the A02) has been released with additional features, including
support for 2GB DIMM’s (which is designated as bit O of the build capability flags 282, and
support for a DO step central processing unit (with a new microcode update) that is designated as
bit 1 of the build capability flags 282. Additional features include support for a new flash part,
designated as bit 2 of the build capability flags 282. In this example, the bit values for the
present build capability flags 202 of the A01 BIOS 180 would all be set to zero because those
new features were unavailable in the original (present) BIOS 180. However, the bit value
(typically a 32-bit value) for the replacement build capability flag 282 of the replacement BIOS
280 would have three bits set, one for each of the new features mentioned above. In this
example, because there are bit values available for the new features in the present boot capability

flags, then a comparison between the present boot capability flags and the replacement build
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are set to 1 and the current boot capability flags are set to 0, then the value of the replacement
build capability flags is greater than the value of the present boot capability flags and an update

of the BIOS is workable.

[0030] In yet another example, the customer obtains a new system 100 from the factory
with the A02 BIOS 280 and a new flash part (but not the DO step central processing unit or the 2
GB DIMM’s). In this example, the current boot flags 284 would have only the second bit of the
three bits set (which would be 0004h in this example). If the customer tries to back-flash to the
A01 BIOS 180, the flash update application 250 would check the current boot capability flags
284 (such as 0004h) on the A02 BIOS 280 with the build capability flags 202 in the to-be-
flashed binary for AO1 BIOS 180 (which would read 0000h in this example). Since the new
BIOS 180 does not have the same level of capability as the current BIOS 280 (the bit value for
the replacement build flags 282 is less than the bit value for the present boot flags 204), the flash
update would be blocked by the flash update application 250 and the application 250 can return

the specific error code or diagnostic information to the user.

[0031] In yet another example, the customer already has a system that shipped with the
A01 BIOS 180 (with no new items installed). The customer updated to the A02 BIOS 280 soon
after it was released (again, without adding any of the new items). For some reason, the
customer desires to back-flash from updated A02 BIOS 280 to past A0l BIOS 180. With the
updated A02 BIOS 280 already installed, the system 100 updated boot capability flags 284 will
have a value of, for example, 0000h and the past build capability flags 202 for the to-be-flashed
iJast A01 BIOS 180 will also have a value of 0000h. Hence, the back-flashing from the updated

A02 BIOS 280 to the past AO1 BIOS 180 will be allowed by the flash update application 250.
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future BIOS versions are created with support for additional capabilities, then extra flags (bits)
can be added to the build capability flags. While this would appear to make a mismatch between
the future BIOS build capability flags (because of the extra bits), it would only be a problem if

the values of the build capability flags are set in such a way that, during the update procedure of

the BIOS, the update determination check returned a negative (“No”) result.

[0033] To summarize, the method of the present invention (a) prevents flash updates to
older BIOS revisions only when necessary; (b) allows the update utility to flag incompatibility
before attempting the flash update; and (c) results in better customer experience because the
method does not block global back-flashing of the BIOS. In addition, the capability flags could
also be used by other applications to report the addition (or removal) of features in the BIOS to

customers, end users, and/or other applications.

[0034] The invention, therefore, is well adapted to carry out the objects and to attain the
ends and advantages mentioned, as well as others inherent therein. While the invention has been
depicted, described, and is defined by reference to exemplary embodiments of the invention,
such references do not imply a limitation on the invention, and no such limitation is to be
inferred. The invention is capable of considerable modification, alteration, and equivalents in
form and function, as will occur to those ordinarily skilled in the pertinent arts and having the
benefit of this disclosure. The depicted and described embodiments of the invention are
exemplary only, and are not exhaustive of the scope of the invention. Consequently, the
invention is intended to be limited only by the spirit and scope of the appended claims, giving

full cognizance to equivalents in all respects.
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CLAIMS

What is claimed is:

1. An information handling system having one or more central processing units
operative with main memory, said information handling system further comprising:

a present BIOS operative with said one or more central processing units, said
present BIOS having one or more build capability flags and one or more current boot capability
flags;

wherein, when said present BIOS is updated with a replacement BIOS,
replacement build capability flags of said replacement BIOS can be compared to said current
boot capability flags of said present BIOS to determine if said replacement BIOS can be used in

place of said present BIOS.

2. The information handling system according to claim 1, wherein each of said flags

form a value.

3. The information handling system according to claim 2, wherein said value is an 8-
bit value.

4. The information handling system according to claim 2, wherein said value is a 16-
bit value.

5. The information handling system according to claim 2, wherein said value is a 32-
bit value.
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bit value.

7. The information handling system according to claim 2, wherein said value is a

128-bit value.

8. The information handling system according to claim 2, wherein said replacement
BIOS can be used in place of said present BIOS when a value of said replacement build

capability flags is greater than a value of said current boot capability flags.

9. The information handling system according to claim 2, wherein said replacement
BIOS can be used in place of said present BIOS when a value of said replacement build

capability flags is less than a value of said current boot capability flags

10.  The information handling system according to claim 2, wherein said replacement
BIOS can be used in place of said present BIOS when a value of said replacement build

capability flags is equal to a value of said current boot capability flags.

11.  The information handling system according to claim 2, wherein said replacement
BIOS can be used in place of said present BIOS when a value of said replacement build

capability flags is greater than or equal to a value of said current boot capability flags.

12.  The information handling system according to claim 2, wherein said replacement
BIOS can be used in place of said present BIOS when a value of said replacement build

capability flags is less than or equal to a value of said current boot capability flags.
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13. A method of updating a BIOS comprising:
a) providing a present BIOS having one or more current build capability
flags and one or more current boot capability flags;
b) providing a replacement BIOS having one or more replacement build
capability flags and one or more replacement boot capability flags; and

c) comparing said replacement build capability flags to said current boot

capability flags to determine whether said updating is allowed.

14.  The method according to claim 13, wherein said current boot capability flags are

equated to a current boot capability value.

15.  The method according to claim 13, wherein said replacement build capability

flags are equated to a replacement build capability value.

16.  The method according to claim 15, wherein said updating is allowed when said

replacement build capability value is greater than said current boot capability value.

17.  The method according to claim 15, wherein said updating is allowed when said

replacement build capability value is equal to said current boot capability value.

18.  The method according to claim 15, wherein said updating is allowed when said

replacement build capability value is less than said current boot capability value.

19.  The method according to claim 15, wherein said updating is allowed when said

replacement build capability value is greater than or equal to said current boot capability value.
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21.  The method according to claim 13, wherein each of said flags are grouped to form

a value.
22.  The method according to claim 21, wherein said value is a 8-bit value.
23.  The method according to claim 21, wherein said value is a 16-bit value.
24.  The method according to claim 21, wherein said value is a 32-bit value.
25.  The method according to claim 21, wherein said value is a 64-bit value.
26.  The method according to claim 21, wherein said value is a 128-bit value.

27.  An computer system having one or more central processing units operative with
main rﬁemory, said information handling system further comprising:
a) present BIOS means having one or more current build capability flags and
one or more current boot capability flags;
b) replacement BIOS means having one or more replacement build capability
flags and one or more replacement boot capability flags; and
C) comparison means for comparing said replacement build capability flags

to said current boot capability flags to determine whether said updating is allowed.
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