25 MAY 2005 1 A BIOVETRI CS PARAMETERS PROTECTED USB | NTERFACE PORTABLE
DATA STORAGE DEVI CE W TH USB | NTERFACE ACCESSI BLE BICNETRICSZPﬁqpﬁﬁﬁquGS
BACKGROUND OF THE INVENTION (1) Field of the Invention The presen
i-nvention relates to a USB conpound device, including a USB portable data
storage device and a USB bionetrics processing unit. In particular, the
USB portabl e data storage device is accessed with bionetrics (Fingerprint)
technology to ensure data and information storage within the device is
secured with personal bionetrics information. In addition, the bionetric
unit can be securely accessed by PC or USB On-the-Go host to perform

Funni ng i n A IOREFRIEE BARAMESERS PROFESTRPUsE N TERAGE 1o At °
Conventi onal devices enploy a sensoring device for sensing bionetric
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- that bionetric identification is required to launch the function of the
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via USB such that access of the digital systemrequires 2 5 MAY 2005
BACKGROUND OF THE INVENTION
(1) Field of the Invention
The present invention relates to a USB compound device, including a USB
portable data storage device and a USB biomefrics processing unit. In particular, the
USB portable data storage device is accessed with biometrics (Fingerprint) technology
to ensure data and information storage within the device is secured with personal
biometrics information. In addition, the biometric unit can be s_c;;ar;ly“acbessed byPC
6r USB On-the-Go host to perform various biometrics functionalities at the control of

application software running in the PC or USB On-the-Go host.

(2) Description of the Prior Aﬁ

| Conventional devices employ a sensoring device for sensing biometric
characteristics such that the device is connected via USB to a system and that biometric
-_identification is required to launch the function of the said system. US 6,125,192 issued
to Vance C Bjorn et al on 26 September 2000 discloses a fingerprint sensor that is

connected to a digital system via USB such that access of the digital system requires




2 fingerprint authentication. Simlarly, US 6,353,472 issued to_R chard V
Bault on 5 March 2002 discloses a device for the authenticat |205 MA¥ 20[]5
person by his fingerprints prior to an authorization for an operation, and
that the connection of this device to the node of operation can be
perfornmed via USB interface. None of 2t he above prior art have suggested
the use of fingerprint authentication on a portable hard di sk which can be
| inked to a conputer platformvia USB such that fingerprint authentication
is required to access information stored in the said disk. In addition,
the bionmetrics processing unit of the conputer platformcan be accessed
exter n%l |y by the USB host é_o 'E{?rfor m various . functions incl udi n?

aut hor i"PgeRSint Autberdicalion coimpilatyr Uk &333.46¢ dssladyioRishardeY fpawt oni Sage,
e-banki ng and other fingerprint identification tools. US. Pat. No.

4, 210, ddarch 200 Hisdlosagon deyice fordhe agihentigatian afgspeisos dydie fingarprintstarioal
scanning fingerprint reader cooperating with a central processing station
for a teenuawherization fapphiopatation, and ¢hatdbe adniedtiongofahisededce toothe modat i on
or-providing access to a conputer termnal. U S. Pat. No. 4,525,859 issued
t o BowlcdsoperatRin dambelS&fornmidvihalER idtetfices eNofe \UfdRe abdver@sridradrt Gapé uri ng
a fingerprint inmage and uses the mnutiae of the fingerprints, that is,

t he br anghestie@ne aRE BOSnGHrphnteadthatRialibh Un hi staeble hard BRkOWAICAS AR H&EL ch
wi th a database of reference fingerprints. Unfortunately, one shortcon ng

of thi$nk&es Wé%ﬁylﬁ%ﬁﬂﬁﬁoﬂ 9{?’18§Bf§u'aﬁeiﬁ§t I‘iﬁ@érﬁﬂte&flhﬁﬂfebﬁé’ﬁ Bﬁl‘%’&ﬁir@@ t@r an

optical sensor ma ecel ved by presentati’on of a photograph or printed
i mage £ Or i . rue.dive fi. i | ca
Cenoct gt:cr:r%sys %E&gﬁtuﬁb sgé]rgﬁﬁ ¥ s5iBsi 1h 'SU8itloh frel biBHERY fbeesdg GRY of
the computer platform can be accessed externally by the USB host to perform various
functions including authorization of door and computer access, scanning of fingerprint

image, e-banking and other fingerprint identification tools.

U.S. Pat. No. 4,210,899 issued to Swonger et al. on 1 July 1980 discloses an

optical scanning fingerprint reader cooperating with a central processing station for a
'secure access application, such as admitting a person to a location orproviding access
to a computer terminal. U.S. Pat. No. 4,525,859 issued to Bowlés on 25 June 1985
similarly discloses a video camera for capturing a fingerprint image and uses the
minutiae of the fingerprints, that is, the branches and endings of the fingerprint ridges, to

~ determine a match with a database of reference fingerprints. Unfortunately, one
shortcoming of this technique is that stained fingers may affect optical sensing or an
optical sensor may be deceived by presentation of a photograph or printed image of a

fingerprint rather than a true live fingerprint. Optical sensors may be bulky and




2 5 MAY 2005 3 susceptible to shock, vibration and surface contam nati on.

Additionally, an optical fingerprint sensor may be unreli ab 5 W %}G@
in addition to being bulky and relatively expensive due to Op an

noving parts. It is therefore an object of the present invention to
provide a bionmetrics paraneters protgcted USB interface portable data
storage device with USB accessible interface Bionetrics processor and is a
fingerprint sensor and rel ated nethods for accurately sensing a
fingerprint, and which sensor is conpact, reliable and relatively

I nexpensi ve. Accordi ngly, the many shortcom ngs and di sadvantages of
convent i onal t|c ensors are overcome in the present invention wth
the usSUSFeRt (,tPﬁ oV IRIpHQRE [Andl pLERce Sontminatian. nAdditienalyt &nt oRfiral 96688
i ssued to Ritronics Conponents Singapore Pte Ltd (SGQ" discloses a

bi onet fingsrysingsepseamesBepwirehahie inseaviea by additioia beingHawley end relgtivalnr ed
to the present invention, the prior art device does not allowits

bi onet rexpensige aiues to ngtia;miandtmobiegamrt&sétj isd khezefiorg anyobjest bBEhépsesentV O
03/ 003283 Al discloses a portabl e device having bionetrics-based

- aut hentimgsitionntoc proalald at biemetriidawpsimetery prdtegted 0SB sivitsifadevpoartable qlata es
that admnistration software be installed in the PC host. In addition,

access sterab8ieVRB-witP UBE hecdsRipis mt@ﬁaéé‘Bldﬂﬁéthé‘@Fﬁ)c@%ércﬁ& #a tfﬁ%géfdﬁlh?Ved

using a password as an alternative to bi onetric authentication.

MAY 20Qansor and related methods for accurately sensing a fingerprint, and which sensor is
compact, reliable and relatively inexpensive. Accordingly, the many shortcomings and

disadvantages of conventional optical sensors are overcome in the present invention

with the use of capacitive or electric field sensors.

Singapore Patent No. 96688 issued to Ritronics Components Singapore Pte Lid
(SG) discloses a biometrics protected USB portabie data storage device. However,
compared to the present invention, the prior art device does nof allow its biomefrics

processing unit to be accessed directly by its USB host.

W/O 03/003283 A1 discloses a portable device having biometrics-based
authentication capabilities. However, enrollment of such device requires that
administration software be installed in the PC host. In addition, access to the non-
volatile memory of the portable device can be achieved using a password as an

alternative to the biometric authentication.




4 SUMVARY OF THE | NVENTI ON Enbodi nents of the invention provide a USB
device which includes a bionetrics processing unit and a bi@qﬁt&hg?'zgpﬁ
paranmeters protected USB portable data storage device. The inmfo [
storage within the device is secured with personal fingerprint bio-data by
the bionetrics fingerprint processing unit and the same bionetrics
fingerprint processing unit can be accessed by USB host devices to perform
various bionetrics (fingerprint) functignalities. In addition, the

comuni cati on path between any conputer platform (with USB host) and the
device is via a USB client/host interface. Enbodi nents of the present

I nvention provide a portabl eﬁqmﬁAﬁ\eb%gﬁdEngﬁiﬁbN the bionetric
ely y U

processi ng unit can be secur accessed b fingerprint biodata, only

the person wi Hmpidiniinkd 51 268 %b@ﬁﬁ%@gﬁ@ﬁlﬁié:ﬁ‘ \9SB! Vet %iéﬂéﬁﬁélheﬂsoé

the storage device. In addition, evice al so can be served as a

bi omet ri G,: (.Ej rof ; r ' i1..f 0 ' [ ' PC
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functi onal.i h t erformyaripus biapetrjcs, functionaliti at_th
control  Sioap feae: oHRE BRI sfitdas Wil b6 Pevice  fitysBerer, il ferpde
Such bionetrics.functionalities i.nclude f.ingerprint scanning, fingerprjnt
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storing of fingerprint, bio-data. The device acts as a portable hard disk
with a biflﬂﬁﬁm”ﬂ&ﬂ(}tﬁeéé'@gslﬂ"ﬁb canibe aogassad dnUSS besihdeviess {0 pediomnivarieusace
onto USB host. The USB host can then access and retrieve data stored in

t he st or dipmesich déngerpsinby tundtionalitieso Iin leslditicoy, dhe communication path between

any computer platform (with USB host) and the device is via a USB client/host interface.

Embodiments of the present invention provide a portable data storage, wherein,

the biometric processing unit can be securely accessed by USB fingerprint biodata,
. only the person with the authorized fingerprints can activate the function of the storage
device. In addition, the device also can be served as a biometric (Fingerprint)
processing unit for USB host devices including PC host and USB On-the-Go devices,
independently from the data storage functionality host to perform various biometrics
functionalities at the control of application software running in the PC or USB On-the-Go
host. Such biometrics functionalities include fingerprint scanning, fingerprint bio-data
generation and encryption, comparison of fingerprint bio-data and storing of fingerprint
bio-data. The device acts as a portable hard disk with a biometrics processing unit
which can be connected via USB interface onto USB host. The USB host can then
access and retrieve data stored in the storage device or store data into the storage

device. As the data in the device is protected by a personal.




device. As the data in the device is protected by a personal. 2 5 MAY 2005
5 Enbodi ments of the present invention provide a portable dataZQEdﬁﬁQﬁQﬂQ?
device, wherein the device is solely bionetrics protected and no passwor
is involved in any authorization access of the non-volatile nmenory. In
addition, there is no USB connection to the data processing unit of the
device until after authorized fingerprint is authenticated. |In accordance
with an aspect of the invention, there is provided a portable data storage
device with USB accessi bl e bionetrics prgcessor conprising: an enbedded
fingerprint bionetrics processing unit and sensor, wherein the fingerprint

bi ometrics pr i inE +4h | LaGnal :
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internally w vice; a plurality non- v tile solid stat
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data encryption schenme. In the present
authenticated.

In accordance with -an aspect of the invention, there is provided a portable data
storage device with USB accessible biometrics processor comprising:

an embedded fingerprint biometrics processing unit and sensor, wherein the
fingerprint biometrics processing unit is accessible externally by USB host and
internally within the device;

a plurality of non-volatile solid state read/write memories for data and
information storage;

a processor unif for interfacing with the embedded fingerprint system, a USB
host and the non-volatile sofid state read/write memories;

a data encryption or a data protection scheme for data and information safe-
keeping within the non-volatile solid state read/write memories; and

an enrollment scheme for biometric fingerprint enrollment.

An embodiment of the invention uses a data encryption scheme. In the present
invention, the 56-bit Blowfish encryption is used to encrypt the data within the device.

However, any encryption can be used to encrypt the data within the device.




invention, the 56-bit Blowfish encryption is used to encrypt the data
within the device. However, any encryption can be used to enc ﬂ@¢“ﬁh&2@ﬂﬁa
within the device. 25 MAY 2005 6 An enbodi nent of the invention uses a
data protection scheme. The data protection schene prevents the physical
renoval of the non-volatile solid state read/wite nenories easily from
the printed circuits board. Any attenpt to renove the non-volatile solid
state read/wite nmenories will likely resulted the nenories physically
broken. In the present invention, the epgxy is used to physically bound the
menories to the printed circuits board. Another enbodi nent provides a

Bionetrics par/!ﬂf{f%h%o?jnl?nbﬁt ef A |H§§nﬂ|c5ﬁ fisbacs da?é”ﬁrﬁ@c%oﬁaé&éﬁ&r FHE 454l ce

with USB accessible intertface Bionetrics processor whereln
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secure internet banking, secure access to auto teller nmachine, secure
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the device itself.

the printed circuits board.

Another embodiment provides a Biometrics parameters protected USB interface
portable data storage device with USB accessible interface Biometrics processor,
wherein the fingerprint biometrics processing is not only used to protect the data access
to and from the portable data storage, but can also be accessed by USB host without
compromising to the security of data within the device. This additional inventive step

--enables many biometrics related application to be developed on top of the device. Such

applications include but not limited to secured PC access control, door access control,




The present disclosure provides a bionetrics paraneters protected USB
interface portable data storage device as is an easy to use p@ridixy 2005
m niature data storage device with high storage capacity. The device Is
small in size and is capable of storing huge files such as accounting data
files, CAD files, huge presentation files, multinedia files. Another

enbodi nent provides a bionetrics paraneters protected USB i nterface
portabl e data storage device, which does not require the installation of
adm nistration software for fingerprint enrollnent, authentication and
verification. Another enbodi nent provides a bionetrics paraneters protected
USB interface portable data storage device, wherein the authorization
access SeguUinBleiBebbanking gecuse agegsp ﬁ?yaléfettﬁfb?ﬁ 'i‘éﬁh'f‘?nﬁ%fi'%?i%fﬂc"&ﬁﬂg-nme by
password or token. Another enbodi ment provides a bionetrics paraneters

pr ot ectiwnsas®rshf such ascegsestcaplayed desteredrvitiin Hadevicasalh 1 s user
friendly, just plugged it into any conputer platformvia the USB interface
unit, and provide the authorized fingerprint and data can be accessed on
the conputer platform 2 5 MAY 2005 8 Anot her enbodi ment provides a fast
met hod of adpesprét@nt haiscRbares tppodtes Nat bRmdtliesepdramapasapritecied pUSEECt ed
USB interface portable data storage device. This can be seen fromits
short lhiapgéd 'p%ﬁah‘l@r HhtaCatol Y ABHCS V! %”Flﬁ%‘}sto_t LSE pRttabRt mma@ﬁ] ity 1

second. Also the typical biometrics enrollment tine i's not nore an 1

second sReLge device with high storage capacity. The device is small in size and is capable of
storing huge files such as accounting data files, CAD files, huge presentation files,

mulfimedia files.

‘Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which does not require the installation of administration

software for fingerprint enrollment, authentication and verification.

Ancther embodiment provides a biometrics parameters protected USB interface
portable data storage device, wherein the authorization access to the data storage is

'only by authorized fingerprint and not by password or token.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device which is user friendly, just plugged it into any computer
platform via the USB interface unit, and provide the authorized fingerprint and data can

be accessed on the computer platform.




user. Anot her enbodi nent provides a bionetric paranmeters protected USB
interface portable data storage device which not nore than 1(2 &MAYaZBUS
assigned for authority access right. Another enbodi ment provides a

bi onetrics paranmeters protected USB interface portable data storage
device, which includes a set of mastgr user fingerprint bio-data and

anot her set of normal user fingerprint bio-data. The master user is able to
erase the fingerprint bio-data of both the master and the nornal user,
while the normal user is only able to erase his own fingerprint bio-data.
BRI EF DESCRI PTION OF THE DRAWNGS 2 5 MAY 2005 9 At best one enbodi nent of
the present invention wll now be described with reference to the
acconpanyi ng drawings, in which: FIG 1 is a schematic view of the

bi onetrics paranmeters protected USB interface portable data storage

devi ce; and Ariother2misodimBnt pryvidasra fash medth&tl of lacEessingathe ddtatshareddnitioe of
FIG 1. DETAILED DESCRI PTION OF THE I NVENTION FIG 1 shows a portable data
st or agidlaeiriepakaMetdts Proteetder USBSinterfdeB pdrizibes tarestdnide deviced fThizgespr i nt
sensor 12 and a casing 10. Wth reference to FIG 1, the casing 10

encl osgg fRnafdR ddathotl BISRERICS VeriRb /TR 4y sRiR GRES4 St ¥ hoforditidaBl Hub
second. Also the typical biometrics enrollment time is not more than 1 second per

user.

Another embodiment provides a biometric paramefers protected USB interface
portable data storage device which not more than 10 users are assigned for authority

access right.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which includes a set of master user fingerprint bio-data
and another set of normal user fingerprint bio-data. The master user is able to erase the
fingerprint bio-data of both the master and the normal user, while the normal user is

only able to erase his own fingerprint bio-data.

BRIEF DESCRIPTION OF THE DRAWINGS




16, a bionetrics access swtch 38, a fi nger print enrol | nment swégéjg
access control decision (a mcro-controller) unit 32, a data %%05

unit 34 and a plurality of non- volatile solid state read/ write menory 40.
In the enbodinent illustrated, the fingerprint sensor 12 is connected to
the fingerprint bionmetric processinggunit 20. The bionetrics processing
unit 20 is connected to the access control decision (a mcro-controller)
unit 32, which is connected to the data processing unit 34. Referring
again to FIGS. 2, when in application, the user of the device can switch
the bionmetrics access switch 38 to either data storage or bionetrics access
before pl ugg{l ng the device onto the USB host. 2 5 MAY 2005 10 If th

sel ection i A\ltkeEshcnes smbediraentaolsther esent inviention il gvave be1 describrd \M%laar of
the data storage device 100 places his finger onto the fingerprint sensor
12 (whireferengesio the aacorspanyijg dEvdngsiswhich2 scans the user's fingerprint
and the fingerprint bio-data is sent to the enbedded fingerprint

bi onetri cs HGcedsarsghamatic 2w dhtheciibmetitd pdramgéerp protecled d®RB rintesface
processing unit 20 verifies the fingerprint bio-data with enrolled

bi o- datppriabRt ddia dtdragy Hevieéyarf or ed and secured as an Encryption Key in a
bi o-data storage unit within the mcro-controller 32. If the verification

s Unsuccesﬁ@znéé‘styb't%ﬁ{ Fu%tldna%lo@ﬁ'ﬂé‘é’ra%%% devitder e a. in the
non-vol atile solid-state read/ wite menory 40 or have his fingerprint

re-scanned. Wien the verification is successful, the mcro-controller 32
instructs the data processing unit 34 to retrieve the information stored in

the non- DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 shows a portable data storage device 100 which comprises a USB
interface unit 14, a fingerprint sensor 12 and a casing 10. With reference to FIG. 1, the

- casing 10 encloses an embedded fingerprint biométrics processing unit 20, a USB Hub
16, a biometrics access switch 38, a fingerprint enrollment switch 36, an access control
decision (a micro-controller) unit 32, a data processing unit 34 and a plurality of non-
volatile solid state read/write memory 40. In the embodiment illustrated, the fingerprint
sensor 12 is connected to the fingerprint biometric processing unit 20. The biometrics
processing unit 20 is connected to the access conirol decision (a micro-controller) unit

32, which is connected to the data processing unit 34.

Referring again to FIGS. 2, when in application, the user of the device can switch
the biometrics access switch 38 to either data storage or biometrics access before

plugging the device onto the USB host.




volatile solid state read/wite menory 40 and sends the information to the
USB host or to store the information from USB host on to the 2“5”MAY gﬂﬂg
solid state read/wite nenory 40. The information that is stored

non-vol atile solid-state read/ wite nenory 40 can be encrypted by the
encryption software running in the UgB host. The user has to enroll his
fingerprint bio-data into the enbedded fingerprint bionmetrics processing
unit 20. In the first enrollnment, the user will have his fingerprint
scanned by the fingerprint sensor 12, and the fingerprint bio-data will be
processed by the bionetrics processing unit 20 and then stored in the
access control unit 32. The wuser nust have his fingerprint scanned 3 tines
per finger to ensure an accurate reading 25 MAY 2005 11 of the fingerprint
bi o-data by the bionetrics processing unit 20 before being stored into the
access cont Hothegglection.is Wp acoess thex tatanstofageowithiortbe ceniceel @hrtbe luser off t er
the first user is enrolled, if another user wants to have access to the

i nf or mitié datasstorage devideht00 plaices hishinger| dntd eheefiigerpantrsensor 62 [(etichBetor e he
can be enrolled, the first user must have his fingerprint authenticated

first, agnfrdadel)t The S&sRSIf sdans thé%s&ﬂb%ﬂ?émﬁht HAGtSe fAgerPAMELIONRItS is
fingerprint bio-data enrolled. Their enroll'ment process is the sane as the

first 4sgr to Hhe éﬁhbebéé‘dj ffn'gﬂﬁtﬁfr‘n'f”blﬂﬁr%tr?ése pFéHeTsQﬁb Ghies20.f | $Hei BhBedded
categorl es - master fingerprints and nornmel fingerprints. The first two

fi nger eﬁ)ﬁﬂf B oﬁjlétﬁgs ﬁF@gr@lﬁéeﬁmt bt r\%@ﬁ" Bé'tﬂée SingERSinta58-8htd WRASEROILY S

have t conpfe rase
bio-data that had previously stored and secured as an Encryption Key in a bio-data

storage unit within the micro-controller 32. If the verification is unsuccessful, the user

will be denied access to the data in the non-volatile solid-state read/write memory 40 or

have his fingerprint re-scanned. When the verification is successful, the micro-controller

32 instructs the data processing unit 34 to retrieve the information stored in the non-

volatile solid state read/write memory 40 and sends the information to.the USB host or
to store the information from USB host on to the non-volatile solid state read/write
memory 40. The information that is stored in the non-volatile solid-state read/write

memory 40 can be encrypted by the encryption software running in the USB host.

The user has fo enroll his fingerprint bio-data into the embedded fingerprint
biometrics processing unit 20. In the first enroliment, the user will have his fingerprint
scanned by the fingerprint sensor 12, and the fingerprint bio-data will be processed by
the biometrics processing unit 20 and then stored in the access control unit 32. The

user must have his fingerprint scanned 3 times per finger to ensure an accurate reading



fingerprint bio-data. The enrollment switch 36 is used to dif&é ent j.agt
anong nmaster re- enrollnent, normal re-enrollnment and nornal eSi M? fnos
operation. In accordance with the present invention, the typical bionetrics
verification and system access tinme of the portable data storage device is
not nore than-1 second, and the biongtrics enrollnment tine is not nore
than 1 second per user, and not nore than 10 users are assigned for
authority access right. 2 5 MAY 2005 12 If the bionetrics access switch 38
is set to.allow the access of the enbedded fingerprint bionetrics
processing unit 20 by the USB host, the access control decision (a
mcro-controller).uynit 32 enables the USB connecti on between the enmbedded
fi nger p?rintﬁ?? f'"&e&)’fﬂﬁ H‘Q:‘Qaér%&@si?'ﬁ@emﬁst progessing upi 20 sioreoleing stored dnto
present invention, a PC access control software is provided together with
t he devih@accesgcanifal WaltS2e i oy maximumi ¢f 10waare gan helensrlled he PC access
control as well as the data encryption functionality. However, the present
invention provides the platformfor further software devel opnent and it is
not only applicable to PC host but also available to USB-On-the Go host. In
addi ti on, t hfterotheviilshtuskee is adnrdiiest, af eanotiad/ vgart @anent y1add dceepdhvsital |y
protected by epoxy to prevent physical renoval of nmenory 40. It is a

conmon glinatibn kierebeifgmet BadicaVi hd wilthavdveNpe deOdnrs it C Bt 86 &dbe
firmvare technol ogy, conbination of the above processing units including

f 1 nger pirirdiled, MMMt L& mBSQRERE SIS And¥iblinSlithnthdded it Wi iPR iPGRRRSsRPNL T O
decision (a mcro-
the subsequent users can have their fingerprint bio-data enrolled. Their enroliment

process is the same as the first user.

The "enrolled fingerprints are further classified into 2 categories — master
fingerprints and normal fingerprints. The first two fingerprints enrolled are master
fingerprints. The master fingerprints have the right to completely erase the device
fingerprint bio-data. The enroliment switch 36 is used to differentiate among master re-

enrollment, normal re-enroliment and normal device operation.

In accordance with the present invention, the typical biometrics verification and
system access time of the portable data storage device is not-more than 1 second, and
the biometrics enroliment time is not more than 1 second per user, and not more than

10 users are assigned for authority access right.

|




controller) unit 32 and a data processing unit 34 to one or two_ph i%agxé
units is possible. Wile the present invention has been descrﬂbﬁdwé§f

of specific enbodinent, it will be understood that nodifications may be
made wi thout departing fromthe spirit of the invention. The scope of the
i nvention is not to be considered as42limted by the description of the

I nvention set forth in the specification, but rather as defined by the
following clainms. 2 5 MAY 2005 13 CLAIMS 1. A portable data storage
device with USB accessi bl e bionetrics processor conprising: an enbedded
fingerprint bionetrics processing unit and sensor, wherein the fingerprint
bi onetrics .unit is accessible externally by USB host and

1 ther ior iy :
internal ly IO IGHReRTEss SViFNP81F Spt it alioM (e astess of tha embedded
read/ wite nenories for data and_ information storage; a processor unit for
i nt er f ACOBEPTIR bipnetdcepasasRing uni 28 bir thetUSE Siostntheacsss denyo! derisioméa
non-vol atile solid state read/wite nenories; a data encryption or a data
pr ot ecthigro-senteatter)funit ILaenvakiesl thenUSBnainnentisrabetwdeadpe rgnbeadded Minglgorint
non-vol atile solid state read/ wite nenories; and an enroll ment schene for
bi ormet bi@méiricg @resassingamiio2 withtthe USB host. In the present invention, a PC access
control software is provided together with the device. The software employed in this
method includes the PC access confrol as well as the data encryption functionality.
However, the present invention provides the platform for further software development
and it is not only applicable to PC host but also available to USB-On-the Go host. In
addition, the non-volatile solid-state read/write memory 40 is physically protected by

epoxy to prevent physical removal of memory 40.

It is @ common general knowledge that with the advanced of semiconductor and
firmware technology, combination of the above processing units including fingerprint
biometrics processing unit 20, a USB Hub 16, an access control decision {(a micro-

controller) unit 32 and a data processing unit 34 to one or two physical units is possible.

While the present invention has been described by means of specific

- embodiment, it will be understood that modifications may be made without departing
from the spirit of the invention. The scope of the invention is not to be considered as
limited .by the description of the invention set forth in the specification, but rather as

defined by the foliowing claims.




2. The portable data storage device of claim1l1, wherein user fﬁi beﬁt
bi o-data include master fingerprint bio-data and normal user h&gﬁg

bi o-data, and the master user is able to erase the bio-data of both the
master and the normal user, while the1§ornal user is only able to erase
his own bio-data. 3. The portable data Storage device of claim1l or 2,
wherein the authorization access to the data storage is only by authorized
fingerprints. 2 5 MAY 2005 14 4. The portable data storage device as in
any one of the preceding clains, wherein a mcro-controller and the
enbedded‘égggégprint bi onetric processing unit wthin the device are

enpl oyed to authorize the read and wite access of the non-volatile
solid state read/wijte nenories. 5. The_ portable data storage device of any

one of the prdtdgriablecfatanstoragr devige \Miﬂb e pacepsiBle: Riomaties PEIPessOrany
unaut hori zed access to the non-volatile solid state read/wite nmenories is
st ored WCAORIMHIStNEe device. 6. The portable data storage device of claimb,
wherein the bio-data is i'. inaccessible by the USB host. 7. The portable
dat a st orage d¥vembeddedfiggerpaniobiomedriqsr proeessing chihiamd, saxiser,evinereiminthe
enrollment switch is used to differentiate fingerprint enroll nent and
nor mal ddingerprinh Uidrastrice apriooaessiperuatiti N accessible externally by USB host and
internally within the device;
a plurality of non-volatile solid state read/write memories for data and
information storage;
a processor unit for interfacing with the embedded fingerprint system, a USB
host and the non-volatile solid state read/write memories;
a data encryption or a data protection scheme for data and information safe-
keeping within the non-volatile solid state read/write memories; and

an enroliment scheme for biometric fingerprint enroliment.

2. The portable data storage device of claim 1, wherein user’s fingerprint bio-data
include master fingerprint bio-data and normal user fingerprint bio-data, and the
master user is able to erase the bio-data of both the master and the normal user,

while the normal user is only able to erase his own bio-data.

3. The portable data storage device of claim 1 or 2, wherein the authorization

access to the data storage is only by authorized fingerprints.




8. The portable data storage device of any one of the preceding cl ai
wherein the nenories of the nonvolatile solid stage read/wrl % ”5985
are magnet o- resistive random access nmenori es comonly I\/RAM 2 5 MAY 2005
15 9. The portable data storage device geeor ding to any one of the
preceding clainms, wherein the nenori eg of the non-volatile solid stage
read/ wite nenories include flash nenories. ABSTRACT A BI OVETRI CS
PARAMETERS PROTECTED USB | NTERFACE PORTABLE DATA STORAGE DEVI CE W TH USB

| NTERFACE ACCESSI BLE Bl OVETRI CS PROCESSOR A bionetric paraneters protected

USB interface portahl g data storage device. which in rates generi.c USB
Coter faccha criE GRBRBeCd, SRR fatice isc i B anss of IR ThESedli SlaRgng
infornati on storage w thi the d vice are secured with ersonal bi onetrics
i nf or mat | Yereita Thickrrepnirelleh pdatas erbesiad fisoerppnk BW%%@%&S*BQ YRt

host to performvarious bionetrics functionalities at the control of

appl i cat i WHiR $re dayiee are@rrigyadnsa pe tpeuborigegheread andovrite scceshef the

bionetrics functionalities include fingerprint scanning, fingerprint
bi o- dat a rEerlalle solihaidtereadiwite oremeriggar i son of

5. The portable data storage device of any one of the preceding claims, wherein
bio-data for authentication of any unauthorized access to the non-volatile solid state

read/write memories is stored within the device.

6. The portable data storage device of claim 5, wherein the bio-data is

inaccessible by the USB host.

7. The portable data storage device of any one of the preceding claims, wherein
an enroliment switch is used to differentiate fingerprint enroliment and normal device

authentication operation.

8. The portable data storage device of any one of the preceding claims, wherein
the memories of the nonvolatile solid stage read/write memories are magneto-

resistive random access memories commonly (MRAM).




fingerprint bio-data and storing of fingerprint bio-data. The gtor
as a portable hard disk that can only be accessed by the useris ﬁ&?h?ﬂbg )

aut hori zed fingerprint bio- data and at the sanme tine the USB accessi bl e
bi ometrics processing unit of the devi (Ii% offers unlimted application for
t he application software operating in host and USB On-the-CGo devices
(FIG 1 is suggested for publication)

9. The portable data storage device according to any one of the preceding
claims, wherein the memories of the non-volatile solid stage read/write memories

include flash memories.






