
DESCRIPTION FIRST RELAY SERVER AND SECOND RELAY SERVER Technical
Field [0001]The present invention relates to a relay server that
enables client terminals connected to local area networks (LANs) to
communicate with one another beyond a wide area network (WAN).
Background art [0002]By using a virtual private network (VPN), a
client terminal can communicate with another client terminal remotely
located across a WAN. However, it is difficult for the VPN to
construct a network that has expandability and flexibility. 



[0003]A relay communication system disclosed in Patent Document 1 can
construct a network that appears as if remote LANs are directly
connected to one another, in a similar way to a VPN. This relay
communication system has better expandability and flexibility than a
general VPN in that it is possible to dynamically change the group
relationship among the LANs, and so on.  Prior Art Document Patent
Document  [0004][PatentDocumentl] Japanese  Patent Laid-Open
Publication No. 2008-129991 Summary of the Invention Problems to be
Solved by the Invention 



[0005]In the relay communication system disclosed in Patent Document
1, each relay server shares identification information of the client
terminals connected to each LAN, thus enabling communication among
the client terminals. Specifically, association information between
identification information of the relay servers and identification
information of the client terminals is shared by the entire network,
thus making it possible for the relay servers to relay communication
packets among the client terminals. [0006]The present invention, a
communication method and communication system provide excellent
flexibility and expandability and include client terminals that
communicate with one another through a WAN. Means for Solving the
Problems  [0007]A first relay server according to a preferred
embodiment of the present invention is a first relay server connected
to a second relay server via a wide area network. The first relay
server is connected to a first LAN that routes a communication packet
via the first relay server. A first communication terminal is
connected to the first LAN. The second relay server is connected to a
second LAN that routes a communication packet via the second relay
server. 



The first relay server preferably includes: a relay group information
sharing unit; a network address registration unit; a routing session
establishment unit; a routing processing unit; and a routing session
disconnection unit.             The relay group information sharing
unit shares, with the second relay server, relay group information
including information to specify the first relay server and the
second relay server constituting the relay group.            Upon
receiving an instruction to route a communicationpacket between the
first relay server and the second relay server, the routing session
establishment unit transmits a network address of the first LAN to
the second relay server, receives a network address of the second LAN
from the second relay server, and registers the network address of
the first LAN and the network address of the second LAN in the
network  address registration unit.Furthermore, the routing session
establishment unit establishes a routing session with the second
relay server to route the communication packet between the first LAN
and the second LAN.             Upon receiving from the first
communication terminal a communication packet destined for an IP
address belonging to the second LAN as a destination address, the
routing processing unit determines whether or not a network address
information corresponding to the destination address has been
registered in the network address registration unit, and specifies
the second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address. Subsequently, the routing processing unit
transfers the communication packet through the routing session with
the second relay server.             The routing session
disconnection unit receives an instruction to disconnect the routing
session, disconnects the routing session, and deletes the network
address of the first LAN and the network address of the second LAN
from the network address registration unit. [0008] The first relay
server may further include: a relay server information sharing unit
that shares relay server information to register IP addresses of the
first relay server and the second relay 



4  server. [0009]A second relay server according to another preferred
embodiment of the present invention is a second relay server
connected to a first relay server via a wide area network. The second
relay server is connected to a second LAN that routes a communication
packet via the second relay server. The first relay server is
connected to a first LAN that routes a communication packet via the
first relay server. . A first client terminal that routes a
communication packet via the first relay server is connected to the
first LAN.             The second relay server includes: a relay
group information sharing unit; a relay server information sharing
unit; a communication unit; a network address registration unit; a
routing session establishment unit; a routing processing unit; and a
routing session disconnection unit.             The relay group
information sharing unit shares, with the first relay server, a relay
group information including information used to specify the first
relay server and the second relay server constituting the relay
group.             The relay server information sharing unit shares,
with the first relay server and the first client terminal, a relay
server information including information used to specify the first
relay 



server and the second relay server, and information used to specify
the first client terminal.             The communication unit
specifies that the first client terminal is connected to the first
relay server based on the relay server information. Subsequently, the
communication unit communicates with the first client terminal
through the first relay server.             Upon receiving an
instruction to route a communication packet between the first client
terminal and the second relay server, the routing session
establishment unit receives a network address of the first LAN from
the first client terminal through the communication unit, transmits a
network address of the second LAN to the first client terminal by
using the communication unit, and registers the network address of
the first LAN and the network address of the second LAN in the
network address registration unit. Furthermore, the routing session
establishment unit establishes a routing session with the first
client terminal to route the communication packet between the first
LAN and the second LAN.            Upon receiving from the
communication terminal connected to the second LAN a communication
packet destined for an IF address belonging to the first LAN as a
destination address, the routing  processing unit determines whether
or not a network address information corresponding to the destination
address has been registered in the network address registration unit,
and specifies the first client terminal as a terminal capable of
routing the communication packet to a network address corresponding
to the destination address. Subsequently, the routing processing unit
transfers the communication packet through the routing session with
the first client terminal.             The routing session
disconnection unit receives an instruction to disconnect the routing
session, disconnects the routing session, and deletes the network
address of the first LAN and the network address of the second LAN
from the network address registration unit.  [0010] I    p addresses
of the first relay server and the second relay server and an IF
address of the first client terminal connected to the first relay
servermaybe registered in the relay server information.  [0011] A
first relay server according to still another preferred embodiment of
the present invention is a first relay server connected to a second
relay server via a wide area network. The first relay server is
connected to a first LAN that routes a communication packet via the
first relay server . A first communication terminal is connected to
the first LAN. The second relay server is connected to a second LAN
that routes a communication packet via the second relay server. 



The first relay server includes: a relay group information sharing
unit; a network address registration unit; a routing session
establishment unit; a routing session establishment unit; a routing
processing unit; and a routing session disconnection unit.
The relay group information sharing unit shares, with the second
relay server, relay group information including information used to
specify the first relay server and the second relay server
constituting the relay group.             Upon receiving an
instruction to route a communication packet between the first relay
server and the second relay server, a routing session establishment
unit transmits a network address of the first LAN to the second relay
server, receives a network address of the second LAN from the second
relay server, and registers the network address of the first LAN and
the network address of the second LAN in the network address
registration unit along with identification information of routing
patterns. Furthermore, the routing session establishment unit
establishes, a routing session with the second relay server to route
the communication packet between the first LAN and the second LAN in
a case where the first relay server and the second relay server are
involved in one common routing pattern, having same identification
information.                Upon receiving from the first
communication terminal a communication packet destined for an IF
address belonging to the second LAN as a destination address, the
routing processing unit determines whether or not a network address
information corresponding to the destination address has been
registered in the network address registration unit after the network
addresses of the first and second LANs have been associated with each
other by the same identification information, and specifies the
second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address. Subsequently, the routing processing unit
transfers the communication packet by using the routing session with
the second relay server.        The routing session disconnection
unit receives an instruction to disconnect the routing session,
disconnects the routing session, and further, deletes the network
address of the first LAN, the network address of the second LAN and
the identification information from the network address registration
unit. [0012]A first relay server according to a still another
preferred 



embodiment of the present invention is a first relay server connected
to a second relay server and a third relay server via a wide area
network. The first relay server is connected to a first LAN that
routes a  communicationpacket via the first relay server . A first
communication terminal is connected to the first LAN. The second
relay server is connected to a second LAN that routes a communication
packet via the second relay server. The third relay server is
connected to a third LAN that routes a communication packet via the
third relay server.             The first relay server includes: a
relay group information sharing unit; a network address registration
unit; a routing session establishment unit; a routing processing
unit; and a routing session disconnection unit. The relay group
information sharing unit shares, with the second relay server and the
third relay server, a relay group information including information
used to specify the first relay server, the second relay server and
the third relay server constituting the relay group. 



Upon receiving an instruction to route a communication packet among
the first relay server, the second relay server and the third relay
server, the routing session establishment unit transmits a network
address of the first LAN to the second relay server and the third
relay server, receives a network address of the second LAN from the
second relay server, receives a network address of the third LAN from
the third relay server, and registers the network address of the
first LAN, the network address of the second LAN and the network
address 



of the third LAN in the network address registration unit along with
identification information of routing patterns. Furthermore, the
routing session establishment unit establishes a routing session in
an arbitrary combination among the first relay server, the second
relay server and the third relay server so that the communication
packet may be routed among the first LAN, the second LAN and the
third LAN in a case where the first relay server, the second relay
server and the third relay server are involved in one common routing
pattern having same identification information.             Upon
receiving from the first communication terminal a communication
packet destined an IP address belonging to the second LAN as a
destination address, the routing processing unit determines whether
or not a network address information corresponding to the destination
address has been registered in the network address registration unit
after the network addresses of the first and second LANs have been
associated with each other by the same identification information,
and specifies the second relay server as a relay server capable of
routing the communication packet to a network address corresponding
to the destination address. Subsequently, if a routing session with
the second relay server has been established, the routing processing
unit transfers the communication packet through the routing  session
with the second relay server, and if the routing session with the
second relay server has not been established, the routingprocessing
unit transfers the communication packet through a routing session
with the third relay server associated by the same identification
information.            The routing session disconnection unit
receives an instruction to disconnect the routing session,
disconnects the routing session, and deletes the network address of
the first LAN, the network address of the second LAN and the
identification information from the network address registration
unit. [0013]In a case where it is decided that it is possible to
route the communication packet to the second LAN, and the routing
session is established with the second relay server, when an error
occurs in communication using the routing session with the second
relay server, the communicationpacket maybe transferredby using the
routing session with the third relay server associated by the same
identification information. 



[0014]A first relay server according to still another preferred
embodiment of the present invention is a first relay server connected
to a second relay server and a third relay server via a wide area
network. The first relay server is connected to a first LAN that
routes a  communication packet via the first relay server. A first
communication terminal is connected to the first LAN. The second
relay server is connected to a second LAN that routes a communication
packet via the second relay server. The third relay server is
connected to a third LAN that routes a communication packet via the
third relay server.             The first relay server includes: a
relay group information sharing unit; a network address registration
unit; a routing session establishment unit; a routing processing
unit; and a routing session disconnection unit. The relay group
information sharing unit shares, with the second relay server and the
third relay server, a relay group information including information
used to specify the first relay server, the second 



relay server, and the third relay server constituting the relay
group. Upon receiving an instruction to route a communicationpacket
among the first relay server, the second relay server and the third
relay server, the routing session establishment unit transmits a
network address of the first LAN to the second relay server and the
third relay server, receives a network address of the second LAN from
the second relay server, receives a network address of the third LAN
from the third relay server, and registers the network address of the



first LAN, the network address of the second LAN and the network
address  of the third LAN in the network address registration unit
along with identification information of routing patterns.
Furthermore, the routing session establishment unit establishes a
routing session in an arbitrary combination among the first relay
server, the second relay server and the third relay server so that
the communication packet maybe routed between the LANs of the relay
servers which are involved in a routing pattern having, among a
plurality of the identification information indicating routing
patterns, one common identification information.            Upon
receiving from the first communication terminal a communication
packet destined for an IP address belonging to the second LAN as a
destination address, the routing processing unit determines whether
or not a network address information corresponding to the destination
address has been registered in the network address registration unit
after the network addresses of the first and second LANs have been
associated with each other by the same identification information
among the plurality of identification information, and specifies the
second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address. Subsequently, the routing processing unit
transfers the communication packet through the routing session with
the second relay server.             The routing session
disconnection unit receives an instruction to disconnect the routing
session, disconnects the routing session, and deletes
thenetworkaddress of the first LAN, the network address of the second
LAN and the identification information from the network address
registration unit. Effects of the Invention 



[0015]In the relay server according to various preferred embodiments
of the present invention, the network addresses of the LANs in which
a routing function is validated are shared between the relay servers.
Then, the routing session is established between the relay servers in
which the routing function is validated. In such a way, the
communication packet transmitted from the client terminal by directly
designating the IP address is routed through the WAN. Moreover, the
IP addresses of the relay servers and the client terminals connected
to the respective LANs are shared. In such a way, in a system of
network addresses in which routing is allowed, it maybe possible to
refer to the address information and connection information of the
client terminals. [0016]Moreover, an arbitrary client terminal
connected to the LAN  maybe selected, and is allowed to function as a
routing device. In such a way, the routing control is flexibly
performed in a versatile network configuration. [0017]In the relay
server according to still another preferred embodiment of the present
invention, the LANs which perform the routing control among a
plurality of relay servers included in the relay group are managed
based on the identification information. In such a way, at the time
of transferring the communication packet between the remotely located
LANs, the identification information is referred to, so as to decide
a route. Moreover, by using the identification information, a
plurality of individual routing patterns may be set even within the
same relay group. Brief Description of the Drawings 



[0018]            FIG. 1 is a view showing an entire configuration of
a relay communication system. FIG. 2 is a view showing constituent
elements of a relay server.            FIG. 3 is a chart showing a
flow of a process regarding construction of a relay group. FIG. 4 is
a view showing relay server information created  up to Step 32. 



FIG. 5 is a view showing information created up to Step S4. FIG. 6 is
a view showing information created up to Step S7. FIG. 7 is a view
showing information created up to Step S11. FIG. 8 is a view showing
a process flow regarding construction of a routing session.
FIG. 9 is a view showing information created up to Step S14. FIG. 10
is a view showing relay server information exchanged in Step 315.
FIG. 11 is a view showing information created up to Step S17.
FIG. 12 is a flowchart regarding the construction of the routing
session. FIG. 13 is a flowchart regarding routing process.
FIG. 14 is a chart showing a process for implementing a routing
function in the client terminal. 



FIG. 15 is a view showing a state where the routing function is
implemented in the client terminals.             FIG. 16 is a view
showing a state where the routing function is implemented in the
client terminals. FIG. 17 is a view showing an entire configuration
of a relay  communication system according to a second preferred
embodiment of the present invention. FIG. 18 is a view showing
constituent elements of a relay server. FIG. 19 is a view showing
setting contents of a routing 



session. FIG. 20 is a view showing relay group information. FIG. 21
is a view showing relay group information. FIG. 22 is a flowchart
regarding construction of the routing session. FIG. 23 is a flowchart
regarding routing process. Best Modes for Carrying out the Invention
[0019] {First Preferred Embodiment} {1. Entire configuration of relay
communication system} 



A description will be made below of preferred embodiments of the
present invention with reference to the drawings. FIG. 1 is a view
showing an entire configuration of a relay communication system. The
relay communication system includes LANs 1 and 2, a WAN 3, and the
like. The WAN 3 is a wide area network such as, for example, the
Internet. [0020]A client terminal 11 and a relay server 12 are
connected to the LAN 1. Client terminals 21 and 22 and a relay server
23 are connected to the LAN 2. A session initiation protocol (SIP)
server 31 is connected to the WAN 3. [0021]The client terminals 11,
21 and 22 are terminals such as personal computers, for example. The
relay servers 12 and 23 relay inter-client terminal communications
between the LAN 1 and the LAN 2. The SIP server 31 relays
communications between the relay servers 12 and 23. In this preferred
embodiment, the SIP is preferably used as a communication protocol
between the relay servers 12 and 23; however, protocols other than
SIP may also be used. [0022] 



{2. Constituent elements of relay server}             FIG. 2 is a
view showing constituent elements of the relay server 12 (23). The
relay server 12 (23) preferably includes an interface unit 121 (231),
a control unit 122 (232), and a database storage unit 123 (233). In
FIG. 2, reference numerals which are not parenthesized are reference
numerals directed to the relay server 12, and reference numerals
which are parenthesized are reference numerals directed to the relay
server 23.  [0023]The interface unit 121 (231) performs communication
with the client terminal 11 (21, 22), which is connected to the LAN 1
(2), by using a local IF address. The interface unit 121 (231)
performs communication with the SIP server 31 or the like, which is
connected to the WAN 3, by using a global IF address. [0024]The
control unit 122 (232) includes a LAN driver 151 (251), a LAN-side IF
packet processing unit 152 (252), a WAN-side IF packet processing
unit 153 (253), a routing control unit 154 (254), an inter-relay
server connection processing unit 155 (255), and a relay server X
connection unit 156 (256). [0025]The LAN driver 151 (251) includes
driver software that 



controls the interface unit 121 (231). The LAN-side IF packet
processing unit 152 (252) processes a communication packet received
from the LAN side, and outputs the communication packet to the
routing control unit 154 (254). The routing control unit 154 (254)
determines a routing destination of the communication packet based on
information stored in the database storage unit 123 (233). Based on
information stored in the database storage unit 123 (233), the
inter-relay server connection processing unit 155 (255) determines a
connection by which the communication packet is to be relayed, and
outputs the communication packet to the relay server X connection
unit 156 (256) . A relay server  X connection indicates a connection
actually constructed with a specific relay server X. The relay server
X connection unit 156 (256) outputs the communication packet to the
WAN-side IP packet processing unit 153 (253). [0026]Moreover, the
control unit 122 (232) creates and updates a variety of databases
stored in the database storage unit 123 (233). The database storage
unit 123 (233) preferably includes a relay group information storage
unit 124 (234), a relay server information storage unit 125 (235),
and a client terminal information storage unit 126 (236). [0027] {3.
Flow of process}             FIG. 3 is a chart showing aprocess flow
regarding the creation of a relay group information, a relay server
information, and a client terminal information. Administrators of the
relay servers 12 and 23 make an agreement to construct a group fora
relay communication system between the LANs 1 and 2, and to validate
a routing function between the LANs 1 and 2. 



[0028] <3. 1 Step 51 to Step S2> The administrators of the relay
servers 12 and 23 create  accounts for users of the client terminals
11 and 21 (Step Sl, Step S2: CreateAccount() ) . The control units
122 and 232 create relay server information 51-1 and 51-2, and store
the relay information 51-1 and 51-2 in the relay server information
storage units 125 and 235. The relay server information 51-1 and 51-2
are information indicating details of the relay servers which compose
the relay communication system and, as shown in FIG. 4, are composed
of upper information 511-1 and 511-2 and lower information 512-1 and
512-2. [0029]Each of the upper information 511-1 and 511-2 is an
information regarding the relay server, which is located at an upper
level. "id" and "name" indicate identification information and name
of the relay server . When the relay servers are activated, relay
server activation information 513-1 and 513-2 are set to be "active".
In such a way, information as to whether or not the relay servers are
activated is shared by the entire relay communication system.  [0030]
In the relay server information 51-1 shown in FIG. 4, as "id",
"relay-server-l@abc.net" is set, and as "name", "RELAY SERVER 



1" is set.In the relay server information 51-2, as "id",
"relay-server-2@abc.net" is set, and as "name", "RELAY SERVER 2" is
set. As the relay server activation information 513-1 and 513-2,
"active" is set, which indicates a state where both of the relay
servers  12 and 23 are activated. [0031]Each of the lower information
512-1 and 512-2 is an information regarding the client terminal,
which is located at a lower level. "div", "id" and "name" indicate
the name of a division, identification information and name of the
client terminal. "group" indicates identification information of a
relay group to which the client terminal belongs. In client terminal
site information 514-1 and 514-2, the identification information of
the relay servers to which the client terminals are logged on are
indicated. In such a way, information as to whether or not the client
terminals are logged on to the relay servers is shared by the entire
relay communication system. [0032] In the relay server information
51-1 shown in FIG. 4, as "div", "software" is set, and as "group",
"20070402133100@relay-server-1.abc.net" is set. Moreover, as "id",
"client-l@relay-server-l.abc.net" is set, and as "name", "CLIENT 1"
is set. The client terminal site information 514-1 is blank, and it
is understood that the user of the client terminal 11 has not logged
on to the relay server 12. [0033]In the relay server information 51-2
shown in FIG. 4, as 



"div","software"isset,andas"group", "20070402133100@relay-server-1 .
abc . net" is set. Moreover, as "Id",  "client-2@relay-server-2 abc .
net" is set, and as "name", "CLIENT 2" is set. The client terminal
site information 514-2 is blank, and it is understood that the user
of the client terminal 21 has not logged on to the relay server 23.
[0034] <3. 2 Step S3 to Step S4>              In the following
description, the communication between the relay servers 12 and 23 is
relayed by the SIP server 31. The relay server 12 (23) transmits, to
the SIP server 31, data in which the account of the relay server 23
(12) is designated as the communication destination, and the like.
The SIP server 31 holds association between the account and the
global IP address for each of the relay servers 12 and 23, and relays
the communication between the relay servers using the global IP
addresses. [0035]The relay server 12 requests the relay server 23 to
construct 



the group for the relay communication system (Step S3: SetGroup ( ) )
. The control units 122 and 232 create relay group information 42,
and store the relay group information 42 in the relay group
information storage units 124 and 234. [0036]A first frame in FIG. 5
represents the relay group information 42. The relay group
information 42 includes information used to specify  the relay group,
information used to specify the relay servers that have joined the
relay group, and the like. The relay group information 42 preferably
includes upper information 421 and lower information 422. [0037]The
upper information 421 is information regarding the relay group, which
is located at the upper level. "id" is identification
informationoftherelaygroup,and
"20070402133100@relay-server-1.abc.net" is set. "lastmod" is the
latest update time of the relay group information, and
"20070402133100" is set. "name" is the name of the relay group, and
"GROUP 1" is set. 



[0038]The lower information 422 is information regarding the relay
servers, which are located at the lower level. "id" is identification
information of the relay servers, and "relay-server-l@abc.net" and
"relay-server-2@abc.net" are set for the two relay servers.
[0039]Next, the relay server 12 requests the relay server 23 to
exchange the relay server information therewith (Step S4: exchange
(db)). The relay server 12 transmits the relay server information
51-1 to the relay server 23. The relay server 23 transmits the relay
server information 51-2 to the relay server 12. In such a way, the
relay servers 12 and 23 synthesize pieces of the relay server
information 51-1 and 51-2 to create relay server information 52, and
store the  relay server information 52 in the relay server
information storage units 125 (235). [0040]A second frame in FIG. 5
represents the relay server information 52. Upper information 521-1
and 521-2 are similar to the upper information 511-1 and 511-2 in
FIG. 4, respectively. The lower information 522-1 and 522-2 are
similar to the lower information 512-1 and 512-2 in FIG. 4,
respectively. 



[0041]Moreover, the control unit 122 creates a client terminal
information 62, and stores the client terminal information 62 in the
client terminal information storage unit 126. The control unit 232
creates a client terminal information 72, and stores the client
terminal information 72 in the client terminal information storage
unit 236. Note that the creation process and the storing process for
the client terminal information 62 and 72 are executed in Steps S1
and S2.  [0042] Third and fourth frames in FIG. 5 represent the
client terminal information 62 and 72. "div" indicates the name of a
division of the client terminal, and "group" indicates identification
information of the relay group to which the client terminal belongs.
In each of the client terminal information 62 and 72, "software" is
set as "div", and "20070402133100@relay-server-1.abc.net" is set as
"group".  [0043]"id", "name" and "pass" indicate identification
information, name and password of the client terminal. In the client
terminal information 62, "client-l@relay-server-l.abc.net" is set as
"id", "CLIENT 1" is set as "name", and "client-1" is set as "pass".
In the client terminal information 72,
"client-2@relay-server-2.abc.net"is set as "id", "CLIENT 2" is set as
"name", and "client-2" is set as "pass". [0044]Client terminal
address information 621 and 721 indicate IP addresses of the client
terminals. Client terminal expiration period information 622 and 722
indicate registration expiration periods of the client terminals.
Client terminal port information 623 and 723 indicate port numbers of
the client terminals. In FIG. 5, the client terminal address
information 621 and 721 and client terminal port information 623 and
723 are blank, which indicates a state where the users of the client
terminals 11 and 21 have not logged on to the relay servers 12 and
23. [0045]Through the above-described process flow, the relay group 



information 42 and the relay server information 52 are shared between
the relay servers 12 and 23. Moreover, the relay server 12 owns the
client terminal information 62, and the relay server 23 owns the
client terminal information 72.  [0046] <3. 3 Step 55 to Step S7>
The user of the client terminal 11 inputs the identification
information and password of the client terminal 11, and logs on to
the relay server 12 (Step 55:REGISTER). The control unit 122 performs
authentication for the user of the client terminal 11 by referring to
the client terminal information 62. [0047]Upon accepting the logon of
the user of the client terminal 11, the control unit 122 updates the
relay server information 52, and thereby creates relay server
information 53. Moreover, the control unit 122 updates the client
terminal information 62, thereby creates client terminal information
63. [0048]Subsequently, the client terminal 11 requests the relay 



server 12 to provide it with the relay group information and the
relay server information (Step S6: get ()). The relay server 12
transmits the relay group information 42 and the relay server
information 53 to the client terminal 11. The client terminal 11
stores the relay group information 42 and the relay server
information 53.  [0049]Upon confirming that relay server activation
information 533-2 regarding the relay server 23 is "active" by
referring to the relay server information 53, the control unit 122
determines that the 28  relay server 23 should be notified that the
relay server information 52 has been updated. The relay server 12
notifies the relay server 23 that the relay server information 52 has
been updated to the relay server information 53 (Step 57: NOTIFY ()).
The control unit 232 updates the relay server information 52, and
stores the relay server information 53 in the relay server
information storage unit 235.  [0050] Through the above-described
process, the relay group information 42 and the relay server
information 53 are shared between the relay servers 12 and 23 and the
client terminal 11. Moreover, the relay server 12 owns the client
terminal information 63, and the relay server 23 owns the client
terminal information 72.  [0051] A second frame in FIG. 6 represents
the relay server information 53. The updated portion is underlined.
The user of the client terminal 11 is logged on to the relay server
12. Therefore, "relay-server-l@abc.net" is registered in client
terminal site information 534-1 of lower information 532-1. 



[0052]A third frame in FIG. 6 represents the client terminal
information 63. Updated portions are underlined. The user of the
client terminal 11 has logged on to the relay server 12 , hence an
address "200 . 1 . 10 . 1" of the client terminal 11 is registered in
client terminal address information 631. Moreover, "1213935960484" is
registered in  client terminal expiration period information 632, and
"5070" is registered in client terminal port information 633. Note
that the relay server information 42 and the client terminal
information 72 are not updated. [0053] <3. 4 Step S8 to Step Sll>
The user of the client terminal 21 inputs the identification
information and password of the client terminal 21, and logs on to
the relay server 23 (Step 58:REGISTER). The control unit 232 performs
authentication for the user of the client terminal 21 by referring to
client terminal information 72. [0054]Upon accepting the logon of the
user of the client terminal 



21, the control unit 232 updates the relay server information 53,
thereby creates relay server information 54. Moreover, the control
unit 232 updates the client terminal information 72, thereby creates
client terminal information 74. [0055]The client terminal 21 requests
the relay server 23 to provide it with the relay group information
and the relay server information (Step S9: get ()). The relay server
23 transmits the relay group information 42 and the relay server
information 54 to the client terminal 21. The client terminal 21
stores the relay group information 42 and the relay server
information 54. [0056]Upon confirming that relay server activation
information 543-1 regarding the relay server 12 is "active" by
referring to the relay server information 54, the control unit 232
determines that the relay server 12 should be notified that the relay
server information 



53 has been updated. The relay server 23 notifies the relay server 12
that the relay server information 53 has been updated to the relay
server information 54 (Step S10: NOTIFY ()). The control unit 122
updates the relay server information 53, and stores the relay server
information 54 in the relay server information storage unit 125.
[0057] Moreover, the control unit 122 refers to the client terminal
information 63, and notifies the client terminal 11, which has a
registered client terminal address information 631, that the relay
server information 53 has been updated to the relay server
information 54 (Step S11: NOTIFY ( ) ) . The client terminal 11
stores the relay server information 54 by updating the relay server
information 53.  [0058]Through the above-described process, the relay
group information 42 and the relay server information 54 are shared
between the relay servers 12 and 23 and the client terminals 11 and
21 . Moreover, the relay server 12 owns the client terminal
information 63, and the relay server 23 owns the client terminal
information 74.  [0059]A second frame in FIG. 7 represents the relay
server information 54. The updated portion is underlined. The user of
the client terminal 21 has logged on to the relay server 23.
Therefore, "relay-server-2@abc.net" is registered in client terminal
site information 544-2 of lower information 542-2. [0060]A fourth
frame in FIG. 7 represents the client terminal 



information 74. Updated portions are underlined. The user of the
client terminal 21 has logged on to the relay server 23, hence an
address "210 . 10 .20 . 1" of the client terminal 21 is
registeredinclient terminal address information 741. Moreover,
"1213935978484" is registered in client terminal expiration period
information 742, and "5070" is registered in client terminal port
information 743. Note that the relay group information 42 and the
client terminal information 63 are not updated. [0061] <3. 5 Step S12
to Step S14>             FIG. 8 is now referred to. The relay server
12 transmits a routing command to the relay server 23 (Step S12:
setRouting). In a routing command transmitted from the relay server
12 to the relay server 23, an address of a network that routes an IP
packet via the relay server 12 is included. Here, the relay server 12
routes an IP  packet coming from the LAN 1 and, accordingly, the
relay server 23 is notified of the network address (200.1.10.0/24) of
the LAN 1 (the 24 at the end is a subnet mask). Upon receiving the
routing command from the relay server 12, the relay server 23 issues,
as a response thereto, a notice of an address of a network that
routes an IF packet via the relay server 23. Here, the relay server
23 routes an IP packet coming from the LAN 2 and, accordingly, the
relay server 12 is notified of the network address (210.10.20.0/24)
of the LAN 2. [0062]The control units 122 and 232 update the relay
group information 42, thereby create relay group information 45, and
store the relay group information 45 in the relay group information
storage unit 124 (234). When the relay group information 45 is
updated in the relay servers 12 and 23, the relay servers 12 and 23
specify client terminals, which should be notified of such updated
information, by referring to the client terminal information 63 and
74. Then, the relay server 23 notifies the client terminal 21 of the
updated information (Step 513: NOTIFY ()). The relay server 12
notifies the client terminal 11 of the updated information (Step S14:
NOTIFY ()).  [0063] FIG. 9 shows information stored in the relay
servers 12 and 23 and the client terminals 11 and 21 after Step S14.
In lower information 452 of the relay group information 45, network
addresses, 



33  between which IP routing has been enabled, are registered in
association with the identification information of the respective
relay servers. In such a way, the network addresses between which the
IF routing has been enabled are shared within the relay group. Note
that, in FIG. 9, the relay server information 54 and the client
terminal information 63 and 74 are not updated. [0064] <3. 6 Step S15
to Step S20>            Subsequently, the control unit 122 creates
updated relay server information 56-1, and notifies the relay server
23 of the updated relay server information 56-1 (Step 315: NOTIFY) .
Upon receiving such a notice, the control unit 232 creates updated
relay server 56-2, and notifies the relay server 12 of the updated
relay server 56-2. [0065]FIG. 10 shows the relay server information
56-1 and 56-2 exchanged in Step S15. As shown in FIG. 10, in the
relay server information 56-1, an IF address (200.1.10.254) of the
relay server 12 andan IPaddress (200.1.10.1) oftheclientterminal 11
are registered. In the relay server information 56-2, an IF address
(210.10.20.254) of the relay server 23 and an IP address
(210.10.20.1) of the client terminal 21 are registered. 



[0066]The control units 122 and 232 synthesize the relay server
information 56-1 and 56-2, to thereby create relay server information
57, and store the relay server information 57 in each of the relay
server information storage units 125 (235). When the relay server
information 57 is updated in the relay servers 12 and 23, the relay
servers 12 and 23 specify client terminals, which should be notified
of such updated information, by referring to the client terminal
information 63 and 74. Then, the relay server 23 notifies the client
terminal 21 of the updated information (Step S16: NOTIFY ()). The
relay server 12 notifies the client terminal 11 of the updated
information (Step S17: NOTIFY ()). [0067]FIG. 11 shows information
stored in the relay servers 12 and 23 and client terminals 11 and 21
after Step S17. It is understood that, in the relay server
information 57, the IP addresses of the respective relay servers 12
and 23 and the IF addresses of the respective client terminals 11 and
21 are registered. As described above, the IF addresses of the relay
servers and the IF addresses of the client terminals are shared
within the group in which the routing function is validated. Note
that the relay group information 45 and the client terminal
information 63 and 74 are not updated. [0068]Through the
above-described procedure, the relay servers 12 and 23 have joined
the relay group, and share the network addresses 35 



in which the routing function is validated by the relay servers 12
and 23 and the IP addresses of the relay servers 12 and 23. Moreover,
the relay servers 12 and 23 also share the IP addresses of the client
terminals which are logged on to the relay servers 12 and 23.
[0069]FIG. 8 is referred to one more time. Subsequently, a start
request for establishing a routing session is sent from the relay
server 12 to the relay server 23 (Step S18: INVITE) . When a response
is returned from the relay server 23 to the relay server 12, the
relay server 12 transmits an ACK to the relay server 23 (Step S19) .
Upon receiving the ACK from the relay server 12, the relay server 23
establishes the routing session with the relay server 12 (Step S20:
Routing Session) . In such a way, the routing session via the WAN 3
is established between the relay servers 12 and 23. [0070]The routing
session is established between the relay servers 12 and 23, whereby
the "communication terminals" connected to the LANs having the
network addresses in which the routing has been established are
capable of performing communication with each other, in which the IP
addresses are directly designated. Here, the terms "client terminals"
are not used, and the terms "communication terminals" are used on
purpose. The "client terminals" are terminals connected to the relay
servers, and meanwhile, the "communication terminals"  indicate all
terminals, which includes the "client terminals". This is because
communication packets coming not only from the "client terminals"
connected to the relay servers but also from all of the
"communication terminals" connected to the LAN 1 or the LAN 2 maybe
routed by using the above-described routing session. Upon receiving
the communication packets from the LAN side, the relay servers 12 and
23 acquire transmission source IP addresses and destination IP
addresses of the communication packets concerned. Then, by referring
to the relay group information 45, the relay servers 12 and 23
confirm whether or not the transmission source IP addresses and the
destination IP addresses are those corresponding to the LANs in which
the routing function is validated. In the case where the routing
function is validated, the communication packets are transferred
between the relay servers, in which the routing session has been
established, while being encapsulated. 



[0071]For example, assume that a communication request in which the
IP address of the client terminal 21 is designated as the destination
is generated from the client terminal 11. By referring to the relay
group information 45, the relay server 12 determines whether or not
the client terminal 11 and the client terminal 21 are present in the
LANs that allow routing. That is to say, the relay server 12
determines  whether or not the client terminals 11 and 21 are present
in the LANs that allow routing, based on the IP address of the client
terminal 11 as the transmission source and the IP address of the
client terminal 21 as the destination, and on the network addresses
and the subnet mask, which are set in the relay group information 45.
In the relay group information 45, the network addresses of the LANs
1 and 2 have been registered, and it is confirmed that the client
terminals 11 and 21 are present in the LAN which allows routing. At
this time, the communication packets to be transferred are
encapsulated between the relay servers 12 and 23 and, accordingly,
the communication can be made between the client terminals 11 and 21
without concerning the WAN 3 interposed in-between. Then, by using
the local IP address, the client terminal can directly communicate
through the WAN 3 with another client terminal connected to the other
LAN. Note that, here, the description has been made while preferably
using the client terminals 11 and 21 as an example; however, as
mentioned above, the communicationpackets fromall of the
communication terminals including the client terminals may be routed
in a similar method. [0072] <3. 7 Flow of entire process> With
reference to flowcharts of FIG. 12 and FIG. 13, a  



description is made of a process flow up to the establishment of the
routing session and a process flow for the actual routing of the
communicationpackets. First, with reference to FIG. 12, a description
is made of the process related to the establishment of the routing
session. [0073]First, an administrator of a relay server establishes
the settings related to another relay server (Step S101). That is to
say, the administrator establishes the settings as to with which
relay server a relay group is to be composed and with which relay
server the routing function is to be validated. [0074]Next, a relay
group is created between the relay servers  (Step S102). This process
corresponds to Steps S3 and 34 in FIG. 3. Subsequently, if the
settings for validating the routing function with any relay server is
present (YES in Step S103), the routing command is transmitted to the
other relay server (Step S104). That is to say, as shown in Step S12
in FIG. 8, a notice of the network address of the LAN for which the
relay server itself performs the routing is issued to the other-end
relay server with which the routing session is to be established. As
a response to this notice, the network address of the LAN for which
the other-end relay server performs the routing is acquired from the
other-end relay server (Step S105) . This process  corresponds to the
response in Step S12 in FIG. 8. [0075]Upon acquiring the network
address from the other-end relay 



server, the relay server updates relay group information (Step 5106).
In the above-mentioned example, the relay group information
corresponds to the relaygroup information 45 in FIG. 9. That is to
say, the exchanged network addresses are set so as to correspond to
the relay servers.  [0076] Then, the routing session is established
between the relay servers (Step S107). This process corresponds to
Steps 518 to S20 in FIG. 8. Through such a process, the routing is
started (Step 5108). As described above, the routing function
according to this preferred embodiment is validated by exchanging the
network address information, in which the routing is set by using the
relay group information, between the relay servers which can
communicate with each other. Then, by using the routing session
established for routing, the routing control for the IP packets is
performed based on a communication function of the relay
communication system. As described above, the routing validated in
this preferred embodiment is executed in the application layer, and
differs from the usual IP routing. When the routing function is
turned OFF by the administrator (YES in Step S109), the routing
session is disconnected (Step 5110), and the relay group information
is updated (Step S111). That is to say, the network addresses are
deleted from the state of the relay group information 45 in FIG. 9,
and the state returns again to a state similar to that of the relay
group information 42 in FIG. 7. [0077]FIG. 13 is a flowchart showing
the process in which the relay server routes the communication packet
in the state where the routing session has been established. Upon
receiving the communication packet, the relay server analyzes the
communication packet (Step S201) , and determines whether or not the
communication packet is a routing packet (Step S202) . If the
communication packet is not a routing packet (NO in Step S202) , a
receiving process for the communication packet is performed (Step
S204) . [0078]If the communication packet is a routing packet (YES in
Step S202) , the transmission source IF address and destination IF
address of the communication packet are detected (Step S203) . Then,
the relay server determines whether or not it is possible to route
the communication packet based on the detected transmission source IF
address and destination IF address. That is to say, the relay server
determines whether or not the network address information
corresponding to the transmission source IF address and the
destination IF address has been registered as routing information in
the relay group information (Step S205) .  



[0079]In the case where the information indicating that routing is
allowed is included in the relay group information, the communication
packet is sent out through the established routing session (Step
S206). In the case where the information indicating that routing is
allowed is not included in the relay group information, the client
terminal as the transmission source is notified that it is impossible
for the communication packet to reach the destination (Step 5207).
[0080]With reference to the block diagram of FIG. 2, the flow of the
routing process is now described . The relay server 12 (23) receives
the communication packet through the interface unit 121 (231) and the
LAN driver 151 (251). If the communication packet is received from
the LAN side, the communication packet is then outputted to the
routing control unit 154 (254) through the LAN-side packet processing
unit 152 (252). The routing control unit 154 (254) refers to the
relay group information, and confirms whether or not a routing
information is present. In the case where the routing information is
present, the communication packet is outputted to the inter-relay
server connection processing unit 155 (255). [0081]The inter-relay
server connection processing unit 155 (255) determines a connection,
through which the communication packet is  to be relayed,
corresponding to the destination IP address of the communication
packet, and delivers the communication packet to the created relay
server X connection unit 156 (256). The relay server X connection
unit 156 (256) is a connection actually constructed with a specific
relay server. 



[0082]The relay server X connection unit 156 (256) outputs the
communication packet to the WAN-side IP packet processing unit 153
(253). In such away, by using the routing session, the communication
packet is transferred to the other relay server through the LAN
driver 151 (251) and the interface unit 121 (231). [0083]The relay
communication system of this preferred embodiment determines the
network addresses which are dynamically routed and, in addition,
establishes the routing session required for the routing, thus making
it possible to route the communication packet between the
communication terminals through the WAN 3. The network addresses of
the remotely located LANs are shared between the relay servers.
Accordingly, the routing session may be dynamically established by
the relay system, and the specific network addresses located remotely
from each other can be connected so as to enable the IP routing only
when necessary. Usually, in the VPN, a special unit is required to
determine the IP addresses and connection states of the terminals
present on the network. However, in the relay communication system of
this preferred embodiment, it is possible to refer to the IP
addresses and connection states of the relay servers and the client
terminals in the relay communication system due to the sharing of the
relay server information. [0084] <3. 8 Step S21 to Step 527> 



As described above, the relay servers preferably function as devices
which perform the routing between the LANs; however, from here, a
description will be made of a preferred embodiment of implementing
the routing function in the client terminals. FIG. 14 is a flowchart
of implementing the routing function in the client terminal 11. Note
that it is assumed that steps in FIG. 14 are executed after Step Sll
in FIG. 3. That is to say, it is assumed that the steps in FIG. 8 are
not executed yet. [0085]First, the client terminal 11 transmits a
routing command to the relay server 12 (Step S21: setRouting) . In
the routing command transmitted from the client terminal 11 to the
relay server 12, an address of a network that performs the routing
via the client terminal 11 is included. Here, the client terminal 11
routes the IP packet coming from the LAN 1 and, accordingly, the
relay server 12 is notified  of the network address (200.1.10.0/24)
of the LAN 1. The relay server 12 transfers the routing command to
the relay server 23 (Step S21. 1). [0086]Upon receiving the routing
command from the relay server 12, the relay server 23 issues, as a
response thereto, a notice of an address of a network that performs
the routing via the relay server 23. Here, the relay server 23 routes
an IP packet coming from the LAN 2 and, accordingly, the relay server
12 is notified of a network address (210.10.20.0/24) of the LAN 2.
The relay server 12 notifies the client terminal 11 of the network
address of the LAN 2.  [0087]The control units 122 and 232 update the
relay group 



information 42, thereby create the relay group information 45 (refer
to the relay server 45 shown in FIG. 9), and store the relay group
information 45 in the relay group information storage units 124 and
234. When such an updated relay group information 45 is created in
the relay servers 12 and 23, the relay servers 12 and 23 notify the
client terminals 11 and 21 of the updated information of the relay
group information 45. [0088]Subsequently, the control unit 122
creates the updated relay server information 56-1 (refer to FIG. 10),
and notifies the relay server23oftheupdatedrelayserverinformation56-1
(StepS22 : NOTIFY) . 45  Upon receiving such a notice, the control
unit 232 creates the updated relay server information 56-2 (refer to
FIG. 10), and notifies the relay server 12 of the updated relay
server 56-2. [0089]The control units 122 and 232 synthesize the relay
server information 56-1 and 56-2, to thereby create the relay server
information 57 (refer to FIG . 11), and store the relay server
information 57 in each of the relay server information storage units
125 (235). When such an updated relay server information 57 is
created in the relay servers 12 and 23, the relay servers 12 and 23
notify the client terminals 11 and 21 of the updated information of
the relay server information 57 (Steps 523 and 524). 



[0090]Through the above-described procedure, the client terminal 11
and the relay server 23 share the network addresses of the LANs land
2, in which the routing function is validated, and the IP addresses
of each other. Moreover, the client terminal 11 and the relay server
23 share the IP addresses of the client terminals connected to the
LANs 1 and 2. [0091]Subsequently, a start request to establish the
routing session is sent from the client terminal 11 to the relay
server 12 (Step S25: INVITE). When a response is returned from the
relay server 12 to the client terminal 11, the client terminal 11
transmits an ACK  to the relay server 12 (Step S26).
[0092]Subsequently, a start request to establish the routing 



session is sent from the relay server 12 to the relay server 23 (Step
S26. 1: INVITE). When a response is returned from the relay server 23
to the relay server 12, the relay server 12 transmits an ACK to the
relay server 23 (Step 526. 2). [0093]Upon receiving the ACK, the
relay server 23 establishes the routing session with the relay server
12 (Step S27). The relay server 12 further establishes the routing
session with the client terminal 11 (Step S27. 1). In such a way, the
routing session via the WAN 3 is established between the client
terminal 11 and the relay server 23. [0094]As described above, in the
relay communication system of this preferred embodiment, the client
terminal connected to the LAN can be selected arbitrarily, and can
serve as a routing device. In such away, the routing control between
the remotely located LANs can be constructed flexibly. [0095]For
example, a network configuration as shown in FIG. 15 is considered.
Four LANs 81, 82, 83 and 84 are present, and the LAN 81 and the LAN
82 are connected to each other through relay servers 



811 and 821. The relay servers 811 and 821 include similar functions
to those of the relay servers 12 and 23 of the present preferred
embodiment. Moreover, the LAN 81 and the LAN 83 are connected to each
other through a general-purpose router 812, and the LAN 82 and the
LAN 84 are connected to each other through a general-purpose router
822. The general-purpose routers 812 and 822 are routers having a
general packet routing function. Moreover, a client terminal 831 is
connected to the LAN 83. [0096]In the network configuration as
described above, the routing function is implemented in the client
terminal 831. That is to say, a similar operation to that of the
client terminal 11, which has been described in the process flow of
FIG. 14, is performed, and the routing session is established between
the client terminal 831 and the relay server 821. In such a way, it
is possible to construct the routing session even with another LAN
connected through the general-purpose router, and a highly flexible
network system can be configured.  [0097] Furthermore, FIG. 16 shows
another example. A LAN 91 and a LAN 94 are connected to each other
through a relay server 911 and a relay server 941, and a LAN 94 and a
LAN 92 are connected to each other through a relay server 941 and a
relay server 921. The relay servers 911, 921 and 941 have similar
functions to those of the relay servers 12 and 23 of this preferred
embodiment. Moreover, the LAN  94 and a LAN 95 are connected to each
other through a general-purpose router 942, and the LAN 92 and a LAN
93 are connected to each other through a general-purpose router 922.
Furthermore, client terminals 931 and 951 are connected to the LANs
93 and 95, respectively.  [0098]In the network configuration as
described above, the routing 



function is implemented in the client terminal 951, and the routing
session is established between the client terminal 951 and the relay
server 911. Moreover, the routing function is implemented in the
client terminal 931, and the routing session is established between
the client terminal 931 and the relay server 941. In such a way, in
the versatile network configuration, arbitrary LANs may be selected,
and the routing function may be implemented in the client terminals
connected to each of the LANs, hence the routing session can be
freely constructed between arbitrary LANs. [0099] {Second Preferred
Embodiment} {1. System configuration and setting contents of relay
group}              Next, a description is made of a second preferred
embodiment of the present invention. FIG. 17 is a view showing an
entire configuration of a relay communication system according to the
second preferred embodiment. In this preferred embodiment, the LANs
81, 82,  83 and 84 are additionally connected through the WAN 3.
[0100]The client terminals 811, 821, 831 and 841 and the relay 



servers 812, 822, 832 and 842 are connected to the LANs 81, 82, 83
and 84, respectively. The relay servers 812, 822, 832 and 842 include
similar functions to those of the relay servers 12 and 23 described
in the first preferred embodiment. Hence, in the second preferred
embodiment, six LANs 1, 2, 81, 82, 83 and 84 are preferably included
in the relay communication system, and the routing control is
performed among six LANs. [0101]FIG. 18 is a view showing constituent
elements of the relay server 12. The second preferred embodiment is
different from the first preferred embodiment in that a relay server
23 connection unit 153-1 and a relay server 812 connection unit 153-2
are preferably created and included. That is to say, in the first
preferred embodiment, the LANs 1 and 2 establish the routing session
in a one-to-one relationship, and meanwhile, in the present preferred
embodiment, six LANs establish routing sessions in arbitrary
combinations. Then, FIG. 18 shows a state where the relay server 12
has established the routing sessions with the relay server 23 and the
relay server 812, such that two connection units 153-1 and 153-2 have
been created. [0102]FIG. 19 is a view showing relationships between
the relay  groups which the relay server 12 has joined, and routing
patterns. The relay server 12 joins two relay groups, namely GROUP 1
and GROUP 2. GROUP 1 is a relay group formed among three relay
servers 12, 23 and 812, and GROUP 2 is a relay group formed among
four relay servers 12, 822, 832 and 842. [0103]In GROUP 1, a routing
pattern between the relay servers 12 and 23 and a routing pattern
between the relay servers 12 and 812 have been set. In GROUP 2, a
routing pattern among the relay servers 12, 822 and 832 and a routing
pattern between the relay servers 12 and 842 have been set. 



[0104]As describedabove, in each of GROUP 1 and GROUP 2, two routing
patterns independent of each other preferably have been set. For
example, in GROUP 1, the routing is not performed between the relay
servers 23 and 812. Moreover, in GROUP 2, the routing is not
performed between the relay servers 822 and 842. In this way, a
plurality of independent routing patterns can be individually formed
even within one relay group and, accordingly, a relay communication
system with higher flexibility can be constructed. [0105]FIG. 20 and
FIG. 21 show relay group information regarding two relay groups which
the relay server 12 has joined. FIG. 20 is relay group information 46
regarding GROUP 1, and FIG. 21 is relay 51  group information 47
regarding GROUP 2. In FIG. 20 and FIG. 21, information which is newly
added in comparison with the first preferred embodiment are
underlined. 



[0106]In the relay group information 46 shown in FIG. 20, in upper
information 461, "20070402133100@relay-server-1.abc.net" is set as
the identification information "id", and "GROUP 1" is set as the
group name "name". [0107]In lower information 462, information of the
relay server 812 is added in addition to those of the relay servers
12 and 23. As the information of the relay server 812,
"relay-server-3@abc.net" is set in "id", and "220.0.100.0/24" is set
as the network address.  [0108] Moreover, subsequent to the network
address, a routing ID 463 is set. In the example of FIG. 20, "0001"
is set as the routing ID 463 for the relay servers 12 and 23, and
"0002" is set as the routing ID 463 for the relay servers 12 and 812.
As shown in FIG. 19, the routing ID "0001" indicates the routing
pattern between the relay servers 12 and 23 in GROUP 1. The routing
ID "0002" indicates the routing pattern between the relay servers 12
and 812 in GROUP 1.  [0109] In the relay group information 47 shown
in FIG. 20, in upper information 471,
"20070402567800@relay-server-1.abc.net" is set as the identification
information "id", and "GROUP 2" is set as the group 52  name "name".
[0110]In lower information 472, information of the relay servers 



822, 832 and 842 are added in addition to those of the relay server
12. As the information of the relay server 822,
"relay-server-4@abc.net" is set in "id", and "230.10.5.0/24" is set
as the network address. As the information of the relay server 832,
"relay-server-5@abc.net" is set in "id", and "240.10.10.0/24" is set
as the network address. As the information of the relay server 842,
"relay-server-6@abc.net" is set in "id", and "250.0.10.0/24" is set
as the network address. [0111]Then, for the relay servers 12, 822 and
832, "0003" is set as a routing ID 473, and for the relay servers 12
and 842, "0004" is set as the routing ID 473. As also shown in FIG.
19, the routing ID "0003" indicates the routing session among the
relay servers 12, 822 and 832 in GROUP 2 . The routing ID "0004"
indicates the routing session between the relay servers 12 and 842 in
GROUP 2. [0112]For example, the routing session among the relay
servers 12, 822 and 832 with the routing ID "0003" shows that the
communication packet is routed among the relay servers 12, 822 and
832, but does not include information as to between which relay
servers the routing session has been established. For example, the
setting of the routing  ID "0003" may be satisfied based on an
established routing session between the relay servers 12 and 822 and
an established routing session between the relay servers 12 and 832 .
Alternatively, a routing session may be further established between
the relay servers 822 and 832. [0113] {2. Flow of process} 



With reference to flowcharts of FIG. 22 and FIG. 23, a description is
now made of a process flow up to the establishment of the routing
session and a process flow for the actual routing of the
communication packets . First, with reference to FIG. 22, a
description is made of the process related to the establishment of
the routing session. [0114]First, an administrator of a relay server
establishes the settings for a routing configuration (Step S1101) .
That is to say, the administrator establishes the settings as to with
which relay server a relay group is to be constituted, with which
relay server a routing group is to be formed, and with which relay
server the routing function is to be validated. For example, in the
example shown in FIG. 19, the administrator of the relay server 12
establishes the settings to form a relay group among the relay
servers 12, 23 and 812 as GROUP 1, and to form a relay group among
the relay servers 12, 822, 832 and  842 as GROUP 2. Moreover, in
Group 1, the administrator of the relay server 12 establishes the
settings to form the routing patterns between the relay servers 12
and 23 and between the relay servers 12 and 812. Moreover, in Group
2, the administrator of the relay server 12 establishes the settings
to form the routing patterns among the relay servers 12, 822 and 832
and between the relay servers 12 and 842. Furthermore, the
administrator establishes the settings as to between which relay
servers the routing session is to be constructed in each of the
routing patterns. [0115]Next, the relay servers, in which the routing
session is set to be constructed, are extracted (Step S1102). Then, a
routing command is transmitted to the extracted relay servers (Step
S1103). That is to say, as shown in Step S12 of FIG. 8, a notice of
the network address of the LAN for which the relay server itself
performs the routing is issued to the other relay server with which
the routing session is to be established. As a response to this
notice, the network address of the LAN for which the other relay
server performs the routing is acquired from the other relay server
(Step S1104). This process corresponds to the response in Step S12 of
FIG. 8. [0116]Upon acquiring, from the other relay server, the
network 



address for which the routing is performed, the relay server updates
the relay group information (Step S1105) . That is to say, as
described with reference to the relay group information 45 of FIG. 9,
the network addresses in which the routing function is validated are
added to the relay group information. Moreover, routing IDs are
individually set for the network addresses in which the routing
function is validated. Then, the routing session is established
between the relay servers (Step S1106) . This process corresponds to
Steps S18 to S20 in FIG. B. As described above, the routing function
according to this preferred embodiment is validated by exchanging the
network address information, in which the routing is set by using the
relay group information, between the relay servers which can
communicate with each other. Then, by using the routing session
established for routing, the routing control for the IP packets is
performed based on a communication function of the relay
communication system. As described above, the routing validated in
this preferred embodiment is one that is executed in the application
layer, and differs from the usual IP routing.  [0117]Next, it is
determined whether or not the establishment of the routing sessions
with all of the relay servers extracted in Step S102 has been
completed (Step S1107) . In the case where the establishment has been
completed, the routing is started (Step 51108) . When the routing
function is turned OFFby the administrator (YES in Step S1109) ,  the
routing session is disconnected (Step 31110), and the relay group
information is updated (Step S1111). That is to say, the network
address information set in the relay group information is deleted.
[0118] FIG. 23 is a flowchart showing the process in which the relay
server routes the communication packet in the state where the routing
session has been established. Upon receiving the communication
packet, the relay server analyzes the communication packet (Step
31201), and determines whether or not the communication packet is a
routing packet (Step S1202). If the communication packet is not a
routing packet (NO in Step S1202), a receiving process for the
communication packet is performed (Step 31204). [0119]If the
communication packet is a routing packet (YES in Step 



S1202), the transmission source IF address and destination IP address
of the communication packet are detected (Step31203) . Then, the
relay server determines whether or not it is possible to route the
communication packet based on the detected transmission source IP
address and destination IP address. That is to say, the relay server
determines whether or not the network address information
corresponding to the transmission source IP address and the
destination IF address has been set as routing information having the
same routing ID in the relay group information (Step 31205).
[0120]In the case where the information indicating that routing is
allowed/possible is included in the relay group information (YES in
Step S1205), it is determined whether or not the routing session is
directly established with the destination LAN (Step S1206). If the
routing session is directly established with the destination LAN (YES
in Step S1206), the communication packet is sent out through the
established routing session (Step S1207). [0121]A description is now
made of an example with reference to the table in FIG. 19. For
example, assuming that the relay server 12 receives, from the client
terminal 11, a communication packet destined for the client terminal
21. The network addresses of the LANs 1 and 2 to which the client
terminals 11 and 21 are connected are associated with each other by
the same routing ID, and also are set in the relay group information
46 (GROUP 1). Accordingly, in Step S1205, the relay server 12
determines that the routing information is present. The routing ID
"0001" indicates the one-to-one routing settingbetween the relay
servers 12 and 23 and, accordingly, the routing session has been
established between the relay servers 12 and 23. Specifically, the
inter-relay server connection processing unit 155 detects the relay
server 23 connection unit 153-1, which corresponds to the relay
server 23. Also, in Step S1206, it is determined that  the routing
session with the relay server 23 is present and, in Step 51207, the
routing control is directly performed for the LAN 2. 



[0122]On the other hand, if the routing session is not directly
established with the destination LAN (NO in Step 51206), the
communication packet is sent out through a routing session with a
bypass relay server (Step S1209). [0123]A description is now made of
an example with reference to the table in FIG. 19. For example,
assuming that the relay server 12 receives, from the client terminal
11, a communication packet destined for the client terminal 831. The
network addresses of the LANs 1 and 83 to which the client terminals
11 and 831 are connected are associated with each other by the same
routing ID, and also are set in the relay group information 47
(GROUP2). Accordingly, in Step 31205, the relay server 12 determines
that the routing information is present. [0124]However, the routing
ID "0003" indicates the routing setting among the relay servers 12,
822 and 832, and the routing session between the relay servers 12 and
832 is sometimes established, and sometimes not. In the case where
the routing session is established between the relay servers 12 and
832, it is determined in Step 31206 that the routing session is
present, and the routing control is directly  performed for the LAN
83 in Step S1207. Specifically, the inter-relay server connection
processing unit 155 detects whether or not the relay server 832
connection unit, which corresponds to the relay server 832, has been
created. Note that, in FIG. 18, the relay server X connection unit
153 that corresponds to GROUP 2 is not illustrated. 



[0125]In the case where the routing session is not established
between the relay servers 12 and 832, it is determined in Step S1206
that the routing session is not present and, in Step S1209, the
communication packet is sent out through the routing session with the
relay server 822 as a bypass relay server. This communication packet
is then delivered to the client terminal 831 through the routing
session between the relay servers 822 and 832. [0126]In the case
where a communication error occurs after the communication packet has
been sent out in Step S1207 (YES in Step S1208) , the communication
packet is sent out through the bypass relay server.  [0127] A
description is now made of an example with reference to the table of
FIG. 19. Ina similar way to the above-mentioned examples, it is
assumed that the relay server 12 receives, from the client terminal
11, the communication packet destined for the client terminal 831. In
Step 31205, it is determined that the routing information is present
. Then, the routing ID "0003" indicates the routing setting among the
relay servers 12, 822 and 832. Accordingly, three routing sessions
may be sometimes established, i.e. between the relay servers 12 and
822, between the relay servers 12 and 832, and between the relay
servers 822 and 832. In this case, first in Step S1207, the relay
server 12 attempts to use the routing session between the relay
servers 12 and 832. In the case where a communication error occurs,
the routing session between the relay servers 12 and 822 is used
instead, in Step S1209. The communication packet is then finally
transferred through the routing session between the relay servers 822
and 832. Note that an error process is performed in the case where
the bypass relay server is not present. [0128]InStep31205, in the
case where the information indicating that routing is
allowed/possible is not included in the relay group information, the
client terminal as the transmission source is notified that it is
impossible for the communication packet to reach the destination
(Step S1210). 



[0129]With reference to the block diagram of FIG. 18, the flow of the
routing process in the relay server 12 is now described. Basically,
the process here is similar to that described with reference to FIG.
2 in the above-mentioned preferred embodiment. The process here is
different from that in the above-mentioned preferred embodiment  in
that, since the relay server 12 has established the routing sessions
with two relay servers 23 and 812, the relay server 23 connection
unit 153-1 and the relay server 812 connection unit 153-2 have been
created.  [0130] In a similar way to the above-describedpreferred
embodiment, the communication packet received from the LAN side is
processed sequentially by the interface unit 121, the LAN driver 151,
the LAN-side IP packet processing unit 152, the routing control unit
154 and the relay server connection processing unit 155. In response
to the destination IF address of the communication packet, the relay
server connection processing unit 155 outputs the communication
packet to either the relay server 23 connection unit 153-1 or the
relay server 812 connection unit 153-2. A flow of the subsequent
process is similar to that described with reference to FIG. 2 in the
above-mentioned preferred embodiment. [0131]As described above, the
relay communication system of this preferred embodiment can set a
plurality of relay groups in each of the relay servers, and can set
individual routing pattern in each of the relay groups. In such a
way, in the plurality of LANs which form the relay group, the routing
control can be performed in a variety of patterns. Also, based on the
update of the relay group information, it is possible to dynamically
change the relay groups and the routing  groups. 
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CLAIMS 1.A first relay server connected to a to a communication
terminal via a first LAN and connected to a second relay server via a
wide area network, the first relay server being connected to a first
LAN that routes a communication packet via the first relay server,
and having a first communication terminal connected thereto through
the first LAN, the second relay server being connected to a second
LAN that routes a communication packet via the second relay server,
the first relay server comprising:        a relay group information
sharing unit configured to share, with the second relay server, a
relay group information including information used to specify the
first relay server and the second relay server constituting the relay
group; a network address registration unit;        a routing session
establishment unit configured to, upon receiving an instruction to
route a communication packet between the first relay server and the
second relay server, transmit a network address of the first LAN to
the second relay server, receive a network address of the second LAN
from the second relay server, register the network address of the
first LAN and the network address of the second  LAN in the network
address registration unit, and establish a routing session with the
second relay server to route the communication packet between the
first LAN and the second LAN; 



a routing processing unit configured to, upon receiving from the
communication terminal a communication packet destined for an IP
address belonging to the second LAN as a destination address,
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit, specify the second relay server as a relay server
capable of routing the communication packet to a network address
corresponding to the destination address, and transfer the
communication packet through the routing session with the second
relay server; and        a routing session disconnection unit
configured to receive an instruction to disconnect the routing
session, disconnect the routing session, and delete the network
address of the first LAN and the network address of the second LAN
from the network address registration unit. 2.The first relay server
according to claim 1, further comprising a relay server information
sharing unit configured to share a relay server information to
register IP addresses of the first relay server 65  



and the second relay server. 3.A second relay server connected to a
second communication terminal via a second LAN and connected to a
first relay server via a wide area network, the second relay server
being connected to a second LAN that routes a communication packet
via the second relay server, the first relay server being connected
to a first LAN that routes a communication packet via the first relay
server, the first LAN having a first client terminal connected
thereto, the first client terminal routing a communication packet via
the first relay server, and the second LAN including a communication
terminal connected thereto, the second relay server comprising:
a relay group information sharing unit configured to share, with the
first relay server, a relay group information including information
used to specify the first relay server and the second relay server
constituting the relay group;        a relay server information
sharing unit configured to share, with the first relay server and the
first client terminal, a relay server information including
information used to specify the first relay server and the second
relay server and information used to specify the first client
terminal;         a communication unit configured to specify that the
first client terminal is connected to the first relay server based on
the relay server information and to communicate with the first client
terminal through the first relay server; a network address
registration unit; 



a routing session establishment unit configured to, upon receiving an
instruction to route a communication packet between the first client
terminal and the second relay server, receive a network address of
the first LAN from the first client terminal through the
communication unit, transmit a network address of the second LAN to
the first client terminal through the communication unit, register
the network address of the first LAN and the network address of the
second LAN in the network address registration unit, and establish a
routing session with the first client terminal to route the
communication packet between the first LAN and the second LAN;
a routing processing unit configured to, upon receiving from the
communication terminal a communication packet destined for an IP
address belonging to the first LAN as a destination address,
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit, specify the first client terminal as a terminal
capable of routing the communication packet to a network address
corresponding to the destination address, and transfer the
communication packet through the routing session with the first
client terminal; and         a routing session disconnection unit
configured to receive an instruction to disconnect the routing
session, disconnect the routing session, and delete the network
address of the first LAN and the network address of the second LAN
from the network address registration unit.  4. The second relay
server according to claim 3,         wherein IP addresses of the
first relay server and the second relay server and an IF address of
the first client terminal connected to the first relay server are
registered in the relay server information. 



5. A first relay server connected to a first LAN via a first
communication terminal and connected to a second relay server via a
wide area network, the first relay server being connected to a first
LAN that routes a communication packet via the first relay server,
the first LAN having a first communication terminal connected
thereto, and the second relay server being connected to a second LAN
that routes a communication packet via the second relay server, the
first relay  server comprising:         a relay group information
sharing unit configured to share, with the second relay server, a
relay group information including information used to specify the
first relay server and the second relay server constituting the relay
group; a network address registration unit;         a routing session
establishment unit configured to, upon receiving an instruction to
route a communication packet between the first relay server and the
second relay server, transmit to the second relay server a network
address of the first LAN that routes the communication packet via the
first relay server, receive from the second relay server a network
address of the second LAN that routes the communication packet via
the second relay server, register the network address of the first
LAN and the network address of the second LAN in the network address
registration unit along with identification information of routing
patterns, and establish a routing session with the second relay
server to route the communication packet between the first LAN and
the second LAN in a case where the first relay server and the second
relay server are involved in one common routing pattern, having
identical identification information; a routing processing unit
configured to, upon receiving from  



the first communication terminal a communication packet destined for
an IP address belonging to the second LAN as a destination address,
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information, specify the second relay server as a relay server
capable of routing the communication packet to a network address
corresponding to the destination address, and transfer the
communication packet through the routing session with the second
relay server; and        a routing session disconnection unit
configured to receive an instruction to disconnect the routing
session, disconnect the routing session, and delete the network
address of the first LAN, the network address of the second LAN, and
the identification information from the network address registration
unit. 6.A first relay server connected to a first communication
terminal via a first LAN and connected to a second relay server and a
third relay server via a wide area network, the first relay server
being connected to a first LAN that routes a communication packet via
the first relay server, the first LAN having a first communication
terminal   connected thereto, the second relay server being connected
to a second LAN that routes a communication packet via the second
relay server, and the third relay server being connected to a third
LAN that routes a communication packet via the third relay server,
the first relay server comprising:        a relay group information
sharing unit configured to share, with the second relay server and
the third relay server, a relay group information including
information used to specify the first relay server, the second relay
server, and the third relay server constituting the relay group; a
network address registration unit; 



a routing session establishment unit configured to, upon receiving an
instruction to route a communication packet among the first relay
server, the second relay server and the third relay server, transmit
a network address of the first LAN to the second relay server and the
third relay server, receive a network address of the second LAN from
the second relay server, receive a network address of the third LAN
from the third relay server, register the network address of the
first LAN, the network address of the second LAN and the network
address of the third LAN in the network address registration unit
along with identification information of routing patterns, and
establish   a routing session in an arbitrary combination among the
first relay server, the second relay server and the third relay
server so that the communication packet may be routed among the first
LAN, the second LAN and the third LAN in a case where the first relay
server, the second relay server and the third relay server are
involved in one common routing pattern, having identical
identification information;         a routing processing unit
configured to, upon receiving from the first communication terminal a
communication packet destined for an IF address belonging to the
second LAN as a destination address , determine whether or not a
network address information corresponding to the destination address
has been registered in the network address registration unit after
the network addresses of the first and second LANs have been
associated with each other by the same identification information,
specify the second relay server as a relay server capable of routing
the communication packet to a network address corresponding to the
destination address, and, if a routing session with the second relay
server has been established, transfer the communication packet
through the routing session with the second relay server, and if the
routing session with the second relay server has not been
established, transfer the communication packet through a routing
session with the third relay server associated by the same
identification information;  and        a routing session
disconnection unit configured to receive an instruction to disconnect
the routing session, disconnect the routing session, and delete the
network address of the first LAN, the network address of the second
LAN, and the identification information from the network address
registration unit.  7. The first relay server according to claim 6, 



wherein, in a case where it is determined that it is possible to
route the communication packet to the second LAN and where the
routing session has been established with the second relay server,
when an error occurs in communication through the routing session
with the second relay server, the communication packet is transferred
through the routing session with the third relay server associated by
the same identification information.  8. A first relay server
connected to a first communication terminal via a first LAN and
connected to a second relay server and a third relay server via a
wide area network, the first relay server being connected to a first
LAN that routes a communication packet via the first relay server,
the first LAN having a first communication terminal  connected
thereto, the second relay server being connected to a second LAN that
routes a communication packet via the second relay server, and the
third relay server being connected to a third LAN that routes a
communication packet via the third relay server, the first relay
server comprising:        a relay group information sharing unit
configured to share, with the second relay server and the third relay
server, a relay group information including information used to
specify the first relay server, the second relay server, and the
third relay server constituting the relay group; a network address
registration unit;        a routing session establishment unit
configured to, upon receiving an instruction to route a communication
packet among the first relay server, the second relay server and the
third relay server, transmit a network address of the first LAN to
the second relay server and the third relay server, receive a network
address of the second LAN from the second relay server, receive a
network address of the third LAN from the third relay server,
register the network address of the first LAN, the network address of
the second LAN and the network address of the third LAN in the
network address registration unit along with identification
information of routing patterns, and establish 



a routing session in an arbitrary combination among the first relay
server, the second relay server and the third relay server so that
the communication packet maybe routed between the LANs of the relay
servers which are involved in a routingpatternhaving, among a
plurality of the identification information indicating routing
patterns, one common identification information;        a routing
processing unit configured to, upon receiving from the first
communication terminal a communication packet destined for an IP
address belonging to the second LAN as a destination address,
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information among the plurality of identification information,
specify the second relay server as a relay server capable of routing
the communication packet to a network address corresponding to the
destination address, and transfer the communication packet through
the routing session with the second relay server; and        a
routing session disconnection unit configured to receive an
instruction to disconnect the routing session, disconnect the routing
session, and delete the network address of the first LAN, the network
address of the second LAN, and the identification information from
the network address registration unit. 














