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DESCRI PTI ON FI RST RELAY SERVER AND SECOND RELAY SERVER Techni cal
Field [0001] The present invention relates to a relay server that
enables client termnals connected to |ocal area networks (LANs) to
comuni cate with one another beyond a wi de area network (WAN).
Background art [0002] By using a virtual private network (VPN), a
client term nal can communicate with another client termnal renotely
| ocated across a WAN. However, it is difficult for the VPNto
construct a network that has expapgabiiptiyornd flexibility.

FIRST RELAY SERVER AND SECOND RELAY SERVER

Technical Field
[0001] The present invention relates to a relay server that enables
client terminals connected to local areanetworks (LANsS) to communicate

with cne another beyond a wide area network (WAN).

Background art

[0002] By using a virtual private network (VPN), a client terminal
can communicate with another client terminal remotely located across
a WAN. However, it is difficult for the VPN to construct a network
that has expandability and flexibility.

[0003] A relay communication system disclosed in Patent Document
1 can construct a network that appears as if remote LANs are directly
connected to one another, in a similar way to a VPN. This relay
communication system has better expandability and flexibility than
a general VPN in that it is possible to dynamically change the group

relationship among the LANs, and so on.



[ 0003] A rel ay comruni cati on system di scl osed in Patent Docunent 1 can
construct a network that appears as if renote LANs are directly
connected to one another, in a simlar way to a VPN. This relay
comuni cati on system has better expandability and flexibility than a
general VPN in that it is possible to dynam cally change the group
rel ati onship anong the LANs, and so on. Prior Art Docunent Patent
Docunment [ 0004][ Pat ent Docunent|] Japanese Patent Lai d-Qpen

Publ i catiy Ma+ 20087Lb292991 Summary of the Invention Problens to be
Sol ved by the Invention

Patent Document
[0004] [Patent Document 1] Japanese Patent Laid-Open Publication

No. 2008-129991

Summary of the Invention

Problems to be Solved by the Invention

[0005] In the relay communication system disclosed in Patent
Document 1, each relay server shares identification information of
the client terminals connected to each LAN, thus enabling communication
among the client terminals. Specifically, association information
between identification information of the relay servers and
identification information of the client terminals is shared by the
entire network, thus making it possible for the relay sexrvers to relay
communication packets among the client terminals.

f0006] The present invention, a communication method and
communication system provide excellent flexibility and expandability
and include client terminals that communicate with one another through

a WAN.

Means for Solving the Problems



[0005] I n the relay communi cation system di scl osed in Patent Docunent
1, each relay server shares identification information of the client
termnals connected to each LAN, thus enabling comuni cati on anong
the client termnals. Specifically, association information between
identification information of the relay servers and identification
information of the client termnals is shared by the entire network,
thus nmaking it possible for the relay servers to relay comrunication

packet s;PNg the ¢liigRt 1L es{i kv [[RELTIRG 95e§?§5§e§é¥’%31t egfgyodament

[
conmuni cati on nmet hod and conmruni cati on system provide exc e
flexibiljty and ex andabilitg,and include.client term nals that
commni%‘%ttée\ﬁ?q'? 1ERBEhE?T £ UG 5t TRARY MSATS It PRt ach ot heecond
Problens [0007]A first relay server according to a preferred
enbodi mexitayofsdiherpreserd winleerdiean riestwn A4 .r STheelfay ssefre@kyceareeteds
to a second relay server via a wide area network. The first relay

Server d, Gonnected,te; a iL'hit Fhé‘é’ thated Qute %nE?MBLg@éQ& RAGKEhe
via the tirst relay server. I'rst”conmuni cation termnal 1S
connected to the first LAN. The second relay server is_connected to a
second 11AN% K&layoBeEEeR cOniiihF & PR patadeiony tarihaad etd rpanEcied to
server.

the first LAN. The second relay server is connected to a second LAN
that routes a communication packet wia the second relay server.

The first relay server preferably includes: a relay group
information sharing unit; a network address registration unit; a
routing session establishment unit; a routing processing unit; and
a routing session disconnection unit.

The relay group information sharing unit shares, with the
second relay server, relay group information including information
to specify the first relay server and the second relay server
constituting the relay group.

Uponreceivinganinstructiontorouteacommunicationpacket
between the first relay server and the second relay server, the routing
session establishment unit transmits a network address of the first
LAN to the second relay server, receives a network address of the second
LAN from the second relay server, and registers the network address

of the first LAN and the network address of the second LAN in the network



The first relay server preferably includes: a relay group information
sharing unit; a network address registration unit; a routing session
establishnment unit; a routing processing unit; and a routing session
di sconnection unit. The relay group information sharing
unit shares, with the second relay server, relay group information
including information to specify the first relay server and the
second relay server constituting the relay group. Upon
recei vifig,and NebpYsti-apibn nae a CGAIFEHNSRIMONPRGKet, HBlMREN Skhe ;i on
first relay server and the second relay server, the routing session
establishnent, unit transmts. a, network address of the first LANto
the secoH@RHeSAyPeddr iRttt epbablvakes anetioe 2887 R Wt Second TEARY
fromthe second relay server, and registers the network address of
t he firsiricANtandotihe tkdwosknaddrsasioropaichetspeondeh Abha rFitds LAN and
network address registration unit.Furthernore, the routing session
est abl i,shument I t tablishes a routing session with the second
rel ay server(¥%g%gﬁ$§ t he conmuni cati on packet between the first LAN
and the second LAN. o Upon receiving fromthe first .
comruni cati on t eMFcRalresedFRRdnitesm Shepddkst gesmupdgatépnafierpinal a
address belonging to the second LAN as a destination address, the

rout i NERMREETSITIGNURE dktelies i nes FoRelrner 26688t b 1RehWagk AEEE e8%ond
i nformation corresponding to the destination address has been

regi ster in_the network address reqgistration_unit, .and specifies,
he sedtitioper & SeanoirolRATr RS, WBE Sh PLAD RS e5p 1 PRLTRS SereBhines
comuni cati on packet to a network address corresponding to the

dest i nathiedheaddrre ot Substyasht fgdrehe Folefmalt Rocasyiaspanding to the
transfers the comuni cati on packet through the routing session with

the seqand itRItA%rSeddBFfess has been rHI@st@¥LUNd €88t ORetwork address
di sconnection unit receives an instruction to disconnect the routi ng

session, disconnects the routing .session, and del etes the network
addr es< SH A Hi0Rs P AN S SRS Lde a0l RS 2t QA 761 SWh 8CEREh AP (BARE12Y

fromthe network address registration unit. [0008] The first relay
server seywerucdpesrle n€lnedeing trhed aymsen Veatiod paokéet aw shatwvogk adidress
that shares relay server information to register |IP addresses of the

first ré%fﬁééﬁ@ﬁﬁﬂ%g@ﬁgtEQQdé§§ﬂﬂQ:ﬂﬁ{Q&dress. Subsequently, the routing

processingunit transfers the communication packet through the routing
session with the second relay server.

The routing session disconnection unit receives an
instruction todisconnect the routing session, disconnects the routing
session, anddeletes thenetwork address of the first LAN and the network
address of the second LAN from the network address registration unit.
[0008] The first relay server may further include: a relay server
information sharing unit that shares relay server information to

register IP addresses of the first relay server and the second relay



4 server. [0009] A second relay server according to another preferred
enbodi nent of the present invention is a second relay server
connected to a first relay server via a wide area network. The second
relay server is connected to a second LAN that routes a comunication
packet via the second relay server. The first relay server is
connected to a first LAN that routes a communi cati on packet via the

first relay server. . Afirst client termnal that routes a
comunigatign packet via the first relay server is connected to the
first LAN. The second relay server includes: a relay

group information sharing unit; a relay server information sharing

uni t; & %O8Funi c&t i HREUHT t Tl ne PREVRT adfic@ssingyi R r aRPBRcTinpretgrred
routi ng session establishment unit; a routing processing unit; and a
rout i ngrdesSimentdsScapnecdidart Ulvéntion is a secondh®e V8l 8yreEOepnnected
information sharing unit shares, with the first relay server, a relay

gr oup if ar patien kgl uding | ntor nptlin ysed £o.speet fYthe LLest soay
relay server an the“getond re ay server constrtuting the relay

group. . The relay server information sharing unit shares,

Wi th t Bemviersts cerapgcsefvied aggrrante LANtHatcrpehes tteepiman i cat k@l ppcket

server information including information used to specify the first
relay via the second relay server. The first relay server is connected to

a first LAN that routes a communication packet via the first relay
sexrver. . Afirstclient terminal that routes a communication packet
via the first relay server is connected to the first LAN.

The second relay server includes: a relay group information
sharingunit; a relay server information sharingunit; a communication
unit; a network address registration unit; a routing session
establishment unit; a routing processing unit; and a routing session
disconnection unit.

The relay group information sharing unit shares, with the
first relay server, a relay group information including information
used to specify the first relay server and the second relay server
constituting the relay group.

The relay server information sharing unit shares, with the
first relay server and the first client terminal, a relay server

information including information used to specify the first relay



server and the second relay server, and information used to specify
the first client term nal. The conmuni cation unit
specifies that the first client termnal is connected to the first
rel ay server based on the relay server information. Subsequently, the
conmuni cation unit communicates with the first client termnal

through the first relay server. Upon receiving an
instruction to route a conmuni cati on packet between the first client
term nal,and. 0, he [ i.0 -
ot abl | SPrant T i coe vt e e ye N BRI e eq 5 ARt EY
the first client termnal through the communication unit, transmts a
net wor KEBRIdFesEE Slimd $&C8H@3LAN to the first client terninal by
usi ng the comruni cation unit, and registers the network address of

the first LAN andHehedretunirde tdder ess tofspicha fseeortaltANnien ikt client
networ k address registration unit. Furthernore, the routing session
establi nt_ unit Lsh Ot | S i wi.t.h first
cIient-ﬁ%gﬁgﬁa Ebcgghggkgﬁeggdﬁﬁéﬁﬁgg |5ﬁﬁ% C%%gvggtgégﬁdt%é§¥ﬁ?g@lay
LAN and the second LAN. Upon receiving fromthe

comuni TRAYSN t erhP¥imdteohnect efupsegirnsetondtRAN gonarmigREAPRonunit
packet destined for an | F address belonging to the first LAN as a
desti naddm@uradkliess withethiouti g cNReaesst AR Al trrdel@hMAESEF WAL hell ay
or not a network address information corresponding to the destination
address_has been registered in the network address registration unit,
and spetifi®s the first client terninal as a terminal capabl e of
routing the comruni cati on packet to a network address correspondi ng

to the desti nati dhpoadthasisy ir@udrsegsientd iyl on herpote anprpuadessing pawike t
transfers the comuni cati on packet through the routing session with
the TinsdiifddPithel @595k jent terminal W Eﬁﬁtbggo§35§é£5¥]server, the
di sconnection unit receives an instruction to disconnect the routing
session, disconnects the routing session, and del etes the network

addr esst Y 4He SEEP PN R AN IHE HeboF KK Sifdress adte iy 8grasp af the
fromthe network address registration unit. [0010] | p addresses
of the first I2el fyosetker f anst tdiel ssacardmiabaytsesugh tnd datamtdnication
address of the first client termnal connected to the first relay
server Tyhe £eghshet 4 hO:hdn, GahRKs S Bho ULALIALPD, ol DPLIL: A1 1onc
first relay server according to SCITT anot her preferre enbodl ment of
the present invention is a first relay server connected to a second

rel ay setWemal RYaliiee dre&onetndFRELPReR ] Fstandelragisbeyerthie network
connected to a first LAN that routes a communi cati on packet via the
first relapeseofethe AibbtSLAK EAAINHAh@No®r AHAALE sk So £ e e rid0 LAN
the first LAN. The second relay server is connected to a second LAN

t hat r%%{%%eanggagyﬁiééggégg %%%ggErgk?oﬁq%rﬁ?FO%%rEggg%o%g[VEré routing
sessionestablishment unit establishesaroutingsessionwiththe first
client terminal to route the communication packet between the first
LAN and the second LAN.

Upon receiving from the communication terminal connected
to the second LAN a communication packet destined for an IP address

belonging to the first LAN as a destination address, the routing



The first relay server includes: a relay group information sharing
unit; a network address registration unit; a routing session
establishnent unit; a routing session establishnent unit; a routing
processing unit; and a routing session disconnection unit.

The relay group information sharing unit shares, with the second

relay server, relay group information including information used to
specify the first relay server and the second relay server

_const| t 55'69:#{}? ﬁ]ffi@)ﬁegreghl@nes whether o nch rf'lert%%.eclkvéhélgr AL information
instruction 16 rotte a cormmuni cation packet between 't e TIrst 18 ay
server and the second relay server, a routing session establishnent

uni t traPeReIRORAHE e khaddpesnafiamaddiress haw haen Kevdeksnadr i &ne
server, receives a network address of the second LAN fromthe second
relay sesvedsrk i Steyis e ket wark, addaesseof ribe fhd stidtdN @Andne
t he network address of the second LAN in the network address

regi stration it along with identification. nformation of routin
pattern%?r$iﬁ%ihﬂ%ﬂ3rg?gpﬁgaioﬁ?P%%i%é% Fﬁﬁﬁﬁ§@agﬁﬁsﬁﬂ%ﬁ?nh%?Ylon Phcket
establishes, a routing session with the second relay server to route

t he conb@inicatstoenkackEirdrns weenrefieorndist LANthrd dart igeddod LaANMGass.
a case where the first relay server and the second relay server are

i nvol vedh e Qen COTMRRe rkili g DAl dind @Y NEraaTeebdeMd dd Al QR tion
i nformation. Upon receiving fromthe first

communi cation term nal _a conmuni cati on packet destined for an | F
addr co P THADNGITHPIL FhE SRUBNAYLAR SE0m Wddt (A%t FORS Adtl beat ferninal.
routing processing unit determ nes whether or not a network address

i nformation corrégpondiond ing t hesdeshi natscamraddriess hastbeesiceives an
registered in the network address registration unit after the network
addr ess i : : I b

ther By The Sang T ener P B T or | e o PSS e b e bk fh
second relay server. as a relay server capable of routing the

conmuni 2R F AN paRREELEE s Hha o Hoaf €528 ¢ 6f (Lot thlkf Y 8ne e network
destination address. Subsequently, the routing processing unit

transf esgdides odnthuiseabindLmacken bye uithg rikheddadd Reg388SheNoMUN t .
t he second relay server. The routing session di sconnection

unit regeiv, an I t Lsgonnec he routin ssion

di sconng@%ls@f he rioﬁugﬁﬁggé%ggioo]ﬁftggn%l%&r F%%%y Sc?eﬁveetregg?ﬁcglenS?ﬁS?ﬂ relay
address of the first LAN, the network address of the second LAN and

t he i desgiv¥exanibrn APorAdresn ¢F orhe Hal nadt wddknidieessnadgrenrettiarh to
unit. [0012]A first relay server according to a still another

preferrgge first relayservermaybe registeredintherelayserver information.
[0011] A first relay server according to still another preferred
embodiment of the present invention is a first relay server connected
to a second relay server via a wide area network. The first relay
server is connected to a first LAN that routes a communication packet
viathe firstrelayserver. Afirstcommunicationterminal is connected
to the first LAN. The second relay server is connected to a second

LAN that routes a communication packet via the second relay server,



enbodi ment of the present invention is a first relay server connected
to a second relay server and a third relay server via a w de area
network. The first relay server is connected to a first LAN that
routes a comuni cationpacket via the first relay server . A first
comuni cation termnal is connected to the first LAN. The second
relay server is connected to a second LAN that routes a conmmunication
packet via the second relay server. The third relay server |

is
connected to a third t hat i,cati AVA :
third rel ay serv§P€ fké@kJﬁﬁiﬂ;9¥%§§¥?f%?%gggéygéggggfafﬁgéd’é%?&g%lon
relay group information sharing unit; a network address registration
uni t; SHPWIHYREsST @ﬁté@ﬁib@‘g@l?ﬁ%treﬁﬁisﬁ;raélPBleiJng Broeeskihgession
unit; and a routing session disconnection unit. The relay group

i nf or madd b Isihnieng UAlt; ShaloREiny 5Bsthén senemd i@y tSeRVef Arduithag
third relay server, a relay group information including information

used tq specify the.first relay server, the second relay server and
Lhe t hit OIS aTvE/ B8RSt FRETRATE RET Bry HT Gt ectbon UniE.

The relay group information sharing unit shares, with the
second relay server, relay group information including information
used to specify the first relay server and the second relay server
constituting the relay group.

Uponreceivinganinstructiontorouteacommunicationpacket
between the first relay server and the second relay server, a routing
session establishment unit transmits a network address of the first
LAN to the second relay server, recelves a network address of the second
LAN from the second relay server, and registers the network address
of the first LAN and the network address of the second LAN in the network
address registration unit along with identification information of
routing patterns. Furthermore, the routing session establishment
unit establishes, a routing session with the second relay server to
route the communication packet between the first LAN and the second
LAN in a case where the first relay server and the second relay server
are involved in one common routing pattern, having same identification

information.



Upon'receiving an instruction to route a comuni cati on packet anong
the first relay server, the second relay server and the third rel ay

server,

the routing session establishnent unit transmts a network

address of the first LANto the second relay server and the third
relay server, receives a network address of the second LAN fromthe

second
t he thi

rel ay server, receives a network address of the third LAN from
rd relay server, and registers the network address of the

first LAN, the nefvork Qdqrasy 9 d&rieeand Ll #d:LAe B8 Wi kinal a

addr ess

communication packet destined for an IP address belonging to the second
LAN as a destination address, the routing processing unit determines
whether or not a network address information corresponding to the
destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information, and specifies the second relay server as a relay server
capable of routing the communication packet to a network address
corresponding to the destination address. Subsequently, the routing
processingunit transfers the communicationpacketbyusing the routing
session with the second relay server.

The routing session disconnection unit receives an instruction
to disconnect the routing session, disconnects the routing session,
and further, deletes the network address of the first LAN, the network
address of the second LAN and the identification information from the
network address registration unit.

[0012] A first relay server according to a still another preferred
embodiment of the present invention is a first relay server connected
toasecondrelayserver andathirdrelay server viaawlide area network.

The first relay server is connected to a first LAN that routes a



of the third LAN in the network address registration unit along with
identification information of routing patterns. Furthernore, the
routing session establishnment unit establishes a routing session in

an arbitrary conbination anong the first relay server, the second
relay server and the third relay server so that the comunication
packet may be routed anong the first LAN, the second LAN and the

third LAN in a case where the first relay server, the second relay
server : i V. ; i |,n oRpe. t]

patt or oAb A A P ENEEARLE el s, CRBARIEBl on
receiving fromthe first communi cation term nal a comunication .
packet tedtinfeld i&ncrpraglressc féleofdira§ LoVt hdhses6raNEARE BRY Ferver is
destination address, the routing processing unit determ nes whet her

or not comeiEK taddressordLaNmEi 4 01 cti@kises pefighiid dad ildhepdesé t natd @Re
address has been registered in the network address registration unit

after the ne rk addresses . of e first and _second LANs have, been. .
associ a eecdghvcv% ?%lié C%g%Y%]gT g;?/let %glgdanrees']‘lad/eﬁﬁrﬂegaﬁ SOUTFEERE? oh third
and specifies the second relay server as a relay server capabl e of

r out i ngbAthehedmreriteat korcpakieta tiorm neathadr Kiaddrestshicot rasigondiengyer .
to the destination address. Subsequently, if a routing session with
the second rel ay 9 Y& shasiR8eBe£64 ARl ShRR s :t Ra-d1Q4t LRGP OGRS on
unit transfers the comruni cation packet through the routing session
with the second EEL%¥ s%rve%,cz dif the routing session with the
second TEI Y SB8PvEF hEASTHOE KLREH BT 4601 Shéd T PR Hut Pnbproted Sesgion
unit transfers the comruni cati on packet through a routing session

with t sttailridhmeindyusitver rassonggimbdnsiipusane adent réuttatd erssion
i nformation. The routing session disconnection unit

recei Ve A dastiuet k@n+t o di sconnect the routing session

di sconnects the routing session, and del etes the network address of
the first LAN, the network address of the second LAN and the _

i dentification i H6r RELABEIIHMIPEERBEWORKS GRS $0idgPRaFasi gHith the
unit. [0013]1n a case where it is decided that it is possible to

rout e tdweccrahmeid caétosr padkak tha rdhe: Isgcostk d:ANs randygiteupduticigation
session is established with the second relay server, when an error
occurs . . : e

ol ay S e D b i A p e d e ol B R dpgone
routing session with the third relay server associated by the sane

i dent i fistlaty 6ATVAF givhtherthird relay server constituting the relay group.

Upconreceivinganinstructiontorouteacommunicationpacket
among the first relay server, the second relay server and the third
relay server, the routing session establishment unit transmits a
network address of the first LAN to the second relay server and the
third relay server, receives a network address of the second LAN from
the second relay server, receives a network address of the third LAN
from the third relay server, and registers the network address of the

first LAN, the network address of the second LAN and the network address

10



[0014] A first relay server according to still another preferred
enbodi ment of the present invention is a first relay server connected
to a second relay server and a third relay server via a wde area
network. The first relay server is connected to a first LAN that
routes a comrunication packet via the first relay server. A first
communi cation termnal is connected to the first LAN. The second
relay server is connected to a second LAN that routes a comruni cation

packet yi r-e| Lr erver . Ls :
Connect e T S TR A LA har Ty o ATt ey ot e B e Long i e
third relay server. ) . The first relay server includes: a

rel ay gr&tp-inforett o israditdgnuritt ;roathégmaﬁﬁtaaa? es FEdieqregs ok he
unit; a routing session establishment unit; a routing processing

uni t; anshiteind® wdsagd onesst apl tslstaimneeatittofs vablisdde 4 ebayiggosdssion in
information sharing unit shares, with the second relay server and the

MIARET R A L e e O R
server and the third relay server so that the communication packet
may be routed among the first LAN, the second LAN and the third LAN
in a case where the first relay server, the second relay server and
the thirdrelay server are involved in one common routing pattern having
same identification information.

Upon receiving from the first communication terminal a
communication packet destined an IP address belonging to the second
LAN as a destination address, the routing processing unit determines
whether or not a network address information corresponding to the
destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information, and specifies the second relay server as a relay server
capable of routing the communication packet to a network address
corresponding to the destination address. Subsequently, if a routing

session with the second relay server has been established, the routing

processingunit transfers the communication packet through the routing

11



relay server, and the third relay server constituting the rel ay
group. Upon receiving an instruction to route a comruni cati onpacket
anong the first relay server, the second relay server and the third
rel ay server, the routing session establishment unit transmts a
network address of the first LANto the second relay server and the
third relay server, receives a network address of the second LAN from
the second relay server, receives a network address of the third LAN

from the thi 50 fiehay, SeaRing 20§ QU SLeT Sadhe et wardaddr 888s 05n then

the secondrelayserverhasnotbeenestablished, the routingprocessing
unit transfers the communication packet through a routing sessionwith
the third relay server associated by the same identification
information.

The zrouting session disconnection unit receives an
instruction todisconnect the routing session, disconnects the routing
session, and deletes the network address of the first LAN, the network
address of the second LAN and the identification information from the
network address registration unit.

[0013] In a case where it is decided that it is possible to route
the communication packet to the second LAN, and the routing session
is established with the second relay server, when an error occurs in
communication using the routing session with the second relay server,
the communicationpacketmaybe transferredbyusing the routing session
with the third relay server assoclated by the same identification
information.

[0014] A first relay server according to still another preferred
embodiment of the present invention is a first relay server connected
toa secondrelayserver anda thirdrelayserver via awide area network.

The first relay server is connected to a first LAN that routes a

12



first LAN, the network address of the second LAN and the network
address of the third LAN in the network address registration unit
along with identification information of routing patterns.

Furthernore, the routing session establishnent unit establishes a
routing session in an arbitrary conbination anong the first rel ay
server, the second relay server and the third relay server so that

t he communi cati on packet maybe routed between the LANs of the relay
Ser Ver Scaiihiil 18 d Yk vedy L 8t AeAWsItNG: 1RAL d&FNAV A r RTEMGnfhication
plurality of the identification information indicating routing
patterns, one .cqonmon_identifjication, nforpation. Upon ,
Fecei vi T IEH (ffe CPPPSE CanFI LM Bt LN ndifies SESRAENF&LEY Grerver is
packet destined for an | P address belonging to the second LAN as a
dest i nat¢rore @t ¢9sa D IRNNghpr owegsisng eovnrfurdetaarimmeschhethies the
or not a network address information corresponding to the destination
addr essg; has, egi ed SS. regi i it
fter e mat aork acds coses o e Tor A detony TAE AL Bt iz
associ ated with each other by the sanme identification information
among tHE fh@tarctyest 2 aeRTRR catiom RAFEImELRoRNe ablyl 5P ets e Server -
second relay server as a relay server capable of routing the

comuni cati on padket £t osa rellanoekraddriass werrs:es paldingrboptiiormation
destinati on address. Subsequently, the routing processing unit

transf eng, (e, GATTYNL GaLiANPAgkELs Nah LS R AU 10 SESTE Ry Wb on
t he second rel ay server. e routing Session

di sconnection unit receives an instruction to disconnect the routing
sessi orf StEldsimegtsunhb/ roFoPRgngeREPERE S i ugétetayd a routing session
t henet wor kaddress of the first LAN, the network address of the second
LAN andiidedfieitiidd eatiizqn i nformation fromthe network address
registration unit. Effects of the Invention

The relay group information sharing unit shares, with the
secondrelayserverandthethirdrelayserver, arelaygroupinformation
including informationusedtospecifythe first relayserver, the second
relay server, and the third relay server constituting the relay group.

Uponreceivinganinstructiontorouteacommunicationpacket
among the first relay server, the second relay server and the third
relay server, the routing session establishment unit transmits a
network address of the first LAN to the second relay server and the
third relay server, receives a network address of the second LAN from
the second relay server, receives a network address of the third LAN
from the third relay server, and registers the network address of the

first LAN, the network address of the second LAN and the network address
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[0015]In the relay server according to various preferred enbodi nents

of the present invention, the network addresses of the LANs in which
a routing function is validated are shared between the relay servers.
Then, the routing session is established between the relay servers in
which the routing function is validated. In such a way, the

conmuni cation packet transmtted fromthe client termnal by directly
designating the IP address is routed through the WAN. Moreover, the

| P addresses eﬁiwem@Ii@tﬁ@fﬂ/@é@ﬁ@@da%ﬁgIé@éﬁséﬁﬁﬂ&ﬁhﬁi@m@% &dth

to the respective LANs are shared. In such a way, in a systemo

net wor k, addresses in which royting_is allowed, it maybe possible to
fefor I THE Sfd IGERETTOR Bid TOUhHBE! PahCPRRor el g aatie  the

client term nals. [0016] Moreover, an arbitrary client term nal
connectmuiting keskANn enydel seheoitedniandstsbal sloaed touttiingts@msiasn dn
routing device. In such a way, the routing control is flexibly

per for @ﬁakﬂéergﬁ{{%%bhﬁﬁ@gtﬁ}gﬁdsn@om L gura irgggggs%wejé,g‘fﬁ%geesha&elay

server according to sti er preferre I ment € preésent
invention, the LANs which performthe routing control anong a

pl ur al i I§F T FAafhseiherd FativdREYSE 9% théltayhgr eRiprun Cafaiy sdcket
based on the identification information. In such a way, at the tine

of tramsdebki ng:tidte beawauni et LANsPAC kAt hetaveearibes neiiireh ye liosatiedd
LANs, the identification information is referred to, so as to deci de
i.nfor i on

o1 Ur al £ “oF CF e i Dl Ao e P be e foUBh W iRE o
same relay group. Brief Description of the Draw ngs
information indicating routing patterns, one common identification
information.
Upon receiving from the first communication terminal a
communication packet destined for an IP address belonging to the second
LAN as a destination address, the routing processing unit determines
whether or not a network address information corresponding to the
destination address has been registered in the network address
reglstration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information among the plurality of identification information, and
specifies the second relay server as a relay server capable of routing
the communication packet to a network address corresponding to the

destination address. Subsequently, the routing processing unit

transfers the communication packet through the routing session with

14



[ 0018] FIG 1 is a view show ng an entire configuration of
a relay communication system FIG 2 is a view show ng constituent
el ements of a relay server. FIG 3 is a chart showing a
fl ow of a process regarding construction of a relay group. FIG 4 is
a view showi ng relay server information created up to Step 32.

the second relay server.

The routing session disconnection unit receives an
instruction todisconnect the routing session, disconnects the routing
session, and deletes the network address of the first LAN, the network
address of the second LAN and the identification information from the

network address registration unit.

Effects of the Invention

[0015] In the relay server according to various preferred
embodiments of the present invéntion, the network addresses of the
LANs in which a routing function is validated are shared between the
relay servers. Then, the routing session is established between the
relay servers in which the routing function is wvalidated. In such
a way, the communication packet transmitted from the client terminal
by directly designating the IP address is routed through the WAN.
Moreover, the IP addresses of the relay servers and the client terminals
connected to the respective LANs are shared. Insuchaway, in a system
of network addresses in which routing is allowed, it may be possible
to refer to the address information and connection information of the
client terminals.

[0016] Moreover, an arbitrary client terminal connected to the LAN

15



FIG 5is a view showing information created up to Step S4. FIG 6 is
a view showing information created up to Step S7. FIG 7 is a view
showi ng information created up to Step S11. FIG 8 is a view show ng
a process flow regarding construction of a routing session.

FIG 9 is a view showng information created up to Step S14. FIG 10
Is a view show ng relay server information exchanged in Step 315.

FIG 11 is a view showing information created up to Step S17.

FI G 1%1&@:;@ ELowehant al{r?cgarsdhmgo&,@@ CORhEebhoRs of rbheihgUidPlee. 1In

session. FIG 13 is a flowhart regarding routing process.

' i r for._i | enenting a routin
FLSC,[ Ilg?i.%.(i‘, aat ﬁgggltifli%h?cvgpggﬁgng@ggregls isoflleg_l[?bly perfogrmed gn a vgersatile

network configuration.
[0017] In the relay server according to still another preferred
embodiment of the present invention, the LANs which perform the routing
control among a plurality of relay servers included in the relay group
are managed based on the identification information. In such a way,
at the time of transferring the communication packet between the
remotely located LANs, the identification information is referred to,
so as to decide a route. Moreover, by using the identification
information, a plurality of individual routing patterns may be set
even within the same relay group.
Brief Description of the Drawings
[0018]

FIG. 1 is a view showing an entire configuration of a relay
communication system.

FIG. 2 is a view showing constituent elements of a relay
server.

FIG. 3 is a chart showing a flow of a process regarding
construction of a relay group.

FIG. 4 is a view showing relay server information created

16



FIG 15 is a view showing a state where the routing function is

i npl emented in the client termnals. FIG 16 is a view
showi ng a state where the routing function is inplenented in the
client termnals. FIG 17 is a view showing an entire configuration
of a relay conmunication systemaccording to a second preferred
enbodi nent of the present invention. FIG 18 is a view show ng
constituent elenents of a relay server. FIG 19 is a view show ng

settingygont estsp of2 @ routing

FIG. 5 is a view showing information created up to Step S4.

FIG. 6 is a view showing information created up to Step S7.

FIG. 7 is a view showing information created up to Step S11.

FIG. 8isaviewshowingaprocess flowregardingconstruction
of a routing session.

FIG. 9 is a view showing information created up to Step S14.

FIG. 10 is a view showing relay server information exchanged
in Step S15.

FIG. 11 is a view showing information created up to Step
S17.

FIG. 12 is a flowchart regarding the construction of the
routing session,.

FIG. 13 is a flowchart regarding routing process.

FIG.1l4isachartshowingaprocess forimplementinga routing
function in the c¢lient terminal.

FIG. 15 is a view showing a state where the routing function
is implemented in the client terminals.

FIG. 16 is a view showing a state where the routing function
is implemented in the client terminals.

FIG. 17 is a view showing an entire configuration of a relay

17



session. FIG 20 is a view showing relay group information. FIG 21
Is a view showng relay group information. FIG 22 is a flowhart
regardi ng construction of the routing session. FIG 23 is a flowchart
regardi ng routing process. Best Mdydes for Carrying out the Invention
[0019] {First Preferred Enbodinment} {1. Entire configuration of relay
communi cati on systen

communication system according to a second preferred embodiment of
the present invention.

FIG. 18 is a view showing constituent elements of a relay

server.

FIG. 19 is a view showing setting contents of a routing
session.

FIG. 20 is a view showing relay group information.

FIG. 21 is a view showing relay group information.

FIG. 22 is a flowchart regarding construction of the routing
session.

FIG. 23 is a flowchart regarding routing process.

Best Modes for Carrying out the Invention

[0019]

{First Preferred Embodiment}

{1. Entire configuration of relay communication system}

A description will be made below of preferred embodiments
of the present invention with reference to the drawings. FIG. 1 is
a view showing an entire configuration of a relay communication system.
The relay communication system includes LANs 1 and 2, a WAN 3, and

the like. The WAN 3 is a wide area network such as, for example, the
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A description will be nade bel ow of preferred enbodi nents of the
present invention with reference to the drawngs. FIG 1 is a view
showi ng an entire configuration of a relay comuni cation system The
rel ay communi cation systemincludes LANs 1 and 2, a WAN 3, and the
|ike. The WAN 3 is a wi de area network such as, for exanple, the
Internet. [0020]A client termnal 11 and a relay server 12 are
connected to the LAN 1. Cient termnals 21 and 22 and a rel ay server
23 are £enawecded to the LAN 2. A session initiation protocol (SIP)
server 31 is connected to the WAN 3. [0021]The client terninals 11,

21 and e termnals such as persona uters, for | e. The
ol oy SERAIE 15 Meiteat Eeapiialol L e A Heah A VEbha R Eat e S ted
between the LAN 1 and the LAN 2. The SIP server 31 rel ays

comuni cattilmn$.Ableflweedl idret reedrayinsdnsvéisad? ZhcerizBa knlthi sepref 43 ede
enbodi ment, the SIP is preferably used as a comruni cati on protocol

Qet ween it A% SEh¥eLay 12, ARdseds BRI a i BEBLBBLNBE 13 Yl rver
SIP may al so be use [ 0022
31 is connected to the WAN 3.
[0021] The client terminals 11, 21 and 22 are terminals such as
personal computers, for example. The relay servers 12 and 23 relay
inter-client terminal communications between the LAN 1 and the LAN
2. The SIP server 31 relays communications between the relay servers
12 and 23. 1In this preferred embodiment, the SIP is preferably used
asacommunicationprotocolbetweentherelayserversl2and23; however,
protocols other than SIP may also be used.
(0022}
{2. Constituent elements of relay server}

FIG. 2 is a view showing constituent elements of the relay
server 12 (23). The relay server 12 (23) preferably includes an
interface unit 121 (231), a contrel unit 122 (232), and a database
storage unit 123 (233). In FIG. 2, reference numerals which are not
parenthesized are reference numerals directed to the relay server 12,

and reference numerals which are parenthesized are reference numerals

directed to the relay server 23.
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{2. Constituent elenents of relay server} FIG 2is a
vi ew showi ng constituent elenents of the relay server 12 (23). The
relay server 12 (23) preferably includes an interface unit 121 (231),
a control unit 122 (232), and a database storage unit 123 (233). In
FIG 2, reference nunerals which are not parenthesized are reference
nunerals directed to the relay server 12, and reference nuneral s
whi ch are parenthesized are reference nunerals directed to the relay

server [ 002 i C its5q1 423 r muni.cat |
R E e L e S g i L R A
(2), by using a local IF address. The interface unit 121 231£

per f or % GAAGRICCEBR TR 1] (hér P sEehiel B3 conneréef k@ thehieN § 42)
connected to the WAN 3, by using a global |IF address. [0024] The
controlpywhistink?22 (232) imcldddessa LA diritearratelun2%l) 21 a4y Sed€olrns
packet processing unit 152 (252), a WAN-side | F packet processing

unit 153 ) ,..a routl control unit 154 (254),..an inter-rela

server ccoér%[ﬁ%c claécnloﬁlr H%%éfsjlgﬁ"hneg%t&r?i £e1B5" (%lsg)r %g%d'J‘écer’ef’qgicéeﬁ/é:r%ﬁecmd
connection unit 156 (256). [0025] The LAN driver 151 (251) includes

dri ver sofihga BN Fat by using a glcobal IP address.

[0024] The control unit 122 (232) includes a LAN driver 151 (251),
a LAN-side IP packet processing unit 152 (252), a WAN-side IP packet
processing unit 153 (253), a routing contrel unit 154 (254), an
inter-relay server connection processing unit 155 (255), and a relay
server X connection unit 156 (256}.

[0025] The LAN driver 151 (251) includes driver software that
controls the interface unit 121 (231). The LAN-side IP packet
processing unit 152 (252) processes a communication packet received
from the LAN side, and outputs the communication packet to the routing
contrel unit 154 (254). The routing control unit 154 (254) determines
a routing destination of the communication packet based on information
stored in the database storage unit 123 (233). Based on information
stored in the database storage unit 123 (233), the inter-relay server
connection processing unit 155 (255) determines a connection by which
the communicationpacket is tobe relayed, and cutputs the communication

packet to the relay server X connection unit 156 (256). A relay server
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controls the interface unit 121 (231). The LAN-side |F packet
processing unit 152 (252) processes a conmuni cati on packet received
fromthe LAN side, and outputs the comuni cation packet to the
routing control unit 154 (254). The routing control unit 154 (254)
determ nes a routing destination of the communication packet based on
information stored in the database storage unit 123 (233). Based on
information stored in the database storage unit 123 (233), the

nuer - g BYRRELYEL, CONPELLON BT 9663SLRGONN L A8 (20) HBLELILES A

connect’ion cofmuni cat’ion packe be rélraye

out puts the communi cation packet to the relay server X connectlon
unit 158P¢@EGYCc reAayedeivedelverThexre bansStiven X s@nagcss on Wornéehi @p6)
actually constructed with a specific relay server X. The relay server

X conne@&wmwrahte A&l 2ot i PHERet R €REWAN-Gakorp packet g oddi®ing
WAN-si de | P packet processing unit 153 (253). [0026] Moreover, the

control unjt :% 2) creates and updates a variety of databases
stored VYt he” Hat se storage unit 123 (233). The dat abase storage
unit 123 (233) preferably includes a relay group information storage
unit 124040284), Momasersertver conforhatnion 1t0or(@ge)unreat@s {i®B5)pdates
and a client termnal information storage unit 126 (236). [0027] {3.

Fl ow of ; I2Q4@8$} of databases sFbfed 3 ené ﬂﬁrﬂas%hQ%PQg@Q{nche§§3f(lﬁ’ﬁ)
regarding the Creation of a relay group information, relay server

information, and a client term nal information. Adnlnlstrators of the
rel ay s@%gﬁ§a?gs§nﬁt‘?%ﬁ‘%ﬁél§rﬂZdﬁr(@él}érﬁref@m LRELUER §PotiBl # BrEFOUP
rel ay communi cation system between the LANs 1 and 2, and to validate

a routiingfdrmecti@nsberagemntihel 2ANE34) ardrdlay server information storage

unit 125 (235), and a client terminal information storage unit 126
{236) .

[0027]

{3. Flow of process}

FIG. 3isachart showingaprocess flowregarding thecreation
of a relay group information, a relay server information, and a client
terminal information. Administrators of the relay servers 12 and 23
make an agreement to construct a group for a relay communication system
between the LANs 1 and 2, and to validate a routing function between
the LANs 1 and 2.

[0028]
<3. 1 Step S1 to Step 82>

The administrators of the relay servers 12 and 23 create
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[0028] <3. 1 Step 51 to Step S2> The admi nistrators of the rel ay
servers 12 and 23 create accounts for users of the client termnals
11 and 21 (Step SI, Step S2: CreateAccount() ) . The control units
122 and 232 create relay server information 51-1 and 51-2, and store
the relay information 51-1 and 51-2 in the relay server information
storage units 125 and 235. The relay server information 51-1 and 51-2
are information indicating details of the relay servers which conpose

the relay co i cation system and s,.shown in.EIG 4,.a conpos

o i Ab ok 8y P R 99 entor SIRNL I 0 Bndter S S SOBI0SRHlen
512-2. [0029] Each of the upper information 511-1 and 511-2 is an

i nf or meit4 oPr @Rttt e o+ elFhg coatved uniftiscliy 2 and d3acedabe rahaypperer
l evel. "id" and "nane" indicate identification informati on and nane

of the iﬁﬁﬂcﬁﬂna%ﬁb‘hﬁal—l%ﬁ@_&tlhez r ehaysS6F¥ &l @e@a%ihf@ix@?tiéﬁ'ﬁ}l and
server activation information 513-1 and 513-2 are set to be "active".

act; vatid ShshF P IR CREVERH T E T Pt SHAAAPEART b shist 8Af 2 {00301

In the relay server information 51-1 shown in FIG 4, as "id",

"r el ay-rsdragersdr@ebc imformasient Slahdand 3hahedre "REAYNSSERVMERndicating
details of the relay servers which compose the relay communication
system and, as shown in FIG. 4, are composed of upper information 511-1
and 511-2 and lower information 512-1 and 512-2.

[0029] Each of the upper information 511-1 and 511-2 is an
information regarding the relay server, which is located at an upper
level. ™id” and “name” indicate identification information and name
of therelayserver. Whentherelayserversareactivated, relayserver
activation information 513-1 and 513-2 are set to be “active”. 1In
such a way, information as to whether or not the relay servers are
activated is shared by the entire relay communication system.

[0030] In the relay server information 51-1 shown in FIG. 4, as
“id”, “relay-server-l@abc.net” is set, and as “name”, “RELAY SERVER
1” is set. In the relay server information 51-2, as ™“id”,
“relay-server—-2@abc.net” is set, and as “name”, “RELAY SERVER 2 is

set. As the relay server activation information 513-1 and 513-2,

“Yactive” is set, which indicates a state where both of the relay servers
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1" is set.In the relay server information 51-2, as "id",
"rel ay-server-2@bc.net"” is set, and as "nane", "RELAY SERVER 2" is
set. As the relay server activation information 513-1 and 513- 2,
"active" is set, which indicates a state where both of the relay
servers 12 and 23 are activated. [0031] Each of the |ower information
512-1 and 512-2 is an information regarding the cIient terninal,
which is located at a |lower level. "div", "id" and "nane" indicate

t he na 5 O \Y | tification |nfornat|on and nane of the
cli ent rgrlﬁlc%a?é é‘Igszjér %t}pt [ (n%%dcat es identification information of a

relay group to which the client termnal belongs. In client term nal
site i nf@P#hli on Bach 108ndhs14lgwen henfelerti¢rabildnli mingr netdoh &8 an
the relay servers to which the client termnals are | ogged on are

i ndi cat g ot SUEN ragey i ny Hher 8B 400 t88mt Aa MNGINRh 05 16ehtbReChiRMer
termnals are logged on to the relay servers Is shared by the entire

relay c nnu i cat on,sy§t 032 rel ay erver i nf .ormat.i on
51-1 shoWh°Th Fl "d?ég %%? méPglc? S Bfficad s Gr stigitsions

"20070402133100@Eelay-server-l abc.net" is set. Nbreover as "id",
"cli entid@uéycx@rqreintfoamethen"aridsnsme,ohhueacsli'mmlérmi@l ENT"gtoup”
is set. The client termnal site information 514-1 is blank, and it

is undem&p@gté@aitdemqﬂ%%ﬁzl% EH?o%&@i‘&nt&f H Rahalghaspnes drﬁgﬂmhe
on to the relay server [0 In the relay server nfornatlon -

shown in FIG 4, as , . . . .
client terminal belongs. In client terminal site information 514-1

and 514-2, the identification information of the relay servers towhich
the client terminals are logged on are indicated. In such a way,
information as to whether or not the client terminals are logged on
totherelay servers is sharedbytheentire relay communication system.
[0032] In the relay server information 51-1 shown in FIG. 4, as
“div”, “software” is set, and as “group”,
"20070402133100@relay-sexrver-1l.abc.net” is set. Moreover, as “id”,
“glient-1l@relay—-server—-1.abc.net” is set, and as “name”, “CLIENT 1”
is set. The client terminal site information 514-1 is blank, and it
is understood that the user of the client terminal 11 has not logged
on to the relay server 12.

[0033] In the relay server information 51-2 shown in FIG. 4, as
*div”, “software” is set, and as “group”,

"20070402133100@relay-server—-1l.abc.net” is set., Moreover, as “id”,
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"div","software"isset, andas" group”, "20070402133100@ el ay-server-1 .
abc . net" is set. Mreover, as "Id", "client-2@elay-server-2 abc .
net" is set, and as "nane", "CLIENT 2" is set. The client term nal
site information 514-2 is blank, and it is understood that the user
of the client termnal 21 has not |logged on to the relay server 23.
[0034] <3. 2 Step S3 to Step S4> In the foll ow ng
description, the communication between the relay servers 12 and 23 is

rel ayeds by, ghe S Serven 2. oThe relay server 12,(28h Lransmis {0 .
) dat a ot ﬁ

the SIP Server n “whi'ch the "accoun e relay sérver

(12) is designated as the communication destination, and the I|ike. .
The SI E-sédter ZrermpliRntasssaiapilon betindormaidoacebén? i#ndlens, and it
gl obal 1P address for each of the relay servers 12 and 23, and rel ays

the comanirgaiisadaetweentidesee! 3y ot varienystagnihel gliobak A& 1ogged
addresses. [0035] The relay server 12 requests the relay server 23 to

constrLg% to the relay server 23.

[(0034]
<3. 2 Step S3 to Step S4>

In the following description, the communication between the
relay servers 12 and 23 is relayed by the SIP server 31. The relay
server 12 (23) transmits, £to the SIP server 31, data inwhich the account
of the relay server 23 (12) 1is designated as the communication
destination, andthe like. The SIP server 31 holds associationbetween
the account and the global IP address for each of the relay servers
12 and 23, and relays the communication between the relay servers using
the glokal IP addresses.
[0035] The relay server 12 requests the relay server 23 to construct
the group for the relay communication system (Step S3: SetGroup()).
The control units 122 and 232 create relay grcocup information 42, and
store the relay group information 42 in the relay group information
storage units 124 and 234.
[0036] Afirstframe inFIG. Srepresents therelaygroupinformation

42. Therelaygroupinformation42 includesinformationusedtospecify
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the group for the relay comruni cation system (Step S3: SetGoup ( ) )

The control units 122 and 232 create relay group information 42,
and store the relay group information 42 in the relay group
information storage units 124 and 234. [0036]A first frame in FIG 5
represents the relay group informati on 42. The relay group
information 42 includes information used to specify the relay group,
information used to specify the relay servers that have joined the

B T e T T e

upper information 421 is information regarding the relay group, which

i s | ocdtaste 2010p@ thgpealaederupy pad the {Hkat i fihearebay group information
i nformati onoft herel aygr oup, and

" 20070402 133 0@ kay ns enMEE - lpide . telornat iDat 4211 888 Mslve# S ifd@mation
| at est update tinme of the relay group information, and

"200704 33100" is set. "nane" is the nane of the relay group, and
"GROUP T s set.

[0037] The upper informaticn 421 is information regarding the relay
group, which is located at the upper level, ™“id"” is identification
information of the relay group, and
“20070402133100@relay-server-1.abc.net” is set. “lastmod” is the
latestupdate time of the relay group information, and“20070402133100"
is set. "“name” is the name of the relay group, and “GROUP 1”7 is set,
[0038] The lower information 422 is information regarding the relay
servers, which are located at the lower level. “id” is identification
information of the relay servers, and “relay-server-l@abc.net” and
“relay-server-2@abc.net” are set for the two relay servers.

[0039] Next, the relay server 12 requests the relay server 23 to
exchange the relay server information therewith (Step S4: exchange
(db})). The relay server 12 transmits the relay server information
51-1 to the relay server 23. The relay server 23 transmits the relay
server information 51-2 to the relay server 12. In such a way, the
relayserversl2and23 synthesizepiecesof therelayserverinformation

51-1 and 51-2 to create relay server information 52, and store the
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[ 0038] The | ower information 422 is information regarding the rel ay
servers, which are located at the lower level. "id" is identification
information of the relay servers, and "rel ay-server-| @bc. net" and
"rel ay-server-2@bc.net" are set for the two relay servers.

[ 0039] Next, the relay server 12 requests the relay server 23 to
exchange the relay server information therewith (Step S4: exchange
(db)). The relay server 12 transmts the relay server information

51-1 to r - r.el S ra ] r
cor ver Toro et st SriBEpZtipl 2 i BUPELEAL Fed R REbER LI (thae
relay servers 12 and 23 synthesize pieces of the relay server

i nf or med®bRS 5423 EhtP)51-2 to create relay server information 52, and
store the relay server information 52 in the relay server

i nfor mafg@a0 Bt or agesepbi@ £25mé235) .FIDN04D] Acgeeoaddrane ik 1EkGserver
represents the relay server information 52. Upper information 521-1

o SEL BB ILLR Ll Rl DhErRLo0, Bl P00 BZ L o cne

simlar to the lower information 512-1 and 512-2 in FIG 4,

respectimrsy information 511-1 and 511-2 in FIG. 4, respectively. The lower
information 522-1 and 522-2 are similar to the lower information 512-1
and 512-2 in FIG. 4, respectively.
[0041] Moreover, the contrel unit 122 creates a client terminal
infermation 62, and stores the client terminal information 62 in the
client terminal information storage unit 126. The control unit 232
createsaclient terminal information 72, andstorestheclient terminal
information 72 in the client terminal information storage unit 236.
Note that the creation process and the storing process for the client
terminal information 62 and 72 are executed in Steps S1 and S2.
[0042] Third and fourth frames in FIG. 5 represent the c¢lient
terminal information 62 and 72. “div” indicates the name of adivision
of the client terminal, and “group” indicates identification
information of the relay group to which the client terminal belongs.
In each of the client terminal information 62 and 72, “software” is
set as “div”, and “20070402133100@relay-server-1l.abc.net” is set as

W groupf! .
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[ 0041] Mor eover, the control unit 122 creates a client term nal
information 62, and stores the client termnal information 62 in the
client termnal information storage unit 126. The control unit 232
creates a client termnal information 72, and stores the client
termnal information 72 in the client term nal information storage
unit 236. Note that the creation process and the storing process for
the client termnal information 62 and 72 are executed in Steps Sl
and S2. 42 \Ih”rd and . fourth frane sent.

' ent WAl Tl Gr ARt 8 g S TR g B  Bemt r R BR BT R e g,
division of the client termnal, and "group” indicates identification

i nf or metdneh agfd e swsiraly ofr Gl codiehtcherhéngli enin t’céwemqiauenncelt@rzfglénal
In each of the client termnal information 62 and 72, "software" is

set as i'rfidrmat@nsh "6%007‘%%;11%31@9@5&6%15%1«/31 -dp@htemety’s isysels agq~,
"group". [0043]"id", "nanme" and "pass"” |nd|cate |dent|f|cat|on

inforn&; 0] and passyword of the c tgrnlnal lg_the,client
tor i nalCT TG Aat ot 005 ar e el Gyl SBrvier 1P, SBE Aol PAPS” etlmghe
"id", "CLIENT 1" is set as "nane", and "cllent 1" is set as "pass".

I n the cliert t¢emmabinf nfoaadn Gﬁ, 72 lient-2@relay~server-2.abc.net” is
"cIient 2@?e|ay server-2.abc. net" is set as "id", "CLIENT 2" is set as

"nanme”,; 4nd 5’ 6liigent < @1, r kRTS8 A sRASS ~nhRQ44] gu&le‘nélf fipalis set as

addr ess |nfornat|on 621 and 721 indicate | P addreSses of the cllent
termngls. Cient termnal explratlon period information 622 and 722
|nd|caté“F§b|strat|on expiration periods of the client term nals.
Client termnal port information 623 and 723 indicate port nunbers of
the clipu4dler m malignt! RekhGnab, addee o iierforiratdonab2 adsli®S® 1 indicate
information 621 and 721 and client termnal port information 623 and

723 ?rgﬁ)'aic[iﬁ% ‘(’j@f‘if&h dicang 2ok %@}ngn%gre dNe r%‘csecresrm%nalh%éq%'l'rg%on

termn ave onot ogge the Felay servers

23. [0045]Throq?h the above-described process flow, the relay group
eriodinformation622and722 indicate reglstratlon explrationperiods

of the client terminals. Client terminal port information 623 and
723 indicate port numbers of the client terminals. In FIG. 5, the
client terminal address information 621 and 721 and client terminal
port information 623 and 723 are blank, which indicates a state where
the users of the client terminals 11 and 21 have not logged on to the
relay servers 12 and 23.

[0045] Through the above-described process flow, the relay group
information 42 and the relay server information 52 are shared between
the relay servers 12 and 23. Moreover, the relay server 12 owns the
client terminal information 62, and the relay server 23 owns the client

terminal information 72.
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information 42 and the relay server information 52 are shared between
the relay servers 12 and 23. Mreover, the relay server 12 owns the
client termnal information 62, and the relay server 23 owns the
client termnal information 72. [0046] <3. 3 Step 55 to Step S7>
The user of the client terminal 11 inputs the identification
information and password of the client termnal 11, and logs on to
the relay server 12 (Step 55: REA STER). The control unit 122 perforns
authenttgﬁgé n for the user of the client termnal 11 by referring to
the clien rmnal information 62. [0047] Upon accepting the | ogon of
the user of the client termnal 11, the control unit 122 updates the
relay se¥vet $irdmtticod®P SdAd t hereby creates relay server
i nformation 53. Myreover, the control unit 122 updates the client

term nal i nformathn,82r drheiebYichediemichient iﬁﬁﬁﬂ& Rak iddrinmgtd=an on
63. [0048] Subsequently, the client term nal 11 requests the relay
information and password cof the client terminal 11, and leogs on to
the relay server 12 (Step 85: REGISTER). The control unit 122 performs
authentication for the user of the client terminal 11 by referring
to the client terminal information 62.
[0047] Upon accepting the logon of the user of the client terminal
11, the control unit 122 updates the relay server information 52, and
thereby creates relay server information 53. Moreover, the control
unit 122 updates the client terminal information 62, thereby creates
client terminal information 63.
[0048] Subseguently, the client terminal 11 requests the relay
server 12 to provide it with the relay group information and the relay
server information (Step S6: get ()). The relay server 12 transmits
the relay group information 42 and the relay server information 53
to the client terminal 11. The client terminal 11 stores the relay
greoup information 42 and the relay server information 53.
[0049] Upon confirming that relay server activation information

533-2 regarding the relay server 23 is “active” by referring to the

relay server information 53, the control unit 122 determines that the
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server 12 to provide it with the relay group information and the
relay server information (Step S6: get ()). The relay server 12
transmts the relay group information 42 and the relay server
information 53 to the client termnal 11. The client term nal 11
stores the relay group information 42 and the relay server
information 53. [0049] Upon confirmng that relay server activation
information 533-2 regarding the relay server 23 is "active" by
referri the relay .serv i t 3 €..C nit. 122 .
et or m hE{ st Uetice S RLIE he o PP Wal il B 3 P Fee T g fom
relay server information 52 has been updated. The relay server 12
noti fi e%2 this beleayusdated . 2Thehaelereseerey empdd filgBokrhat TolpbBaryer
been updated to the relay server information 53 (Step 57: NOTIFY ()).

The cont3 ahanthe 232 dipdat@erterd @l cvebY lad BEahMBbdOted2o 8 relay
stores the relay server information 53 in the relay server

o1 00eS e LT r OF B9 CHAR o el a4 DORAACL KT r el B U] wnte 232

information 53 are shared between the relay servers 12 and 23 and the
client tedaiemithelre Moy emrersr thEorehhyos érdyennd2sowrss tthe télantserver
termnal information 63, and the relay server 23 owns the client

term naln b AERIIBIA o8 %4 tHO0REh As826eR; AESPRaL Mol G oladERIASERtS .
the relay server information 53. "The updated portion is underli ned.

The user of the client termnal 11 is |ogged on to the relay server

12. Thel®f2tk, "H%ﬂ%yﬁgbrg%?-@@ﬁﬁ@fﬁ@FCngege@qﬁﬁﬁﬁéji?ﬁ%l?@ﬁ?y group

termnal site information 534-1 of |lower information 532-1.
information 42 and the relay server information 53 are shared between

the relay servers 12 and 23 and the client terminal 11. Moreover,
the relay server 12 owns the client terminal information 63, and the
relay server 23 owns the client terminal information 72.

[0051] A second frame in FIG. 6 represents the relay server
information 53. The updated portion is underlined. The user of the
client terminal 11 is logged on to the relay server 12. Therefore,
“relay-server-1l@abc.net” is registered 1in client terminal site
information 534-1 of lower information 532-1.

[0052] A third frame in FIG. 6 represents the client terminal
information 63. Updated portions are underlined. The user of the
client terminal 11 has logged on to the relay server 12, hence an address
“"200.1.10.1" of the client terminal 11 is registeredinclient terminal

address information 631. Moreover, “1213935960484" is registered in
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[0052] A third frame in FIG 6 represents the client term nal
information 63. Updated portions are underlined. The user of the
client termnal 11 has logged on to the relay server 12 , hence an
address "200 . 1 . 10 . 1" of the client termnal 11 is registered in
client termnal address information 631. Mreover, "1213935960484" is
registered in client termnal expiration period information 632, and
"5070" is registered in client termnal port information 633. Note

ot 1 62 PR SHRRTEL S 8 Gt ST s e

The user of the client term nal 21 inputs the |dent|f|cat|on

i nf or mef$hs BRItk D ass WeHE NG t@ﬁ@laﬁﬂemr’@ ek tipn £33 .| odeternthar the
the relay server 23 (Step 58: REA STER). The control unit 232 perforns

aut hentigady e fvir tiheoserioh theagd i@y diaemtnabrAinby {ef&FHd it o2
client termnal information 72. [0054] Upon accepting the |ogon of the

user of t hené:é |uep& t%{ m nal

[0053]
<3. 4 Step S8 to Step 811>

The user of the client terminal 21 inputs the identification
information and password of the client terminal 21, and logs on to
the relay server 23 (Step S8: REGISTER). The control unit 232 performs
authentication for the user of the client terminal 21 by referring
to client terminal information 72.
[0054] Upon accepting the logon of the user of the client terminal
21, thecontrolunit 232 updates therelayserver information 53, thereby
creates relay server information 54. Moreover, the control unit 232
updates the client terminal information 72, thereby creates client
terminal information 74.
[0055] Theclient terminal 21 requests therelayserver 23 toprovide
it with the relay group information and the relay server information
(Step 59: get ()}. The relay server 23 transmits the relay group
information42 andtherelayserverinformation54 totheclient terminal

2]1. The client terminal 21 stores the relay group information 42 and
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21, the control unit 232 updates the relay server information 53,
thereby creates relay server information 54. Moreover, the control
unit 232 updates the client termnal information 72, thereby creates
client termnal information 74. [0055] The client term nal 21 requests
the relay server 23 to provide it with the relay group information
and the relay server information (Step S9: get ()). The relay server
23 transmts the relay group information 42 and the relay server

inforrsra,{]{]egn'_,ree% %e%rc!iﬁﬁé&mg%&g'hn% 21. The client termnal 21

store group i rmation “and the relay server

i nformati on 54. [0056] Upon confirm ng that relay server activation

i nf or mat Q& 543- Pncaggeaifhgning tedfayalawepryer actigtier ipformation
referring to the relay server information 54, the control unit 232

det er mies- 1 halgatrllie nget B¥ SETMersekdeshol ds beydiatidi 8¢ +oaéri ey el ave
server information

relay server information 54, the control unit 232 determines that the
relay server 12 should be notified that the relay server information
53 has been updated. The relay sexver 23 notifies the relay server
12 that the relay server information 53 has been updated to the relay
server information 54 (Step S10: NOTIFY ()). The control unit 122
updates the relay server information 53, and stores the relay server
information 54 in the relay server information storage unit 125.
[0057] Moreover, the control unit 122 refers to the client terminal
information 63, and notifies the client terminal 11, which has a
registered client terminal address information 631, that the relay
server information 53 has been updated to the relay server information
54 (Step S11: NOTIFY()). Theclient terminalll storesthe relayserver
information 54 by updating the relay server information 53.

[0058] Through the above-described process, the relay group
information 42 and the relay server information 54 are shared between
therelayserverslZ2andz3andtheclient terminalsiland2l. Moreover,
the relay server 12 owns the client terminal information 63, and the

relay server 23 ownsg the client terminal information 74.
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53 has been updated. The relay server 23 notifies the relay server 12
that the relay server information 53 has been updated to the rel ay
server information 54 (Step S10: NOTIFY ()). The control unit 122
updates the relay server information 53, and stores the relay server
information 54 in the relay server information storage unit 125.

[ 0057] Moreover, the control unit 122 refers to the client term nal
information 63, and notifies the client termnal 11, which has a

regi st i ent, term nal e or nat 631 th the.rela
erver sttt Gn SRS GRAN ubdafad 1 q tHE T oty E1aF Brver
|nfornat|on 54 (Step S11: NOTIFY ( ) ) . The client termnal 11

stores J{nf@m@ta;@nséﬂverThmﬂédﬁrﬁ@ﬁd@pMij igpdadepkingd r dhgyusey i the

information 53. [0058] Through t he above-descri bed process, the relay

group kﬂh@ﬁﬁﬁkb@ﬂlﬂglaﬂﬂhh@elbgé@&<§€Eﬁe£héQ&Q&ﬁﬁ%b99e§4zﬁfeT%Q%%@@re,
between the relay servers 12 and 23 and the client ternlnals 11 and

21 . th 12 the client t,
[t or MRS ARE CREDPaRY oo 35 LR (8 (VBT [ EYFIRRL sice

information 74. [0059] A second frane in FIG 7 represents the rel ay
ser ver linffaamzetiioon 584 -2Thé Updatedn pormaoion sS4hder| i ned. The user of
the client termnal 21 has logged on to the relay server 23.

Ther ef Orgye 0" €l aw: $8LYeh %@Hs ARt rrsS fedisi&ssdd i iankternaha)
site |nfornat|on 544-2 of | ower |nfornat|on 542-2. [0060]A fourth

frame in FIG 7 regresents the client term na
information Updated portions are underlined. The user of the

client terminal 21 has loggedon to the relay server 23, hence an address
"210.10.20.1"ocf theclient terminal 21 is registeredinclient terminal
address information 741. Moreover, “1213935978484" is registered in
client terminal expiration period information 742, and “5070” is
reglstered in client terminal port information 743. Note that the
relay group information 42 and the client terminal information 63 are
not updated.
[0061]
<3. 5 Step 512 to Step S14>

FIG. 8 is now referred to. The relay server 12 transmits
a routing command to the relay server 23 (Step S12: setRouting). In
a routing command transmitted from the relay server 12 to the relay
server 23, an address of a network that routes an IP packet via the

relay server 12 is included. Here, the relay server 12 routes an IP
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information 74. Updated portions are underlined. The user of the
client termnal 21 has logged on to the relay server 23, hence an
address "210 . 10 .20 . 1" of the client termnal 21 is
regi steredinclient term nal address information 741. Moreover,
"1213935978484" is registered in client term nal expiration period
information 742, and "5070" is registered in client term nal port
information 743. Note that the relay group information 42 and the
client ' j.nf.or, [ r 06 <
fo o e SRy Lork R0 B EhRE H0Y, UeiBanon 87 the ot TeleE 23
12 transmts a routing command to the relay server 23 (Step S12:
set Routin@etifiesd puthagesvprrlnrldressiztled -LPoRYEhe Rty 5BF Vier(the
12 to the relay server 23, an address of a network that routes an IP
packet i atl hBer&h@YisSar ¥y@bnd2 nasK)ncl Uﬁ@ﬂ-réﬁi&i@@hé%@tﬁﬂ%%ﬁﬁd
routes an I P packet comng fromthe LAN 1 and, accordingly, the
rel ay server .23 ii notified q{ %Ee ne%mnrk addr%%f.%200.1.10.0/24 of
the LANTCT(HE 2518 TREVEhd 4's TASsnBhaY Rsk§- WpdniSHEgei 37 rfy R Cnse
routing command fromthe relay server 12, the relay server 23 issues,
as a regporse t heretce @honi addusfs mpfagdredsordf thahetawdree rhatP packet
routes an | F packet via the relay server 23. Here, the relay server
23 routes, el RNACKELvEPWNG HELH) tthe LN @ s@Rderateohdt 88k 1P RRcket
relay server 12 is notified of the network address (210.10.20. 0/ 24)
of the LAN 2. [0062] The gcontrol units 122 and 232 update the.relay
group i‘?ﬁfﬂy’r%ﬁ[:%t  LeNerdyr ereardingldy ot I nFErvariidniagotgdded
store the relay group infornmation 45 in the relay group information
st or ageofunite kAW @E34 addkas t(Bé0r@Dag0gl o) | of ormmatiAdh 45 i s
updated in the relay servers 12 and 23, the relay servers 12 and 23
specify fent t ! i ¢h:sho not4 A i S e
i nfor rnag(?:doé;né,a‘J by ?[re ep(?l%én%r% l'(t}lﬂleéé(jl ?ggt lgt'(tl;lléir ﬁl}jnial%lﬁer ng{%?ogggggfagﬁoup
74. Then, the relay server 23 notifies the client termnpal 21 of the
updat edt 1T RAEIGTOAZ ¢ SHepr B CrROEEFEY3Y IroRe trfegraleiqrefSisand store
notifies the client termnal 11 of the updated information (Step Sl14:

NOTI FY {9 relkQ@0S3juFbi@fo9mabons dnfardmd renagtdresh LAfbhRat b@¥torage
servers 12 and 23 and the client termnals 11 and 21 after Step Sl14.

;3 d'r g‘;"g!ens%@ffz’zimaﬁzis% Aol 8 LAY FAUP s hBLRIRE LR 4% s NN in
the relay servers 12 and 23, the relay servers 12 and 23 specify client
terminals, which should be notified of such updated information, by
referring to the client terminal information 63 and 74. ’i‘hen, the
relay server 23 notifies the client terminal 21 of the updated
information (Step $13: NOTIFY ()). The relay server 12 notifies the
client terminal 11 of the updated information (Step S14: NOTIFY ()).
[0063] FIG. 9 shows information stored in the relay servers 12 and

23 and the client terminals 11 and 21 after Step S14. 1In lower

information 452 of the relay group infermation 45, network addresses,
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33 between which IP routing has been enabl ed, are registered in
association wth the identification information of the respective
relay servers. In such a way, the network addresses between which the
| F routing has been enabled are shared within the relay group. Note
that, in FIG 9, the relay server information 54 and the client
termnal information 63 and 74 are not updated. [0064] <3. 6 Step S15

to Step S20> Subsequently, the control unit 122 creates
dat [ . ' 56- d I L h I Ner,
23 ot Rt Ep APV S AP et huat D ca g e apOSae TnbrtRyy o

Upon receiving such a notice, the control unit 232 creates updated
rel ay se¥tfeithseldentgifgiqrdilidn ésfohpatbprwisbhe are spraifi vehee Lp Segyers.
rel ay server 56-2. [0065]FIG 10 shows the relay server information

56-1 anth 26cd £x%&R3NGRE ndtwdePa88Beshs WA whEEh b TPNréleing has
relay server information 56-1, an | F address (200.1.10.254) of the

e o bPBaP T BhE TOTEY CRrVar FRFoF HhEY G S6 2, SARC) Fhaburesd1c-

(210.10.20.2545 of the relay server 23 and an IP addr ess

(210. 1® 20he)redfayt berver emtfotrmairinalSLdndrtde ehiattetedminal information
63 and 74 are not updated.
£0064]
<3. 6 Step S15 to Step S20>

Subsequently, the control unit 122 creates updated relay

server information 56-1, andnotifies the relay server 23 of the updated
relay server information 56-1 (Step S15: NOTIFY). Upon receiving such
a notice, the contrecl unit 232 creates updated relay server 56-2, and
notifies the relay server 12 of the updated relay server 56-2.
[0065] FIG. 10 shows the relay server information 56-1 and 56-2
exchanged in Step S15. As shown in FIG. 10, in the relay server
information 56-1, an IP address (200.1.10.254) of the relay server
12 andanIPaddress (200.1.10.1) cftheclientterminalll areregistered.
In the relay server information 56-2, an IP address (210.10.20.254)
of the relay server 23 and an IP address {210.10.20.1) of the client
terminal 21 are registered.

[0066] The control units 122 and 232 synthesize the relay server
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[ 0066] The control units 122 and 232 synthesize the relay server
information 56-1 and 56-2, to thereby create relay server information
57, and store the relay server information 57 in each of the relay
server information storage units 125 (235). Wen the relay server
information 57 is updated in the relay servers 12 and 23, the relay
servers 12 and 23 specify client termnals, which should be notified
of such updated information, by referring to the client term nal

o B 80, e DS PP T b o

relay server 12 notifies the client termnal 11 of the updated
i nf or ma? { orRYGtsders1 rheNoFlFY $93vey dogAmmaGion Sdhnsea it of frdthicorelay
stored in the relay servers 12 and 23 and client termnals 11 and 21

after S&eprédd Anfldrmativnderstagd thats 176 t{P39)el aynsSLI ¥8E relay server
information 57, the I P addresses of the respective relay servers 12

and 23 a dresse of the e tive client ter |s .11 a
o1 e Pifritaar S0 S oR8 e T i shE PRy P D gL 6l 28 i By
servers and the I F addresses of the client termnals are shared

wi t hi n sdeveprodg and 8 ehechéyrolidmy thundnpda, ivwhid isdatéd. bdotgified
that the relay group information 45 and the client term nal

i nfor mad# 05, &3 @heh éh aferdiafatiRdat ed, JNQ681 Ty Ao Hh& 1ient terminal

above-descri bed procedure t he relay servers 1Z and 23 have | oi ned
he rel r t he net ddresses 3
the re fgfogrn?auylonagg anc?’!%. Then, t W?ie rglay server ?3 notifies the client

terminal 21 of the updated information (Step S16: NOTIFY (})}). The
relay server 12 notifies the c¢lient terminal 11 of the updated
information (Step S17: NOTIFY ()).

[0067] FIG. 11 shows information stored in the relay servers 12
and 23 and client terminals 11 and 21 after Step 517. It is understood
that, in the relay server information 57, the IP addresses of the
respectiverelay servers 12 and 23 and the IP addresses of the respective
client terminals 11 and 21 are registered. As described above, the
IP addresses of the relay servers and the TP addresses of the client
terminals are shared within the group in which the routing function
is validated. ©Note that the relay group information 45 and the client
terminal information 63 and 74 are not updated.

[0068] Through the above-described procedure, the relay servers

12 and 23 have joined the relay group, and share the network addresses

35



in which the routing function is validated by the relay servers 12
and 23 and the | P addresses of the relay servers 12 and 23. Moreover,
the relay servers 12 and 23 al so share the I P addresses of the client
termnals which are logged on to the relay servers 12 and 23.
[0069]FIG 8 is referred to one nore time. Subsequently, a start
request for establishing a routing session is sent fromthe rel ay
server 12 to the relay server 23 (Step S18: INVITE) . Wen a response

is retuyrn h I to._th ) e th

ol ay o oo o thrafehftlY AR ol e darafal Sy S Y T, seet@fs 12
Upon receiving the ACK fromthe relay server 12, the relay server

est abl isgiged3tane thatihgddsssren ol tchetlﬁelarzenayveeﬁ\ﬂe% angd 2{351 epﬂosgever,
Routing Session) . In such a way, the routing session via the WAN 3

i s estahld shedyhbaimren theafi@lay a38bVeiSrel 2nantp 23d1304Q] JhecHoutiiagt
session is established betmeen the rel ay servers 12 and 23, whereby
the "cqQmunicatio ntna nnected to t LANs haV| t he
ot wor ESRithredee S R AFEn L CRESROTE T Hy TS UGV ARSIESSHgd 24Fe 23-
capabl e of perform ng comunication with each other, in which the IP
addr esdédeéxle di Fabt-1y i@eségetat@@l.tOHeme motrkeet ireg s Sublsegnentéymanaltstt
are not used, and the terns connunication termnal s" are used on

pur posé&.e Ué% i @Q%al&ﬂé‘iﬁﬂ% 8" ﬂt%nb%éﬂﬁ%ét&%ﬁ%@x%% tie T:Qfaj}%'e%rer
servers, and neanmhl e, comuni cation termnals I ndi cate” al
terntnal , Which |ncludes the "client termnpals”. This is because
Commnllt,zatt? bie pELRELE TEERidTy  FotP %?1? y IV 5hEt he Wher RESPRRTE hareturned
connected to the relay servers but also fromall of the

"commurfireat ithe telay rsdrs/erc@fnectiEt relblfesdéded 10y, the tANY seyea 12
routed by using the above-described routing session. Upon receivVing
the co i 100.,P f10 S&f

23 acqgg%gutrgns%Psgg%ﬁ&igﬂ}cggﬁg§a%§$%§%g§§aﬁggg #§¥at %{%e%%léﬁﬂg
addresses of the comuni cati on packets concerned. Then, by referrln%

t o t he & AFKghertb thet 6 hat iS6T VeSS, L€ heheerayay siarstar 23 efiepiplsishes the
confirm whether or not the transm ssion source |P addresses and the
dest i natdu@inlgPs adeli &% $ashaf Be ASE €OF &8 PONUS I 15C o o b ANSy ISk swhbal .
t he routing function is validated. In the case where the routing

functlﬁn va |date% Oékfonnuglcgtlon gﬁ are tégﬁ;fg%régetween
bet wee rtﬁ% réﬁa@yé 5%? P WA Ch Othe ¥i %éSs?% 55 'be
establ i shed, while being encapsulated.
the relay servers 12 and 23.
[0070] The routing session isestablishedbetween the relay servers
12 and 23, whereby the “communication terminals” connected to the LANs
having the network addresses in which the routing has been established
are capable of performing communication with each other, in which the
IP addresses are directly designated. Here, the terms “client
terminals” are not used, and the terms “communication terminals” are

used on purpose. The “client terminals” are terminals connected to

the relay servers, and meanwhile, the “communication terminals”
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[ 0071] For exanple, assune that a conmuni cation request in which the

| P address of the client termnal 21 is designated as the destination
is generated fromthe client termnal 11. By referring to the rel ay
group information 45, the relay server 12 deternm nes whet her or not
the client termnal 11 and the client terminal 21 are present in the
LANs that allow routing. That is to say, the relay server 12

determ nes whether or not the client termnals 11 and 21 are present

in theaj}'rﬁ'ijblcéa’és-@%l%gl é)%{rpa%é “thBﬁSﬁldcl% E#AI?RL chq%r %e%ux}tgf%m I 9'1@1

termn ransmsdi on~Source an dar 6§5

client termnal 21 as the destination, and on the network addresses
and t helsirrausmsiompiiicqtdoa packest Geniey ajolyreuly | Fifet fdtd orrl4mnt
In the relay group information 45, the network addresses of the LANs

1 and 2 havendeen degieriededo ORE ré1ae SORfddMBAtt Bakot ReokldBNtof the
termnals 11 and 21 are present in the LAN which allows routing. At

t hi t th t ket t d
encaps S AGET e8RS SRS o Eank9 3 Aihd. Ohcct: dgR yiay be
t he communi cati on can be nade between the client termnals 11 and 21

wi t houtr@oresk byi wei nd & hwAdAb Ve rdes@oided rnubstgesrssitimen, Ubyn usiasg.ving
the local I P address, the client termnal can directly comrunicate

t hr OUthﬁé’%o%Un:ﬁc\é‘tEBnWMs %!rbﬁnﬁhé %Nﬁ‘ HBke CQﬂ@eﬁéPéjy %%r%%soif'%rnd

LAN. Note that, here, the description has been made while preferably

using the cli ent termnals 11 and 21 as_an exa however, as
nmentio aBgveret h& 285RAGRLERL ISOMFSCK etls %%%e%f apfedestination IP

comuni cation termnals including the cli ent termnals nay be routed

in a siaddasget bodhd OOFRIn k&t bFpavket s enhiceenprioceBsen Wby hreferring

reference to flowharts of FIG 12 and FIG 13, a
to the relay group information 45, the relay servers 12 and 23 confirm
whether or not the transmission scurce IP addresses and the destination
IP addresses are those corresponding to the LANs in which the routing
function is wvalidated. In the case where the routing function is
validated, the communication packets are transferredbetween the relay
servers, inwhich the routing session hasbeenestablished, while being
encapsulated.
[0071] For example, assume that & communication request in which
the IP address of theclient terminal 21 isdesignatedas thedestination
is generated from the client terminal 11. By referring to the relay
group information 45, the relay server 12 determines whether or not

the client terminal 11 and the client terminal 21 are present in the

LANs that allow routing. That is tosay, the relayserver 12 determines
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description is made of a process flow up to the establishnment of the
routing session and a process flow for the actual routing of the
communi cati onpackets. First, with reference to FIG 12, a description
is made of the process related to the establishnent of the routing
session. [0073]First, an adm nistrator of a relay server establishes
the settings related to another relay server (Step S101). That is to
say, the adm nistrator establishes the settings as to with which
rel ay e oup;Ls.t I
er ver heest ket (R B I Pt 2 B Bt BB B pave
group is created between the relay servers (Step S102). This process
cor r espoiris ald-o%t apsitssdanbasadon pilg I3 agdb@équ@ﬁttlye G¢Y¥iqnje terminal
settings for validating the routing function with any relay server is
present1] YESHNt Sb£EM DA H8)n sblecEd BHe COMRAAEL 4 S oFranspLl £86 e ntiR@l
ot her relay server (Step S104). That is to say, as shown in Step S12
in FIG naoti,ce, of the net dress of th LAN for
ol ay b RS SRPERBREOPRE THE Tbuting ruorks SERTE S TR A HEtR Gipnet
relay server with which the routlng session is to be established. As
a resporsskt ohtlighsanetiate int hee et leor K radgr esSoufiatimn 14AN f Bn Wie celay
the other-end relay server perforns the routing is acquired fromthe

ot her - egt%d;ﬁllaxoﬁat%n(% e&h%lgétworlha&dﬁ%%f £RE r]ﬁﬁ@ooade%naOz HhSe

response in Step S12 in F G 8. [ 0075] Upon acquiring the network
dress fromthe_ other- rela
ad sbeen reglstereg it is >é:onflrmed that the client terminals 11 and

21 are present in the LAN which allows routing. At this time, the
communication packets to be transferred are encapsulated between the
relay servers 12 and 23 and, accordingly, the communication can be
made between the client terminals 11 and 21 without concerning the
WAN 3 interposed in-between. Then, by using the local IP address,
the client terminal can directly communicate through the WAN 3 with
another client terminal connected to the other LAN. Note that, here,
the description has been made while preferably using the client
terminals 11 and 21 as an example; however, as mentioned above, the
communicationpackets fromall of the communicationterminals including
the client terminals may be routed in a similar method.,

[0072]

<3. 7 Flow of entire process>

With reference to flowcharts of FIG. 12 and FIG. 13, a
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server, the relay server updates relay group information (Step 5106).
In the above-nentioned exanple, the relay group information
corresponds to the relaygroup information 45 in FIG 9. That is to
say, the exchanged network addresses are set so as to correspond to
the relay servers. [0076] Then, the routing session is established
between the relay servers (Step S107). This process corresponds to
Steps 518 to S20 in FIG 8. Through such a process, the routing is
starte 8 [ t i.n '
accor dlqineés%rg%ttﬁﬂ% %o‘“r3 eﬁ?érjg)gcér%%%%éﬁﬁpg %Ii{oggﬁlgdgﬁ%weﬁc %ﬂltﬂé} ft ﬁ%e
network address information, in which the routing is set by using the
rel ay grooupNionfSesfarnodidhét weeseethe flerafoseither schipéhrerhing of the
comuni cate with each other. Then, by using the routing session

est abl ishedinfioatioutdatgketishe roust Ngicprbrekchok teid PLpaskeksription
perfornmed based on a conmuni cation function of the rel ay

communi.cation system_As descri.bed Qv the_routi.ng vali ed. in,.
Chi s pricr BP By SEnbaa TS TS Saidiadd Bhenesspph Tt ogbe. atiing
differs fromthe usual IP routing. Wien the routing function is

t urned sGEEIPN-t he administrator (YES in Step S109), the routing
session is disconnected (Step 5110), and the relay group information

is updgto@@ba(]st epreiil) - ad hadmilrS dtQ a%3¥ ok he ﬁ@%\goggraégreesst%%slligh%gs the

deleted fromthe state of the relay group information 45 in F

and the state returns ain to a state simlar to t of the.rela

o oup GRS S %P SR TR PO b U T BTSSP bnc BIHE dhche N8
the process in which the relay server routes the comuni cati on packet

i n the tdhtead dmihierter attiver & DL NigIsesstshoae hatnpeen testiald wishadre Upprerver
recei ving the conmmunication packet, the relay server analyzes the
communi_cat i e t ine r
connunf%g%%gggggﬁﬁétsﬁg}§9F§§?%§8dﬁggﬁgg€ %?g%ﬁgg%%€§%Q?Pe?HgQPEoEP§ng
comuni cati gn packet is not a routing packet (NOin Step S202) , a
recei vilg$r68eds £6r PEh¥aLoARtAFcati on packet is perforned (Step
S204) . [0078]1f the comruni cation packet is a routing packet (YES in
Step SZ@2)74,] t heNexansa ssioHp Goiirca sl Eraddeasise tncetlagid nmatliagnskkvers
address of the comruni cation packet are detected (Step S203) . Then,
the rel e det.gr.nm t of_ .t | { bl r o0

t he corﬁ%ﬁ%cgglﬁgh' pac lerpt ngggggogg{%egép e &esctté’dé??%:% gglﬁo%gslorhlrﬁlclg'l E
address and destination |F address. That is to say, the relay server
det er niSves ofvenizdy » orf Abe St Ingsvirkvadtidessng fhermttiieyg function with
corresponding to the transm ssion source |F address and the

desti nalnyorel Eyagderess nprieentr eghstel edepsSsn oyl | nghd HetRly eBminBnd
the relay group information (Step S205) .

is transmitted to the other relay server (Step 5104). That is to say,
as shown in Step S12 in FIG. B8, a notice of the network address of
the LAN for which the relay server itself performs the routing is issued
to the other-end relay server with which the routing session is to
be established. As a response to this notice, the network address

of the LAN for which the other-end relay server performs the routing

is acquired from the other-end relay server (Step $S105). This process
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[0079] I n the case where the information indicating that routing is
allowed is included in the relay group information, the conmuni cation
packet is sent out through the established routing session (Step
S206). In the case where the information indicating that routing is
allowed is not included in the relay group information, the client
termnal as the transm ssion source is notified that it is inpossible
for the comuni cation packet to reach the destination (Step 5207).

0080] VY t i FI G2 the flow of th
Fouti ng B Sen e RS e RaS” . Mgt anl S17 BT V18 ( 23) T ece ves

the comuni cati on packet through the interface unit 121 (231) and the
LAN drib75051 ( PBPPR aqquie ¢ ohtiatertikor ke f 1PB Thecet el ¢rdmrlay

the LAN side, the comunication packet is then outputted to the

rout i Ngs GO, 0t hel el albde {254 i pba e ghe ThegkAbbsirte maekeh pPsOsessoag .
unit 152 (252). The routing control unit 154 (254) refers to the

rel ay 0, information, and confir whet her_or .n a_routin

ot of et are 10 B Reneon N eramE Lt i BPEn Y RaoPBvng Nekrh st gappads
present, the communi cation packet is outputted to the inter-relay
server tcoprecel engpropéssongannpn 458 {G5). [T0e81sThesant cheeglcapnged
server connection processing unit 155 (255) determ nes a connecti on,

t hr ough gtk LREreggBRYN: fatd AN sRagketo ior A RS ebayed.relay servers.
corresponding to the destination |IP address of the communi cat’ion

el s L U PR R R

unit 156 (256) is a connection actually constructed with a specific

rel ay sermmwerrs (Step S107). This process corresponds to Steps $18 to S20
in FIG. 8. Through such a process, the routing is started (Step S108).
As described above, the routing function according to this preferred
embodiment is validated by exchanging the network address information,
inwhichtherouting is setbyusing therelaygroup information, between
the relay servers which can communicate with each other. Then, by
using the routing session established for routing, the routing control
for the IP packets is performed based on a communication function of
the relay communication system. As described above, the routing
validated in this preferred embodiment is executed in the application
layer, anddiffers fromtheusual IProuting. When the routing function
is turned OFF by the administrator (YES in Step S109), the routing

session 1s disconnected (Step $110), and the relay group information

is updated (Step S111l). That is to say, the netwecrk addresses are
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[ 0082] The relay server X connection unit 156 (256) outputs the
communi cati on packet to the WAN-side | P packet processing unit 153
(253). In such away, by using the routing session, the comunication
packet is transferred to the other relay server through the LAN
driver 151 (251) and the interface unit 121 (231). [0083] The rel ay
comuni cation systemof this preferred enbodi nent determ nes the
net wor k addresses which are dynamcally routed and, in addition,

establ | eheas 4G JOUEhR0S SESS1 tﬁl%qyleisg AR Hﬁéo%'tfl%n 4hus, ki g,

it possi e the communi cation

communi cation termnals through the WAN 3. The network addresses of

t he rertlIbra §éatedreprENarad B Harted 2bat aee s iHel a%ltyy thakvef sthe relay
Accordingly, the routing session may be dynam cally established by

the rel@ogystremrmtd dohe2speciFtice net work addresses | ocated renotely
fromeach other can be connected so as to enable the IP routing only

oneor TR oo b el sh A clRhk PR e tPite bR arrat it B g Tetay

present on the network. However, in the relay comunication system of
t hi s prefmreredounrbodieppmminirgtpos gidskett &n ridfeestabe tWhenePthe routing
addresses and connection states of the relay servers and the client

term nadssd b REs bRLAYK FAWTYRKEAL | %&y%@m\%@ telgrRachRgolipddiet,

relay server information. [0084] <3.” 8 Step 821 to Step 527>
the relay server analyzes the communication packet (Step $5201), and
determines whether or not the communication packet is a routing packet
(Step 5202). If the communication packet is not a routing packet (NO
in Step $202), a recelving process for the communication packet is
performed (Step 5204).
[0078] If the communication packet is a routing packet {(YES in Step
5202), the transmission source IP address and destination IP address
of the communication packet are detected (Step S203). Then, the relay
server determines whether or not it is possibkle to route the
communication packet based on the detected transmission source IP
address and destination IP address. That is to say, the relay server
determineswhetherornot thenetworkaddressinformationcorresponding
to the transmission source IP address and the destination IP address
has been registered as routing information in the relay group

information (Step $205).
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As descri bed above, the relay servers preferably function as devices
whi ch performthe routing between the LANs; however, from here, a
description will be nade of a preferred enbodi nent of inplenenting
the routing function in the client termnals. FIG 14 is a flowhart
of inplenenting the routing function in the client termnal 11. Note
that it is assuned that steps in FIG 14 are executed after Step Sl|
in FIG 3. That is to say, it is assuned that the steps in FIG 8 are

not exegyi-fAd yet.p | ?ﬁé@lg é%herteh%hgljzr?%grﬁaﬁ{lrsﬂﬁﬁhdl% EE?Q?}%@;&E rduting

routing conmmand to the relay server set

the routing_comuand transmtted fromthe client termnal 11 to the

rel ay sktvétlepedan afdrigsslusteda het idik ERARY parfdinsifRerrabiemg the
via the client termnal 11 is included. Here, the client termnal 11

routes ddrendfl eacket Leldlg e adheodANHranh @ecadiaglishdd@outing
relay server 12 is notified of the network address (200.1.10.0/24)

of the LAN 1 T rel erver 2 transfers t rout i ng .comme
the rel 3SR el fgﬁgz 2§ ﬁ@ﬁSnpﬁgc%?%$¥é%ﬁ*ﬁ§r%ﬂﬂHQﬁilng
command fromthe relay server 12, the relay server 23 issues, as a

r esponsgérathepet bng 4 spotleedl s aretatitl bede diindheet ez k grbap ipe?cfmerb@on,
the routing via the relay server 23. Here, the relay server 23 routes

an | P pagkel; icoi rarhiammt 88 GAN 2 Ahi AGCH dolgby, 1 §Meot £F BYg st@favcerlt
12 is notified of a net wor k address (210.10. 20. 0/ 24) of the LAN 2

The rel ay ,server, otlfles the ¢lient terminal 11 of t tmork ,
addr ess- oATPRE SER e Or["dt?aﬂoi“ﬁ%m&Sﬁf%ELBP RAFESE £22r5Ra12 Eatien

rel ay group
{Step S5207).

[0080] With reference to the block diagram of FIG. 2, the flow of
the routing process isnowdescribed. Therelayserverl2 (23) receives
the communication packet through the interface unit 121 (231) and the
LAN driver 151 (251). If the communication packet is received from
the LAN side, the communication packet is then outputted to the routing
control unit 154 (254) through the LAN-side packet processing unit
152 (252). The routing control unit 154 (254) refers to the relay
group information, and confirms whether or not a routing information
is present. In the case where the routing information is present,
the communication packet is outputted to the inter-relay server
connection processing unit 155 {(255).

[0081] The inter-relay server connection processingunit 155 (255)

determines a connection, through which the communication packet is
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information 42, thereby create the relay group information 45 (refer
to the relay server 45 shown in FIG 9), and store the relay group
information 45 in the relay group information storage units 124 and
234. \When such an updated relay group information 45 is created in
the relay servers 12 and 23, the relay servers 12 and 23 notify the
client termnals 11 and 21 of the updated information of the rel ay
group information 45. [0088] Subsequently, the control unit 122

creates q&@% r : L nfQr f
and notlflesqﬂﬂ' re askggﬁégggga ?h%gpgﬁ%e ?%?§V%E&%§Hﬁﬁf%$ﬁgfggn&O%Te

(StepS22 : NOTIFY) . Upon receiving such a notice, the control
uni t 2@@%%%%6&3?%3?@W%‘@%rtq%%mﬁ’dﬂ%ﬁtls@n Pagkgiertq ghe
FIG 10), and notifies the relay server 12 of the updated relay

server cfezted Q@8 Thercontd onmricts oh2@nandl 282 23nt.heshaerdihg; selrayr
server information 56-1 and 56-2, to thereby create the relay server

i nforrrq{ ngnggtgggfu X ?155' %56 1%}, %Bgnéégﬂg the aﬁ' YednttElcted with

i nformat i-on in eac ay Server or e orage
125 (235). When such an updated rel ay server |nfornat|on 57 is
creat ed® i¥PaHd relrgyf ayepesvsri2 and 23, the relay servers 12 and 23
notify the client termnals 11 and 21 of the updated information of

the rel@oserver 1nf eemayi 88r&dr (Bt@pmeadI ANdnd24156 (256) outputs the
communication packet to the WAN-side IP packet processing unit 153
(253). In such a way, by using the routing session, the communication
packet is transferred to the other relay server through the LAN driver
151 (251) and the interface ﬁnit 121 (231).
[0083] Therelaycommunicationsystanofthisprefer;edembodiment
determines the network addresses which are dynamically routed and,
in addition, establishes the routing session required for the routing,
thus making it possible to route the communication packet between
the communication terminals through the WAN 3. The network addresses
of the remotely located LANs are shared between the relay servers.
Accordingly, the routing session may be dynamically established by
the relay system, and the specific network addresses located remotely
from each other can be connected so as Lo enable the IP routing only
when necessary. Usually, in the VPN, a special unit is reguired to

determine the IP addresses and connection states of the terminals
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[ 0090] Thr ough the above-descri bed procedure, the client termnal 11
and the relay server 23 share the network addresses of the LANs | and
2, in which the routing function is validated, and the |IP addresses
of each other. Mdireover, the client termnal 11 and the relay server
23 share the I P addresses of the client termnals connected to the
LANs 1 and 2. [0091] Subsequently, a start request to establish the
routing session is sent fromthe client termnal 11 to the relay

server 2ol eRothe hAMJE, WGl CEROUNRP el JPLURRES: L1004 NEysten

relay server 12 to the client termnal 1 e client termna
transmts an ACK_to the relay server 12 (Ste S26) .
[ 0092] Sthée4daTetprradampadimeglesit %%P@§Fé]B3r? $R BHfeTRIERAGP addresses

and connection states of the relay servers and the client terminals
in the relay communication systemdue to the sharing of the relay server
information.
[0084]
<3. 8 Step 521 to Step 327>

As described above, the relay servers preferably function
as devices which perform the routing between the LANs; however, from
here, a description will be made of a preferred embodiment of
implementing the routing function in the client terminals. FIG. 14
is a flowchart of implementing the routing function in the client
terminal 11. Note that it is assumed that steps in FIG. 14 are executed
after Step 511 in FIG. 3. That is to say, it is assumed that the steps
in FIG. 8 are not executed yet.
[0085] First, the client terminal 11 transmits a routing command
to the relay server 12 (Step 521: setRouting). In the routing command
transmitted from the client terminal 11 to the relay server 12, an
address of a network that performs the routing via the client terminal
11 is included. Here, the client terminal 11 routes the IP packet

coming from the LAN 1 and, accordingly, the relay server 12 is notified
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session is sent fromthe relay server 12 to the relay server 23 (Step
S26. 1: INVITE). When a response is returned fromthe relay server 23
to the relay server 12, the relay server 12 transmts an ACK to the
relay server 23 (Step 526. 2). [0093] Upon receiving the ACK, the
relay server 23 establ.ishes the routing session with the relay server
12 (Step S27). The-relay server 12 further establishes the routing
session with the client termnal 11 (Step S27. 1). In such a way, the

routin i i {5 1€ | irghe wegn4qth i
terning?ﬁﬁﬁﬁiﬁéFﬁiﬂk%§?§§@§L§¥¥$lngquégi]gégggscru%éd3§§%3§?3¥$%ﬁ¥§r

relay comuni cati on systemof this preferred enbodi nent, the client
t er m nat? O 161 ROUEART cATRenS et R dthed &5t BREVEY, 2ankPtam S21.

serve as a routing device. In such away, the routing control between
the renbtely located LANs can be constructed flexibly. [0095] For
exanple, a network configuration as shown in FIG 15 is consi dered.

Four LA Oi%‘]’ Sz’qg&egg%eg%i r[ge%:ﬁéelsg in?%n&&%d‘%@o&ltﬁgdréfaey I‘é%[\llver

82 are connected ot he rough retay servers

12, the relay server 23 issues, as a response thereto, a notice of
an address of a network that performs the routing via the relay sexver
23. Here, the relay server 23 routes an IP packet coming from the
LAN 2 and, accordingly, the relay server 12 is notified of a network
address (210.10.20.0/24) of the LAN 2. The relay server 12 notifies
the client terminal 11 of the network address of the LAN 2.

[0087] The control units 122 and 232 update the relay group
information 42, thereby create the relay group information 45 (refer
to the relay server 45 shown in FIG. 9), and store the relay group
information 45 in the relay group information storage units 124 and
234. When such an updated relay group information 45 is created in
the relay servers 12 and 23, the relay servers 12 and 23 notify the
client terminals 11 and 21 of the updated information of the relay
group informaticn 45.

[(0088] Subsequently, the controlunit 122 creates the updated relay
server information 56-1 {(refer to FIG. 10), and notifies the relay

server 23 of theupdatedrelayserver information56-1 (StepS522: NOTIFY).
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811 and 821. The relay servers 811 and 821 include simlar functions
to those of the relay servers 12 and 23 of the present preferred
enbodi nent. Mreover, the LAN 81 and the LAN 83 are connected to each
ot her through a general - purpose router 812, and the LAN 82 and the
LAN 84 are connected to each other through a general -purpose router
822. The general -purpose routers 812 and 822 are routers having a
general packet routing function. Mdireover, a client termnal 831 is
connectipdf o LBEV AN 33+ & QRRELEN {he BEEWEI Kiaqnb s gunaki-an @% updated
descri bed above, the routing function is inplenented in the c i eht
termnal 831. That is_to sagéna sim]lar_ operation to that_ of the

client T8N FEEVEE, 1RAPERA AL, beler? desdEthéd FRSt nklbr gk S atyidwest the

FIG 14, is perforned, and the routing session is established between
t he cl irmyitayt eremveal 183bfandet hpdaetdyrebiveseB&lr dar2xuch a way, it
is possible to construct the routing session even with another LAN

connect QR OUIGHENEoAPRST An AL RISCLLGU S o AU 3 DLODLY. Jd12%) Blves

net wor kK syst'em can be confi gured. ernor e,

anot her, exanple. A LAN 91 and a LAN 94 are connected to each other

t hr ough e AT813dy C8erVetl 931dand 2 r staytBergey gFeatgndhe Lpplav amyver
LAN 92 are connected to each other through a relay server 941 and a

rel ay serfeama¥dbn sTheréedayosecveans, 3hb s anslr84dyBaveesiifirbahation
functions to those of the relay servers 12 and 23 of this preferred

enbodi t. Moreover, the.LAN. 94 and LAN .95 are_connect.ed

ot her tH Ggheat Gehaie TS R0ss  Fot dr e L L SERES DAY Srd oa (LAR) -
93 are connected to each other through a general -purpose router 922.
Fur t hefMihsme suchi ant updahedal sl DB Senveroiifarnatcdnnett et taradied ANs the
93 and 95, respectively. [0098]In the network configuration as

descri hed -300¥eve k98 ¥ BHEIZW the relay servers 12 and 23 notify the client
terminals 11 and 21 of the updated information of the relay server
information 57 (Steps S23 and S$24).
[0090] Through the above-described procedure, the client terminal
11 and the relay server 23 share the network addresses of the LANs
1l and 2, inwhich the routing function is validated, and the IP addresses
of each other. Moreover, the client terminal 11 and the relay server
23 share the IP addresses of the client terminals connected to the
LANs 1 and 2.
[0091] Subseqguently, a start request to establish the routing
session is sent from the client terminal 11 to the relay server 12
(Step 825: INVITE). When a response is returned from the relay server

12 to the client terminal 11, the client terminal 11 transmits an ACK
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function is inplenented in the client terminal 951, and the routing
session is established between the client termnal 951 and the relay
server 911. Moreover, the routing function is inplenmented in the
client termnal 931, and the routing session is established between
the client termnal 931 and the relay server 941. In such a way, in
the versatile network configuration, arbitrary LANs nmay be sel ected,
and the routing function may be inplenented inthe client termnals

connected of th ence e routi ng session can be
freely coﬁ% ruc Sﬁ%wgenlarﬁsgrgry ANs. [0099] {Second Preferred

Enbodi ment} {1. Systen1conf|gurat|on and setting contents of relay
group} [0092] Subsgeyenta vdege sitptitof eiglegad g cofe sgapdd ohd theefrentéoyg
enbodi ment of the present invention. FIG 17 is a view show ng an

entire Loidgunation: afrom £RL AV IGRNEURLERALI DR SYSEL %l%CQFengQ 23) (tstaep
second preferred enbodinent. In this preferred enbodi nent, t e

connected thro

0100 T o oAV VLBEhT ndiFem 217 82 4n S BaS chr B RE RAGOEEE e ?3; server
23 to the relay server 12, the relay server 12 transmits an ACK to
the relay server 23 (Step $26. 2).

[0093] Upon receiving the ACK, the relay server 23 establishes the
routing session with the relay server 12 (Step $S27). The relay server
12 further establishes the routing session with the client terminal
11 (Step 527. 1). In such a way, the routing session via the WAN 3
is established between the client terminal 11 and the relay server
23.

[0094] As described above, in the relay communication system of
this preferred embodiment, the client terminal connected to the LAN
can be selected arbitrarily, and can serve as a routing device. 1In
such a way, the routing control between the remotely located LANs can
be constructed flexibly.

[0085] For example, a network configuration as shown in FIG. 15
1s considered. Four LANs 81, 82, 83 and 84 are present, and the LAN
81 and the LAN 82 are connected to each other through relay servers

811 and 821. The relay servers 811 and 821 include similar functions
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servers 812, 822, 832 and 842 are connected to the LANs 81, 82, 83
and 84, respectively. The relay servers 812, 822, 832 and 842 incl ude
simlar functions to those of the relay servers 12 and 23 descri bed
inthe first preferred enbodi nent. Hence, in the second preferred
enbodi ment, six LANs 1, 2, 81, 82, 83 and 84 are preferably included
in the relay communication system and the routing control is
performed anong six LANs. [0101]FIG 18 is a view show ng constituent

el enent I \, e r.ed i i
i fror i T e B UKL v RO Y B R Bl e
23 connection unit 153-1 and a relay server 812 connection unit 153-2

are pr FEIUBIREr-eatleleandri réieubl 81Tard the kN dayare goprectedsto each

preferred enbodi nent, the LANs 1 and 2 establish the routing session

in a onecHar ahedighabi gassrpl-gebspawhides; i1z, t AedpteS EMAN EfLId ede
enbodi ment, six LANs establish routing sessions in arbitrary

conbi nat,] . . Then. Fl shows a state where the relay server 12
has estdl PRI IBIRThg S 88T oRs e e 81 Gor et e, aotie
relay server 812, such that two connection units 153-1 and 153-2 have

been cré&at edThpodeR¢RGrutpdse aaitaysi¥dwi rgdr 8Rat aomstiyse tetheyemg a
the relay groups which the relay server 12 has joined, and routing

patter nfenchhf peLAY¥L SMengl2uhetSnt Wud @l A% 1" QUPS edtaRBEM i FROUWS 1L i 5
and P 2. P 1 is a relay group forned anong three rel ay

servers 12, 23 and 2, d P 2 is a relay group formed anong
f our ré%%}lescécﬁ?:rt? %‘e é%% 8832 and 842. [0103]In GROUP 1, a routing
pattern between the relay servers 12 and 23 and a routing pattern

bet ween @G5 1r el aynstehreveeswdk and 832 rhaven beeaie seti bddaltR@® PtBe rauting
routing pattern anong the relay servers 12, 822 and 832 and a routing

pat t er e QRIVREN 1 5N End Bl VN SKI UGN Shd 2 21h 842 RAUE1 DEEN. Sehat is to say,

a similar operation to that of the client terminal 11, which has been
described in the process flow of FIG. 14, is performed, and the routing
session is established between the client terminal 831 and the relay
server 821. In such a way, it is possible to construct the routing
session even with another LAN connected through the general-purpose
router, and a highly flexible network system can be configured.

[0097] Furthermore, FIG. 16 shows another example. A LAN 91 and
a LAN 94 are connected to each other through a relay server 911 and
a relay server 941, and a LAN 94 and a LAN 92 are connected to each
other through a relay server 941 and a relay server 921. The relay
servers 911, 921 and 941 have similar functions to those of the relay

servers 12 and 23 of this preferred embodiment. Moreover, the LAN
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[ 0104] As descri bedabove, in each of GROUP 1 and GROUP 2, two routing
patterns independent of each other preferably have been set. For
exanple, in GROUP 1, the routing is not perfornmed between the rel ay
servers 23 and 812. Moreover, in GROUP 2, the routing is not
performnmed between the relay servers 822 and 842. In this way, a
plurality of independent routing patterns can be individually forned
even wi thin one relay group and, accordingly, a relay communication

syst em 34 tfh Nk ohar of! exi ty&nnfaet%@ntbeea%@ﬁsgﬁeftﬁ&odﬁf%(fde%a12%

FIG 21 show relay group information regarding two relay groups ich
t he relﬁélserver 12 has joined., FIG 20 is relay group information 46
4

r egar di S8R TR AN 52 S0fepayAE 193 garrcﬁJSOPﬁFSFﬁﬂtF%rﬁéﬁh other
regar di ng GROUP 2. In FIG 20 and FIG 21, information which is newy
added ithroupaei gareyd IHpudp dd rstit ot @ler.r edu etbhothd®ent caient terminals
under | i ned.
931 and 951 are connected to the LANs 93 and 95, respectively.
[0098] In the network configuration as described above, the routing
function is implemented in the client terminal 951, and the routing
session is established between the client terminal 951 and the relay
server 911. Moreover, therouting functionisimplementedintheclient
terminal 931, and the routing session is established between the client
texrminal 931 and the relay server 941. In such a way, in the versatile
network configuration, arbitrary LANs may be selected, and the routing
function may be implemented in the client terminals connected to each
of the LANs, hence the routing session canbe freely constructedbetween
arbitrary LANs.
[0099]
{Second Preferred Embodiment}
{1. System configuration and setting contents of relay group}
Next, adescription is made of a second preferred embodiment
of the present invention. FIG. 17 is a view showing an entire

configuration of a relay communication system according to the second

preferred embodiment. In this preferred embodiment, the LANs 81, 82,
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[0106] In the relay group information 46 shown in FIG 20, in upper
information 461, "20070402133100@ el ay-server-1.abc.net" is set as
the identification information "id", and "GROUP 1" is set as the
group nane "nane". [0107]In lower information 462, information of the
relay server 812 is added in addition to those of the relay servers
12 and 23. As the information of the relay server 812,

"rel ay-server-3@bc.net" is set in "id", and "220.0.100.0/24" is set

as the t K s ] S net wor k
ddr oss S Ut g | B T AR e KRB g QG "0
is set as_ the routing ID 463 for the relay servers 12 and 23, and
"0002" [@1QQ%} as Thfe Glowritngermingdstdklt 2 kel d86vBAS and de gBlay
As shown in FIG 19, the routing ID "0001" indicates the routing

pat t er nsdetaweersihe g2, ap3geanar 8442200 katihddt CROIPLhe ThRsroULigyy 83
I D "0002" indicates the routing pattern between the relay servers 12

?”d 81%ﬂ¥88@}%%% ectié?%?ﬂ #ﬂeHQ%&%F%Q%VQ£Q%E?J%£HFEBE%ﬂm§g4§qg%ﬁude

in FIG , I'n upper Tnformation , _ _

"20070402567800@ el ay-server-1.abc.net" is set as the identification

i nf or medimhlay funcg@nscRoumose jof soe ssleafiesgras 32 apdmS 'deamribed

[0110]In | ower information 472, information of the relay servers
in the first preferred embodiment. Hence, in the second preferred
embediment, six LANs 1, 2, 81, 82, 83 and 84 are preferably included
in the relay communication system, and the routing control is performed
among six LANs.
[0101] FIG. 18 is a view showing constituent elements of the relay
server 12. The secondpreferredembodiment isdifferent fromthe first
preferred embodiment in that a relay server 23 connection unit 153-1
and a relay server 812 connection unit 153~2 are preferably created
and included. That is to say, in the first preferred embodiment, the
LANs 1 and 2 establish the routing session in a one-to-one relationship,
andmeanwhile, in the present preferred embodiment, six LANs establish
routing sessions in arbitrary combinations. Then, FIG. 18 shows a
state where the relay server 12 has established the routing sessions
with the relay server 23 and the relay server 812, such that two

connection units 153-1 and 153-2 have been created.

[0102] FIG. 19 is a view showing relationships between the relay
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822, 832 and 842 are added in addition to those of the relay server
12. As the information of the relay server 822,
"rel ay-server-4@bc.net" is set in "id", and "230.10.5.0/24" is set
as the network address. As the i nformation of the rel ay server 832,
"rel ay-server-5@bc.net” is set in "id", and "240.10.10.0/24" is set
as the network address. As the information of the rel ay server 842,
"rel ay-server-6@bc.net" is set in "id", and "250.0.10.0/24" is set

as_the gl kinaddr ese. LRI IRAL ZLfZO'hatshg BRLaY 264 \VEh ilfy AE2a0d.

832, " Is set as a routing ID 473, an relay s ers

and 842, "000Q4" is set as .the routing ID 473. As al so shown |n FI G

19, thé[‘rf%lftellﬁg FEFVODO03 JPARScEIR LS F88EPRg REE YO FRARBNY antk GROUP
relay servers 12, 822 and 832 in GROUP 2 . The routing I D "0004"

i ndi cat®s t;neupoutjim@ gedsyoqrdgl Eeemetihemded ayhrsey vensaylie onsr842,i 03
GROUP 2. [0112] For exanple, the routing session anong the rel ay

commun LN P8A pARRSTE Pot SuPSheng R Faray el €8s el ARy vers

832, but does not include information as to bet ween whi ch rel ay
ser ver sl3hé2%utfidRg 28€s$it8n has been establ i shed. For exanple, the
setting of the routing |ID "0003" nmay be satisfied based on an

est abl i ges Ir out iTRGGREESI DN abebiEEly e te@hale REMRThel 2o dRY A2 andi2
an established routing session between the relay servers 12 and 832 .

A T S AL RGN D e PRl S RS U v
been set. In GROUP 2, a routing pattern among the relay servers 12,
822 and 832 and a routing pattern between the relgy servers 12 and
842 have been-set.

[0104] 'Asdéscribedabove,ineachofGROUPlandGRQUPZ,tworouting
patterns independent of each other preferably have.been set. Fo%
example, in GROUP 1, the routing is not performed between the relay
servers 23 and 812. Moreover, in GROUP 2, the routing is not performed
between the relay servers 822 and 842. 1In this way, a plurality of
independent routing patterns can be individually formed even within
one relay group and, accordingly, a relay communication system with
higher flexibility can be constructed.

[0105] FIG. éO and FIG. 21 show relay group inforﬁation regarding
two relay groups which the relay sexrver 12 has joined. FIG. 20 is

relay group information 46 regarding GROUP 1, and FIG. 21 is relay
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Wth reference to flowharts of FIG 22 and FIG 23, a description is
now made of a process flow up to the establishnment of the routing
session and a process flow for the actual routing of the
comuni cation packets . First, with reference to FIG 22, a
description is made of the process related to the establishnment of
the routing session. [0114]First, an adm nistrator of a relay server
establishes the settings for a routing configuration (Step S1101) .
That i iy st ; | t tipgs Wi
anich rOI S o e O R IR LG 08 ARanras” 2
relay server a,routiﬂ%%group is to be formed, and with which rel%y
server tHPTR{LIFG R £PAPWY 3¢ bly sor@ardgonphthebhmbi est pyefgered
exanpl e shown in FIG 19, the adm nistrator of the relay server 12
est abl i afiesd inh tSefrle Rgsielra iheem a rel ay group anong the rel ay
servers 12, 23 and 812 as GROUP 1, and to forma relay group anong
the rel rvers. 1 ) and_.842 as P,_2. Nor er,, i n
G oup: LGS aamifl R RO Yor T Re (PAPADEaPUar TEOHR Tt EnaY 1 i uPper
settings to formthe routing patterns between the relay servers 12
and 23 Hrdpatdaen 46he ¥ ePAY0402 13700 ey -SEXVeNbleober ekl I gy as
2, the admnistrator of the relay server 12 establishes the settings
to fornpdieqeayl FngaPabdh entsrarRAgnthigyr ehay SeoRr 37 13 58224 sahkk 833up
and between the relay servers 12 and 842. Furthernore, the
adm ni strataqr establishes the settings as to between which rel ay
server s*'He S'Mg session is to be constructed in each of the
routing patterns. [0115] Next, the relay servers, in which the routing
sessi onllHet t drbéowensimimtred;icr dcext tafomk{RirepSIAO2)eldtherrvar
routing command is transmtted to the extracted relay servers (Step
S1103) .g1Pak 84L& i$A¥AAEE 1 BAOMA thidsel 8P 32 rafl ab Srder 1!1%!11&9233.“ As
t he network address of the LAN for which the relay server itself
perforns the routing is issued to the other relay server with which |
the routthgRELERRBACT L% GhEr A BBEI¥RES 1 s "ol ey pansEef oo §ahs. net” is
notice, the network address of the LAN for which the other relay
server gxar fior med"he anaut'ceg .0s1a0q0y2ed is opet hes oiftemeatdlck sekiress.
(Step S1104). This process corresponds to the response in Step S12 of
FIG 8. [dl%]8116] Up%x%%%'rr,' QQbsécﬁ&’é% I'E% gﬁgeﬂe{n%ﬂy 2o Lek ' y}eouting ID

net wor k

463 is set. In the example of FIG. 20, “0001” is set as the routing
ID 463 for the relay servers 12 and 23, and “0002” is set as the routing
ID 463 for the relay servers 12 and 812. As shown in FIG. 19, the
routing ID “0001” indicates the routing pattern between the relay
servers 12 and 23 in GROUP 1. The routing ID “0002” indicates the
routing pattern between the relay servers 12 and 812 in GROUP 1.

[0109] Inv the relay group information 47 shown in FIG. 20, in upper
information 471, “20070402567800@relay-server—1.abc.net” is set as

the identification information “id”, and “GROUP 2” is set as the group
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address for which the routing is perfornmed, the relay server updates
the relay group information (Step S1105) . That is to say, as
described with reference to the relay group information 45 of FIG 9,
t he network addresses in which the routing function is validated are
added to the relay group information. Mreover, routing IDs are
individually set for the network addresses in which the routing
function is validated. Then, the routing session is established
bet ween,1.he «@é »servers (Step S1106) . This process corresponds to
Steps S18 to in FIG B. As described above, the routing function
accordin& to this preferred enbodi nent is validated by exchanging the
net wor kL @tHP bss i Ht dPHEET B 0T WkiTe A 7 € helHigumatd anso s dthepye 3y g avee s
relay group information, between the relay servers which can
comuni €22 £ 882 haineach2o0aheradddrenin bydusiog thecHoHd iofgtRESBEHY server
established for routing, the routing control for the IP packets is
perfor based_qn a nmunj on functjon the_rel ay
conwun?ggtion s@%tenFﬁgs dg%%é%ﬁ%@%‘g ovéﬁpthgkﬁoutfﬁggyali%ﬁﬁ?ﬁfi n 822
this preferred enbodinment is one that is executed in the application
| ayer, av@layfiereefrdmahaaisuar s¢ doul'idg. afOTEAONdR: 5. PY24E is set
det erm ned whet her or not the establishnment of the routing sessions

with aldsalhd hetekayaderagd s axt fRetietFdrmadlion St0hdas1bgeterver 832,
conpleted (Step S1107) . In the case where the establishnent has been

Funct | o § XY O R 1 16 Caanf 1t FRC oF (VBB 1P 19 S0P 2t gt

routing session is disconnected (Step 31110), and the relay group
i nf or ned$ dm4 setpdakerid:Stsp. Shtltihe iMairmagito sfythd relagt serker 842,
address information set in the relay group information is del eted.

[0118] &G 5 @23sd Svdrfdaauhalde show g ithhe; grocass Wk gwhi 63 bHhesrel axer
server routes the comunication packet in the state where the routing

session has been establjshed. Upon receiving the conmunication

packet ,2% hel'¢ FSY ey WHA5&Ta'yzes the communi cation packet (Step
31201), and determ nes whether or not the conmunication packet is a
routi ngl @htket (Strem,STE2@2)he |felidesennmusni Tt QR padksd2,i $000B”als set
routi ng packet (NOin Step S1202), a receiving process for the

communi cat] qn pagket i s periar red (it %l%%zgé}fveL%lll@]eHd B8, “0004” is
comuni cat1on packet is a routing packet (YES in Step
set as the routing ID 473. As also shown in FIG. 19, the routing ID
“0003” indicates the routing session among the relay servers 12, 822
and 832 in GROUP 2. The routing ID“0004” indicates the routing session
between the relay servers 12 and 842 in GROUP 2.
[0112] For example, the routing sessicon among the relay servers
12, 822 and 832 with the routing ID “0003” shows that the communication
packet is routed among the relay servers 12, 822 and 832, but does

not include information as to between which relay servers the routing

session has been established. For example, the setting of the routing
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S1202), the transm ssion source |F address and destination |IP address
of the communi cation packet are detected (Step31203) . Then, the
relay server determ nes whether or not it is possible to route the
comuni cati on packet based on the detected transm ssion source |P
address and destination |IP address. That is to say, the relay server
det erm nes whether or not the network address information
corresponding to the transm ssion source |P address and the
desti naji a p¥: | ; out.i ' [ Vi t
sare Tout i S D % e Par Lot erban s o Snary BarpE EEFR AT Mty
[0120] I n the case where the information indicating that routing is
al | one IR HIBeire LigycT RIS A2 e $eF apdgroapt#pt bhed rentivessssion
Step S1205), it is determ ned whether or not the routing session is
di r ect Inyeedabths hedavyiddridie teshiasabi.ona LAN-A{ St £p: 1S1,20@butihigtd@sion
routing session is directly established with the destination LAN ( YES

in Step.S1206).. the ca i.catian cket |s_sent_out throu he

oot abl b ST s ontan L cary PBRGESh Lo 150 a0 desV i Y FEhdR2
made of an exanple with reference to the table in FIG 19. For

exanpl e[Olasklumi ng that the relay server 12 receives, fromthe client
termnal 11, a conmunication packet destined for the client term nal
21. Thenetpmdik Fddesees of the LANs 1 and 2 to which the client
termnals 11 and 21 are connected are associated with each other by

the sanme routing_|.D, and al so are set in the relay grqup informatiqn
46 (GROUP 1). Acc?JdT%&ﬁ GNP T ST estéh f%f?’@%,aritﬁeOgeﬁé;?-sggvéflglfm- 23) a
determnes that the routing information is present. The routing ID
"0001" demlicigttesnt he noestagicond & quiagrpsséibwngbetovtbr ¢dealkl stynent of
servers 12 and 23 and, accordingly, the routing session has been

est abl ighed RehWeeBat HE6K &lRY aSEEYELSs 1A ANFo?3nSREGIICabLY i nd N the
inter-relay serveér connection processing unit 155 detects the réelay
server 23 connection unit 153-1, which corresponds to the relay

server FFMYHGE LI BGSHLS1208 11 FE - 8 LHAHTRRES FHAIC - ERe 2dRGHG LoD
session with the relay server 23 is present and, in Step 51207, the
routi ngicarddeolofi $hdi pectéys peslotactd ahet BethANi 2hment of the routing

session.
[0114] First, an administrator of a relay server establishes the
settings for a routing configuration (Step 51101). That is to say,

theadministratorestablishes the settingsas towithwhichrelayserver
a relay group is to be constituted, with which relay server a routing
group is to be formed, and with which relay server the routing function
is to be validated. For example, in the example shown in FIG. 19,
the administrator of the relay server 12 establishes the settings to
form a relay group among the relay servers 12, 23 and 812 as GROUP

1, and to form a relay group among the relay servers 12, 822, 832 and
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[0122] On the other hand, if the routing session is not directly
established wth the destination LAN (NOin Step 51206), the
communi cati on packet is sent out through a routing session with a
bypass relay server (Step S1209). [0123] A description is now rmade of
an exanple with reference to the table in FIG 19. For exanple,
assum ng that the relay server 12 receives, fromthe client termna
11, a communi cation packet destined for the client termnal 831. The

net wor kg 2ldr.egregp of . t ﬁgrgéb@r 1 and 83t P, %iegggth@i]%%%r be Mol ay

11 and 831 are connected are associated wth ot t he sane
routing ID, and also _are set in the relay group information 47

( G?QJPZ?e.r%%é?cﬁsﬁF@W} shesdithepS 84589 S LR 918 Bhe seryaRd PAtisreshgiaeen
that the routing information is present. [0124] However, the routing

| D "000&ie iredizgas esvehe IouhingB seid bagwashnthd helael sorwaryapsadd,g12.
822 and 832, and the routing session between the relay servers 12 and

the ot e ueve o caobl 25l R SRR of DACTHUDIE WRiEy 12

832, it is determined in Step 31206 that the routing session is
presentesSkakl 1 e s 6061 ¥R gty 6P fErthecteytingepabEAEUs fagronchehe Al lay
83 in Step S1207. Specifically, the inter-relay server connection

processsdgrard 1153 0deteet 3shehdebedieBat chBeréhpysSeFdes B8Z%nd 842.
connection unit, which corresponds to the relay server 832, has been

Created?lmgie that hn E%Eé@l%’akh% rql ek Xs%%%ggcguﬂptg%étween
153 t hat "Nt T BKPataSDE 6 TEaP 5 A Tritt o1 At o Se T T
which relay servers the routing session is to be constructed in each
of the routing patterns.
[0115] Next, the relay servers, in which the routing session is
set to be constructed, are extracted (Step S1102). Then, a routing
command is transmitted to the extracted relay servers (Step S1103).
That is to say, as shown in Step S12 of FIG. 8, a notice of the network
address of the LAN for which the relay server itself performs the routing
is issued to the other relay server with which the routing session
is tobeestablished. Asaresponse tothisnotice, the networkaddress
of the LAN for which the other relay server performs the routing is
acquired from the other relay server (Step S1104). This process
corresponds to the response in Step S12 of FIG. 8.
[0116] Upon acquiring, from the other relay server, the network

address for which the routing is performed, the relay server updates

55



[0125] 1 n the case where the routing session is not established
between the relay servers 12 and 832, it is determned in Step S1206
that the routing session is not present and, in Step S1209, the
comuni cati on packet is sent out through the routing session with the
relay server 822 as a bypass relay server. This comuni cati on packet
is then delivered to the client term nal 831 through the routing
session between the relay servers 822 and 832. [0126]In the case
wher e & HeOPEURY 62bheN ifd fa AUl $c & Eeiothe ol ¢atd RN Packel-Asq
been sent out 1N Step S1207 (YES in "Step S1208) , the cormuni cation
packet i.s.senft out through the bypass, relay server. %012%} A
descri pHhE S FRETEQe 8t Teha ¥ el W PG U ARG FECt He thpPEtHPTK
FIG 19. Ina simlar way to the above-nentioned exanples, it is
assuneaddrats stelsein ettaycrs ehe eroutZ nge €enweson firsomml héatéd ente hadsiinal the
11, the communi cati on packet destined for the client termnal 831. In
Step 3 N A 1 t out.i i i j S:
T hen TRy PEoED A OGS [ e aret Rl a2 LA R e
relay servers 12, 822 and 832. Accordingly, three routing sessions
may be ISgEhe ReSkaprrsneies ilnewh ek \&%@r@%@m%lfw%épva% valigaged.
822, between the relay servers 12 and 832, and between the rel ay
server Ihdd; &nd BoZtihf $dSiOAIS ehithdll ibNe8t BPrid@Ohhd IR 16l 8% rvers
server 12 attenpts to use the routing session between the rel ay

: th wh ' [
The o SedERth bR ErEREs aPaFeBaPORr S STEkR 858 TG (i ere.

instead, in Step S1209. The communi cation packet is then finally
t r ansf &-r e8s dhpetghetiadoreuttineg Susigiofiubet werredrd ind tyth s pepdegzad
and 832. Note that an error process is perforned in the case where

the bypagpditledy SLTYEIddSedBy W@ ng[th284 4 A5t 1eR34208s inFokh8tion,
case where the information indicating that routing is

oL BmEhe ML T IE L, GO, LI IBL 00 e

i npossi ble for the comuni cati on packet to reach the destination

(Step $hZl@play servers which can communicate with each other. Then, by
using the routing session established for routing, the routing control
for the IP packets is performed based on a communication function of
the relay communication system. As described above, the routing
validated in this preferred embodiment 1s one that is executed in the
application layer, and differs from the usual IP routing.
[0117] Next, it is determined whether or not the establishment of
the routing sessions with all of the relay servers extracted in Step
S1l02hasbeencompleted (StepS81107). Inthecasewhere theestablishment

has been completed, the routing is started (Step S1108). When the

routing function is turned OFF by the administrator (YES in Step $1109),
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[0129]Wth reference to the block diagramof FIG 18, the flow of the
routing process in the relay server 12 is now described. Basically,
the process here is simlar to that described with reference to FIG
2 in the above-nentioned preferred enbodi ment. The process here is
different fromthat in the above-nentioned preferred enbodi nent in
that, since the relay server 12 has established the routing sessions
with two relay servers 23 and 812, the relay server 23 connection

unit 1 r n
creat od e AL SR R e e TR b S 20 ¢ R S aTe B B
enbodi nent, the conmuni cati on packet received fromthe LAN side is

pr oces S FTAEAN 1Sl A OsR teRe ( gﬁ?@rﬁééelhnithiﬁql%liQ ISAN - ditihge el prk
the LAN-side | P packet processing unit 152, the routing control unit

154 andiddegliafostpvebncosbedt ik pieQees§irogp umtodid: idm irLspoased.
to the destination |F address of the connunication packet the rel ay

S ket (O] Ct'o%t%fQE?ﬁé'”ngﬂéﬁaégghBQEH u%$9£§g %EﬁP e relay

packet el't her "'the Telay SerVver conne t|o

relay server 812 connection unit 153-2. A flow of the subsequent

pr ocessseBV ey HPRAeS ttd e Ranngesed | e Packl tr &1 dhengeate wheGe the gousdng
above-nenti oned preferred enbodi nent. [0131] As descri bed above, the

rel ay CHHBBUNICRE 4 BReS¥Samm oknbhl s LB:V&T s &ty B ORE BBRiuERRa 88bn dacket,
plurality of relay groups in each of the relay servers, and can set

d t tt h of th
v 1 S ety ST bR kel o R T e RE lPﬁﬁ%f%é?tods?eef%fmtq agd

control can be perforned in a variety of patterns. Al so, based on the

updat e dxfterug el elye ghrew primdiotratdcamunitcaitd opassiisteis @ dynking ghlcket

change the relay groups and the routing groups.
(Step 81202). If the communication packet is not a routing packet
(NO in Step 51202), a receiving process for the communication packet
is performed (Step S51204).
[0119] Tf the communication packet is a routing packet (YES in Step
81202), the transmission source IP address and destination IP address
of the communication packet are detected (Step S1203). Then, therelay
server determines whether or not it is possible to route the
communication packet based on the detected transmission source IP
address and destination IP address. That is to say, the relay server
determineswhetherornot thenetworkaddressinformationcorresponding
to the transmission source IP address and the destination IP address
has been set as routing information having the same routing ID in the

relay group information (Step S1205).
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Expl anati on of Reference Nunerals [0132] 1, 3 11, 12, 31 2 21, 23

[0120] In the case where the information indicating that routing
is allowed/possible is included in the relay group information (YES
in Step 51205), it is determined whether or not the routing session
is directly established with the destination LAN (Step 51206). 1If
the routing session is directly established with the destination LAN
(YES in Step 51206), the communication packet is sent out through the
established routing session {Step S1207).

[0121] A description is now made of an example with reference to
the table in FIG. 19. For example, assuming that the relay server
12 receives, from the client terminal 11, a communication packet
destined for the client terminal 21. The network addresses of the
LANs 1 and 2 to which the client terminals 11 and 21 are connected
are associated with each other by the same routing ID, and also are
set in the relay group information 46 (GROUP 1). Accordingly, in Step
81205, the relay server 12 determines that the routing information
is present. The routing ID “0001” indicates the one-to-one routing
settingbetweentherelayserversl2and?23and, accordingly, therouting
session has been established between the relay servers 12 and 23.
Specifically, the inter-relay server connection processing unit 155
detects the relay server 23 connection unit 153-1, which corresponds

to the relay server 23. Also, in Step 812086, it is determined that
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22 LAN WAN CLI ENT TERM NAL RELAY SERVER SI P SERVER 121, 231
| NTERFACE UNI T

the routing session with the relay server 23 is present and, in Step
51207, the routing control is directly performed for the LAN 2.
{0122] On the other hand, i1f the routing session is not directly
established with the destination LAN (NO in Step 8§1206}, the
communicationpacket is sent out through a routing sessionwith abypass
relay sexrver (Step S$1209).

[0123] A description is now made of an example with reference to
the table in FIG. 19. For example, assuming that the relay server
12 receives, from the client terminal 11, a communication packet
destined for the client terminal 831. The network addresses of the
LANs 1 and 83 to which the client terminals 11 and 831 are connected
are associated with each other by the same routing ID, and also are
set in the relay group information 47 (GROUP 2). Accordingly, in Step
51205, the relay server 12 determines that the routing information
is present.

[0124] However, the routing ID“0003” indicates the routing setting
among the relay servers 12, 822 and 832, and the routing sessionbetween
the relay servers 12 and 832 is sometimes established, and sometimes
not. In the case where the routing session is established between
the relay servers 12 and 832, it is determined in Step S1206 that the

routing session 1s present, and the routing control is directly
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122, 232 CONTRCOL UNI'T 123, 233 DATABASE STORAGE UNIT 124, 234

performed for the LAN 83 in Step §1207. Specifically, the inter-relay
server connection processing unit 155 detects whether or not the relay
server 832 connectionunit, which corresponds to the relay server 832,
has been created. Note that, in FIG. 18, the relay server X connection
unit 153 that corresponds to GROUP 2 is not illustrated.

[0125] In the case where the routing session is not established
between the relay servers 12 and 832, it is determined in Step S1206
that the routing session is not present and, in Step S1209, the
communication packet is sent out through the routing session with the
relay server 822 as a bypass relay server. This communicatien packet
is thendelivered totheclient terminal 831 through the routing session
between the relay servers 822 and 832.

[012¢] In the case where a communication error occurs after the
communicationpacket hasbeensent out inStep $1207 (YES in Step S1208),
the communication packet is sent out through the bypass relay server.
[0127] A description is now made of an example with reference to
the table of FIG. 19. Inasimilarway to the above-menticned examples,
it is assumed that therelay server 12 receives, fromthe client terminal
11, the communication packet destined for the client terminal 831.
In Step 51205, it is determined that the routing informationis present.

Then, the routing ID “0003” indicates the routing setting among the
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RELAY GROUP | NFORMATI ON STORAGE UNI'T 125, 235 RELAY SERVER
| NFORVATI ON STORAGE UNI'T 126, 236 CLI ENT TERM NAL | NFORVATI ON STORAGE

UNI'T

relay servers 12, 822 and 832. Accordingly, three routing sessions
may be sometimes established, i.e. between the relay servers 12 and
822, between the relay servers 12 and 832, and between the relay servers
822 and 832. In this case, first in Step S1207, the relay server 12
attempts to use the routing session between the relay servers 12 and
832. In the case where a communication error occurs, the routing
session between the relay servers 12 and 822 is used instead, in Step
51209. The communication packet is then finally transferred through
the routing session between the relay servers 822 and 832. Note that
an error process is performed in the case where the bypass relay server
is not present.

[0128] In Step S1205, in the case where the information indicating
that routing is allowed/possible is not included in the relay group
information, theclient terminal as the transmission source isnotified
that it is impossible for the communication packet to reach the
destination (Step S1210).

[0129] With reference to the block diagram of FIG. 18, the flow
of the routing process in the relay server 12 is now described.
Basically, the process here is similar to that described with reference
to FIG. 2 in the above-mentioned preferred embodiment. The process

hereisdifferent fromthat in the above-mentionedpreferred embodiment
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CLAIMS 1. A first relay server connected to a to a comuni cation
termnal via a first LAN and connected to a second relay server via a
w de area network, the first relay server being connected to a first
LAN t hat routes a conmunication packet via the first relay server

and having a first comunication term nal connected thereto through
the first LAN, the second relay server being connected to a second
LAN that routes a communi cati on packet via the second relay server

the firsh thekays Sfe/ehe GRNBKI S MEEr 12 has eStdI8l B3h 3 OMO rodfehgBid Mions
sharing unit configured to share, with the second relay server, a

I i nf ti incl udi ' ti dt i f b .
irer pare ol CRIPLAhvRES ATaRE 45t o et obry SBRbR AT PR FRE PRIy €

group; a network address registration unit; a routing session
est abl i hehendrilte tohty garzdrt®l2 aponceeted vhal 1&B-i2nsaveiberoctaated.
route a comuni cati on packet between the first relay server and the

second [@|ay) serve{a st hansPlshy? Nel & A LSS 1Rfq d e diiedl enhd et

the second relay server, receive a network address of the second LAN
fromthe second relﬁ¥ server, rgggster t he network address of the

first LARE andiiet Gt vidt P adide s B 9k Setfortde LAY i dhe- hanmsiaesed

address registration unit, and establish a routing session with the

second sednagnisierder by ahedutte tffaeeconub tattherL.pedkite beb e ehetlreN-side

first LAN and the second LAN
IP packet processing unit 152, the routing control unit 154 and the
relay server connection processing unit 155. In response to the
destination IP address of the communication packet, the relay server
connection processing unit 155 outputs the communiqation packet to
either the relay server 23 connection unit 153-1 or the relay server
812 connectionunit 153~2. A flowof the subsequent process is similar
to that described with reference to FIG. 2 in the above-mentioned
preferred embodiment.
[0131] As described above, the relay communication system of this
preferred embodiment can set a plurality of relay groups in each of
the relay servers, and can set individual routing pattern in each of
the relay groups. In such a way, in the plurality of LANs which form
the relay group, the routing control can be performed in a variety
of patterns. Also, based on the update of the relay group information,

it is possible to dyrnamically change the relay groups and the routing

62



bl

a routing processing unit configured to, upon receiving fromthe
comuni cation term nal a conmuni cati on packet destined for an IP
address belonging to the second LAN as a destination address,
determ ne whether or not a network address information correspondi ng
to the destination address has been registered in the network address
registration unit, specify the second relay server as a relay server
capabl e of routing the communi cati on packet to a network address
correspgnobmg. t 0 the destination address, and transfer the

comuni cati on packet through the routing session with the second
relay server; and a routing session disconnection unit
configured to receive an instruction to disconnect the routing
session, disconnect the routing session, and delete the network

addr essE®PLamet¥e% f 1Befenfpceh&uReradfk address of the second LAN
fromthe network address registration unit. 2. The first relay server
accordipgitm claiml, further conprising a relay server .information
sharing unit configured to share a relay server information to
registe{’If addres§ﬁﬁqof the first relay server 65

3 WAN

11, 21, 22 CLIENT TERMINAL

12, 23 RELAY SERVER

31 SIP SERVER

121, 231 INTERFACE UNIT -

122, 232 CONTROL UNIT

123, 233 DATABASE STORAGE UNIT

124, 234 RELAY GROUP INFORMATION STORAGE UNIT
125, 235 RELAY SERVER INFORMATION STORAGE UNIT
126, 236 CLIENT TERMINAL INFORMATION STORAGE UNIT

63



t

and the second relay server. 3. A second relay server connected to a
second conmmuni cation termnal via a second LAN and connected to a
first relay server via a wde area network, the second relay server
bei ng connected to a second LAN that routes a comuni cati on packet
via the second relay server, the first relay server being connected
to a first LAN that routes a conmmuni cati on packet via the first relay
server, the first LAN having a first client term nal connected
thereto, the first client term nal ruAIMsg a conmmuni cati on packet via
the first relay server, and the second LAN including a conmunication
term nal connected thereto, the second relay server conprising:

a relay group information sharing unit configured to share, wth the
first relay server, a relay group information including information
used tolspeci® §lrak Telast spEVey coangsitednido Bheo secomduRetayieeibegminal
constituting the relay group; a relay server information

shari ngrinit £ coad iLaur e6d tcensleated ¥ tahsbBend idesita v sbaves6rieE WL Lhea
first client termnal, a relay server information including

information ysed,to_specify the first relay server and the sec
ol oy QOB e SRS USEd TES. RPERF ISP 19 S0 &1 TERAC LAN chat
term nal ; a communi cation unit configured to specify that the

first ctduwras eecommatidaticonpecket i tthe first nedlaay sseverer drabédvang
the relay server information and to communicate with the first client

term nal AiHQUERRARiELESEn €L AYi B Vnne® tREL YREK BRI ©SSugh the first
regi stration unit;

LAN, the second relay server being connected to a second LAN that routes
a communication packet via the second relay server, the first relay
server comprising:

a relay group information sharing unit configured to share, with
the second relay server, a relay group information including
information used to specify the first relay server and the second relay
sexrver constituting the relay group:;

a network address registration unit;

a routing session establishment unit configured to, upon
receiving an instruction to route a communication packet between the
first relay server and the second relay server, transmit a network
address of the first LAN to the second relay server, receive a network
address of the second LAN from the second relay server, register the

network address of the first LAN and the network address of the second
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a routing session establishnent unit configured to, upon receiving an
instruction to route a communi cation packet between the first client
termnal and the second relay server, receive a network address of

the first LAN fromthe first client term nal through the

conmmuni cation unit, transmt a network address of the second LAN to
the first client termnal through the comunication unit, register

the network address of the first LAN and the network address of the
second LA innthd e etentr kidrkek esegti egist i ahivor tynhhd hrasisabh irsfitang
routing session with the first client termnal to route the

communi &aLd o8, Rack At PELUERA Lhe T disle 0N L e 386ANA 1 EAN op packet
a routing processing unit configuared to, upon receiving from hé
conmmruni cation term nal a conmuni cati on packet destined for an IP

addr es LYY HF tid dstte LAY endLANeagegoddstaNat i on address,

det erm ne whether or not a network address information corresponding
to the desti naticomiagddpessebasnpaa i e@ngtiefiedd Bol hepHet Mk AR 83Sm
registration unit, specify the first client termnal as a term na
capabl e_,of r i.n he comuni cati on packet .to a net k address
corresggﬁ%Fﬁ%H%Bl?ﬁ%l855%?§ﬁﬁqa na %ﬁﬁcﬁgﬁﬂnkPﬁﬁg?gﬁg%ﬁﬁ%ned or an 1P
communi cati on packet through the routing session with the first

client adtrasmbeleamging to the seeond LAY asesdeohidastonaddreen, ueitermine
configured to receive an instruction to disconnect the routing

sessi OyhdlirGoeGott Be nk@ubirR02888859N: n AL el &t NS HRINMANES to the
address of the first LAN and the network address of the second " LAN

fromth et war.k ad%ress r gis%ration unit. .4, The second rela
server ecsckolr% n GOGEESH 3as been regratersd | B ddif SO ess

first relay server and the second relay server and an | F address of
the fi nstgicitireriticdrennihal spponinactbd $ecdde rkilpngt seetay ascavieslarf @erver
registered in the relay server information.
capable of routing the communication packet to a network address
corresponding to the destination address, and transfer the
communication packet through the routing session with the second relay
server; and
a routing session disconnection unit configured to receive an
instruction to disconnect the routing session, disconnect the routing

session, anddelete the network address of the first LAN and the network

address of the second LAN from the network address registration unit.

2. The first relay server according to claim 1, further comprising
a relay server information sharing unit configured to share a relay

server information to register IP addresses of the first relay server
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5. Afirst relay server connected to a first LAN via a first

comuni cation term nal and connected to a second relay server via a

w de area network, the first relay server being connected to a first
LAN t hat routes a conmunication packet via the first relay server

the first LAN having a first conmunication term nal connected
thereto, and the second relay server being connected to a second LAN
that routes a communi cation packet via the second relay server, the
first ratdythseramimd omirysisegver. a relay group information
sharing unit configured to share, with the second relay server, a
relay group information including information used to specify the
first relay server and the second relay server constituting the relay
group; a network address registration unit; a routing session
est abl i $hnent® FRICOREIGYr 84 V6L GPBRCFERR| ¥9 iy THCINSIGUEIIgFatd on
route a comuni cati on packet between the first relay server and the
second tetmynserMer a seassdiIAN aridhecsfeetddred ay rfSekveredapedadrde via
address of the first LAN that routes the communication packet via the

first relay.seryer i fr t second relay_server et wor k
addr ess o? £ ?lae S ec%%vg?ﬁgwwﬁaste%?g&[%eslatyhsee%%%jﬁgggﬁo&ﬁleﬁgcc etC Gis% cond
the second relay server, register the network address of the first

LAN and-AMhehddt Wk kea ddlresenusil aaid osepanlie L AN 4 rthiehsenendor &l awl dreayer,
registration unit along with identification information of routing

patter nshe andAstkabbi;ShedvE PUd ity TRSBLAW tH 4 8. SQCORR fRARYroutes a
server to route the comuni cati on packet between the first LAN and

i TR B R SRS Ay I

identical identification information; a routing processing unit

conf i gur éd ris¢, cLbont rtregwiiviadgcénoacted thereto, the first client terminal
routing a communication packet via the first relay server, and the
second LAN including a communication terminal connected thereto, the
second relay server comprising:

a relay group information sharingunit configured to share, with
the first relay server, arelaygroup information including information
used to specify the first relay server and the second relay server
constituting the relay group;

a relay server information sharing unit configured to share,
with the first relay server and the first client terminal, a relay
server information including information used to specify the first

relay server and the second relay server and information used to specify

the first client terminal;
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the first communi cation term nal a communication packet destined for
an | P address belonging to the second LAN as a destination address,
determ ne whether or not a network address information correspondi ng
to the destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the sane identification
information, specify the second relay server as a relay server

capabl e of rcutpngutheatbomuniitcateom quacketo speaingttkartktladdiess client
corresponding to the destination address, and transfer the

COMMUNI €&k Kl PACK RlorkRIcRUEN thNEnL Ol 1 08 A8SS] QL MLNLLDESEEONEL re1ay
relay server; and a routing session di'sconnection unit
configured to receive an instruction to disconnect the routing .
sessi onS e € dRrecmathan, 3 ity CeBEanbra t i theFloe £ ifd RbigpEKerminal
address of the first LAN, the network address of the second LAN, and
the i dettirdugatiton finfsar matliagn skre@rthe network address registration
unit. 6. A first relay server connected to a first comunication

t erm nal viaE@Ihhﬁ&hmpégd§g§scgggggkggtgg ausecpnd relay server and a
third relay server via a wde aréa ne Work, Hthe’ first relay server
bei ng connected to a first LAN that routes a communi cati on packet via
the first relRy*3Ewer sesgaon estabAlshaenhgualt i ¢enticpnmehitcat ivgen

t erm nal connected thereto, the second relay server being connected
to a secaushEAY bhalnsOHiESi h RMPYREE Al LORMRALKSE i ¥ 3R tSEEOREen the
relay server, and the third relay server being connected to a third
LAN t h . foutes a.c nmuni cat.i o acket %ja &he third rel ay server,

the first Telay Bt VermistbAnd RS sccond T51R% ST bu g oL RESEMatiSRTork
sharing unit configured to share, with the second relay server and

t he thigddregnpfseheefirat rldy rgmobpei fif wstetliiemti hekndhal through the
information used to specify the first relay server, the second relay

server,cathd e diid dnhel ayr SeENeE £ARSLLLY L HG- L8 JelkaY FLOURA BN to

networ k address registration unit;

the first client terminal through the communication unit, register
the network address of the first LAN and the network address of the
second LAN in the network address registration unit, and establish
a routing session with the first client terminal to route the
communication packet between the first LAN and the second LAN;

a routing processing unit configured to, upon receiving from
the communication terminal a communication packet destined for an IP
address belonging to the first LAN as a destination address, determine
whether or not a network address information corresponding to the
destination address has been registered in the network address

registration unit, specify the first client terminal as a terminal
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a routing session establishnent unit configured to, upon receiving an
instruction to route a comruni cati on packet anong the first rel ay
server, the second relay server and the third relay server, transmt

a network address of the first LANto the second relay server and the
third relay server, receive a network address of the second LAN from
the second relay server, receive a network address of the third LAN
fromthe third relay server, register the netwrk address of the

first Ledbabhe ottywortkisgdiessafminieasdoandakbAdl ahd & heetedmordddress
address of the third LAN in the network address registration unit

along Wb Aré Semtddgald Ahd MATHAARA0LILAULL NI RAT L PLASse AT

establ i sh a routing session in an anltrary conbi nat1on anong the
first relay server, the second relay server and the third rel ay _
server SO CIHECR BARKAF Fosa Ppdik EPUEAYY 56 SEd ahett tdnbng faK6 tiGkimnt
LAN, the second LAN and the third LAN in a case where the first rel ay
server, té¢heiseconghd el ay server and the third relay server are

i nvolved in one conmon routing pattern, having identical

i dentificatiaon. infar LOn; . r.outi ng. processin ni_t .
confi gured t&?rﬁﬁéﬁn e%%?g%%ﬁ Fom é%?%%?% g% ﬁﬁﬂHﬁéﬁP&%ﬁtPefﬁ?%%Yeé“l
comuni cati on packet destined for an |F address bel onging to the
second IR ECH QReEPi Hatdumeaddire Foutdayerad viomhel pepnurcthsheaouting
net wor k address information corresponding to the destination address

has beegesedhst ehadidir thenBb ¥R Kk AddRES Jeehs it akikamnghd taELR twork
the network addresses of the first and second LANs have been

associaéﬁg g@éh each %}her ﬁ%%t e _sane iggpt%f%% tion information,
speci f P TR 32 E5nt ¢ S5y Se TR0 BT Sy OLSr T A ShEAFOat Yyt
t he communi cati on packet to a network address corresponding to the

destination address, and, if a routing session with the second rel ay
server has been established, transfer the comunicati on packet

throughy f he roid ifgReHaR Wskhvkhe secpndntelaysefyey, and if the
routing session with the second relay server™ has not been

establ i shed, transfer the communication packet through a routing
session wit h WHRFM A§ PEFESSSRs W thesbirat etr iy Sfevesnend the second

identification information; and a routing session
di sconneslapseuriet: mohfanglP edidre ssec€itte dhrsosd ittt earhindi seaieaied
the routing session, disconnect the routing session, and delete the

net wor f..t j I f_the second
R e T T R A TG ey
registration unit. 7. The first relay server according to claim§6,

5. A first relay server connected to a first LAN via a first

communication terminal and connected to a second relay server via a
wide area network, the first relay server being connected to a first
LAN that routes a communication packet via the first relay server,
the first LAN having a first communication terminal connected thereto,
and the second relay server being connected to a second LAN that routes

a communication packet via the second relay server, the first relay
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wherein, in a case where it is determned that it is possible to
route the comruni cation packet to the second LAN and where the
routing session has been established with the second relay server,
when an error occurs in conmunication through the routing session
with the second relay server, the comunication packet is transferred
t hrough the routing session wth the third relay server associated by
the sane identification information. 8. A first relay server

connect edrver acdmpsisiconmuni cation termnal via a first LAN and
connected to a second relay server and a third relay server via a

w de area net [ : [ i.rst.
UAN t hat rout oe &Y St ot o Tk b4 B0 Bra?, IR FQ ol Shien
the first LAN having a first conmunication term nal connected

t her et otNe NREESRDIE B SPLTetver BEilaY 66AHBCLRBECTDA il e chrluding hat
routes a conmuni cati on packet via the second relay server, and the

third rehfyrserver ubedng soanen) eHetfd s tt Fé 18y kANvERalnd O 88cand relay
comuni cation packet via the third relay server, the first relay

server I Si NG, - . rela roup _information sharing unit
configu%%%?%%)é#%%%%tQﬁﬁﬂg'%ﬁg §§¥8%dgF§P Yy server and the third rel ay
server, a relay group information including information used to
speci fy the fd matwadkaposiEegsr reghetsacond velay server, and the

third relay server constituting the relay group; a network address

registration dniduting sess2ohOdktBB1$8RSLRD €81 ALLLSHRMedNd, upon
confi gured to, upon recelving an | nstruction to route a conmuni catl on

packet among the first relay server, the second re]ay server and the
third refay SeiEar M PT ahsmi 1o tRet Motk 2a0aTBYRI o7 1 He PRCkEE Palveen the

the second relay server and the third relay server, receive a network
addr esstofstt helsycondrdrAbnfridm sbeoseceld vr et eyesekvensmt e0ei ¥Re &econd
network address of the third LAN fromthe third relay server,

regi st erethe fstomyr ko ALK QﬁdkggsfbfsﬁhéA%krﬁ?fL Lkﬁﬁ#ﬁ]ﬁﬂ%ﬁ%§%h%f

t he second LAN and the network address of the t
networ k address registration unit along with identification

i nf or MR TBH GO G RF Rl V7 B £ T 'l §@#ver , receive from the second

relay server a network address of the second LAN that routes the

communication packet via the second relay server, register the network
address of the first LAN and the network address of the second LAN
in the network address registration unit along with identification
information of routingpatterns, andestablisha routing sessionwith
the second relay server to route the communication packet between the
first LAN and the second LAN in a case where the first relay server
and the second relay server are involved in one common routing pattern,
having identical identification information:

a routing processing unit configured to, upon receiving from

69



a routing session in an arbitrary conbination anong the first rel ay
server, the second relay server and the third relay server so that

t he communi cati on packet maybe routed between the LANs of the relay
servers which are involved in a routingpatternhaving, anong a
plurality of the identification information indicating routing
patterns, one conmon identification information; a routing
processing unit configured to, upon receiving fromthe first

comuni &8 iféa stepomen i cattomuairnanabr pevkenidest bngddkart asstPhed for
address belonging to the second LAN as a destination address,

det er mae Mhatbeeser b&DEn@i Mt Ekeaddl 858 AN Qlsmat Qéll:fr?a{{fcap%gigf—r%%s,

to the destination address has been registered in the networ ress
registngtion unitgggber t he network addresses of the first and second

LANs haVer Dbl QERGENSE RF QP BRENOSFHIERSS AT eaRatiaR M masRaneking

information anong the plurality of identification information,
speci f yta hbeséepnthatelcy address has heerlmyyistored Capalk e bfofPUWddRGss
t he conmuni cati on packet to a network address corresponding to the

desti na}éﬂrb%iﬁﬁlsunfﬂ%ﬁtre@qﬁflgrne %&%@&'@é&%é %gn%?ec l%elg:stth%gél%gcond

the routing session wth the second relay Server;

routing session disconnection unit configured to receive an

i nst r uctitbh Pege R e fTeCC iehedr Bkl g Fe’shen bilitdsopriee ti deme 1fdgritagn
session, and delete the network address of the first LAN, the network
addr essiffortnte iveg onsk ¢ AN, taBGddid e ¥ seeabirals bifaravatd fhe f LAPLDIe

the network address registration unit.
ofroutingthecommunicationpackettx>anetworkaddresscorresponding
to the destination address, and transfer the communication packet
through the routing session with the second relay server; and
a routing session disconnection unit configured to receive an
instructimntodisconnecttheroutingsession,disconnecttherouting
session, and delete the network address of the first LAN, the network

address of the second LAN, and the identification information from

the network address registration unit.

6. Afirst relay server connected to a first communication terminal
via a first LAN and connected to a second relay server and a third
relay server via a wide area network, the first relay server being
connected to a first LAN that routes a communication packet via the

first relay server, the first LAN having a first communication terminal
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connectedtheretd,thesecondrelayserverbeingconnectedtx:asecond
LAN that routes a communication packet via the second relay server,
and the third relay server being connected to a third LAN that routes
a communication packet via the third relay server, the first relay
server comprising:

a relay group information sharing unit configured to share, with
the second relay server and the third relay server, a relay group
information including information used to specify the first relay
server, the secondrelayserver, andthe thirdrelayserverconstituting
the relay group;

a network address registration unit;

a routing session establishment unit configured to, upon
recelving an instruction to route a communication packet among the
first relay server, the second relay server and the third relay server,
transmit a network address of the first LAN to the second relay server
and the third relay server, receive a network address of the second
LAN from the second relay server, receive a network address of the
third LAN from the third relay server, register thé network address
of the first LAN, the network address of the second LAN and the network
address of the third LAN in the network address registration unit along

with identification information of routing patterns, and establish
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a routing session in an arbitrary combination among the first relay
server, the second relay server and the third relay server so that
the communication packet may be routed among the first LAN, the second
LAN and the third LAN in a case where the first relay server, the second
relay server and the third relay server are involved in one common
routing pattern, having identical identification information;

a routing processing unit configured to, upon receiving from
the first communication terminal a communication packet destined for
an IP address belonging to the second LAN as a destination address p
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
information, specify the second relay server as a relay server capable
of routing the communication packet to a network address corresponding
to the destination address, and, if a routing session with the second
relay server has been established, transfer the communication packet
through the routing session with the second relay server, and if the
routing session with the second relay server has not been established,
transfer the communication packet through a routing session with the

third relay server associated by the same identification information;
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and

a routing session disconnection unit configured to receive an
instructiontx)disconnecttheroutingsession,disconnecttherouting
session, and delete the network address of the first LAN, the network
address of the second LAN, and the identification information from

the network address registration unit.

7. The first relay server according to claim 6,

wherein, in a case where it is determined that it is possible
toroutethecommunicationpackettothesecondLANandwheretherouting
session has been established with the second relay server, when an
error occurs in communication through the routing session with the
second relay server, the communication packet is transferred through
the routing session with the third relay server associated by the same

identification information.

8. Afirst relay server connected to a first communication terminal
via a first LAN and connected to a second relay server and a third
relay server via a wide area network, the first relay server being
connected to a first LAN that routes a communication packet via the

firstrelayserver,thefirstLANhavingaifirstcommunicationterminal
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connected thereto, the second relay server being connected to a second
LAN that routes a communication packet via the second relay server,
and the third relay server being connected to a third LAN that routes
a communication packet via the third relay serxver, the first relay
server comprising:

arelay group information sharing unit configured to share, with
the second relay server and the third relay sexrver, a relay group
information including information used to specify the first relay
server, the secondrelayserver, andthe thirdrelay server constituting
the relay group;

a network address registration unit;

a routing session establishment unit configured to, upon
receiving an instruction to route a communication packet among the
firstrelayserver,thesecondrelayserverandthethirdrelayserver,
transmit a network address of the first LAN to the second relay server
and the third relay server, receive a network address of the second
LAN from the second relay server, receive a network address of the
third LAN from the third relay server, register the network address
of the first LAN, the network address of the second LAN and the network
address of the third LAN in the network address registration unit along

with identification information of routing patterns, and establish
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a routing session in an arbitrary combination among the first relay
server, the second relay server and the third relay server so that
the communication packet may be routed between the LANs of the relay
serverswhichareinvolvedinaroutingpatternhaving,amongaplurality
of the identification information indicating routing patterns, one
common identification information;

a routing processing unit configured to, upon receiving from
the first communication terminal a communication packet destined for
an IP address belonging to the second LAN as a destination address,
determine whether or not a network address information corresponding
to the destination address has been registered in the network address
registration unit after the network addresses of the first and second
LANs have been associated with each other by the same identification
informationamongthepluralityofidentificationinformation,specify
the second relay server as a relay server capable of routing the
communication packet to a network address corresponding to the
destination address, and transfer the communication packet through
the routing session with the second relay server; and

a routing session disconnection unit configured to receive an
instruction1x>disconnecttheroutingsession,disconnecttherouting

session, and delete the network address of the first LAN, the network
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address of the second LAN, and the identification infeormation from

the network address registration unit.
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