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Enbodi ments described herein relate generally to a service pro m
and a unit device. Background Art In general, when a user—receives*sisy
service froma 10 service provider, a creq]t card settl enment- based on.a

credit card of the user may be used. In the credit-card settle [ i s
kind, it is considered that a person having a credit card is iJ@K&Lm H I
B Jir gy

: : : 1]
hi s/ her signature. In deposit w l.sor, transfers in a 15 , |
consi dered that a person having artgga\lga(,?‘arIdP YN *G00002*

SERVICE PROVIDING SYSTEM AND UNIT DEVICE

5 Technical Field
Embodiments described herein relate generally to a
service providing system and a unit device.
Background Art
In general, when a user receives a service from a
10 service provider, a credit-card settlement based on a
credit card of the user may be used. In the credit-
card settlement of this kind, it is considered that a
person having a credit card is identified by his/her
signature. 1In deposit withdrawals or transfers in a
15 bank, it is considered that a person having a bank card
is identified by matching his/her personal
identification number on the basis of the bank card
number.
In this way, in the credit-card settlement and the
20 deposit withdrawals or transfers, authentication by the
signature or personal identification number is used in
either real transactions in stores or in on-line
virtual transactions.
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and t he deposi i | 5.or n descri bed above, it is inpossible
to identify th%u%%%QQ% th@oér%%§? %g§5§%unber or the bank card nunber and

the personal identiégggﬁ£0ﬂigggpg?r@s3ghg EmnggtofAg?gngakgKA%OTherefore,

the probl em caused in the event of the | eakage of service user :
identificati ompimf prselbennsucho@s-1heggredit card nunber or the bank card

nunber and the personal identification nunber is that it is inpossible to
prevent 3 he other peéSeRet|omhptBtesdeldgt-card settlement and the
deposit withdrawals or transfers described above, it is
impossible to identify the user of the credit card
number or the bank card number and the personal
identification number as the owner of the card.

10 Therefore, the problem caused in the event of the
leakage of service user identification information such
as the credit card number or the bank card number and
fhe personal identification number is that it is
impossible to prevent the other person from pretending

15 to be the owner of the card.

In real transactions in stores, it is necessary to
carry and present a card such as the credit card or the
bank card having service user identification
information therein.

20 It is an object of the present invention to
provide a service providing system and a unit device
which eliminate the necessity of carrying and
presenting a card having service user identification
inférmation therein and which can reduce the

25 possibility of the leakage of the service user

identification information and which enables the

identification of a user.



‘15t 0 be the owner of the card. In real transactions in stores, it is
necessary to carry and present a card such as the credit card or the bank
card having service user identification information therein. 20lt is an

obj ect of the present invention to provide a service providing systemand a
unit device which elimnate the necessitysof carrying and presenting a card
havi ng service user identification information therein and which can reduce
the 25possibility of the | eakage of the service user identification

i nformati on and whi ch enabl es tgﬁﬁ%gﬁﬁgiééﬁéﬁééy&:ﬂ%%a user. Sunmmary of .

"I nvention A service provi an enbodi ment conprises a

plurality of unit dgvieesice HRbLi4DhE95RLLDA deVifeemBoHSRELEr M Nal, a
verifying 5device, and a service providing device. The unit devices

i ndependent |y ex@6ul §e8Us NENEESBL £ P £0BST £ LML DG BT OgEE8$E constituting
aut henti cati on processing that uses bionetric authentication. The unit

integrating devieceghasieqachedDod, theusdittdenices, paovededyihgrein or
externally connected thereto to conmunicate with each of t%e uni t devi ces.
The userStermaaribas dihe ansérvivegsadvihgidevieeipeovi ded therein or
external ly connected thereto to conmunicate with the unit integrating

devi ce. The 15veri f Jhagudevi deviees f irdephrderetut evacubat ents of each of
the authentication constituting processes in accordance with an

aut hent i cat or .2aTheere} ¢a tkoprowvh off higu devg cer cormsids cacest ifuhinge user

termnal and the verifying device. 20Each of the unit devices conprises an
equi pnent authentication processing that uses biometric

authentication. The unit integrating device has each

10 of the unit devices provided therein or externally
connected thereto to communicate with each of the unit
devices. The user terminal has the unit integrating
‘device provided therein or externally connected thereto
to communicate with the unit integrating device. The

15 verifying device verifies the execution contents of
each of the authentication constituting processes in
accordance with an authenticator. The service
providing device communicates with the user terminal
and the.verifying device.

20 Each of the unit devices comprises an equipment
certificate storage means, an evaluation report storage
means, a secret information storage means, an
authentication consfituting process executing means, an
authenticator generating means, an authentication

25 context generating means, an authentication
constituting process result information generating

means, and a result information sending means.



certificate storage neans, an evaluation report storage neans, a secret

i nformati on storage neans, an authentication constituting process executing
means, an aut henticator generating neans, an authentication 25cont ext
generating nmeans, an authentication constituting process result information
generating means, and a result information sending neans. 4 The equi pnent
certificate storage nmeans stores an equi pnent- certificate issued to each of
the unit devices by an equi pnent certificate issuer in accordance with a

public key encrypti hod. The i D rtificate_ includes an
equi pnent certifica?geggéﬁggﬂﬁng 8?%?#5?ggféngﬁﬁgggﬁeWgﬁgﬁeétpgfstﬁ@

equi pnent Certé&ﬁ%ﬁ%?n?°9¥;?¥ff §§%gg%558¥ Egeégg egg}gﬁgn nS.:_grtificate

i ssuer. The equrp cer Icate Inclu en i'cation information

L0for a publicakeycal gy LRroaeepRLnENLOLERE] 00:LOsgeneLalg a essage

aut henti cati on code of e unrt vice to e authentication

constituting psreE§ssaRet olRgsh Qn%&bg§¥iEéy38§€E§¥EﬂgniﬂEQBHBtiO@héo speci fy
the unit device to which the authentication 15constituting process bel ongs,

and equiprment eguiphésateeisspesrataf OnaRLESS LA sREEbh¥nthecequEpaRaL
certificate issuer. The evaluation report storage neans stores an
eval uati on repootly dhe avéluatabnsigpettréngéndestéefor the
equipment certificate body by a secret key to the
equipment certificate issuer. The equipment.
certificate body includes identification information
10 for a public key of or for secret informatibn to
generate a message authentication code of the unit
device to which the authentication constituting process
belongs, unit device specifying information to specify
the unit device to which the authentication
15 constituting process belongs, and equipment certificate
issuer information to specify the equipment certificate
issuer.
The evaluation report storage means stores an
evaluation report. The evaluation report includes the
20 unit device specifying information, biometric
authentication constituting process information to
specify a biometric authentication constituting process
including a biometric authentication algorithm used for
the execution of the authentication constituting
25 process, and biometric authentication aécﬁracy
indicating the accuracy of the biometric authentication

by the biometric authentication algorithm.



20unit device specifying information, bionetric authentication constituting
process information to specify a bionmetric authentication constituting
process including a bionetric authentication algorithmused for the
execution of the authentication constituting 25process, and bionetric
authentication accuracy indicating the acguracy of the bionetric

aut hentication by the bionetric authentication algorithm 5 The
secret information storage neans stores secret information to generate the

aut henti cator. h t henti.cation constituting _process executing
means executes the gﬁghgﬁ %ggtﬁggoégﬁsﬁppuﬁﬁﬁﬁaﬁﬁo §§55ﬁ%8ﬁe§a5ﬁc5ﬁtthe

unit devices rgﬁg§¥§%tigﬁogbtQSHQQEES!Eﬁggégkbggtggékg%u a random chal | enge

val ue generate e servicé providing , an "aut henticati on

constituting procesgnexgauhiaR iLe@yYsst cbAsteaueshdt he sexecutien of; the

aut henti cation constituting process. 10The aut hentli cator generating “nmeans

generates the puhhgntieahpesbynthgubfenel chiReoseetaltiRf;ef A8t HeBckRs
accordance with the equi pnent certificate, the evaluation réeport, the

chal | enge val ugheAandatheoexegut Lantr @suh teslo&heigukhert-brathenuyeont ext

generating nmeans generates an authentication context. The equi pnent

certificate, thetegabtuabgodeveperta thedomakthengengal veluthgeaxeattdon

result, and the authenticator are described in the authentication context

in a.specific by the service providing device, and an authentication
constituting process execution request to request the
execution of the authentication constituting process.

10 The authenticator generating means generates the
authenticator by the use of the secret information in
accordance with the equipment certificate, the
evaluation report, the challenge value, and the
execution result.

15 The authentication context generating means
generates an authentication context. The equipment
certificate, the evaluation report, the challenge
value, the execution résult, and the authenticator are
described in the authentication context in a specific

20 format.

The authentication constituting process result
information generating means generates authentication
constituting process result information in which the
authentication context and the execution result of the

25 authentication constituting process are described in a

specific format.

The result information sending means sends the



20f or mat . The authentication constituting process result information
generati ng neans generates authentication constituting process result
information in which the authentication context and the execution result of
t he 25aut hentication constituting process are described in a specific
format. The result information sending negns sends the 6 authentication
constituting process result information to the unit integrating device.

At | east one of the unit devices further conprises user identification

information cefidfd el &Sl a8 HPANSing procdde HSER1+ deNELHhgai bRN

information certificate storage neans stores a user i1dentification

information cedd ifn€aigit SsueshtHr endis@svOiet he user termnal by a
third-party organi zation in accordance with a public 10key encryption

met hod. The user i|identiéascatond onforeathon eevicéscatethoel vdgprases
certificate body and a digital signature generated for the certificate body
by a secret keysdmo idwent hf ickiposd yirof gam zabh oter Thei cetré i §tcpsge body

i ncl udes user identification 15information to identify the user, a hash

val ue of5 bi onetgdws referential information for the user, and the
third-party organization information to identify the third-party

organi zati on. The alitfenttEatdenigehiteatioy hehpsnatian tensifbdmeteof the

unit devices generates the authenticator by the _ . .
storage means stores a user identification information

certificate issued to a user of the user terminal by a
third-party organization in accordance with a public
10 key encryption method. The user identification
information certificate includes a certificate body and
a digital signature generated for the certificate body
" by a secret key to the third-party organization. The
certificate body includes user identification
15 information to identify the user, a hash value of
biometric referential information for the user, and the
third-party organization information to identify the
‘third-party organization.
The authenticator generating means of at least one
20 of the unit devices generates the authenticator by the
use of the secret information in accordance with the
equipment certificate, the evaluation report, the
challenge value, the user identification information
certificate, and the execution result.
25 The authentication context generating means of at
least one of the unit devices generates an

authentication context. The equipment certificate, the



use of the secret information in accordance with the equi pnent certificate,
“the evaluation report, the challenge value, the user identification
information certificate, and the execution result. 25The authentication
context generating neans of at |east one of the unit devices generates an
aut henti cati on context. The equi pnment certificate, the evaluation report,
the chal | enge value, the user identification information certificate, the
execution result, and the authenticator are described in the authentication

context in a specidde€i dorraiorthecndi tha Nl egsatvNDuEEVige ¢98Bri ses a
device information storage neans, a first authentication constituting

process executident efest i Gend Ngrieansn Ge SELONER BaIf hemd | 628 E@Pion
constituting process execution request sendi ng neans, an authentication
processi ng 10resublt | drod netd crutgeser Bt d tgr nese Sde sdwdi ed alh hehnéi cat i on
processing result information sendi ng neans. The device information
st or age neans 3ttrestidat aysopirdte:on i tdh specianhiot hEoymami t devi ce -
speci fying 15information for each of the unit devices, a function nane

i ndi cating a functiBpeiwndh ntewrttayi davionstompripgs paodesscexecut ed by
each of the unjt_devices, and a processing order indicating the order of
processi ng t hetFAdt3 o SIPHREF iReAP St heht T Tatd o enhsedt 48R ng process

execution request sending neans sends the, chal |l enge val ue, and the
aut hent i cat i o ¥bhst 1 ATHP G SESE P FBHfiest ST He BEFESdedi ce
speci fied by tJS%éHHta¢1%§lﬁﬁﬁ§ ecifying information in accordance with

a

25t he processing of det W1 WV RSP 1R GTSS execution

request sending means, an authentication processing
10 result information generating means, and an
- authentication processing result information sending
means.
The device information storage means stores, in
" asSociation with one Another, unit device specifying

15 information for each of the unit devices, a function
name indicating a function in an authentication
constituting process executed by each of the unit
devices, and a processing order indicating the order of
processing the functions.

20 The first authentication constituting process
execution request sending means sends the challenge
value and the authentication constituting process
execution request to the unit device specified by the
unit device épecifying information in accordance with

25 the procéssing order and the unit device specifying
information in the device information storage means in

response to an authentication processing execution



information in the device information storage nmeans in response to an

aut henti cation processing execution 8 request to request the execution of
the authentication processing and the challenge value fromthe user

term nal. The second authentication constituting process 5execution request
sendi ng neans sends the chall enge val ue agd the authentication constituting
process execution request to the unit device subsequent to the sending
destination unit device in the processing order in accordance with the

pr ocessing o desganct the niesk0dayi os SRACI &Yi 98 Lk ormRLLen: il the devi ce

information storage means i h response to the authentication constituting
process resul tpiddeddiatd ehd riam tdes inddgdeyd te Wi eh {15e 3, $endi ng
destination of the authentication constituting process execution request.
15The aut hent iwatmiothpr ocessi ng result i nformati on generating neans '
generates authentication processing result information in accordance with

t he processi ng or derhengkddred wuitheeyvi cet Spectdys it hbi 0 nptoodssn the unit
device constituting information in response to the 20aut hentication
constiting prooegsigrestdqudstt greradiron rfeaom tdendmithadeshzelavieh is a
sendi ng destination of the authentication constituting process execution
request when t¥Reluemdichg festutimrntoiramian dersel et ine peestesmit device in
t he processing order. The 25authentication context in the authentication
constituting PR FeHATGTH cramdtionidc clSEd s romEte™ thethmit

devices and the %fecuaion.result in. . , ,
sending destination unit device in the processing order

in accordance with the processing order and the unit

10 device specifying information in the device information
storage means in response to the authentication
constitutiﬁg process result information from the unit
device which is a sending destination of the
authentication constituting process execution request.

15 The authentication processing result information
generating means generates authentication processing
result information in accbrdancé_with the processing
order and the unit device specifying information in the
unit device constituting information in response to the

20 authentication constituting process result information
from the unit device which is a sending destination of
the authentication constituting process e%ecution
request when the sending destination unit device is the
last unit device in the processing order. The

25 authentication context in the authentication
constituting process result information received from

each of the unit devices and the execution result in



the authentication constituting process result

the last unit device in the processing order are described in the
aut henti cation processing result information in a specific fornmat. 5The
aut henti cati on processing result information sendi ng neans sends the
aut hentication processing result informatgon to the user termnal.

The user term nal conprises service request sending neans, authentication

‘processi ng execution 10request sendi ng nmeans, transfer neans, and displ ay.

The service reguest, SR N MRS SENS: yd thd %é@éyg%aﬁdpe/i di ng devi ce,

service request to request a service to the Service providing device.

aut henti cati on {HOGRSSIdH QU4 PEFQRIUGH dbsending dBans sghdse to the
~unit integrating device, the challenge value and the authentication
processi ng exeaddt MRflugsle i N FESRONSE By aih alfhentd vatd g aguest which
requests the user to performthe bionetric authentication, and the
chal | enge val yperdaemmi2(y hee s elrviioef gumoatd ibmgirdeyigescific fddmeatd r ansfer
means transfers, to the service providing device, authentication processing
resul t iSnfor mat i on Trex ewsterdTior then unidce s Bgy at ¢ gl deivn Sermdthieodi spl ay
means di spl ays service information 25received fromthe service providing
SHieligwy vieea presyridll ridial e tdeerdoimat ises rrasgsssing or mat i on
storage neans, a service providing policy 10

devi ce.

10

15

20

25

result information to the user terminal.

The user terminal comprises service request
sending means, authentication processiﬁg execution
request sending means, transfer means, and display.

The service request sending means sends, to the
service providing device, a service request to request
a service to the service providing device.

The authentication processing execution request
sending means sends, to the unit integrating device,
the challenge value and the authentication processing
execution request in response to an authentication
request which requests the ﬁser to perform the
biometric authentication, and the challenge value from
the service providing device.

The transfer means transfers, to the service
providing device, authentication processing result
information received from the unit integrating device.

The display means displays service information
received from the service providing device.

The service providing device comprises a . user

information storage means, a service providing policy

informati on recei ved from

The

a



storage neans, an authentication request sending neans, a read neans, and a
service informati on sendi ng neans. The user information storage neans
stores, in association with each other, user identification 5information in
the user identification information certificate, and service user
identification informati on which has a valgue different fromthat of the
user identification information to identify the user. 10The service

provi ding policy storage neans stores a service providing policy indicating

condi ti ons fors s.0xdlifigeser i enulited hiecaoeln Mhigioer i ogapiovidig, pol i oy

i ncl udes service identification information to 1| y the service, unit

devi ce speci fyd ng=dpimd o5 amatd on Jsed-F Qe ter SXROU S P A IhE means.
aut henti cati on constituting processes, the bionmetric authentication

constituting processhé nkes ABth OsrhHr SPeCsfyragdi Aemt s i scapsbentdcation
constituting process including a bionmetric authentication algorithm and a
20r ef erence vassoainl oot iwigrla gaftereieer f arsd:egiadeh 41of i dee aegur acy of the
bi onetric authentication by the bionmetric authentication algorithm as
proper. 5 iThfeo ranst thieomt | Tat titon ussueiste rseini argy: imnranion femestate@s and hol ds
the chall enge val ue and sends the chal |l enge 25val ue and the authentication
request to theaerf 1@t nand reesigenssan Wil cmrieruest fromthe user
termnal. 11 The sendi ng nmeans sends the held chall enge val ue, the

aut hent i cat i ort HrIEEssh Yy ekl thashfeorttuo i Hirrate Seamwideathrovi di ng

Pce)ls Iu f %/ to the t\{leer i J 3/ ei rn gl c? eenvti ine 1 cI ant iroenS pi%nfsoerré aot iaour} hteon tii c? earE t'! iofny ptr hOeC essing
user.

10 The service providing policy storage means stores
a service providing policy indicating conditions for
providing services to ﬁhe user. The service providing
policy includes service identification information to
identify the service, unit device specifying

15 =~ information used for the execution of the
authentication constituting processes, the biometric
authentication constituting process information to
specify a biometric authentication constituting process
including a biometric authentication algorithm, and a

20 reference value indicating a reference for regarding
the accuracy of the biometric authentication by the
biometric authentication algorithm as proper.

The authentication request sending means generates
and holds the challenge value and sends the chalienge

25 value and the authentication request to the user

terminal in response to a service request from the user

terminal.



5information fromthe user term nal
user information storage neans in accordance with the user
infornmati on and reads service user

with the user

10identification information in response to user

The read neans searches the
identification
identification infornmati on associ at ed

identification information and a verificafjon result fromthe verifying

devi ce when the verification result is proper. The service information

sendi ng neans sends the 15service information to the user termnal in

accor dance w th t herhgads RREKLCELUSE! SLARD! LALCALLONCLOTOLIRE! 001 e

verifying device conprises a

f or mat VerifyiBHeU?éﬂﬁen@@céHi@ﬁn%£8@é9§iH?{%é¥ﬁﬂg ﬂﬁf@?ma@ﬂoﬁgugﬂgEnt

20certificate veri

certificate VefhéYBéQvﬂ@@”éro@ﬂdfﬂ@'#@il@? t6PoRE VYEriEying AERNSe 2n
chal | enge val ue verifying nmeans, anh execu

orage neans, a re

ying nmeans, a user I den Ication I nformation

ion result verifying neans,

The

€i vi'ng freans, a

and a

user identificatbponsafos nagtvenceast Dn NBaOSes2bldherpsbltc key storage

means stores a public key
t he uni t5devi cesfandafipubf remkielye t@séhetéhhidaparty

The receiving nmeans receives, fromthe service providing device, the
chal | enge val ue, th@hautdedtheansopeprooessthg nesul infofnatébhon, and the
5service providing policy.

10

15

20

25

storage means in accordance with the user
identification information and reads service user
identification information associated with the user
identification information in response to user
identification information and a verification result
from the verifying device when the verification result
is proper. . |

The service information sending means sends.the
service information to the user terminal in accordance
with the read service user identification information.

The verifying device comprises a public key
storage means, a receiving means, a format verifying
means, an authenticator verifying means, an equipment
certificate verifying means, a user identification
information certificate verifying means, an evaluation
report verifying.means, a challenge value verifying
means, an execution result verifying means, and a user
identification information sending means.

The public key storage means stores a public key
to the equipment certificate issuer of each of the unit

devices and a public key to the third-party

to the equi pnent certificate issuer of each of
12 organi zati on.



The format verifying neans verifies that the received authentication
processing result information fits the specific format. The authenti cator
verifying neans verifies an l1l0authenticator in the authentication context
described in the received authentication processing result information.

The equi prent. certificate verifying nmeans,yverifies the digital signature in
the equi pnment certificate 15included in the authentication context
described in the received authentication processing.result information in
accordance mﬁtg %Qﬁi9¥$l$§ key to the equipnment certificate issuer. The
user identification rniormation certificate 20verifying nmeans verifies the

digital signature If,LhesUseri} eHEEBECEEEQEV%QT oL pgf ‘BHeCEEEbEg%ate

included in the authentication context described in the receive

aut henti cati on, proCessy et 284 thOf ORIBL LM | P2 BGEOr dRBCE Wi th the public
key to the third-party 250organi zati on. The éval uation report verifying

neans verifiesaifieeevatal bONoF8EOEE 1 hHCLeget | Intbematt beNt hgattre 13
context described in the received authentication processing result
i nf or nets on i saccotdapeevidihgtbeltegei ved service providing policy.
The format verifying means verifies that the
received authentication processing result information
fits the specific format.
The authenticator verifying means verifies an
10 autheﬁticator in the authentication context described
in the received authentication pfocessing result
information.
The equipment certificate verifying means verifies
the digital signature in the equipment certificate
15 included in the authentication context described in the
received authentication processing result information
in accordance with the public key to the equipment
certificate issuer.
The user identification information certificate
20 ' verifying means verifies the digital signature in the
user identification information certificate included in
the authentication context described in the received
authentication processing result information in
accordance with the public key to the third-party
25 organization.

The evaluation report verifying means verifies the

evaluation report included in the authentication



The chal | enge val ue verifying nmeans verifies the 5challenge value in the
aut hentication context described in the received authenticati on processing
result information in accordance with the received chal |l enge val ue. The
execution result verifying neans verifies that 10t he execution result
described in the received authentication pjfocessing result information is
proper. The user identification |nfornat|on sendi ng neans sends, to the
service providing device, the user identification information in the user

identificationa%é Q;gr 5&9 bggrtlf $tge¥§egeforu£gen¥§rléiggtlon by the

user identification |n orna POR TertiTitare veri yrn GRstahd the

executi on resgﬁ#oéé‘é{, éﬁfé PAPOARIEPS au{?h% H}r& Scé(evrqi{ftacf?ﬁéo”

results by th or ma v ying mnmeans, rcator verrfyrng 20means,

t he equi pnent §@%éi&é§a§§ry§ééf%fé@h@?@@S oiheyuser identification
information certificate verlfylng means; %he evaluatlon report verifying

nmeans, the Cha||en9@héa&H§1Y§ﬁ yvagu@E@@§1f99HgtH@aﬁ§GGHEhQBe59§HEt ,
verifying neans are proper. rief Description of Draw ngs FIG 1 is

a schenegic diag&am&@@%@gué hgncaﬁé|M@ém@ﬂc@tlansedwt@gtpﬁ@ytﬁlmgdsystem
according 14
in the received authentication processing result
information in accordance with the received challenge
“value.
The execution result verifying means verifies that
10 the execution result described in the received
authentication processing result information is proper.
The user identification information sending means
sends, to the service providing device, the user
identification information in the user identification
15 information certificate used for the verification by
the user identification information certificate
verifying means and the execution result that indicates
properness when all the verification results by the
format verifying means, the authenticator verifying
20 means, the equipment certificate verifying means, the
user identification informétion certificate verifying
means, the evaluation report verifying means, the
challengé value verifying means, and the execution
result verifying means are proper.
25 Brief Description of Drawings

FIG. 1 is a schematic diagram showing the

configuration of a service providing system according



to a first enb
servi ce proces

odi nent ; - FIG 2 is a schematic diagramillustrating a
s according to the enbodinent; FIG 3 is a schematic diagram .

illustrating a 5storage unit 23 according to the enbodinent; _
di agram showi ng the configuration of a unit integrating

is a schematic

device 30 according to the enbodi nent;

FIG 4

FIG 5 is a schematic

diagramillustrating a 10device |nfornat|on storage unit 33 according to

" the enbodi nent;
configurations
15FIG 7 is a

according to t

illustrating user uniq

FIG- 6 is a schematic di agram show ng the
nd 50 according to the enbodi nent;

i _
%8h3n§fF§ d|§§9§ﬁWFP Gstrating an equi pment certificate
storage unit 44 acc in h is a
schemati c di agram i %st%aé%né %ngggﬁgpnent 91%}&&F§r$ 6P§g€ uni t

Q@regegbggbgggg accordl I%% %h%seﬁbgﬁgﬁgﬁE'C dlagram

e information a according to € enbodi nent ;

54
FI G

10 is a schematic diagram ikl asge%maal@ Hiibghaauihentkcakion context cl

according to t
5

10

15

20

25

he 25enbodi nment
storage unit 23 according to the embodiment;

FIG. 4 is a schematic diagram showing the
configuration of a unit integrating device 30 according
to the embodiment;

FIG. 5 is a schematic diagram illustrating a
device information storage unit 33 according to the
embodiment;

FIG. 6 is a schematic diagram showing the
configurations of unit devices 40 and 50 according to
the embodiment;

FIG. 7 is a schematic diégram illustrating an
eqﬁipment certificate storage unit 44 according to the
embodiment;

FIG. 8 is a schematic diagram illustrating an
equipment certificate storage unit 54 according to the
embodiment;

FIG. 9 is a schematic diagram illustrating user
unigue information 55a according to the embodiment;

FIG. 10 is a schematic diagram illustrating a
first authentication context cl according to the
embodiment;

FIG. 11 is a schematic diagram illustrating a

second authentication context c2 according to the



FIG 11 is a schematic diagramillustrating a second authentication context
c2 according to the 15 enbodi nent; FIG 12 is a schematic diagram
illustrating first authentication constituting process result information

bl according to the enbodiment; 5FIG 13 is a schenatic di agram
illustrating second authentication consti wt ing process result information
b2 according to the enbodi nent; : FIG 14 is a schematic diagram
illustrating authentication processing result information b 10according to

t he enbodi nent; . FIG 15 is a schematic diagramillustrating a
storage unit 63"8884PArHG to the enbodi ment : FIG 16 is a flowhart

il [ [ [ ST1 ST, di, h di ;
ISFIG 17 19 o't owhdrt P KOst AETRG 0o A FGRET f HERE "ST8Y 62T e

; rtf . Steps 518 )
ot eps ST17 06°GTI6 GAEGVAI R 6 L e BnBaLNERt. TEra! 18 e Ao Bichar t

i Ilustrating operatbgpaihg 20StRRSeI34:1kanST40 according to the
enmbodi nent ;

5 FIG. 13 is a schematic diagram illustrating second
authentication constituting process result information
b2 according to the embodiment;

FIG. 14 is a schematic diagram illustrating
authentication processing result information b
10 according to the embodiment; |
FIG. 15 is a schematic diagram illustrating a
storage unit 63 according to the embodiment;
FIG. 16 is a flowchart illustrating dperations in
steps ST1 to ST7 according to the embodiment;
15 FIG. 17 is a flowchart illustrating operations in
steps ST8 to ST16 according to the embodiment;
FIG. 18 is a flowchart illustrating operations in
steps ST17 to ST26 according to the emboaiment;
FIG. 19 is a flowchart illustrating operations in
20 steps ST27 to ST40 according to the embodiment;
FIG. 20 is a flowchart illustrating operations in
steps ST41 to ST47 acéording to the embodiment;
FIG. 21 is é schematic diagram showing the
configuration of a service providing system according
25 to a second embodiment;
FIG. 22 is a schematic diagram illustrating a

device information storage unit 33 according to the



FIG 20 is a flowhart illustrating operations in steps ST41 to ST47
accordi-ng to the enbodinent; FIG 21 is a schematic di agram show ng the
configuration of a service providing system according 25to a second

enbodi nment ; FIG 22 is a schematic diagramillustrating a device
information storage unit 33 according to {he 16 enmbodi nment; FIG 23
is a schematic diagramillustrating a storage unit 23 according to the

enbodi nment ; FIG 24 is-a schematic diagramillustrating a .
5storage unit gﬁ% ﬁ%ng to the enbodi nent; FIG 25 is a schematic
diagramillustrating authentication processing result information b

according to the enppdi npat: schemat%ﬁedlggg%mzﬁliﬁsﬁf%%9§§h§rt

illustrating operations 10accord|n to I ment
schematic di agsagmidd L{%I@tiﬁlga@céfs@{@@etémtﬁe6@111@8&915@1'199 to a third

enbodiment; FIG 28 is a schematic diagramillustrating a storage unit 23
accordi ng tO the enbodi nBAtisaldschematic diagram illustrating a
5 storage unit 63 according to the embodiment;

FIG. 25 is a schematic diagram illustrating
authentication processing result information b
according to the embodiment;

FIG. 26 is a flowchart illustrating operations

10 according to the embodiment; |

FIG; 27 is a schematic diagram illustrating a
.storage unit 63 according to a third embodiment;

FIG. 28 is a schematic diagram illustrating a
storage unit 23 according. to the embodiment; and

15 FIG. 29 is a flowchart illustrating operations in
steps ST4O to ST47 according to the embodiment.

Description of Embodiments
Hereinafter, embodiments will be described with

_reférence to the drawings. Each of the following

20 devices can be embodied by a hardware configuration, or
a combinational coﬁfiguration of a hardware resource
and software. As the software of the combinatiénal
configuration, a program which is previously installed
in a computer of a corresponding device from a network

25 or a storage medium and which enables the funcfions of

the corresponding device is used.



15FIG 29 is a flowhart illustrating operations in steps ST40 to ST47
according to the enbodi nent. Description of Enbodi nents Hereinafter

enbodi ments will be described with reference to the drawi ngs. Each of the
foll owi ng 20devi ces can be enbodi ed by a hardware configuration, or a
conbi nati onal configuration of a hardmargr{esource and software. As the
software of the conbi national configurati’on, a programwhich is previously
installed in a conputer of a correspondi ng device froma network 25or a

storage nedi um and ich e | es the functions of the correspondi ng device
is used. 17 (Firstw%ﬁﬁﬁaiﬁﬁﬁ?glmenF FIG 1 is a schematic diagram show ng

)
the configuration o servic vidin stem according to a first
enbodi ment. FIG 2 %%éé gc én%t?%g |%g%§ﬂ$ ?9F%@t?%?yh6gat§%rvice process

in the system 4&geshown | o, FLE , 2seH‘ﬁf%g;?%’&&?@%ﬁ%g%%%ﬂ%ééﬁi@”

authentication request process, two authenticati i Ng processes
Pl and P2, an gytheniicatipbodaedht. VeFidl CAL] O PLOLESSy i @ dPEgran

i nformation search 10process, and a service providing process. 1n the
service rocess, 1 @t 2kt heqtd Cad i oNcd gstbdeds Veridd efhstem. As shown

in FIG. 2, the service process comprises an
authentication request process, two authentication
constituting processes P1 and P2, an authentication
result verification process, a user information search

10 process, and a service providing process. In the
service process, an authentication result is.verified
in accordance with the execution results of the
authentication constituting processes Pl and P2, user
information is searched in accordance with the

15 adthentication verification result, and a service is
provided in accordance with the user information. Each
of the authentication constituting processes Pl and P2
is executed by one of different first and second unit
devices 40 and 50. In the example shown here, the

20 authentication constituting process Pl is executed by
the first unit device 40, and the authentication
constituting process P2 is executed by the second unit
device 50.

Here, authentication processing refers to

25 processing for checking whether a target (e.g., a

person or a device) to be authenticated is proper.

Being proper means that a standard by which a verifier



in accordance with the execution results of the authentication constituting
processes P1 and P2, user information is searched in accordance with the
15aut hentication verification result, and a service is provided in
accordance with the user information. Each of the authentication
constituting processes P1 and P2 is executged by one of different first and
second unit devices 40 and 50. In the exanple shown here, the

20aut henti cati on constituting. process Pl is executed by the first unit

devi ce 40, and ut henti cation constitutin rocess P2 is executed by

t he second uni?ééggw%% .likﬁﬁﬁl%i H htiihﬁi%ﬁ#ﬁﬁ?ﬁ%ﬁﬁﬁ%ﬁprefers to 25
processing for_ghecking e t ( , erson or a device) to be
aut henti cat ed cfs pr%@%ﬂgﬁ%géep%op%%n%%n% ?%a‘f&ag%gf%n%éar% by which a

verifier 18 appiaves,ols | o3l Sld e Wi catd on sanstituting

process refers to a process that constitutes the authentication

processing. Foixaxsu®)| &n i duidhentd Call Qv fFosesst ndhddhatsdises Sbionetric
i nformation, the authentication constituting process includes, 1) reading
of biometric infanemti®nnfdithad)i @t rae i anrdntd ead i | 8B oihg The 1)
and 2) may be collectively referred to as one authentication constituting
process. 10Thepmutdrentincaludyes ,priocessddigha anprib isese tofies airn fodeation,

aut henti cati on constituting processes, and these authentication
constituting pratedseximctherexet fiestune diffemetiami t Tevilesand
subsequent aut hentication constituting process nmay be executed with or

wi t hout 15ref efdemay the £Prl@dtows laut 4xest ton agorestd t uti ng process:

authentication constituting process.

10 The authentication processing comprises one or
more authentication constituting pfocesses, and these
authentication constituting processes may be executed
by different unit devices. A subsequent authentication
constituting process may be executed with or without

15 reference to a previous authentication constituting
process.

The éervice providing system comprises a user
terminal 10, a service providing device 20, a unit
integrating device 30, the first unit device 40, the

20 second unit device 50, and a verifying device 60. The
unit devices 40 and 50 independently execute the
authentication constituting processes Pl and P2

~constituting the authentication processing that uses
biometric information. For example, a fingerprint

25 sensor or a CCD camera éan be suitably used as the
first unit device 40. For example, a SIM card, an IC

card, or a micro SD card can be suitably used as the



The service providing systemconprises a user termnal 10, a service

provi ding device 20, a unit integrating device 30, the first unit device
40, the 20second unit device 50, and a verifying device 60. The unit

devi ces 40 and 50 independently execute the authentication constituting
processes Pl and P2 constituting the auth gtication processi ng that uses
bi onmetric information. For exanple, a fingerprint 25sensor or a CCD canera
can be suitably used as the first unit device 40. For exanple, a SIMcard,

an | C card, orsacni ro Sg ﬁgrd cag be uitablﬁ Esed as éhf 19 _second unit
devi ce 50. For “gXafpl &7+ BiFe P8rephBheSEalPhE’ udelld lenEedfppone

i ntegrating deyige, 30 d_cap, have.each, of the unit_ devices 40 and 50
provi ded there?hﬁopéeQ %&n%%lgh%oﬁﬂégtéat?ﬁé?gfagtSegéﬁﬁuﬁﬁCaﬁadSQPFh each

of the unit deyiges.40napd S0. FRE-cABYEELLORy! 2 ansxeryali st or age

medi um various cards serving as orage nedia an Ce such as a

uni ver sal st ghebusn (bS8 cafibe; SuLbARLY: ys ot e Theouss cLgfhoak; 10 can

have the unit integrating device 30 provided therern or erna

connect esl thergtent @a6RMIENEKAt @ntt Belh8eyNkb hAGeghati pgydevice 30. The
verifying device 60 verifies the execution contents of each of the

aut henti cati onconnsttioming nosessesaPlsandaf2 nB8dacapr dancguwi tras

aut henti cator. The 15service providing device 20 can communicate with the
user termnal 48runhdgtdae seordge ngediri e2d68n interfhleeesutheasiser term nal
10 has ‘a normal conputer function, and conprises, for exanple, a
comuni cat i on upivendahneerial sphay (UPBtL ¢2n be suitably used. The

user terminal 10 can have the unit integrating device

10 30 provided therein or externally connected thereto to
communicate with the unit integrating device 30. The
verifying device 60 verifies the execution contents of
each of the authentication constituting processes P1
and P2 in accordance with an authenticator. The

15 service providing device 20 can communicate with the
user terminal 10 and the verifying device 60.

Here, the user terminal 10 has a normal computer
functidn, and comprises, for example, a communication
unit 11 and a display unit 12.

20 + The communication unit 11 has, for example, the
following functions (f11-1) to (£f11-3):

(f11-1) A service request sending function to
send, to the service.providing device 20, a service
request to request a service to the service providing

25 device 20.
(f11-2) An authentication processing execution

request sending function to send a challenge value and



20The communi cation unit 11 has, for exanple, the follow ng functions

(f11-1) to (f11-3): (f11-1) A service request sending function to
send, to the service providing device 20, a service request to request a
service to the service providing 25devi ce 20. (f11-2) An

aut henti cati on processi ng execution requgfé sending function to send a
chal | enge value and 20 processing executTon request to the unit
integrating device 30 in response to an authentication request which
requests a user_to %erforn1a b%onetric authentication, and the random
chal | enge val % Bgeneta? et BGUthe" sEPIrRRt pFOvF AP ngndbyiBES9H2E+ 8% t he
servi ce providing. devi ansfer function to

e, 20. éf11-3% @htr .
transfer, to t%% %%?vi@el%rﬁgfa?ﬂﬁed Vil 20 %ﬁ?ﬁEﬂF?BﬁtFﬁﬂuﬁ?BceSS|ng
resul t |nforna&ﬂpﬁgrﬁggﬁgggsf5oggé?gtggéérfg%ﬁgéaﬁig%?%OdeV|ce 30.

The display unit or exanp di spray func hfo di spl ay service

i nformation regeiyed. [Lom e sogvike PLONLA! D0, Aeuhge g0y, Jhe service

provi ding device 20 conprises a 15conmmunication uni , a service
provi di g uni tgeideratld 8t Oha08e B de 23roviding 1HEVEQEMIAI £ALH O uNni t 21

is a conmunication interface between the serviceé providing unit 22 and each
of the devi cessdbviarng Hfvildend ohidereaao.

(f11-3) A transfer function to transfer, to the
service providing device 20, authentication processing
result information received from the unit integrating

10 device 30.

The display unit 12 has, for example, a display
function to display service information received from
the service providing device 20.

The service providing device 20 comprises a

15 communication unit 21, a service providing unit 22, and
a storage unit 23.

The communication unit 21 is a communication
interface between the service providing_unit 22 and
each of the devices 10 and 60. The following

20 explanations do not mentioﬁ that a coﬁmunication is
performed through the communication unit 21.

The service providing unit 22 has, for example,
the following functions (£22-1) to (£22-4):

(£22-1) An authentication requést sending function

25 to generate and hold a challenge Qalue and send the

challenge value and an authentication request to the

user terminal 10 in response to a service request from



20expl anations do not nention that a communication is perforned through the
conmmuni cation unit 21. The service providing unit 22 has, for
exanple, the following functions (f22-1) to (f22-4): (f22-1) An
aut henti cati on request sending function 25to0 generate and hold a chal | enge
val ue and send the chall enge value and an_aut hentication request to the
user termnal 10 in response to a servicezﬂequest from 21 the user
- termnal 10. (f22-2) A sending function to send the held chall enge
"~ value, the authentication processing result information, and a service
provi di ng pol i &}t §SEke to¥EINRYi 4§ -devi ce 60 in response to the
aut hentication processing result information fromthe user termnal 10.
(f22-3) A read functlifeftd descartitne dnstdga el tsepal itheadwdiddance with
t he user identigiﬁgtiog %_Oinfort tiontgnd read .service user identification
Cinformation asSO&TAEEYSwWVENR Fhe “OSeP YrGERTIFREAPT0R TORESSIRL 675U tr esponse
to user identighggghg@i%%forn tioneandca verification.result E om the
verifying device 60 Wwhen thé e?iflEgﬁlSnpfggﬁﬁﬁnﬁspf%ﬁngép. 2-4) A
Service 5nfOrn@%k?@y§ﬁadbggiggn%bl99 response to the authentication
processing result information from the user terminal
10. -
(£22-3) A read function to search the storage unit
23 in accordance with the user identification
10 "information and read service user identification
information associated with the user identification
information in response to user identification
information and a verification result from the
verifying device 60 when the verification result is
15 ~ proper.
(f22-4) A service information sending function
to send.service information to the user terminal 10 in
accordance with the read service user identification
information.
20 As shown in FIG. 3, user information 23a and a
service providing policy 23b are stored in the storage
unit 23.
The user identification information in a user
identification information certificate, and the service
25 user identification information which has a value

different from that of the user identification

information to identify a user are described in the



to send service information to the user termnal 10 in accordance with the

. read service user identification information. 20As shown in FIG 3, user

information 23a and a service providing policy 23b are stored in the
storage unit 23. The user identification information in a user
identification information certificate, apg the service 25user
identification information which has a.value different fromthat of the
user identification information to identify a user are described in the 22
user informati 3a. i Latibon.wi th each, _other. The service user
identificationagﬁ%o?ﬁggfgé§?§? %g? é?aﬁﬁfgféﬁt&PBdwft@aFac uﬁﬁ%ﬁror a bank
card nunber, a@ﬁe'§ek9§BE'BF%?tEBanﬁ%QEH@EbgniE§8¥kg%gokoi%h?f%%er Sby an
operator (e.g., a credit sales conpany or a ban of "the servi ce providing

device 20. As bhenpsel kNEOLHRL! 0Brd3Aunbbrl S:POSBLRLCLOSHERRLY use &

user nane, an address, a password, an account nu truste fd party

(TTP, also brighblyikeligenedrieadson 1REBHRELPBAt ¥roh9aRHZAb Qﬁé user. .
information, the user identification information in the user | entlflcatlon

i nformatson cebyi &hcaperagosenyige, paovirding ehassi Ebpphh9nothat phAd) cat es
the classification of service provision, and address information for the
user 15 terni naf the Fhevseevprevidiogndeizvoei 80.f ohsexhapligeri nformati on
for users that can be provided by a credit sales conmpany (e.g., usage state
reference and angorvetior dBscolmtisepossibhenberssivabiy, uaadai asstored in
an unshown storage unit énot shown). 20The service providing policy 23b
i ndi cat es name, an address, a password, an account number,
trusted third party (TTP, also briefly referred to as a
10 third-party organization) information, the user
identification information in the user identification
information certificate, a service providing
classification that indicates the classification of
service provision, and address information for the user
15 terminal 10. The serviée information is, for example,
information for users that can be provided by a credit
sales company (e.g., usage state reference and a guide
for discount service member stores), and is stored in
an unshown storage unit (not shown).
20 The service providing policy 23b indicates
conditions for providing services, and includes, for
example, the service providing classification that
indicates the classification of service provision, unit
device specifying information (information to specify
25 the first unit device 40 and the unit device 50) used

for the execution of the authentication constituting

processes, biometric authentication constituting



conditions for providing services, and includes, for exanple, the service
providing classification that indicates the classification of service

provi sion, unit device specifying information (information to specify 25t he
first unit device 40 and the unit device 50) used for the execution of the
authentication constituting processes, biggetric authentication
constituting 23 process information to specify a bionetric authentication
constituting process including a bionetric authentication algorithm and a

reference val ug_jndjcati a_reference for regarding, the accuracy 5of the
bi ometric auth ﬁ%?%%%i%%9%§m %%o%igﬁe???glgﬁt%e%%?ggffbﬁ al gorithm as

proper. As theaﬁ@ﬂ@ﬁ@ﬂ&@tY@ﬁUSonE%&iingﬁgkgéggé?a?HEEQBHX8”§e’ for

exanpl e, a false acceptance rate sé'rejectron rate (FRR).

10As shown in Ei&meéri&hguyﬁéﬁti@geggﬁgérggggyhﬁ? 304CQNPLESSSBe

conmmuni cation unit 31, a control uni evice I nformation storage unit

33, and a rGSUbélm@fpm@ﬁéé@ﬂnénéeﬁéﬁék@ﬁc@nfér3ﬂeg§P§iﬁ§WHHQiQé&hPQcynit 31
is a conmunication 15 interface between the control unif 32 and each of the

devi ces 80, 40of aritke 58iorlder f © 4 ovhogt expt avat bpnsndopnehenenti on that a
comuni cation is perforned through the comrunication unit 31.

The control unattidnthbsation akeopiehmthe 206pétowi Ag fhactédaseféd82-1) to
(f32-4): (f32-1) Afirst authentication constituting process
execution requestusendt nis freesilnhe t bo sendtabhey chat) efige sabkmplandat he

aut hentication_constituting process execution request to the unit device 40
false acceptance rate (FAR) and/or a false rejection

rate (EFRR).
10 As shown in FIG. 4, the unit integrating device 30 .
- comprises a communication unit 31, a control unit 32, a
device information storage unit 33, and a result
information integrating unit 34.
The communication unit 31 is a communication
15 interface between the control unit 32 and each of the
devices 10, 40, and 50. The following explanations do
not mention that a communication is pe?formed through
the communication unit 31.
The control unit 32 has, for example, the
20 following functions (£32-1) to (£32-4):

(£32-1) A first authentication constituting
process execution request sending function to send the
challenge value and the authentication constituting
process execution request to the unit.device 40

25 specified by the unit device specifying information in
accordance with the processing order and the unit

device specifying information in the device information



25specified by the unit device specifying information in accordance with
the processing order and the unit device specifying information in the
device information 24 storage unit 33 in reSponse to an authentication
processing execution request to request the execution of authentication
processing and a challenge value fromthe,pyser termnal 10. 5(f32-2) A
second aut hentication constituting process execution request sending
function to send a challenge val ue and an aut hentication constituting
process executg uent to the sending

est tg the uni.t device 50 s ﬁeﬁ
destination unl?oﬁe Fcalab Pi iﬁtﬁ@sﬁ?Bﬁgsanﬁno?H§ ElﬁéEbPHanﬁe gnth the -
d f 0 ion in e device
P o mat ?&"&%ﬁa%%ga%?? %8 PRETeapoRaESth hot ABALPaLt [ BR CORSEFLGRI ng
process resul tofnfef ABAL PBaLE O bBECLEEShUBRL deulee) d0quh gh LS ca gendi ng

15desti nation of the authentication constp tutrng process executt on request.

(f32-3) An autheathsati e8rpiRsesshng result information generating function
to generate authentication processing result information in 20accordance

Wi th thesprocessing(esdep)andsthendnbhitHeMEEaERBAI E¥hBg:iEtREopyAtiON in
unit device constituting infornatlon in response to the authenfication

constituting ppocesssresathtiohoremiéon Sendirberunttigevices&0dwhich is a
sendi ng destination 250f the authentication constituting process execution
challenge value and an authentication constituting
process execution request to the unit device 50
subsequent to the sending destination unit device 40 in
10 the processing order in accordance with the processing
order and the unit device specifying information in the
device information storage unit 33 in response to
authentication constituting process result information
from the first unit device 40 whieh is a sending
15 destination of the. authentication constituting process
execution request.

(£32-3) An authentication processing result
information generating function to generate
authentication processing result information in

20 accordance with the processing order and the unit
device specifying information in unit device
constituting information in response to the
authentication constituting process result information
from the unit device 50 which is a sending destination

25 of the authentication constituting process execution
request when the sending destination unit device 50 is

the last unit device in the processing order. An



request when the sending destination unit device 50 is the last unit device
in the processing order. An 25 authentication context in the

aut henti cati on constituting process result information received from each
of the unit devices 40 and 50 and the execution result in the

aut henti cati on constituting process 5resug$ i nformation received fromthe

| ast unit device in the processing order e described in the

aut henti cation processing result information in a specific format. This

aut henti cati on Bﬁgce?sing.result i nformatjon eneratin%_function (f32-3)
may be enabl ed® T0FBF1ERaTBe COBY C8Endng et §UEABRFASAFEOPNnf or mat i on

i ntegrating unggn§4. t he_aut henti cation,cons itut%ggaprocess resul t

inforna;ion_recelvgaFPFéﬁﬁeggﬁcgﬁstﬁgsHﬁltla Vrgast! 5ﬁ8e55egn_rom
.authentlcatloneggﬂshktthngnggogg§§cggsgbtahgf P”gﬁ?g H%P%g Eﬁ&gn request

and 15recei ving aut henticati on proCceéssing resu I t he

resul U Inf or MaLlog LNt OCALI 00HDEL s 34y on consf |35 4)oAD AuLbeNt cat i on

processing result I nformation sending functron to Seéen & autRentication

processifng resgbbul 8f OhrBLhORibA thecyseH E8HMI PRE 19st20AScShowacLn FI G
5, a unit device constituting information 33a is stored in the device

information stonagReupkbc8dsihlpi brdevi seespesttybag iAf eramtion for each
unit device, a function name indicating a function in an authentication

constituting paotkssti2bteéxecotedebyirachesnlt tevbe@at 888 anprocessi ng

order indicating the order of processing the functions are described in the

unit device cofee¢iftenforméor naThom a@bhentication processing result
information generating function (£32-3) may be enabled,

10 for example, by sending, to the result information
integrating unit 34, the authentication constituting
process result infbrmation received from each of the
unit devices 40 and 50 and authentication constituting
process result information integrating request and

15 receiving authentication processing result information
from the result information integrating unit 34.

| (f32-4) An authentication processing.result
information sending function to send the authentication
processing result information to the ﬁser terminal 10.

20 As shown in FIG. 5, a unit device constituting
information 33a is stored in the device information
étorage unit 33. Unit device specifying information
for each unit device, a function name indicating a
function in an authentication constituting process

25 executed by each unit device, and a processing order

indicating the order of processing the functions are

described in the unit device constituting information



33a in association with one anot her. The result information
integrating unit 34 integrates the authentication constituting process
result -information received fromthe control unit 32 5and then sends the
aut henti cati on processing result infornmation to the control unit 32.

As shown in FIG 6, the first and second unit devices 40 and 50 conprise
communi cation units 41 and 51, control unffs 42 and 52, secret information
10managi ng units 45 and 55, authenticator generating units 46 and 56,

equi pnent certificate storage units 44 and 54, authentication context
generating uni £s247NaR§S8eiakhanr dGPt oPkf 8PREREER generating units 48 and
- 58. The first unit g%vice 4 congrises_an aut henti cation 15constituting
process Pl executing GnFtS4#3t FREOCSEAGIRG dBSEPRALEEA URLL dévi ce 50

i hent i ti tuti , P ti it 53.
Pere | the cominredrreRt el hah b 1B e R an F e B an b RLer Paces
bet th ]l ' d.th ices,30, 50,.a 40. The
Pol Lot ng expl aRarrsnengoriar EaRNF R8s RUeLOR FRL BERE 8 B85antor med

! . . ' . . q
t hrough the COQHthﬁ@B'QQnHQ'£§ﬁ4§uéﬂgn§%i?th§nt8I§§eg%gkéi%eggﬂks 42 an

52 have a function to control e units _ 53 to 58 to
25 create authenRfbemabt9PnCOHSLHLULLAY-BIOGRSS Kesult information in

accordance with the authentication constituting process execution request
received from As shown in FIG. 6, the first and second unit
devices 40 and 50 comprise communication units 41 and
51, control units 42 and 52, secret information
10 managing units 45 and 55, authenticator generating
units 46 and 56, equipment certificate storage units 44
and 54, authentication context generating units 47 and
57, and result information generating units 48 and 58.
The first unit device 40 comprises an authenticétion
15 constituting process Pl executing unit 43. The sending
destination unit device 50 comprises an authentication
constituting process P2 executing unit 53. |
Here, the communicafion units 41 and 51 are
communication interfaces between the control units 42
20 and 52a and the devices 30, 50, and 40. The following
explanations do not mention that a communication is
performed through the communication units 41 and 51.
The control units 42 and 52 have a functioﬁ to
control the units 41, 43 té 48 and 51, 53 to 58 to
25 create authentication constituting process result

information in accordance with the authentication

constituting process execution request received from



27 the unit integrating device 30 and send the aut hentication constituting
process result information to the unit integrating device 30.

The control units 42 and 52 have, for exanple, the 5follow ng functions
(f42-1 and f52-1): (f42-1 and f52-1) A function to send an execution
request to the authentication constituting process Pl executing unit 43 and
the authentication constituting process P2 executing unit 53 in response to
a random 10chal | enge val ue generated by the service providing device 20 and

an authenticatign ¢9 tiﬁyé.Pgt?ﬁgﬁ@??%ﬁ??ﬁgtégg Eggae§géthat requests t he

execution of the authentication ¢ process fromthe unit

integrating dey&@ﬁbé%&cééﬁéﬁ253n§@9t$§§ﬁ Jpfodupgtion, i §§Pgrm£9' he
7p %%, tf's and

aut henti cati on context generating units and execution resu

chal | enge val ues ﬁmet&ﬁa@uﬁ@@@?ig@{ﬁ§wuéﬁg@%i§@ging_process P1 executing
unit 43 and the execution result in the authentication 20constituting

process P2 executinph&iNtén®Bel units {£42nd 8PdnbHE; 3foA EuagpION tResend,
to the result information generating units 48 and 58, authentication

cont ext 5 sent foliowhey afiithent oeat { A2€DMeXt£ YRy ati ng units 47 and 57
and the execution 25results in the executing units 43 and 53. (f42-4
and f52-4) A functi 6fZol sand, £52-1 heA uhihct vegtat sagddeni ere30tidhe
aut henti cation constituting 28 .
request to the authentication constituting process Pl
executing unit 43 and the authentication constituting
process P2 executing unit 53 in.response to a random
10 challenge value generated by the service providing
device 20 and an authentication constituting process
execution request that requests the execution of the
authentication constituting process from'ﬁhe unit
integrating device 30. |
15 (f42-2 and £52-2) A function to send, to the
authentication context generating units 47 and 57,
execution results and challenge values in the
authentication constituting process Pl executing unit
43 and the execution result in the authentication
20 constituting process P2 executing unit 53.
(£42-3 and £52-3) A function to send, to the
result information genérating units 48 and 58,
authentication contexts sent from the authentication
context generating units 47 and 57 and the execution
25 results in the executing units 43 and 53.

(£42-4 and £52-4) A function to send, to the unit

integrating device 30, the authentication constituting



process result information sent fromthe result information generating
units 48 and 58. In response to an execution request fromthe control unit
42, the authentication constituting process Pl executing unit 43 executes
an aut hentication constituting process Pl, and sends the execution result
to the control unit 42. In response to amgxecution request fromthe
control unit 52, the authentication constituting 10process P2 executing
unit 53 reads user unique information 55a fromthe secret information

managing unlt grocEdectles ans AHLIGI | GALLON. conshi LML g process P2, and

sends the execution resu e user idéen Fcatiron Tnformati on

certificate' i I i i the control unit 52.
ihf&%hé@fénégggéﬂyﬁlﬁ QRS T of %ﬁ& §§

As shown in FIG 7 and Fl equi pnent certificates (equipnent public key

certificates) 44a and pdanghsthe,dgyi £es-40:8Rdra0,804. rand enal vation
reports 44b and 54b of the devices are stored in the 20equi pnent

certificate stesmgeounid st 442 anthd%authent idAEiOQUESRBNItGELAL T cates 44a
and 54a are issued to the unit devices 40 and 50 by an equi pnent

certificate | gstetesd BLCcofaamceny it @ pybdieckeys eacr ypthont ieihdsh The
equi pnment certificates 44a and 2554a include an equi pnment certificate body
and a digital singatwrel generatess fol, tded esgngsenhe cexéddt tan erdodit by a
secret key to the equi pnent certificate issuer. 29 The equi pnent -
certificate bddy thelerhtwel dentt f42ation information for a public key of
or for secret information to generate 'a nessage authentication-code of the
uni t device to whi ch"theSeeRfent? calt i epecution request from the

éontrol unit 52, the authentication constituting

10 process P2 executing unit 53 reads user unique
information 55a from the secret information managing
unit 55, executes an authentication constituting
process P2, and sends the execution result and the user
identification information certificate in the user

15 unique information 55a to the control unit 52.

As shown in FIG. 7 and FIG. 8, equipment
certificates (equipment public key certificates) 44a
and 54a of the deﬁices 40 and 50 and, and evaluation
reports 44b and 54b of the devices are stéred in the

20 equipment certificate storage units 44 and 54.

The equipment certificates 44a and 54a are issued
té the unit devices 40 and 50 by an equipmeﬁt
certificate issﬁer in accordance with a public key
encryption method. The equipment certificates 44a and

25 54a include an equipment certificate body and a digital
signéture generated for the equipment certificate body

by a secret key to the equipment certificate issuer.



5constituting processes Pl and 22 bel ong, unit device specifying
information to specify the unit devices 40 and 50 to which the

aut henti cati on constituting processes P1 and P2 bel ong, and equi pnent
certificate issuer information to specify the equipnment certificate

10i ssuer. Here, the "information correquyglng to the secret information”

i ndicates information to specify a public key such as a public certificate.
This also applies to the explanations in the follow ng enbodi ments. The

d | ud
FIal BTNt orei bhtoabgpRaK e MR b ﬁebéﬁg.péhéﬁvgi‘ést aaﬁeéfg‘icégipén;t”ﬂri
al gorithm an ﬁ;ﬁ@bmggendf&@ alggkt)fl%gg %Q%ng aLion device

manuf act urer. eval uati on re |ncIu e THhit 20devi ce

speci fying |nfpﬁggghggl&gl£§tggﬁé£ag§v5Cﬁe§ggg%Lgkﬁgshg}géggg#ogoag FI G 7

and second unit device specifying information

aut henti cat i ono £0RRET it £ NGePL 06 €85 €5h Pan apFe 22ut RLRFBLEE oAUt henti cati on
constituting process 25information to specify a bionetric authentication

constitwing peocesstubChydphgeasbbonet rasqapkheat 66§51 onial gevithm used
for execution, and _

specifying information to specify the unit devices 40
and 50 to which the authentication constituting
processes Pl and P2 belong, and equipment certificate
issuer information to specify the equipment certificate

10 issuer. Here, the “information corresponding to the
secret information” indicates information to specify a
public key such as a public certificate. This also
applies to the explanations in the following
embodiments. The equipment certificate body may

15 further comprise data on items including a field, a
version, a serial number of the equipment certificate,
a signature algorithm, an expiration date, and a
biometric authentication device manufacturer.

The evaluation reports 44b and 54b include unit

20 device specifying information (first unit device
specifying information in FIG. 7 and second unit device
specifying information in FIG. 8) for the
authentication constituting processes Pl and P2,
biometric authentication constituting process

25 information to specify a biometric authentication

constituting process including a biometric

authentication algorithm used for execution, and



- 30" biometric authentication accuracy indicating the accuracy of the

bi onmetric authentication by the bionetric authentication algorithm As the
bi onetric authentication accuracy, it is possible to suitably 5use, for
exanpl e, accuracy that fulfils a standardi zed matchi ng accuracy evaluatlon
reference (e.g., the aforenentioned FRR o§ FAR) defined by a

st andar di zati on associ ati on. Eval uation i %ns such as security may be
attached 10 to the evaluation reports 44b and 54b. An issuer of the

I i 44b d 4 t to the unit
dovi ces 40 anGoSBTSIERGr FY 5ea§lce ﬁggiéﬁﬁﬁ%‘ahi”éﬁﬁﬁ%ﬁg@ﬁ Bt hori ty (CA)
b d b t Th ficate r|ty '
15 anct i ons. t 0"Su T o5t eBanaT aub RO FEE 61 BEAPRE BOLRGA FYatRGn accur acy

t hat 'nd'catesbﬁgﬁeegggrgﬁ h8£t£ gt?bg beig %henklc%k Oglg 1c
F mlnnggunlt{ 6

bi onetric authentication algorit devi'€es 40 an

response to ana@@ﬁéh@@&aemoﬁrQHEQraepuf%Etyéebogélg9et@g it fe 'Ces 40
and 50. The certificate authority al'30 functions to sen £he evafuation of

- the authorizedusent estsekomphe, r equeshed pnadf agl vk et, ;a8d 1ABY rgddean .
~electronic signature to the eval uation. Secret information 1 for previously

generating an 25achheot acativicyseshduedion tbBeeseneet (ENGQr mahkon managi ng
unit 45. A secret key (not shown) corresponding to the public key to the
first unit 3laflevéemendfonedtARRabor EARNt dofitdeeqniypaentanantifibaaiendda is
al so stored in the secret informati on managi ng unit 45. Secret information
2 for preV|ous@§S@@h@Fh@mng an

Evaluation items such as security may be attached
10 to the evaluation reports 44b and 54b. An issuer of
the evaluetion reports 44b and 54b issues evaluation
reports to the unit devices 40 and 50 authorized by,
for example, a certificate authority (CA) based on a
public key infrastructure. This certificate authority
15 functions to evaluate and authorize biometric
authentication. accuracy that indicates the accuracy of
the biometric authenticatien by the biometric
authentication algorithm in, the unit devices 40 and 50
in response to an application from a manufacturer of
20 the unit devices 40 and 50. The certificate authority .
also functions to send the evaluation of the authorized
contents to the requested manufacturer, and may add an
elecfronic signature to the evaluation.
Secret information 1 for previously generating an
25 authenticator is stored in the secret information
managing unit 45. A secret key (not showh)

corresponding to the public key to the first unit



5aut henti.cator, and the user unique information 55a unique to the user are
stored in the secret information nmanaging unit 55. A secret key (not shown)
- corresponding to the public key to the second unit device 50 in the

af orenmenti oned equi pment certificate 1054a is also stored in the secret

i nformation managi ng unit 55. It i%}also possi ble to use

identification information for secret inf

mation for the generation of a

nmessage aut hentication code (MAC) instead of the 15public keys in the

i,ficates.44a d 54a (the public key to the first unit device
BB o BDS, BT PR aE DR e e Pel FRTEELCBTE 1oy e

equi pnent cert
in FIG 7, and

IEhec

the secret inf Lon,1 and the secret information 2 are provided to the
first unit dev?%ga%%dgﬁﬁ?h%ggéggnanuﬁﬁ? EESFSE,lP%Qﬁ@é??VEI??nTﬂéngecret

information 1 Qf;2
key encryption nethod, for exanple, when the authenticator is a digital

signature. The secr I-pf oF I r 2 ¢j e L.au
: ShotOLORTRLARAL bl 2oLt RopOTEIR kRO B )

shared with the verifying device 60,

hg a pair of a secret key and a public key in the public

trcator is

a nessage aut hgrthentien:&pdeanMhenet igcautiReRhibcahebrhitdon33s4igital

si gnat ur e,

public key certificates which correspond to the secret keys and

whi ch have beemnpgeyi ooistiyei ssgedateostbhedauhhenkt ¥eaketSiAreembnibhe
i nformati on managi ng units 45 and 55. Although

secret

10

15

20

25

managing unit 55. A secret key (not shown)
corresponding to the public key to the second unit

device 50 in the aforementioned equipment certificate

S54a is also stored in the secret information managing

unit 55.

It is also possible to use identification
information for secrét information for the generation
of a message authentication-code (MAC) instead of the
public keys in the equipment certificates 44a and 54a
(the public key to the first unit device in FIG. 7, and
the public key to the seéond unit device in FIG. 8).

Here, the secret information 1 and the secret
information 2 are provided to the firét unit device and
the second unit device, respectively. The secret
infdrmation l or 2 is a pair of a secret key and a
public kéy in the public key encryption method, for
example, when the authenticator is a digital signature.
The secret information 1 or 2 is a common key
previously shared with the vérifying device 60, for

example, when the authenticator is a message

. authentication code. When the authenticator is a



- Sthese public key certificates are assumed to be different fromthe

af orenenti oned equi pnent certificates 44a and 54a, the aforenentioned

equi pnent certificates 44a and 54a may be used. Wen the equi pnent
certificates 44a and 54a are used as the 10public key certificates, an

aut henticator is generated in accordance  th the secret keys corresponding
to the public keys to the unit devices 40 and 50. As shown in FIG 9, the
user unique information 55a includes a user identification information

ifi 5b.. T ' i nf [ 55a. further includ
o omet i c.rof STRATAT THIGHRALE oo 8RbLC THEY uSF T BB TET AT ah | nf or mat i on

certificate Sablsclasneddockhe yssl, ofthe ugery Lef el 40.by a

20t hi rd-party organi n-accordance w he it key

rd orga n LT XY
encryption nethod,; Jhe Sfésﬂléj%n%fc%hc@ﬁé %mépigf gy §~@6£é<§'f€r€r€<ﬁe

i ncludes a certificate body an I gital signature generated

certificate bogychy: ai SESFRIt K&Y h&#nddend Thhidhessestd ficat en bogyugh
25i ncl udes user identification infornation to identify the user, a has

val ue ofs bi onethd€e relier Ot k&) &dfof NPt 0ds f OFe theswsed . tansk the TTP -
information to 33

different from the aforementioned equipment
-certificates 44a and 54a, the aforementioned equipment
certificates 44a and 54a may be used. When the
equipment certificates 44a and 54a are used as the

10 public key certificates, an authenticétor is generated
in accordance with the secret keys corresponding to the
.public keys to the unit devices 40 and 50.

As shown in FIG. 9, the user unique information

55a includes a user identification information

15 certificate 55b. The user unique information 55a may
further include user biometric referential information
55c.

The user identification information certificate

55b is issued to the user of the user termiﬁal 10 by a

20 third—pérty organization (TTP) in accordance with the
public key encryption method. The user identification
information certificate 55b includes a certificate body
and a digital signature generated for the certificate
body by a secret key to the TTP. The certificate body

25 includes user identification information to identify

the user, a hash value of biometric referential

information for the user, and the TTP information to



- identify the TTP. The user identification information in the user
identification information certificate 55b is provided by the TTP. The
aut henti cator generating units 46 and 56 5generate an authenticator for
i nput data by the use of secret information read fromthe secret _
information managing units 45 and 55. As f{he authenticator, it is possible
to suitably use, for exanple, a digital signature or a nessage
“authentication code. 10Here, the authenticator generating unit 46 functlﬁns
to generate an, or..hy t use of .the secret.information.1 in the
sec?et i nf or mat ?ghgﬁgkagﬁ% %Eglt iﬁelﬁsggcégﬁaE% lca%ﬁoPhén ﬁ?ﬁﬁé .
certificate 44 u 4 a nd t he
. hash val ue of gﬂe£§§egég%o%&%§§hrfgggi ﬁeggﬁég %?égt%%ggggﬁésk?uésg
process Pl as §§e§ygb93egog§eggé +hat are received fromthe authentlcatlon

context generating unit The aut henticator generating unit 46 al so
functions to send ZQhEeaQEH@ﬁaaegtaytQ@Hékseaﬁa hRitBesgubhgntication
context generating unit A47. he aut henti Cator generating unit 56

functions to g@éﬁéﬁéﬁeaﬂnayﬁﬂﬁéﬁtﬂééﬂbrbfoihﬁn#§@ Qhthheysereetskngprmati on
2 in the secret information managing unit 25 55 in accordance with the
equi pnent certsécrat eibfarmihiorvadacdt foomr eper seSddbt theéoehatienge val ue,
the user identification information certificate 55b, and 34
managing units 45 and 55. As the authenticator, it is
possible to suitably usé, for example, a digital
signature or a message authentication code.
10 Here, the authenticator generating unit 46
functions to generate an authenticator by the use of
the secret information 1 in the secret information
managing unit 45 in accordance with the equipment
certificate 44a, the evaluation report 44b, thé
15 challenge value, and the_hash value of the execution
result of the authentication constituting proéess Pl as
execution contents that are received from the
authentication context generating unit 47. The
authenticator generating unit 46 also functions to send
20 the generated authenticator to the authentication -
context generating unit 47.

The authenticator generating unit 56 functions to
generate an authenticator by the use df the secret
information 2 in the secret information managing unit

25 55 in accordance with the equipment certificate 54a,

the evaluation report 54b, the challenge value, the

user identification information certificate 55b, and



t he hash val ue of the execution result of the authentication constituting
process P2 as execution contents that are received fromthe authentication
- context generating unit 57. The authenticator 5generating unit 56 al so
functions to send the generated authenticator to the authentication context
generating unit 57. The authenticatj on context generating units 47
and 57 form into a specific format, information regardi ng 10t he execution
of the authentication constituting process Pl executing unit 43 and the

aut henti cati on_consti.t uti process P2 executing unit 53 _.and the
aut henti cat or st%eup%auﬁg b‘%/aft]lfgee %ﬁtﬁ%ent?%% %trl%%nree?salf?%gogn?}tl% 46 and 56, and

out put the 1 eSuliend 1Ll oy (el I8{0rIP Lotora) on. Lhplcbs ot easi |y

put into the speci or mat e aut i cation context generating units

47 and 57 is deserdbed agan AUthent i $ali Ofk O EeXtu ki@ cAsi shown in FIG
10, the authentication 20context generating unit 47 functions to generate a

first authenticaitOn cuHedt thg dmit her firsie aliteadii cadt@p context cl,
t he equi prent certificate 44a and the eval uation report 44b in the

equi pmerg  cer tgdrend©irsd arrage 381 4144, fdher odvad | e geeval tige agehbd hed
execution contents received fromthe control unit 42, and the authenticator
recei ved fromanhshenutimsntdcatortigeneraiemgl emi todlcanteexiesgendyegtimga 35
specific format. The authentication context generating unit 47 al so
functions to senid the. generated first '

The authentication context generating units 47 and
57 form, into a specific format, information regarding
10 the execution of the authentication constituting
process Pl executing unit 43 and the authentication
constituting process P2 executing unit 53 and the
authenticators output by the authenticator generating
units 46 and 56, and output the results. In this text,
15 formed information that is not easily put into the
specific format by the authentication context
generating units 47 and 57 is described as an
authentication context.
Here, as shown in FIG. 10, the authentication
20 context generating unit 47 functions to generate a
first authentication context cl. In the first
authentication context cl, the equipment certificate
44a and the evaluation report 44b in the equipment
certificate storage unit 44, the challenge value and
25 the execution contents reéeived from the control unit
42, and the authenticator received from the

authenticator generating unit 46 are described in a



aut hentication context cl to the control unit 42. The first authentication -
context cl conprises, for 5exanple, a header block clh, a data bl ock cld,
and an aut henticator bl ock cla. The equi pnent certificate 44a and
the evaluation report 44b in the first unit device 40 are described in the
header block clh. The first unit device specifying 10information to specify
the first unit device 40, and information regarding the structure of the
first authentication context cl may be further described in the header

bl ock cl h. Thesshal keadeovabe fEAM LhensqEyLae: B Oxbﬂkagtlﬁgﬁgkgﬁlggtla”d

t he hash val ue e execution resu e aut entlcatlo constit

process Pl as gxeecuiy o §QNEGRLEi8RE HEssehdedningbhe - datg bl pgk cld.
| nformation included in an-authentication constltutlng process Pl execution

request may beahthéhercgdeseni bedce@i ncihecdaha bbackot! Gnit 42. The
aut henti cator received fromthe authenticator generating unit 46 is

described in the aurhentiestoaubhesikiekaioAscshewrti BiFtGmptisethefor
aut henti cation context 25generating unit 57 functions to generate a second
aut hentiati onexampbxt @2heddethielsekonth aud heatiachlbok cbafextdczn the
equi pnrent certificate 36

authenticator block cla.

‘The equipment certificate 44a and the evaluation
report 44b in the first unit device 40 are described in
the header block clh. The first unit device specifying

10 information to specify the first unit device 40, and
information regarding the structure of the first
authentication context cl may be further described in
the header block clh.

The challenge value from the service providing

15 device 20, and the hash value of the executioh result
of the authentication constituting process Pl as
execution contents are deécribed in the data block cld.
Informétion included in an authentication constituting
process Pl execuﬁion request may be further described

20 in the data block cld.

The authenticator received from the authenticator
generating unit 46 is described in the authenticator
block cla.

As shown in FIG. 11, the authentication context

25 generating unit 57 functions to generate a second

authentication context ¢2. In the second

authentication context c2, the equipment certificate



54a and the evaluation report 54b in the equi pnent certificate storage unit
54, the challenge value and the execution contents received fromthe
control unit 52, and the authenticator received fromthe 5authenticator
generating unit 56 are described in a specific format. The authentication
context generating unit 57 also functions;to send the generated second

. authentication context c2 to the control unit 52. The second authentication
- context c2 conprises, 10for exanple, a header block c2h, a data bl ock c2d,

and an aut hentd gat b Kk . The_ egpl pnent, certifli €& 54a and
the eval uati onéfagpagrlr;? %ﬁ% ?‘?lg aetls%%o%e %‘ﬁ?tg%lgév}%eé%% %Cﬁ%l%‘éé;l}é?i bed in the

header bl ock C@é}tdiTﬁcl:é@&%‘@o%‘é‘%% fem ey 15specif yi ndy é‘f\%g | oyt o

specify the secon t devic and Tnformation regardin he structure

of the second @ut heftd ool iGN So-dByeberfurthes describegin the

header bl ock c2h. The chal |l enge value fromthe service providing 20device

20, - the hash ya| ugh@f thdeaexesit i @ s estbie Dfed herawtfignti cati on
constituting process 22 as execution contents, and the user identification

i nfor mat3 on ceqdtiHdmwed €atSb @dndher Userui€ sleseré beskdninde data bl ock
c2d. Data corresponding to the hash value of the 25 execution result of
t he aut henti catpemni Tonsfetnat ng Theocasshdiitisation hesnisdor egenardthengat a
bl ock c2d. This neans that the data corresponding to the hash 37
: unit 57 also functions to send the generated second
authentication context c2 to the control unit 52.
The second authentication context c2 comprises,
10 for example, a header block c2h, a data block c2d, and
an authenticator block c2a.
The equipmeﬁt_certificate 54a and the evaluation
report 54b in the second unit device 50 are described
in the header block c2h. The second unit“device
15 specifying information to specify the second unit
device 50, and information regarding the structure of
the second authentication context c2 may be further
described in the header block c2h.
The challenge value from the service providing
20 device 20, thé hash value of the execution result of
the authentication constituting process P2 as execution
contents, and the usef identification information
certificate 55b of the user are described in the data
block c2d. Data corresponding to the hash value of the
25 execution result of the authentication constituting

process Pl is further stored in the data block c2d.

This means that the data corresponding to the hash



val ues of the respective execution results are stored so that the execution
result of the authentication constituting process Pl as an input and the
execution result of the authentication constituting process P2 as 5an
output are a pair of data. Information included in an authentication
constituting process P2 execution requestyjymay be further described in the
data bl ock c2d. The aut henticator received fromthe authenticator
generating unit 56 is described in the authenticator 10bl ock c2a. As
shoun in FIG g2y dbe peshlt IOIONRIL O BG0EIAl i AgUniL 48, Tunghigns Lo
generate first authent T catt on Const uti'ng process tesurt rnformaiion bl.

I'n the first aytheniicald on consti} utiog propess. 150esult; Lof prmtion bl ,

the first authentication context c% recelvedﬁfron1t%e control "unit 42, and

the execution ¢essiti+@f i {6 Astdentbrald o Constt L4 NgnPr essc Fdn are
described in a specific format. The result infoormation generating unit 48

al so functi onsrdouBenst 20ihes genstat sk f ok séodett hent 1 €t hpH-£88SPP tat i ng
process result information bl to the control unit 42. The first

aut hentiscat i omcanstpltitang Prcessof esatd . i nfof dahd ool i coMpdésesn for
exanpl e, a header block blh, a data bl ock bid, and a security bl ock bls.
25Fi rst unit devizelspecidatng icdmsnatitimsipidaess oP2 hakecutide equi pnent
certificate 44a within the first authentication context cl is described in
the 38 headerrdsiurkt hdy bafbrrdhe ordesgyaritgin Hehstdacs ubkook ¢2@. first
aut hentication constituting process result information bl may be further
described in the hebteraptlyektfator received from the authenticator

generating unit 56 is described in the authenticator

10 block c2a.

As shown in FIG. 12; the result information
generating unit 48 functions to generate first
authentication constituting process resﬁlt information
bl. 1In the first authentication constituting process

15 result information bl, the first authentication context
cl received from the control unit 42, and the execution
result of the authentication constituting process P1
are described in a specific format. The result
information generafing unit 48 also functions to send

20 the generated first authentication constituting process
result information bl to the control unit 42.

The first authentication constituting process
result information bl comprises, for example, a header
block blh, a data block bld, and a security block bls.

25 First unit device specifying information similar
to that in the equipment certificate 44a within the

first authentication context cl is described in the



5The execution result of the authentication constituting process 91 by the
aut hentication constituting process 91 executing unit 43 is described in
the data block bid. The first authentication context cl is described 10in
the security block bls. Information regarding the encryption of the data
bl ock bid, authenticators provided to theyfieader block bl h and the data

bl ock bid, and information regardi ng the authenticators may be further
“described in the security block bls. 15As shown in FIG 13, the result
information g j pt fu ' gener ate second_aut hentication
constituting SQ%%%%%qgggﬁ%tbf@Torﬁg +%ﬂ§%£8nlﬁe$%5d§% oggeaﬁfﬁ%%f?ﬁ%tion

constituting %PC@?édfffifé% ty 'Eﬁé’r‘i@%éf{'oxj??corggﬁgﬁga?gﬁ SP&QSQ%?E@%&P@

20cont ext c2 receive omthe control unit ~the execution result of
‘the authenti cafhOfrfONSIA W i Y, PEOCESSE D2r A Es ILSS abﬁg LReanspgctfic
format. The result information generating unit 58 also functions to send
_the generat ed ises@ntbaYL hentication constituting 25process result

information b2 to the control unit 52. The second aut hentication
constituiing procesehe esxbdut hborrasidn b2 clespausksntiostexanpl e, a header
39 bl ock b2h, a data bl ock b2d, and a security bl ock b2s. Second uni t

devi ce specifyonpstiifwring imrosess |BI by thatadrhehei eguipment certificate
54a within the second authentication context c2 is described in the 5header
bl ock b2h. | nfermmtitont yregaraierss el stxemtttiey unit 43 is described

in the data block bldﬂ
The first authentication context cl is described

10 in the security block bls. Information regarding the
encryption of the data block bld, authenticators
provided to the header block blh and the data block
bld, and information regarding the authenticators may
be further described in the security block bls.

15 ' As shown in FIG. 13, the result informétion
generating unit 58 functions to generate second
authentication constituting process result information
b2. Ih the second authentiéation constituting process
result information b2, the second authentication

20 context c2 received from the control unit 52, and the
execution result of the authentication constituting
process P2 are described in a specific format. The
result information generating unit 58 also functions to
send the generated second authentication constituting

25 process result information b2 to the control unit 52.

The second authentication constituting process

result information b2 comprises, for example, a header



of the second authentication constituting process result information b2 may
be further described in-the header bl ock b2h. The execution result of the
aut henti cati on 10constituting process P2 by the authentication constituting
process P2 executing unit 53 is described in the data bl ock b2d. ' The
second aut hentication context c2 is descrﬁ?ed in the security block b2s.

I nformation regardi ng the 15encryption of "the data bl ock b2d, :

aut henticators provided to the header block b2h and the data bl ock b2d, and

[nfor o« SgRgLnigaLhe, aushen | oator 2 ey UELer deggrl perln the
20 authenti cation cepLext gl;inglyded EQeEQ% iﬁg“&h%)ér}%?%nb' ﬁm?ﬁatrhe
first authentication consti utlng process resu I NntTormati on . As

described abovg, the: fifstngubhenthsati oo constilutbag piphesschesul t

information bl and the 25 sec entication constituting process

resul t informegé@dnd2a@fBeh Pl 89F 8bRA-bAE OxAUEDENLT GaLEPILPHOERSEHBY result
information b by the unit integrating 40 device 30. As shown in FIG 14,

the authgnti caiéode PrIoTesSEi Poh! esuhtorné 01 HRt LehabdergPEhsest ristugxanpl e,
a header bl ock bh, a data block bd, and a security block bs.
of the second authentication constituting process
result information b2 may be furthér described in the
header block b2h.
The execution result of the authentication
10 constituting process P2 by the authentication
constituting process P2 executing unit 53 is described
in the data block b2d.
The second authentication context c2 is described
in the security block b2s. Information regarding'the
15 encryption of the data block b2d, authenticators
provided to the header block b2h and the data block
b2d, and information fegarding the authenticators may
be further described in the security block b2s. The
security block b2s may further include the first
20 authentication context cl included in the security
block bls of the first authentication constituting
process result information bl.
As described above, the first authentication
constituting process result information bl and the
25 second authentication constituting process result

information b2 are integrated into authentication

processing result information b by the unit integrating



5The header bl ock bh and the data block bd nay be omtted as required by a
system First and second unit device specifying information
extracted fromthe header blocks blh and b2h in the first authentication
constituting process 10result information bl and the second authentication
constituting process result information b2 are described in the header

bl ock bh. Information regarding the structure of the authentication
processing result information b may be further 15described in the header

bl ock bh. The execution result of the authentication constituting
process P2 extr Ctey $§On1the data bl ock b2d in the second aut henti cati on

constituting processg.r nf tion in . the data bl ock
i gﬁg!d% 'l 9&8& flLI 9%8 augg glonl péﬁaegﬁln

20bd. The flrs sedond aut hent rcat Fon con exts°t

ext ract ed {105 bg) seguEL LY L 6kS Plioandeb2sclp LhenliLst aythanti cat i on

constituting process resu ornmatl o ahd t SecC I catlon

25const i tuting,psegess, r §suhtai B 9L BLEON.RE are 9§§§£%bsﬁogp ge Secur'ty
bl ock bs. Information regardlng the encryption o? ata bl oc

aut hent i £at or sTp& onkdedrt V16Or bragied bheckabh BnEckheadasq bLock bd and
information regarding the authenticators may be further described in the

security bl ockobstt&Asashoatuinedl ¥y 4, sybeemerifyi ng device 60 conprises a

- communi cation unit 61, a verifying unit 62, and a storage unit 63. The

communi cation unit Blrss andosmuondatnbh device specifying

information extracted from the header blocks blh and
b2h in the first authentication constituting process

10 result information bl and the second authentication
constituting process'result information b2 are
described in the header block bh. Information
‘regarding the structure of the.authentication
processing result information b may be further

15 described in the header block bh.

The execution result of the authentication
constituting process P2 extracted from the data block
b2d in the second authentication constituting procesé
result information b2 is described in the data block

20 bd.

The first and second authentication contexts cl
and c2 extracted from the security blocks bls and b2s
in the first authentication constituting process result
information bl and the second authentication

25. constituting process result information b2 are
described in the security block bs. Infbrmation

regarding the encryption of the data block bd,



~interface between the verifying unit 62 and the service 10providi ng device
20. The foll ow ng explanati ons do not nention that a communication is :
performed through the communication unit 61. The verifying unit 62
has, for exanple, the follow ng functions (f62-1) to (f62-9): 15(f62-1) A
receiving function to receive, fromthe sgyvice providing device 20, the
chal I enge val ue, the authentication processing result information b, and
t he service providing policy 23b. (f62-2) A format verifying

funotion to verl,(yohDat. 20t e Lsoeluad. guthenhieatl o processiog Lesult

information b TIts € Speci cYornat . ut St or

verifying funchipn E?oMErE5Y QH&hﬁgkbfﬂ Qggnip?é%ﬁdggghgﬂgication contexts

cl and c2 described in the received authentica rocessing result

| nformation b-aﬁﬁﬁghélcé@oﬁgu$899Bé-EﬁEEBékCé&§c¥§££&yiﬂgtRH”EEEQPi£g
verify the digital signatures 1nh the 42 equipnent certificates 44a and 54a

i ncluded in thelaykheatication contexts cl and c2 described in the received
aut henti cati on processing result information b in accordance with the
public k®y to the egsipaBhh in FIG. 1, the verifying device 60

comprises a communication unit 61, a verifying unit 62,
and a storage unit 63.

The communication unit 61 is a communication
interface between the verifying unit 62 and the service

10 providing device 20. The following explanations do not
mention that a communicatioh is performed through the
gommunication unit 61. |

The Verifying'unit 62 haé, for example, fhe
following functions (f62-~1) to (£62-9):

15 (f6e2-1) A recei&ing function to receive, from the
service providing device 20, the challenge value, the
authentication processing result information b, and the

service providing policy 23b.

(£62-2) A format Verifying function.to verify that

20 the received authentication processing result
information b fits the specifib format.

(f62-3) Aﬁ authenticator verifying function to
verify authenticators in the authentication contexts cl
and c2 described in the received authentication

25 processing result information b.

(£62-4) An equipment certificate verifying

function to verify the digital signatures in the



S5certificate issuer in the storage unit 63. (f62-5) A user identification
-information certificate verifying function to verify the digital signature
in the user identification information certificate 55b included in the
aut hentication contexts 10cl and c2 described in the received
authentication processing result informatjpopn b in accordance with the
public key to the third-party organization in the storage unit 63. (f62-6)
An eval uation report verifying function to 15verify the evaluation reports

B i i h ' i t I d.c2 d i bed in
the recei ved 2%%%%%??%%&%%%?%%%@%%?@5%2%@%?9%%%55%595& E‘%i ahleifiﬁé'rdanc:e
i Iy VL SE;s i di i A 3h- £62:7) Ac I enge val ue
Verifying function o vari Ty Tha BRaF| 6hoind ar iedor ke RETabe nBATi cat! on

contexts ¢l angdeedi fasciibednt ol Dok G5 Ul B4 NEOLI, €A1 L 0B PROCESS! 010

result information b in accordance with the received challenge va
25(162-8) An exgcatdOrddesal i verthyi pebf HackdPneboeNET LhYibhaht t he

execution result described in the received autﬁentlcatlon processing result
informatbon b certificate issuer in the storage unit 63.

(£f62-5) A user identification information
certificate verifying function to verify the digital
signature in the user identification information
certificate 55b included in the authentication contexts

10 cl and c2 described in the received authentication
processing result information b in accordance with the
public key to the third-party organization in the
storagé unit 63. |

(f62-6) An evaluation report verifying function to

15 verify the evaluation reports 44b and 54b included in
the authentication contexts cl and c2 described in the

received authentication processing result information b
in accordance with the received service providing
policy 23b.

20 ' (f62-7) A challenge value verifying function to
verify the challenge values in the aﬁthentication
contexts cl and c2 described in the received
aﬁthentiéation processing result information b in
accordance with the received challenge value.

25 (f62-8) An execution result verifying function to
verify that the execution result described in the

received authentication processing result information b



43 is proper. (f62-9) A user identification information sending
function to send, to the service providing device 20, the user
identification information in the user 5identification information
certificate 55b used for the verification by the user identification
information certificate verifying functigy and the verification result that
i ndi cates properness when all the verification results by the formt
verifying function, 10the authenticator verifying function, the equi prment
certificate verdf }éﬁb%unction, the user identification information
certificate ver|#§| g function, the evaluation report verifying function,

the challenge val Ue(f@éiéyiﬁguéé‘f'cié&ﬁ‘tiﬂi@a P@nefﬁf&&hé’%is&ﬁ’sé‘éﬁdin

15verifying function are proper. The storage unit is a sto?age

devi ce r?adab|fMﬂEE£éﬁ”@bf§éHHIfﬁ%‘%Héfé@f&hé&“éréﬁ&degSﬂ?&ﬂbérQ@?(3 15,
the public key to the equipnment certificate issuer of each of the unit

devices 40 anctrbd) @l teer2Optitd€i deeyid o e IdP B ecisd oiggl- i n the storage
unit 63. Information identical or corresponding to secret information 1 and

secret imfornatdent 2f fort 1dre imfdrcevi are scekd st He NBdbo hesesd of@d the t he
storage unit 63. The information in the storage unit 63 is omtted when
25t he aut hent icatiofi¢at generatidte hysdthel docref i dalyicow patdrmoftidre unit
devi ces 40 and 50 (because the authenticator can be verified by the public
key to each 4%0fifiratimiveddiyioss Aneridrria the i breritigertificates
44a and 54a). o

result that indicates properness when all the

verification results by the *format verifying function,

10 the authenticator verifying function, the equipment
certificate verifying function, the user identification
information certificate verifying function, the
evaluation report verifying function, the challenge
value verifying function, and the execution result

15 verifying function are proper.

The storage unit 63 is a storage device
readable/writable from the verifying unit 62. As shown
in FIG. 15, the public key to the equipment certificate
issuer of each of the unit devices 40 and 50 and the

20 public key to the TTP are stored in the storage unit
63. Information identical or corresponding to secret
information 1 and secret informatibn 2 for the unit
devices 40 and 50 may be stored in the storage unit 63.

The information in the storagé unit 63 is omitted when

25 the authenticator is generated by the secret key to

each of the unit devices 40 and 50 (because the

authenticator can be verified by the public key to each



Now, the operation of the authentication system having the above
configuration is described with 5reference to flowharts in FIG 2 and FI G
16 to FIG 20. In the user term nal 10, the user selects a service
in accordance with a screen displayed on the display unit 12. Accordingly,
as shown in FIG 10, a 10Oservice request js sent to the service providing
device 20 fromthe user termnal 10 (ST1l), and a service process is thereby
started. The service request may include, for exanple, the specification of

- hent i ' hod to be , dt 15 ificati f
Tet hod of comiti B4t i O beTHRER T L) RET 201 HR nefe IOIRHI ERe unit

i ntegrating device. e vi ce providing device 20, when the
service provid?%g@hﬁf%aﬁisr%%%ﬁvgg ?ﬁ%iéervice request (ST2), -the follow ng

authentication procgsgi NgndSogO0PeL{ox el ¢ eS%&?%%?@f@a%&&H.??gae%y the

aut hentication nethod fhat is” predeterm ne 'S spec

servi ce reque The Vi r OVl £l j £ 21 ; | I enge val ue
conpri si ng, f§§a2§£ﬁﬁf§§ %gﬁG%H?%tﬁ%gggy?%é%)?sgﬁ%§%ﬁgﬁ§%gvggﬁthe chal | enge

25val ue ;mnd sefdlse tdh Se Chal £ ER@EnYad slei T @ auhenticationcsequest to the
user termnal 10 (ST4). The authentication request may.include, for
exanple, 45 imf@rmaion that specifies authentication processing,
In the user terminal 10, the user selects a
service in accordance with a screen displayed on the
display unit 12. Accordingly, as shown in FIG. 10, a
10 service request is sent to the service providing device
20 from the user terminal 10 (ST1l), and a service
process is thereby started. The service reguest may
include, for example, the specification of an
aﬁthentication method to be performed, aﬁd the
15 specification of a method of communication between the
user terminal 10 and the unit integrating device 30.
In the service providing device 20, when the
service providing unit 22 receives the service request
(STZ), the following authentication proceséing is
20 performed in accordance with an authentication method
that is predetermined or that is specified by the
service réquest. The service pro&iding unit 22
generates a challenge value cbhprising, for example,
random numbers (ST3),'and then holds the challenge
25 value and sends this challenge_vélue and an

authentication request to the user terminal 10 (ST4).

The authentication request may include, for example,



“and information that specifies several matching algorithns. In response to
the chal | enge val ue and the 5aut hentication request (ST5), the user

term nal 10 sends the chall enge val ue and an authentication processing
execution request to the unit "integrating device 30 (ST6). Wen the unit
integrating device 30 receives the 10chal/£nge value and the authentication
processi ng execution request (ST7), the control unit 32 searches the unit:
device constituting infornmation 33a of the device information storage unit

33 and thus j“g%ér%?gb&ﬁ%?ﬁi%@e?{gfésoéu%ﬁgn{% f:]ﬁ_é@i ;&598%(%8& 0 and the

15second unit device Subsequen as shown in e unft

integrating deyhge; 3Pparndson elat! engesyaluesapdzan putbensieati on

constituting process executiron request to Irst uni evi ce 40 which
comes first 20Lngthe-processing order (ST8). Waen the first unit
device 40 receives the challenge value and the authentication constituting

process Pl executiomnregueshsé SHY) théhensonéhgt vAihe4dngavpes the
aut henti cati on constituting process P1 25executing unit 43 to execute the

aut hentizat i onagonshtidcdt en progesst PISTH) acene danee wetMiAat hemti cation
processing that is predeterm ned or that 46
sends the challenge value and an authentication
processing execution request to the unit integrating
device 30 (STo).
When the unit integfating device 30 receives the
10 challenge value and the authentication processing
| execution request (ST7), the control unit 32.searches
the unit device constituting information 33a of the
‘device information storage unit 33 and thus judges the
processing order of the fifst unit device 40 and the
15 second unit device 50.

Subsequently, as shown in FIG. 17, the unit
integrating device 30 sends a challenge value and an
authentication constituting process Pl execution
-request to the first unif dévice 40 which éomes first

20 in the processing order (ST8).

When the first unit device 40 receives the
challenge value and the authentication constituting
process Pl execution request (ST9), the confrol unit 42
causes the authentication constituting process Pl

25 " executing unit 43 to execute the authentication
'constitﬁting process Pl in accordance with

authentication processing that is predetermined or that



is specified by the authentication request fromthe service providing
devi ce 20, thereby obtaining an execution result (ST10). That is, as shown
in FIG 5 by way of exanple, the authentication constituting 5process Pl
obt ains, as an execution result, bionmetric information (e.g., fingerprint
information) generated by a function of ggguentially executing a data
collection function for collecting bionetric data for the user and a signal
processing function for the 10signal processing of the collected bionetric

data. The contirso#g]:iiaffle?dt ntﬁeergqﬁh%?c%%eﬂe:%hren%%g%i nonclzotr}geext

generating unit e execution resu e au nticdation constituting

process PL anddihe <hall Snas @l die Jdomd ey ser il peodopromigli g devi ce 20.

The authentication context generating unit 47 descri header bl ock

clh and the dahadlidn ddboft therfdr st Bldden | cal i g eontextrgl 40
generate context information conprising the blocks clh and cld 20(ST11),

and sends the Igoni8xtof nf:empEitd ONtHO dilhaid iendti sat@sngenaratdgyg unit 46.
When receiving the context information, the authenticator generating unit
46 reads the gewredsd rifloraitd ors,l d0raraut-henit ot afe gener adidmedriom t he
25secret information managing unit 45 (ST12). The authenticator generating
unit 46 then us€nded igecret. d nf ofimetd mprint ol yemerast eran gantdmwettédat or in
47 accordance with the context information, and sends the authenticator to
t he aut henti cdty én foomiteran gehereiant ialilty 4xecuting a data

collection function for collecting biometric data for
the user and a signal processing function for the
10 signal processing of the collected biometric data.

The control uﬁit 42 then sends, to the
authentication context generating unit 47, the
execution result of the authentication constituting
process Pl apd the challenge value from the service

15 providing device 20.
The authentication conteéext generating unit 47
describes the header block clh and the data block cld
" of the first authentication context cl to generate
context information comprising the blocks clh and cld
20 (ST11l), and sends the context information to the
authenticator generating unit 46.

When receiving the context information, the
authenticator generating unit 46 reads the secret
information 1 for authenticator generation from the

25 secret information managing unit 45 (ST12). The
authenticator generating unit 46 then uses the secret

information 1 to generate an authenticator in



The authentication context generating unit 47 5describes this authenticator
in the authenticator block cla, and generates a first authentication
context cl conprising three blocks clh, cld, and cla (ST13). When
receiving the first authentication context cl fromthe authentication
context generatihg unit 47, the 10controlg7unit 42 sends the first

aut hentication context cl and the execution result of the authentication
constituting process El to the result information generating unit 48. The

resul t inforr%ta" m%ﬂmmtw‘}&éﬁﬂeﬁ% e fddstsaydantd cation
nd t of t

context cl a e execution result e authentication constituting
process El in aspagifiedormtedo ganarmptecdirst auhsnt igatdQitin

constituting process result information bl (ST14), and sends the fi%st
aut henti cati on;rdQconstituting process result information bl to the control
unit 42. The control unit 42 uses the communication unit 41 to send
the first authenti crié cauciodrstidatidrg quocess geasatdtinf ot i4h bl to the
unit integrating device 30 25(ST15). Wien the unit integrating device 30
recei ves t he fdgssiridndderiti<atutdrerconsttidmutimglpr cosssentesidttor block
cla, and generates a first authentication context cl
comprising three blocks clh, cld, and cla (ST13).
When receiving the first authentication context cl
from the authentication context generating unit 47, the
10 control unit 42 sends the first authentication context
cl and the exécution result of the authentication
constituting process Pl to the result information
generating unit 48.
The result informatioh generating unit 48
15 describes the first authentication context ¢l and the
execution result of the authentication constituting
prodess Pl in a specific format to generate first
authentication constituting process result information
bl (ST14), and sends the first.authentication
20 constituting process result information bl to the
control unit 42.
The control unit 42 uses the communication unit 41
to send the first authentication constituting process
result information bl to the unit integrating device 30
25 (ST15). |

When the unit integrating device 30 receives the

first authentication constituting process result



48 information bl (ST16), the control unit 32 then sends the first
~authentication constituting process result information bl and an
- authentication constituting process P2 execution request to the second unit
- devi ce 50 which conmes next in the processing order in accordance with the
execution result in the device informatiofgstorage unit 33, as shown in
FIG 18 (ST17). Wen the second unit device 50 receives the 1lOchal l enge .
val ue, the first authentlcatlon constltutlng process result information bl,

and t he a“thenihﬁgghQQlSRnﬁi ﬁ R&eéénf o EXGEIL | 22 §E8H6§&n&§T18)

the control unit sends e aUt entrcation consti g process P2

~executing unitR3, riher 13eXeCHt | 0F iSﬁ“t%n9§lE@€1 §F8éé§§tk89ult

constituti ng process Pl extract ed rom-t I rst a enticatlon

constituting piﬁ?é%awé#'%l'%@ré@té%h@ﬁtl@&‘ﬁ@r@ E3LSHLLQPipguest, in
accordance wth the authentication processing that is predeterim ned or that

20i s specifiedpbyctbe aptbgati€abhoncfegyestof o ¢deoseryhce Qsevedi ng
devi ce 20. The authentication constituting process P2 executing unit

53 reads5t he userwhhtQueohas ofiemt | DN bha promesdhengesr@éri nfior mati on
managi ng unit 55 (ST19), 25and executes the authentication constituting
process P2 in accordance with the esecubiometeselt efrrentid@éviosor mation
55c out of the user unique information and 49 the execution result of the
authent|Cat|onl@ﬁggmaty@mn@torage unit 33, as shown in FIG. 18

(ST17).
When the second unit device 50 receives the

10 challenge value, the first autheﬁtication constituting
process result information bl, and the authentication
constituting process P2 execution request (ST18), the
control unit 52 sends, to the authentication
constituting process P2 executing unit 53, the

15 execution result of the authentication constituting
brocess Pl extracted from the first authentication
constituting process result information bl, and an
execution reQuest, in accbrdance with the
authentication processing that is predetermined or that

20 is specified by the authentication request from the
service providing device 20.

The authentication constituting process P2
executing unit 53 reads the user unique information 55a
from the secret information managing ﬁnit 55 (8T19),

25 and executes the authentication constituting process P2
in accordance with the user biometric referential

information 55¢ out of the user unique information and



process Pl (ST20), thereby obtaining an execution result. That is, as shown
in FIG 5 by way of exanple, the authentication constituting process P2 :
obt ai ns, as- 5an execution result, successful authentication (unsuccessful
aut henti cation) by the processing of sequentially executing a storage _
function for storing the bionetric referggial information for the user, a
mat chi ng function for matching the user bionetric 10infornmation against the
bi ometric referential information 55c, and a judging function for judging

by the, mat chi g, syl s, et heg ot he gl pertd ealdon L. sugcessiuleudhe;

authentication constituting process P2 executing unit _ ~conpare”the
hash val ue cal gpbated Abf[omine tserebi OOBLL{gi e onenslal {of ormation 55¢

with the hash value of the bionetric r€¥erent|al infornmation in the user

identification-éshipr mattoh: ceslifscatendoh B, fyurpherapest osmmspeessi ng
to judge that the authentication is unsuccessful 20regardl ess of the result

of the aut hentigati@theonstat Lbh NGoRs OLESEI MY wWhede § hephash yahsiesaglo not
correspond to each other. . The control unit 52 then sends, to the

aut hent iat i onagostexdtt pemeradn g, ushdcdds fihea2Bexecutaohoriesul t of the

aut henti cation constituting process P2, the user identification information

certificate 55bunsmcotsshiel usetrhemt gert 1o orbmt tlom, pandesS0ng hef chal | enge

val ue. sequentially executing a storage function for storing
the biometric referential information for the user, a
matching function for matching ﬁhe user biometric

10 information against the biometric referential
information 55¢, and a judging function for judging by
the matching result whether the'authentication is
successful. The authentication éonstituting process P2
executing unit 53 may compare the hash value calculated

15 from the user biometric referential information 55c
with the hash value.of the biometric referential |
information in the user identification information
certificate 55b, and further perform processing to
judge that the authentication is unsuccessful

20 regardless of the result of the authentication
constituting process P2 when the hash values do not
correspond to each other.

The control unit 52 then sends, to the

authentication context generating unit 57, the

25 execution result of the authentication. constituting

process P2, the user identification information

certificate 55b out of the user unique information, and



The authentication context generating unit 57 describes the header bl ock
c2h and the data block c2d of the second authentication context c2 to
i nformation conprising the blocks c2h and c2d (ST21),
information to the authenticator generating unit 56. \Wen
receiving the context information, the audenticator generating unit 56
reads the secret 10information 2 for authenticator generation fromthe
secret information managing unit 55 (ST22). The authenticator generating

gener ate 5cont ext
sends the context

unit 56 then
accordance wi

and

Uﬁ éﬁﬁif@ﬁé@t grnatlon 2 to generate an authenticator in
t

t he cont

context generating unit 57 describes this authenticator”in t
aut henti cat or & oeki K24, + 198 0h SSAEF ab BSc @ é@@%@dayﬁ@e@éwa&w@kcmext c2

20conpri si ng

t hree bl ocks c2h, c2d, and c2a (ST23). When receiving-

t he second aut@ﬁﬂ&h@%é@cﬁh@%ﬁ%nt@ﬁcéﬁm t den Betk heat | €at gome €010 ext

generating unit 57, the control unit 52 sends the second authentication
cont ext £2 andcdrmtes=:ex e ¢ xama t 2l domdr 1 drien @ Salud hiehd ¢ kat ¢ i aodse2d ut i ng

process P2 to the result information generating unit 58. The result
i nformati on geh®¥ati nenaisensds Bile context information to the

10

15

20 .

25

authenticator generating unit 56.

When receiving the context information, the
authenticator generating unit 56 reads the secret

information 2 for authenticator generation from the

- secret information managing unit 55 (ST22). The

authenticator generating unit 56 then uses thé secret
information 2 to generate an authenticator in

accordance with the context information, and sends the

~authenticator to the authentication context generating

unit 57.

The authentication context generating unit 57
describes this authenticator in the Authenticator block
c2a, and generates a second authentication cdntext'cZ
comprising three blocks c2h, c2d, and c2a (ST23).

When receiving the second authentication context
c2 from the authentication context generating unit 57,
the control unit 52 sends the second authentication
context c2 and the execution result of the
authentication constituting proceSs'PZ td the result
information generating unit 58.

The result information generating unit 58

ormati on, and sends the 15. authenticator to
the authentication ﬁ@@tgag:h@ﬁfa%g%wﬂ UhteR! generatidfCupiLhgntication



~describes the second authentication context c2 and the execution result of
the authentication constituting process P2 in a specific format to generate
. second aut hentication constituting process result information 5b2 (ST24),.
and sends the second authentication constituting process result information
b2 to the control unit 52. The control unjit 52 uses the communi cation. unit
51 'to send the second aut hentication constituting process 10result
information b2 to the unit integrating device 30 (ST25). . The unit

ot fing dayice. . , Lol 2y o
I ntegrating %fé%ﬁ&eée&ﬁé@é@@@%ﬁ%&%l&m%@%& Ui g

process result information b2 _ FIG “the control unit
32 15ascertai ns.dhati dhe-piocesst nhof s M hed e AUt d £at {0 popsti tuting

processes has been finished, and then sends the first authentication

constituting psesss resud 4 nfuamtion binand d heersecond aatdentication
constituting process result 20information b2 to the result information

integrating unddthkht ildwe: 1@sWdnd i Qriid Qroddd Loradi g Unf drrcekc goner at es
aut henti cati on processing result information b (ST27). In the
aut hent itcat i orbr EESS) Nngarreesidids nfloy netd¢and by uthentauddreindnn cat i on cont ext s
cl and c2 in 25the authentication constituting process result information
bl and b2, andarketigxeting @roesig trésuthelmint@Eticatidbteonst it uti ng

process result information 52
control unit 52.

The control unit 52 uses the communication unit 51
to send the second authentication constituting process
10 result information b2 to the unit integrating device 30
(ST25) .
The unit integrating device 30 receives the second
authentication constituting process result information
b2 (ST26). As shown in FIG. 19, the control unit 32
15 ascertains that the processing of all the
authentication constituting processes has been
finished, and then sends the first authentication
constituting process result iﬁformation bl and the
second éuthentication cohstituting process result
20 information b2 to the result information integrating
unit 34. The result information ‘integrating unit 34
generates authenfication processing result information
b (ST27). .In the authentication processing result
information b, the authentication contexts cl and c2 in
25 - the authentication constituting process result
information bl and b2, and the execution result in the

authentication constituting process result information



b2 received fromthe | ast second unit device 50 in the processing order are
described in a specific format. The unit integrating device 30 sends
t he generated authentication processing result information b to the 5user
termnal 10 (ST28). - When receiving the authentication processing
result information b (ST29), the user terdg nal 10 sends the authentication
processing result information b to the service providing device 20 as the
‘result for the 10authentication request (ST30). - When receiving the

authentlcatlonb@rg &S5t 89 ff@ﬁ e'f£ MBL L on bu£§g3%%v%%ge5 a%%enge val ue

providing device sends, to the ver y1 ng device 6

previously hel Hrbéleééfrﬁ)g %_J?’def h§ré5@é’§gﬂﬁé<ﬁ?§§/°§ %ﬁ?ﬁ?f%& B, Fstl t

information b,” and the Service providing po e storage unit 23

(ST32). Wien the u@itfnggﬁlsﬂﬁg §8viesesyesehhs EH@' Lengeavalue,
the authentication processing result 20information b, and theé service

provi di ng pol i gytRabt { &S30n éf@c&@éirﬁd'f@smtlr@?oﬁrﬁﬁﬁiénVErttg'§l@é' on.
The verifying unit 62 verifies that the received authentication processing
result imfornatsen tefmisal heo sper2dic format. For exanple, the verifying
unit 62 25verifies that there is no mssing information in the

aut henti cati on procésenngecesvingi nieraathent bcaThenverotgsagnanit 62

. verlfles t he aut henti cat.ors

result information b (ST29), the user terminal 10 sends

the authentication processing result information b to

the sefvice providing device 20 as the result for the
10 authentication request (ST30).

When receiving the authentication processing
‘result information b (ST31), the service providing
device 20 sends, to the verifying device 60, the
éhallenge value previously held in step ST3, the

15 authentication processing result information b, and the
service providing policy 23b in the storage unit.23
(ST32) .

When the verifying device 60 receives the

challenge value, the authentication processing result
20 information b, and the service providing policy 23b
(ST33), the verifying unit 62 starts verification.

The verifying unit 62 verifies that the received
authentication processing result information b fits the
specific format. For example, the verifying unit 62

25 verifies fhat there is no missing information in the
authentication processing result information b.

The vérifying unit 62 verifies the authenticators



"53 in the authentication contexts ¢l and c2 described in the received

- authentication proceSsing result information b. The authenticators are

- verified by the correspondi ng public keys, for exanple, when the
Sauthenticators are digital signatures. The authenticators are verified by
the common key previously shared by the wyt devices 40 and 50 when the

aut henticators are message authentication codes. The verifying unit 62
verifies the digital 10signatures in the equipnent certificates 44a and 54a

| ncl uded i n t hg, authentieatd on, cop exts £l and: oz, dessribed. ik d hg, recel ved

aut henti cati on processing resu I nformation in accordance wt

bubli ¢ key 10 {ihe MBI Ga1dA{] CALRor SMRted Didder ot grage nit 1563

The verifying unit 62 verifies the digital signature In the user

identificati onidffQietdon certnd i sateehdh-d et dded i et hes autihentication
context c2 described in the received authentication processing 20result

i nformati on b dormeqandsinee pMid i ¢ hiee bl fer keyari®ml & hevlidn rehgarty
organi zation in the storage unit 63. The verifying unit 62 verifies
t he evaltuat i ommutgportiscatdr sarak 4 g incd udeidyriat utes autTent i cati on cont exts
cl and c2 described in the received 25aut henti cation processing result
i nf ormati on b dutheydorabdiees e teel Fiepbibred Iseradrreoprioay di ng policy 23b.
Level s are assigned to the service providing
previously shared by the unit devices 40 and 50 when
the aufhenticators are message authentication codes.
The verifying unit 62 verifies the digital
10 signatures in the equipment certificates 44a and 54a
included in the authentication contexts cl and c2
described in the received authentication processing
result  information b in accordance with the public key
to the equipment certificate issuer in the storage unit
15 63.
The verifying unit 62 verifies the digital
signature in the user identification information
certificate 55b included in the authentication context
c2 described in the received authentication processing
20 result information b in accordance with the public key
to the third-party organization in the storage unit 63.
The verifying unit 62 verifies the evaluation
reports 44b and 54b included in the authentication
contexts cl and c2 described in the received
25 authentication processing result information b in

accordance with the received service providing policy

23b. Levels are assigned to the service providing



54 classifications of the service providing policy 23b. The verification
result by the verifying unit 62 is a service providing classification at
-the highest level that confornms to the service providing policy 23b. 5Here,
the "level" nmeans the level of a service. For exanple, conditions based on
~various perspectives correspond to the "lgyel": a nmoney-based condition
that permts use up to ten thousand yen or fifty thousand yen, or a

ti me-based condition. This also applies to 10t he explanations in the

fol oW ngermbogh S0 By ot < ons TS VETLLVENG, UTLL, 62 erd L £5, (15, chal | enge

val ues in the authentication contex ¢l and descr e received

aut henti cati 02{%"&@?&?8&?&&" Eeé%ﬁe’r%ﬁ}?@.@eiffﬁ?r?z%rm.e?é’“ ih ghe

recei ved 15ch nge val ue. yi ng un 2 verifies that the

execution resuld @eserhped: hind heLd Soek ved: put hepticati oo DEOCESSENg resul t
information b is proper. Subsequently, the verifying unit 62 judges whet her

20al | the veridfiLationrsossl tS €escsdbeicaboysy B enProPeicy J34) . Wien even
one of the verification results is not proper (ST34; inproper), the

verifyi g unitH&aZ® | udges 1dvsl f andad® tiee i wadl dof alds¢ £pDEd s tiher
invalidity to the service providing device 20 (5T35). 25The service
provi di ng devicwrol g ecedveést idres iasd dint yvaepors $ST3BIct ek reports the
invalidity to the user termnal 10 (ST37). The user terminal 10 receives
the 55 inval idfinsesrpodttd ST88)" ) lewal Ti i shezeytea prdceexdhigl ¢rSTEHE On
the other hand, when all the verification
permits use up to ten thousand yen or fifty thousand
yen, or a time-based condition. This also applies to
10 the explanations in the following embodiments.
The verifying unit 62 verifies the challenge
values in the authentication contexts cl and c2
described in the received authentication processing
result information b in accordance with the received
15 challenge value.
The verifying unit 62 verifies that the execution
result described in the received authentication
processing result information b is proper.
Subsequently, the verifying unit 62 judges whether
20 all the verification results described above are proper
(ST34). When even one of the verification results is
not proper (ST34; improper), the verifying unit 62
judges this fact to be invalid, and reports the
invalidity to the service providing device 20 (ST35).
25 The service providing device 20 receives the invalidity

report (ST36), and reports the invalidity to the user

terminal 10 (ST37). The user terminal 10 receives the



results are proper (ST34; proper), the verifying device 560 reads the user
identification information fromthe -user identification information
certificate 55b used for the verification (ST40). As shown in FIG 20, the
verifying device 60 then sends, to the service providing device 20, the
user identification 10i nformation, the veggficatlpn result that indicates
properness, and the service providing classification which is the .
verification result of the servi.ce providing policy 23b (ST41). The service

rovi di ng devi .r.eceives the 15identification i nformati on and the
8erifica?iCn rggﬂgglﬁgﬁﬁzf?pQ% n(Fﬁgé§Er?ch§fP6ﬁﬁ?§sEP? PECHPOPERY the
. service providi§g3gyit 22 then searches the storage unit 23 in accordance
with the user idenfification information, and reads service user

identification 20inbﬁrgﬁéi?9hé?'9anda8%ﬁ§§iElEaEHenggg?ElcQ§§8ﬁiated Wi th

the user identification information ( service providing

unit 22 extractsSssSet¥i i ti or fr t ge
unit in accordgnie aﬁtﬁg?hg£§%g§ gg?%?cepg§§%§gdegg%f?§5¥?zggﬁggﬁ%g§%at|on

(ST44), and senolsréh@sSenyi 68t N QENBL FORa £ 06N USRESEQ 168 HSgh tgLm nal 10
(ST45). The service information provided for users is service information

56 at a | ower -hsvel idehecfidaftom theotexel onf céhei SEEyt €5 P oyl Ng
classification of the user information 23a and the | evel of the service
provi di ng cl askd¥ithaei varwhichtiont hgT4@r i fiZat sloown esnl ¥Idby 2he wesi fyi ng
verifying device 60 then sends, to the service
providing device 20, the user idehtification
10 information, the verification result that indicates
properness, and the service providing classification
which is the verification result of the service
providing policy 23b (ST41). |
The service providing device 20 receives the user
15 identification information and the verification result
(ST42). When the verification result is proper, the
service providing unit 22 then searches the storage
unit 23 in accordance with the user identification
information, and reads service user identification
20 information (e.g., a credit card number) associated -
with the user identification information (ST43).
| The service providing unit 22 éxtracts service
information for users from the unshown storage unit in
accordance with the read service user identification
25 information (ST44), and sends the service.information

for users to the user terminal 10 (ST45). The service

information provided for users is service information



5device 60. The user identification information in the user identification
information certificate 55b is provided by the TTP, and is different from
the service user identification information provided by the operator of the
service providing device 20. 10The user term nal 10 receives the service
information for users (ST46), and finishes.the processing (ST47). As

descri bed above, according to the present enbodi nent, verification is
performed by the use of the 15authentication contexts cl and c2, the

i pm it 44 54 h | i 44b d.54b, th
cau prent cert L1 SahegpA4tennd 45, cLag eralustionoteports 4ah.and sib. (he
policy 23b, a”BrEQ%dﬁHg'E§§9§i¥§EH%iOIhb§ Eﬂgfh98%33h98r35%35ﬂ35§3 the
20necessity of “carrying and preséenting a card sUch as a credit card or a

- bank card haYiBHd?%béi§EvH§96figﬁ@tEEEG@EEOBrBOEQEH?tEQQs heteLp;ognd -
enables the identification of a user. In the present enbodinent, it is

~possible to 25ygiichyikhahet beraut BBt bRalEeN160RG! LhHL LBG 1 PLORESS IS
reliable fromthe aspects [1] to [7] shown below. [1] By the configuration
that verbfies theiterpsat 5SHe user identification information in the

user identification information certificate 55b is

provided by the TTP, and is different from the service

user identification information provided by the

operator of the service providing device 20.

10 The user terminal 10 receives the service
information for users (ST46), and finishes the
processing (ST47).

As described above, according to the present
eﬁbodiment, verificafion is performed by the use of the

15 authentication contexts cl and c2, the equipment
certificates 44a and 54a, the evaluation reports 44b
and 54b, the user identification information
certificate 55b, the service providing policy 23b, and
the challenge value. This configuration eliminates the

20 necessity of carrying and presenting a card such aé a
credit card or a bank card having service user
idéntification information thérein, and enables the
identification of a user.

In the present embodiment, it is possible to
25 verify that the authentication constituting process is

reliable from the aspects [1] to [7] shown below.

[1] By the configuration that verifies the format



of the authentication processing result information b, it is possible to
check that there are no inadequacies in the authentication processing
result information b serving for verification. 5[2] By the configuration
that verifies the authenticator, it is possible to check that the execution
contents and execution results of the uni§7devices 40 and 50 are not

al tered. [3] By the configuration that verifies the 10eval uation
reports 44b and 54b, it is possible to check that the unit devices 40 and
50 are proper devjces. . [4] By the configuration ., that verifies the
nser i dentificat] %ei%$%¢%%f%%%t %?tP??%%f%1%%bFeFFiFslng§?%Fb°?obcheck
that user idenfjf] Londnfo ion, 15i s proper user_identification

i nformation fo%tt%%aéégglgﬁécﬁgﬁ%%e%%d€¢%%n%g T one ?i%oah?%%%%?%%f?%n.

[5] By the Coniﬁgyﬁﬁléﬁgﬁéégﬁ?%€{$ﬁ?§§oé§§s§§8'g@%%g@5£§§§%$§¥f§9 gnd 54b,

it is possible to chec e unit devic 4 y theé service

20providing pokifying for védPlrB¥athe,configuration that verifies the
chal l enge value, it is possible to check that there is no replay attack of "

the authgntication pepcessing eesplguiof osnBLhON berklEilbs agsumed that the
replay 25attack here is an attack in which a malicious third party hol ds

t he aut hent i catitinept Deeisst NOi t ebsll pos siflor et d odhdck othdhetwser col | ect ed
froma network and 58 then resends the authentication processing result
information b ¢xequtei@nd-drotdret ¢ hasd usescuThen chathengeofatiue wsia random
val ue generated for every authentication processing, so that even in the
case of 5such de¥eptayd Gtand kS0 tdvee rept syl @ xedk can be detected

[3] By the configuration that verifies the
10 evaluation reports 44b and 54b, it is possible to check
that the unit devices 40 and 50 are proper devices.

[4] By the configuration that verifies theruser

" identification information certificate 55b, it is
possible to check that user identification information
15 is proper user identification information_for the user
which has undergone biometric authentication.

[5] By the.configuration that verifies the-
evaluation reports 44b and 54b, it is possible to check
that the unit devices 40 and 50 satisfy the service

20 providing policy.

[6] By the configuration that verifies the
challenge value, it is possible to check that there is
no replay attack of the authentication processing
result information b. It is assumed that the replay

25 attack here is an attack in which a malicioué third
party holds the authentication processing result

information b for the user collected from a network and



if the challenge val ue does not correspond. [ 7] By the execution
result verifying function, it is possible to check that the execution
result of the biometric authentication is proper. 10ln the present

enbodi ment, the user identification information in the user identification
information certificate 55b is different fgom service user identification
informati on such as a credit card nunber. Therefore, the service user

- identification 15information is not transntted on the network, so that the .

possi bil ity of ilie Leakage of Uie seru] o8 user LJenLL i galion | nf or mat i on

can be reduced. he uSser can use a service’even if the user

does not know { e, servi &e ]:IJJSLEC}: r%gpeeggridig@tgé)nt@pg 3%0% atifpn, Thus, when the

credit card is discontinued advertent | eakage e service user

i dentificationcidfosded i-pmad t1d buted 4oy the WS el 6ar, be prsvented, The
service providing systemdescribed in the 25present erbodi nent can be .

applied to vardwisermadedsied pioreidigg addetdcadvonsin Re exawlgs in the
case of an on-card matching 59 (0CM npdel of the bionetric
aut hentiTati orsudihen frgslapwnit ey cehdOrferd pramseddie ol [wetdeare @l si gnal
processing of bionmetric data. The second unit device 50 holds a tenplate
whi ch is previidusihe r&y stered Ehiwetoex nef erx@nte ghonaf or mat i on, checks
t he signal
[7] By the execution result verifying function, it

is possible to check that the execution result of the

biometric authentication is proper.

10 In the present embodiment, the user identification
information in the user identification information
certificate 55b is different from service user
identification information such as a credit card
number. Therefore, the service user identification

15 information is not tranémitted on the network, so that
the possibility of the leakage of the service user
identification information can be reduced. 1In
addition, the user can use a service even if the user
does not know the service user identification

20 information. Thus, when the credit card is
discontinued, inadvertent leakage of the service user
identification information attributed to the user can
be prevented.

The service providing system described in the
25 present embodiment can be applied to various models of

biometric authentications.

For example, in the case of an on-card matching



processing result fromthe first unit device 40 against the tenplate, and
out puts a judgnent result based on the matching result. In the case of a
. store on card (STOC) nodel of the 10bionetric authentication, the first

- unit device 40 perforns the collection and signal processing of bionetric
data. The unit device 50 holds a tenplatesshich is previously registered
bi onmetric referential information, and supplies the tenplate to the first
15unit device 40 or a third unit device. The third unit device is not

- described in thecpyessatl egbodiient omapg; ESadesehi bedeene £ar Ehpsfirst
time. The first unit device 40 or the third unit device checks the signal

processing resghitfaemebesdigstronht ey 661 #0-208h Nsha20thgatenpl ate, and
outputs a judgnent result based on the matching result. The third unit

device i s subspantéabiygsoiibasmétr CONHLGHI at Tiod addonpenattofetOcéhe first
unit device 40. (Second Enbodi nent) 25FIG 21 is a schematic di agram
showi ng the cobfilgoradsi anteafipbatservheh piovpoengosysyeneqtsoededg to a
second enbodi nent. Parts simlar to those in 60 FIG 1 are indicated by
t he saned r ef erleheresi ynsraferawt idbstnfbedat hodetai¢cksetlee dighiaiences are
mai nl y descri bed. Repeated exglanations are not given in the follow ng
embodi nents eiRHeFSSSTRG B uskhtfeomodheehirss Wwhbdievtasi 60 agaimst
present enbodi nent, and uses mnultinodal bionetric authentication. The
mul ti nodal  bi ot rFemRIA Hent3RAT QWP YES bR oheddmenaut dent F caeFeR ehat nakes
a judgnment by gg%in two or nore matching results based 10on bionetric

n

i nformation a DT 1S bt accurat e

In the case of a store on card (STOC) model of the
10 biometric authentication, the first unit device 40
performs the collection and signal processing of
biometric data. The unit device 50 holds a template
which is previously registered biometric referential
information, and supplies the template to the first
15 unit device 40 or a third unit device. The third unit
device is not described in the present embodiment, and
is described here for the first time. The first unit
device 40 or the third unit ‘device checks the signal
" processing result from the first unit device 40 against
20 the template, and outputs a judgment result based on
the matching result; The third unit device is
.substantially similar in configuretion and operation to
the first unit device 40.
| (Second Embodiment)
25 FIG. 21 is a schematic diagram shewing the
configuration of a service providing system according

to.a second embodiment. Parts similar to those in



‘bionetric authentication. The configuration of the unit device varies
dependi ng on which of the OCM and STOC nodel s described in the end of the
~first enbodinent is used for each 15piece of the bionetric information.
Meanwhi |l e, the unit device that includes an actually used tenplate
functions in the same manner as the seconghunit device 50 according to the
first enbodi nent. The unit device that includes no tenplate and that
perfornms the 20 authentication constituting process operates in the sane

manner as the fhestyugil devigcecdd Becordl anocLbe Lhist eghadipmnt.

Here, the OCM nodel is used Irst and second uni evi ces 40 and

50 of a first geheaBscalgeddihrgbrand. segopd, uai§f9§¥hes§ 40-apd; pPyof a
second scheme are provided. The first and second unit devices 40 an% 50 of

the first schegesapdbthe frestaend éﬁgp@ﬁlat§ényna£ed§MtC§§véQ apd. R0 of the
second schene are only different fromeach.other in bionetric

aut henti cati onfoelboing eeoodaméhbgeepthdt . aut henti cati on nethod and a face
aut henti cati on nmethod), and have the sanme function 5bl ocks. As shown
in FIG 22, in a unTheiptegeati agbdévimerB80isaaunotiidevaceononst thati ng
information 33a’ in a device information storage unit 33 is described in
conformity to Phesé¢nt setmpdimenbndandi tseevinebsinodahdbioBetoiceach schene.

©As shown in FIG 23, in a service providing device 20, user identification
i nf or mati on |na%ﬁﬁ%%ﬁl¢%k#ﬁnf|c%h?omulﬁimﬁ tilhometri¢i cate and TTP

information in user inforpation 23a' within a storage 15unit 23 are
descri bed for ?%%h?n?%?a%%%%nﬁsamﬁo$%%rlc authentication that makes a

judgment by mixing two or more matching results based
10 on biometric information and thus permits more accurate
biometric authentication.

The configuration of the unit device varies
depending on which of the OCM and STOC models describéd
in the end of the first embodiment is used for each

15 piece of the biometric information. Meanwhile, the
unit device that includes an actﬁally used template
functions in the same manner as the second unit device
50 aécording to the first embodiment. The unit device
that includes no template and that performs the

20, authentication constituting process operates in the
same manner as the first unit device 40 according to
the first embodiment.

Here, the OCM model is used. As shown, first and
second unit devices 40 and 50 of a first scheme, and

25 first and second unit devices 40 and 50 of a second
scheme are provided. The first and second unit devices

40 and 50 of the first scheme and the first and second



second schene. Regarding a service providing policy 23b" wthin the
storage unit 23, bionetric authentication constituting process infornmation
and a reference val ue 20of bionetric authentication accuracy are descri bed
for the first scheme and the second schene in one service A For
exanpl e, bionetric authentication constitgiting process information a and 7
are provided for the first 25schene, and bionetric authentication
constituting process information p and 8 are provided for the second

scheme. 1N thi s, casgeys€gar g ngohheo Ssr vige cﬁ&nesg£§!§ﬁ%§hgit E

possi ble to se ECt ana use t lonetric aut e |ca I on cons

process infor n@tod-&h @ndr¥mf it Nerfd £ Sin SSheRB: r20d, L DR 9&9&1%&{
authentlcatlon constltutlng process 5informati on 9] an% ?or t he second

schene. This igetwdd!l (&14ed é0firh§e§ﬁf¥ﬁ@eatftﬁ@ﬁt18§t§8ﬁVﬁl@@h&d &g 4s
‘applied to target services. shown in FIG 24, in a verifying

devi ce 60, i nfpac@tdorhamned Pabloe df@msodﬂ,erﬁm@aﬂla@é @@érgmnﬂm@@tﬂ&ﬁo
- secret information for the unit devices 40 and 50 of the storage unit 63

are descyi bed Bosckdhe first schene and the second schene. As shown
in FIG 25, in authentication processing result information b output by the
uni t integrating_15@%v$h@WGOinFI@t and secandnuhi intdeyreeispedevycag
30, a unit device éonstituting information 33a’ in a
device information storage unit 33 is described in
conformity to the first and second unit devices 40 and
10 50 of each scheme.
As shown in FIG. 23, in a service providing device
20; user identification information in a usér
identification information certificate and TTP
information in user information 23a’ within a storage
15 unit 23 are described for the first scheme and the
second scheme. |
Regarding a service providing policy 23b’ within
the storage unit 23, biometric authentication
constituting process information and a reference value
20 of biometric authentication accuracy ére described for
the first scheme and the second scheme in one service
A. |
For example, biometfic authentication constituting
process information a and y are prbvided for the first
25 . schehe, and biometric authentication constituting

process information B and & are provided for the second

scheme. 1In this case, regarding the service A and a



- information, the execution result of the authentication constituting

- process P2, and first and second authentication contexts cl and c2 are

- described in conformty to the first scheme and the second schenme. 20Now,
the operation of the service providing system having the above
configuration is described with referencegsto the flowhart in FIG 26.
Processes in steps STl to ST7 are perfornmed in the nmanner descri bed above.

" 25Processes in steps-ST8 to ST26 are perforned so that the second schene is

. per f or med aftegnggbgig§ti§cp§g$as 83e to Sié%ggegﬁgsuéglﬁﬁip;r?Iggst?n

ST39 are performed in the mann escribed a _
step ST40, the MsidiyiOthchevdce: 60 {1 8adsopbd i tiber g fesands user

identification information. Processes in steps ST41 to ST42 are
performed in tihefdmmmneiodlascdided ROt e 1M BPIRIRSR | Bintd epeST43, the
service providing devi ce 20 searches pieces of user identification

10i nf or mat i on.biomet ridProcEssesi ¢4t SdrepsoriTdd lioi if drasesperformed in the
"manner described above. As described above, according to the present
enbodi mént, thHefanmsation Becahd Uit tdheyvisee™D sarhgens)  This is not
limited to the service A and the service B, and is
applied to target ser&iées.
As shown in FIG. 24, in a verifying device 60,
information and public keys identical or corresponding
10 to secret information for the unit devices 40 and 50 of
the storage unit 63 are described for the first scheme
and the second schéme.
As shown in FIG. 25, in authéntication processing
result information b output by the unit integrating
15 device 30, first and second unit device specifying
information, the execution result of the authentication
constituting process P2, and first and second
authentication contexts cl and c2 are described in
~conformity to the first scheme and the second scheme.
20 Now, the operation of the service providing system
having the above configuration is described with
reference to the flowchart in FIG. 26.
Processes in steps STl to ST7 are performed in the
manner described above.:
25 Processes in steps-ST8 to ST26 are performed so

that the second scheme is performed after the first

scheme.



150f the first schene and the first and second unit devices 40 and 50 of
the second schene are provided. This configuration allows the application
~of the first enbodinent to the nmultinodal biometric authentication. (Third
. Enbodi nrent) 20Now, a service providing systemaccording to a third

enbodi nent i s descri bed. The preseqy enbodiment is a nodification of
the present enbodinent. In order to reduce the effect of the nodification
of a user identification information 25certificate 55b on a service

providing device 20p:Lhgs seLVigesPLOYI 8hA9 LEVE£Ss 20, dogs, POL,OG! ¢ he user

identification information Iin the user i1dentification nfornati on

certificate 550he manneMi&sSPESLdI g@lly, as shown in FIG 27, cooperated
- user information 63a Is stored In a storage unit 63 of a verifying device

60 in addition to the aforesesti pped:SHNEPLMALENE R0H: PYbhi Cakeyseigenti cal
or corresponding to secret information for unit devices 40 and 50. In the

cooper at ed usefreddd oA NALH10H EBEEetder Ussr | i ffCadd psninformation in the
user identification information certificate 55b, and cooperated user

- 10i dent iF i cat i onfonfiatiaii on which has a value different fromthat of the

user identification information to identify the user are described in
associ ation with eakhoothees i usteprnad®sl arno alitd 2sare appassmwoed, imn
account nunber, TTP information, and a service | D may

the manner described above.

In a process in step ST43, the service providing

device 20 searches pieces of user identification
10 information.
- Processes in steps ST44 to ST47-are performed in
the maﬁner described above.

As described above, according to the present
embodiment; the first and second unit devices 40 and 50

15 of the first scheme and the first and second unit
devices 40 and 50 of the second scheme are provided.
This configuration allows the application of the first
embodiment to the multimodal biometric authentication.

{Third Embodiment)

20. Now, a service providing system according to a
third embodiment is described.

The present embodiment is a modification of the
present embodiment. In order to reduce the effect of
the modification of a user identification information

25 certificate 55b on a service providing device 20, the

service providing device 20 does not hold the user

identification information in the user identification



15be further described in the cooperated user information 63a in

associ ation with one another. The verifying unit 62 has a next
cooperated user identification information sending function (f62-9)'

i nstead of the aforenentioned user identification 20informati on sending
function (f62-9): (f62-9)" A coopespted user identification

i nformati on sending function to send, to the service providi ng device 20,
t he cooperated user identification information read fromthe. cooperated

© user infornatiggﬁgggggigg @&PQ;P?Q%Feméﬁﬁ the user identification
|

information in the user identrfrcatron information certificate 55b used for

the verification byvthe géseifﬁéahﬁgptggigﬂ&%Hni'n%@éﬁﬁ&boncgsgékékgate

~verifying function and the verification result t at_lnqlcéte roperness
when al | the vesificatdphat £sM! £5abyst beofos nBy é(%t&f%&g finpetgon, gt he

aut henti cator verifying 5function, the equi pment certifrcate verifying
function, the asesrifenidfdeatéonconforaddiorosersi theak eoventhyifGed
function, the evaluation report verifying function, the chall enge val ue
verifying funcinbormamnion hen@xeabl i onkegsuldenvercdyi g EDNEEsPONAL R Pr oper .
100n the other hand, as shown in FIG 28, user information 23a" in which
cooper at ed usetoisemet i paféomatdorfat i anit sdelebces bed asdsboredinn the
storage unit 23 of the service providing device 20 instead of the

af or ement i oned"@iseropeierited i ek ¥ obnfiGimd okomt § dn, | the heseser
identification, information certificate 55b" in the user information 23a.
The cooper at ed" IREETL F et 190 cH O3 hEQR et | Eie i WS ehel darrif gk herti on 23a"

is the sane as, t he cooperated gger idqﬂgification information in the
storage unit 69 qrmatlon certificate b, and cooperated user

10 identification information which has a.value different
from that of the user identification information to
identify the user are described in association with
each other. A user name, an address, a password, an
accouht number, TTP information, and a sefvice ID may

15 be further described in the cooperated user information
63a in association with one another.

The verifying unit 62 has a next cooperated user
identification information sending function (£f62-9)’
instead of the aforementioned user identification

20 information sending function (£f62-9):

(f62-9)" A cooperated user identification
information sending function to send, to the service
providing device 20, the cooperatéd user identification
information read from the cooperated user -information

25 63a in accordance with the user identification
information in the user identification information

certificate 55b used for the verification by the user



20t he verifying device 60. The service user identification information in
the user information 23a" has a value different fromthose of the
cooperated user identification information and the "user identification
information in the user identification information 25certificate 55b" to
identify the user, and is associated wthg he cooperated user
identification information. 66 The service providing unit 22 has a next
cooperated read function (f22-3)' instead of the aforenentioned read

functi on (122-Ban {12230 A corparales, read functdon, 1o spareh the

Sstorage unit 23 in accordance Wt} tJhe_ cooper at ed user 1 fication
i nformation ang,feamhselyh CendISgtr i Aantd fd,catd am ¢ nfiL it o gssoci at ed

with the cooperated user identification information in response to the
cooper at ed usegrdplentddd catdons i nfoidraid one ange 104 hee yerd § isptdpn resul t

fromthe verifying device 60 when the verification result is proper. Now,
t he operati on ©friidte wervigindrOvich eh S yiSie nadave migh ¢ deo boyei fying
configuration is described with reference to flowhart in FIG 29.
15Pr ocesses i nfwieporSTitie Sfdibresret pesfor fieckta tduel iimer fdestcidbed
above. the user identification information certificate
verifying function, the evaluation report verifying
function, the challenge value verifying function, and
the execution result verifying function are proper.

10 On the other hand, as shown ianIG. 28, usér'
information 23a” in which cooperated user
identification inforﬁation is described is stored in
the storage unit 23 of the service providing device 20
‘instead of the aforementioned “user identification

15 information’in the user identification information
certificate 55b” in the user information 23a. The
cooperated user identification information in the user
‘information 23a” is the same as the cooperated user
identification information in the storage unit 63 of

20 the verifying device 60. The service user
identification-information in the user information 23a”
has a value different from those of the cooperated user
identification information and the “gser identification
information in the user identification information

25 certificate 55b” to identify the user, and is

assoclated with the cooperated user identification

information.



The verifying unit 62 of the verifying device 60 reads the cooperated user
identification information fromthe storage unit 63 in accordance with the
user 20identification information read in step ST40 (ST41'-1), and sends,
to the service providing device 20, the read cooperated user identification
information and the verification result that indicates properness (step
ST41'-2). 251 n response to cooperated user identification information and
~the verification result (step ST42'), the service providing device 20

sear ches the storaggne6Zo1ipi Lo 23, Ly; A¢60r danLe, W {0t he,gopper at ed User

~identification information e verrfircation resu 'S proper, reads

service user identdfheali pnad nmt;é@iwmf@zg?y a; gLediy Gard,pumber)

"~ associated 5 with the cooperated user identification information (step

ST43'), extracd sosefidheLondd ordmd i pndelonsers2fspm the service providing
unit 22 (step ST44), and sends the service information for users to the

user termnal 10 (s{€p2SIA5)n dbepépopenateddusencdbdensi s&gathothe _
information is provided by the operator of the verifying device 60, and is
differert fromtdmserwiie 23ein i dend rdacas ivohth nf1os nedddr Py i des by t he
operator of the service providing device 20. The user termnal 10 receives
t he servi ce 15iddntiat¢anldrorinserea 8T 6)nd anckd | seshiese teepr ocessi ng
(ST47). . As described above, according to the present enbodinent, the
service provi di R eeld e Do dgekormt ot dIdeciaied e i theat i on
: pT OVl . SO - OT j N .
information in the user 20identification information certificate 55b. This
confi gurati on RAPTERIRD YHRF efFthl oFca oot §3 58T B0 of t FRSRRRFE
identification information ogn the service providing device 20, in addition
;g t he advantgﬁéo e cooperate& user 1éentf¥1catioé)1n%5rmatlon ang
10 the verification result from the verifying device 60
when the verification result is proper.
Now,  -the operation of the service providing system
having the above configuration is described with
reference to flowchart in FIG. 29.
15 Processes in steps ST1 to ST40 are performed in
the manner described above.
The verifying unit 62 of the verifying device 60
reads the cooperated user identification information
from the storage unit 63 in accordance with the user
20 identification information read in step ST40 (ST41'-1),
and sends, to the service providing device 20, the read
. | cooperated user identification information and the
verification result that indicates properness (step
ST41’-2).
25° - In response to cooperated user identification

information and the verification result (step ST42’),

the service providing device 20 searches the storage



effects simlar to those according to the first 25enbodi nent. The
present enbodi nent is a nodification of the verifying device 60 and the
service providing device 68 20, and can therefore be applied not only as
the nodification of the first enbodi ment but also as the nodification of
the second enbodi nent. According to at |east one of the enbodi nents

- bdescri bed above, the authentication contexts cl and c2 have the equi pnent
certificates 44a and 54a, the evaluation reports 44b and 54b, the challenge

value from {heuset v ge; a1 QuLgtadn deviyee, 20ne 800,008, Paghyyglue and the

aut henti cator of the execution result o e a rcatron constituting

process. The segondi puthenth cat FOPmSoNtSXing? 1Lt her; has thg uselyit

identification information certificate. The authentication processing

result informaisoprbpdas theiexesiiod nesHl 1qoht1hecauihgntication -
constituting 15process P2 and the authentication contexts cl and c2.

According to thisorontiguretion, &heryeitfying sewbee) 68ssapipeeform
verification by the verification functions. This elimnates the necessity
of carrying andipreskeatcogparsoed hawt nDdset Vi Leatiser 20fordeptofhi cation
information therein, and enables the identification of a user.  -As none of
t he devi ces 10(3eeB0SBEND aktezeiveservice information for users

from the service providing unit 22 (step ST44), and
sends the service information for users to the usef
terminal 10 (step ST45). The cooperated user

10 identification information is provided by the operator
of the verifying device 60, and is different from the
service user identification information provided by the
operator of the service providing device 20.

The user terminal 10 receives the service

15 information for users (ST46), and finishes the
processing (ST47).

As described above, according to the present
embodiment, the service providing device 20 does not
hold the user identification infbrmation in the user

20 identification information certificate 55b. This
configuration can reduce the effect of the modification
of the user identification information on the service
providing device 20, in addition to the advantageous
effects similar to those according to the first

25 embodiment.

The present embodiment is a modification of the

-verifying device 60 and the service providing device



t he service user identification information, the possibility of the
| eakage of the service user 25identification information can be reduced.
The net hod described in the enbodi nrent can al so be stored in a storage

medi um such as a magnetic disk 69 (floppyTM di sk, hard disk, or the like),
.an optical disk (CO-ROM DVD, or the |likeg a magneto-optical disk (M), or
a sem conductor nenory as a program whi ch can be executed by a conputer and
di stributed. 5As the storage nmedium any configuration which is a

conput er - readaph e S{QrAae MR LD Wb ﬁl&ﬁ ogbamgcan be spored my be
used regardl ess of a storage format. An (operating systenm) which

operates on a dQEOME EToo t Nendasi Ss Oferdfbd 118 K HICH L ©Na DEo 8o HTO1GE am
installed fromthe storage nediumin the conputer, database nmanagenent

sof tware, and MaAl{ i el iewarej e hs @so et did S ivar e may execute a part
of the processes to realize the enbodinent. 15Furthernore, the storage
medi um accor di ng t Ad¢hergresend anvesdsononacsfidese nembodiyeat sedi um

i ndependent of a conputer but also a storage mediumin which a program
transm tX ed t Highiked Apovtche tther eruigientorcatieon | kentexttownl catddand

stored or 20t errporarlly stored. The nunber of storage nedia is not limted
to one. have the equipment certificates 44a and 54a, the

evaluation reports 44b and 54b, the challenge value
from the service providing device 20, and the hash
value and the authenticator of the execution result of

10 the authentication constituting process. The second
authentication context c2 further has the user-
identification information certificate. The
authentication.processing result information b has the
execution result of the authentication constituting

15 process P2 and the authentication contexts cl and c2.
According to this configuration, the verifying device
60 can perform verification ny the verification
functions. This eliminates the necessity of carrying
and presenting a card having service user

20 - identification information therein, and enables the
identification of a user.

As none of the devices 10 to 60 send and receive
the service user identification information, the
possibility of the leakage of the service user

25 identification information can be reduced.
The method described in the embodiment can also be-:

stored in a storage medium such as a magnetic disk



A case in which the process in the enbodinent is executed froma plurality
of nmedia is included in the storage nmedi um according to the present

i nvention. Any 25medi um configuration nay be used. A conput er
according to the present invention is to execute the processes in the
embodi ments on-the 70 basis of the progrgmstored in a storage medium The
conputer may have any configuration such as one apparatus constituted by a
personal conputer or a systemin which a plurality of apparatuses are

Sconnect ed by g etk ek, nLEURMLEl] Nygach enbodient. jaief udes not
Cc a

only a personal uter but so an ar'i thmetic processing ‘apparatus, a

n1CrOCO”p“terdﬂEktdﬁbJﬂdﬁﬁiﬁVﬂFQﬁpé?ﬂa%ﬁﬂéﬁ(”énﬁééﬂ%#éfééﬁﬁ%ﬂﬂﬁﬁﬁ%ﬁrat“S

The conputer is a 10 generic nane an ‘appar at us an can

realize the fungf)iony of dhe IRARN o MG A PILDY: & RS AURMK MY [ &, pertain

enbodi nents have been described, these enbodi nent's have been presented by

way of exanpl @elaoRiautaand are dwipdtdendad disddiddtdde scope of the
i nventions. |Indeed, the novel enbodi nents described herein may be enbodi ed

in a vasi ety of otlfer oy nstofagd hesdinme, aray | @St Ot SSt DS, wisidrstid ut i ons
and changes in the formof the enbodi ments descri bed herein 20may be nade
Wi t hout depar i wgmndat-reaspirlia sofonaye inmdsnin oirs . wHhiheh sc qomparan ng
clainms and their '
can be stored may be used regardless of a storage
format.
An OS (operating system) which operates on a

10 cbmputer on the basis of an instruction of a program
installed from the storage medium in the computer,
database management software, and MW (middleware) such
as network software may execute a part of the processes
to realize the embodiment.

15 Furthermore, the storage medium according to the
present invention includes not only a medium
independent of a computer but aléo a storage medium in
which a program transmitted through a LAN, the
Internet, or the like is downloaded and stored or

20 temporarily stored.

The number of storage media is not limited to one.
A case in which the process in the embodiment is
executed from a plurality of media is included in the
storage medium according to the present invention. Any

25 medium configuration may be used.

A computer according to the present invention is

to execute the processes in the embodiments on the



~equivalents are intended to cover such forns or nodifications as would fal
within the scope and spirit of the inventions. 71 CLAINMS 1. A
service providing systemcharacterized by conprising: a plurality of unit
devi ces whi ch i ndependently execute authentication constituting 5processes
constituting authentication processing that uses bionetric authentication;
a unit integrating device which has each of the unit devices provided
‘therein or externally connected thereto to conmuni cate with each of the

unit devices; 15ydks$rot efpd r@odﬂrﬁhst% ihey u@&&réi@ e hRNY deyd ce

provided therein or externally connected thereto to Tonmmunicate wth the

unit integratidgmsleve €ana@ Verd fad po-sleri gerahieh yeen fiaesoide execution
contents of each of the authentication constituting processes in accordance
15wi th an aut hegid ot s ; caiek B S ie Prsyi shmgl desthmer avhi ¢h £onmmuni cat es
with the user termnal and the verifying device, each of the unit devices
conpri sing equystent erthidicad ep i agey ne@nsoparatsioss ngran 20equi pnent
certificate issued to each of the unit devices by an equi pnent certificate
i ssuer in accordarmetad thy & puddwarkkey encryption nmethod, the equi pnent
certificate including an equipnment certificate body and a digital signature
generated for 25t he® eRMPHEIE Feredch coByagnbylnc HedeetnReyonky the

equi pment certificate issuer, the equipnment certificate body including

i denti fi cati oP§HiVtHatGEPUHGH: PPumize an arithmetic procéssing

apparatus, a microcomputer, or the like included in an
information processing apparatus. The computer is a

10 generic name of an apparatus and a device which can
realize the functions of the present invention by a
program.

While certain embodiments have been described,

these embodimeﬁts have been presented by way of example

15 only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described.
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions ahd
changes in the form of the embodiments described herein

20 may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit.

of the inventions.



72 key of or for secret information to generate a nessage authentication
code of the unit device to which the authentication constituting process
bel ongs, unit device specifying information to specify the unit 5device to
whi ch the authentication constituting process bel ongs, and equi pnent
certificate issuer information to specify,{the equi pment certificate issuer,
eval uation report storage neans for storing an evaluation report, the

eval uation report including the 10unit device specifying information of the
- unit device used for the execution of thg aujhgntication constituting

" process, bionetric authentication constituting process information to

specify a bionetricy aUtﬁ@eﬁéh&?ﬁéé?}[ﬂrS@l‘éﬁé U§iy@9er9reﬁ§§§ﬁ£@£wgan9

a
15bi ometric authentication algorithm and bionetric aut entlcatio% accuracy

i ndi cating thecagsth Syg of 5 theubd prey ré€ @theqdy cats opnbynt he bionetric
aut hentication algorithm secret information storage neans for storing

20secret i nforiredémsndengenesadeutdeadthidienidLed i, constit@imenti cation
constituting process executing nmeans for executing the authentication
constituting proresssaherpreaciht wfindieawrhdntdievd tCiesn recetoesindg ridmt he uni t
integrating device, an authentication 25constituting process execution
request to redifist Rivunetscytdwrherit tdrt e hentircht | onteprestinat i n
process, authenticator generating neans for generating the :
device which has each of the unit devices provided
therein or externally connected thereto to communicate
with each of the unit devices; a user terminal which
10 has the unit integrating device provided therein or
externally connected thereto to communicate with the
unit integrating device; a verifying device which
verifies the execution contents of each of the
authentication constituting processes in accordance
15 with an authenticator; and a service providing device
which communicates with the user terminal and the
verifying device,
each of the unit devices comprising
equipment certificate storage means for\storing an
20 equipment certificate issued to each of the unit
devices by an equipment certificate issuer in
accordance with a public key encryption method, the
equipment certificate including an equipment
certificate body and a digital signature generated for
25 the equipment certificate body by a secrét key to the

equipment certificate issuer, the equipment certificate

body including identification information for a public



73 authenticator by the use of the secret information in accordance wth
t he equi pnent certificate, the evaluation report, the challenge val ue, and

- a hash val ue of the execution contents, 5authentication context generating

means for generating an authentication context, the equipnment certificate,
the eval uation report, the challenge valug the hash value of the execution
contents, and the authenticator being described in the authentication
10context in a specific format, aut henti cati on constituting process

result 1 nformakdon, generAt) NORans; {00 GenesalL 00, sl hetl | Lahlobyg

constituting process result 1nformation in e authentica COI’lt ext

and the execuligmddl esulfonfcdde BuLNRILEALI Qi £OOSLE L1 09 @t@cess ar e

described in a specific format, and resu I nformation sendi ng neans -

for sending theusdhentd cadi beﬁ@d’\ﬁtidt{iﬁg NS PELELSISe T &S I wmformation to
the unit integrating device, 20at |east one of the unit devi ces further

conpri si ng usetevidentsgecif y oy | i Dy medd 0on ces tspecat ¢ shorage: means for
storing a user identification information certificate issued to a user of

t he userd 25t erdgviate byo avhidh dehpardwyt hoergaind ztat oo nc dms accot danger add 4 a
public key encryption nethod, the user identification information
certificate i Rafdigy and equlpment certificate issuer information
to specify the equipment certificate issuer,
evaluation report storage means for storing an
evaluation report, the evaluation report including the
10 unit device specifying information of the unit dévice
used for the execution of the authentication
constituting process, biometric authentication
constituting process information to specify a biometric
authentication constituting process including a
15 biometric authentication algorithm, and biometric
authentication accuracy indicating the accuracy of the
biometric authentication by the biometric |
authentication algorithm,
secret information storage means for stéring
20 secret information to generate the authenticator,
| authentication constituting process executing
means for executing the authentication constituting
process when each of the unit devices receives, from
the unit integrating device, an authentication
25 constituting process execution request to request the

execution of the authentication constituting process,

authenticator generating means for generating the



74 certificate body and a digital signature generated for the pertificate
body by a secret key to the third-party organization, the certificate body

- including user identification information to identify the user, a hash

Svalue of biometric referential information for the user, and the

- third-party organization information to igdentify the third-party

‘. organi zati on, t he authenticator generating neans of at |east one of
“the unit devices generating the authenticator by the 10use of the secret

information ing ﬁfggﬁgfggfoyng hg ggglggegg?fgé%%% catngégf%gﬁaluatlon

report, the cha he user “i den

certi fi cat'e, andthehash, voh ug,of e § 18 RESEULLPD; £ODLENT S, 151 he

h
aut hent i Catl on context generating eas one 011: ?he unit devices

generating an & hent { §atf f@ﬂtgﬁ%,cﬁgfkgggégggy%eceg%&fécgggh t he

~evaluation report, the challenge val ue htification information

certificate, thelhashrvahdie200{cide execution contents, and the o
aut henti cator being described in the authentication context in a specific

format, 3 he unit i ndeghehtNgatleyh CeowOaPE | §ENGradevh§entHH ST FBEI On storage
means for storing, in 25 association with one another, unit device

speci fyi ng i nfagmata toind can eacthaft tdeet i tcolevéces, tﬁefaquipmghmane
indicating a function in an authentication
certificate, the evaluation report, the challenge
value, the hash value of the execution contents, and
the apthénticator being described in the authentication
10 context in a specific format,
authentication constituting process result
information generating means for generating
authentication constituting process result information
in which the authentication context and the execution
15 result of the aﬁthentication constituting process are
described in a specific format, and
result information sending means for sending the
authentication constituting process result information
to the unit integrating device,
20 at least one of the unit devices further
| comprising
user identification information certificate
storage means for storing a user identification
information certificate issued to a user of the user
25 terminal by a third-party organization in accordance

with a public key encryption method, the user

identification information certificate including a



75 constituting process executed by each of the unit dev
. processing order indicating the order of processing the

aut henti cati on constituting process 5execution request s
sendi ng the chal |l enge val ue and the authentication const
execution request to the unit device specified by the un
specifying information in accordance with the processing
devi ce 10specifying information in the device informatio

ices, and a
functions, first
endi ng neans for
ituting process

it device

order and the unit
n storage nmeans in

exbuli on of LHE GUL RGNS CatTbr Bt L aaTre ot TRt Faneb AT IE% o the

execution of the authentication processing an

user term nal,tHoseconds auhenid fath Oy Constdd U&éﬁ%é”@r?@%%ﬂ‘&%fﬂp

request sending neans for sending the challenge value and the _
aut henti cati oo £pnst2dthdmg tHOCRSS: BRECM WbdRaussiud thd hesapi t device

subsequent to the sending destination unit device in the
i n accordance wddrit 1 friec 00e Sisi Mg thesn ansl 1denting ¢ €ay
information in the device infornmation storage nmeans inr
aut hent iscat i orwvxlonstoff udionge tprioc esst e wsut 1a 1 nfrof swada ook
which is a sending destination of 25the authentication c

Opr ocessi ng order
i egeBpeLifydmg
esponse to the
roet ttiee unit devi ce
onstituting process

execution requesty, autthertd cdtimh processigaprzasulan i ifDrmed t oom 76

- generating nmeans for generating authentication processin
~information indterdande Witirdtrarty organization,

the authenticator generating means of

g result

at least one

of the unit devices generating the authenticator by the

10 use of the secret information in accordance with the

equipment certificate, the evaluation report, the

challenge value, the user identification information

certificate, and the hash value of the execution

contents,

15 the authentication context generating

means of at

least one of the unit devices generating an

authentication context, the equipment certificate, the

evaluation report, the challenge value, the user

identification information certificate, the hash value

20 of the execution contents, and the authenticator being

described in the authentication context in

format,

a specific

the unit integrating device comprising

device information storage means for storing, in

25 association with one another, unit device specifying

information for each of the unit devices, a function

name indicating a function in an authentication



processing order and the unit device specifying information in the unit
device constituting information 5in response to the authentication
constituting process result information fromthe unit device which is a
. sending destination of the authentication constituting process execution
"~ request when the sending destination unitysdevice is the last unit device in
the processing 10order, the authentication context in the authentication

- constituting process result information received fromeach of the unit

devi ces and t hg, gxeGuidQny (?ﬁ%ﬁésérb§%ﬁh 2§$t éﬁlé%]{“gﬁﬁﬁ%gtlng process

result information receive

m't he eV|ce in processi ng

order being dessridad iand he puhendi rﬁftdﬁbﬂgrm%cj %ﬁétofa@pw@t' on
en

in a specific format, and aut h

i cation processi ng resul t

i nformation S@mﬁdgk§mﬁﬁ&jkpﬁdﬁﬂﬂidﬁh;he aut henti cati on processing result
information to the user term nal, 20the user term.nal- conprising

service request senglirg reaftserf ol cseinsh Nghndoi tlei 5@ rytcee s ovi di ng devi ce,
a service request to request a service to the service providing device,

aut hent iScat i oreyrUBEss] e st ts eordl Imer uesstn 2 Sendd ergd dreanshd or  sendi ng,

the unit integrating device, the challenge value and the authentication

- processing e

. liegyger é’@de@t and ridspongararg gnt ivh gt wstion request
~ which requests the user to performthe bionetric authentication, and the

to

" chal | enge val RFIIESH 1HESEdAnc & GFIURATItRY desiweit tdeiHist e rspRGinEL dbr

transferring,

10

15

20

25

to he service
e unit device specifying information in accordance

with the processing order and the unit device
specifying information in the device information

storage means in response to an authentication

processing execution request to request the execution

of ﬁhe authentication processing and the chéllenge
value from the user terminal,

second authentication constituting process
execution request sending means for sending the
challenge value and the authentication constituting
process execution request to the unit device subsequent
to the sending destination unit device in the
processing order in accordance with the processing
order and the unit device specifying information in the
device information storage means in response to the
authentication constituting process result information
from the unit device which is a sending destination_of
the authentication constituting process execution
request, |

authentication processing result information



~ bproviding device, authentication processing result information received
fromthe unit integrating device, and di spl ay neans for displaying
service information received fromthe service providing device, 10the
servi ce providing device conprising user information storage neans for _
storing, in association with each other, yser identification information in
the user identification information certificate, and service user
~identification 15information which has a value different fromthat of the

~user identific r{é)r“aﬂl g%rn@érl'é) 5o |dr§enrta the . User tlp?%w%lnnze:o\c/): Ing

providi ng pollcy stora neans or r|n a SeT Vi ce

( ndi cat i ng_congiqd @Virgf%a?]ﬁc%/ﬂ o 408 b tisery, the: servi ce

providing policy inc ng service ion infornation to identify

the servi ce, &&%ﬁ&%&%&%@fﬂ{wd%&@ ShdQl e, executi on of

the authentication constituting processes, bionetric tication

constituting procassdoriratien {0 SResifde adi OBt i th@uthestiLaddon
constituting process including a bionetric authentication algorithm and a

78 reference val uedpudisgating e raftrancefoion egat sl Ngat ey geestaey of the
bi ometric authentication by the bionetric authentication algorithm as
proper, result information from the unit device which is a
sending destination of the authentication constituting
process execution request when the sending destination
unit device is the last unit device in the processing
10 order, the authentication context in the authentication
constituting process result information received from
each of the unit devices and the execution result in
the authentication constituting process result
information received from the last unit device in the
15 procéssing order being described in the authentication.
processing result information in a specific format, and
authentication processing result information
sénding means for sending the authentication processing
result information to the user terminal,
20 the user. terminal comprising
service request sending means for sending, to the
service providing device, a sefvice request to request
a service to the service providing device,
authentication.pchessing execution request
25 sending means for sending, to the unit integrating’
device, the challenge value and the authentication

-processing execution request in response to an



“aut hentication request sending neans for 5generating and hol ding the
~chal | enge val ue and sending the chall enge val ue and the authentication
request to the user termnal in response to a service request fromthe user
term nal, sendi ng neans for sending the held chall enge

10val ue, the authentication processing result information, and the service
providing policy to the verifying device in response to authentication
processing result information fromthe user termnal, read nmeans for

sear chi ng the A4§8{ed QMR QRS ONAGE HBANR d Jt AGGQY dance (g th the user
“identification information and reading service user i1dentification

i nformation a%)%(lcﬂ&ztr@(?tﬁ/éé tﬂléﬂ&ﬂsﬁradtdf‘éﬁﬂﬂdaﬁ?ifdrpn 4 OJHEitdrPalllé%g’@Sponse
to user identification information and a verification result 20fromthe

verifying devivea wshefrdnhe heerddrivGald @rdeisdiltg ideviraper, and service
i nformation sending neans for sending the service information to the user
termnal in accordancensfidh rdwng efak serancietsirg, dentide cadtwire

i nformation, 25the verifying device conprising publ i c key storage
means for storpmgrla:llplgoldecfﬂcw tam tthieen taiqnd tpimen tp werd s fiirgatme swlsuer of each

of the unit 79 devices and a public key to the third-party organization,
information received from the unit integrating device,

and
display means for displaying service information
received from the service providing device,
10 the service providing device comprising
user information storage means for storing, in
association with each other, user identification
information in the user identification information
certificate, and service user identification
15 information which has a value different from that of
the user identification information to identify the
user,
service providing policy storage means for storing
a service providing policy indicating conditions for
20 providing services to the user, the service providing
policy including service identification information to
identify the service, unit device specifying
information used for the execution of the
authentication constituting processes, biometric
25 ' authentication constituting process information to
specify a biometric authentication constituting process

including a biometric authentication algorithm, and a



"réceiving means for receiving, fromthe service, providing device, the
chal | enge val ue, the 5authentication processing result information,

service providing policy,
the received authentication processing result _ _
10aut henti cator verifying neans f@r verifying an authenticator in

f or mat ,

the authentication context described in the received authentication
processing result information, equipnent certificate verifying nmeans for

15ver i fyi ng {he i gldcl ALY ddy e LUl RN £ &id TGALR eI uded in

t he aut hentication context descr

e recel ved aut hentication

and t he

format verifying neans for verifying that
information fits the specific

processing resud dddidmt ion dht asieatdance Md ddie fAubld 6 keypd o the

verifying neansidn@t MeS idutHgh tike i talgedignat W dibgdie user _
identification information certificate included in the authentication
context described iauthentrieceiwed watglest | oatdiony praoessfdwyg resul t
i nformation 25in accordance with the public key to the third-party
_ organi zat i on, gmralnsdtingn angpdral dierg fofienghaddrideorvaderd farichgending

10

15

20

25

the challenge value and the authentication request to

- equipnent certificate issuer, 20user identification information certificate

the user terminal in response to a service request from

the user terminal,
sending means for sending the held challenge
value, the authentication processing result

information, and the service providing policy to the

- verifying device in response to authentication

processing result information from the user terminal,
read means for searching the user information
storage means in accordance with the user
identification information and reading service user
identification information associated with the user
identification information in response to user
identification information and a verification result

from the verifying device when the verification result

is proper, and

service information sending means for sending the

service information to the user terminal in accordance

with the read service user identification information,
the verifying device comprising:

public key storage means for storing a public key

to the equipment certificate issuer of each of the unit



80 the evaluation report included in the authentication context described
in the received authentication processing result information in accordance
with the received service providing policy, 5challenge val ue verifying
means for verifying the challenge value in the authentication context
described in the received authenticatiorgrocessing result information in
accordance with the received chal l enge val ue, 10execution result verifying
means for verifying that the execution result described in the received

aut henti cati oy prOcess| eJ§§HJt"Wi [ 14S 4 +and user
identification Eip{{\]f or rratrngn end%ln% a@ ftg{r25 lﬁlslg\(g?i%r,tfo t he service
providi ng deviggyadhetussl, identification information in the user
identification infornmation certificate used for the verification by the

user identificationdddoFimd idueertdficats vald f virgm neslssapgi ¢he
verification result that 201 ndi cates properness when all the verification
results by thef@riminy ld¥iddg tRanhalig@uthanid catiy verifying neans,

t he equi prent certificate verifying nmeans, the user identification
i nf or mati on cerutiddrdata bier fou o sreians, rahd tevial iatnamn srepatrid wetre f yi ng
nmeans, 25the chall enge val ue verifying nmeans, and the execution result
veri fyi ng nearsertiegprmymeriding policy,
format verifying means for verifying that the
received authentication processing result information
fits the specific format,

10 authenticator verifying means for verifying an
authenticator in the authentication context described
in the received authentication processing result
information,

equipment certificate verifying means for

15 verifying the digital signature in the equipment
certificate included in the authentication context
described in the received authentication processing
result information in accordance with the public key to
the equipment certificate issuer,

20 : user identification information certificate
verifying means for verifying the digital signature in
the user identification information certificate
included in the authentication context described.in the
received authentication processing result information -

25 in accordance with the-public key to the third-party
organiiation, |

evaluation report verifying means for verifying



2. A service providing systemcharacterized by 81 conprising: a plurality
of unit devices which i ndependently execute authentication constituting
processes constituting authentication processing that uses bionetric

aut hentication; a unit integrating 5device which has each of the unit

- devices provided therein or externally cgpgnected thereto to conmunicate

- wWith each of the unit devices; a user term nal which has the unit
integrating device provided therein or external Iy connected thereto to

communi cate widife tdhe MUy 0L RAIAUNG e G dho/ Sl dndfio Al e whi ch

verifies the execution contents of each-of the authentication constituting

- processes in agHdance Wb ButhentiLaltfeg %dcr?e rod €&provi di ng
devi ce which comruni cates with the user term nal and the 15verifying

devi ce, each @frddiesdinid euMilces rFMRESIcH 80U JUBHa k& Ll ficatgs St or age
means for storing an equi pnent certificate issued to each of the unit

devi ces by an reguiiprehtseneridd ipratvd disgugioliity0accor dance with a public
key encryption nethod, the equipnment certificate including an equi pnent
certifi date body arcdlaellchrg;et atalsiegnatnirfey igenenctred far <tehel B g et
certificate body by a secret key to the equi pnent certificate issuer, the
equi prent cer hEldgng 2y adowy unn(tlh@dlawghedlemma‘nmtlmuwtordHerbe‘cbr a
public key of or for secret infornmation to generate a nessage

aut hent i cat i ofTcSde oAty ashiau thepitdeattd arhirsipagssing result

information in accordance with the received challenge
value,

10 execution result verifying means for verifying
that the execution result described in the received
authentication processing result information is proper,
and

user identification information sending means for

15 sending, to the service broviding device, the.user.
identification information in the user identification
information certificate used for the verification by
the user identification information certificate
verifying means and the verification result-that

20 indicates properness when all the verification results
by the format verifying means, the authenticator
verifying means, the equipment certificate verifying
means, the user identification information certificate
verifying means, the evaluation report verifying means,

25 the challenge value verifying means, and the execution
result verifying means are proper.

2. A service providing system characterized by



82 aut hentication constituting process belongs, unit device specifying
information to specify the unit device to which the authentication
constituting process bel ongs, and equi pnment certificate issuer information
to specify the equi pnent certificate issuer, eval uation report
storage neans for storing an evaluation igport, the evaluation report

i ncluding the unit device specifying information of the unit device used
for the execution of the authentication 10constituting process, bionetric

aut henti cati on.orgomsdi {dut ing, R1,QCESS, 1Y QB i e, L& SReci dy @ bionmetric

aut henti cation constituting process including a bionetric authentication

al gorithm and; fieiaidd it 1Bptieiatd dh ARG A ndisati g Qe accuracy of
the 15bi onmetric authentication by the bionetric authentication algorithm
-secret infor miiciesddy age sEang iy Sitddmid &eret drf @ dmtipniL: generate
the authenticator, authentication constituting process executing 20neans
for executing udees duitdrettyicatduuheranisidtiu ;ng procesis gk eiach of the unit
devi ces receives, fromthe unit integrating device, an authentication
constituwting pleociess wxieduthaon gaeguest dhe negue sie dike sexecutided of t he
authentication constituting process, 25authenticator generating nmeans for
generating thé&T@aNentdc &3 ma e apgwestt achd hesgter tmfanmmmtrioratian

accordance with the equi pment certificate, the 83 . -
with each of the unit devices; a user terminal which

has the unit integrating device provided therein or
externally connected thereto to communicate with the
10 unit integrating device; a verifying device which
verifies the execution contents of each of the
authentication constituting processes in accordance
with an authenticator; and a service providing device
which communicates with the user terminal and the
15 verifying device,
each of the unit devices comprising
equipment certificate storage means for storing an
equipment certificate issued to each of the unit
devices by an equipment certificate issuer in
20 accordance'with a public key encryption method, the
equipment certificate including an equipment
certificate body and a digital signature generated for
the equipment certificate'body by a secret key to the
equipment cértificate issuer, the equipment certificate
25 body including identification information for a public
key of or for secret information to generate a message

authentication code of the unit device to which the



eval uation report, the challenge value, and a hash val ue of the execution
contents, aut henti cati on context generating neans for generating an

.-authentication context, the equipnent 5certificate, the evaluation report,

~the chal'l enge val ue, the hash value of the execution contents, and the
~authenticator being described in the authentication context in a specific
format, authentication constituting process result 10i nformati on generating
“ nmeans for generating authentication constituting process result information

[n which the aulbeniicali o, coffext. and, e, exeeution fesul f,of the

c
aut hentication constifuting process are Wect?Ptt formt, and

15result inforyation %@Mﬁ?a{ﬁf Bﬁa?f&gi‘g@ dhe authenticatjon
sult”1n t he

constituting process re ormation 10 nl?}l%t%g?af?h devi ce,

at | east one Ofedfige Uit titie oGt THILAGE - COMPId:1 0 20uset hdeptiddcat i on

information certificate storage means for storing a user | Icatron
information cesdidigal eadssdnd driefr USEFt Of 1 e USEEud £T I PdbmdYidn

third-party organi zation in accordance with a public key encryption nethod,
t he user5 25i demt i Speat £ wrtHenfeafumdment cesti f§ Cafes i nedwsh ng a certificate
body and a digital signature generated for the certificate body by a secret
key to the third-paetylulddiar gepaat i smoride meins f fent et bpdygi agl udi ng
user identification information to identify the user, a hash value of
bi onmetri ¢ ref eentuaidmfmsnmtt ot Horevdimarsion mapbtthel ddi wdkparttye
organi zation information to
unit device specifying information of the unit device
used for the execution of the authentication
10 constituting process, biometric authentication
constituting process information to specify a biometric
authentication constituting process including a
biometric authentication algorithm, and biometric
authentication accuracy indicating the accuracy of the
15 biometric authentication by the biometric
authentication algorithm,
secret information storage means for storing
secret information to generate the authenticator,
authentication constituting process executing
20 means for executing the authentication constituting
process when each of the unit devices receives, from
the unit integrating device, an authentication
constituting process execution request to request the
execution of the authentication donStituting process,
25 authenticator generating means for generating the

authenticator by the use of the secret information in

accordance with the equipment certificate, the



S5identify the third-party organization, t he authenticator generating
nmeans of at |east one of the unit devices generating the authenticator by
~the use of the secret information in accordance with the equi pnent
certificate, the evaluation report, the 10chall enge val ue, the user
‘identification information certificate, gyl the hash value of the execution
contents, the authentication context generating neans of at | east
one of the unit devices generating an 15aut hentication context, the

equi pent certi{d eal s of Neo Gy AL LALAONCK 2POLES. ey ChAI LEROE NaLpe, the user

identification information certificate, val le 0 e éexecution

contents, and $hp @uNepiéd CaLOELPEINI-Ses&iibed in the authentication
context in a specific 20fornmat, the unit integrating device conprising

devi ce information §@@1ﬁ@@@i@@@ﬂ§pf@én§é>@ti@@mewtaﬁﬁ%éaﬁgosﬁowth one
anot her, unit device specifying information for each of the unit devices, a

functi on 25nangeneuth ciaid non aa@tinet t Dkt Torancawit &enf | €rs i gucenshtt uting
process executed by each of the unit devices, and a processing order

i ndi cating t hecordefiofte 85tpe ozesbuatgi dherdpwict j otise challendér st

aut henti cation constituting process execution request sending nmeans for
sendi ng the ch&élwgehalhashindlive alttHentéxetibhononsnient$ngand

the aUthenticafor being described in the authentication
context in a specific format,
authentication cénstituting process result

10 information generatihg means for generating
authentication constituting process result information
in which the authentication context and the execution
result of the authentication constituting process are
described in a specific format, and

15 result information sending means for sending the
authentication constituting process result information
to the unit integrating device,

at least one of the unit devices further

comprising

20 user identification information certificate
storage means for storing a user identification
information certificate issued to a user of the user
terminal by a third-party organization in accordance
with a public key encrthion method, the user

25 identification information certificate including a
certificate body and a digitél signature generated for

the certificate body by a secret key to the third-party



Sprocess execution request to the unit device specified by the unit device
specifying information in accordance with the processing order and the unit
devi ce specifying information in the device information storage neans in
response to an authentication 10processi ng execution request to request the
execution of the authentication processingg and the challenge value fromthe
user termnal, second authentication constituting process execution request
sendi ng neans for sending the 15chal |l enge val ue and the authentication

constituting pr , ecution request. tq the unit device subsequent to the
sendi ng dest | I?fat gfllszuanl]Iochdevtl%cee_cle%{ﬁsﬁf;lCpa%oecgjso_s yng”b%d’e#”?% Httor dance with
the processing Quderegng jthe ynid-dguvi ge tsooeicdérifﬂirlﬁh'ﬂﬁeor M@l on, i, hhe
20devi ce infornation storage heans | n response to the authenti cation

constituting REAGRSS ff @5Wide OB QL dirOM 11, i Ls Sevie whi ch is a
sendi ng destination of the authentication constituting process execution

request, 25autdfzest,i Gald ahdPrOGeSSIIG the Dt dard Va0 1197F Qearidd % means
for generating authentication processing result information in accordance
with thé 86 pdecessiyngher derirangarite WidarderdiGespeci fying information in
the unit device constituting information in response to the authentication
constituting processa esulhteritnifaartmat iggmdradmridenanrid devitce addtchoriess a
of the unit devices generating the authenticator by the
use of the secret information in accordance with the
equipment certificate, the evaluation report, the
10 challenge value, the user identification information
certificate, and the hash value of the execution
contents,
the authentication context generating means of at
least one of the unit devices generating an
15 authentication éontext, the equipment certificate, the
evaluation report, the challenge value, the user
identification information certificate, the hash value
of the execution contents, and the authenticator being
described in the authentication context in a specific
20 fofmat,
the unit integrating.device comprising
device informatioﬁ storage means for storing, in
association with one another, unit device specifying
information for each of the unit devices, a function
25 name indicafing a function in an authentication

constituting process executed by each of the unit

devices, and a processing order indicating the order of



5sendi ng destination of the authentication constituting process execution

~ request when the sending destination unit device is the last unit device in
- the processing order, the authentication context in the authentication
constituting process result information received from 10each of the unit

-~ devices and the execution result in the g4 hentication constituting process

result information received fromthe last unit device in the processing
order being described in the authentication processing result information

in a specific F{%é@ésﬂgt%%%# te&fgti on processing result information

sendi ng neans Tor sen e au nti'‘cation processing result information

o e, user term naly Liie,shint SOIRIGL CONDEL 808, 36E¥L S8 Lequest sendi ng

nmeans for sending, tot Service provi devic a Service request to

request a serwd£ft10i dher Syl €6 M i KeVEGE . sending @4 hentication
processi ng execution request sending neans for sending, to the unit

integrating dedti€Eleddie €dald enge Mad ue,eih t hea b Mendh $81 ¢ @i ppr ocessi ng
execution request in response to an authentication request which requests

the users to pesfaresd hexddwisin i teuddentd caié amiangethee chisddefiged 87
val ue- fromthe service providing device, transfer neans for transferring,
to the servicédy the unit device specifying information in accordance
with the processing order and the unit devicé
specifying information in the device information
storage means in response to an authentication
10 processing execution request to request the execution
of the authentication processing and the challenge
value from the user terminal,
second authentication constituting process
execution request sending means for sending the
15 challenge value and the éuthéntication constituting
process execution request to the unit device subsequent
to the sending destiﬁation unit device in the
processing order in accordance with the processing
order and the unit device specifying information in the
20 device information storage means in response to the
authentication constituting process result information
from the unit device which is a sending destination of
' tﬁe authentication constituting process execution
request,
25 authentication processiﬁg result information
generating means for generating authentication

processing result information in accordance with the



provi di ng device, authentication processing result i nformation
‘received fromthe unit integrating device, 5and di spl ay neans for

di spl ayi ng service information received fromthe service providing device,
the service providing device conprising service user identification

- information storage 10nmeans for storing, g association with each other,

cooperated user identification informati on which has a value different from
that of the user identification information to identify the user, and

servi ce user ic%ggéfication infonfegion mﬂ%g? has a value different 15from
those of the COoperat ety uosrec%e]fgaerh i_}?ecalfrijo efﬁjocﬁmﬁeo%éﬁdli he user

I dentificati Or!iﬂfliﬂ{;ﬂ?}dnoﬁtﬁ QAN f Yad eS8 s itutirﬁseirryfé:rgnancr Q\ ding
policy storage means for storing a service providing policy indicating

oy storage feans Tor . o€ brovi ,i g
ol cy i nel udi g SORTEC | dont 1 a1 O 1 o o el O o e 15 T he

service, unit devine SReaidatng, |G MBid Qi uselb§ 0fe the @xecditd on of the
aut henti cati on constituti Ng pProcesses, bi onetri ¢ 25aut henti cati on

constituting HOeESy idQimRid dh ter specidutiedd et rdic atdentitciatd on
constituting process including a bionetric authentication algorithm and
process execution request when the sending destination
unit device is the last unit device in the processing
order, the authentication context in the authentication
constituting process result information received from
10 each of the unit devices and the execution result in
the authentication constituting process result
information received from the last unit device in the
processing order being described in the authentication
processing result information in a specific format, and
15 authentication processing-result information
sending means for sending the authentication processing
result information to the user terminal,
the user terminal comprising
service request sending means for sending, to the
20 service providing device, a service request to request
a service to.the service providing device,
authentication processing execution request
sending means for-sénding, to the unit integrating
device, the.challenge value and the authentication
25 - pfocessing execution request in response to an

authentication request which requests the user to

perform the biometric authentication, and the challenge



88 reference value indicating a reference for regarding the accuracy of
the bionmetric authentication by the bionetric authentication algorithm as
proper, authentication request sendi ng neans for 5generating and hol di ng
t he chal | enge val ue and sendi ng the chal |l enge val ue and t he authentication
request to the user termnal in responsegt0 a service request fromthe user
~term nal, sendi ng neans for sending the held challenge
10val ue, the authentication processing result information, and the service

provi di ng pol i 0 verifying device in response to authentication
processing r esvﬁ%ﬁt&ef n#%oﬁnrra%eony Ton rpemuvslec?l Erii fafS cooperated read neans

for searching the S§%¥ﬂ§ﬁeﬁﬁﬁ§ Sif%¥“é%%é§ﬁ%#¥3$ foggﬁg'éwggtgra e neans

. . . 1
in accordance with e cooper at ed ‘user ication i nfornation and

reading Servi g dSel ety fd LAl h QU P 45506 Al pd )t he

cooperated usér identitTication information in response [ cooper at ed
user identifi Gadndt i MRdON ANtk Ade MRS i gati pne g esul ig fdam the
verifying device when the verification result is proper, and service

i nformats on sendi ng neans for sending the service information to the user
termnal in accordance 25with the read service user identification

i nformati on, display means for displaying service information

received from the service providing device,
the service providing device comprising
service user identification information storage
10 means for storing, in association with each other,
cooperated user identification information which has a
value different from that of the user identification
information to identify the user, and service user
identification information which has a value different
15 from those of the cooperated user identification
information and the user identification information to
identify the user,
service providing policy storage means for storing
a service providing policy indicating conditions for
20 providing services to the user, the service providing
policy including service identification information to
identify the service, unit device specifying
_information used for the execution of the
authentication constituting processes, biometric
25 authentication constituting process information to
specify a biometric authentication constituting process

including a biometric authentication algorithm, and a



:the verifying device conprising public key storage neans for storing a
public key 89 to the equipnent certificate issuer of each of the unit
devices and a public key to the third-party organi zati on, receiving nmeans

for receiving,

fromthe service 5providing device, the challenge value, the

aut hentication processing result informagigon, and the service providing

policy,

format verifying neans for verifying that the received

aut henti cati on processing result infornation 10fits the specific format,
aut henti cat or \veri fying dﬂﬁ' Lc§y| |nqxgﬂagythe |cator in t he
escrlbe

authentlcatlon context

redar n
receive it Hemt i’ oﬁ‘ﬁ%oce55|ng

resul t i nf or mation lheny ARSI AR NG JRANS, f Qhy Ver i Fying

the digital signature in-the equl pnent certl |cate i nc

aut henti cati om ;ctteXte d88HIREA 4N e 1 Eﬁg&hﬁgﬁggatlon processi ng

resul't information in accordance with the pu I|c

t he equi pnent

certificate issuer,authentiUsflidrilaididcatdQmidy ofdmid anpcertificate
verifying neans for verifying the digital signature in the user

i dentifiscat i oyenrfreraimig emdCeidlidingated relaldectda ddeeadnde idreatigon
context described in the 25recei ved authentication processing result

i nformati on

the challenge value and the authentication request to

the user terminal in response to a service request from

10

20

25

the user terminal,

sending means for sending the held challenge

"value, the authentication processing result

information, and the service providing policy to the
verifying device in response to authentication
processing result information from the user terminal,

cooperated read means for searching the service
user identification information storage means in
accordance with the cooperated user identification
information and reading service user identification
information associated with the cooperated user
identification information in response to the
cooperated user identification information and the
verification result from the verifying device when the
verification result is proper, and

service information sending means for sending the

'service information to the user terminal in accordance

with the read service user identification information,
the verifying device comprising

public key storage means for storing a public key



" in accordance with the public key to the third-party organi zation, 90

eval uation report verifying neans for verifying the eval
included in the authentication context described in the

uation report
recei ved

aut henti cati on processing result information in accordance with the
5recei ved service providing policy, 89challenge val ue verifying means

:  for verifying the challenge value in the duthentication

cont ext descri bed

in the received authentication processing result -information in accordance

with the receiyved ,chall enge 10va

execution result v%gif iqg nmeans
V%Gl}lnl

for verifying that T et E%a&] 'o%el%gisfujf?ard%sjc??tbeeﬂ h §HE reket

aut henti cati oryr0cessing %?ﬁfgfgls‘% ng)?lg% .o, itsniprr@p;grt

i nformati on storage neans ori I A assSocCi ati on

cooper at ed user
Yith each ot her,

the user identifigation jnpformation in the user identification information
certificate, and cooperat€ed user identification information which is the

sae as the former coaperaiecdises TOPNELLLLAION FAQTIRL| 09 20haVi Ng a

value. different fromthat of the user identification In

ormation to

identify the yseividith device,00Pes atresh Usese iwenid fiwation information

sendi ng neans for sending, to the service providing devi
user identifi cattihentidarimat ipprodeesdi ig adsult informati

service providing policy,
format verifying means for verifying
received authentication processing result

10 fits the specific format,

ce, the cooperated
on, and the

that the

information-

authenticator verifying means for verifying an

authenticator in the authentication context described

"in the received authentication processing result

information,

15 equipment certificate verifying means

for

verifying the digital signature ‘in the equipment

certificate included in the authentication

context

described in the received authentication processing

result information in accordance with the public key to

20 the equipment certificate issuer,

user identification information certi

ficate

verifying means for verifying the digital signature in

the user identification information certificate

included in the authentication context described in the

25 received authentication processing result information

in accordance with the public key'to the third-party

organization,



25t he cooperated user information storage neans and the verification result
that indicates properness in accordance with the user identification
information in 91 the user identification information certificate used for
the verification by the user identification information certificate
verifying means when all the verificatiomgresults by the format verifying
nmeans, the 5authenticator verifying neans, the equipnment certificate
verifying neans, the user identification-information certificate verifying

means, the evaluaﬂéybﬂﬁg%ygn\@gggﬁ@rgbf§¥y§h the ch éfnggtm%dﬁbverifying
e .

. means, and the execution result “verifying eans are 1 pr oper 3. The

Service provi g S:SLeMiC W AW LSl L Pt d 3l fentchad @ eri zed in
t hat the authenticator verifying neans verifies the authenticator

generated by eashedft tRedidedlam 0ot ik kbaeeDrAaen W ddr idH or mati on
identical or corresponding to the secret information in each of the unit
devi ces. protesHieSacsauda pImfs iatg sy Stremaeeadadidy dickcl@ian 1 or
claim2, characterized in that the secret information in the
secret Bnf or natdaen v20k tserageargarnsy iicsiray gedriety,key in a public key
encryption nethod, and t he aut henticator generated by the

aut henti cat or generdtdingnasanaliue el i vidlg giepng urer gesvek &y et ome he

basis of the secret key. _ , , .
challenge value in the authentication context described

in the received authentication processing result
information in accordance with the received challenge
10 value,
execution result verifying means for verifying
that the execution result described in the received
authentication processing result information is proper,
cooperated user information storage means for
15 storing, in association with each other, the user
identification information in the user identification
information certificate, and cooperated user
identification information which is the same as the
former cooperated user identification information
20 haying a value different from that of the user
identification information to identify the user, and
cooperated user identification infofmation sending
means for sending, to the service providing device, the
cooperated user identification information read from
25 the cooperated user information storage means and the
verification result that indicates properness in

accordance with the user identification information in



255. At least one of a plurality of unit devices used in a service
provi di ng system the service providing systemcharacterized by conprising
. the unit 92 devices which i ndependently execute authentication
constituting processes constituting authentication processing that uses

bi onetric authentication, a unit integratj.,ng device which has each of the
unit devices Sprovided therein or extern ]1y connected thereto to

comuni cate with each of the unit devices, a user term nal which has the
uni t integratiqﬁadevice rovi ded therejn_or externall onnected thereto to
communi cate wilt tlﬁseeﬁn]if ANy TR TR LR er ¥ 1 ML evi 824 0whi ch

verifies the exec t|on co ents of .each of the a then jcatjon constituting
L3 it

processes in accor %1%5%%&“9%3 TAHTTE HAd B SRS %%nprOV|d|ng

devi ce whi ch corauni t h Iser, ninal and the verj deV|ce,
the unit devi gle conp?t?lsoﬁ 1%egqluceapﬁrjnan cefrr Ty ca?aensst%r%rbea }§ for

storing an equipmanicerd Tisalm d soathd o eaL %%f}gﬁ%tmgﬁgc Sspby an

equi pment certificate issuer In acc dance with a pu ey encryption

net hod, 3 he equifeiti Gardd fioat®, i i Imcig, amew pPigdy20certificate body
and a digital signature generated for the equipnment certificate body by a

secret key to ddwe iEtjliaueenie ieniifd Galahd SSUes ,udde RIMHAPIEItaCRsdificate
body i ncluding identification i'nformation for a public key of or for secret
i nformati on tdrfenerstieorn cessiage A5autdreintyioa imsarcodecrod ddhel udd fordevi ce
to which the authentication constituting process bel ongs, unit device
speci fyi ng i nfuapeatt orenid wiperinfeantshe e tchallenge value verifying
means, and the execution result verifying means are
10 proper. |
3. The service providing system according to
claim 1 or claim 2, characterized in that
the authenticator verifying means verifies the
authenticator generated by each éf the unit devices in
15 accordance with information identical or corresponding
to the secret information in each of the unit devices.
4. The service providing system according to
claim 1 or claim 2, characterized in that
| the secret information in the secret information
20 - storage means is a secret key in a public key
encryption method, and
the authenticator generated by the authenticator
generating means 1s a digital signature generated on
the basis of the secret key.
25 5. At least one of a plurality of unit devices

used in a service providing system, the service

providing system characterized by comprising the unit



© 93 device to which the authentication constituting process bel ongs, and

. equi pnment certificate issuer information to specify the equi pnent
certificate issuer; evaluation report storage neans for storing an

~beval uation report, the evaluation report including the unit device
specifying information of the unit devic sed for the execution of the
aut hentication constituting process, bioretric authentication constituting
process information to specify a bionetric 10authentication constituting

| process | el udlag 8,1 STELE L, s hentyend o0, AlaerL b andBlopet i
authent i cati on. hy. {he, bj ol sd ¢ Al hegtd sati on: Al orL i Jousey
identification intformafi o certificate s or age ans or storrng a user.

| denti 11 cat i on O ArIALY O GENLLd 03 Gnd S3UEC 0 B UBELE LA L NG WSEE

termnal by a‘third-party organization I n accor e Wt

encryption mtih%gfah@ir&%@ie@ﬁééj%iéﬂ QR 4 O bif OF B & O £ET hbF1 £&d e

including a certificate body and a digital signature generated for the

certificate bahohyded secdedikeyr tktdend i § dePaid ¥t O8 geme Zat b ofe t he :
certificate body including user identification information to identify the

user, a hash Zoraturei oftdivnet reach eferemnd habit doviedés pnafeset he user, and
the third-party organization information to identify the third-party :
organi zati on; teninal wlsieth gtasg nflor mationi stoyagel neadsvioe stovided secr et
information to generate the authenticator;
therein or externally connected thereto to communicate
with the unit integrating device, a verifying device

10 which verifies the execution contents of each of the
authentication constituting processes in accordance
with an authenticator, and a service providing device
which communicates with the user terminal and the
verifying device, the uni£ device comprising:

15 equipment certificate storage means for storing an
equipment certificate issued to each of the unit
devices by an equipment certificate issuer in
accordance with a public key encryption method, the
equipment certificate iﬁcluding an.equipment

20. certificate body and a digital signature generated for
the equipment certificate body by a secret key to the
equipment\certificate issuer, the equipment certificate
body including identification information for a public
key of or for secret information to generate a message

25 authentication code of the unit device to which the

authentication constituting process belongs, unit

device specifying information to specify the unit



- the chal | enge v

aut henti cation constituting process executing neans for executing the

aut hentication constituting 5process when receiving, fromthe unit
integrating device, an authentication constituting process execution
request to request the execution of the authentication constituting
process; authenticator generating neans fgr generating the 10aut henti cator
by the ‘use of the secret information in accordance wth the equi pnent
certificate, the evaluation report, the challenge value, the user

identificati orh%]efccg By |m&er1{ﬁg L888., ncdatalg}@s& ?aéi.lgl@m gﬁ e3<eescsuti on

contents; 15aut ntication context enera |ng neans ene ng an

aut henti cati or})é:]]cg}{ge,:g(t 1ar¥&1eecfﬁ‘ﬂ RIS tearidfd acta% & sdhe. %.Vr?féﬁﬁ%&rbr{ eport

he use flcatIO ornmati on certiticate,

hash val ue of ddesgxecuf ik plgMeht and-dive Z0authentd cat or bei ng

described in the aut hent| cation context in a specific format;

aut henti cation COﬂ%\}éMdﬁlg)rpr%ﬁt I £sehtdgd ML m@t £ on g@f}@iﬁé 4w neans for
generating authentication constituting process result information 25 in

whi ch t Be aut herntliwcatiicon egrdrext tared dhel wexeicint imspsesuliclafdihe the

aut henti cation constituting process are described in a specific format; and
95 reswniti mieorime ispresiending imeamsnatarors erdi tige turel tauddieins cati on
constituting process result information to the unit integrating device,

wher ei n t he amdsshtiicgattihen exmaudxitoramt tihe exaddritvicateisuit are extracted

as the authentication constituting process result information by the unit
|ntegrat|ng dévpggltutlng process, biometric authentication

constituting process information to specify a biometric

10 authentication constituting process including a
biometric authentication algorithm, and biometric
authentication accuracy indicating the accuracy of the_
biometric authentication by the biometric
authentication algorithm;

15 user identification information certificate
storage means for storing a user identification
information certificate issued to a user of the user
terminal by a third-party organization in accordance
with a public key encryption method, the user

20 identification information certificate including a
certificate body and a digital signature generated_for
the certificate body by.a secret key to the third-party
organization, the certificate body including user
identification information to identify the user, a hash

25 value of biometric referential information for the
user, and the third-party organization information to

identify the third-party organization;



‘the extracted authentication context and execution result are described in
~authentication processing 10result information in a specific format by the
unit integrating device, and t he authentication processing result
information is sent to the service providing device fromthe unit
integrating device via the user termnal g,the 1l5authentication context and
the execution result are extracted by the verifying device after the
“authentication processing result information to which the chall enge val ue

and a service pr ovisdi n]_gedoo.l .1%’ rﬂ@'&gdse@ by . dhe SeL vhgf g{gy% ng device is
%C 1 r 1 (@] %/%e e 1’[ ,

sent, and the 20veri1fying device verifies execution resu t he format

of the aut hentdcatd.on /acessi g {esilicd MOWRL AN dde autdient i cat or in

the authentication context, the equipnent certificate, e eval uation

report, the user idgnptiddCatd O EOLIBH O P GSFdddd £ Lo c@iithd N
chal | enge val ue.
means for executing the authentication constituting
5 process when receiving, from the unit integrating
device, an authentication constituting process
execution request to request. the execution of the
authentication constituting process;
authenticator generating means for generating the

10 . authenticator by the use of the secret information in
accordance with the equipment certificate, the
evaluation report, the challenge value, the user
identification information certificate, and a hash
value of the execution contents;

15 - authentication context generating means for
generating an authentication cbntext, the equipment
certificate, the evaluation report, the challenge
value, the user identification information certificate,
the hash value of the execution contents, and the

20 authenticator being described in the authentication
context in a specific format;

authentication constituting process result
information generating means for generating
authentication constituting process result information

25 in which the authentication context and the execution

result of the authentication constituting process are

described in a specific format; and
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25
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result information sending means for sending the

authentication constituting process result information

to the unit integrating device,

wherein the authentication context and the
execution result are extracted as the authentication
constituting process result information by the unit
integrating device,

the extracted authentication context and execution
result are described in authentication processing
result information in a specific format by the unit
integrating device, and

the authentication processing result information
ié sent to the service providing device from the unit
integrating device via the user terminal, the.
authentication context and the execution result are
eXtracted by the verifying device after the
authentication processing result information to which
the challenge value and a service providing policy are
added by the service providing device is sent, and fhe
verifyingrdevice verifies the execution result, the
format of the authentication processing result
information, thé éuthénticator in the éuthentication
context, the equipment certificate, the evaluation
report, the user identification information

certificate, and the challenge value.



