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FUNCTION HALT INFORMATION NOTIFYING METHOD AND 
MOBILE COMMUNICATION TERMINAL APPARATUS 

TECHNICAL FIELD 

[000 l) 

The present invention relates to a function lock information notification 

method and a mo bile communication terminal, and in more detail relates to a 

function lock information notification method, in the mobile communication 

terminal fitted with a contactless type communication device, which is capable of 

communicating with the mobile communication terminal for notifying lock 

information for a function of the contact less type communication device via a 

wired communication path, and to a mobile communication terminal .for notifying 

the function lock information notification method. 

BACKGROUND OF ART 

[0002) 

Portable information terminals such as portable telephones have become 

widespread in recent years. With mobile telephones, for example, that have seen 

remarkable improvements in the functions and performance of these type of 

portable information terminals, devices are being introduced that are provided with 

contactless type communication devices that perform contactless type 

communication in addition to necessary functions such as a call function and an e-

mail transceiving function, and also fulfill a so-called IC-card function which has 

become widely used in recent years. Here, a "contactless communication device" 

refers to devices that perform contactless type communication utilizing radio 

communication between communicating parties, such as a reader writer, and no 

communication contacts on the surface of a device. Such a "contactless type 

communication device" derives operating power using electromagnetic induction 
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generated by radio waves from a communicating party received by an antenna 

(coil) mounted within the device. As such contactless type communication 

devices, there are those that are card shaped, such as a so-called IC card, that are 

capable of being inserted into a portable information terminal (see patent document 

1), and those that are fixedly built into a portable information terminal (see patent 

document 2). 

[0003] 

These types of contactless communication devices contain IC chips such 

as a CPU (central processing unit) chip or a memory chip. Such contactless 

communication devices have a high degree of security, and as a result are gradually 

being used for functions that are important to an individual, such as storing 

information that should not easily be made available to others, for example, 

prepaid rail card usage history and financial transaction type electronic money. 

[0004] 

With portable communication devices fitted with a contactless type 

communication device, it is generally possible for a user to arbitrarily lock a 

function of the contactless type communication device by issuing a command from 

an operating section of the portable information device. Technology has also 

been proposed where, in locking the functions of the con tactless type 

communication device, in the event that a portable information terminal fitted with 

the contactless communication device is lost, the functions of the contactless type 

communication device are locked via a mobile communication network (hereafter, 

referred to as "remote function lock" or "remote lock") (see patent document 3). 

[0005] 

A method where a user performs instruction input from an operating 

section of the portable information device and a function confirmation screen is 

displayed on a display section by changing the display section screen is adopted in 

confirming this type of lock of a contactless type communication device function. 
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Patent document 1: Japanese patent laid-open No. 2001-223631 

Patent document 2: Japanese patent laid-open No. 2003-85466 

Patent document 3: Japanese patent laid-open No. 2004-297156 

DISCLOSURE OF THE INVENTION 

Problem to be solved by the invention 

[0007] 

The above-described remote function lock technology is excellent for 

handling situations such as loss of the mobile communication terminal. However, 

with the proposed remote function lock method, it was not possible for the user to 

be reliably notified of the fact that a function had been locked as a result of 

sending a remote function lock instruction to the mobile communication terminal. 

[0008] 

For this reason, once the remote function lock instruction has been 

performed there is no way for the user to confirm that the remote function lock 

instruction has been correctly executed. As a result, it can not be certain that the 

remote function lock command has been implemented. 

[0009] 

In order to resolve the aforementioned situation, it is the object of the 

present invention to provide a function lock information notification method 

capable of improving convenience to a user by appropriately notifying information 

about a function lock of a contactless type communication device contained in a 

mobile communication terminal via a mobile communication network. 

[00 IO] 

Another object of the present invention is to provide a mobile 

communication terminal capable of appropriately notifying function lock 

information of a fitted contactless type device via a mobile communication 
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The present invention is directed to a function lock information 

notification method for notifying lock information for a function of a contactless 

type communication device of a mobile communication terminal fitted with the 

contactless communication device that is capable of communication via a wired 

communication path, comprising the steps of, performing, to the mo bile 

communication terminal, a lock request for a function of the contactless type 

communication device from a locking terminal via a mobile communication 

network; causing the mobile communication terminal to lock the function of the 

contactless type communication device via the wired communication path; and 

notifying the fact that the function of the contactless communication device has 

been locked to a function lock information notified party pre-registered in the 

communication terminal via the mobile communication network by the mobile 

communication terminal. 

[0012] 

With this function lock information notification method, in the function 

lock request step, if a lock request for a function of the contactless type 

communication device from the locking terminal is executed in the mobile 

communication terminal via the mobile communication network, then in the 

function lock step the mobile communication terminal locks the function of the 

contactless communication device via the wired network. This contactless type 

communication device remote function lock is carried out with a specified user 

action as a trigger, for example, when the mobile communication terminal is lost 

and so forth, as soon as the user realizes he has lost his phone. 

[0013] 
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In this way, if a remote function lock for a contactless type 

communication device is carried out, then in the function lock notification step the 

fact that the function of the contactless type communication device has been 

locked is notified by the mo bile communication terminal to a function lock 

notification party pre-registered in the mo bile communication terminal. As a result, 

it is possible for the user of the mobile communication terminal to confirm that the 

function of the contactless communication device provided in the mobile 

communication terminal has been locked by referring to the communication 

terminal of the function lock notification party. 

[0014] 

Therefore, according to the function lock information notification method 

of the present invention, since it is possible for a user to confirm that the function 

of a contactless type communication device built in to a mobile communication 

terminal has been locked; it is possible to improve the convenience for the user. 

[0015] 

With the function lock information notification method of the present 

invention, it is possible for the locking terminal to be a communication terminal 

having an identifier for a lock request possible originator pre-registered in the 

mobile communication terminal. In this case, as a result of the user setting a home 

telephone, public telephone or home personal computer and so forth as a lock 

request possible originator in the mobile communication terminal in advance and 

registering identifiers such as phone numbers or e-mail addresses of these devices, 

it is possible to ensure the convenience for the user while appropriately restricting 

lock request possible originators. In this case, "e-mail" also includes short 

messages exchanged using a circuit switching method. Also, "e-mail address" 

refers to an identifier for a terminal carrying out transmission or reception of e­

mail, and also includes a telephone number and an "e-mail address" used as an 

identifier for a transmitting terminal or receiving terminal relating to short 
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messages, for example. In this specification, the terms "e-mail" and "e-mail 

address" will be used to convey this meaning. 

[0016] 

With the function lock information notification method of the present 

invention it is also possible for the locking terminal to comprise at least one 

calling phone, and for the mobile communication terminal to recognize that a lock 

request has been received upon detection of generation of a calling tone a 

predetermined number of times after a call is received from the at least one calling 

phone. In this case, "generation of a calling tone a predetermined number of times" 

does not mean generation of the calling tone less than the predetermined number of 

times, or generation of a calling tone in excess of the predetermined number of 

times, but the generation of the calling tone exactly the predetermined number of 

times. In this specification, the term "generation of a calling tone a specified 

number of times" is used to convey this meaning. 

[0017] 

In this case, it is possible to lock function of a contactless type 

communication device provided in a mobile communication terminal that has been 

lost by the simple operation of generating a calling tone a predetermined number 

of times using a calling telephone unit such as a home telephone or a public 

telephone. 

[0018] 

Also, with the function lock information notification method of the 

present invention, it is possible for at least one messaging terminal to be contained 

in the locking terminal, and the mo bile communication terminal recognizes that 

there is a lock request upon receipt of an e-mail of predetermined content from the 

at least one messaging terminal. In this case, it is possible to lock the function of a 

contactless type communication terminal provided in a mobile communication 

terminal that has been lost by the simple operation of sending an e-mail with 
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predetermined content, such as a title and text, for example, to the mobile 

communication terminal as a function lock request mail using the messaging 

terminal such as a home personal computer. 

[0019] 

With the function lock information notification method of the present 

invention, it is possible to further comprising the steps of performing, to the 

mobile communication terminal, a confirmation request for lock of the function 

from a confirmation terminal via a mobile communication network; and sending 

confirmation information, wherein content that the function of the contactless type 

communication device is locked, to the confirmation terminal in response to the 

confirmation request, by the mo bile communication terminal, when the function of 

the contactless type communication device is locked. 

[0020] 

In this case, in the lock confirmation request step, when, to the mobile 

communication terminal, a confirmation request for lock of the function of the 

contactless type communication terminal from a confirmation terminal is executed 

via a mo bile communication network, if the function of the contactless type 

communication device is locked, then in the confirmation information transmission 

step the mobile communication terminal transmits confirmation information with 

content that the function of the con tactless type communication terminal is locked 

to the confirmation terminal as a response to the confirmation request. As a result, 

after function lock of the contactless type communication device, the user of the 

mo bile communication terminal can confirm that the function of the con tactless 

communication device is locked in the confirmation terminal used for the 

confirmation request. 

[0021] 

The confirmation terminal can be a communication terminal having an 

identifier for a confirmation request possible originator pre-registered in the 
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mobile communication terminal. In this case, as a result of the user setting a home 

telephone, public telephone or home personal computer and so forth as a 

confirmation lock terminal in the mobile communication terminal in advance and 

registering identifiers such as phone numbers or e-mail addresses of these 

terminals, it is possible to ensure the convenience for the user while appropriately 

restricting the confirmation request possible terminal. 

[0022] 

It is also possible for the confirmation terminal to comprise at least one 

calling phone, and for the mobile communication terminal to confirm that the 

confirmation request has been received upon detection of generation of a calling 

tone more than a predetermined number of times after a call is received from the at 

least one calling phone. In this case, it is possible to confirm that function of a 

contactless type communication device provided m a mobile communication 

terminal that has been lost has been locked by the simple operation of generating a 

calling tone more than a specified number of times using a calling telephone unit 

such as a house telephone or a public telephone. 

[0023] 

In the case of adopting a calling telephone as a confirmation terminal, the 

confirmation information can be made a voice message. In this case, the 

confirmation information is notified to the confirmation terminal in a form that is 

easy for the user to comprehend. 

[0024] 

Also, in the case where confirmation is carried out using a confirmation 

terminal, it is possible to include the confirmation terminal in the locking terminal. 

[0025] 

A mobile communication terminal of the present invention, is fitted with a 

contactless type communication device capable of communication via a wired 

communication path, and comprises: lock request detection means for detecting a 
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lock request for a function of the con tactless type communication termin.al 

received from the locking terminal via a mobile communication network; function 

lock means for locking the function of the con tactless type communication device, 

via the wired communication path, when the lock request has been detected by the 

function lock request detection means; and function lock notification means for 

notifying the fact that the function of the contactless communication device has 

been locked to a pre-registered function lock notified party via the mobile 

communication network. 

[0026] 

With this mobile communication terminal, if a lock request for function of 

the contactless type communication device from the locking terminal via the 

mobile communication network is executed to the mobile communication terminal, 

then the function lock means locks the function of the contactless communication 

device via the wired network. Continuing on, function lock notification means 

notifies the fact that the function of the contactless communication device has been 

locked to a function lock information notified party pre-registered within the 

mobile communication terminal via the mobile communication network. 

[0027] 

Namely, it is possible to use the above-described function lock 

information notification method by using the mobile communication terminal of 

the present invention. Accordingly, with the mobile communication terminal of the 

present invention it is possible to appropriately notifying function lock information 

of a fitted contactless type device via a mobile communication network, making it 

possible to improve convenience for the user. 

[0028] 

With the mobile communication terminal of the present invention, it is 

possible to further provide storage means for storing a terminal registration table 

registering an identifier for the locking terminal and identifiers for notification 
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communication terminals that are notified parties for the fact that the function is 

locked. In this case, as a result of the user setting a home telephone, public 

telephone or home personal computer and so forth as a lock request possible 

originator in the mobile communication terminal in advance and registering 

identifiers such as phone numbers or e-mail addresses of these devices, it is 

possible to ensure the convenience for the user while appropriately restricting lock 

request possible originators. 

[0029] 

Also, with the mobile communication terminal of the present invention it 

is also possible for the locking terminal to comprise at least one calling telephone, 

and for the mobile communication terminal to be provided with calling tone lock 

request detection means for recognizing that there is a lock request upon detection 

of generation of a calling tone a predetermined number of times after a call has 

been received from the at least one calling telephone. In this case, it is possible to 

lock function of a contactless type communication device provided in a mobile 

communication terminal that has been lost by the simple operation of generating a 

calling tone a predetermined number of times using a calling telephone unit such 

as a home telephone or a public telephone. 

[0030] 

Also, with the mobile communication terminal of the present invention, it 

is possible for at least one messaging terminal to be contained in the locking 

terminal, and for the lock request detection means to be provided with mail lock 

request detection means for confirming that there is a lock request upon receipt of 

an e-mail of predetermined content from the at least one messaging terminal. In 

this case, it is possible to lock startup of a contactless type communication device 

provided in a mobile communication terminal that has been lost by the simple 

operation of sending an e-mail with predetermined content, such as a title and text, 

for example, to the mobile communication terminal as a function lock request mail 
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using the messaging terminal such as a home personal computer. 

[0031] 

Also, with the mobile communication terminal of the present invention, it 

is possible to further comprise lock confirmation request detection means for 

detecting receipt of a confirmation request for lock of the function from a 

confirmation terminal via a mobile communication network; and confirmation 

information transmission means for transmitting confirmation information, with 

content that the function of the contactless type communication device is locked, 

to the confirmation terminal in response to the confirmation request, when the 

function of the contactless type communication device is locked. 

[0032] 

In this case, if a confirmation request for function lock of the contactless 

type communication device from the confirmation terminal via the mobile 

communication network is carried out to the mobile communication terminal, the 

lock confirmation request detection means detects the confirmation request. 

Continuing on, in the event that function of the contactless type communication 

device is locked, the confirmation information transmission means transmits 

confirmation information with content that the function of the contactless type 

communication device is locked to the confirmation terminal in response to the 

confirmation request. As a result, after function lock of the contactless type 

communication device, the user of the mo bile communication terminal can confirm 

that the function of the contactless communication device is locked in the 

confirmation terminal used for the confirmation request. 

[0033] 

The terminal registration table can be configured to further register an 

identifier for the confirmation terminal. In this case, as a result of the user setting 

a home telephone, public telephone or home personal computer and so forth as a 

confirmation terminal in the mo bile communication terminal in advance and 
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registering identifiers such as phone numbers or e-mail addresses of these devices, 

it is possible to ensure the convenience for the user while appropriately restricting 

the confirmation request possible terminal. 

[0034] 

It is also possible for the confirmation terminal to have at least one 

calling phone, and for the lock confirmation request detection means to be 

provided with calling tone confirmation detection means for confirming that there 

is a confirmation request upon detection of generation of a calling tone more than a 

predetermined number of times after a call has been received from the at least one 

calling phone in a state where function of the contactless type communication 

device is locked. In this case, it is possible to confirm that function of a contactless 

type communication device provided in a mobile communication terminal that has 

been lost has been locked by the simple operation of generating a calling tone 

more than a predetermined number of times using a calling telephone unit such as 

a home telephone or a public telephone. 

[0035] 

In the case of adopting a calling telephone as a confirmation terminal, the 

confirmation information transmission mean can be configured to send voice 

guidance as the confirmation information. In this case, the confirmation 

information is notified to the confirmation terminal in a form that is easy for the 

user to comprehend. 

Effect of the Invention 

[0036] 

As has been described above, according to the function lock information 

notification method of the present invention, it is possible to improve convenience 

for a user by appropriately notifying function lock information for a contactless 

type communication device provided in a mobile communication terminal via a 
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mobile communication network. 

[0037] 

Also, according to the mobile communication terminal of the present 

invention, it is possible to appropriately notify function lock information of a fitted 

contactless type device via a mobile communication network. 

BRIEF DESCRIPTION OF DRAWINGS 

[0038] 

Fig. lA is a front view schematically showing the external structure of a 

cellular phone of one embodiment of the present invention; 

Fig. 1 B is a rear view schematically showing the external structure of a 

cellular phone of one embodiment of the present invention; 

Fig. 2 is functional block diagram for describing the internal structure of 

the cellular phone of Fig. 1; 

Fig. 3 is a drawing for describing the structure of software executed in the 

control section of Fig. 2; 

Fig. 4 is a drawing for describing the structure of a terminal registration 

table of Fig. 2 and Fig. 3; 

Fig. 5 is a functional block diagram showing the structure of an IC card 

function section of Fig. 2; 

Fig. 6 is a first screen transition diagram for explaining an operation of 

registering to the terminal registration table of Fig 4; 

Fig. 7 is a second screen transition diagram for explaining an operation of 

registering to the terminal registration table of Fig 4; 

Fig. 8 is a third screen transition diagram for explaining an operation of 

registering to the terminal registration table of Fig 4; 

Fig. 9 is a sequence diagram for describing one example of a remote 

function lock and function lock confirmation operation for the IC card function 
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section of Fig. 2; 

Fig. 10 is a sequence diagram for describing another example of a remote 

function lock and function lock confirmation operation for the IC card function 

section of Fig. 2; 

Fig. 11 A is a front view schematically showing the external structure of a 

cellular phone of a modified example; 

Fig. 1 lB is a rear view schematically showing the external structure of a 

cellular phone of a modified example; and 

Fig. 12 is a functional block diagram showing the structure of an IC card 

of Fig. 11. 

BEST MODE FOR CARRYING OUT THE INVENTION 

[0039] 

One embodiment of the present invention will be described in the 

following with reference to Fig. 1 - Fig. 10. Note that in these drawings, 

elements that are the same or equivalent have the same reference numbers assigned, 

and repeat description will be omitted. Also, in the description of this 

embodiment the simple term "maH" means "e-mail". 

[0040] 

The external structure of a cellular phone 10, being a mobile 

communication terminal, is schematically shown in Fig. 1 A and Fig. 1 B. In this 

embodiment, a front view of the external appearance of the cellular phone 10 is 

shown in Fig. 1 A, and a rear view of the external appearance of the cellular phone 

10 is shown in Fig. 1 B. 

[0041] 

As shown comprehensively in Fig. IA and Fig. IB, the cellular phone 10 

comprises (a) a cellular phone main body 11, (b) an operation section 12 having a 

numerical key pad for inputting telephone numbers and function keys for inputting 
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various commands such as functional mode switching to a control section 21, ( c) a 

display section 13 having a liquid crystal display for displaying operational 

guidance, operational status, received messages and so forth, ( d) a speaker for 

conversation 14 for reproducing voice signals transmitted from a opposite party at 

the time of a call, ( e) a microphone 15 for inputting sound during the capture and 

for inputting voice at the time of a call, (f) a guidance speaker 16 for generating 

calling tones and guidance, and (g) an antenna 17 for transfer of wireless signals to 

and from a base station. 

[0042] 

As shown in Fig. 2, the cellular phone main body 11 is internally 

provided with (i) a control section 21 for controlling overall operation of the 

cellular phone 10, (ii) a transceiver section 22 for transceiving wireless signals to 

and from a base station via the antenna 17, (iii) a storage section 23 having read 

only memory (ROM) elements and random access memory (RAM) elements for 

storing various data, (iv) an IC card function section 30 fulfilling an IC card 

function, (v) a card communication section 24 for the control section 21 to perform 

contact type communication with the IC card function section 30, and (vi) an 

antenna 25 for the IC card function section 30 to perform contactless type 

communication with a reader writer 50. Note that, with this embodiment the IC 

card function section 30 is set so that it is possible to execute functions using 

contactless type communication. 

[0043] 

The control section 21 is equipped with a central processing unit (CPU) 

and digital signal processor (DSP) and so forth for carrying out various data 

processing for implementing general cellular phone functions, and for carrying out 

control of operations of other structural elements described above. Among the 

software such as programs executed on the control section 21, the structure of 

software groups related to remote function lock of the IC card function section 30 
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Specifically, the software group relating to remote function lock of the IC 

card function section 30 includes (i) a lock request detection section 51 for 

detecting a remote function lock request for the IC card function section 30 

received via the transceiver section 22 while appropriately referencing the storage 

section 23, (ii) a function lock section 52 for locking the function of the IC card 

function section 30 via the card communication section 24 when notification to the 

effect that a remote function lock request has been detected is received from the 

lock request detection section 51 during operation of the IC card function section 

30 and (iii) a function lock notification section 53 for transmitting function lock 

information via the transceiver section 22 while appropriately referencing the 

storage section 23 when notification to the effect that function of the IC card 

function section 30 has been locked in accordance with a remote function lock 

request from the function lock section 52. 

[0045] 

In this embodiment, the lock request detection section 51 comprises a 

calling tone lock request detection section 51 C and a mail lock request detection 

section 5 lM. After a call had been received from the locking telephone unit 

whose telephone number is registered in the terminal registration table 23T, if 

calling tones for designated call number of times which is registered in the 

terminal registration table 23 T has occurred, and after the calling tones no new 

calling tone occurred, the calling tone lock request detection section 51 C 

recognizes that there is a remote function lock request. 

[0046] 

The mail lock request detection section SIM recognizes that there is a 

remote function lock request upon receipt of an e-mail of predetermined content 

from the locking messaging terminal having an e-mail address registered in the 
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terminal registration table 23T. In this embodiment, the e-mail content for a lock 

request is stored in the storage section 23 separately from the terminal registration 

table 23T. Note that with this embodiment, a requirement as the e-mail for lock 

request is to have a predetermined title and text body is a requirement that in its 

content. 

[0047] 

The function lock notification section 53 transmits an e-mail of 

predetermined content towards the locking notification messaging terminal having 

an e-mail address registered in the terminal registration table 23T. In this case, 

the e-mail content for a lock notification is stored in the storage section separately 

from the terminal registration table 23 T. 

[0048] 

The software group relating to remote function lock for the IC card 

function section 30 also includes (iv) a confirmation request detection section 54 

for detecting a confirmation request for function lock of the IC card function 

section 30 that has been received via the transceiver section 22, while 

appropriately referencing the storage section 23, and (v) a confirmation 

information notification section 55 for transmitting confirmation information for a 

function lock via the transceiver section 22, while appropriately referencing the 

storage section 23, when notification to the effect that a confirmation request for 

function lock has been received from the confirmation request detection section 54 

while the function of the IC card function section 30 is locked. 

[0049] 

In this embodiment, the confirmation request detection section 54 

recognizes that there is a confirmation request for the fact that function of the IC 

card function section 30 is locked when a calling tone has been generated more 

than a designated call tone number of times that is registered in the terminal 

registration table 23T, after a call has been received from the confirming telephone 
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unit having a telephone number registered in the terminal registration table 23T. 

Also, the function lock notification section 53 transmits voice guidance as 

confirmation information for the fact that the function of the IC card function 

section 30 is locked towards the confirming telephone unit that is making a call. 

The content of the voice guidance is stored in the storage section 23 separately 

from the terminal registration table 23 T. 

[0050] 

Note that in this embodiment, incidentally, the lock request telephone unit 

may also be the confirming telephone unit, and in that case would be called a 

locking/confirming telephone unit. 

[0051] 

Returning to Fig. 2, two types of telephone number, such as 

lock/confirmation telephone number #1, #2, can be registered in the terminal 

registration table 23T inside the storage section 23 as identifiers for the 

lock/confirmation telephone units, as shown in Fig. 4. It is also possible to 

further register a lock mail address, being an identifier for a lock messaging 

terminal, a designated calling tone number of times, and a lock notification mail 

address being an identifier for a lock notification messaging terminal, in the 

terminal registration table 23T. Operation of registering to the terminal 

registration table 23 T will be described later. 

[0052] 

As shown in Fig. 5, the IC card function section 30 is provided with (a) a 

control section 33 for carrying out control of communication with the control 

section 21 via a wired communication path and contactless type communication 

with the reader writer 50 via the antenna 25, as well as overall control of the IC 

card function section 30, such as reading from and writing to the storage section 34, 

which will be described later, and (b) a storage section 34 for storing data and so 

forth of the IC card function section 30. 
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[0053] 

Note that the reader writer 50 shown in Fig. 2 and Fig. 5 is a proximity 

wireless transceiver for carrying out contactless type communication with the IC 

card function section 30 via the antenna 25. 

[0054] 

A registration operation into the terminal registration table 23T will now 

be described. 

[0055] 

When the power supply of the telephone unit 10 is turned on, an 

initialization operation takes place in the telephone unit 10, and after that a 

standby screen shown by the display F6A in Fig. 6 is displayed on the display 

section 13. If the user then inputs menu display commands from the operation 

section 12 in this state, the menu screen shown by the display F6B is displayed on 

the display section 13. If the user selected "3. remote lock setting" from this 

menu display screen, the PIN number input screen shown by F7 A in Fig. 7 is 

displayed. 

[0056] 

If the user correctly inputs the PIN number in the PIN number input 

screen, the remote lock setting (1) screen shown by the display F7B is displayed. 

At least one type of lock/confirmation telephone number and a lock mail address, 

if required, are input by the user in this remote lock setting (1) screen. An 

example of a lock/confirmation telephone number and a lock e-mail address input 

in this manner is shown by the display F7C. Note that the display F7C shows an 

example where a specific telephone number (03-ABCD-EFGH), such as a 

·telephone number of a home telephone, is input as the lock/confirmation telephone 

number #1, and a plurality of telephone numbers having a specific attribute such as 

public telephone is input as a lock/confirmation telephone number #2 using "public 

telephone". The display F7C also shows an example where an address 
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(mn@pqr.com) of a specific messaging terminal such as an e-mail address of a 

home personal computer is input as a lock mail address. 

[0057] 

After the lock/confirmation telephone number and lock mail address if 

required have been input in the above-described manner, the user performs 

confirmation to complete designation of the lock/confirmation telephone number 

and lock mail address. Once designation of the lock/confirmation telephone 

number and the lock mail address, if required, has been completed in this way, 

after being registered in the above-described terminal registration table 23 T, the 

remote lock setting (2) screen shown by display F7D is displayed. The above­

described designated calling tone number of times and lock notification mail 

address are input by the user in this remote lock setting (2) screen. An example 

of a designated calling tone number of times and lock notification address input in 

this manner is shown by the display FSA in Fig. S. The display FSA shows an 

example where "7" times is input as the designated calling tone number of times, 

and the same mail address as the above-described lock mail address is input as the 

lock notification mail address. 

[005SJ 

After input of the designated calling tone number of times and lock 

notification mail address in the above-described manner, designation of the 

designated calling tone number of times and lock notification mail address is 

completed upon confirmation by the user. Once designation of the designated 

calling tone number of times and the lock notification mail address has been 

completed in this way, after being registered in the above-described terminal 

registration terminal 23T the remote lock setting completion screen shown by 

display FSB is displayed. 

[0059] 

After this, when a set time has elapsed the above-described menus screen 
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is returned to, as shown by display F8C. If a clear down key, functioning also as 

a reset key for returning to the standby screen display state is then pressed, the 

standby screen is returned to as shown by display F8D. 

[0060] 

Note that, description has been given for a setting sequence in a case 

where there is no remote lock setting, but a case where some or all current remote 

lock settings are changed, the changed content is designated in the same manner as 

described above. In the case where remote lock setting has been performed 

previously, when there is display of the remote lock setting (1) screen and the 

remote lock setting (2) screen for content change, the registered content in the 

terminal registration table 23T at that time will be displayed in the fields of 

displays F7B and F7D. 

[0061] 

Next, description will be given for the function of an IC card function 

section 30 remote function lock operation and an IC card function section 30 

function lock confirmation operation in the cellular phone 10 having the above­

described structure and in which the above-described remote lock settings have 

been carried out. 

[0062] 

As a prerequisite, at least one telephone number is registered as a 

lock/confirmation telephone number. In the following, a telephone unit having 

the lock/confirmation telephone number is called a "locking/confirmation 

telephone unit". 

[0063] 

Also as a prerequisite, the same e-mail address as the lock mail address 

and the lock notification mail address is registered. Therefore, since the locking 

messaging terminal and the lock notification messaging terminal are the same 

device, the device will be referred to as a "locking/notification messaging 
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[0064] 

22 

<Remote function lock request and lock confirmation request from locking 

/confirmation telephone unit> 

First of all, the case of executing a remote function lock request from the 

locking/confirmation telephone unit, and executing a lock confirmation request 

from the locking/confirmation telephone unit will be described with reference to 

Fig. 9. 

[0065] 

In this case, when a user realizes that he has misplaced and lost his 

cellular phone 10, a telephone call is made to the cellular phone 10 from the 

locking/confirmation telephone unit having its telephone number registered in the 

terminal registration table 23T of the cellular phone 10, as shown in Fig. 9. After 

calling tone has been generated the designated calling tone number of times 

registered in the terminal registration table 23T, the user then performs an off hook 

operation of the locking/confirmation telephone unit before the next occurrence of 

calling tone to perform a remote function lock request for the IC card function 

section 30. 

[0066] 

The remote function lock request resulting from this calling tone is 

detected by the calling tone lock request detection section 51C of the above­

described lock request detection section 51 of the cellular phone I 0. At the time 

of this detection, the calling tone lock request detection section 51 C detects a lock 

request while referencing the registered content of the terminal registration table 

23T. 

[0067] 

When the remote function lock request is detected, the lock request 

detection section 51 notifies to this effect to a function lock section 52. The 
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function lock section 52 that has received this notification transmits a function 

lock instruction to the IC card function section 30 via the card communication 

section 24 in the event that the IC card function section 30 is operating. The 

control section 33 receives the function lock instruction in the IC card function 

section 30. The control section 33 then locks the function of the IC card function 

section 30 and sends an indication of this fact to the control section 21. Once the 

function is locked in this way, the control section 3 3 no longer responds even if a 

transaction is received from the reader writer 50. 

[0068] 

Using the control section 21 the function lock section 52 receives 

indication of the fact that the function of the IC card function section 30 has been 

locked. The function lock section 52 that has received this indication then sends 

indication of the fact that the function of the IC card function section 30 has been 

locked to the function lock notification section 53. The function lock notification 

section 53 receiving this indication reads out s lock notification mail address from 

the terminal registration table 23T, and also reads out content of a lock notification 

mail (title and text body) from the storage section 23. The function lock 

notification section 53 then sends the function lock e-mail as lock notification 

information via the transceiver section 22 and the mobile communication network 

to the lock notification messaging terminal unit having the lock notification mail 

address. 

[0069] 

As a result of this, it is possible for the user to know that the function of 

the IC card function section 30 of the cellular phone 10 has been locked by 

referencing the lock notification messaging terminal unit. 

[0070] 

Note that, in the event that the function of the IC card function section 30 

is already locked when the remote lock request is received, the function lock 
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section 52 does not execute the function lock command to the IC card function 

section 30, but sends indication of the fact that the function of the IC card function 

section 30 is locked to the function lock notification section 53. The function 

lock notification section 53 receiving this indication reads out a lock notification 

mail address from the terminal registration table 23T, and also reads out content of 

an already locked notification mail (title and text body) for informing that the 

function is already locked from the storage section 23. The function lock 

notification section 53 then sends the already locked notification mail via the 

transceiver section 22 and the mobile communication network to the lock 

notification messaging terminal unit having the lock notification mail address. 

[0071] 

As a result of this, it is possible for the user to know that the function of 

the IC card function section 30 of the cellular phone 10 has already been locked by 

referencing the locking/notification messaging terminal. 

[0072] 

After the function of the IC card function section 30 has been locked in 

the above-described manner, in the event that a user who can not immediately use 

the lock notification messaging terminal wants to confirm early that the function of 

the IC card function section has been locked, the user performs a function lock 

confirmation request from the locking/confirmation telephone unit to the cellular 

phone 10. This confirmation request is carried out as a result of the user making 

a call from the locking/confirmation telephone unit to the cellular phone I 0, and 

generating calling tone more than a designated calling tone number of times. 

[0073] 

This type of confirmation request is detected by the confirmation request 

detection section 54 of the cellular phone I 0. At the time of this detection, the 

confirmation request detection section 54 detects a confirmation request while 

referencing the registered content of the terminal registration table 23 T. 
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[0074] 

When the confirmation request is detected, the confirmation request 

detection section 54 notifies to this effect to the confirmation information 

notification section 55. The confirmation information notification section 55 

receiving this notification reads out voice guidance data for notifying the fact that 

the function of the IC card function section 30 is locked using voice from the 

storage section 23. The confirmation information notification section 55 then 

sends the voice guidance via the transceiver section 22 and the mo bile 

communication network to the locking/confirmation telephone unit that is making 

a call. 

[0075] 

As a result of this, the user who is making a call to the cellular phone 10 

using the locking/confirmation telephone unit can confirm that the function of the 

IC card function section 30 is locked. 

[0076] 

<remote function lock request from locking messaging terminal, and lock 

confirmation request from locking/confirmation telephone unit> 

Next, the case of executing a remote function lock request from the 

locking messaging terminal, and executing a lock confirmation request from the 

locking/confirmation telephone unit will be described with reference to Fig. 10. 

[0077] 

In this case, when a user realizes that he has misplaced and lost his 

cellular phone I 0, a function lock request e-mail is sent to the cellular phone I 0 

from the locking messaging terminal having its e-mail address registered in the 

terminal registration table 23T of the cellular phone I 0, as shown in Fig. I 0. The 

content of the lock request e-mail is a predetermined title and text body, as 

described above. 

[0078] 
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The remote function lock request resulting from this e-mail is detected by 

the mail lock request detection section SIM of the lock request detection section 

SI of the cellular phone 10. At the time of this detection, the mail lock request 

detection section SIM detects a lock request while referencing the registered 

content of the terminal registration table 23T. 

[0079] 

In this manner, after the remote function lock request has been detected, 

the function of the IC card function section 30 is locked in the same was for the 

above-described case of a calling tone lock request, and a lock notification is sent 

to the lock notification messaging terminal as an e-mail. 

[0080] 

Note that, also in the event that the function of the IC card function 

section 30 is already locked when the remote function lock request using e-mail is 

received, similarly to the above-described case of the remote function request 

using calling tone, the function lock section S2 does not execute the function lock 

command to the IC card function section 30, but sends indication of the fact that 

the function of the IC card function section 30 is locked to the function lock 

notification section S3. The function lock notification section S3 then sends the 

already locked notification mail via the transceiver section 22 and the mobile 

communication network to the locking/notification messaging terminal. 

[0081] 

Also, after the function of the IC card function section 30 has been locked, 

in the event that a confirmation request for function lock has been received in the 

cellular phone 10 from the locking/confirmation telephone unit, the confirmation 

request detection section S4 detects the confirmation request in the same was as for 

the case of the above-described function lock request using the calling tone. 

Then, in a similar manner to the case of Fig. 9, voice guidance for notifying the 

fact that the function of the IC card function section 30 has locked using voice is 
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sent to the locking/confirmation telephone unit that is making a call by the 

confirmation information notification section 55. 

[0082] 

As has been described above, with this embodiment when a lock request 

for function of the IC card function section 30 is executed from the locking 

terminal to the cellular phone 10 via the mobile communication network, the lock 

request detection section 51 detects the lock request. When the lock request is 

detected in this manner, the function lock section 52 locks the function of the IC 

card function section 30 by sending a function lock instruction via a wired 

communication path to the IC card function section 30. The function lock 

notification section 53 then notifies the fact that the function has been locked to 

the locking/notification messaging terminal pre-registered in the terminal 

registration table 23T via the transceiver section 22 and the mobile communication 

network. As a result of this, it is possible for the user of the cellular phone 10 to 

confirm that the function of the IC card function section 30 of the cellular phone 

10 has been locked by referencing the locking/notification messaging terminal unit. 

Therefore, according to this embodiment, since it is possible for a user to confirm 

that the function of the IC card function section 30 of the cellular phone 10 has 

been locked, it is possible to improve the convenience for the user. 

[0083] 

Also, with this embodiment, telephone numbers and an electronic mail 

address that are identifiers for a locking telephone unit and a locking messaging 

terminal, being a locking terminal, are pre-registered in the terminal registration 

table 23T. This means that it is possible ensure convenience for the user while 

the user appropriately restricts lock request possible originators. 

[0084] 

Also with this embodiment, it is made possible to include a calling 

telephone unit in the locking terminal, and when the calling tone lock request 
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detection section 51 C of the cellular phone 10 detects generation of calling tone a 

designated calling tone number of times after a call is received from the locking 

telephone unit, it is recognized that there is a lock request. It is therefore 

possible to lock function of the IC card function section 30 of the cellular phone 

10 that has been lost by the simple operation of generating a calling tone a 

specified number of times using a calling telephone unit such as a home telephone 

or a public telephone. 

[0085] 

Also with this embodiment, it is made possible to include an electronic 

messaging terminal in the locking terminal, and if the mail lock request detection 

section SIM of the cellular phone 10 receives e-mail of predetermined content, it is 

recognized that there is a lock request. It is therefore possible to lock function of 

the IC card function section 30 of the cellular phone 10 that has been lost by the 

simple operation of transmitting a function lock request mail to the cellular phone 

10 using an electronic messaging terminal such as a home personal computer. 

[0086] 

Also, with this embodiment when a confirmation request for the fact that 

function of the IC card function section 30 is locked is executed from the 

confirmation terminal to the cellular phone 10 via the mo bile communication 

network, the confirmation request detection section 54 detects the confirmation 

request. If the confirmation request is detected in this way, the confirmation 

information notification section 55 transmits confirmation information with 

content to the effect that the function of the IC card function section 30 is locked 

to the confirmation terminal. Therefore, after function lock of the IC card 

function section 30, the user of the cellular phone 10 can confirm that the function 

of the IC card function section 30 is locked in the confirmation terminal used for 

the confirmation request. 

[0087] 
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Also, with this embodiment, a telephone number that is an identifier for a 

confirmation terminal is pre-registered in the terminal registration table 23T. 

This means that it is possible to ensure convenience for the user while the user 

appropriately restricts confirmation request possible originators. 

[0088] 

Also, with this embodiment, if the confirmation request detection section 

54 detects generation of calling tone more than a designated calling tone number of 

times after a call is received from the confirmation telephone unit, while function 

of the IC card function section 30 is locked, the fact that there is a confirmation 

request is recognized. It is therefore possible to confirm that function of the IC 

card function section 30 of the cellular phone 10 that has been lost is locked by the 

simple operation of generating the calling tone more than a designated calling tone 

number of times using a calling telephone unit such as a home telephone or a 

public telephone. 

[0089] 

Also with this embodiment, a voice message is sent to the confirmation 

terminal as confirmation information to the effect that the function of the IC card 

function section 30 is locked. Therefore, the confirmation information is notified 

to the confirmation terminal in a form that is easy for the user to comprehend. 

[0090] 

Note that with the above-described embodiment, the locking telephone 

unit and the confirmation telephone unit are made the same telephone unit, it they 

can also be different telephone units. Further, the number of lock telephone units 

and confirmation telephone units can be an arbitrary number. 

[0091] 

Also with the above-described embodiment, there is only one lock 

messaging terminal, but there may be a plurality of lock messaging terminals. 

[0092] 
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Also with the above-described embodiment, with respect to the function 

lock request mail, the title and text body are predetermined, but it is also possible 

for only the title or only the text body to be predetermined. 

[0093] 

Also with the above-described embodiment, the locking/ notification 

terminal is made a messaging terminal, but it is also possible to make it a 

telephone unit that can use an answering machine function. 

[0094] 

Also with the above-described embodiment, there is only one locking/ 

notification terminal, but there may be a plurality of locking/notification terminals. 

[0095] 

Also with the above-described embodiment, the confirmation terminal is 

made a telephone unit, but it is also possible to make it a messaging terminal. In 

this case, e-mail is used as confirmation information. 

[0096] 

Also with the above-described embodiment, the IC card function section 

30 is fixedly built into the cellular phone 10, and can not be inserted or taken out. 

On the other hand, as shown comprehensively in Fig. llA and Fig. llB, it is also 

possible to use an IC card 30' that operates in the same way as the IC card function 

section 30, and to use a cellular phone 1 O' that, compared to the cellular phone I 0 

of the above-described embodiment (refer to Fig. IA and Fig. lB), is further 

provided with a card housing section 19 which the IC card 30' can be inserted into 

or taken out of. 

[0097] 

In this case, as shown in Fig. 12, the IC card 30' is provided with (a) a 

control section 33 for carrying out control of contact type communication via a 

contact type communication terminal 31 and control of contact less type 

communication via a contactless type communication terminal 32, and for carrying 
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out overall control of the IC card, such as reading from and writing to a storage 

section 34, and (b) the storage section 34. Note that, it is possible to adopt a 

terminal that conforms to the SDIO (Secure Digital Input/Output) card standard as 

the contact type communication terminal 31 of the IC card 30'. It is also possible 

for the IC card 30' to adopt an RFID (Radio Frequency -Identification) card from 

the point of view of con tactless communication. 

[0098] 

The control section 33 is provided with (i) a contactless type 

communication section 3 5 for controlling con-contact communication operation 

with the reader writer 50, (ii) a contact type communication section 36 for 

controlling contact type communication with the cellular phone 10', and (iii) a data 

processing section 37 for carrying out data processing, including reading and 

writing data from and to the storage section 34. 

[0099] 

When the IC card 30' is housed in the card housing section 19, the contact 

type communication terminal 31 is electrically connected to the card 

communication section 24, and the contactless communication terminal 32 is 

electrically connected to the antenna 25. As a result, if the IC card 30' is housed 

in the card housing section 19, then similarly to the above-described IC card 

function section 30 communication becomes possible with the cellular phone IO' 

via the wired communication path, and communication is made possible with the 

reader writer 50 using contactless type communication. 

[O I 00] 

In Fig. llA, Fig. l !Band Fig. 12, elements that are the same or 

equivalent to those in the above-described embodiment have the same reference 

numbers assigned, and repeated description will be omitted. 

[0101] 

Also, in the above-described embodiment, the present invention has been 
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applied to a cellular phone, but obviously the present invention may also be 

applied to mobile communication terminals besides a cellular phone. 

INDUSTRIAL APPLICABILITY 

[O 102] 

As has been described above, the function lock information notification 

method of the present invention can be applied to notification of function Jock of a 

contactless type communication device of a mobile information terminal fitted 

with the contactless communication device. Also, the mobile communication 

terminal of the present invention can be applied to a mobile information terminal 

for notifying function Jock of a fitted contactless type communication device to a 

user. 
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CLAIMS 

 

1. A function lock information notification method for notifying lock information for a 

function of a contactless type communication device of a mobile communication terminal fitted 

with the contactless communication device that is capable of communication via a wired 

communication path, comprising the steps of:  

 

performing, to the mobile communication terminal, a lock request for a function of the 

contactless type communication device from a locking terminal via a mobile communication 

network, wherein the mobile communication terminal has a plurality of functions including at 

least the function of the contactless type communication device, telephone functions, and e-mail 

functions; 

 

causing the mobile communication terminal to lock the function of the contactless type 

communication device via the wired communication path, and not lock other functions of the 

plurality of functions of the mobile communication terminal; and 

 

notifying the fact that the function of the contactless communication device has been 

locked to a function lock information notified party pre-registered in the mobile communication 

terminal via the mobile communication network by the mobile communication terminal. 

 

2. The function lock information notification method of claim 1, wherein the locking 

terminal is a communication terminal having an identifier for a lock request possible originator 

pre-registered in the mobile communication terminal.  

 

3.  The function lock information notification method of claim 1, wherein at least one e-mail 

communication terminal is contained in the locking terminal, and the mobile communication 

terminal recognizes that there is a lock request upon receipt of an e-mail of predetermined content 

from the at least one e-mail communication terminal. 

 

4.  The function lock information notification method of claim 1, further comprising the steps 

of:  
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performing, to the mobile communication terminal, a confirmation request for lock of the 

function from a confirmation terminal via a mobile communication network; and 

 

sending confirmation information wherein content that the function of the contactless type 

communication is locked, to the confirmation terminal in response to the confirmation request, by 

the mobile communication terminal, when the function of the contactless type communication 

device is locked. 

 

5.  The function lock information notification method of claim 4, wherein the confirmation 

terminal is a communication terminal having an identifier for a confirmation request possible 

originator pre-registered in the mobile communication terminal.  

 

6.  The function lock information notification method of claim 5, wherein the confirmation 

terminal comprises at least one calling phone, and the mobile communication terminal, in a state 

where the function of the contactless type communication device is locked, confirms that there is 

a confirmation request upon detection of generation of a calling tone more than a predetermined 

number of times after a call is received from the at least one calling phone. 

 

7.  The function lock information notification method of claim 6, wherein the confirmation 

information is a voice message.  

 

8.  The function lock information notification method of claim 4, wherein the locking 

terminal comprises the confirmation terminal.  

 

9.  A function lock information notification method for notifying lock information for a 

function of a contactless type communication device of a mobile communication terminal fitted 

with the contactless communication device that is capable of communication via a wired 

communication path, comprising the steps of:  

 

performing, to the mobile communication terminal, a lock request for a function of the 

contactless type communication device from a locking terminal via a mobile communication 

network; 
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causing the mobile communication terminal to lock the function of the contactless type 

communication device via the wired communication path; and 

 

notifying the fact that the function of the contactless communication device has been 

locked to a function lock information notified party pre-registered in the mobile communication 

terminal via the mobile communication network by the mobile communication terminal, wherein 

the locking terminal comprises at least one calling phone, and the mobile communication terminal 

recognizes that a lock request has been received upon detection of generation of a calling tone a 

predetermined number of times after a call is received from the at least one calling phone. 

 

10.  A mobile communication terminal, fitted with a contactless type communication device 

capable of communication via a wired communication path, comprising:  

 

lock request detection means for detecting a lock request for a function of the contactless 

type communication terminal received from the locking terminal via a mobile communication 

network, wherein the mobile communication terminal has a plurality of functions including at 

least the function of the contactless type communication device, telephone functions, and e-mail 

functions; 

 

function lock means for locking the function of the contactless type communication 

device, via the wired communication path, when the lock request has been detected by the 

function lock request detection means, and not lock other functions of the plurality of functions of 

the mobile communication terminal; and 

 

function lock notification means for notifying the fact that the function of the contactless 

communication device has been locked to a pre-registered function lock notified party via the 

mobile communication network. 

 

11.  The mobile communication terminal of claim 10, further provided with storage means for 

storing a terminal registration table registering an identifier for the locking terminal and identifiers 

for notification communication terminals that are notified parties for the fact that the function is 

locked.  
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12.  The mobile communication terminal of claim 10, wherein the locking terminal comprises 

at least one e-mail communication terminal, and the lock request detection means is further 

provided with mail lock request detection means for recognizing that there is a lock request upon 

receipt of an e-mail of predetermined content from the at least one e-mail communication 

terminal. 

 

13. The mobile communication terminal of claim 10, further comprising:  

 

lock confirmation request detection means for detecting receipt of a confirmation request 

for lock of the function from a confirmation terminal via a mobile communication network; and 

 

confirmation information transmission means for transmitting confirmation information, 

with content that the function of the contactless type communication device is in a locked state, to 

the confirmation terminal in response to the confirmation request, when the function of the 

contactless type communication device is in a locked state. 

 

14.  The mobile communication terminal of claim 13, wherein an identifier for the 

confirmation terminal is further stored in the terminal registration table.  

 

15.  The mobile communication terminal of claim 13, wherein the confirmation terminal has at 

least one calling phone, and the lock confirmation request detection means is further provided 

with calling tone confirmation request detection means for recognizing that there is a confirmation 

request upon detection of generation of a calling tone more than a predetermined number of times 

after a call is received from the at least one calling phone, in a state where the function of the 

contactless type communication device is locked. 

 

16.  The mobile communication terminal of claim 15, wherein the confirmation information 

transmission means transmits voice guidance as the confirmation information.  

 

17.  A mobile communication terminal, fitted with a contactless type communication device 

capable of communication via a wired communication path, comprising:  
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lock request detection means for detecting a lock request for a function of the contactless 

type communication terminal received from the locking terminal via a mobile communication 

network; 

 

function lock means for locking the function of the contactless type communication 

device, via the wired communication path, when the lock request has been detected by the 

function lock request detection means; and 

 

function lock notification means for notifying the fact that the function of the contactless 

communication device has been locked to a pre-registered function lock notified party via the 

mobile communication network, whereinthe locking terminal comprises at least one calling 

phone, and 

 

the lock request detection means is further provided with calling tone lock request 

detection means for recognizing that there is the lock request upon detection of generation of a 

calling tone a predetermined number of times after a call is received from the at least one calling 

phone. 

 




