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exchangfifglosatechaigues for identifying product information and carrying out purchasing and
commodities management by using a tag that has electrically recorded thereon the
product information and conducts communication in a contactless manner and a
20  portable tag reader that reads out information recorded in the tag. However, since
these techniques do not concern determination of the genuineness of a product,
recording or reading of information is very vulnerable and there is a possibility of
counterfeiting the information or manipulating recording of the information.
As another conventional approach, Korean Patent Publication No. 2002-85144
25 and Japanese Laid-open Patent Publication Nos. Hei 13-354310 and Hei 13-341810
disclose network-type genuineness determining systems that read out product
information electrically recorded on a contactless communication tag, refers to a
product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, to use the |
30 network-type systems, a tag reader should be manufactured in the form of a desktop, in
the case of exchanging data with the product management database via wired
communication network. As a result, to determine the genuineness of a product, a

visit to a specified place should be made. Also, in the case of exchanging data with
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from t hpraweadrs and Hevebifty, oRfY hatHen@Ba®in procedure is low. In other words, this
20  conventional tag reader only. considers a position of product distributors, but is not
satisfactory for the needs of product purchasers. Also, this conventional tag reader
has problems that new products that are distributed after purchasing of the tag reader
or prod»ucts of newly joined companies canhot be the subject of genuineness
determination or product information of already distributed tag readers should be
25 updated. Also, the above conventional approaches do not consider a case where

the tag is detached from the product and attached to a counterfeit product.

To solve such problems, Korean Patent Publication No. 2001-89216, Korean
Utility Model Registration No. 252202, and Japanese Laid-open Patent Publication No.
Hei 12-251164 disclose genuineness determining devices that include a contactless
30 communication tag in which product information attached to a product is stored and a
tag reader. The genuineness determining devices prevent the reuse of a tag by

destroying an antenna if the tag is detached from the product. However, application of
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According to one aspect of the present invention, there is provided a contactless

20 communication tag that is attached to a product and provides product information.

The contactless communication tag includes a contactless communication unit, which

wirelessly exchanges data with a tag reader, creates a power source from a power

signal received from the tag reader, and supplies the power source, a storing unit in

which the product information and encryption key related information are stored, and an

25 encryption unit, which encrypts the product information to be transmitted to the tag
reader based on the encryption key related information.

According to another aspect of the present invention, there is provided a
contactless communication tag that is attached to a product and provides product
information. The contactless communication tag includes a contactless

30 communication unit, which wirelessly exchanges data with a tag reader, creates a
power source from a power signal received from the tag reader, and supplies the power

source, a storing unit in which the product information, encryption key related




source, a storing unit in which the product information, encryption key
rel ated 3 WO 2004/ 088579 PCT/ KR2004/ 000732 i nformati on, and the nunber of
times the _product information is read by the tag reader, an encryption
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information reading unit, which requests product information to the contactless
communication tag attached to a product and reads the product information received
20 from the contactless communication tag, and an output unit, which outputs the read
product information.
According to still another aspect of the present invention, there is provided a
method of providing product information using a tag reader that communicates with a
contactless communication tag attached to a product. The method involves receiving
25 enpryption key specifying information from the contactless communication tag, selecting
encryption key related information corresponding to the received encryption key
specifying information from encryption key related information stored in a storing means
included in the tag reader, transmitting an information request message that requests
the product information to the contactiess communication tag, reading the product
30 Iinformation received from the contactless communication tag based on the selected

encryption key related information, and outputting a result of reading concerning the
product information,
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Brief Description of the Drawings

FIG. 1 is a view for explaining a genuine product authentication system
according to the present invention:

FIG. 2 illustrates a configuration of a contactless communication tag according to
20  the present invention:

FIG. 3 is a schematic block diagram of a configuration of a tag reader according
to the present invention;

FIG. 4A illustrates exemplary encryption keys according to a third embodiment of
an encryption/decryption unit 210;

25 FIG. 4B illustrates exemplary encryption keys according to an eighth
embodiment of the encryption/decryption unit 21 0;

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader according to the present invention;

FIG. 6 is a flowchart illustrating a communication procedure between a tag and
30 the tag reader; and

FIG. 7 is a flowchart illustrating an authentication procedure performed between
a tag reader #1 and a tag reader #2, according to an embodiment of the present




tag reader according to the present invention; FIG 6 is a flowhart
illustrating a comruni cation procedure between a tag and 30 the tag
reader; and FIG 7 is a flowhart illustrating an authentication Erocedure
per f or med MRHREES™ 2 tag reader #1 and a tag reader #2, P&EETREMHEOES an
enbodi mrent of the present 5 WD 2004/088-579 PCT/ KR2004/ 000732 i nventi on.
Best node for carrying out the Invention Hereinafter, preferred enbodi nents
of a cor@¥@tioBss conmunication tag, a 5 portable tag reader, and a nethod
of providing the genui neness of a product according to the present
invention will be described in detail with reference to the attached

draw ng%edﬂn@delfdr?cgg?@ '@M\(thtﬁé [8YdHt@hni ng operations according to the

present 1 nvention. eferring to 1, tag readers 20-1, 20-2, and 20-3
accor di ng t o Hereinaflesemreferred ewdninentseall a ndantaetidssn cofmmeritaidr asg, a
co ni catli ags 10-1 0-2, .and 10-3 and display the read infornmation.
Thgngong’é’ﬁaiggesta@ i Pdﬂéfﬂ“aaﬁftﬁwﬂ?mﬂdh?,Qwermsyfaa prositichapeerding
var i ous tprpdugtesemt GAvasticH Aihigad ' I guor
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machi neidyawinggéel | ery, art works, appraisal reports, admission tickets,
certificates d,15 ti.ckets for, the use. of faciljties, noney, marketable

securities, i D Br e ot Ingcopergiipns.asroteingdsdhe ereastit datandant ags
10-1, 10-2, squ SR - bhi,pf4 . i t ags
each of whi qﬁg@f@?tvcf Eﬁl g,n%'g:r I eng‘;te 2001?@%)02- bﬁgr?nq_gﬁ%cgfcggsﬁééﬁgr%r eg%ml,
20- 20 afkven§os reag information af caniedtiess vemmugcdtonngs The, 10.Q, BAadEr3 20l

h i dth that | imlar. t t of dit d h 20
Ui chnodEHLI do80nfimiighy ThRusdtiaflsssorornmBacason iassof Ot ar te2c cad

ol o RS o shIa e/stoR A SR Sc i) GREFRL, M il
in its feuen . agiciura praduicts dal livelstiolr gbudst idvags | &  atstitshtions] helettdehics,
onever MEHERYy ByvolBRu P8 VRS SnBtmiataRpPHRy S00THS g tRkFnGeipaten ap
oo LoRotong U ShecHtseane AN SEcAR T RUETRERRE Plodihe,
persons, suchhgscorgaetensaromimyinicatioastsigst thils 10PDARNd Mo-8i arbuspidresshaped
wat ches ,  a9in M pe tilsRe 18Y€ ea2h of which has a width and a length of 10 — 18mm.
The tag readers 20-1, 20-2, and 20-3 may be manufactured in various forms.
The tag reader 20-1 has a width that is similar to that of a credit card and has a
20  thickness that is similar to a combination of those of two or three credit cards. Such a
size allows a person to carry the tag reader 20-1 in his wallet. The tag reader 20-1 is
driven by a battery and has a display unit in its front. Also, a simple calculator function
is added to the tag reader 20-2. Also, the tag reader 20-3 is implemented in a portable
phone. However, these tag readers only show exemplary configurations and tag
25 readers according to the present invention can be implemented by adding hardware
and software to various portable devices that can be carried by persons, such as
personal digital assistants (PDA), multi-function watches, and MPEG-1 Audio Layer 3
(MP3) players. An individual having a tag reader can check information about any
product to which the above-described contactless communication tag is attached, by
30 approaching his tag reader to the product and can determine the genuineness of a
brand or discriminate a counterfeit product.

A product code that only should be marked in a genuine product is printed in a




(MP3) players. An individual having a tag reader can check information
about any product to which the above-described contactl ess conmuni cation
tag i s attyg 30 approaching his tag reader to the nd can
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20 capacity. Further, a color can be used as the product code. In this case, a color

code that only should be marked in a genuine product is printed in the tag-attached

product. The tag reader reads the color code from the tag and displays a result of

- reading by combining on/off of a plurality of light emitting diodes (LED) having, for

example, R, G, Y, and B colors according to the read color code. In case of detecting

25 presence of an illegible tag, the tag reader can express a counterfeit tag or a bad tag by

outputting an error message using a predetermined color pattern.

Also, product codes are sequentially displayed on the display unit of the tag
reader a plurality number of times by one-time reading of the tag reader. The product
codes sequentially displayed on the display unit of the tag reader correspond to product

30 information including at least one of a manufacturer, a type of industry, a brand, and a
product name. Tables that product information corresponding to each of product tags

is writien to are provided to tag-attached products. If the tag reader is put to a tag, a
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power systeres Thetduntrol unit 200 encrypts product information stored in the storing unit
300 into an encryption key and outputs the encryption key to external devices through
20 the contactless communication means 100. The product information and encryption

key information are stored in the storing unit 300,

The contactless communication means 100 includes an antenna 110, a power
supply unit 131, a demodulating unit 133, and a modulating unit 135. The antenna
110 transmits information to and receives information from the tag reader 20 in a
25 wireless manner. The power supply unit 131 supplies power sources to the
contactless communication tag 10 by processing power electric wave signals among
signals received through the antenna 100. The demodulating unit 133 demodulates
signals received from a tag reader 20. The modulating unit 135 modulates signals to
be transmitted to the tag reader 20. The antenna 110 is a printed pattern or a coil and
30 is formed along the circumference of a tag. Since the configurations of the modulating
unit 135 and the demodulating unit 133 are well known to those skilled in the art and

will not be described in detail. Since the contactless communication tag 10 according
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stored in the storing unit 300 may be in the formo
key 330 at the tag reader side. Further, the storing unit 300 includes a counter area
20 for storing the number of times the product information 370 of the contactless
communication tag 10 is read by the tag reader 20. The’ storing unit 300 may store
information about the tag reader 20 that performs a read operation and reading detail
information like date and time of reading.
The product information 370 stored in the storing unit 300 may be in the form of
25  a product code made up of a combination of numbers, a combination of colors, or a -
combination of letters. In case where the display unit of the tag reader 20 is of a
7-segment type, a product code made up of a combination of numbers is output on the
display unit of the tag reader 20. Also, the product code may be made up of binary
codes indicating an order of on/off states of a plurality of LED sequentially arranged
30  and/or color codes indicating an order of emission of a plurality of LED having different
colors. N this case, the displdy unit of the tag reader 20 is formed of a plurality of LED

and the tag reader 20 drives the plurality of LED according to the product code received
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and a pbatdwaiei eidy uor rdjgitaielogmi, rbybrtbgr eontralyurie 200 may be implemented as a

20 microprocessor. Also, the characteristic functions of the present invention can be
achieved by control by software. At this time, a main program is additionally stored in
the storing unit 300. In another embodiment of the present invention, the storing unit
300 physically includes two memories and a portion including the main program may be
stored in a separate memory.

25 The control unit 200 includes an encryption/decryption unit 210, an information
providing unit 250, a replay attack blocking unit 230, and a post management
processing unit 270. Each of these components may be separated from the control
unit 200, and the replay attack blocking unit 230 and the post management processing
unit 270 are selectively included in the control unit 200. The encryption/decryption unit

30 210 decrypts signals received through the contactless communication means 100 or
encrypts signals to be transmitted and outputs encrypted signals to the contactless
communication means 100.
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Also, by storing the counter value in an externally inaccessible area and checking the
20 stored counter value, it is possible to effectively prevent reuse of a tag without
‘additional cost in comparison to a physical measure. If a tag is attached to a product
using a physically strong adhesive, it is possible to adopt a physical blocking method
such as destroying a pattern-printed antenna when the tag is detached from the product.
However, this method makes it impossible to perform post management of tag
25 information or access the tag for use of the tag. Also, this method cannot initially
prevent attempts to carefully detach a tag from a product. Also, there is a difficulty in

mass production.

As a product placed on a display stand is read by tag feaders a number of times,
when determination of the genuineness of the product is actually needed, it may be
30 impossible to read a tag attached to the product. To solve such a problem, it is
desirable to put a cover film on the exposed surface of the tag to block reading of the

tag at the time of delivery. The cover film may be, for example, an aluminum thin film
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such as destroying a pattern-printed antenna when the tag is detached from
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means 100, in response to the reading command from the tag reader 20 and increases
20 the counter value of the storing unit 300 whenever the production information 370 is
read. However, in this case, the information providing unit 250 does not restrict
providing of information based on the counter value.
In an embodiment where the product information 370 is sequentially displayed
using a product code, the information providing unit 250 may provide a plurality of
25 product codes at a time to the tag reader 20 or sequentially provide each of the plurality
of product codes a number of times according to a request from the tag reader 20.
When the information providing unit 250 sequentially provides the product codes a
number of times, measures for encryption/decryption and replay attack prevention are
applied to each data.
30 The encryption/decryption unit 210 encrypts information to be transmitted
through the contactless communication means 100 and decrypts information received

from the contactless communication means 100. A 3-data encryption standard (DES)
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providing of information based on the counter value. In an enbodi ment where
the product information 370 is sequentially displayed using a product

code, the tioon providing unit 250 nay provide a plu 25
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The tag reader 20 also has a single unique key, but it is possible to read product
information of all kinds of products. The encryption/decryption unit 210 encrypts

20 information transmitted to external devices by the information providing unit 250 using
the master key 330 as an encryption key, interprets an encrypted message received
from an external device, and provides the interpreted message to the information
providing unit 250. Since products can be identified by product information that is
displayed on the tag reader 20 by the operation of the encryption/decryption unit 210, it

25 is possible to hrovide genuineness information of numerous products. Further, if a tag
that can be applied to a new product is newly incorporated, information of the tag can
be read without a need to upgrade an existing tag reader.

In a second embodiment of the contactless communication tag 10 according to
the present invention, a master key 330 as a single encryption key and the encryption

30 key specifying information 310 for the master key 330 are stored in the storing unit 300
of the contactless communication tag 10. Companies using.the contactiess

communication tag 10 prepare for a piurality of encryption keys that is differently
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the master key 330 as an encryption key, interprets an encrypted nessage
received froman external device, and provides the interpreted nessage to
the informtion roviding unit 250. Since products can be identified by

product i MR that s displayed on the tag readef CORF)HE32

operation of the encryption/decryption unit 210, it 25 is possible to
provi de genui neness information of nunerous products. Further, if a tag
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sane in the same way as the embodiment where the unique master key is used, the same
20  encryption key is included without a need to upgrade an existing distributed tag reader.
However, it is also possible to additionally incorporate new tags storing new product
information. Also, if a sufficient number of encryption keys are secured in a tag reader,
it is possible to incorporate new products with a higher degree of security by assigning
spare encryption keys. In other words, when a new tag is manufactured, by storing
25 one of encryption keys secured as spare encryption keys and an index corresponding
to the encryption key, the tag reader receives the index and can specify one of the
encryption keys, which are secured as spare encryption keys, as an encryption key for

the new tag. ,

In a third embodiment of the contactless communication tag 10 according to the
30 present invention, at least two encryption keys 330 that are separated and assigned
based on at least two references among a kind of industry, a manufacturer, a brand,

and a brand name and the encryption key specifying information 310 corresponding to
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20 encryption key is included without a need to upgrade an existing
distributed tag reader. However, it is also possible tzl addi t:conal |y

i ncorporate new tags storing new product infornmation. so, if a
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indices and selects the same encryption key set as the encryption key 410 stored in the

20  contactless communication tag 10, i.e., 1324, abcd, and 2345, as encryption keys for
reading the current contactless communication tag 10. Thereafter, the
encryption/decryption unit 210 of the contactless communication tag 10 encrypts and
decrypts information transmitted to and received from the tag reader by sequentially
using the plurality of encryption keys.

25 Once the encryption keys are specified, the tag reader 20 can recognize a type
of industry, a manufacturer, a brand, or a product name to which the encryption keys
belong. In other words, in FIG. 4A, the tag reader 20 can recognize from received
encryption key indices 421, 423, and 425 that a product to which the tag 10 is attached
is included in a type of accessories, a manufacturer of the product is ‘Sam-ah industry,

30 and a brand name of the product is ‘CAPACCY’. Thus, the product information 370

~ stored in the storing unit 300 and the encryption key specifying information 310 may
partially overlap with each other in practice. In other words, the indices 421, 423, and
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I ndi ces and selects the sane encryption key set as the encryption key 410
stored in the 20 contactless comuni cation tag 10, i.e., 1324, abcd, and
2345, as encryption keys for reading the current contactl ess conmuni cation
tag 10. TWEWA$8F79 t he encryption/ decryption unit 210 PSIT/KIREOLWAT3Act | ess
comuni cation tag 10 encrypts and decrypts information transmtted to and
received fromthe tag reader by sequentially wusing the plurality of
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plurality encryption keys 330, transmts encryption
i nf or matcootactiess roemmuducagon dag HED %Ipea‘bededrmsny@ta omtakye;zcmmerm aagmdeader

20, .and kes enc, s identi.c ot her. Se] ection of
an’ d8cr SRRFER: dipateh hEOhoRRel R coBinitaian S i, SR6PRLs st Goredts
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communi cation tag encrypts and decrypts information exchanged tht
t ag rea(ﬂ@#ﬂm@mlm&!i@eﬂh@fééﬁi sontattiens rogammwmcabqn tah e 0 amdhgml ;masenbf

the CO“H,%%%,SﬁShgg WQH\%I% beg noft EE%’th thaC § srtd'en men{e prS(lenSceentthe contactless
communication tag 10 responds by changing its encryption key in every read operation,
20 the second embodiment can improve an ability to cope with a counterfeit reader.

In a fifth embodiment of the contactless communication tag 10 according to the
present invention, the plurality of encryption key sets 330 and encryption key specifying
information sets 310 are stored in the contactless communication tag 10, and the tag
reader 20 includes encryption keys to read product information of all the corresponding

25  products. Each of the encryption key sets of the contactless communioétion tag 10
includes at lest two encryption keys that are classified and assigned according to at
least two references among a type of industry, a manufacturer, a brand, and a product
name. For example, the plurality of encryption keys may be three encryption keys
used for each step of the 3-DES algorithm. In other words, in the fifth embodiment of

30 the present invention, the contactless communication tag 10 includes a plurality of sets
of the encryption keys 411, 413, and 415 shown in FIG. 4A and a plurality of sets of the
encryption key specifying information 421, 423, and 425. The encryption/decryption
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invention has advantages of both the first enbodiment. Since the
contactless comunication tag 10 responds by changing its encryption key
in every read operation, 20 the second enbodinent can | nprove an ability
to cope WihX% Bt erfeit reader. In a fifth enbodi menPCEHKRZ/WGHLact | ess
comuni cation tag 10 according to the present invention, the plurality of
encryption key sets 330 and encryption key specifying information sets 310
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tag 10, .| I fth enbodi nent, once the encryption key is specified, the
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manufacturer and/or a brand and/or a type of products. The tag reader 20 includes an

20  encryption key creation module that can create all the encryption keys necessary to
reading of a tag of a corresponding product. The encryption key creation module
creates an encryption key using one seed value or a Aplurality of seed values and
encryption key creation information received from the tag. The number of encryption
keys that can be created by the tag reader 20 using one seed value may vary according

25 to a parameter value of a function. Although a limited number of seed values are
stored in the tag reader 20, it is possible to designate different encryption keys to
numerous brands without a need to upgrade the tag reader 20. Thus, the genuine
product authentication system according to the present invention can incorporate a
‘number of new types of industry, manufacturers, brands, or types of products without a

30 need to upgrade the tag reader 20 even after the tag reader 20 is distributed. Such
incorporation is made possible by assigning a new encryption key to a corresponding

product and attaching a tag storing creation information for creation of this new
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contactiess conmuni cation tag 10 prepare for a plurality of encryption keys
and assigns the encryption keys differently according to, for exanple, a
type of industry and/or a manufacturer and/or a brand and/or a type of
product s. Wh/8§5Peader 20 includes an 20 encryption k&GTERRAMBH3hodul e
that can create all the encryption keys necessary to reading of a tag of a
correspondi ng product. The encryption key creation nodule creates an
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information including a manufacturer nanfe, a brand nane, and a produc
name. Ablosed inthe tascesdriidh key creation al gorithmincludes nunerous

val'ue and_ ar SaEl 5l:3p IR PR E Gy RS Bl Rl 831 Bhcag TR
creati ofo thegoresbhin0ntidis, QI bkl D e qtikeRidr ProBREn rmidtiohSfrom the tag
20 - reader 20, the encryption/decryption unit 210 of the contactless communication tag 10
transmits encryption key creation information as the encryption key specifying
information 310 to the tag reader 20 to cause the tag reader 20 to create the same
encryption key as the encryption key 330 stored in the tag reader 20. Thereafter, the
encryption/decryption unit 210 encrypts information to be transmitted to external

25 devices by the information providing unit 250 using this encryption key or interprets the
encrypted message received from the external devices and then outputs the interpreted
message to the information providing unit 250. In the sixth embodiment of the
contactless communication tag 10, sufficiently numerous encryption keys are assigned

for a type of industry, a manufacturer, a brand, or a product by more sufficiently

30 securing the encryption key. Thus, even when encryption keys are partially leaked out,
damage can be reduced to the minimum.  Also, similarly with the first embodiment, it is

possible to additionally incorporate new tags that have the same encryption key but
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possible to actually secure numerous encryption keys even when one seed
value is stored in the tag reader 20. Also, in the sixth embodi ment of the
contactle comuni cation tag 10 according to the present invention, upon
recei pt osﬁ%%Wéﬁ%%E% for product information fromthe t&§T/RPO9LUAER 20,
the encryption/decryption unit 210 of the contactless communication tag 10
transmts encryption key creation information as the encryption key

speci f yistare new qrodticioinf@bation, Withouag neades Ay rh@e wrtietistig diﬁﬁbﬁfe?adf‘afgnzo
encryption key as the encryption key 330 stored in the

t te the ne , I ) ] \ :
Lag 1 caderddo. Altarn g @MbadiBent ML INGH HEEpbis Gesitad © B2 10onpoNafats i

I nf ' ) devices by the informati

provi di g hrie5s DB Ehertort Ref i BibroBie Blkapibe: iermiitBp irerben
message creatipnveiiifer enciypiorexepr ihel tageriages can dcer@ﬂQé‘%QHlbseﬁﬁgpﬁéﬁ %yfa%t ed
nmessage . .to the information providing unit 250. In the sixth enbodi nent of
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or oduct THoTHRAIF deprPed SrbbDihed tau U FE it B ERERHR tonceyporgOE B
when engrothici®rin kiggs salsjechaf tgeluiine lesdes @lﬂhenti@@tﬁg@vfﬁl@”nﬁ%témﬁg@é&t o

the mnimm A'so, simlarly with the first enbodinment, it is
addi t i oR8FYRLYide8H#Dor ate new tags that have the sanme encryption key but 18
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need to upgrade an existi tri _ ( _
enbadi méw predesn inversivnyrthd utoring uBRSIOE &f ttﬁe%dt@éﬂ%&%é{%}ﬁ%niéétion‘atégggg

stores a new epcryption key and encrygt ion key creation infornmation
for cré&k¥edat Fﬁas%/ E’éO ERERYPHEN dRYR Sy thalareagassifidd mndaassigret acedrdingaoeat

t | ag Hsing a stored seed val ye
and 1 he 2L 85 roferend o B GRS T IRABAAE BARHER P ede PRt an 6 ausedus,
it is paoasiebhrd eacryptionkeyadreatidn mforenatiopr 8¢ Heé Snch/pHde @é@ﬁf?ﬁg iAforaRmBhne
pr oduct t henti catjon while maintaining higher security degrée. In a

sevent h® reSBRNANG tonbecainieast t\’&§n§6’@ﬁiﬁﬁi‘$§%‘i 330.t algp .I gotwmdimagt,ttbe i o
¥ ' ' ' e c ess
comin; eRavplBYaaLhEfon it 2181 MAMR'q nicthdbe BV tRdEh, Sithathe siared

~cl assi f edyptioh &keys gnEtle dag seaderg20 ceadived €asentwptioafieseoreson TREMALbYMPE
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operation based on the received encryption key creation information or an internal seed

20 value. The seventh embodiment has an advantage of enhancing security through

multiple encryptions using a plurality of encryption keys, in comparison to the sixth

embodiment. \

In an eighth embodiment of the contactless communication tag 10, the storing

unit of the contactless communication tag 10 stores at least two encryption keys 330,

25 which are classified and assigned according to at least two references among a type of

industry, a manufacturer, a brand, and a product name, encryption key creation

information corresponding to the at least two encryption keys 330, and indices as

identification information for specifying the encryption key creation information. In this

embodiment, the encryption/decryption unit 210 performs multiple encryptions on a

30 message by sequentially using the stored encryption keys. The tag reader 20 receives

indices about encryption key creation information from the contactless communication

tag 10 and creates the same encryption key set as that stored in the contactless
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15 encryption/decryption unit 210 encrypts a nessage by sequentially using
the stored encryption keys. The tag reader 20 receives the encryption key
creation information fromthe contactiess comunication tag 10 and creates
the same SMLIYHYE8SH key set as that stored in the cont BET/EER3E04/000732

comuni cation tag 10 through a specific function or an operation based on
the received encryption key creation information or an internal seed 20

val ue. Tamrswieation dagotid ninoudias apeaifivafuration obr emhapeiatibns eeelt ¥n the
l,e encr l,ogns using a plurality of encryption keys, In

through mul t| t
corrp;?i 5%?‘?“(%1 {'%Hg’e?i @H%gné’?‘iﬁ% #BR¢ valig- an ei ght h enbodi nent of the

contact| ess eayyp ' t d kRY | & of | ess,
comuni cat i oﬁ tégalg@tgttrg%ességte%l%ggg'tla ﬁt‘\%p%?]@r ?8? Wghoﬁ&fyg?%%%;gm%ﬂnar e
cl assi f #2d, sand assinged canespolidigg tio e leersyptiono kegf GeanesSinfsrmugion ype
of industr nuf ac a, brand, and a product nane, encryption key

creat i oﬁcc%ﬂ%@rtt‘?& o9 @‘:g@?%iﬁ@ﬁrﬁ@ftﬂéﬁ faatagfless aammumicatinr tagt 1dn keliS.

330, ) . o g . . . i f Vi h
220, Tl ECSEATSA TSRS LTEPPESAD AT A0 Fo e

encr ypt reg«ammer nptrievel. unRefe2dly per F6G M BYUHE RheryplishY REY PR Alod36h the
nmessage

sequentially using the stored encryption keys. The tag reader 20
recei veQO'%Pﬁﬁ?q%%gomu%C%fm gﬂgﬁl 1@ iniledes tugei @icryplian keys éi1f Ao and 415,
cont act i3 | ; r - ne encrypti.on key set
et hat Cars IR 1 ek rine ik r B L £ BE shdSWer RigiBar by b
comhuni kranidon Foagxadnplay ihigplusalipet bﬁt@pfi@ﬂ%};@m@![ 43D, 8R8'As ﬂ%y%gﬁﬁeén

the recei ve&g}jI Edi ces &nd an interpal seed value. FIG 4B illustiates an
encr ypt FEHYR {5 USRE iy 5Erb $ta0e9t bechbiEsh algeriimat Perameateas 48rd 498, andex

_ OiftaR! pekibEohalg orematD5 48Kd 488, i
Co 1 he oy ol Rap ol ik BRI el Tl Pkl e gndiaPog evey

4B, a cdht,i4hd; andotl b haty beostoesiorttie staringr uib 806, A0 tAR iE NGt ndfedLfrer SThE
e.nuneral, Referring to FIG 4B, the encryption key 410

tor e THiERAZERRSAEEMEA the FranPUSE foH cragiomimomalinstoheee seresypthan
(LB or om0 coRsiat ShElnin gl T ARCOR RSP ey
encr yptiiegAek ) if theltagseddendd reieshayediiyirdiotthe @nsyptivr ey keysciypssh key
C R EaP I SR honaTes Fes 10 P38 A Snd pindon
ﬁg%/sneﬁg;dﬁgir%gﬁs%Wn%y%%% inforhdiiofti8r AP AN Uy 309 sahid WED,' &n'S
encryption key ‘abcd’ 413, encryption key creation information ‘256’ 493, and an index
20 ‘01 423 correspond to one another, and an encryption key ‘2345’ 415, encryption key
creation information ‘267 495, and an index ‘04’ 425 correspond to one another.
Encryption keys of the tag reader 20 are grouped into three, each of which is an
encryption key assigning table for a type of industry, a manufacturer, and a brand.
Upon receipt of product information from the tag reader 20, The
25 encryption/decryption unit 210 of the contactless communication tag 10 transmits
indices as the encryption key specifying information 310, i.e., here ‘62’, ‘01’, and ‘04’.
The tag reader 20 looks up corresponding encryption key tables from these indices and
extracts encryption key creation information for creating the same encryption key set,
i.e., here “1324’, ‘abed’, and ‘2345’ as the encryption key 410 stored in the contactiess
30 communication tag 10, i.e., here 133, ‘256, and ‘267’, from each of encryption key
creation information fields 433, 453, and 473 of the encryption key assigning tables.

The tag reader 20 creates corresponding encryption keys by executing a predetermined

20




i ndi ces 420 for specifying the encryption key creation information 490 are
stored in the 15 storing unit 300 of the contactless conmunication tag 10

and are tWﬁJ%/%sgg to the tag reader 20 if the tag re%gﬁ/r‘?%g%?oﬁ&%est

speci fying o e encryption key: Encryption key creati fon for
creating an encryption key "1324' 411 is 133" 491 and an index for
identifying this encryption key creation information is “02' 421. In the
same wagncaptionreyygpeaiion rigpritrah dd'sed 1B, therenoyystioonkdseyreatioatinfopmation and

i nformation ; an i@dex 20 . 423 correspond to_one anot her,

256' 493 01
and_an- EnbiAGR Respied3he TasBd Shdrpian ke as Snendaiiroreysicsmeagnarine
T 267" 4 hineeXicativh : '
ceys of PR o R A PO parlo o i BREn BB Bt P 216 br
encr ypt tlnctripctiesd goinnmyniceasioa tagritaengrpptsadnd detiybty infermmationf @emsmmigted tand

a brand. Upon recgeipt of product information fromthe tag reader 20, The
25 ehcr GBE 1BRPWEE T R B ©a9%0 2010 RECWTIaly SIaG tol MU Ba0F GRORA§OR0
transnikgy&indices as the encryption key specifying information 310, i.e.,
here '02"7 '01', and '04'. The tag reader 20 | ooks up correspondi ng

encrypti on kégcoaling o themighiesmbodineas oirbe @rtaciiss @mmyRidationkay 10,
creation_informati Oﬁaégr creat i@%iet he sanme encryption key set, 1i.e., here

1324, Ongp dhip engrygtion Kayis SpRCiligd, the (g, 1adeh 20SAMmmesognesaityne @fHadustry,
cont act e QErugi oy, t ' : €an o 1200 . :
from ea%h‘s]gpagebr%ryp't?oﬁébgy%rcfgg%l&orﬂ% n c?rfﬁg%i %'?lé'? t('a %Isk% 33,in Z’E@?r @ﬁgdsﬁlm
of the eaferring torirlkeyiBassasgui ng thabéregypticfh&ey ad 0, ethadeen@ptive ddegscreation

correspondi ng. en ptign, keys by executing a_predeterm ned 20 WO .
2004/ 08 %‘_‘%@F/ a%oé‘ﬁgo%?ééeénm%gﬁ_g 678 yZ‘Q r&dt TRRPANZD fionh he dseeiver
the enceelblsn s&y fidkald a0 11 008 i 4953 2 pPERMLVR! HRidP 1€ BhladifiSs
created enCryption keys as encryption keys for 'reading the contactless
comuni camhamicatipnitdg hér atidchad, istinduded rity pt fypa/af emcpgps des, Eniandidbtofer

0 : Ther : " ! e .
tranem o 21 PEASTR " BabRin, bl Areich Dis Bt 03GhayboRYEER | GAPHCE ng
thi g5 pl Thas, ihya QbriedoMROF de clfis enaﬁ&‘da%@hﬂqﬂé fbréé?@oﬁhﬂimé\gg@‘%féﬁ qRatheT

the contactiess communjcation tag 10, once’'the encryption
speci f.i eacryptien kay speeifidng Fdomaatianed by nf e storipgeindif 30thohast owgrlapawith each

o s otlef i g in Bindt RARE SRR 107 E2E A 428,58 bryPaiih et the
encr ypt pedusenformalior?370i NTeeN@ighPneABBdirAdst b hd r&@ﬁﬁacﬂb?@ Mﬂn&ﬁ%ﬁﬁ%%o

can recogni ze fromthe received encryption key indices 421, 423,
that a Rotliaecerdinghiodhetnieseidringentioadias advantages of both the sixth embodiment

20 and the seventh embodiment. Also, in the eighth embodiment, since the indices are
transmitted and received, a degree of security is enhanced and updating of the tag
reader 20 is facilitated as will described later.

Through this procedure, the tag reader 20 specifies a corresponding encryption
key, request produét information stored in the contactiess communication tag 10,

25 receives a response to the request, and displays the received response on the display
unit. If the right contactless communication tag 10 is attached fo a product,
encryption/decryption procedures between the tag reader 20 and the contactless
communication tag 10 are successful, and thus, corresponding product information is
successfully displayed on the display unit. If the product is a counterfeit product or a

30 forged product, the encryption/decryption procedures will fail, and thus, meaningless
information that is not readable by the display unit or a counterfeit product warning will
be displayed. Thus, a customer can check the genuineness of the product.
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communi cation tag 10 is attached is included in a type of accessories, a
manuf acturer of the product is 'Samah industry, and a brand nane of the
product is 'CAPACCI'. 15 Thus, in a varied formof the ei enbodi

the produtO 200#($83¥8ti on 370 and the encryption key speE??W&”“’ﬁ‘l”&? matl on

310 of the storing unit 300 may overlap with each other in practice. In
ot her words, the indices 421, 423, and 425 nmay be parts of the product

i nformation B¥Omdtion eegling emibadiomenttheftaghrepient 20 tdcasding Mol e Jréseht
tag 10 according to the present invention has advantages of both the sixth
enbodi nEYENHEN dAeeiYee asliUEitn of prediGleipdes telated itp difierest g}ﬂ@fﬂu@dﬁfmmﬁn

annanced oo e Alcbe s ARERIGEE 18 10/ ABEbSqlhniByy FPE, he RSl cbded

descri bed thetcﬁéplayl' brikugim binies V\FUI'GQe\mﬂh eespdtt tb dnel Hradatt, 20pRPEIRY Iof @Foduct
correspondi ng encryption key, uest product information stored in the

contact Fades ipdbhe storngund; 38025& the eentastess r:@@mm@am@ tage1 0 @qdetbe,

cont act L £addh an el SRR T BBl R R SR oblodulf doddl!  For
encrypt emvhﬁ@grty@tﬂrgtndi@pm;@dupleﬁiubetw@rhrh@@g ttRg pﬂ@@ﬂw O?Q)ré‘cﬂ\?ctt&ﬁies is a

contactiess_ comrunication tag 10 are successful, t hus, corr espondl ng

pr oduct mamu&%ﬁrotha §ecmé@@w@ﬁ| grodugtpp@@%ds @nbttamei (ﬁrdptl'@ynaxﬁ displaiyed he

pr oduct t.er r I od

encrypt P }% ?’%t :gognta:ﬁ1 tbr%g}sot \?\}IUFFD%% f a%ﬁdp’gﬂﬂg rg}ﬂ‘ﬁ naglu§§§ having a
i nf ar mibd)@é\ tdthatcahsed lZ@@d@(ﬂU(ﬁ i rinBgoslreRh @ydmeye@rcoaecgéqm!béel In an
product warning will e displayed. Thus, a custonmer can chec

genui nefidbed Hnemth\yhﬁﬁ%ﬁlﬁ:ﬂlsmy umtz“@@woztwy pCTioRAH/ tonTade |sepientei on

oot vond s & MR sblfeA AR el R Al P Bl Bt product

i nformati on The eontdetiesoBbathlisisaticrptannd eatherohtel 4Rt 200 sy aidhtalilks
out puts the product codes on the display unit. In other words, with

r espect COHMBHECalOHAtAS 10a"}?1¥uhé‘1’ﬁ’ ty ‘Qﬁkeﬁr pagyption deyeypdating snid220. t Fee
ftegE epglféﬂgéqﬁggyiﬁiﬁ %yg s [ r'(rJ an | Sp aygﬁ'%)H %@ggf@gt%‘%ggg%glesior
exanpl ‘_ecomhmrﬁcnatns)h chgspi(ayeddpadnimm a:octmrﬁ@mg taheifphtiriehstt ynef oprayftued
the nexendvelimyens b el Qo 6o MAUESSpRBUIIR rionige toat e mewly
o RS D008 nBRoR RE), RIS THE R henplr
di spl aykemnupdatirg anipR20 disdaydoin existing leFDryptioa l(aydaltlseqsp&'rmeo the tag reader
20 20 that attempts to read the contactless communication tag 10 and directs the tag
reader 20 to use a new encryption key that is specified by the leaked encryption key
updating unit 220.
The leaked encryption key updating unit 220 applied to the first embodiment of
the contactless communication tag 10 according to the present invention transmits a
25 unique master key that should be newly used to the tag reader 20. The tag reader 20
deletes its own master key and records a received master key as a new encryption key.
At this time, by appropriately defining a key upgrade protocol between the contactless
communication tag 10 and the tag reader 20, it is possible to reduce a danger caused
by hacking of a master key. _
30 The leaked encryption key updating unit 220 applied to the second embodiment
of the contactless communication tag 10 according to the present invention is mounted

in a tag of a type of industry, a manufacturer, a brand, or a product that is the same as
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may be a binary sequence that indicates on or off of the color LED. The
contactl ess communication tag 10 or the control unit 200 of the contactless

comuni caty J0 may have a | eaked encryption key updating unit 220.
The 15 Iggiggb§%3%§ption key updating unit 220 is a nndﬂﬁ@ﬂ%@ﬁwwg 2in the

contactl ess communication tag 10 to deactivate a counterfeit tag if at
| east one of agreed encryption keys is |eaked out. The nodul e i s nounted

in tags & heskedrenacrgplion kemnaricatransmits ad toerrdspakiting @iﬁcrgb@ore'k@?%bt' Wikepy is
uncovered. The Ieak%% encr%/%ion k_ﬁ%/ updating unit 220 discards an
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to read t S ' ' lrects the t r eader 20
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updat i ngoueispodiag tiipe of druattys acoy@ispondieymaRdfiduier, Ui icbrédfomdRg gﬁgn&,o
the first enbodiment of the contactless communication tag 10 according to
the preSERCATRFORDARS RredHShNaD iRdey sorpperding o dhe keytachess evroniutidztion
new y u§§§l1b_o the tag reader 20. The tag reader 20 deletes its own mnaster
key and records a received nmaster key as a new encryption key. At this

tine, by appibprieaked gndgfption keyaigdeying Ranite2E) BHREE & tReiRe8mbB8iment of
contactless co nication tag 10 and the tag reader 20, it is posm%rfe to
reduce HQ5AYEFtIess ceaMuncaiviktag gl bhaceprdingt terthiayresant imientiarisadounted in
encrypt i yadad | U ' t he second enbodinent. . qf the
cont act F@ggﬁéﬁrmm c%rﬂﬁjc%}rﬁ‘ r'ytaﬁé'é’aigg 3@@@?@?%@9@ &4 er%’”ﬁ?éé'&ﬁta% %b@‘?{ ‘?fdﬂgﬁj%try’

mount eda manafatagenfa brangdpendfa produst that afe FRNSARGSL A Ble leakEd @RErypAbn %e
pr oduct [ e same as, 22 WO 2004/ 088579 PCT/ KR2004/ 000732 gy I eakeg

that is th . '
encrypt ?BH V%"yS'B‘&ﬁi COFresRANding senaypiih kaus ihat mee yipt bermeavdy usest ta she dape

wi h 0 di d i Sti
Roel ynoneatchoob NoThBO P ReRdor o IifabaLdatin 46vE, SFfhitsithe Jo Sholds
encr ypt Besigkey forf the cartactzssorsthmantoation dhgi 1IHWsth Yew fe6aVEE® SREABLBA keys

manuf act ur er f?dc rresgondi ng br an% 5 or a correspondi ng product in an
i ndex cBt rdsibiiieh €8k neateBAlact M8 s ex@mplti éntihen casag oiotheTrentaciiess

o At P DGR PPy OB AT P o BARRNTERL  Oroed €

nmount edassigneth@scamteactyption keynooméespatniding t@ghel(br%mlir;umd‘agn Ciab@g@éﬂ', Qﬁ%
such as, a,type of .industry,, o a ma acturer, a brand, and a product that
ore" PeleBih Rhontio Ky oalit St ob ey dieot the g reader 26 5" Spdate the

encryption key ‘2345’ with ‘5678’. To this end, the leaked encryption key updating unit
220 may directly transmit a new encryption key to the tag reader 20, but may set the

20 new encryption key by selecting one of indices of a spare encryption key, if a sufficient
number of unassigned spare encryption keys are secured. For example, if an existing
index corresponding to ‘5678 is ‘15, the leaked encryption key updating unit 220
transmits ‘15’ instead of '5678’, and the tag reader 20 extracts the encryption key ‘5678’
corresponding to ‘15’ from its own table and assigns the encryption key ‘5678’ as an

25 encryption key correspbnding to the index ‘04’. As a result, the same encryption key
corresponds fo the indices ‘04’ and '15 in the tag reader 20.

The leaked encryption key updating unit 220 applied to the fourth embodiment of
the contactless communication tag 10 according to the present invention updates
leaked encryption keys among a plurality of encryption keys stored in the contactless

30 communication tag 10. The tag reader 20 updates the encryption key stored in the
index corresponding to the leaked encryption key in the encryption key table with a
received new encryption key.
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and transmts correspondi ng encryption keys that are to be newy used to
the tag reader 20. The tag reader 20 updates encryption keys corresponding
to indice ned for the contactless conmunication ta 10 mnth new
recei ved gﬁ%?@ HUT%0R keys in a table for each category. IMPPB2 in the
case of the contactless 15 connunication tag 10 shown in FIG. 4A a brand
index is designated as "04'. 2345 is assigned as an encryption key

cor r espondi ng heoleaked rmngbtiondesy Updating-ane\220, applied toepkeftheamblirhen &eY
updat i ng unit 2 0 may direct the ta% reader 20 to update the encryption

key ° 23488 cgpiac e%% Imygicetien tagd! @wrﬂ@akf@dth@rwegzpmh iBNeriégn updatasntne

unit 2 I %;’51[ to th ag.rea 0,
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encr bﬁn keys, are secured. For exanple, if an existing index

corr ”E"&S agIEApssay naw: plurfahtcy ofeenasmplion kgyseisrtokthe tap deadey20 rmind

220 tr reader 20 extracts the '
encrypt i o H%éai%%éoﬁgzrde)sop%ag gﬂ]? wﬁﬂ g%{ ‘%RM?SPQBE df?‘%'@iggns
the enc wamteroBOkey’ he5 6B readeran0 2firse rﬁp’éﬁﬁibsoéndﬁ?fﬂtlﬁp %95§éi§dé§§i%ﬁéﬁ t88the |
index '04'. As a result, the sane encryption key corrésponds

i ndi ces coplactigag carsmuniaatient fag r tadier 1. styras I%‘a:muioemkeyptahba alfmj' then
d h t of th t act
st Rac AL, A A TS0 i AR P

encnypt Doderkﬁyecapbogth@ grianystlont eyef encryption keys stored in the
contactl ess 3 communi cation tag 10. The tagareader 20 updates the

encryption kdPedesked engrtien N%d@@ﬂitﬁﬁgr%b dianplied to e Ififthkerdbedimenitafon
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appl i edentiret plardlity bheaoiyptiomiay sefs storel Botheaal1€SS THRBMHY l@éké@ rénb%néﬁ
e present invention updates the entire pI urality of

2?@?;3{ Pgﬁ Q?p 3@ Lit2 2} oF the, CoRiacHB aemr@gyc?tmm i 4Qitransmitsgd T@CesTAYs,
h
t he 1} eakggp |§%§MI9F5 é@%}y{sgéénn g%f‘ééfsrta tHBth ?@é’de‘% o B&4 £ Facflfe[%?é ﬂ'\e tZalgCrreﬁlgpf 20

conmuni cation t s a neces new p| ur
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encr ypt reseivesyendryptidrekeys in the order of receipt of the encryption keys.

20 The leaked encryption key updating unit 220 applied to the sixth embodiment of
the contactiess communication tag 10 according to the present invention transmits
encryption key creation information that should be newly used to the tag reader 20. At
this time, an encryption key corresponding to new encryption key creation information is
stored in the contactless communication tag 10. The tag reader 20 may register

25 existing commonly used encryption key creation information as a bad tag in a black list.

In this case, if a specific tag requests genuineness authentication, the tag reader 20
can more accurately determine whether the tag is a counterfeit tag or not with reference
to the black list and a date of manufacture. Thus, it is possible to determine a tag
manufactured before a specific date of manufacture to be genuine and a tag

30 manufactured after the specific date of manufacture to be counterfeit.

The leaked encryption key updating unit 220 applied to the seventh embodiment
of the contactless communication tag 10 according to the present invention transmits
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I o order of receipt of the encryption keys. The | eaked encryption key
updating unit 220 applied to the fifth enbodi nent of - the contactl ess
connunica&qu.ﬂ@g_ 0 according to the present invention ugﬂgtes the entire
plurality "SH8HERYDti on key sets stored in the tag 10. TRAKROMIPBAKed
encryption key updating unit 220 of the contactless conmmunication tag 10
transmts a necessary 15 new plurality of encryption key sets to the tag
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requests recordi ng of new encryption key creation 1 nformation
server. To cope with such an agack, the server transmits a log-in request message to
20  a client after including a random number in the log-in request message and encrypting
the log-in request message, and the client includes the same random number in a
response log-in message. The server checks the random number when authenticating
the received log-in message and permits log-in only when the random number is the
same as that transmitted by the server. Since the random number is. changed each
25 time, it is possible to prevent a possibility of repeatedly using the same log-in message
by aid of such replay blocking techniques.

The present invention introduces such replay blocking techniques in genuine
authentication. Such introduction can effectively prevent a read request message of
the tag reader 20 or a response message of the contactless communication tag 10 from

30 being hacked, copied and used. Thus, replay attack on a system of the present
invention is impossible and genuineness authentication can have a higher degree of
reliability. |
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©138'. Thus, the tag reader 20 extracts 138" as encryption key creation
information to corresponding to the index 02' fromthe encryption key
table 430 and creates the encryption key "1567'. As a result, product

i nf or mat i $P WAHHEI"be read with respect to a counterfePETEROHANRY t he
encryption key "1324' or an existing distributed tag and such a _
counterfeit or an existing distributed tag is determned to be counterfeit.
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comuni cation tag 10 or the control unit 200 of the contactiess
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detail jnformmtion such as a serial number and a date of reading of the
tag realidPMYIONAspesLeistpmaer mapaosmenhfarpationof eustemgooriemied markstingt i on

providing unpiso23fe d05HaBRsP LB IRLAM thg ' 16 B Hd ¥ntrol unit 200 of the
contactless communication tag 10 may include a refresh processing unit 290. In

20 general, in nonvolatile memory, the number of available reading or a period of available
reading is limited after recording and it is known that data is only preserved for about 10
years. However, 10 years is too short to products that are possessed for a long period

of time such as surveying reports, antiques, pictures, and sculptures. If the
contactless communication 'tag 10 includes the refresh processing unit 290 in the

25  contactless communication tag 10 for application fields, data is re-recorded in the
storing unit 300 Every time of reading and refresh processes the data. Refresh
processing should be performed on the entire data, including encryption keys, product
information, and counter values, stored in the storing unit 300. In this case, a refresh
buffer is included in the contactless communication tag 10, and the refresh processing

30 unit 290 performs refresh processing by repeating read and write operations in the
unitof blocks having a size corresponding to capacity of the refresh buffer. In the case

of products that are refresh-processed, it is desirable to set the number of available
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when a value stored in a counter area that manages the nunber of reading is
nore than a predeterm ned val ue. However, the post managenent processing
unit 270 ;5.1 0. designed to provide not only product infQrmation but also

t he readihg)%gygﬁf%gnfornation with respect to a speci FICdHRBOUHNEIB32¢ hat
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bat t er ybatery. Among commonly used batteries, there exists a product having a thickness of
20  2-3mm. The thickness of a battery has an influence upon the thickness of the tag
reader 20. It is preferable that the tag reader 20 is manufactured in the form of a card
and in the form that can be easily carried in a wallet. To this end, a battery area of the
card-type tag reader 20 into which the battery is inserted may be protrude from one
edge of one side of a square. Thus, remaining areas other than the battery area are

25 of a thin type and can be inserted into a pocket of the wallet.

The wireless communication unit 500 wirelessly exchanges data with the
contactless communication tag 10 and wirelessly transmits necessary power. The
wireless communication unit 500 includes an antenna 510, a power sending unit 531, a
demodulating unit 533, and a modulating unit 535. The antenna 510 wirelessly

30 transmits and receives data with the contactless communication tag 10. The antenna
510 may be formed in a pattern printed along the circumference of the card-type tag

reader 20. The power sending unit 531 wirelessly transmits power necessary to the
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shown), a wi reless comunication unit 500, a storing unit 910, an
information reading wunit 750, and a control unit 700. The mani pul ation
unit 930 ' npl e one or two button like a read tart but t on.
The di spl ay uoqugﬁgtg@éo includes, but is not Iimted to, §Trﬁﬁ28°4?0(99\136ri ce
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The information reading unit 750 and the encryptron/decryptron unit 710 may be

20 implemented as software in the control unit 700 or manufactured as a component

separated from the control unit 700. The information reading unit 750 requests

product information from the contactless communication tag 10 in response to a

command from the manipulation unit 930 and displays the product information received

from the contactiess communication tag 10 on the display unit 950. The

25 encryption/decryption unit 710 encrypts and decrypts information transmitted to and

received from the contactless communication tag 10 through the wireless
communication unit 500.

The information reading unit 750 interacts with the information providing unit 250

of the contactless communication tag 10 and the encryption/decryption unit 710

30 interacts with the encryption/decryption unit 210 of the contactiess communication tag

10. The information reading unit 750 displays product information received from the

contactless communication tag 10 on the display unit 950 in the form of texts or
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t he nodul ating unit 135, and the denodul ating unit 133 included in the
contactl ess comrunication neans 100 of the contactless comuni cation tag
10 and mﬂhk)ﬂﬁbmgq%§cribed in detail. A nmain programfor coptrolling t he
entire system and seed val ues for creating to encrypti SR ERAMENEEsary to
i nformati on exchange are stored in the storing unit 910. On the other
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of a reader to a tag Every time of reading to make the time and serial number stored as
a part of reading detail information.

20 The encryption/decryption unit 710 receives encryption key creation information
from the contactless communication tag 10 through the wireless communication unit
500, creates an encryption key from the received encryption key creation information
and a seed value stored in the storing unit 910 and processesv encryption and/or
decryption using the created encryption key. Also, the encryption/decryption unit 710

25 receives encryption key specifying information by communicating with the
encryption/decryption unit 210 of the contactless communication tag 10, selects keys
related to a currently read tag from among encryption keys for a plurality of types of
industry and/or brands and/or products which are stored in the storing unit 910, and
processes communication between the contactless communication tag 10 and the tag

30 reader 20 using the selected keys. Such a communication procedure will be described
in detail later. The encryption/decryption unit 710 of the tag reader 20 corresponds to

the encryption/decryption unit 210 of the contactless communication tag 10 and may be
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5 providing unit 250 of the contactless comunication tag 10 and
sequentially outputs the received product codes on the display unit 950.
The plural ity of product codes is grouped into one nessage and transmtted
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essential |y In a third embodiment of the tag reader 20 according to the present invention,

20 the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of

the third embodiment of the contactless communication tag 10. In this embodiment,

as conceptually shown in a lower portion of FIG. 4A, an encryption key table is stored in

the storing unit 810 based on each category, i.e., a type of industry, a manufacturer, a

brand, and a product name. The encryption/decryption unit 710 receives indices as

25 plural encryption key specifying information from the contactless communication tag 10

and specifies an encryption key set for the contactiess communication tag 10 from each

corresponding table.  The encryption/decryption unit 710 sequentially performs

multiple encryption/decryption on information transmitted to and received from the
contactless communication tag 10 using encryption keys.

30 In a fourth embodiment of the tag reader 20 according to the present invention,

the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of

the fourth embodiment of the contactless communication tag 10. In this embodiment,
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I dentical to those perfornmed by the encryption/decryption unit 210 of the
enbodi nents 5 of the contactless comunication tag 10, they wll not
descri bed 'n(ﬁetaLl here. In a first enbodi ment of the tag reader 20
accor di ngMB*PHES5Pesent i nvention, the encryption/ decPEBEREM4IAIB2 710
corresponds to the encryption/decryption unit 210 of the first enbodi nent
of the contactless comrunication tag 10. In this enbodinment, the storing
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encrypty 2 i ' ceives. Lhdices as 25 plural cryption key
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20 the encryption/decryption unit 710 includes an encryption key creation module. A
seed value necessary to the encryption key creation module can be stored in a data
area of the storing unit 910 or incorporated and stored as a progrém code of the-
encryption key creation module. The encryption/decryption unit 710 creates
encryption keys by executing the encryption key creation module using the encryption

25 key creation information received from the contactiess communication tag 10 and
encrypts and decrypts information transmitted to and received from the contactless
communication tag 10 using the encryption keys.

In a seventh embodiment of the tag reader 20 according to the present invention,
the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of

30 the seventh embodiment of the contactless communication tag 10. In this
embodiment, the encryption/decryption unit 710 includes an encryption creation module.

A seed value necessary to the encryption key creation module can be stored in a data
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and | ooks up an encryption table to specify encryption keys for the
contactiess communication tag 10. The encryption/decryption unit 710
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program code of the, encryption key creation nodule. > '
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10. I n émirgptiorbddenyption onhiafemeatiopt irandrdigiedytet amh regéived Hdn isé LdptadiRss
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as a program code 0
specify at least two product information among a type of industry, a manufacturer, a

20 brand, and a product name from received encryption key specifying information,
encryption key creation information, or indices about encryption key creation
information and display the specified product information on the display unit 950.
Such specifying and displaying can be applied to at least the third embodiment, the fifth
embodiment, the seventh embodiment, and the eighth embodiment. ‘As shown in

25 FIGS. 4A and 4B, product information corresponding to indices for each category in
which corresponding encryption keys are included is stored in the storing unit 910 of the
tag reader 20. Thus, it is possible to specify at least a portion of product information
based on indices received from the contactless communication tag 10.

The tag reader 20 according to the present invention selectively includes at least

30 one of a leaked encryption key updating unit 790, a replay attack blocking unit 730, a
reader authentication unit 770, and a refresh processing unit 720. These components
may be incroporated in the control unit 700.
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external portable tag reader to mutually check reliability of them. Authentication

20 between the two tag readers is also performed between the wireless communication

unit 500. For authentication, a specific encryption key is predetermined. In the same

way, the encryption/decryption unit 710 operates in authentication between tag readers.

It is preferable that the replay attack blocking unit 730 intervenes in authentication to

block hacking performed using communication between tag readers. Such an

25  operation of the replay attack blocking unit 730 will be described in detail later.

The refresh processing unit 720 reads encryption key related information stored

in the storing unit 910 that is nonvolatile memory and re-records the read information.

The main program that controls the control unit 700 of the tag reader 20 is a memory

device such as electronically erasable programmable read-only memory (EEPROM) in

30 which data is permanently stored. Also, like the encryption key related information,

information that should be stored differently according to the tag reader 20 is stored in

flash memory. In the case of flash memory, a term during which recorded data can be
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Upon recei pt of encryption key update request information concerning a
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attack bl ocking unit 730 w be desciibed in detail later. The refresh
pr ocessi Rg tagreader @0 tbatievenall tgiges acakd ghape indutasdne AR Cosewtral iadividualt he
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data catypbe 3Bo, by reducing a cost, the tag reader can be distributed in large quantities at

20 low price.

The tag reader 20 according to the present invention can be implemented in a
cellular phone. At this time, one or several keys of the keypad of the cellular phone
serve as the manipulation unit 930 and a liquid crystal display of the cellular phone is
used as the display unit 950. Also, nonvolatile memory of the cellular phone is used

25  as the storing unit 910 and the microprocessor of the cellular phone serves as the
control unit 700. Thus, in this case, by adding only a configuration of the wireless
communication unit 500 to known cellular phones, hardware of the tag reader 20
according to the present invention can be completed. At this time, a software module
for implementing the function of the control unit 700 should be additionally installed.

30 FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader 20 according to the present invention.

Referring to FIG. 5, in first step S500, encryption key related information
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rel at edCPRINGr wilki aplay attack. Also, once the tag reader 20 receives encryption key
20  updating request information that requests discarding of a leaked encryption key and
updating with a new encryption key in step S540, the tag reader 20 replaces an
encryption key assigned to a corresponding product with a new encryption key and
selects the new encryption key as an encryption key for current communication in step
S550.

25 FIG. 6 is a flowchart illustrating a communication procedure between the tag 10
and the tag reader 20.

Referring to FIG. 6, a user requests check of product information by pressing a

specific button of the tag reader 20 in step $S600. Thus, in step S605, the tag reader

20 detects existence of the tag 10. Such detection may be, but is not limited to, a

30 detection method that lcomplies with 18014443 standards. The tag reader 20

executes a protocol that selectively specifies an encryption key. One encryption key to

be used for communication with the tag reader 20 or a plurality of encryption keys one
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|c button of the tag reader 20 in step S600. Thus, in

Ct ep S5 CRTRAILkFL IR LB PaSe: fenaion iR tieaipal acsudy. The
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that selfiérctionel yinsiéeiddses am enucyptioni Gey kengatiGhefuastion psi Ppiseerted as a
program in the tag reader 20. In step S620, the tag reader 20 creates an encryption

20 key using an encryption key creation function based on a seed value stored in the
storing unit 910 and the encryption key creation information received from the tag 10.

For example, when a seed value is 123456, the parameter may be an index for
selecting one of several encryption keys created from a permutation & combination of

the seed value. On the other hand, the parameter may be an index for selecting one

25 of numerous encryption keys that can be drawn by scrambling a data word indicating

the seed value in the unit of blocks. Also, the parameter may be a parameter related

to division of blocks in an algorithm for scrambling a data word indicating the seed value

in the unit of blocks. Regarding creation of the encryption key, various methods are

well known and descriptions thereof will be omitted. If a plurality of seed values is

30 stored in the tag reader 20, encryption key creation information stored in the tag 10
includes an index for specifying the seed values. In this case, other components are

the same as embodiments having a single seed value, descriptions thereof will be
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be used for communication with the tag reader 20 or a plurality of
encryption keys one 35 WD 2004/ 088579 PCT/ KR2004/ 000732 of which is used
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in the isapendied. In this case, the tag reader 20 specifies as a master key with the tag 10
20 an encryption key corresponding to one of the plurality indices received from the tag 10
that is selected among stored numerous encryption keys. Thus, a genuineness
product authentication system including thé tag 10 and the tag reader 20 according to
the present invention can provide more enhanced security.
In the above-described three embodiments, selection of an encryption key can
25 be performed for a type of industry and/or a manufacturer and/or a brand and/or a
product. Thus, the same encryption key can be used for products of the same type of
industry or products of the same type of industry that are manufactured by the same
manufacturer. Thus, if manufacturers of the same type of industry or the same
manufacturers of the same type of industry produce new products and the new
30 products are read by the tag reader 20 according to the present invention, product
information can be read without a need to update encryption key information of the tag

reader 20. Also, when an encryption key is commonly used for products of the same
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I ncludes an index for specifying the seed values. In this case, other
conponents are the sanme as enbodi nents having a single seed val ue,

descri pti oRg ohiseeh W1l be 36 WO 2004/ 088579 PCT/ KR2004/ 732 onjtted.
By using the above-described encryption key creation funggiggﬁfﬁ@ﬂ%{pgg
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the sane nmanufac drers of the sane type of industry

or the same |mestef 8636; ¢he ta 10hextrmn® the/ BSuRfer VRS bf 1P ERAMESUMEW00 and

product Sch%@ﬁs ttp'g ggwacted counter value. If it is determined th ing i

. at reading is already

20 completed more than allowable times, the tag 10 blocks further reading. On the other
hand, if the extracted counter value is smaller than allowable times, the tag 10 extracts
product information from the storing unit 300 and creates a product information
message that is a response message, in step S640. At this time, after adding a
random number received from the tag reader 20 to the product information, the tag 10

25 encrypts the product information using a master key, thereby creating a product
information message. The tag 10 transmits the created product information message

to the tag reader 20 in step S645. After transmission of the product information, the

tag 10 increases the counter value of the storing unit 300 in step S650 and stores
reading history information including date and time of reading and a serial number of

30 the tag reader 20 that requests reading, in step $655. In step S660, the tag reader 20
receives the product information message from the tag 10, decrypts the received

product information message, and checks if a received signal is replay attack by
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30 products are read by the tag reader 20 according to the present

i nvention, product information can be read wi thout a need to update
encryptio dnformation of the tag reader 20. Al so, when an encryption
key is co%%‘?ﬁ?)ﬂﬁ%@% for products of the same 37 WO 2004@B8R2004/000732

PCT/ KR2004/ 000732 ki nd, nore new products can be added to the tag reader 20
after rel ease of the new products. Next, the tag reader 20 transmts a
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thissti a?&]icén E?ﬁgﬁ%’%ﬁﬁé&@_ggﬁggmer received fromthe tag reader 20 to

t he produc 25 encrypts the product information

using a nast GkeYis d fleweart dlueatiting ad dUtRewiRdatioh HreESRie BB RANS WM
tag 10 transmts the created product information nmessage to the tag reader

20 in stejpEseadersfi nd Eatrgnreaden#af acerdingoiuen prbedienioof théieresant 10
i ncr easggyddigncounter value of the storing unit 300 in step S650 and stores

Referring to FIG. 7, one of the two tag readers is designated as a master in the

20 authentication procedure. Such designation may allow a user to operate a tag reader
that first presses an authentication request button as a master tag reader, in step S700.

~ The master tag reader investigates existence of neighboring slave tag readers in step
S705. After the master tag reader and slave tag readers are determined, a procedure

for opening a communication session between two terminals progresses in step S710.

25 The master tag reader creates a session identifier, transmits the session identifier to the
slave tag readers, and a communication between two tag readers includes the same
session identifier, thereby maintaining the communication session between tag readers.
Thus, even in an environment that shares the same radio frequency, a specific
connection state can be maintained or managed. Thereafter, a procedure of assigning

30 an encryption key necessary to communication is performed through exchange of an
encryption key specifying request message and an encryption specifying message
between tag readers in steps S715 through S730. This procedure is similar to a
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reading history information including date and tine of reading and a serial
nunber of 30 the tag reader 20 that requests reading, in step 5655. In step
S660, the \&8 r_zad_er 20 receives the product information nessage fromthe
tag 10, de %B‘E”S?’Hg recei ved product infornmation nessa§eT/ERAM+0AEEks if a
received signal is replay attack by 38 WO 2004/ 088579 PCT/ KR2004/ 000732
checking if a random nunber included in the decrypted nessage is the sane
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r eader ZB §grl'[%\§f§'”p Falct information in step S665. 5 An update

processi ng pr ] e bet ween
Phe tag 10 anachanenttaol prosisteltetypth fad ARERLs ERffaRbbRthdEn sncniTone
tag readérother woseds nint thet deseeot aypbpentdgeseseieecit fiy iaRgumed uast ﬂ{@?&%&ﬁ i

the tag 10,d t he ﬁa\% 10 transmts,an encryption key update reques ssage
to tr?: t S5 OEE Bt Na\P @ Rrarekapcyplioméenc 5lpi,icemek ropsler gy nepder smaypts

Once thegt e IHAE Sy kO Pt updat e reques
nessage, 4 aﬁ%ecﬁ i @%gﬁag&% ndc r t't:éoﬁwbe?/ﬁ‘%}ﬁ%?&}c & )é?n%rg#] A%%W%agﬁ &H&@P@ gheck
cor r espomessage 4g the tdg seadeleth ateb 5I36¢tHeaskUebngaradRNr |REFYHS R rk8Yived
Al so, the tag reader 20 specifies a new updated encryption Key as an
encrypt i {4S5R9€ c SRR atheo tlegnttied Hehackg messaghr cugh thére deansntiteghes,
once th AAYHteac ' P [ ed h n pt,ion key for
conmuni g%ti ont‘,éet %%%Hagﬁsglé é(’j "tsf héejtsﬁ ag?z?érS ﬁggg%r ﬁ@%’ §é¥f PY§ 48907 SEArbUYAY

S665L0 Fldispiayi snattfd adispiay t unit | inststeg | SiptErthattthentheek | ABsPIRS 98 Ureeived.
per f or betﬁeeg a ta%rreader #1 and a tag reader #2, according to an
embodi meHICT6RTEhdNEr BasY tag fparer siecrints dhe irageived Fnessage end afeckbdf the
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Such designation ma a-user to opera

pr esses massagehert theaexivactied quesdadauistihe sasnad agake erifgﬁ@eﬂ tFRRAffted Infe B
ates exi stence of nei ghboring slave tag

S700. T nmaster .t ag reader, i nvest |

r eader sqﬁﬁ ey t@ig%‘?f%f‘feé?rmﬁ@sﬁhgf e slaye tagderdemis altay eeaday hadne te
ar e det a{dH iR d KN i i Sessi.on t ween
Fho Cor mgnt ey oRIRGe L Uifthe SiheR BRI iR RRPEURH AL b BT Bl B,
sessi on arigemali Farsmitiedamessage tee seasteoitag deatief ideterhiinédahas by @ldv@dtag

easi on "PAARE 1y T U RGP aRtani o HERBhma% GrdonISEeys on tetliceh
tag readtérmination concerning the slave tag reader in step S750. However, the present
invention is not limited to these embodiments, and the slave tag reader may respond
20  through message processing, e.g., mapping to the received message according to a
previously agreed rule in the unit of bytes or words, after decrypting the received
message.
The present invention can be implemented as computer readable codes in
computer readable recording media. The computer re.ad'able recording media include
25 all kinds of recording apparatuses in which data that can be read by a computer system
is stored. Such computer readable recording media are ROM, RAM, CD-ROM,
magnetic tape, floppy disk, and optical data storage, and carrier wave (e.g.,
transmissions via the Internet). The computer readable recording media can be
distributed in a computer system connected to a network, and can be stored and
30 - operated in forms of computer readable codes.
While the present invention has been particularly shown and described with
reference to exemplary embodiments thereof, it will be understood by those of ordinary
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Such coﬂ‘i% 'é'?e raé‘é{d‘é{g?r@ ?B@EA] r'H'gt%(ﬁaanaF @ﬁRU]W tragigced® RaMhasers to sell a

counterfeit product because the distributors cannot know when the purchasers will

perform genuine product authentication. Also, if these portable terminals are

20 distributed to consumers in large quantities, distribution and purchasing tendencies of

consumers or distributors can be largely reduced. Also, since the portable tag reader

displays product information as plaintexts, purchasers can directly and easily check a
result of genuine product authentication with higher reliability.

Also, according to the portable tag reader according to the present invention,

25 since genuine product authentication depends on effectiveness of an encryption key

and contents displayed on a portable terminal depend on determination by the naked

eye, it is not necessary to additionally access to a network or to previously estimate and

store a large amount of data. In addition, even in the case of the same encryption key,

a product can be distinguished by displayed contents. Thus, if the same encryption

30 key is applied to a new product that is distributed after distribution of a tag reader or

other kinds of products, the genuineness of a product can be performed without a need

to upgrade the tag reader. Also, according to the tag and the tag reader according to
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refresh procedure every time of reading, it is possible to overcome a limit to a term of
preservation of data in electric memory for a product that should be held for a long

20 period of time, such as antiques or art works, and widen a range of applicable products..
Also, according to the present invention, it is possible to block hacking a genuine
product authentication message and attempting to copy an authentication system by
coping with replay attack and enhance reliability of genuine product authen;cication.
Also, according to the present invention, if an encryption key is leaked out, the tag

25  reader is upgraded in offline through a newly distributed tag. Thus, in a position of
users, the reader is upgraded without any manipulation and damage caused by the
advent of counterfeit products can be minimized. Also, according to the present
invention, since mutual authentication between portable tag readers can be performed,
it is possible to prevent use of counterfeit portable tag readers that operate with respect

30  to counterfeit contactless communication tags.
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suf fi ci dMPIPaRRaEsiolRE @ a to counterfeit reader with respect to an

addi tional | y se uGk.: py Lang-ng W _.encryptijo ey to, the
additional |y a;he @Z@ﬁ) %ngu@b'%@bﬁh@gg&@ggﬁ Infory ?ﬁ/(fno# Hgl;tr 3 68 %0
advant adies tagereaper based bntthakenceptios keq rélatd BRsAfatiopr a new product by

upgradi ng already distributed nunerous tag readers. Also, according to the
present invention, by limting the nunber of reading, it is 15 possible to

prevent reuse of i ﬂﬁﬂ@ﬂi- ALso, it | ossihle to
prevent tagsgf hat Qgﬁaﬁmn\é\é%t%ggtgg reusggﬂﬁ%&%@ﬁﬂaﬁs%ef%l? @SEBEWP PR &Y

pr oduct related infargtationrietludes bintencryptioeniesyr ios enchtiBRYST tal priBb Q9B Ak

by perforgi n atnegléery. ref_rfesh &;ocedur_e every time of reading, it is
possi bl 8Nt STHEMROEKEYAINARKiiffofrpation idicaling p stosispvigoation of thimeactyntien &eyr i ¢
Temgs v P8 storiicahs iMlaRUhe e dieldl 4g8 a |ong 20 period of time, such
as antiques or "art works, and w den a rahge of applicable products.. Al so,
accor di ng t othehengyptiemunitrrevitesthe ienciyptipngeiyihdek infotraatomaslksgoriding
genui ne OﬁOdUCt ut hentication rressage and attenpting to copy an

aut hent [% 0T GHCBPUPBAHY N ESTHONGEWIO AT reSINdRIOR: KR IsPgktyiBg HeAbest elesange i t y
of genuié@i@d)ﬁ@mtthgqé@%gdé‘@ti on. Also, according to the present
invention, if an encryption key is |eaked out, the tag 25 reader is
upgraded in offline through a newy distributed tag. Thus, in a position of

20 3. The contactless communication tag of claim 1, wherein the encryption key
related information includes a seed value for creation of the encryption key and seed
value index information indicating a storing location of the seed value in a storing
means included in the tag reader; and

the encryption unit provides the seed value index information to the tag reader to

25 an encryption key specifying request message received from the tag reader.

4, The contactless communication tag of claim 1, wherein the encryption key
related information includes a plurality of encryption keys and encryption key index
information indicating storing locations of the plurality of encryption keys in a storing

30 means included in the tag reader; and

the encryption unit provides the encryption key index information corresponding

to an encryption key selected from the plurality of encryption keys in response to an
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users, the reader is upgraded w thout any mani pul ati on and danmage caused by
the advent of counterfeit products can be m.nim zed. Al so, according to

t he prese o Lhon, “since mutual authentication bet portabl e tag
readers c%oggﬂégﬁ%r med, it is possible to prevent us\gﬁgﬂl‘g&[ﬁ@@ﬁ%it
portable tag readers that operate with respect 30 to counterfeit
contactl ess communi cation tags. 42 WO 2004/088579 PCT/ KR2004/000732 What is
cl ai med escryptiokeyepedifyirs sqestiissate oscdiagd foat thestaatreaghied to a
product and provides product information, the contactless comunication
tag conprising: a contactless conmunication unit, which wirelessly
exchanges data wt . t wer source.froma power,
signal recei vg'd fr-gl;'nétc ﬁgﬁtcggsé gg&@ﬁ?m%@% %@p@lﬁ it fth\ﬁ(ﬂﬁﬁeﬁl}\%?h%%r&?r}%&o%”n’t

storing proivideisn tivéi prodube ipfoathation i tf ahaetdgoneader %@ryehbﬁﬂtir'&?%héeg?é t

informat,ion are stored; and an encryption unit, which encrypts the product
infor5rrat'f‘g?fmtaé'oﬂé‘sﬂr?gaﬂ?rﬁqlﬁ‘éf@dtwcr}ﬂﬂi'oﬂ‘l@yt ag reader based on the encryption
key related information. 2. The contactl ess conmunication tag of claim1,
wherein the encryption key related information includes an encryption key

for encryptiof of Tiee contstitiessi cnamiBicaton tagdoreBRimPL] Ahekay théqﬂgralit of
information indicating a storing |ocation of the encryption key '1 |r¥ a

st ori ng SRAVRIIGM Keyadd Flassiiedt agd resaigned asgotding eloc ay plassification rpfavences
o Nl o ) . h ; "
1t eoparouRy dotedl et TR RER' SRORRY o8 PRtuE ke & Ml radEia St

t he ag naradeand 20 3. The contactl ess communi cation tag of claim1, wherein
the encryption key related information includes a seed value for creation
of the encrypfPRNEERLIANLHNE saqueptiplie selgatscan rernrypiioro ey rfcire dhe rpursality of
storing érﬂﬁ%tLd?ﬂ( s the seed value in a storing neans included in the tag
reader; and the encryption unit provides the seed value index information
to the tag reader to 25 an encryption key specifying request nmessage
Teceived fro[?the ag reader. 4. The contactless comunication tag of claim
1, wherein tHe enckifpeeaciiess coramunicglipRttag whcladm 1.nehergisthe erianyptian keyof

ocar) ong e MR icKRlese? phEKIAHSLog IBETRY @RglPhgTan'cibnipin ke
and seed value index information indicating storing locations of the plurality of seed
values in a storing means included in the tag reader; and
the encryption unit provides seed value index information corresponding to a
seed value selected from the plurality of seed values in response to an encryption key

20  specifying request message received from the tag reader.

8. The contactless communication tag of claim 7, wherein the encryption unit
provides the product information to the tag reader after encrypting the product

information using an encryption key created based on the selected seed value.

25
9. The contactless communication tag of claim 7, wherein the plurality of
seed values is classified and assigned according to a classification reference including
at least one of a type of industry, a manufacturer, a brand, and a product name; and
the encryption unit sequentially selects a seed value among the plurality of seed
30 values.

10.  The contactless communication tag of claim 1, further comprising a
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- manuf acturer, a brand, and

30 neans included in the tag reader; and the encryption unit provides the
encryption key index information corresponding to an encryption key

sel ected fygmhdgsPhural ity of encryption keys in respon 9._an 43 WD
2004/ 088579 PCI/ KR2%01/ 000732 encryption key specifying E‘gﬂh@‘%@“ﬂ%"géﬁge

received fromthe tag reader. 5. The contactl ess communication tag of claim
4, wherein the encryption unit provides the product information to the tag

reader aeaked ansrypionnkeyt vpdating umit, which transmiitsanpdite neqtbst HRIAELBR that
encrypti - The contactiess co nication tag of claim4, wherein
the pl ur%{apég%oq'gcaéﬂg\%/ﬁ%rbﬂnWﬁOW ge%@ﬂfthw%meﬁt%@és&@Bﬁﬁmingﬁmm a
cl assi f i gt 460 ub8LES &arl rell I f e of industry, a
G 2 Ay AR e R 0B Rt on uni
sequentially selects an encryption key fromthe plurality of encryption

keys.. 7. The ,Pntaﬁ%i ess c%rmuni cation tag of claim1, wherein the

- encryption ke‘g : S CANESUERS somITvRiRation tagied claim U avherginothes stedingalinies
for creghi f YRl key 42 index i.nformation

i cat | g o oDV RRGY Moty < ARESRAINEE Koo L Efteq LSt ltusitdhang

means i mebdsldbeiprothet trdgrmmatimhe fronatic tsttﬂ'ir@ahﬁlﬁﬂcpﬁeiﬂ@édrdé’rtﬁéir‘égé Seetict

val ue inde igforn&hi on corre,gpondi ng to a seed value selected fromthe
pl ur al i t'{fOIMaLARMNIRE FAANGURIESponse to an encryption key 20 specifying

request nessage received fromthe tag reader. 8. The contactiess
communi cation tag of claim7, wherein the encryption unit provides the

proddct i nf orli#at i drhet conthetlasagoaremdalcatibt ¢ag @ﬂ@ravmti,wgnhéﬁc&ﬁﬁﬁéigé a replay

i nformat%ipnkugk)n% an egc%@i on key created based on the selecte

val ue. Z59§K RIREROGnHAE PEaR i OetiElp dfsecirandem, numbesi adtdsethe
pl ur al i tgheofmesgss ' agshfe Sgl rding to a

cl assifi cgt_in(;ﬁ ref J?glrj]g@s inlr{ﬁqltﬁééi tr%lj;'Jfgﬁﬂ?@gttgogég@$ﬁsﬁ'\%§egooftﬁ‘? fagst&afera
manuf actip\éees dheirfatmation ta tpe etheotptioannit, asmdcks el @nenubii ARMYBBF extracted

sequent i.al lects a seed. val ue anong the plurality of seed 30 val ues.
10.q The@&%‘.@@ﬁ“@@@ E%ﬁfﬁ'?{.?ﬁf o e tﬁagﬁe%@erdﬁé FhSEME agﬁmpn@dm@ use mgndoms

15 number, thereby blocking replay attack.

13.  The contactless communication tag of claim 1, further comprising a

covering unit that is separably attached to a tag exposed surface and blocks reading by
the tag reader.

20
14.  The contactless communication tag of claim 1, further comprising a

decrypting unit that decrypts data received from the tag reader based on the encryption
key related information. |

25 15.  The contactless communication tag of claim 1, wherein the contactless
communication tag is destroyed not to be accessed by the tag reader when the product

is unsealed or the contactless communication tag is detached from the product by an
external force.

30 16. A contactless communication tag that is attached to a product and
provides product information, the contactiess communication tag comprising:

a contactless communication unit, which wirelessly exchanges data with a tag
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WO 2004/ 088-579 PCT/ KR2004/ 000732 | eaked encrypti on key updating unit,
which transmts update request information that requests discarding of an
encryption ke g Ieaked t hrough the contactl ess comrunication unit and
updat i ng "R 4R v assigned encryption key to the tadPGEBBUP4/0873R1. The
cont act | ess connunlcation tag of claim1, wherein the storing unit

i ncl udes non-volatile nenory, and further conprising a refresh processing

uni t thabadéeadsatelen Pb%i"%uﬂdéfﬁérﬁsé Pgﬁ/egﬁfqﬂ?yf’%{eﬂéﬂ FBfh H{é‘ ttaggl%%gerﬁ{bd

re-records the read oduct i nfornat oring uni
cont act leles)thmpowat sourceag of claim 1, further conprising a replay

attack bl ocking unit erate one-tinme use random nunber, adds the
one-tine usear HBQ]quﬂé’i’hh &bﬂf%P idermafiaRe eneamdan keydelaied ibormation,

r eader, i ks if a
random r?urirarrblg}é rﬁﬁ??«%@?fﬂﬁé?%ﬁ% c(# m%%&ﬁﬁe%i%%gwﬁgﬁq 'ﬁ%@ggg reader is
the same as tdmeenwptmxmmmtswkndnénmyptsl&mprﬂlﬂfot itifoaheaton %%ktréﬁsrhﬁ@datb
attack. .13, The gont actless comruni cation tag of claim1, further

conpri S|”Pi tagr Masgd @ theangryrtondgyielaie informatien and a tag exposed
surface. ano BhoKSTIARH g W, Ll AN Sy IO cRMoBHLERR o

conmuni cati on tag o er conpris

decr ypt staﬂatgaum:écretes@dnée mtmedmagnﬁoﬁ@d&din beqsht edsRBeqBESVEY | Ifr‘é"r‘n tHe
related informatio g@e The contactless comunication tag of claim

wher ei n "eR3ETe RN IESe re8fmpRockist iTRiermalon stoddke renpsxptiont uni, lmﬂda(rejes’esed

by t t.act |
commni PSRRI BAuCE e REln ifBe BT sk e RHAE naTnationsis
16. A coeamekd:@ms ammdmenamedrrefagmtémalues attached to a product and

provi des product information, the contactless comrunication tag conprising:
a contactless comuni cation unit, which wirelessly exchanges data with a

tag 45 WO 20Q4/ 08 7 I r ower. .squrce
froma power qZ| gngpérg%@%{eg fr omr/nt9 ﬂ%gfl & tgf‘%‘adelr‘r’"r% tf&'iﬁ%p? GTEEISIRG 4,BAR:
sour ce; nwaragmmemp; processing mhltpWhtdtne'epdedmbr@dlicﬂﬁnﬂf@tmafbn sfrey I e stering
rel ated |qforma 8

d reading details even when the number of times stored in the storing unit
exceeds the predetermined reference value and provides the product information and
the reading details to a manager reader, if the post management processing unit

receives a management information request message from the manager reader.

20 18.  The contactless communication tag of claim 16, wherein the information
providing unit creates date and time of reading and reading detail information including
a serial number of a tag reader that transmits the product information request message

every time of reading and stores the created information in the storing unit.

25 19.  The contactless communication tag of claim 18, wherein the information
providing unit reads the reading detail information stored in the storing unit in response
to a reading detail information request message received from the tag reader and

provides the read reading detail information to the tag reader.

30 20. The contactless communication tag of claim 16, further comprising a
leaked encryption key updating unit that transmits update request information that
requests discarding of an encryption key leaked through the contactiess communication
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and the nunber of times the product information is read by the tag reader;
5 an encryption unit, whi'ch encrypts the product information to be
transmtt A_ tag reader based on the encryption key rel ated

i nformat i ﬁgﬂ@o&g&%ﬁs’i nformation providing unit, which r d&dERHEV/MGHUCt
information stored in the storing unit in response to a product

i nformati on request nessage received fromthe tag reader, provides the
read pr athifcand updating intmatrewlpessigney phcoptionikey @@k ) ©eker.i 0 provi si on
of the product information if the nunmber of tines the product information
is read exceeds a predeterm ned reference value. 17. The contactl ess

conmuni cati op4t ag I ri sing.a . post nmanagenent .
processi ng u%‘lt' , vﬁecﬁéﬁg%%% HQME'?J&E%%@ ?lln%do&nﬁn'glrgﬂ%st"meéﬂ'ni ﬁ'%t Roriggdinihg
15 uni t irclddesadinrgplaiiitainemary e andhithbheofpriig of rdfidBhs pRIcRL8fg Onk r}ﬁat
storing uni exceads the predeterm ned reference val ue and provides the

t | ) .
proddct "¢34% e Aredueniomationetiamnied stasingsunib andnemeaperds dheleeadi prodbet

post neRFYRNEALL BRQ i it receives a managenent information request
msssager}?raomt%e naﬁgégérn%e%}ﬁ{ér. 20 18. The contactl ess comruni cation tag

of claim 16, wherein the information providing unit creates date and tine
of reading aﬁg reﬁ@gg detail information including a serial nunber of a
tag reader tHat tr FPp@ctipgs pPgHuERICRliPrtagt dbelaimqgdés funtesrs agmprigirey v

time of ; i : n r information in the storjing upit. 25
1o he " aaY dtBioR Mo Bt ol oBAkEe; U BhTRines s Aaidin TtebPhrsiseieon
prové di ngedime usadandde headiengodiif@inhation @ B itRihsPifE@ %ol thd R8g SiidkbPg
unit in res(gé)spgg%.to a reading detail information request nmessage”recel Ved

from t hB' X gyogpation i {iig) egcryRbion dit, cesaka i aeandomi minbenekacted

the tagfhRARS - t ication tag of .claiml6,
further rcorrpr?gwﬁg)ﬁ%cleyaéﬁewr;[f:*%;%)gi?%%&%g]{ﬂ%aamenﬁs ﬂ}ﬁg?“?ﬂaie 38 handery
updat e neobes;} therdtmyr bfatking réplay atteekuest s di scardi ng of an encryption key
| eaked through the contactless conmunication 46 WO 2004/ 088579

PCT/ KR2004/ 000732 unit and updating into a newWy assigned encryption key to
thej4ag reades. 2%peT ct.) : i,cat tag, of .cl.aim 16, .wherein
1 BB o H e P EEr bR ORI HF BRI PR chirpePhg &

the storing unit 1nc es non-vo f

r ef r eshcprestgsenihthaiis sepdrablysattamhdsl tb ety ©duskdiNHRCERIHIMOEEO R4Sy b
re-records the read product information on the stori né

storing ténti?t %ng
unit. 2@. HdC8b6ft act i ess comuni cati on tag of claim 16, further conprising
a '

24.  The contactless communication tag of claim 16, wherein the contactless
20 communication tag is destroyed not to be accessed by the tag reader when the product

is unsealed or the contactless communication tag is detached from the product by an
external force.

25.  The contactless communication tag of claim 16, wherein the encryption

25 key related information includes an encryption key for encryption of the product

information and encryption key index information indicating a storing location of the
encryption key in a storing means included in the tag reader; and

the encryption unit provides the encryption key index information corresponding

to the encryption key in response to an encryption key specifying request message
30 received from the tag reader.

26. The contactless communication tag of claim 16, wherein the encryption
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replay attack bl ocking unit which generates a one-tinme use random nunber,
adds the 10 one-tinme use random nunber to information to be transmtted to
the tag re\gﬁgé g{?vi des the information to the encryption unit, checks if
a random nuHBeH%HPacted frominformation received f r PR VRB20048007&ader i s
the sanme as the one-tine use random nunber, thereby bl ocking replay
attack. 15 23. The contactiess comrunication tag of claim 16, further

conpri sikay eelatedviefomgation inddiRls hSsesePaalab! for 2k ARRe ' e
surface and bl ocks reading by the tag reader. 24& hgf fé‘%ﬂ?g@?ﬁ%@é% rgnd

comuni csRadyalvadndex ifaimatis) indicatiora stesingdocation efsthe s2@doaimiin aaitbamy
tag is .t accessed by the tag reader when the product is
unseal egﬁg%ﬁfﬁgﬂéﬁé g‘cﬁeggg r‘é%%?fuﬁpgati on tag is detached fromthe product
by an exter nab drefgftiordnit BRVIERhB GBS RIGO RSN iSRY Lt
wherein the encryption 25 .Eey rel ated infor mﬁ@géﬁﬁk@gﬁ%ggﬁg teagc'%;/‘/lﬁiﬂg%
key fSor amensgpiiomkey spreifying demtest nfessageireceiaed frentihgithyosaday i ndex
information indicating a storing |ocation of the encryption key in a
storing neans included in the tag reader; and the encryption unit provides

the encrypti @7 keya ipagiexld fﬁ@Fé&iérQHat?@afd%SiH%maﬂgp rbReit 88 fﬁﬂﬁ%@éh%%g%%y

in response to an encryption key specifying request nessage

f r om t h&omigunicatien tag.ahe Tostabtentegoerdescompnisingcat i on tag of cl ai m 16,
wherein the encryption 47 V\D.2q04/ 088579, PCT/ KR2004/ 000732 key rel at ed

i nf or mati on i%c‘@’%@ggs aCEFRICHURL YL cWhish JHrelessineexshenggt et kwith athe

seedovaldsptdondes cHARAREARIh iB81 GRHI RgrdteslPr ddHls! | gy Sed
value in a storing neans included in trhe ﬁ‘g érée}gjge%?a@r\{s) tﬁéqgélﬁ%dr yfg)?i 8}‘?
uni t pr éentestlespeoswadnicatioetdgridex i nformation to the tag reader to 5 an

encryption k ci fyi.ng request ssage received fromthe tag reader.

727, A por t aft 501G Ut dicHaterslas PHFplan k6K relaled lotarmatigh s stored:
contactiess gCodgBdybHGH | @itt a@hichhed bl a r i.Si pg.

wi rel ess conmmuni cat |pon uni { vvh% ch w%‘lgtgss(fa;éegec%egﬂ%g Hgﬁgp\{/uet h%gétlc?sg
cont act Iceg¥NEyRAtIoN dag ibasedaen endryatioe|keystejated idformaionethat Bastlee@ddf Homt he

*enors oo 5% SnETPIR LES roted Pl Pafvy EfbBlion k8 SPeSRing imation received
from the contactless communication tag;

an information reading unit, which requests product information to the
contactless communication tag attached to a product and reads the product information
received from the contactless communication tag; and

20 an output unit, which outputs the read product information.

28.  The portable tag reader of claim 27, wherein the encryption key related
information includes at least one encryption key and the decryption unit decrypts
product information received from the contactless communication tag by an encryption

25 key selected based on the encryption key specifying information received from the
contactless communication tag.

29. The portable tag reader of claim 27, further comprising a leaked
encryption key updating unit that upon receipt of encryption key update request
30 information concerning a leaked encryption key from the contactless communication tag,
discards an encryption key designated by the encryption key update request
information from the storing unit and updates with a newly assigned encryption key.
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a decryption unit, which decrypts data received fromthe contactless
communi cation tag based on encryption key related information that is

sel ected fy _ e encryption key related information by encryption key
speci fyi ng’p?@"dg‘}?}.’i’??on received fromthe contactless co‘?‘ﬁwﬁhﬁ%ﬂ&t‘%‘g’ﬁ% ag; an

i nformation reading unit, which requests product information to the
contactiess comunication tag attached to a product and reads the product
information received fromthe contactiess comruni cation tag; and 20 an

out put unit, iC u ts the read product information. 28. The portable
tag reader of:%él aﬁﬁ%%’%@ﬁl@r%w@@f é?fc‘g@'ﬁi i2dn wheyeineihat encryplifrokemtremted
i ncl udegnfatmbfient inekletNgr i 1 he C tjon, unit decrypts
- product information recgjgvg@?%l?gnéﬁfﬁg%ﬂ{jﬁc}t(%siy%of‘ﬁrﬁﬁség‘?fjoﬁn?agssﬁg'“%jn
encr ypt id6ROIENGd9 & elassifieatioagetbroncs ecledingyat ieast ey SR RIndustry, a
i nf og.mai]jé) I @ei ved{yframthe cgnt actiess conmmunication tag. 29. T%e '
- port abl 'ﬁﬁa Lde A YANE) andAPprodyetname; @hpri sing a | eaked encryption
key updati ng @i iaHP oMl | o] n tion key update request 30
i nf or mati on cig@ncgﬁgﬁﬁgog ?@gkg% bﬁc?y%qe?oﬁhpg@f&é?ﬂ‘{arfl@%cdﬁf:eoﬂ(\f?ge om the
comuni eapiasiesagommiisicatiols tag usiney yptdrotyiedh 469isgRak&d il the gqaur}%!l%péf on
key updgbg rggug%t informatjon fromthe storing unit and updates w a
new y aSOFgRIaNdRYSRAs Ofkéb? ENSTYRECPO BIBBE I PTT D KRZ DO IdB0/Z82f 86, thEhe
port abl gofh@@tieeademninihn a%? wherein the encryption key rel ated
information includes a plurality of encryption keys that is classified and

assilgned according to a classification reference including at |east one of
a type of inglllsui' a rgaqagufactgéer a brand, and a product nane; and the
decryption uftit delfyRREekIRdag reader of aledpnaf.i Wheteit the edcryptiontiey related
cont act InfeEnARAHIRLY 9018 ol Lan Kk lected fromthe
plurality of encryption keygJO §S§(}gaoggalﬁﬁgog%t¢@&q §¢:dﬁ§§e'§p%%qr¥’%’% eys;

i nf or me@M®n received fromthe contactless comunication tag. 10 31. The
portabl e tag,reader of claim27, erein the encryption key rel ated

i nformati on W?cl%%%‘épté‘?“lﬁ'aﬂ?t BrEP etgeyd%ria@u‘ftorm%}f@at@@nFQﬁeI\CE‘d_‘ffeomntthge
enOLy Pt éatalitass: commiLitiBRIGHe Ry B G UrorfIRRHVREP G Baddclal 8’ igaLhon

received fromthe _ _
based on the encryption key specifying information received from the contactless

communication tag.

32.  The portable tag reader of claim 31, further comprising a leaked seed
20 value updating unit that, upon receipt of seed value update request information
concerning a leaked seed value from the contactless communication tag, removes a
seed value designated by the seed value update request information from the storing
unit and updates with a newly assigned seed value.
33.  The portable tag reader of claim 27, wherein the encryption key related
25 information includes a plurality of seed values that is classified and assigned according
to a classification reference including at least one of a type of industry, a manufacturer,
a brand, and a product name; and
the decryption unit decrypts the product information received from the
contactless communication tag using an encryption key created based on a seed value
30 selected from the plurality of seed values based on the encryption key specifying
information received from the contactless communication tag.
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15 contactl ess conmuni cation tag using an encryption key using a seed val ue
sel ected based on the encryption key specifying information received from

the conta SS C nication tag. 32. The portable tag reader of claim
31, furth&%?@ﬁf??’f’% ng a | eaked seed 20 val ue updati nggﬁﬁﬁ’w(ﬁﬂﬁ",ﬁn}pon
recei pt of seed val ue update request information concerning a | eaked seed
val ue fromthe contactl ess conmunication tag, renoves a seed val ue

desi gnat ed b4t he Tredoredile tRdabadeemfestaimnfyr MRidHR Eommriting ot 408
unit and updates with a newy assigned seed value. 33. The portable tag -
reader &NCEYPEOM XBY Winsleding URE Eadr yiReonrekeipt r of atedate25equdssr indoinaation

i ncl udes ar al i of seed valu that_is classified and assigne

accor di ﬁ&ﬁcglb“ﬁclié%‘%el%i 889W8ﬁ0pe15§eryen€eéatleﬁcl'ﬂ rRption I&%rsnt @We 8?‘%5‘(3{'%%
of i ndugohmudicEBontag! YeRToves delErgbitbn 3Ry RIMeadHFSmIaBY dRBRINBRY by the
decryption unit decrypts the product information received fromthe

cont act lupsiate: saauesic ifemmaticny fies rige astodng rynit mod Wegates eaitk theavdy eabsigneal
seed val ye 20 se&gc{?edf fromthe plurality of seed val ues based on the

encr ypt RS I9n5r8 ¢ Wﬂﬂna"%'or mation received fromthe contactl ess
comuni cation tag. 49 WD 2004/ 088579 PCT/ KR2004/ 000732 34. The portable tag
reader of claim27, further conprising a | eaked encryption key updating
unit that, upbn rddei portebleufadataandes qiedaim 7o furhéennomposingr aireplalyealiasck
encryption key rel gt.ed i nformation f.romthe contactless co ni cation tag,
Femoves EARATRLNE IS deBPEHER 4 frestini: 1om AL rRehpdiRdnS Arediing use
reqyest rhRdsh MBli®Rr f I0mMibhAaBsPIbNBe UthhsAR@JIURS aheStal tBafeM p'ro%%%tsg{p%d
encryption related information. 35. The portable tag reader of claim 27,

f ur t her informpatiei g ter dpraptiant wivk and abkecky ilai tandtine nueher axeactad from

-ti .andom . dds th -t 1 dom.nunber t
0t or g1 E b ASey Ara el e Pe flger Rast M Ao h A THE® HoF GpRdeon
to the ¢eesbar! iHenet\blockmadepl§dttackli a random nunber extracted from

information received fromthe tag reader is the same as the one-tine use
random nunber, thereby bl ocking replay attack. 15 36. The portable tag

reaqger of clgpm 2%, i e ri i.t,4ncludes ., non-vol ati.l e ry,
andqgurt her gghprizrge\rﬁlggéts?%f t%sﬁg%‘fecgc@gg%ﬂa %rfi Wh?ﬁ%{? tpga%ign?g'éjmtpmﬁ%%
i n; or ManoBR o4t rhBfmosy, 0amd Jurttifert cangrisiagr£eefrekh pRecdRaly DRBRANSL reads the
information on

product information from the storing unit and re-records the read product information on

the storing unit.

20 37. The portable tag reader of claim 27, wherein a radio frequency (RF) circuit,
the information reading unit, the decryption unit, and the storing unit of the wireless

communication unit are implemented as application specific integrated circuit (ASIC).

38.  The portable tag reader of claim 27, wherein the information reading unit

25 specifies a plurality of product information from a type of industry, a manufacturer, a

brand, and a product name based on the encryption key specifying information received

from the contactless communication tag and provides the specified plurality of product

. information to the output unit, and the output unit outputs the specified plurality of
product information.

30 39. The portable tag reader of claim 27, further comprising a reader

authentication unit that authenticates an external portable tag reader by communicating

with the external portable tag reader and outputs a result of authentication concerning
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the storing unit. 20 37. The portable tag reader of claim27, wherein a
radio frequency (RF) circuit, the information reading unit, the decryption
unit, andwWhepshshd)g unit of the wireless conmunication unit are

i npl ement ed as appl i cation specific integrated circuit (PEV'E')‘%OO%@.O”?he
portable tag reader of claim27, wherein the information reading unit 25
specifies a plurality of product information froma type of industry, a
manuf actthe éxteraalpcitable tagirender do the outpn ubiised on the encrypti on key

speci fying information received fromthe contactless conmmunication tag and
provi des the specified plurality of product information to the out put

unit, and thepout oHe HBHhbIRULU €fS i f5 ' oduct -

i nformation. 30 39. TEe port‘é%l téatdgg re‘gg@lr] zgf?qhélﬁ)%déirrf?k?é %ngr“ltth@'pggf%ﬁt?sq ng
a r eaderesytohreadingof the pmd:tzcttih@mntibhekhrtdugatBSe?mem(@i@pﬁa@! portabl e tag
reader by communicating wth the external portable tag reader and outputs
a result of authentication concerning 50 WO 2004/ 088579 PCT/ KR2004/ 000732
the external 4port gll.e e tdye ' 0, The.portable tag
reader of claim 27, V\Ré@%ﬁ)'%et@ e'reoatt?% |5udt~f %’%ﬁ %t\%ﬂ%r?naﬂ]er gg{]ﬂ?&t BHt PURLISH G of

the prodesut ohfeadimg icbrihe prodigit itfsmetientthebuapl aybluliflof e AARERP R R

reader of clai.m 27 erein the output unit outputs a result of readi ng of
t he prog‘GXng‘hg}%rﬁ%PP fthrough a plurality of light enmitting di odes
having different colors. 10 42. The portable tag reader of claim 27,
wherein the output unit outputs a result of reading of the product

i nf o0 mat i on #8r oughedpdriablering breepes afrdsinoR7y qitessin tha odipet Rt lbatd &g

reader of Ugl afl m é.?, v‘\ggrei n, the g nformation reading unit receives a

pl ur al i I§PHEFOTSEBANGO! dBR PEOdugt Mnfermation thrpugl siffeseBtibeer sednrstmer Yaiees.r om
the 15 contactl ess conmuni cation tag and sequentially outputs the product
codes to the output wunit. 44. The portable tag reader of claim27, further

conpri si ng afidenciyptpastablmiag redver cfraaiypLs, dabeeib AhdenfbFraassh Féfiing anithe
i encryption key rel ated

| i b d 2
o ETHOL T S e LB A ALt o
enciy pt toMakBYsSESRINIRiIonThE HH dRflchBSR ¥&utd 1R $38uECBRE SRS output
comuni ICJ%'E[I on tag. :

44.  The portable tag reader of claim 27, further comprising an encryption unit
that encrypts data to be transmitted to the contactless communication tag based on
20 encryption key related information selected from the encryption key related information

’ by encryption key specifying information received from the contactless communication
tag.

45.  The portable tag reader of claim 27, wherein area of the portable tag
25 reader is the same as that of a credit card and thickness of the portable tag reader is
similar to a thin-type battery.

46. A method of providing product information using a tag reader that
communicates with a contactless communication tag attached to a product, the method-
30  comprising:
receiving encryption key specifying information from the contactless
communication tag;
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45. The portable tag reader of claim27, wherein area of the portable tag
25 reader is the sane as that of a credit card and thickness of the
portabl e is simlar to a thin-type battery. 46. A method of
provi di ng%‘?%@gc 3?9nf ormation using a tag reader that CcombRI%HUS2itn a
contactl ess conmuni cation tag attached to a product, the nethod 30
conprising: receiving encryption key specifying information fromthe
contact| ess setmuiingi enciyption akey Selaleé 2i0ferh@8Bh7 ToREEHERADGA O Ohié3 2aceived
selecting encryption key re]ated jnfornmation correspondi to the received
encr ypt COEMRIPNRICTRSTTRG IIRIONGROTY IRTURAR KEY spiales) Metmaatian stored in
informat%'gceriﬁg% d iRcRigsHah N9 1dRRel-ncl uded in the tag reader;
transnitting an i nformation request nessage that requests the product 5

i nformati on tanshittingntaact inemationmusgoasti anessige rthedi ngqudets ptiedugioduct

information received fromthe contactl ess communication. tag based on the

sel eét ednfervaion fohaeantagionseePMMUBICRHEN 89, and outputting a result of
di - o Lo, - 46,
further conprealiig the Brad @R Hibrh A ekt ol & coRpicBRE WRlip R D1t

concer nibaged dnefkadlectod eyptyiption key réiatsd iermestiiraeihdess conmuni cation tag;
and renovi ng an encryption key desi gnated bx t he encryption key update
request i nf SHfRUtiRGaESW Phecasting conparaingdhamiodpefdniongaiipbh a new y
assigned encryption key. 15 48. The nethod of claim 46, wherein the
encryption key related information includes a plurality of encryption keys
t hatioi s cl asgi7f i edhandetssl ghedinad6 ofudiheg compaisingk: assi fication reference
including at |east one of a type of industry, a manufacturer, a brand, and
a product nafeceidAg ?O?Nﬁ’@oﬂeigﬁyp%’?%eurﬁ?‘ﬂu%ﬁiciﬂfﬁf@a'@% PRRAIBING] &f deatedd on

receive [@% | folyn¥leVNer: iy t.ag. UsiyNng an encryption key
sel ect eg}n%r n%b%yg urgﬁ?%}éﬁ%@gencrng%ﬁ{égytggbgggd on the encryption key
speci fyi ng i éraoviagi an erecgitiondkéy desigheted byt thet ErsyptionThey apdatenrdgagst 25
49. The nethod of claim46, wherein the encryption key related information
i ncl udednformation from the storing means and updating with a newly assigned encryption key.

15
48. The method of claim 46, wherein' the encryption key related information
includes a plurality of encryption keys that is classified and assigned according fo a
classification reference including at least one of a type of industry, a manufacturer, a
brand, and a product name; and
20 the decryption unit decrypts the product information received from the

contactless communication tag using an encryption key selected from the plurality of
encryption keys based on the encryption key specifying information received from the

contactless communication tag.

25 49, The method of claim 46, wherein the encryption key related information includes
at least one seed value for creation of different encryption keys; and

reading of the product information includes decrypting the product information

received from the contactless communication tag using an encryption key using a seed

value selected based on the encryption key specifying information received from the

30 contactless communication tag.

50.  The method of claim 49, further comprising:
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at | east one seed value for creation of different encryption keys; and
readi ng of the product information includes decrypting the product

i nformatiqg &ﬁﬁ@g&gd fromthe contacti ess comunication_tag usi

encryption Eey using a seed value sel ected based on thePeH ﬂ@ 34<ey
specifying information received fromthe 30 contactless comruni cation tag.
50. The nethod of claim49, further conprising: 52 WO 2004/ 088579

PCT/ KR2004/ anﬁemrrgesmd/vaigeamﬁte/aeqlesﬂ itfetraaticivbeaternMoos Medike8seed value
concer mgfn&"gﬁl eak seed value fromthe contactless conmunication tag; and

renmovin %800 cHesgeemynsiieatiytaghandeed val ue updat e request

i nformation r th signed, seed
val ue. 5 51. I{T;Wneq] ﬁ %tegf\}d?‘?%u @@éaﬁ’e{;\ﬂ%}rel ngé%gvgﬁj 859%15%)&{“{8“3“0”
encr ypt ifeomitey storrigatnedns ahdrupatatiag withch weasy as:ﬂd;h'é@'seéé! vafueseed val ues -
that is classified and assigned according to a classification reference

i ncl ddi ng at | east one of a type of industry, a manuf acturer, a brand, and

a product na e i nf or incl udes ..
decrypting t@ prgﬁ) &étﬁ orrra i&hqnha &‘R‘e ‘Yg/igdt%ﬁ%r?ﬁryﬂ JB?IG&CQPUOH key
communi qatsted :mfagnaﬁmmgnca@d@ener pptalion okeyedr gates thé’ta'@e@laé’élﬁé’d PE0a
sel ected fromthe Iurallté of seed val ues based on the encryption k

P

speci f yid§orHrG e icssHicatipn dafereass ﬂﬁ@@ﬁﬁtﬁdﬁﬂé’@@%cﬂﬁmﬁm@womldusag/, als
52. The JBY h%etLﬁer %&Ja Qd% BBG& 'faq‘co{% %{é@ng recei ving update request

|nformat|on concerni ng encrypti related information fromthe

contiact | ess rea@iﬁgmﬁ:’fﬁe prbdu@g infandlatie@Mivii 0de £ KRt nth'éekfrdd%ﬁt] r8rmation
information designated by the update request |nforna ion fromthe storing

means arBCe¥ERtTHY e RORBUIgSaconyREbIcaHen yigoi bsinkesn @morypticrt dey created

one- 1§ mobeg O g hanir sSiogfd Fifonn BUARY GETRPU R RmeD pB tre

i nf or maténornyftiondey s*.pre@lfymgtmfednmom necdiag freat@ie, cdtavtictisn®rbrenichfi (% f%t ion
to the decryption unit, and 25 checking if a random nunber extracted from

i nformation received fromthe tag reader is the sane as the one-tine use

randem nunbeisp t henby,Hi,94 kéfngl rrﬁphéy ﬂﬂ'td'f E?ma?'smgh?eég’?\} 98 du;:%raté: | r%quest6

wherein the storing neans Inclu deg nonlVo
information concerning leaked encryption key related information from the contactless

communication tag; and
removing encryption key related information designated by the update request
information from the storing means and updating with newly assigned encryption key
20 related information.

53. The method of claim 46, further comprising generating a one-time use

random number, adding the one-time use random number to information to be

| transmitted to the tag reader, providing the information to the decryption unit, and

25 checking if a random number extracted from information received from the tag reader is

the same as the one-time use random number, thereby blocking replay attack.

94.  The method of claim 46, wherein the storing means includes non-volatile
memory and selection of the encryption key related information comprises:
30 selecting encryption key related information corresponding to the received

encryption key specifying information from encryption key related information stored in
the storing means included in the tag reader; and
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menory and sel ection of the encryption key related information conprises:
30 selecting encryption-key related information corresponding to the

recei ved e]ncroyﬁ)tl on key specifying information from encr‘%/ptl on key rel ated
i nformati ShOBEHE Y n  the storing neans included in theP¢HERIOHEUT32 and 53

WD 2004/ 088579 PCT/ KR2004/ 000732 readi ng the encryption key rel ated
information fromthe storing neans and re-recording the read encryption

key rel ated irebahgRthererdyptih Keg! idktedERRSTmation ofm TRE h@t@nﬁ{; ﬁu'e@hg‘é'ﬁd
wherein outputting of the result of reading 5 includes outputiing a

pl ur al i tig-Teeoishingtha raack enarsptiankepedated daformatiom in theestofing mokans.y, a
manuf acturer, a brand, and a product nane based on the encryption key
speci fyi ng i nformation received fromthe contactless comunication t ag.

56. The met hagh, of TAAIMBHGd Bﬂrdléﬂﬁf %Omﬁé@m%ut@\%'ﬁ%twm %&bli‘gofanaqbnge

external portable tag reader by communicating w external porta
tag Headeeludapoutpiting lal pi@reéttyr@fsmﬂoduotf méum‘ﬁnm&;mmfm fmnmcaatypmgf indastry, a
of ¢

ext | le t d
out put ¢ I e S 226080 a2 frodet 8iedranteon B eprhplTphaX sppeiping
oy ohct iastbRtlaA o e MACRIAARmRaERIQN and sequentially

outputting the received product codes . A product”to which a contactl ess
comuni cation tag is attached, the contactless comrunication tag in which

product informnati S e e t he 20. contactless conmunication
tag conpri seséga Q'g}ﬁ%?fﬂoé%gﬂéamﬁﬁ t}’ﬁr\%ﬁomﬂ”{sm%l ch wirel essly exchanges
datgowi th a taghertR2EAE: aﬁréﬂfe?ﬁalapBﬁ%l'é %@g":%%dqug) hlc%'tlﬂgalmth the
received fromthe tag reader, and supplies the credted power sourcCe;

st ori ng extermnal lnombleﬁa@n’mdﬁﬁ anpgf or mat i on i ncl udi ng genw neness i nformation

f 25th d Kk | at ed. tored;
encrypti on uriebid oG Py Bblr Rt ot oot e A Ladtabie o Far

reader; and an i nf or mat i on providing unit, which reads the product
i nformation stored in the storing unit in response to a product
i nformati on Sdqueshhenrethgd ok clsimedof rdeml’Bime ouathtn‘jg) ofetieresult] gfr madites

;[ 2? g?ﬁgﬁi'.’cgﬁgécj%féceg{g‘hﬁﬁy@ﬂygogrﬁ%ﬁge”Cr eggﬁ‘ét# Oofli féar{tﬁ;'%r%d\tljl:ts ml?orma’uon

and sequentially outputting the received product codes.

28. A product to which a contactless communication tag is attached, the

contactless communication tabg in which product information is stored, wherein the
20  contactiess communication tag comprises:

a contactless communication unit, which wirelessly exchanges data with a tag
reader, creates a power source from a power signal received from the tag reader, and
supplies the created power source;

a storing unit in which product information including genuineness information of

25 the product and encryption key related information are stored;

an encryption unit, which encrypts a signal o be transmitted to the tag reader;
and

an information providing unit, which reads the product information stored in the
storing unit in response to a product information request meséage received from the tag

30  reader and provides the read product information to the encryption unit,
wherein visible information corresponding to genuineness information of the

product stored in the contactless communication tag is printed on or attached to the
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product stored in the contactless comrunication tag is printed on or
attached to the 54 WD 2004/ 088579 PCT/ KR2004/ 000732 product. 59. The

product o i wherei n the genui neness i nformatio , __ duct
and the viivs(ip%o@é@sﬁ?)or mation printed on or attached to t%gqmgﬁ”‘é@g{f?e

uni que s codes that are assigned to the product. 60. The product of claim
58, wherein the genuineness information of the product is a color
corresp(ﬂﬁ‘éﬁlﬂfé- to the genui neness of the product, and the visible

information printed on or attached to the product is a color corresponding
to the to genuineness of the product. 61. The product of claimb58, wherein

the contact!| &9 CqmMeURtSHRIdt OF Eiafn | i ; e
tag reader when the p?gduct I's uﬂgea ’e@ﬁ%tem?ﬁtgg on%lgg??%szﬁ@g@%ﬁﬁ? (tgft{h(r)én
tag is @Eedudieand themvisitde intsametiohprinted oneonattatioed ¢o thé Hdduct are unique

5 codes that are assig-ned to the product.

60. The product of claim 58, wherein the genuineness information of the
product is a color corresponding to the genuineness of the product, and the visible
information printed on or attached to the product is a color corresponding to the

10 genuineness of the product.

61.  The product of claim 58, wherein the contactless communication tag is
destroyed not to be accessed by the tag reader when the product is unsealed or the
contactless communication tag is detached from the product by an external force.

15
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