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watermarking (Cox et al. 1997); in this approach, a Gaussian distributed sequence was
embedded into the perceptually most significant frequency components of a container
image.

In another approach (Hsu and Wu 1999), an image watermark was embedded into
selectively modified middle frequencies of discrete cosine transform (DCT) coefficients
of a container image. Another existing approach (Joseph et al. 1998) comprises a digital
image watermarking using the Fourier-Mellin transform that is invariant to image
manipulations or attacks due to rotation, scaling and translation. Several other methods
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transform of said image;

defining a second set of numbers comprising transform coefficients from said
transform of said image;

forming a modified second set of numbers based on said first set and said
second set;

substituting said modified second set for said second set in said transform of
said image to form a modified transform; and

applying an inverse of said transform to said modified transform to thereby
produce a modified image of said document;

whereby said modified image of said document or an output of said modified

image constitutes said watermarked document.
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3 For the purposes of this description, a portion of

an imge of the docunent is regarded as the

equi val ent of an imge of a pottion of the document.

The image may be in any suitable form (such as
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More preferably said transform has a wavelet that is orthogonal, biorthogonal and
symmetric. Still more preferably, said wavelet is a Coiflets wavelet, a reverse
biorthogonal wavelet, a biorthogonal wavelet, a Haar wavelet or a Daubechies wavelet.

Still more preferably said wavelet is a Coiflets wavelet of order 4. This wavelet is a
compactly supported wavelet with highest number of vanishing moments for both
scaling and shifting for a given support width.

Preferably said transform coefficients correspond to middle frequency components of
said transform. More preferably said transform coefficients are obtained from the
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random sel ecti on of sub- 5 bands (used to increase the
security of the method) can be used. Preferably said

second set conprises a sequenc% ‘of consecutive

coefficients beginning at a predeterm ned starting

poeemnd layel sianelei daspyapesition Helchand of éhe fishisr¢lyeayelet decomposition
sqquepee of consecutive coefficients beginning at a
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e%ﬁﬂbbe_fhﬁ*alﬂérger stole a passport and scanned or

phot ocopied its photograph for wuse in false

RSB PR RIS R B oA gl e
bend calesiedd levdlofwwhmkl ng apparatus) wll have been:

1) printed when the original passport issued, 2)

scanned and printed %the forger, and 30 3) scanned
byPrefeabbhwickmathod inchestos myininpbly maeskiying saichsesprdisdt yen forming

O iAGndAfitDSecBAd §& sidrRat s%)d thEAREE SmAdtecaf BE ali@lidOh the basis of
between the fjrst. set of nupbers. and 1he

nodi fi ed
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passRbt valliiged@dihtbeds seaanhstedif daid v eifiea eRagteig katleded to any
extend.that the correl ati on-even i it

stﬂdﬁﬁlog%a}gﬁsgpwqefm% bel ow t he threshol d set for

validating a legitimte passport. 35 In one

S A T N
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€

th t.t t 004/ 088
p pggfédxg{egg%q)%glg p%ssr}])gﬁ r1]ssue scanned and printed by the forger, and
3) scanned by the checking authority. The loss of information owing to the extra step

2) reduces the correlation between the first set of numbers and the modified second set
that should exist in a legitimate passport. The modified second will have been degraded
to such an extend that the correlation—even if it still exists—will be below the
threshold set for validating a legitimate passport.

In one embodiment said document is a passport or a passport photograph. In another
embodiment the document is an identity card or an identity card photograph. In still
another embodiment, the document is certification of academic or other attainment
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recei ve said docunent in digital formand an

associ ated identification nunber, to generate a first

set of nunbers using a seed Tor said nunber

generation conprising or derived from said

i dechiaé hontvesitydegioex , to apply a transformon at

| east a portion of an imge of said docunent, to

define a second set of . nunbers conprising transform
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subst | CORIENG MOASAPPTARIE 18 EeshE Saistiordpentdn dialal i an
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el ect I Qi FRAHE bfidokh dlsblt ¥ il n R infifke BRGNS document;

Pr ef er abl’y sai nP I Nng nmeans i s oper e to encrypt
sai d i ohetein paidppipht ernstiatestsald witerageeddecenenty pt ed

i dentification nunber, whereby said seed conprises

said 25 encrypted identification nunber. re. .

o e R e T RS A RS A P ePLR A pginter and a display.

encrypt said identification nunber by neans of a

one- encryvptikqn f ap. [ . .
A L T e
offornomventing ls3id doesment ato said digiiah fovive paid seraneit hedirg innhgegronic

pr, il B Shshe fleapunbers have a 30
Gggéjgxl{%?agiog?}r@t?uti onlp\%i t% fgro mean and unit

variance. Preferably said conputing neans is operable

t @rf@ﬁbléyl' EoL| éi)_n:ijﬂlﬁiﬁg fmt"aﬁs 1 dpletabB tbleMcropt sag ﬂE?tiﬁd‘dﬂbllﬁB number to
pre ra sSal C 1N neans |I,S er e 0 a .

S Broftcp A ERETRFS IR Hoaof moes wigrhly saldserd courtiin s

| ragypteddddntifingfrinynusztied Moanpfetarably saidcoinpaisig means is operable to
PSP O DO o FRAE R o i

a wavel et transform WD 2004/088575 PCT/ SG2003/ 000072

6 prMoF81yPdafi &fn‘i’ﬁﬂtﬂlg%?éaﬁs LUPRHbING BBARE shidl fAPENAR RiniiRrs by
perform’said transtformwt haﬁg?wave e

let t) IS
o8y gﬁrglpglmgingmbﬁb%egﬁgﬂtlogn Rredsrpbly _salgﬁ‘{rp‘q sefpfiumbers have a
prefussiabdigtribatidl withae®l Béan hdamoiafibedes wavel et, a
reverse biorthogonal wavel et, a biorthogonal wavel et,
a Haar wavel et or a Daubechies wavelet. Still nore
prRzéferaaly saideinputing ehens isoparabls tblapply said transform a plurality of

times. More preferably said computing means is operable to apply said transform a first

time to produce a transformed image and to apply said transform to at least a portion of
said transformed image to form said transform of said image.

Preferably said transform is a wavelet transform.
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coefficients are obtained fromthe second |evel
wavel et deconposition HH band of the first |evel
wavel et deconposition 10 LL band. Preferably said
second set conprises a sequence of consecutive
JYprFS R;rP@FﬁbiY $eG POTAP IS TBRang IRsERbl @ foreRiorm seidriransfgrm with a
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C dﬁmMmglehmBaut&cﬂpewamlet tSoillf mornpsefechbiyogdid weeklet is a Coiflets
S nunbers based on a |inear conbination
f%&sgé?e ?H@f‘lset and said second set. Mire
preferably, if said first set is represented by A =
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hen” sail
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VWBEE@idrleﬁa@sfavblet(deeob}posﬂ'loﬁl—ﬂfbwnd&?f th iRt Ry @bl aefiiébomposition
CﬂQPﬁ (ﬂg means is operable to select a according to

re of said docunent and a desired | evel of
security. 25 Preferably said corrputi ng neans is

A T
ol pDFslgtarmingd staaiingnointa IAltﬁmaélcrebfrsatc}ﬁ@corbbs@t eompfrissa a dequence of

S @@fslitifd cRefidehtPhédHuifle Mkah but
suchSt hallt Céal d nodi fglnﬂggﬁ% nage %&;ﬁlﬁewgiguégﬁ?w -

the basis of said seed if said nodified inmage is
S thktﬂaﬁdsdi@c@ﬁp’utﬁ@dﬁéah@ rsaipefabﬁm or 6418 sdighiedXcddd set of

Saglm%%f p%F {;]n a ?gea}r] CO]i[lﬁllfllgﬁ ﬁ,ald’j1 @ﬁg %e(sﬁ f&ﬁé%&}i& {s%:g)nd set. More
@ﬁgﬂbb’, ifssai HSHS;@MSI rﬁ}yremtadl yrA sEn{aident. i, wy} ok sid second set is
regéheé?ifb ghe SHRILAS. en% Tb). %g.%&id%?ahé@ sRbRY ké%%sj{b 1B, o b}

&& checkl gt E@ docunent
vva‘t‘grn‘é é’dwé‘é@é}%ﬁchéxrobxt"h% ladsove met hod, the rret hod
conprising: generating a first set of nunbers using a

segd. f d nu enerati I sing,.or derived

F Pt SR o R FroPELDIGR SFRLB ACCoRBE 7 g e of sid
t rdanerhentrantl @ dasirdddesd] ofisquarity. on of an i mage of said
docunent ; WO 2004/ 088575 PCT/ S&2003/ 000072 7

defining a second set of nunbers conprising transform

c deeferabhetridoampiing anans israparsbler tmnoiimsallyamodifigeidsecond set when

S %ﬁmﬁg %iﬁ‘%ﬁﬂdlﬁ&f’éécgrﬁf &f fchithg sm%odlﬁc\!@ én%fg can be Vahda,ted on the

% rrel ﬁ &n exi sts between said first an cond se

asif Qi §5edfighging prined andiben Higiizadonge| bugigch dhat said
age@tifiedigndge caiod be PhliRkedtdnafe basis of said seed if said modified image is

subjected to any additional lossy processing.

In one embodiment said document is a passport or a passport photograph. In another
embodiment the document is an identity card or an identity card photograph.

The present invention also provides a method of checking the validity of a document
watermarked according to the above method, the method comprising:

generating a first set of numbers using a seed for said number generation
comprising or derived from an associated identification number;

applying a transform to at least a portion of an image of said document;
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t he docunent has i ndeed been waternmarked on the basis
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subsequent|ly been corrupted or degraded). 10 In one

enbodi nent, the nethod includes transmtting said

docurment over a conputer network to a verification
systen1for checking, and receiving a result of said

checki §§finiag aseeondgeicefmymbsrs (ammsHIg transiormgogfficients from said
v @Jahﬁbilﬁﬁlbf |§H'|d ﬁﬂﬁéeeﬁ'ﬂsaﬂi?dogﬁ}%d&at ardee ] d 0:3 unent IE or

equi val en ereof) can e ransmi

renot e dsﬁef%ﬁ/ﬂ%‘wgﬁﬁ?‘iep PECRTTEION St v peaald f%é? arhigpond sets of
ch&mkasan be transmtted back The conputer network

m ght he i.nt.ernet  or i but ., as Il b

under s SStE i MR, X vk hEcPRBhe 1 g nefigen.
comput er network would be suitable. 20 The present

' %ﬁpt?@waﬁtfop%ﬁomg% 865 Ahr&RPRY f’ﬁl@glo&%erﬁgﬁgﬁfdg& been

he va ocunent water nar accor
t Meatermatked ﬁ@tﬂﬁ’o@ﬂwﬁm wsspqigfed idshiptieating nvabes (3o dpsinote

t quisepemay ®eéh ddrfuptedSdildegfadet)rber s using a seed for
sai d nunber generation conpri'sing or derived from an

associ ated identification nunber, to apply a
t iaosd enbodimentt theeaghodinpludes @ansﬂﬁtuag s:itiﬂalgeurﬁénts)&élda computer

d %8&{5?12 |{dna & 1%%’[1&? g*n? ?C}r fﬁgcﬁpe‘%’ %ﬁé e%ﬁ%w X nagr%trsﬁlgﬂgsfabdr ?Recking
ofovgtaami qon'avgléermtvecak drogiosaidherificationl sybémer ni ni ng what

Ievel of correlation exists between said first and

econd sets of nunbers; wherein said docunment can be
poi dicedpeapient @F gy doul doqpy thepel cembe trapmified to a remote site

am{dmﬁc@cmg gid Bk rédne of st BlidcRRan bEl eafshifte@bRK. 0BE cdmputer

nmet ho the val i dit

CBH s PistE AR it B P rirgheeby e PR PR PY fhcSe in the
s atinessentialy anylommpeet nethiark wadd beeuitapteovi ded with a
wat er mark according to the nmethod described above, or

a copy of said docunent, via 35 said conputer network

t &he presentfinveatipn Airthes prorvides an appasatins for sheakingsthe velidity of a

e8GR wa ke a&i@rmgg t@ﬁe\é%¢éih&mo@fco§@rﬁlrgocunent

according to said t er mar k ? ﬁb
i dent i PP B"Eti-l‘@rm?ar’ilﬁ&i? 4 SEEUa A TR 6 rgla?b&rs using a seed for
degid mamber @néra%ﬁh 260p11 988 b derREd SR A0 -0080d ZdenBfication

f
¢ BBt pp L bR R bR TS kbR bR ol o
oflefdns aisecomtici ngnmmb@a conpradingiiraysforihepeifégenss &om said transform
| denk {Jﬁ%%tdfgﬁd'd%ﬁﬁ%té n may conprise or include a

name o erson om sai d docunent pertains,

and rra&ietﬁ@némgév@a loyg! efrorglasion gxists,hetvegenasaidrirgandisecond sets of

numbers;

wherein said document can be validated according to said correlation.

In another aspect of the invention, there is provided a method of checking the validity
of a document over a computer network, comprising:

a user electronically submitting a document that has been provided with a
watermark according to the method described above, or a copy of said document, via
said computer network to a verification system;

said verification system electronically checking the validity of said document
according to said the watermark and legible identification information appearing on
said document; and



docunent by the verification system by character
recognition techniques. If the docunent conprises a

w@ egoniogsscat i on of academi c attai nnent, the | egp®@l/8G2003/000072
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identification information may conprise or include any

one or nore of: the nanme of thg 10 hol der of said

attai nnent and the nane of said attainment. Preferably

t he computer, network conprises _the internet or an _

i nt r anépid vepfegtonpysion) gieptionicelty resnpRineNGsaid 5sgrpr a nominated

Olaftefnatiettisek R eesilt OF S8 chebkBiBidfRRdRRYdRE more clearly

ascertai ned, preferred enbodinments will now be

descri bed, by way of exanple, with reference to the

3@@&@%}id@tiﬁbﬁﬁdrﬂgﬁx&nhﬁbﬂdﬂhﬁ h%mﬁﬁ@ﬂr&n&lu(ﬂésa ﬂarilﬁqé 64 person to
i.aqar am. wat er mar ki ng _nmet hod _according to the

o g o dmlh BT P bg BReBRHSI R, Uity bE iS5 from ihe
Fidgowaent DX thederifBatioresystene by tharaddérageagmiionftechniques.
respectively, inmage deconposition and reconstruction
processes of the method of figure 1; Figure 3Ais a

séhibgdorunent sgmprsesa cgrtificatien phacafemigatipinpment, the legible

Middntific @S didr@atibiRae col fEYTRAB LA yTnetod rdtB bR Ak ©fme of the

fi e 1. .Figure 3B a sch tic diagram of a second
I@ggkrﬁg$@f "WBW{@Paggﬂpﬁwﬁgg%dfgaWHﬁgé deconposi ti on
of the nethod of figure 1; Figure 4A is an exenplary

p o Fl hS . [ f. the. second
T RARL EP LA PPl SR BrSR bR Bt bR T on o
phot ograph of figure 4A according to the nmethod of

f iERIEe BESCRIPIYOR OF TSIEPDAGRNGES | ¢ _di agram of the
termark enbeddi ng process for a 30 passport
E&%P@g? ﬂ@hﬁ*gw%%w%@n Ay Rednorg clegtly pecerampdopreferred
f iegibo@indents Wilonoveb&destSbal) b friagiofl 3k arfsls SPidl tef@BAtedo the
Fi gure 6B i s, _a water nﬁ{?il?d versi on of the photograph
f gqnwpgmg&rawtg% mn ddi ng strength a = 0.6,
accor difigpre d it hfowelidppain of a friatpumerking fithod eccdrdiag o the preferred

SCRBRR tgfﬁ%@%ﬁtliﬁﬁﬁbﬁ‘“ ng the pasting of the
wat er nar ke mgassport photo of figure 6B onto a

pass poriguseschy P arerchemeticadipgrams o6 hespaetivelimggam
Oﬁief&ﬁ)dﬂ;itﬂintﬁh'r@d%ﬁét?ﬁ%i@n 9%&%%3@& oﬁt@le: Prellod %gl ggs

enpl oyed in_passpqrt preparation; ur es a .
are phot&yr 3%1’:%3 g&“”ﬁ”&féﬁ@ﬁﬁé‘? Rg’ﬂﬁﬁ&@ E%‘W%Vegqﬁ 6‘%"3@‘1’9@“‘“0“ 1mage
2ded88bith JPCHY HSROH3f HHAOT2 9 respectively, before

and af Lgi-t al ~anal.oque-di gi tal conversi ons: FEiqure ..
10 HyEul %%?E;i%ﬁ#%?m?ﬁ% i SenbP R POl i Fefpfation
p imegsdechmposipers ¢ meghrodtad dtgurnl;appl i cati ons of the

et hod pafurd §AYE 8 dee ﬁJI gﬁsséart%)ﬁotﬁéfﬁ.gﬁw of the

relative position, oP a&g ssport photo With respect to

a Figure 4B is a view of the second level wavelet multi-resolution image

decdr_nposition of photograph of figure 4A according to the method of figure 1;

Figure 5 is a schematic diagram of the watermark embedding process for a
passport protection applications according to the method of figure 1;

Figure 6A is an original passport photo;

Figure 6B is a watermarked version of the photograph of figure 6A, with
embedding strength = 0.6, according to the method of figure 1;

Figure 7 is a schematic diagram illustrating the pasting of the watermarked
passport photo of figure 6B onto a passport background;

Figure 8 is a schematic diagram of the digital-analogue-digital (D-A-D)
conversions employed in passport preparation;

Figures 9A and 9B are photographs of a watermarked passport photo,



5 passport, used in cropping the photograph fromthe
passport in' themnethod of figure 1; Figure 12Ais a

w@b@u/ogfs7Torrel ati on result agai nst passport ne@862003/000072
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froma sinmulation of an attack on passport nunber,
where an incorrect passport nupbers are associated
with a particul ar waternmarked passport photograph,
illustrating the detection of such an attack
acespeetiviely, befornandnadicn digitel-analoguedigital convergiense 128

shows tF‘i’@lré €8 &’4 4 Bloof dRb StiBelwatdRaks daRiMRagsProkess for

phot ogr ap where an Irncorrect p phot ograph is
a§§%seprap§&e%°mpah%m @ e&@é@?&fg&% mber ,

il uat [Faguire) g}jﬁd‘@vﬁﬁtcﬁ” Glid 1@[at10é pSs&iﬁdﬁ%L gﬂ;\a pdsﬁmkplﬁiw ofittliregect to a
to the nethod of e s a sanmple

+ Do bed B v Spmne ek o s AR afRgpod of igure 1
Fi gur e Figig 12Aas phot oHformdationlretulimgameispassposigaintsy from a
PR 6’%511': flack b g&b%f,&ﬁhﬁrg r, Eex‘e*&ﬁ Hr%*n%‘c‘ttc%aggao?ﬂcmﬁﬁbers are

unwat er na ed passp attack ac

rap
t laesogiatedovith o particular Watfnnqrrkggp@smrt pliegiapls lllmrgégg the detection
f P Buch =il d@%b@&&@rcﬁﬂgid tﬁé n{éqimldirfgufeept repl acenment

attack a sinmul at ed
Four i e.’lﬁgqrgiégaﬁ ?SH 89#%@?‘%%{)& nia%lé%él?ﬂﬂ Rhotogeh,
p fResE] inborgedt pas'kﬁont phétagrmaph ismgrsatéd with a pattivuladpa®port number,

o 0 0RL S SR S PSR oY

re pI ac Ehgime 1&&1&@ RgmplE tfrgsnmsa;@rtqdmcavvitboutma@a@edd@rwaermark'

=l

si mul a'l‘%.\rmyﬁ L&l lopbpédrreiatloh%’ﬁht ber, 111ustrat1ng
repl ace nt at R ure cont I ns I fm
sithg deigction Ré o p@‘flateemr?tad pqsénpét p@tqarmmﬂc 0%‘#33 fp Y the method

r plfigeenent attack; Figure 20 contains images for

OO B R EOBRRS o s e 0k BRSP4 B G ppmens

ofatthdkgure 1) and an 30 attacked fal se passport photo;

a'n 9 g{ |e gﬁéﬁ ‘i’g %glgtg@? rHB%sg%toBP% sififl 1&{ %ﬁdi’e‘? ftngﬂéfBBﬁ 88mBn direct
Wéi@féaqfﬁmemﬁgﬂch@me@ﬁ,ng to the rret hod of figure 1) and

an  at /e&ieds tahaRs Bﬁ&%@ Fokn P SghPate@PSuridr %‘dﬁﬁoﬁﬁ dbfaf indirect
fl ow di agram of an online verification nmethod

adeRIrEsgt #c% 35 preferred enbodi ment of the present
i nvent iP\iJgine DEEéhthinPiieRlonT 4 Shhulatwd@DENTNaunkdin geplaeement attack;

vent FORIG? SoBi0 BReSFS fotry b BotteseiBH ] §e) ¢ domain

nawplmt ©edki n t he cont ext ~of passport security and,
in par Gl 36 cofthfs WRAES TS Bthulated wavelet “coifd” level 2 transform

domain replacement attack;

Figure 20 contains images for comparative purposes of an original passport
photo (before and after watermarking according to the method of figure 1) and an
attacked false passport photo;

Figure 21 contains images for comparative purposes of an original passport
photo (before and after watermarking according to the method of figure 1) and an
attacked false passport photo; and

Figure 22 is a flow diagram of an online verification method according to a
preferred embodiment of the present invention.

DETAILED DESCRIPTION
A watermarking method according to a preferred embodiment of the present invention



of passport photographs. According to this nethod, a
wavel et transform (W) and spread spectrum based 5

wowtesssrki ng i s enpl oyed for authenticati on oPCT/B€2003/000072
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passport photo and thereby protection of the
passport. In broad terns, the gethod provi des hi dden
link between the passport namb8r ~and t he passport

photo. The passEort nunber (or other identification
nisvixey Yesesbedadhagonterd of pawspers searish andeinpatieudarnthervatermarking

S QUPERLE PHdt6Hrapiss, SPread into certain wavel et
t ransf orm bands of the host passport photo. In the

subsequent 10 identification process, the passport
NnveetdingStoakia hﬁbthtﬁled whaoelgeinaisfirt (IWTE) anselt sproad rsisectrum based

Th h
S SepEReR g oyt P SR T ADR P ERIER S ey
t pastsdtmnmf tuegfaspoirte Th broad tednenthesedhedprdetdes hidden lifik between the

t Egssg@ﬁ b ?ﬁ)gr alﬂlmé ?ashﬁ nggﬁcng nﬁ'hé:g ork Hﬁnﬁé}%’f &flélj idEhntification

Frect ect passB@
p mgmbes hsmﬂed ap &@cﬁe@Cthagqnenaﬁt 3 Wéﬂeynﬁkgmmw whighjipspreadfinto

w@&ﬁalﬁwakfeﬂeﬁuﬁfsf&ﬁmandﬁ Bﬁth@%&@ﬁssﬁaoﬂe%hb@ TR 4R 8sbqaent
val i d;. ot herw se, is fal se . grtant advan

oRlsHffigatiof et the ??éSHPé’i HERPSr & %8%& ulef g, Esgts e Welermark
| dequichéd. CHid cofrelitioh ®etwesn tHeew framsdplo séquam&mﬂ thd edrresponding

g{r%%f,y&?%ﬂ%) v&aévegetg %glé Sty neggeté’gcwnts 1sthen usreggggﬁiﬁl{ng{ne if the passport
gphatol iy anthehtizess thheombimptiexof gormtt passpostt emlfep with correct passport
ﬁ)‘h[)%' éﬂgulﬁ%adttg @ r&ﬁﬁm h}@%rﬂeﬂﬁ £ aﬁ%ﬁa‘[@ﬁaﬂ@%s%?&%nt fe passport

e sane. the net has
séwgandy am)ahdn othﬁrémﬁ@ I i pleRy, Om&w&mﬁémeadvmége of this

“@fa@ér{iﬁﬂi’ih HehetiRHR h@%at ?e@h@%ﬂﬂe bx%iﬁtlﬁ@&ttioti rﬁuﬂ'@% Batle Phssport number
ect | jermarks for ro e

2o PG BB rame i TR Ape: ST oy dipe storage is
[ me/@mteddhlns asathe bddues thevanplexiseofia d:}ts;em:ﬁm saxd;angbu’oms method

oMo 5l 1 AR 0e e AR B
of the vvater mar ki ng and subsequent wat er mar k

2% 't}ga' faﬁB\&v&g fiﬁ%fe?&% th@%%rﬁhﬂ&% RetBol 'iseée‘ééﬁt?e‘a asisa method of
e f

ment resent I nvention i s _shown ener@. é
atdetegting Waqena%rk% OIPa%OfFﬂi’éOtﬁ%tO@raﬁ%’r%P?fémﬁé? Aeeeigred fngodiment

e rmw p”f@s@zht inSehf & wa af@v@raﬂfe@yﬁ@aioﬁmﬂaaﬁ@%ra{nd thRkelts of
nce ane o COolL or oto
S i Es0 RS aRuiE wasSioal oy Wﬁ%ﬁsih% fom a RGB

forrmtted digital color image, RGB (i.e. red, green,

bl r [

PlAiBibclc bt ofthe & Bé%sﬂﬁlg@é;a Abbilent V&Hta{g%ﬁ Vgnfg&'tlgﬁ method
i reeaidingyo plpeaterred e)mbqﬂwnemt of $he present @apntm ig pleown generally at 10
gnAYigmal e photo, is then 35 used. Unless stated
ot herwi se, the sanple passport photograph used by way
of exanple belowis a grayscale photo. The original

pliticavdterharliihg iethod bt embodineatts @Erfbﬂmeed/mi #giapsdle passport
%%gélcé Bﬁ%‘}%ﬁ’gﬁls‘f%%%é f?g gOI\C/JppgS(S)OAi‘{ }())h § ‘llsqown at 12. To obtain the

luminance plane from a RGB formatted digital color image, RGB (i.e. red, green, blue)

to HSI (i.e. hue, saturation, intensity) color format conversion (Jain 1989) is first
performed; the intensity plane (I), which is identical to the grayscale photo, is then
used. Unless stated otherwise, the sample passport photograph used by way of example
below is a grayscale photo.

The original photo information is not required at the watermark identification stage, and



the nethod is consequently referred to as a "blind"
wat er mar ki ng process. A unique set of pseudorandom

W ovbesss7s deri ved from the passport or | D nunbeeT/362008/800072

10

15

20

25

30

used as the watermark, and inserted into the inage 16

by being spread into the wavel.et transform sub-bands

to produce the waternmarked F 3e'18 A secret key is

al so not reqU|red in 5 this empodi nent, so the nethod
ddeematiod isepnseacntly rferswd to@s pahhnd THaicHRATkIngRFQcess. A unique set

l wggéud@fanaéma&ﬁ)e%démd fEomb HR G4 n\mt@rﬂiﬁwér 14, is used as the

e R e o °feri$.2‘fép@helﬁém§n‘.’r% Blb i et gmsform

d esuhﬂahndsetb produce tel vatemgirtdddnape d8. drseafet key i3 iBowmet whuired in

(1)?16 'egllbgﬂﬂetn?(‘sg t]%eomgt?o& Iaﬁes' A3k ?egﬁl %¥1 {)ase g?q;agg (The watermark

rmar
pa@s@ptmgrocqsh é6 (m@gbmyerrﬁﬁvaaem@rma‘icamlkpnonmg é22<2f this

( ‘@Hib%ﬁ1n‘fé?if' Héjdééé‘nlfe'dt g QEtadl %%W‘ el“lR)'th QL us%@&‘uﬁ%eﬁ@te&élfaﬂ below,

and verif accord |n%) IS net
v é?MQW@aﬂhwe%twmftan cusTUSOf PYESthle pttagk) 20 the integrity of the
Thestamatting Syttend (Klichl bsRItBE forieorel false bﬁs’%ﬁ&ftp Eﬁéﬁn@gﬁty ofa

(it 83423 g3y hicheebyfit AR geg 2 opbigen by ghecl and veriied
f @t )anflt aocoﬂdjngiotthl$ Hetheal, a venifivatioh yesultg€ithenVESf or NO) outputted 26.
f(t)y(a(r)jat - rib(r)) t (2) The wavelet transform

is also used in the field of signal analysis. -Conpared

wilihg copfenuoup aid diserqtel wavieleh rarsiorsns ateiglyean @q’n@tlms{}ﬁb and (2),

t LapeéiRfely (DdiBeeselogd):t ransf orm has an 20 advant age

of achi eving both spatial and fre ncy | ocal i zati on.

I'n digital signal gﬂﬂl By RE a&ete
wavel et is closel§ rel fgggt% fF*te 'Eﬂgggw M
banks provide perfiﬁé reconst,“ﬁ:tl on if they sat | sfy

equat i ons (3) and | A KoypdGevind, 1695) : )

2.5 H (z2)&X (z) + Hl(z)Gl(z) =2 (3) HO(-z)G0O (z) +

H (-z)d (2z2) 0 (4) where Ho and Go are

d @h@ RO st trémsf@ﬁﬂls Bo@RE lihé ﬁ@lﬂ df @%@E?ﬁlﬁsis' ®ingparalinglith the

ec i on ecopnst r uc

bt g SRR s o ar e B R ey Slel Bt an

o raﬂvmngermf lackieVing botheasphisal aﬁcb_fred_lwmcy ﬂxmah:ﬁit],on In digital signal and

% F&Bgis%%)?é wEQE abey reﬁét%& & 1R s,
equa |o an are equivalent tfo ‘equations
(5), (6) and (7) (Vetterli and Kovacevic 1995): Q0

ot Sulstit 0 4 el g e

E {0,1} (7) Furthernore, it can be

shown that, if P(2) |Hd:(eDG@(d)3-uHij(Z)Gf(zﬂ(=z)2 Q@ Qg))
& (z-1) , then (cf. Eﬂﬁﬁ}scﬁﬂzandﬁfbvasgykg)1%?5)

where Hy and Gy are decomposition and reconstruction low pass filters, and H; and Gy
are decomposition and reconstruction high pass filters.

One class of filter banks is that of orthonormal filter banks. For two-channel,
orthonormal, FIR, real-coefficient filter banks, equations (3) and (4) are equivalent to
equations (5), (6) and (7) (Vetterli and Kovacevic 1995):

Go(2)Go(z N+ Gy (=2)Go(-z D=2 (5
Gi(z) =~z 2F*1Gy (=27 ©)



5 P(z)=1+ lakz-k ak =a_1 . (8) k,odd To extend the
above analysis to inages, digital inmages are

wa@omgiogesred as two- di mensional signals and t heCT/SG2003/000072
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one-di nensi onal wavelet transformis applied to the

hori zontal and vertical directions separately. 10 The

i mage deconposition procedurte 125 -shown schemati cal | y
given in figure 2A. A single 2-D forward wavel et
transform of an i nage cqfﬁfp(j)&es(}it(mﬁ yepara ,1}1- D (7
transforns. The image 30 Is first passed through
deconposition |low pass filter 34 and deconposition

hi f:] I : : [ ' N -1
| CaRe BT (e AR BRGEPOR AR sud BB, P 0G0,
| nhge(cf. 65gedl ande yvacévidappdanpl ing 38 by two is

acconpl i shed by dr ogpi ng every othef filtered value.

Bot h | ow and hi gh pa ﬁZleéTe dpdgesdpre ahen (8)
filtered along the y-axis by impdds of deconposition

| ow pass filters 40a, 40b respectively and by neans

of deconposition high pass filters 42a, 42b

r Epextdnidvibe ghove maslysit tonandges, fdigital sudges amgeasidé@dlas two-

S - .

bR Bl "o AEURS AR Ry Reid Mhnthlt §s B e

i Ihougentaltand veivehdirdctiany sepamately.qgure 2B. The snooth

signal and detail signals are first upsanpl ed 46 by

two along the y-axis. Upsanpling is necessary.t

r ddSBRSS fReOBEHEM BQ?E&FE Hﬁhpéfaﬁplae@aaatkcaﬁ}éawev meggure 2A. A
Sisghpdd B-DoRekard GaRelRe traddfordP f Siagt ebniprife’ o QEpdrdte 1-D

+ dpRBER RGeS ar S 08 Pt B a8 onps o poss fiter 34 and
r elecorspasitoomi logh pasglilienss along thersat§aesufifly in BHew-pass filtered image

fi . g . . .
t 1oy ot g@%ﬁéﬁé@c@%&ﬁ@?@s%@% 8 B g gocomplished
x bapdreppingevernetheifitierad splynaPethdew apd bighnassffiered images are then
by 1Yl alodd 18 y%%sﬂ%ﬂm&éﬂs%f%cdn%ﬁﬁﬂﬁhﬂwEleke@M@h@ﬂ@b

filter,56 and reconstruction, high pass_filter 8. The
Shig el GBI PR G Lo P e 7R TraRR Vel

r eequitiig i dherdubimggesl E3bh bub-imaderis then dpwhyanapleddebetwo, this time
tr nsft rm iln I mage processing, linear phase FIR

fiAver ?yk?‘f(-s' ort hogonal wavel ets are used. During the

design of a wavelet filter, the length of the WD

201%/19@%7\§ax{%§;{é1 Hﬁésoi%&lga%edf schdrdatidaty i figure 2B. The smooth

comput ati onal conplexity and efficiency, Si I|c_|té|n L
i fpEnehEndetailognaly e fsstypsampded 46 hy v Alene e paxig.nEpsampling is

bagt&ss MR VSIRbvaie properaaetidih reypRE®¥W AMlth@sigAdleback together
consi dered. 5 The wavel ets that can be used I ncl ude

CEPPIoBT& " avel ets, reverse biorthogonal wavel ets,
bi ort hogonal wavel ets, Haar wavel ets and Daubechi es

Waé’a%h 6F ﬁm%%%ﬁﬂl&? sié;?ﬁ@n’e then passed through reconstruction low pass
filters 48a, 48b and reconstruction high pass filters 50a, 50b. The filtered smooth
signals are summed, as are the filtered detail signals.

This is repeated in the x-axis: the two summed signals are each upsampled 54 by two, -
then passed through reconstruction low pass filter 56 and reconstruction high pass filter
58. The outputs of these filters are summed to yield the final reconstructed image I”.

In order to apply a wavelet transform in image processing, linear phase FIR filters, bi-
orthogonal wavelets are used. During the design of a wavelet filter, the length of the



which all satisfy the condition of orthogonal,
bi ort hogonal and symetry. In the exanples described
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Coifiets wavel et of order 4. It is a conpactly
supported wavel et with highest, nunber of vanishing 10
monments for both scaling and's1 ifting for a given
s${oort wi dth. To prepare the 2-D wavel et transform of
dter,rpegwutational gomplexity angd g ciancy s ampheibhinjimplepenigtion, the
PefifoetiREL 4 seRpdetiyd thdWasicorwaldl av@url ederlof apisibiiition are
once he rows fromtop to bottom then on col ums
frCGPr?lﬁ%rF to right. The image after such treatnent

‘takes 15 deconposition into finer sub-bands, with the

' MR/ eté tﬁgtgc%n%%.@éd ﬂcﬁglﬁﬁé Fl%lffe?so@ ‘%tle%? ﬁe\];e:r%a 151%?0 gonal wavelets,

orlglnal I mage ustra
d én@ﬂmgsmhvmvebtsobl@s@wmelqtm@ Dayhisokiesrwavelets ﬂéaub@ohles 1992)

fr, t.har
| SO GEREROA oPly 10 GG -Gty 1
t r&amples dpseribed Belewstbe pravehgt yacr ds, cpifps, th%r%&@ﬁlﬂ@ty Wavelet of
c Qﬁdl&slp qa{éﬁt d@gﬁﬂae%y Srt@h?iv@dréli& vglﬂpmgﬁéseﬁmﬁﬁérlefftvamsmng
a e .l WO na | SCre el e
© Phortedd i bRt # R B RRBISALE an i mage

|nto a snoot h signal (fLL) and three detail signals

HEcllefl ol T BOLLANRSENSE B Whed LY S0RLRTS%8E Ll torm s

v éirsﬂ nﬁaﬂorrﬂechbw amaéylaa thef forwasdpyteysier wansfore eficagoitlag rows from top to
f @RHHME fhen 4R coEnndaieh Rl th RS T Maaa e sﬁ@ptlréaﬁgent takes

further on the | ow frequency conponents LL. The
t KlecIPResi g &¢b-bandscWish e PRIt IwagE %eteliﬁéoemg separated
| RGe thel ditigll @aigs Fight: IAlinRtrated thedfiagé Heddhlpbsikién process of this

" RO e EHL LR (P RRB T ORDER AT STl e top lef
CentrienuThejthree negiohoHM, ke and Hhsfbthems@0e-e+in tHnsecdsepnmary——level of

f j d
. ?Qéégéiﬁ%) c%#é v@ﬂﬁ dy %@na.@%{@ég%gs n%pée&fe% aﬁ%ﬁ%ﬁp e;ﬁ@%&fe%g‘?
éhmalﬁﬁl‘@}@éﬁﬁﬁﬁmfﬁ@b%ﬁéﬁﬂfo@h@@@ (shown in figure 4A)

transformsd by this approach into the forward wavel et

t 1R BriReFNe WhcdnthostGH ifha, gé Ehto E@ﬁloﬁﬁf i Q8 (51§ hd ﬁfi‘&ee@etaﬂ

regions of frgure 4B correspond to those of figure 3
35ignalstiiecinearealingeitdtialy sestvess - efiphdsizes ﬂ@thwetontahmage features,

nor e vel et . transf sub- bands ,can sed
o SRS 7 VEB ERTEh S0 A e R P
frequency band is not very reliable. The watermark can
be renoved by external attacks WO 2004/ 088575

PGHe 2R3 &&M&Y@can be]aﬂaph&ﬂﬁﬁ\th@ﬁoﬂ BEGoW FreWbotRl %bmponents LL.

that,..for .a robus

TR rrarR U isottle SYh RIS RRE iR Bppigatf of ot i givatyr the amount
baxfidstad willlbe skyarated Gomeaie irhigyee Vithe, lowe Ipaxsgﬂuh{pahdh of thk dwvage

f rd?ﬂﬂﬁﬁl%{ w@gﬁrﬂ%‘&&{fa’cﬁ{g Er‘ég%{ffnt}ﬁe({ %gmhh]?ﬁfg Béljfc?rm the transform

er nar
bamdbe mﬁmcy gib- b@ﬂ@mmduﬁgmabplqvelatranefmnp@ mnm, as shown

XAPAESE e%aﬂ RGhH e d@laﬁ&/foﬁﬁeexéﬁlﬁwpés@ﬁ&{ PRy eéh%n in figure
degﬁ §'ﬁl HH band o{§ the flrst eve wavel e
%& ormehdY thisapgeach inje dhe }GFW%T vaye ekszalﬁﬁom %j)@w@ in figure
3AB. Tht B@ives delineated regions of figure 4B correspond to those of figure 3B.

In the watermarking process of this method, one or more wavelet transform sub-bands
can be used to embed the watermark information. Embedding watermark in high
frequency band is not very reliable. The watermark can be removed by external attacks



i npl enent ati ons, many ot her sub-bands or even random
sel ection of sub-bands can be used. |ndeed, the

wWOo 200do88ssel ecti on of sub-bands can be used to PEREZ®E000072
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the security of the system 10 Waternark Enbeddi ng

Process A bl ock diagram of the watermark enbeddi ng

met hod for passport protectio 4atcordi ng to this

enbodi ment is shown in figure 5. 15 As expl ai ned

alsucheas JPRE a5rWavaletl copipoessignayshic suggssts thsjt.cler @ gohust watermarking
W?g&le%t tHerBRETAQY TRy 'ﬁ‘%guen@%/léaﬁd%l shOYdBe s¥iRked HB®ever, changing the

is selected t he vvaterrrarkl
uhdv ér@ﬂ\}encg sEpaReats affastn th‘ﬁggégé‘ sg%&etwaﬁ?mélfe 11388, (5P rﬁYPwally
t higdie mq@ér@y béndb @b hsd@l&%ﬁﬁ@feﬁnm{tﬁg@pphﬁatmﬁxﬁﬁ feterimpbls

pABSHPT by 2 tbaRgte el Fals (R bp L A g ¥t evel

n Lwatvellet deeapedtion €Lérané ds used Genér aFIlly figerec1A). ds sothe 20
Rchat) i ﬁ{alm o%he?)s‘lw B %r @% ﬂdﬁ ‘s&e D& b&ﬁ}ﬁ can be

WP B Hep e gl Haby B RS

rar uence.

passd rmdotheﬁmcbnps@é@s@n pf mﬂs cwﬂpq @seérﬁsy 1r§ma§%ﬂb|6e§ecunty of
ened ¥Blehon techni que can be used, in this enbodi nent a
one-way encryption function is enployed to increase

the security of the systemin order to 25 generate a

s oy il £k Epasddiap Prévesder WM W= M x e 10P+ (9)

0t ambr S e Bl RS8R r R scording
836 BBdemagimends Imye indigudab.a scranbling M a uni que
sequence Wis obtained. Using this sequence as the

seed, a random nunber égenerator is used to generate 70

t He axaladtiegrabrye, Hitf @iging phetostaph §P insubiacted te Wayplet frgnsformation

- 62, fono&«}ngthleh fR4BPaRd ORIl @4 NeaAvw/BAUSHE atermark is uniquely
distri g%i"ﬁ’et with zero, ne nd.unit v

rl-a
c1#BR5173 TR E RSP AR ROF o bR X SR BFSSpaf dumber i
t exhsctobbEfromrthe thidlpasdpprt alphagenieri¢ sernge éuivig pegspoatsS7743388G

d' a3 Cli %}Kc’aglgple q:bér@ﬁore theg%ﬁ}{ﬁe(f 87172 33 8%9(%%19&1 go%n!ﬁrldﬁ% H%gqu as the

Suvbsspalrﬁ aumediis ¢xfrastsid @od G@Iedftg igengratethewitenymrk data sequence. Data
2@%@??%3@ i dA QQQQiZ%ass% niggbence enbeddi ng,

as in ted 1ntigure 3B. T k+1)th to the (k+n)th
coefficients are selected, thus obtaining a vector V

= W}iﬂle aﬂy2su1table enMyﬁt}orleec @h be @Eéd i thedBbodfaent a one-way
sel ecte fgi Lncr

t he.
& gutioiolRpRT S HPiriintes Refihit e sPourlly SRR Bt ip grdgito
t rendrasta sdragitledpasspoet pastsgpd¥:t nunber. The nunber
(k+n) satisfies the 5 relationship:M(k+n)h
©)

W — M xe 10P+1
where M is the original 7-digit passport number and P is the number of digits. For M =
7743388, W= 8366814.260.

Thus, by data scrambling M, a unique sequence ¥ is obtained. Using this sequence as
the seed, a random number generator is used to generate 70 the watermark, which
consists ofaset X= {x;,x, ..., x,} of n random numbers having a Gaussian distribution

with ZGI‘O mean and unit variance.

To embed 72 the watermark, the wavelet transform of the to-be-watermarked (host)
image I (representing, as discussed, either a grayscale image or the luminance plane of
color image) is computed as described above. Sub-band PP is selected for watermark



16 (10) where wis the wdth of the host inmage and h
is the height of the host inmage. This is because the
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PRQLO! '&a‘iJk%@-Dl Qi?asﬁ%‘i‘w&%mh@ ‘Fn W%sm' :

into wavel et sub- band 12, HH is constrai ned by the
sub- band size. Thus, n can reiglly be determ ned. In
10 the case of a 270 x 355 pi passport photo n IS

typically 6000. Waternmark enbeddi ng i s achi eve
neelvenserrmbeddingasindicated in/figwe §PdiTig (ko) éyiodhe Gﬁn th coefficients

( lugésele%féd' thus Mlbtaﬂiﬁigvd VG%’[@E"V‘@ W)v,y, 15, WY'P%fﬁ/aVela]ooeﬁiments The
ais. a et er cog}rol I ng the thlernark

vl gioan B?:rwgpw selectrd tprairease e uieBr egitty. JiAbS cxample, & s

Vﬁel&;ted to. be th¥ last digit 9f ftRipaspoitetimbet. OThd unttsst I(IEE‘nD @ﬁttbﬁegthe
é | page wavel et transform sub-band. The inverse

wa %tfoé][s ¥ransformis then performed 74 on the

nodi fied transform coeffi c(kg_ JTHEA X, thus ObL@pEI ng

the wat er mar ked passport phot'o 1620 The mater

to h il dat th ..
D hgtears o gcth e s hosiaE and B BRRES o niel Pgecy oThis i
hb the 1 f the omtepim thmdan/m eddé®thtpivatdet sub-
Ot PR G, AVl 1 DU TN
%np e‘f tr%% 81z an ea%olg e determined. In

ectiv a ogue- VErsions
i theRass o 27(Pf b‘iSemmlmaSQett@hptong ig prtca@uﬁ@;OOY once the
passport photo 80 has been watermarked by neans of the
above descri bed watermark enbeddi ng process, it is
péateranapl egbedsingig ashigyed b }btae%%a%@ sgplen i Kacerrgingdp equation
dergi n. 30 Referring to figure 8, a printer 84 is used

to print the passport 86 as he printing
process is a digital-to- éﬁa|géﬁgﬂ &%VGFSIOH progégs

F‘iklhefé}'ﬁl @(anp& @nd blis h pardmeteshttdIRig the h@tdi’ﬂﬁﬂ@strength Finally,

|nt| ion is contro Led.to be 20
o ed PRI D Ve e hds B N RO apding host
t q‘msgywaxfetbat tlansihm sutebargic The invsisz eva2let txarlFbmaE Xehperformed 74

S theolﬁx&lﬁ%& bﬁéfﬁﬁéggefﬁagnt%atﬂ%g tﬁ#ng ?l#‘]ca;’m@%%f\%}wétreﬁn‘gér&éd gassport

|@bﬁ®ﬂf|cat|on the passport 86 is scanned 88 back
into the digital domain 90. The scanning process is

an_anal ogue-to-digital rsi The r|nt r
s d&R HefermpEs Pb@qogﬁsnawal piiferadatiop sopRitg @amgﬁlal host image.

t |'_[1hS c@%ﬂﬁ‘@dﬁﬁls t%ﬂ@%h@%@%@r Uﬁ&ﬁ@ﬁ&hﬁ?ﬁﬂﬁlg Wat?rhlfarked photo
l. e ass 0 e lglta
e BRI Rt E s R B Sege B o Sed oot

fromthe passport background. The cropped passport

olchhgffnt i fication
process (O _Verl the enbedd sTTTer k. The 5

0 Reéemﬁag tosfaguse ﬁmfl@é dwm?émﬂanmtq %hWﬁn wataimakedhy eagns of the
PRBSR ERERA A GmaROMIbddAing process, it is pasted onto the passport

background 82 in the digital domain.

n-q

Referring to figure 8, a printer 84 is used to print the passport 86 as usual. The printing
process is a digital-to-analogue conversion process. For this example, it is assumed that
the photo printing resolution is controlled to be 200 dpi as the high quality document
printing specification. That is to say, for a photo of screen size 270 x 355 pixels, the
physical size of the print-out is about 1.3 x 1.7 inches or 3.3 x 4.3 cm. To perform the
watermark identification, the passport 86 is scanned 88 back into the digital domain 90.
The scanning process is an analogue-to-digital conversion. The printer and scanner
resolutions are both set to be 600 dpi in this example.



figures 9A and 9B respectively. Watermark
Identification Process A bl ock diagram of watermark

w0 deansdsitati on process of this enbodi nent, foPCT/SG2003/000072
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passport 10 protection applications, is shown in
figure 10. The watermark identification process is
simlar to the watermark enbed ihg process. The inputs
for the identification process are the suspect
passport photo 92 and the passport nunber 94 as shown

oﬁﬂtepﬁle %SCSEBR s béegl s@ﬁlﬁﬁq 1ﬁt§ Fﬂ‘[@;dl gl QIoRBSS %(g %?%gtiﬁﬁsport photo

escrib above to generat

mm%?rrp&fl L@u%,@al@éh%éaworah%f W%W Be stoppedpassrartiphodo is then
PB4skEd Rl Watehh@rmaaﬁﬁnaﬁorp,%@ms %véﬂyqﬁg @hbeddBe watermark. The

WERERH per iR RIS RY be sPinhEwabulRed Bhdlasuppls sre shovn in
t fignres SAcmb @Baespeatiegly.r el ati on bet ween X and V 20

Thus, watermark generation is perfornmed according to

the nmethod used in the above- described watermark
e Mfsbettiagldsntifieation Progsas t he passport number the

V\@tlﬁf)éﬁachg aﬁﬁﬁ‘i@ﬂé‘rﬁlaﬁ& RleRiMh kiR gr&)ésﬂﬁ{tﬁi»s cRfbb @M Rnt, T6r passport
6 and rand om nunber eneratlon suspect 0

o]
9qute§t1§@ BP@tﬁaEanS@ 3 S&lﬁ&mmﬁg}l@t Og ok ilﬁé’faé?rﬁ%anwe%%catwn process is
S silri RAROhS St naferdbbddingJredessnce Xis then used as one
of the correlation elenents in the identification
process 25 104. In the identification process 104
(Hheﬁmum1heﬂkd@mmmmmhmnnbhms&@shemmp@hpuﬂmbﬁpbﬂbé&mndﬂm

BBoplh 8 & Byl Rl A Lot sy o4
carrd 63 daseribastabpxe tOSge@ﬁlta#eatbp satermatk serBencr 41 yrdhthe avelet

\(,E?f%&hi BQerofhdd 6 ﬁl@tp&ss@(n@ pﬁ.@t’o%tt@ Abtafh BEREESE B, IPfhe passport

r
CBRP o e e it Pt SR P ROSBYBEHP TG, There should be
coebirélafi@beaweeh Yandh e’ t he watermark X is then
conmput ed and used as a neasure of the watermark
presence. In particular, the correlation p(X V)
b&huse entexmarkdgederatide is pesldrmed ac¢ordihg to the R{elyod)used in-the above-
Exlbtibdd-@iterdak e&n‘b%d@lﬁ Rﬁ)cl:’ e‘i‘r&rﬁ tﬂ@ée’% &Hﬁﬁlﬁ%@%ﬁ@&atemark
Xi's contal ned I n y corrpar It
pFEYENSEReH ob@qq}g@sl}yoqla(ga sepamigigy umber generation 98; the

P 93/ 900 Gl ectdd’to tﬁmaﬁél@ﬂ tﬁe@lsfbimﬁ,omaﬁd Rl BardSselection 102.
S lLf . the decoder
g

S whet h a

GRRFICS s Bscd o RIS cRE e B Pl bl g tgentonfhn process
f ®04.o0m ng hypotheses A, B or Ccan hold: 5 H.A P=
V, that is, the photo is not marked; Hp.B: P=V + avi

VI , that is, a mark Y # Xis present;
In the identification process 104 (i.e. to decide whether the suspect photo /”contains the

watermark X or not), the wavelet transform is applied to I The I sub-band

wavelet transform coefficient matrix is extracted, and the (k+1)th to (k+n)th

coefficients are selected to generate the vector V'= {v,v%, ..., v}}, which is the other
correlation element. The correlation between the coefficients in ”and the watermark X
is then computed and used as a measure of the watermark presence. In particular, the
correlation p(X, V') between X and V’, defined as:

XV 1n .
pX V) =——=—=2xv (12)
n ni-
is used to determine whether X is contained in /”or not by comparing it to a predefined
threshold 7.



Hbp. C V =V + aX | VI , that is, the mark Xis
present. In deciding sinply whether Xis enbedded in

WO b@4/08857D or not, hypotheses A and B can 10 PE€T/SG2003/000072
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grouped together to give hypotheses 0 and 1: Hp.O =
Hp. A or Hp.B: the photo not marked with X; Hp.1 = Hp.
C. the photo is narked wi th-X17To discrininate between
hypot heses Hp.0 and Hp. 1, the decoder of the present
15 enbodi nent conputes p(X V') and conpares it to T.

T‘Thg %B&E@bf‘f" it ﬁﬁdé’ ad onfs Is the déc!i‘.)%elslfs %&Kcﬁttb @5ci@f whétter a given

conS| dere shoul be noted that once
Xir%aﬂﬁ X%@ aont@ned 0 3 phote @.ﬂwnetqf th?af%i@?ﬁlkgdmpaweé%s A,/Byor C can
addigtion, if it is assuned that the sel ected wavel et

sub- band coeffjcjents,ar nde t .of each other,
such vari abl eyéJr aISVso I/lehtili‘ ﬁoqobsfnoé%{ge(ﬁher and
the central |iHyR: t hdorFdhted| bﬁla‘appamevk Yundds pssert;
condi ti ons, 0.can e nor

di stri but ed. Féérq her , &l tpaca egifl?f %)f’feég?tn et
al. 1998) that: pIHP 0 =0 (13 I|p 11 P. 1= alvl

(b B B s 8 B e by 4 and 5 an

I 8 Resiped elgytheptdtite hypotliesss O addELvi | ] |s the aver age

val ue of the ect.ati o v, | over mar ked
coef fici ent s.ﬁxx/@t‘%&%&?@ﬂt c;[h?ﬂ °t9/5“r"i“a1 i(gc? th|?§‘t'under
hypot hesi s 0 Hal HpZef: drecbhojpommmekédwithd@2 it can be
shown (Barn et al. 1998) that, if p P Hp 1 a2<< 1,
then; 2 2 2 Nv 2 (15 pl Hp. O pl Hp. | np30v\,here07
| \Toghﬁcngnng batgpen hypot esen200ad §sd5ths decoder of the present

F’Gﬂb?&i%%&é&@@@é Lo(X187) drdl dohfparie &l 0TS @'d@%ﬂﬁfnr?ﬁﬂe Vathe of T,
LA s e ﬁfgslﬁ&%ewn%ﬁ%%geﬁ plg«mkfﬁe MELIHEN 39 PR fixed, p

plisthalbuhiofy raddom sai*lab@st headitiae ntieiseksinnel thartke (dledtabwavelet

n%&?‘a’f chgde{tﬂcngltf a{r% |1 gel?c}e& V\%ix egl;h B{h%gt%g&“{ [r}/a]b}%s albe also mtdependent

esenc
(ohbark q@laﬁsuand ﬂ@)cenﬂndrlemv greorepy cap(t®)apphied. Fi(Jn(}lertsh@h (:pndltlons p

PchPbé aRPBRR bd ﬂdfm‘afly BRutbARd Fdethdr, ¥ &@n r@.ﬁlﬂ&%%ﬁ&bﬁ fBarni et
so to n| mze Pea Tp must be chosen so that P(0I1)+

P& |1@?8
pJPIHpO:O (13)

“p'Hp'lz‘x“]vl (14)
where 1, |H,.0 and 4, IH 1 represent the expected value of p under hypothesis 0 and 1,

respectively, and MM = ——Z” IEHV,” is the average value of the expectations Hpy,| over

the set of marked coefficients. With regard to the variance of p under hypothesis 0

(0' |H )and hypothesis 1 (G§|H 1), it can be shown (Barni et al. 1998) that, if
a?<<1, then:
2
2 ~ ol NG_vzaz s
ol 0~ plE, 1T, TP 15
_where
2 122
oy =— ZE[Vi (16)



m ni mum Under the condition a2 << 1, the pdfs of p
conditioned to Hp.0 and Hp.1 have the sane vari ance,
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10 pp IHp.l; that is: a Tp =2 tH (17) In practice,

it is better for the decoder tg use a threshold Tp

which is directly estimated” 4R the marked i mage,

i.e., the followi ng approximation is usually made: i n

| Y& the ayar8ge vaiud oﬂalvi.' Though theoretically correct,

t he approach to thr'éshold sel ection di scussed above
presents-several drawbacks froma practical point of

Vi di i

c Mot Biori SRERG Fetarhs BRcAR p SOPPIETUOR), wher
I\/d?(élﬁsipéhﬁi priobattility, of missikgsthe presemad afilae matke(false negetes), and P(1j0)

and_distortion are taken into acgouynt, .up (Hp.
usiLRP PPLaplith RS veaing GIEHEIERel € B‘a’iﬂgéﬁéﬁa‘i wgla}ly present (false
epbiitind)e dorabee oy POy s%d RQ) deesd plor pnﬁaﬁﬂnﬁbfgp.a @nd FB.1 are
: ect fole I I
SR EEEle ) A BRG0P To mpkt by Mcked R MG PRSI 64

ca ;
t hisinuind. Ukiler thx esndiitiort dfe<< ks polsdf prohditiowddas ke dnd H,.1

be; n Tp =Y | | .. (19 3n,i= 0 decid et her

¢ Rv 8 s Fornge dres b PRtmpdnteSt ARy BR Gelili o and
t o |ldeldldsis: conpares the correlation factor p(X V')

to the threshold Tp: 25 if p(XgV9- < Tp, the photo

does not contain X, el seifp p(%}g},f) >_ Tp, the photp

Is marked with X Thus, at step21 6, if p(XV) > Tp

t T{?Spr\é_@ﬁ&é,j iMeb&IIBIkhd SccBl&SE ke 4 BB MOl T hehibR fltitect] estimated
YES, if the photo is, e|_therp unwat er.mar ked

, P(X. V) < T
o PR BATkgd %B%B%-?-hﬁ)lﬁ Kelloygng paprgxsradigr presusdnmadeid t he
passport is a false copy.—\Matetmark Strength Factor,
Vi sual Maski ng and Post-PﬂPE@ssiE@/;l echnique Two rpgN
goal s of digital waternmarki hg g€l to mnim ze data

d i on.and to W0.2004/ 088575 PCT/.SG2003/ 00007
oI ey oot AR oA PRisSoI RSO, frepeced above

e xtesemta bevatdl dodedaskudfrath stpoadticalmpoifefivier. elmghe prebance of attack and
AT ok B SO b AP 1008 v, i

ontro

e Rl thet whaneatigels anddlisjorsion prafaksd intp acsowt.od tlp 1 manally
tT BEcNRNSRE: t{lﬁ@ﬁa@tcgi@stpbﬁdiﬁg%gtir?ﬁﬁ& @altﬁ,éb%}ﬁféﬁxﬁrréa%fsﬂg%nsiderably
O |1 ncrease tne r SLNESS O e er.mar Ki n .
syaleﬁﬁecﬁ%ﬁcﬂap aeﬁ@ﬁﬁ% fag Wﬁ'ﬂf‘qﬁéﬁ@ﬁ@dibafé%%%}satb%&wpbetwal
C dirpehiokbérpitiosle i cinghefexsapRr the threshold 7, is selected to be:
o n

Iy = ggll";zl- (19)

To decide whether the passport photo contains the specific watermark X, the decoder
compares the correlation factor p(X, V) to the threshold T,
if p(X, V) < T, the photo does not contain X;
elseif p(X, V) = T, the photo is marked with X.

Thus, at step 106, if p(X, V) = T, the valid watermark is present 108 and the result is
YES; if p(X, V) < T, the photo is either unwatermarked or watermarked with the
wrong sequence 110, and the passport is a false copy.

Watermark Strength Factor, Visual Masking and Post-Processing Technique

Two main goals of digital watermarking are to minimize data degradation and to



geonetric attacks such as resizing and rotation.
Watermark Strength Factor a The watermark strength

wo a@u088525 i s used in the watermark enbeddi ng epPCESGLNIN3/000072

10

i5

20

25

30

35

(11). As 10 discussed above, the value of a is set to
be less than 1. Wen a = 0, the photo is not

wat er mar ked, so any val ue bet en zero and one can in
principle be used in this erbodiment. Greater val ues

ofincease jherralusiness of 2lpeithm against erralsitaesgi digiertigr &0 increase
r %ﬁh@%ﬁ @Bﬂﬁrwatamaey I$hSvhRekskdudhsth qa&tbrqa Sised@btcontrol the

decr eas e fidelit of t he er mar ked ere

| SR rondh B HiSH T RESS Useddo fmagfa fthe %anges

}/\laﬂaqimve &hdsh 1&%&@1&%&&1&@@ Mo ihéressevibid BbIBhEss D E}_fm@itbnnarking
acto nt.s.show t.hat a s hi

SR R R LRI ety o Hosfbofile i iftcs of some

pgetmetic atiackp phdhcatresinag andwtatiang usual ly no need for

such high | evel s of robustness, but the passport photo

should nmaintain high fidelity so a value of a should

b &V atermasls Strength Facteee at i vel y smal |, such as between

0 The v@EHﬂmQrkﬁsn%ﬁgth%&Qr b T UsB@irtika mke@ﬁlam éiﬁl%&lﬁﬁ% equatlon (11). As

SR ENDE e gl GAS sl ve BB br Sleetd o, CeRheRs mot

n&mt@fnhﬂmﬁ sotdng vaheibedyezh zerl and ont can mTIisram@labeused in this

d 'e&%#? st | &e‘ﬁgr V!ﬂg { gtea &B?Irésﬂ t tlrﬂﬁlréﬁéﬂ?ratgﬁéal@ st&f&?ﬁ< bf¥more

\/\mlmstm$smndgr Yariows etecks @ndn dlstsvrthnsebut dfcrasetihe fidelity of the
'd%'téfngfﬂeﬂ rp}iot%” q’h%ﬂ:tl ﬁ{lﬂ ectst de%1 PH65Ren PobARnE& dnd i fdelity, which can

ree of visual e wat er mar IS _ensure

t ha aRafrallsd by (s “@Fﬁn(nilds eng‘ihﬂfe@mf teExRaranenty shoygt that iyt §-8 gives
| §i thhsﬁie@Q arﬁiﬁ@%ﬁbﬂéﬁ}a feslith eFérf;ﬂﬁﬂﬁ)ﬂ%to@@Lﬁ&ﬁiﬁph@itl@B &here is
e er 0
t Fetl e BT arnhiSR VR gt FRbhef, B the plimn S pRgtRhoutd
wanadtei nglaﬁﬂidlmy g0 a vilus okix ﬂhbuixl by clsused thabskelagvelpemall, such as
bat t

a%@ﬂv@eélﬁ 0. ?hagd &Lée@ 5&1%?1 tl?rrngo& PR %Sﬁ%t%g ?hﬂeﬁ? Mcf}Foveé,othere are
c ofhter epecislisapyrityequirerasms for fhecasspox, phak eintestien, cwhlg‘h way affect

defSHdl R RE vEINP bF hiCahbsk-arc FREMESIRIow here is no optimum
choice for a particular inmage to be watermarked.

Spati al domai n visual nmasking acts as a constraint for
t mletheisgatail deain, tfi)suﬂegdsad@tm 6fizn inGBduced o hﬁpmsedletperfonnance of

h
TRV 308 Bk iRto LU A EEITH L b glR naega. o
newrtaiatiegramokeasual magking 'of the vedérintarlbis enmirgd Hgnkhie equation (11),

aciglg% g@l Wdt%&ﬂ% étr%{&}‘fﬁ s togo dRkES ﬁS?ﬁ%t\ﬁ%@fr@ﬁhehoy fontent of the
199gge: the' ghque(fms cmﬁi@@%m’ﬂe e85 teorptempal siremip 7@ wing to the

- nédfdre IMBE QalblbttrasfRSKiIOkihBHEshd %askﬁ% @8n H@fhé«i%s‘odtmﬂequency
V e s a

t he,i nterval and |xe
mead fpatiaoe 1}7%“%5 AEFYSEV whﬁﬁﬁwgevsn% g filly
presteriizd byfthd steengehi ﬁcmamvhlcb nah ity be deterrhined bmpirfealiy
{ t
bl 5 1L B oy, (R 16ER BREN BB ObE Dcfhaten
possible to enbed watermarks with hi gher

Spatial domain visual masking acts as a constraint for the visual quality degradation,

and can be used to compensate the effect from high watermark strength. The visual
masking can be implemented as follows: a new watermarked image 7” is built by
mixing the original image I and its watermarked version /” according to the following
rule (Bartolini et al. 1998):
: I"=T+MW (20)
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building relies (Bartolini et al. 1998; Delaigle et
al . 1998) should also be considered. It is difficult
to provide a dedicated wat ermer’ki ng process that can
survive all possible 10 types of attack. However, the

r OPirse Meis @ reaskme imege that tekergyabics de th intsrvabl), Fland gaves a pixel by
e QJ"%] %%asdié bﬂﬁhe Q@s%hﬂﬁ{a@}ﬁ@ﬁtﬁb REmbE 6 HodHE Presctie OF eGP Ermark,

P R ik gkt P B e Bt
i ﬂ@D&)ﬂthst bh meansp@&peuial oidskgy it m?;idsabledf) etobed watermarks with higher

9 %%n%&rthzﬁmai 151\;’1’( Hl%glg gd Waé qr\feapﬁ %}Zeo ??] ess Wltﬁ) respect to

the verse trans orm

wel goritigm which doawéussfthe ombk. n@he ¢riterionpayi which mask building relies
. i zed to

e ROTURE Pk PR DRAgE ol Yo Syt RRURE BRUSATL 7001

| dentlfl es the watermark in the 20 resized inage, the

PasistdiiduR to pﬂaeld%td@mateh wakdrfallByg p@cés@tﬁ@dt k¥ survive all possible

SRR Ho MR B i B o & WRTeLm BN g s hther

Sienhancpd asipg postiphhadtessisg eehniquest andar d. Based on this
information, the altered photo nz' x n' is resized

back to in x n. A though the photo pixel value may
hakeeoistaome somgrggenietsical distertingl suchors rotatien wad malmg kheemathod of
Stthd prefifit bREAidchEitcludes the a?ogz@hoh%sﬁlﬁﬁﬁd vvat A E@omﬁ(tn%fxl

|nfor tlon bits corregtly roma rotate

ormgatiqnAad.the plisationgiils wuerse Gagdorar belprsirgeqVsHng the
awgﬁ@n@ﬂd rotate the photo back to its origina
orientation according to this enbodinent is enployed.
The rotation of the photo can occur very easily,
edpesesealfisyaling, the seginhl wasspoked praso sict (sap rapp) codd bergsized to
why 6l i WBE dps I%%n&)hA r§[ cipﬁl\é%l%édd%{' Irec-{ d&ﬁﬂ%gﬁfé \Q%temlark in the

scannlng t € passport ways | nt ro

amefizedimage. thepostonmd dhg algenarkbits mub@ t@tpkby m@ﬂign@d angl

defegsihed Jiﬁeféb'ﬁa@l'é %Qﬂ%aﬂ{qth EH"@pr%B@Hf‘ ﬁ%stized%f) 1t‘s briginal
rizontal or vetlca lre

is.not, in the
preBr dRe R?é%p@&rni@t%@ 18 SRttt Pore A dripaetion, éhe altered photo
hmagen biacksited babietorn rre CAlthngiﬁnhﬁphdlm plx'Ehtéeﬁue Rdg ﬁavel been

| . L n . a gree angle
r%@%&%%%&lﬂﬁﬁgﬁgggﬁﬂ eP%%P%%Hgésgﬁgﬁg£%ﬁﬁF§tation IS
grater than, say, 1 in either direction, since the

r €8 Blder bd retrfove kild ihfdhati erGRAL %31 H&a@éd %Q@rm%rked photo, a

orientation correction &?ﬁl’tfe sca‘% passport

piPOgrRIRceshiRg et te Heteplaghion nglrape rW@ rﬁherré@&ebacktt@ its original
| opieREOES achﬁ?ngJﬂ)StﬁﬁQthoﬁﬁ@ér@ id én;i}ﬁ? ed. 3?\l“,hhel‘i‘@t’ﬁﬁbl’ﬂSfjth@ hoto can
cro relativ es o ol e spor

 SOBR Ry B Bouith 8T PaepOn B OGO R PHLpon Which includes
s dhdwBtdoaedrbipnd. Nl pyoeess dflscakdihg theqiakspiornt algaystiatroduces some

2)%?{83{1&9 ?Iﬁ ﬁ%g{shtg| gﬂ@h? 1r£%q%m”lfﬂg%h Eﬁ@%@}{ﬁ%{léﬁ it %’c?ﬁ%ﬁé ikter edge of

mélyghsoauiensl nesspotls 41 it tﬁawt it hom@on;@l ar Wattlcahi;rqctwlatth@pirogram
performs angle detection and rotates the image back to the correct orientation. This

edge detection method can only apply to large degree angle rotation, that is, where the
angle of rotation is grater than, say, 1° in either direction, since the result it is still an
approximation. After the orientation correction of the scanned passport, the program
may crop the passport image with respect to its edges. The passport photo itself is
obtained by cropping relative to the edges of the whole passport, as shown
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Watermark is attenpted at rotation of 0, 0.3, 0.6 and

0.9. If the decoder cannot identify the watermark

fromall these small angle rot?at Fon phot o sanples, it
concludes that no watermark is enbedded. 10 Passports

r equdmagicallhingfigurew el of security, so many security
features used in passports and their protection are

not published. It is preferable therefore that . )

pasiiss obtainpg thesecammed passperg Phptgitiom theaaamowty errgstill exists the
UgRekibiley éffstighB@tation Witk @ Magaitudd dfledsaidn 64, QMky thsNBefotation

b dimt . of ties. 15 Robust [

p2aoel? it BERIFPLR LA T 2 BRIV PR PRPRIE it Gpcd iEmpts to
padeaidy thepra¢ranik o seaippof suztll apls rotdtpnsaWatermaki ingttempted at
Srrgt%ﬁé?f 9§5bo ngﬂ pé(?%"le%nlﬁ?il YooS Yf e e ddAE cannot idg%’gi/fy the watermark

analogue- al” conversrons, and )
pdsi bil thepasvpld angle tdetiondhgtestamlesniticandodds thatgiotvegtermark is
anghpedied ogue domain fromthe watermarked photo in
digital form the printed out photo 20 copy, to the
scanned photo again in digital format. EXAMPLE An

t esbspofts seqit %ﬂﬂ%‘[ levElDf SykieyNsb atanglsb@pity R@niréeused in passports

wat er.mar Ki .met hod, of, .t he esen odi.nent . was .
e et G e Re! RiRAE: B FEC PP Do e digspgsport protecton
passigali gita? wapdnmtickisd) ofvsed, foeftregted es GAldea seausiGdfeature dnilg known by
ey, i 0 size is 270x355x8 bhit,
graggﬂs@%glgﬂ?bne}gﬁg%%i mage. All the benchmarki ng

attacks were directly applied to the watermarked

PIYbasthBssds bhdd rdg@rBRbnt f8Sths %Yé?fmiaﬂcjflgiﬁyéfeﬁl. 618 passport protection

Firstly, Stirmark (TM benchnarkj ng.sotitware (ver...
5 appioglion, det SRS POt oSl BTN SRy e Jheghal-analogue-

didigied esivetyiges aaf anypogsblepaispuit dhowrdegerdatidd mdosh digital and

(Peti tcolas_.and derson ,1999: . Petit.col.as et a

| GBaob s fiuBtom ARG AdaBp o Sl ER kiR, fle gt out phote
atcopy; ks tlbewanegd phioto agpincindegiiat foirimehy requi red in
information retrieval via applying sone snmall random
geonetrical transforns in such a way that the

dilEfeMELEL is not visually perceivable. 35 Table 1

b eA O isaTI Rt RRSkin R ey das Wil Ffcefing the waitérhimeltikg (BMod of the present

S ORIt o AP Rele BB DA © Rl gh] BRRepls sspor

P@hotGhoda/i0 Bigaeb A &3s uskdlih ¢hid evaRegioht $hoph&bisiaeas K70x355x%8 bit,

PRty Ty PR R L RARRRR e OOLE BLlBE iR o the

NGyatermarked photo in digital format, as shown in figure 6B.

Firstly, Stirmark (TM) benchmarking software (ver. 3.1) was used, consisting of
approximately 90 different types of image manipulations or attacks (Petitcolas and
Anderson 1999; Petitcolas et al. 1998; Petitcolas and Kuhn 1999). The Stirmark (TM)
attacks destroy the synchronization required in information retrieval via applying some
small random geometrical transforms in such a way that the distortion is not visually

perceivable.

Table 1 below summarizes the results of the Stirmark (TM) attacks for the watermarked
photo using passport ID 1234567 and watermark strength 0.8.
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Cropping 75% NA YES 17 row 5 colums renoved NA YES 5
rows 17 column renoved NA YES 2x2 Median Filtering
WQ700808%ES 3x3 Median Filtering 27.36 YES 4xHCIVBG20a8/000072
Filtering 27.14 YES Frequency Mde Lapl aci an renoval

33.37 YES Gaussian filtering
Conpr essi on of factor
transformation NA YES Scali ng
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x3 31.93 YES
YES General |
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JPEG
i near
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Col o
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Stlirmark with random satl on and bendémgtadd 79 NQYHER or NO)
Mesent roach has al so been teste ai nst
EE’ FWQ%QH software Checkmark '?'Ngg(\/pr 1.0 '—?IYES
( ey mvrracetunais rem&@l) . The focus was NAI nci pal |y onYES
t he _non tric ttacks 1n Check T whi ch
cc.§1r(3""'$1y§g9'°cj U YOV hee—it—is mrcnﬁg’gs(onel\fpb! e YES
Si MMadmlnIﬁMmQ passport protelcti on2¢.8se. The
Chec r.K test results for| non- netrijc atta
or.gﬁgg%g“.m&ﬂﬁ@ﬁn assport—phoete—dsing %g'ggport b %3%
128468 kdandiltessiger mar k strengthl 0. 8 ar.é4show] i n t alES
ﬁéfﬂ&%ﬁ%ﬁ?b@O&L@%@?ﬁ {RnBlacheckmark sesgs for —  ypg
Pt U Al RS IUCIILIIIb 1T Ul
Re=§auSSIan(fﬂESHQBX$\O Denoi si ng land r&hB3ul atilon wit NES
Wi e dobl ok &kioA 9 M M@2004/ 088575 P& 5$GE2003/ 00007grE
- [ } o assunmng—a qgorretat eu
\Seneral lnepciransformation filter ils app/NAd to tlhe | mayES
t osblithe 0gnd renove noise YES Hhard tmgshol dilng YESYES
Scaling 2.0 NA YES
Change aspect ratio NA YES
| Rotation with cropping NA YES
Rotation with cropping and scaling 7.5-24.64 YES
Sharpening 3x3 23.45 YES
Shearing 1% NA YES
Shearing 5% NA NO
Color reduction NA YES
Stirmark with randomisation and bending 21.75 NO

The present approach has also been tested against benchmarking software Checkmark

(TM) (ver. 1.0.5) (Pereira et al. 2001). The focus was principally on the non-geometric

attacks in Checkmark (TM), which contains 42 tests, since it is more reasonable

simulation for a passport protection case. The Checkmark (TM) test results for non-

geometric attacks on watermarked passport photo using passport ID 1234567 and

watermark strength 0.8 are shown in table 2.

- Table 2: Results of Checkmark tests for watermarked passport photo

Attacks Identification Result
(YES or NO)
Denoising and remodulation with Wiener filtering NO
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conpr essi on @i} exi tl n ressi 3 e@?t or . 1 |
nEPIRALNg| lgff&n overpt £ 60 %eb n3g5e 16 medhad R @ 56 correct y
r aétﬁ@% he iveermlatk @hénh éiibﬁ@teﬂlw \Apv@.d dlﬁvr?@ﬁmtgl anfecks, sn&all amounts
I oC S figure . or wat er

P D) 36, 288 SRR a W hsb G RN i el R o B b et toes of
t eadsibelomgko (HENdlokah dffifh ¢rksferrhs (PEMjcohs ang éareson £999 ). Attacks
atdh@ 4@1055’1% éalmgﬁﬂ{ns rrfal}ecal\(gg tﬁQ ddet léﬁe%héwn%MOnlzatlon of the

S1 gnal ~space wat er mar KI ng appl 1 cat

HERE GRS bits b@mw diccpddesss Gug problens dhesatisekedyarage {sTipt

allaasikAnednRL W its bAERLIRCKI Ng techni que was not as
effective with random geonetric transforns, like 25 5%

of shearing and Stirmark (TM random bendi ng. The
méthb peesenfhetiisd eaml;ﬁg\heealqt anghs eff otptipoaitidkdfithe post-processing is
nchr o a and r.a eo j | St I.ons..can
AR T Pres bR, PRDISRRLAL S b b anséftncy mode
ziaplatlaaycmh‘mi OFMAR]). 013 @alrpcleing latiacktstand Kxussian filtarohgrand some
PloHet nof: %eomgtrﬁ'%%ttgdﬂsfbagédl& WiknRefift Qs al“ herrﬁé%ﬁ&? ived JPEG and

process use he case O
r SYaeleh RMPTesILiop MOSEEHEING FCOmPERSSIRH §%ct<pfo mElimf Iapthod also survived

atghaé RS%QﬁQIdé Ghe ebrRyandtrhidsed Koifel Mk chibidlso suivivd St sHettime print-scan
prp%c%ss shdWn in figure 8 for watermark strength factors above o = 0.25. Surviving
most of the Stirmark (TM) and Checkmark (TM) non-geometric attacks suggests that

the WT domain is a stable signal space for digital watermarking applications.

flnn affnr\l/ |f fho nost nroceccima i c
P Pl A A AR = b | llg T ~J

However, the method did not survive some Stirmark (TM) attacks. The WT
watermarking technique was not as effective with random geometric transforms, like
5% of shearing and Stirmark (TM) random bending. The method employs a degree of
hiding position synchronization, and random geometric distortions can destroy this kind
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to occur, even in the digital 5 anal ogue-digital
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was able to survive over 90% agai nst both the

Stirmark (TM attacks and Checkmark (TM non-geonetric

attacks. This suggests that - 2de~met hod of the present

enbodi ment i s robust enough to fulfill the

r edf gynchnmitasion.o Sinte theredtaghsope smdomgseqesses, ip isodiffemitde perform a

appl i ' : P t r
Q?\%}ér%%{p&@ihkébﬁl n{)ﬁ?%ﬁ n’i’ﬁ}%‘%ﬁ%bér}*é all aﬁg B{Ea 'fﬂseggerle \}sgme of

a the mgstoopicrint attacknpiovisied by Stmnarg (TM)rt%eg Pagsport grotection

t Qpﬁh&ﬁaﬁsp ot kﬁa%tf@fswraan isSeReIRIKeR t0IckuP ERREH e dlt@ﬁal-
(as sh ovvn lglt%mgure 8) the watermarked pasSsport pho

18nplaghgsdigy P PP®d out to provide a hard copy and
subsequent ly (in the watermarked verification

CSRBERDY st T BephRRROE e e ABPFS vEL 7R asainst both the

p Stioarkg M)l attablssanddeheckmankd TMyatonegesmietradtacken t Brisrsugigests that
St £R0HRd of e g)'ir@s%ﬁf %@%%qyﬁ)bﬁt%ﬂﬁ’%ﬂ t%tﬁﬁﬁlafﬂe requirements for

requi renent not securit
éhﬁmrpewﬁﬁ)assmlépvsai@véwmkhw@on%t hod is not al | owed to
pass the print and scan for a second tine. That is to

o Qptoned i vhaeriR Abe B 5L T PRt Geiis R hLomongh to

o fsiugytivesd singlp prinf-scap Sy, tThlslsmmsmyl formthis plaksport protection

f. t
SRy 2 70 AL A 9 PR Pt
i meedrﬂ tg fye phintedmubiorprokide g haxl @py asde ﬁﬂbsmlwgﬂy étn the watermarked
P %ﬁﬁgﬁﬁ)ngaré!@s)t e gﬁh%ﬁtpagsjﬁéﬂ 9§&ahﬁbdtlﬁﬁ) é’édn‘[ﬁlﬁ& so that watermark

passport hot wat er marked i s not

a 1¢arfifigatiqncan bg @@tfom@ﬁe It Basy beﬁl@ tf%pléhatwﬁgalﬂﬁ Wapsgmark strength

atﬂ)ﬁﬁlﬁ&lﬂg&lﬁs @as tiR)prinfecanart@iiraidat is thatn. 2. wat er mar k
has been destroyed may then wusefully be detected

during watermark identjfication. 30 The wat ermark
stAsemgtHer faotitrrefgeirensed, the watephadrerptmethod isfred lioweed tapass the
\, I . .
%ﬁﬁ?ﬁg‘fsgc? éggrg? ?ﬁa@t% to SQ§ 0‘9{@& a{er(%tgm%{r %Qﬁo?onlgs printed
t mué om thetressports the svagsrmeds Wanob,asql%@eéed w mtbé orllgmal copy of

EE%G?tlﬁo%lgég' nlﬁﬁ) ttﬁe Ig](‘ﬁﬁ 12(6 oy _Iprtfr‘l @b H%S&h oat@rr&ﬁﬁed p}%oto may
| S u S | S S W
Hiésw w@iﬂexmg%wwquﬁeé Heidey 1he ag@foagéu%whe—ﬁhﬁle plsmarking is
rre‘tséiﬂﬂfrmgﬂel” Iﬁ@tudsm Wiay € aetSc& @nzn@eéaﬁl mﬁ p?hteﬂgaa@spdrt photo. Thus,
n n| t act IS Se
Bged BitRrohiea NG A TREF oL B Y YR o bipg Bl e
vvattecrksanag destrentitchwdterntadr. Th:at @omterrmarlt has Uzeh doitmryedfmay then

e S s i o

reliability because this factor may be affected by the
C r’!@feae%t&hiaﬂi stfenoff fablapisiRed td 1ﬁﬁﬂl@neﬂt 'Ehl@ 8281260 s discussed above,

" et e atum peu i hanb b Bpis PRI i regyk, 85
S mnirahhng ¢thie éactor it isaherefofdipsssiblanplhaié &= rhdthoptoghbeide a
aWat%a%%at? éaﬁ*&ﬁ% Qoﬂ@{f&g 'i)rlﬁe&taﬁ %l.lt I8 atégcolﬁ%i? d1’1’ials show that, if the

watermark strength factor is set below 0.4, the method will not survive a second

printing and scanning. Thus, the watermark strength factor o is set in this embodiment
to be between 0.25 and 0.4.

Using watermark strength factor to control the behavior of the watermark is simple to



5 As nentioned above, the passport protection schene
using digital watermarking is preferably regarded as
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of course, the forger. The passport forger normally
tries to make sonme changes to the passport content,
i ncl udi ng the passport nunbeT End passport photo or

both, in producing a false 10 passport. The idea of
t Henpperaenschut dasks eeliebilissbesphdeshis dadtomiaypbe afbeted hyethe

PagRRRIdsHTI8he h&F ﬁn%ém[@ gasgpél@ Ef&‘&tﬁ)fi %R}@ﬁ:%ﬁ&%r %hls problem can
content. 1 s equival ent hi's
nelFualine rERpEd, brraussanresperRhat qra B0 tespects simila to each other.

f ofhie winfidifids SeYE6hlen ans aNBwEMaHBERctoRESItRY &SRR, t O
test whet her such changes can be detected by the
watermark identifier of this nethod and then achi eve

t hiss menti@etliabove thetfassparttphotectiacschans psmg digital v%tbﬁﬁdfrkmg is

: Og)ggﬁ?a?)?;pfeg%@léﬁ"ggéﬁé]dgf ie%ﬁﬁt Xt%u& e, ks \éﬁ% nanﬁ%%% %16 angl, of course,

p Hb@ éorgqlh Jheaesspar ﬁmn@mém@sto atske stras changes forthe passport
bedo‘ﬁfe%f‘ ihdIGdiRE bl ﬂ&@poﬁ%ﬁﬂ;@f 511&1 M%ﬁ\%ﬁ@oﬁ?ﬁﬂ Gn PRdubing a false

tepass er “i's chan

rt._nhunb
gdHEPRTTe o e oA ahe e testieraieda epallish orlinkrhefsesn thepassport number
di amﬁqihetta)t (Haaging fﬂl:?e pysslﬁirtr@ht@nﬁ eqhﬁfaleht%) dégt&l@y th'is]t'lﬁﬂi In this
orrel,a nresu C e el ow e
© RE R 40 ah5R0 b dtpTife” 36 Bl i ine BiSeg, some cxamples
i |dreprekendérhiogest gvhethepaisdpbariges oabbe dewaned)kw thetvextdrarirk Wentifier

R R R R

passport photo shown in figure 6B is passed through

th@n&kioﬁtpa§§b@ﬁ]\hﬁﬁ[§gfess and the photo (as shown in
Ie‘% re 98% I's cqrrec Iey cr opped. and pa sed toQ the

Y& MUY fRrehanpaine pitsper drmber atile Keentpg thepaeiigbpassport
nyiioey. STheew sterintypkiby echeie chablistde ardér ok entthe ofi glﬁb’[tpassport

T T T e N
déh@@lléqred:mssmrhnumbﬁr isediffetent framghe thlﬁﬂ dnler &sthod chse, the
| @¥&klafibn | késuﬁ EPI?P@ dk éifef g'gfﬁ ﬂé% the @%sﬁﬂhs{lafde QHE %ctn)%?e an alarm.

can see that on

paldwis His 1 }?ﬂ?ﬂﬂ‘é‘lﬁﬂglﬂ&ﬁfﬁ%@wwfﬁéﬁé(@%bﬁéet%@%por t phot 0,

si nce the correlation result p is well above the

thres IdI .. The fal se passport .nu s, obtain
TR 91,5 R B O RS OB RN AERET B A@assport with the
t hvs&s’rrmlrkbd] pavsplort phbtat showntio figane,6B # passkd klgetigh the @sint-gcan

FUS O B0 TR AT Sl Bt

Pﬁi@ts(zd 0 i 39Dl fifernt SeQT PashOon PRmbers XGre Arpattbdto the
p%%d@k eAﬂttB@{-ﬂﬁu SRS RN M doly %@1?%&9& te Egﬂtd?e 100th
whi | e retaining ori gl nal passport i‘

f&nﬁé‘frhl ke Q%‘ilaé aaw%w@wﬁ@&sﬂ sorrglatigrpregwlbo and the

t hizrestphidlevelof, ishBowh igfig@k 1passport hol der, but the

forger is unl | kely to know whet her the
From this figure, we can see that only the 100th number is the correct passport number
for the corresponding passport photo, since the correlation result p is well above the
threshold level 7. The false passport numbers obtain near zero correlation result,
hence below the threshold level. That is to say, if a forger tries to change the original
passport number, it can be detected by the watermark verifier.

Attack on Passport Photo




ori gi nal passport photo is protected by watermark or
not. In this case, it is assuned that 5 the new
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If the detector <correlates the waternmark generated
fromthe original passport nunber and the replaced
unwat er mar ked passport phot g, 26he correl ati on result
shoul d be very |l ow and hence raise an alarm 10 The
siAmokleer possilfle attddhi condpirieel ahbngihg ﬂmlpa’sspodq:hotoe evhile tretaining the

SPGB Al ahePE3SROLI LUACHS e Bt g splce
otheto offthd @r@malmas@pﬁrhplq@h dubthe fcmgér tﬁélﬁlhléﬂiﬁ to know whether the

c %Hgfﬂa%ds@ﬁbrf ?l%ﬂ& lssprgtegtr’é? bn Waﬂ@& o, 1%5 Gisel #8s assﬁmed that

ur s ke
t ﬁlée %%gf %tpaaw tq contajns 1 Eer@elikr by ﬁ{e.dswctor
r @Sﬂblhte@ tHeOow atbigark rgblgarﬁta&i frofniie 0dg mﬁl s kiR and the replaced

P ER RO Phsoord el C?%?q%t@qﬁrgtlﬂ{)%w% St i fonce

OZtaisemrt daut. enbedded wat ernmark, the correl ation
results p are all below their corresponding threshold
val ues Tp. Thus, if afor%er tries to replace the

orlihgisianlatiqraos fus kin jedaisackiis carded pet hasedsen e osiginahpassport
Wi RibBR bl gl WEﬂeﬁﬁark&P ﬁ%ﬁo’i@ BB aiPh E\et%aﬁﬁwgt%ﬁnﬁla&t @ther (false)

and Pass ort orger tr pro uce
P RESPER Phgia thed %te?t%@&??%lagg W et éﬂggure 3B,

passport photo in the false passport Hovvever wi t hout

R N T R (I R
t wbmg@deﬂtee@rreéawo mesultsp foa dispraiginah cemesy aﬁ‘datpmarked passport
2 511%% teRRBLR thgmrésﬂé!@ﬁ Obn &ﬁeﬂ%ﬁﬁ{)@[‘ theGRfbe Bfise passport

recogni ze y maternar fication
pmaefes Lo, % @@wﬁh@tt reaxbsd% vgatergagle dag errrelafioprgsulty g are all below

d ltlebémeb@&ﬁluag tﬁfé@ﬁ@id@dlu‘é@ﬂ"h er rmﬁégeﬁa RiRger tﬁd@A t?@%}ﬂﬁcefthe original
rando u e wal er.mar ldentiticatl on
o Pteaak pheei st b Setecim Pele P SRR R dar ks wer o

generated from 1000 random y sel ected passport

nuher 5, 3t BL30+ BRMD LS phdlh s Mgt er mar k

Iut‘lllllll:‘l. e —sanplr e passport IUlUIS shown in
f ifglorger t3qg termaoduse a{f@b@ Batsaml“ownr@s @lrendsm pasgpast pgaber and any

a%és?ﬁltt fh@t‘% ih FNOALE Yassp Sk, eHB%V&av?lﬁHQﬁtthlB{*ngecﬁ blalésﬁort protection

B. 35 Fromthe pl ot correlation Tresult
ﬂlsmg&w@ watsrmagkingsehepge, é’é%sﬁ 1%%?0%?@0@1@@%&‘&%& %ﬁlq%ﬁﬁi random

@lasspart muﬁibeleanduﬁé %mepoﬁs Alngab. eTMS?xﬁiwizfﬁna p’ﬁ@ipgrt lamﬂbef &Rily
ot 0 ow_the thresho eve
56005?%?@82%}?0‘3% %s@eflﬁﬁ%a%l‘)l}rpr?ﬁgs‘f orger to produce

a fal se passport using random passport photo and

S5 REHES Al R ST MO T et v

i @élﬁetﬁql porandemn, ddepsted ing thewatemsark ddengifigatioq pyecess.  One

PIBSRMA ditfefent ARtckmMRb kidre %ﬁtﬁ&lrﬁrmﬁ llOb@fanﬁBﬁ’i l39@1;e%§5‘21rﬂassport

p ot eAl o b Irug]glﬂttehf@%tg g]il.P wgt(e:r%a{rf( ¥dent1 1er }Ileosre]tmp?e passport photo is

shown in ﬁgure 13A, and the correlation result p is plotted against the randomly

selected passport number N in figure 13B.

From the plot of correlation result p of figure 13B, it can be seen that all the correlation
values p (i.e. between sample passport numbers and the false passport photo) are below
the threshold level T,. It is almost impossible for the forger to produce a false passport
using random passport photo and passport number and at the same time pass the



5 The worse case arises when the forger has sone
i nformati on about the passport protection schene. The
waeongesgiences depend on how much i nformation tPET/S62098000072
possesses. It is assunmed that the forger intends to
change t he passport photo or %ssport‘ nunber, 10 and
that the forger knows that ther'e”is sone relationship
between them Also it is assuned that the forger has
t teaterspyk isfeniification grarass. pashp aesultptt felse nasspers vith antiavalid
C QR¥spoftinubdhRr ¥R Sl PRt P e RAlintiRAl 1 nprobable in a
real "‘case. The florger 'may first choose to change the
passport photo, rather than the passport nunber,
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edded, because.th sport nu cl os
5 eHRVES % Ae- g arion pd BRed Phs sedt T irminlioR A the possport
t lmoteéunneschq:rhé i The ¢onsequences.depSplain ladw Moot information the forger
Rﬁgls&gseegent For Passport Photo The forger knows that
reis

“wat ermar k enbedded in the passport photo
which is related with the passport nurrber but does

n qu- islaRgtnoaadt (s fo‘i‘éh@ hiftehdigo 4B :irﬁg; Haskort PHoto 3ppa@%rt ﬁumber

10 ¢ D Siscpiech Retws e B is e E{twgﬁaﬁ QW%Q},él ehfsRg is

t %St@ﬁﬁhﬂﬁhe fougedias tH&Ebopjh BBarfsri glha paﬁdp@ttlmbtdmﬁ the printed copy

0?@} gﬁ’%%&?d %ﬁﬁﬁspor& 20'5 qqprg\lg@fje B35 S%gg%e ShjgmyO{gﬁé miay first choose
f do gm@a@@ passpooirihgia; adthgratbapiie pagshoit auinbér; finless lguoreshe knows

6 .

ACRARC MRS iy A
15 pH@lﬁ'@dﬁ‘P e qeperpEon Qiothe Mgtesmark) and-thgreforg dlf@whtqaémow

assunption that this difference constitutes the

}A’;%tn?‘r;m mmnlﬁ@ﬁ&gﬂg EIQLﬁgssgoxgﬁhé he di fference i nage

Bptain a
1TCVV puo O UT
" Viteeforgar keok's thashqzre nsi wpﬂenha:k bmbmﬂxmdan .ilhecpaislpolmbhoto which is

Egg@kg&ithttggp{zs%@?{%%éﬂ b?tr do@&n ouné"%r[q top% 1%' tﬁ? Watermark is, or
20 athoafcllk ispmehedderd. tlhéhip aasseth@/afm@ph@nmw mptmcgthv passport photo in the

degsad adnaﬁ%meq&epmgm b odﬁlﬁ@ae? Rfcsahi¥BY thd Sligitdlionb.

IS not acceptable as a passport phot o anynor e.

Moreover even if the fal se waternmarked photo is

agiepbe dﬁa&%sdﬂdc&ﬂé@ nd & edshiekiatilged.r Réﬂéfﬁng(to ﬁﬂ 1t Was

fal se o and .t he ter ner
¢ BORroeRE B FRiiEer DA Co o e RO B s BN e SRammed
25 bdhowatetmearkéd mlsgmrdphow & (cD fisdsPB). Thatforiger dbdainsithe difference

t by '
qdpRic o RS BT, DA MAR RO MRS ditbenlS
PCYstittenthe (Y@@@V@rk TIEBfor&j thenpddnibe differernedmage I, to a new
R%ﬁb@@ﬂ 'ﬁﬁﬂtfo J8lobRasS F’@ﬁt%nﬁm&d” p%lsép%mﬁfowﬂ Mheﬂs he= J+ 1 Finally

ma he waterrmark i s enbedded in
’i%@r%qrﬁﬁllwﬁﬁ?lﬁ@g?n thedalse B&SSE phot o, but not be
30 sure in which domain. Again, the forger changes the

P3x ﬁ%ﬁg gsht ﬁo&ﬁd H‘l% —a ﬁ%r tﬁg GtR&e Srggersg—%eng?se wa-[ermarked photo J” is

forger
degraded and mlxed w1th the difference image I, which is not acceptable as a passport

photo anymore. Moreover even if the false watermarked photo is accepted, the detector

correlation result p between false watermarked photo and the watermark generated

35  from the original passport number is 0.2770, which is below the threshold level 0.5411.
That is to say, this kind of spatial domain replacement attack will be detected by the
watermark verifier.



5 Fourier domain and the DCT domai n, because these two
domains are wdely used in watermarking applications.
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splitting the transformdomain into real or imaginary
conmponents or negni tude and phase. The phase content
is much 10 nore inportant th@8 the magnitude content,
so it is assumed that the forger only tanpers with

t ISenreelnndfomie DoonireReplacEentfoa Pesspoxy Phvioat egi es for a

St R ST IR S0 e
paespiyef thé ms(sport pllcso,dm netcherimexiinhieh demriad Asats gmfprger
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Fourler transf orm_d itude matriX
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Ofarhhi2s FRMthEmakhifaS bontBRtagNi tude matrix is al so
found to degrade the photo, such that it is

unaccept abl e as a passport photo. However, even if
t Macfeadrs BvPasaaned foph Bbaridriransoanidethairt ﬂéplad&hﬁﬁfaﬁack:

The. t nevefgyaf RehiEp nelhCfs Uil bl Rergiippstrifioro
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p @wﬂt Themevdhptoahig %éﬁﬁ@f@mﬁé @Fcnme W@anﬁrdw@&m domain, and

p fﬂl@ismslma&bﬁd&ﬁﬁfm@rm (H AN SAARE Mdtsx AR lateesbtaifed. PPAd Yot ger directly

Frafoos Hhesnby) B HAB A0 fh beeBub) JRabinat Tiug ty inverse
TIFeuﬂerftEamsﬁ:me’T frisgeirforided omyf;, )17y ahd 4,(J), antl)thé flsehtasdpoetdhoto J”is
A B bl il s bl OB st

d demidrio aﬂﬁarad@ tembietc, soch(thyt itiggnagsegipblePhe phespes photo. However,

p%%?rﬁfef &1151@0;%%%5%9%5% "ph@tro it Ec%@ongrtﬁb dembibt éoﬁeﬁ%t%?}:réédﬂe\ga und to
(%f)lspésmg? pgloy  the fpeshg leveppt ﬂfongé #@ %@éﬂ%@ﬁ%gyuﬂng the
Pasighal pa@if%ﬁ Burdber). ST]MSQHi@ aggckanibeM edsigicf By thedetector.
transformfromf1t(J) and ff(J). WO 2004/ 088575

PCT/ SG003/ 000072 - 29 It was found that this
i ndi r eStrategpl2aBefeenig toffigniwel & dhe foegerimaardmmthm original passport

oL otf“a?‘ﬁoﬁﬁkl ! oAl 8o pRcto {2 e Pohily LAl s applcd

c@@ebotifl %ﬂdr de obtapl @@mtudmmqeﬁﬁt(ﬁémdéﬁ(éa puldwemhese
P Ql@itﬁcés?f (PR} Pf Tﬁlﬁd'iﬁ‘él%ﬁee ﬁlﬁ%ﬂt‘tﬁle %@Jtﬁ}@}’m‘(’f ’eII) is obtamed using the

f %Hé% (,j& A= , ﬁ,,(}ﬂ'? Sl“hent e new Iqugltocy is a?so uans¥v rme(? mto the

Fourier domain and becomes f;,(J) and f,(J). The false passport photo Fourier transform

matrix is obtained by the following two equations:

falU)= fn D+ ' =1) 1)

fo)= 1) (22)
Finally the false passport photo J' is produced by inverse Fourier transform from £,(J)
and f,(J).



Tp = 0.5187 based on the original passport nunber.
Thus this attack can be identified by the detector.
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Fourier transform The DCT domain 10 is wdely used
for image conpression and watermarki ng application, so
it is reasonable to suppose t2at a forger mght try
the DCT donmmi n. The attacking schene is simlar to the
second Fourier domain attack strat egy Referring to

fi ' PLE fo:uld tﬁa{i] ?m% ﬁld%gét ré\@gce?%%!t’ﬁ i rmrqgg%%g %%utﬂ?é matrix

passport
pf&ﬂladi ¢an WWGMn@pphcptgdhol@glﬁbc Hegradatignlis much less than in the
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t hfp—fﬂ 3137 hasddsdncth 88l ginal hs§goet M¥alber AVA® thist #Btablt oML dentified
al se passport photo DCT matri x was

The f
yé%‘?lg%t ‘g 9 the follow ng equation: 20
d(J )=d(J)+d(1"'-1) (23) Finally, the faI se passport
p Was V.

IQI%? 1saf] e r ep ag@ﬁ%ﬁﬂn la%{n%‘ﬂl ﬁ@:i e r gilésgé%rée%hetlagT domain
n elwgﬂﬂh‘l wsed foimigaichrpression aiad Wﬂﬂ@én@bmgl agblichtion; sv it is reasonable
dith 8eSposEMabs BIFBHmi gﬂ‘ﬂr?tﬁeﬁ)@?%ﬁhﬁﬁl the DCT is a
Ilnear transform 2 d the replacenent is based on a
whol e i mage DCT transform The repl acenent of
C ORtfefattadléng schieme i e tokbeBéddnd Fowdikt lohdagn SaitR seStefy) EReferring

v BB il HE FRREA e TR el 8 ppf ots? and scanncd
aommldted passpart phagsfoThe PRat wastappliedtodyoth f and I’ kmabtain two

g’\?\;t a?ﬁr e?& laggpggeh%fdﬁgréﬁégh@%g base%‘SQ %ﬁ%dusing the

0 reiqgatml d(ba’é S8 — Alb e nethghoto Jovasiihen adsa maefaand peo the DCT
| dRBai fogfodite 1. dRkest ssﬁéﬂ’ﬁio@d DETeR SR VAR by the

Re éacerrent for assport hoto A worse situation can

rig SVRREAUAI0r ger knows that the waternmack is

embedded in the wavel et d(ﬂé)sfd(.h)fld |+1[§f pas(sgprt

phot Agai it is ass forg

Pl ive S nge B%Ség%’bl’l?"tﬂ W@i PoHoch Y 1@%@8&3&@? psw d(7).

nunber. Firstly, it was assuned that the forger chose

S0 UL R KA IR OB 003 v
vvahe &pmbeblct!mmb.m ?Iiw:t freplgementyTlEeisdetauan t/hw@@@lma $inear transform
P?ﬁé’fe aEéH?erR a%e& Bh 9 VJH%WIEA&E? ﬁ(,sll“ ﬁ‘i’dﬁf?ﬁp lacenaent of

or m cenent,
t wa@fftcr?@tSfl@rt Cﬂf ajisameh thesamerasthe clw?esuglrtgmf the corresponding
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t foelose thiertirdshodd EveleofKEG= 0. ﬁd\@?&lms?d oip Hetariginal lpg'al'e’rsgort number. Thus
sformwas a ied to
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') were obtained. The difference matrix
Wavelet Transform Domain Replacement for Passport Photo

A worse situation can arise when a forger knows that the watermark is embedded in the
wavelet transform domain of passport photo. Again, it is assumed that the forger
modifies the passport photo, but not the passport number.

Firstly, it was assumed that the forger chose the wrong wavelet and did not know in



wW(l'-1) was obtained using the equation wW(I' - 1) =
wWwl')- w(I) . The new photo Jwas 10 al so transforned
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passport photo WI' matri x was obtai ned by t he

foll owi ng equations: wWJ') J) + wW(1'-1) (24)

Finally the fal se passport phé 0-J" was produced by

the inverse WI fromw(J'). 15 It was found that this
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b Finalitytthe fatsepasspompiieioel waepoducaibyathe inverss lWT trnghw() 7).
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However, the forger may know the wavelet used and the embedding sub-band
information, though have no information on the exact position of the embedded
watermark. The forger may also perform the replacement for the corresponding sub-
band. In trials, and referring to figure 19, it was assumed that the forger had the
original passport photo I and scanned watermarked passport photo 7. The ‘coif4’
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fal se passport photo J' was produced by inverse WI from
wW(J'). This attack schenme was found to be quite

successful in that the generaf"éd fal se photo 15 had

| ow degradati on, and was acceptabl e as a passport
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pheyg. | and 30 scanned wat er mar ked passport photo I;
knew t he exact watermark enbeddi ng position.

Referring to figure 20, as a consequence the forger
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ffICI nts nces Vi |"froml and
7 150 PR PR e R SRR el o1 gor
rmdel | ed the errbeddl ng formula as: V =V+W (26) 35

WRRRRv Y EtSStﬂll'h%s Yi@ﬁc%'éﬂ? 'hll(%nhsl?éh"ii@ﬁk%fdlstbﬁlotn%a tﬁéa&efiect&fb%rrelatlon

forg r hay_ o sape {1 ne,

t FesU W%/ﬂ%b belewaihe Birespalidres dpd 06373 bored gisiopiinal

%Hﬁ bort alehber, MEne @ik esRRndh BEll Betieantied vy thesleteloect ed.
The wat er mar ked sequence for the new WO 2004/ 088575

PCT/ SG2003/ 000072 32 photo is obtained by Vi =V +
WA ttack/pn the WatermMk) Em#dédderg Hotmetase wavel et tr ansf orm

Otl‘he;f&gelcrﬂ%ft kﬁév? ﬁ{e %1375 §1t18£ Y‘@'feee[h tgiaﬂ\ggt%}qal ﬁl&udmg the

2@7avelsbussiotbo §ulab@n ysedrthe positiqroofrstagting emhedding @Jeﬁ’fgﬂlent k and
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and the fa phot o s is also
r 8151 elerRatk jeetehiznd Wg OfgSF WpéqaimdaPS F&oméfeéa%ngmal photo
absgtlﬁhwdg@teerlnhﬂ@d phetogad tyas dbﬂg&} t?e embedding fehela, &g constituting
su an ection nj | fference is that only
g?‘ikg‘?rhtifz W%Wh%eéﬂ gff’ ]fni“?flfl‘e nts are changed,
V\,hl ch is nore accurate than whol e
In a first trial, it was assumed that the forger had the original passport photo 7 and

scanned watermarked passport photo 7/, and knew the exact watermark embedding
position. Referring to figure 20, as a consequence the forger could readily extract out
two wavelet transform sub-band coefficients’ sequences ¥y and V;’from I and 7’
respectively. It was assumed that the forger modelled the embedding formula as:
V'=V+W (26)
where W is the watermark sequence. In this case, the forger may obtain W; from V' —
V;. At the same time, the new photo J is also transformed into the wavelet domain and
the corresponding sequence V;is selected. The watermarked sequence for the new
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passport photo is also small. 10 The situation is very
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hi gh frequency conponents are still affected. Owm ng

to the characteristics of the present nethod, al nost

all the sub-band coefficients3dre used to errbed t he
watermark. In trials it was found that the detector
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sane effect as |n the first formulation of waternmark
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photo J”is obtained.

Upon close examination, it appears that this approach has the same effect as in the first
formulation of watermark embedding described above. The constant « is cancelled out
in the watermarking embedding process of the false passport photo, because

' Vo —
Vy=Vy+a Wy =Vy+a—t—L=v,+ (VI ) Hence, the performance of this

approach is considered to be the same as the first formulation of watermark embedding



V=V+ IVIW(28) where Wis the watermark sequence.
In this case, the forger realizes that there is a non-
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enbeddi ng for adaptive enbeddi ng and visual masking

purpose as this is wdely used_in watermarking

applications. Since sequence3§has both positive and
negative val ues, the correlation based al gorithm

prdesasibed eheveabrs tiedalee passnast phsito Fan bpsidensified| bytthe detector.
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al so found that the det (:tor 30 correlation result p
( hehyeehed MtcHe RASSROAdMAN @ﬁ@tl@rséneﬁﬁ)nwgeeq@hke V;is selected.
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for | at | on of Waterrrakenbe ttack it ,
hriciak Sl o FRETTBRE! Rt Garionds Hikebasmmost ifo  can be
pabgpedt photo | and scanned wat er mar ked passport

photo |I', and can readily extract two wavel et

transform sub-band coefficients' W 2004/ 088575 .
P&hiddnd o8fcopobifion is al@ady sisvlaetecths astualentbedling fformla used in this
angkihod. Tlﬁfs@ﬁﬁﬂés‘b? IOM?IHMV@FSG Rhﬁg&ft‘ Pﬁot% 51@%50\*/15 1r% ﬁ%tﬁe 21,in

as t

ass u%rig‘i%ﬁ @%PT@F AR (érogs egﬁ%mﬁ ht) theegiganal ghoto(; 1t11)°> scanaaséwe?ennarked
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wat er mark was generated. The replacenent attack is

then performed. 5 In this case, the forger can obtain

WThe figaredio s ithat khe. falkh passport phatb dhad sérmuahiph frequency distortion. It

is probably not acceptable as the passport photo. It was also found that the detector

correlation result p (between false passport photo and the watermark generated from the
original passport number) is 3.7437, which is below the threshold level of T, = 4.1290.
The false passport photo can thus be identified by the detector.

In a fourth possible formulation of a watermark embedding attack, it is again assumed
that the forger has the original passport photo I and scanned watermarked passport
photo I”, and can readily extract two wavelet transform sub-band coefficients’



transfornmed into the wavel et domain and the
correspondi ng sequence VI is selected. The
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fromVv; =V, +al V, | W . After inverse wavel et
transformati on of the coefficient matrix of the

wat er mar ked new photo, 10 t-hé4fal se passport photo

J'is obtained. This kind of nodeling was found to have
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In a final type of possible attack, it is assumed that the forger knows the exact
watermark embedding position, the watermark embedding formula and at least some
knowledge of how the watermark is generated. That is to say, the forger can generate
the watermark from the passport number, and embed the watermark into a false



wat er mar ked passport photo | : Know ng the watermark
enbeddi ng equation (11), the 10 forger can easily
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VI 1). The forger <can then study the statistical
properties of WL. Fromtrials, it was found that the
mean of W is 61.5226 and t'hé vari ance 4637.3. Using
this informati on, the forger can generate the
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cyadudd enistirel thatghe pasdyorveumbatiahfl eoeedpofidingwiateemarked passport photo
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equent also different fromthe original
wat er mar k. l\/br eover, the

It was found in trials that, if the correct data scrambling function is not applied to the

passport number, the generated watermark sequence is very different from the actual
embedded sequence. The correlation between these two sequences is 0.0061, which is
negligible and indicates effectively totally different sequences. If the forger embeds the
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That is to say, it is possible that there is in fact
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forger find a seed associated with sequence W, the
data scranbling function is a one-way function that is
very difficult to estimte fT oif mer el y the original
passport nunber and scranbled data. 15 Finally, if the
d awatem:arh@mraﬂgd fdireaty Domitlse passpyont nonhdr@sihg raeiom tenter
%n@%a&&aﬁx‘nﬁ%é d@ﬂektedkpﬁ‘le W TR 1d9ﬁ]t1 this

er mar ki ng schene hi's pol nt, 3 forger can

produce the false passport successfully However, the

Waﬁlg@lﬁd%fé‘dtr B%ll@éstst%m_hére B¢ PUAR tsd:r@ﬂlbﬁﬁ% Rafdtieh assBHht%d w1th the seed of
enpodl nen as rtan o

S R B SmEs P TAPE M HERGY i 1acE . Lha dorept ey use the

f ematarmesk (séqltehces%ymi mm& the seﬁdt e&@dﬂfiﬂed RhAs Thad) hbever, is

ZS&%F é%%?lﬁpgstsﬁbkfé) V’Fhe eﬁﬁéncg W\// gengﬁ gdﬁfglgg q;fg:}r one print-
wescen ﬁmimlhlg aird@tyt\rery didifscamtréomsths u@lﬁmﬂq@dqahptonn she(digital

' n&iﬁﬁrﬁl ﬁsréghérﬂl)fﬁf[fgsalsg)d& fﬂél%ﬁ?fr% 'tﬁ@gﬁﬁﬁal v%t@x%a!rk of)fdreover, the

debit card {1 on
" FPRAT SRR EEPHEIATS & AR MERY Broees. s éfusaayltﬂm@smble that

di {gbfeds indfaetuiedebd FRGHREER AR Yeqddnck AU SIveY sifuld e f&%@ﬂﬁﬁ’d a seed

printi. ustr vvat er nar k and aut henti c

b lfaiictes, 76t G SSsEntlity nEPSed e GPgay Tubction that s
s uahy deffieduipatstimatediem nferatp thesor{gimd padpog numbénsd stiaynbled data.
degrees) and other forns of accreditation. As an

exanmpl e of the |last application, by utilizing the
weltisali ifidhe dateseramdling funetien isdmowmtio ierforger, he ar shealteady has all

S etﬁé' [ﬂféﬁfnitﬁ)ﬁto‘f'ﬂﬁs Wﬁféhﬁa&ﬁlgasgﬂﬁﬂe t@t l-lﬁke;?di{ﬁ’ts ‘ch%'fm%fg a@iﬁ oproduce the

tg@atl onal cert, {)‘l(cate he certiticate
prigtEe8assPeh sugrsseiilnt Haveevgr, éla%\éfﬁt@m@%@ RgFSPREgHreigction method of
c atilsdmdedirmatit &asbﬂhy nﬁp@itztna bfd,peiot@(@m bkﬁﬁshbﬁh%bb@ that only by

ool L ol FRRRLT N e e apibe afihes

personal i zed certificates digitally. For instance,

C eA§ ¢dnl H‘eastegn ﬂhﬁﬂh@éﬂh&% g@ &%lﬁt)h GHL ﬁ#etl‘[é?ﬁ?d ag}yx}%ﬂ XF&’IG present

Meng, Jerem a
ErfgY FEeRicA] b%wdofowa@t@naarhm@1@%\11:11230\@(@@mmtst<suvh aspassports (or indeed

?l igérta ﬁgl‘dé‘ \fdorveRt i 11@@1195% chedASnd ABEIt £3M0)! Q{ﬂ% Yeg Manen, howejver the
eremah) a e ers.o gl neeri ng

! ToT S iR i e et S gitendne g e pment
waihéustrgros itk seceretprinting irdusioy ladd hEWWerrﬁzirﬁdnd) gith&@icate other
RG0S Har i e 41120 18 S BirO Tl 3 Yot M E OAEITE R tucting
t Hdeersity dageeearand atherifgmzs Cg”taptaﬁ@kﬂtfom vvar d matter to

translate the al phanuneric strings of a nane (and
pOSSI bly ot hWret personal information, such as date

bi A% 4 eXample eiethe {astanplicetiony B uiilizing femaieaarkisg meaf@%af this
el&ﬁbblﬂlrﬁéht} dcdveet sfs@ﬁﬂyt ﬁgauﬁ% Gould BB hﬁ@eﬂ' toShd dld@igtn o-Flﬁh %duca‘uonal
en be enc al r ead
o iiRicaly Althe BeiERe ot BatTe OHE BitSr ahrraduiieyTe bf degree
n Lmaldl aihvisibly dng)tallﬁwaitenﬂ:&ldechmtd the cepifdatenTlik és donardiinthe aid of
?}P&ﬁla@ﬁﬂ% b0k A it at %eﬂ@étg{ tﬂ@hgrséﬁeg&gc% 1§Cat-er£c?1g1tally For

Icate can t escr
ab@s}@nqena gg@ﬁ%@ ghsp}armg apattinuiea mRinag ' Woon Wee Meng, Jeremiah” with

a degree of Masters of Engineering would have a digital watermark with digital
information such as name (Woon Wee Meng, Jeremiah) and type of degree (Masters of
Engineering) invisibly embedded into the certificate. The digitally watermarked
certificate could be printed out as a hardcopy or distributed as a softcopy.



10 Common counterfeiting nmethods include changing the
name di splayed on the certificate or changing the
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met hod would be futile as the certificate would be
enbedded with the digital wat %mark cont ai ni ng
information with regards to T aut hentic and ori gi nal
bearer of the certificate. During the verification
process, the counterfeited certificate would not be

abh ewiiPbPaskrdth& 935th\6§6 infth& Q& ' 191'@ aas‘éra%éﬂﬁ'oﬁ@irﬁ LRk PR S ate the

not match the i nformation di
cetlplanigtie strings pha Baye éaas@assemtoﬂeaeﬁrsmngpm@pesuch as date

V\Dchﬂhﬂrtlb)am,ﬂrme/tﬁe of mgrse & Dighdrith] YriMBbEETTRHQTin tBEfbrm of a

therefore cert tru copy 0 Ir de
o R G s Pl s EREYas iw@e P regH o lready encrypted
haudeingeonvertedrfrmm kipdaminhdricttb aumerisadntring) e vastlastthpseed in the

of, t
Ol RS BB 2R BARET, Mob e o e
g r\&@tmaék¢dr1asat§g¢nbedmbo@ inipesspott@foteavaiemuirking Past
graduates can request that their university provide a

i fi 25 degree certificates

cetlfledtru G their
Af Y RPmOR COYRE ?lrlasgnleﬁ@tis elde chneing the npwgidispiayed on ghe certificate
di @ichaddiyg theepieast depriegertidicatch €odp@reRin EAblthlb ﬁlethod Would be

S50 el RS B i

t dgferinetionvivith regardsftop ¢tat authrensio hndvariginal b‘lélae:r GDthiescettifiente. During
Meht @%}ﬁ&tlﬁﬂ r&E AYRtSuntdFeitdd &Hif?wﬁél?@ﬂh q?ﬂ%e At to' fASs the

certificate er| |"ca t1on process,

ceferifipationas the wateyparkidosemqtunsieh thﬁenfaﬁgatmnadmréa}@ﬂ onitke
SQkttiag. On the CD) to an online verification system

possi bly by a prospective enployer. Using essentially

the sane verification as used in passport verification
arldisdasisagddatataaclvaew Wual‘ﬂ Inion®d beeprofridedtriitry diyisdlRMatermarked

t haglg éhegéf%pé %ﬁ&ﬁ&{kﬁug c%i;& ?l}elr A t h é]eaﬁr I ioglcyﬂ %Engi a% certificate
35mag¢ will havwgi Heen M@tempéqeé wmthttbe p¢rswés name hed typt of tegree, and

t

00 COPCRLOEA SRR NI SR by o e
sl 18\%%11"18“&%%15@@87(@@ aeellor k (such as t he i nt er net

or an intranet) because it does not require a

S8y 25 e L B AL D 45 e
2(ledred 885ificateCTABG20OTICBOROMA! the r@festds leightimate, a digitally created
55400 Qo5 ELLOR LBl 10, i e pero's
v i aad theoype of degsece aehstoted ogb P tegeter wiiddvetification software.

OMiteED Ysethir hiadbd RNthS k&8s, POssi bly by a prospective
enpl oyer. 5 Referringto fi gure 20, the user, such as

the prospective enployer, is pronpted to enter 112
t hie tido embadiment, aChpeitifieste @Enﬁédﬁoh@r@iéb@ lthe]dlléltztl Rertificate is

kRl TR ERBhete! e B PRISCDT oyt tline verification
l rsfvsipmapcpsglbly By & prospentive esiployd6 Wsing bésentialtyeheretmd eerification as

v eurséd iné?a%étpggt %ﬁ\%%@’&m&&m@@ %%ﬁﬁe %r?deaﬂgﬁi 8ystem then

cat i on softwar
t Néﬁ%ns ithe reglisdrpmrherisa figetionnrpesss: a%‘rbvrethe Gertificate is genuine or it i

not. It will be apparent to those in the art that the above-described technique for
watermark verification is particularly apt for providing such a service over a computer

network (such as the internet or an intranet) because it does not require a database, each
document incorporating the relevant embedded information. Thus, in this embodiment,



10 (in the context of passport verification). This
conputer perforns the verification 118 and thereby
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conputer then transmts 120 the result (i.e. whether

the certificate is genuine or not) back to the user.

The user may al so nom nate-~ adSatternative user to

whom the result should be transmitted. 15 In an

aht the natifivae sembidcitine ptocessh thecligital tetifipato s dthdr vériffedttyemeans of
var r

o e o< Rl e P! bR \'oR chifhe | AERAT0L b,
th@SStb}qobY@PfQ?B@ﬂ’ﬂé(é.eumy@r .service can be provided in

return for a fee, paid by the user to the provider of
the ve |f|cat|on syst.em nean% of siand ard
HER 20 e raeh 23 ?BFOﬁB? Gityg FyplqygE 18 prompted to enter

V@IZ ﬂite@bthtﬁéht%@EéMh@re@ﬁm&@ eatdr d 14Dthe(§ﬁtd3ﬁ1% ?ﬁﬁe ridde type of
verificatio

oAERELE pis RERRiTy SR by T e floale” i B3k N fmgmitiea

ajppé viache intemet lis o voefieaiph systen icomptisieg aapmiphisapicyied with

AR PR RS R ing IBNERRER G 00 oove
afig thypronigxt eprassnonty Bidivationa (lbisaonNIvtey PR Hathe ot figation 118
39n@ﬂf@fé@ raerahmnfsmhaﬁtanﬁe thitifibhto s @ndine! ahe ‘ébtn@ﬁte@fhen transmits

ts suc hot os, SS

e s e Rt el comting Pos ek e e user. The user
ey @jsd mdntinde amalkdrndtivelstme evhonhthe desnitiyoild de dransmitted.
identification nunmber. The identification nunber is
used as the key to generate the watermark sequence
afrdan altesmdtivd dmbodiment, doe camputevprevided with drestesitieniyemsddtware
E RN _ct@Pfe!dH%rﬁﬂon by tﬂerb%rtiffé%f%ttb fdbt%ﬁﬁin@ MdPRERPS name and
t entr I cati onh 35 numb IS again used to generate

The correlatlon bet ween the watermark
sequence and the corresponding recei ved docunent

el et .transform. oeffrcr t The

R sP el B OrBAds R s (B Tt By M bep g Aager of he

t gerification aystermbg rfeans d)fﬂfamkatdeasnimre paysegrtedaifuenr not .

If the watermark is present, the WD 2004/ 088575

PCT/ SG2003/ 000072 - 39 docunent is valid; otherw se,

i Pliemativela) the verdlpsption spftyeae apabe sdd on 44RO (egeiheragmputer

Whia@hble hfeﬁHﬁ? ottﬁla% {151 SESMR ABAPR%bS dn ¥R Dot BEALPSEMHe user locally.

efficiency. At the same tinme, it satisfies security

requi renents, including the robust enbeddi ng process

aq alsnpproaeth tan a(lstsbé?érhlﬂcyed in@iiger tapplications such as medical certificates,
Al tal -an *. qg l?e conversion and the avoi dance
t‘ttélcep%e@ % ees%ﬁ 0 Ctr on of false docunents, such

as passports. Mdifications within the scope of the

I@(ﬁt{j@ y be readily effected by those skilled in
108 C’).ﬁl s to_be understood, therefore, that

this
i fﬂ;e v elat transfosm (W b andpread spretruppbased wrigkmarking method of this

e gheddinRRt, &“mob@t%hu&@rtmtmdwe&tonevfaeai@erﬁ@mh@a B&Bort photos,

18as§ggl$s an academlc or other educational certificates, thus employs a hidden link

between the document and an identification number. The identification number is used
as the key to generate the watermark sequence and is embedded into certain wavelet -
transform bands of the host document. In the identification process, the identification
number is again used to generate the watermark. The correlation between the
watermark sequence and the corresponding received document wavelet transform
coefficients is established. The identification result provides a “yes” or “no” answer to
indicate whether the watermark is present or not. If the watermark is present, the
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f or mindermetien dlidingavad @At é@@turﬁN@mme@@rnw@e&mmes%mmger
firsioggeppapglosgi d second set; substituting said

modi fied secongaéset for s d second set in said

t rianEf ormIstitco ad-dll\ilm(éé{‘t‘ > BHPAYK: nodified transform

and Aifp:Awpleytlgmadt. ukwa @tfenﬁ@‘kﬁlémeﬁélﬁﬁﬁkmw@ sai d

nodi d tr

. magé Bfetl V&E@@B"Wﬁby%é%&} PRl Fid ToF
sai dSctood gemrratgm tenclonsnging anfl applichtion diitnted evalwaige, In
cons 2 et hod
R T ek s
or printing said watermrked verS|on of sald i mge of
sai d docunment. 3. A nethod as clained in claim1,
including encrypting said identification nunber to
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said encrypting is by nmeans of a one-way encryption
function. 30 3. A nethod as clained in claiml1,

wherein said generating said fr3t set of numbers
conpri ses randomy generating said first set of
nWHAMS: 5. A method as claimed in claim4, wherein
said first set of nunbers have a Gaussi an

distribution with zero nean and unit variance. 35 6. A
mét Hoeeted dpray sgranarking p dogympent; ¢RMRININEy appl yi ng sai d
tP g? ; 1(:33%%%1/@% Oosém@twduyneat withiaf8&ent\ACZR0AMERE5 75

P ORI &y sk of s B4 EL 08 82484 SLTBS deferion
t icomptising pr dativee fimnt saadh gfeotifieadion magbeand appl yi ng said

t f f
20 VAR 5 RS g PR o
miehgarnaef sAidivgagd; in claim 1, wherein said transform

i's a Va¥ghiRl a kbR k& dPnunPersAolBHIRE tAsHhAcOBHciehts from said
claim8, wherein said transformhas a wavelet that is

oFPRYEFA 8! S2idiRAsehogonal and symetric. 10 10. A

met hod f@snifd ahivdtiiddsecdndi s6t & numtRichased an shid fiash sétantsaid

has a velet that is a Coiflets wavelet, a reverse

brPPASHonal wavel et, a biorthogonal wavelet, a Haar

wavel etsubstlttam@aauldendrdlﬁ@i seavred gt forsaid sacoreltsebi saisl transform of
CLalimRlod @ Bhi b M UNBkEIAoghd transform has a

vvavel et-t Is a i f ets wavel et of order 4.

A et hepplgEnARVAES qfrsaléll tegnghorm toprid gjodified; tepnsiormde éheﬁﬁby

C%ﬁfcfub@hﬁﬁidﬁé&‘lfﬂa%@@%@d détunt¥heldl e frequency
conmponent s . of 13. A nethod

cl ai med/BEreby 11 Sl %ﬁ&%%%%f’%?ﬁﬁmput of said modified
cmﬁgawneﬂim&saalémbérmaﬂ@ddoémmmtt he second | evel

wavel et deconposition HH band of the first |evel

wavel et deconposition LL band. 14. A nethod as

c RaiAmmgthiod ag Plaimediin oldier leiineludingidisploping, ssenning appriging said

2 yREGHEAER vEfsiondot sﬁl‘ariﬁﬁgé%f 3481 gQ8kdehe! ent's begi nni ng

at a predetermned starting point. 15. A method as

clainmed in claiml1, wherein said second set conprises

ass @Qﬂﬁﬂﬁ)@ a9 tlairh@ineditnl M endl@ithg bli‘drﬁﬁin;?g sbﬂgdﬁmm@um m@nber to

rand el ect nt

ARTL ¥ 2L RaLed SLALL LA, DRLE SPeRy st TG g id
s enanplied édentficationminerbsr.based on a | i near conbi nati on
of said first set and said second set. 17. A nethod as

claimed in claiml, wherein, if said first set is
r dprleBehodads ggalmpd:m{céarlm 3, wherein said encrypting is by means of a one-way

encryption function.

3. A method as claimed in claim 1, wherein said generating said first set of numbers

comprises randomly generating said first set of numbers.

5. A method as claimed in claim 4, wherein said first set of numbers have a Gaussian

distribution with zero mean and unit variance.

6. A method as claimed in claim 1, including applying said transform a plurality of
times.
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document,  22. An apparatus - as clained in claim 21,
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18. A method as claimed in claim 17, including selecting & according to the nature of
said document and a desired level of security.
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| d@nddtfy AT deBd comprises said encrypted identification number. More preferably
said computing means is operable to encrypt said identification number by means of a

one-way encryption function.

24. An apparatus as claimed in claim 21, wherein said transform is a wavelet
transform.

25. An apparatus as claimed in claim 24, wherein said computing means is operable to
perform said transform with a wavelet that is a Coiflets wavelet of order 4.
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or an
applying a transform to at least a portion of an image of said document;

defining a second set of numbers comprising transform coefficients from said
transform of said image of said document; and

determining what level of correlation exists between said first and second sets of
numbers;

wherein said document is validated according to said correlation.

31. A method of checking the validity of a document watermarked according to the
method of claim 29, including transmitting said document over a computer network to a
verification system for checking, and receiving a result of said checking over said

computer network from said verification system.

32. An apparatus for checking the validity of a document watermarked according to the
method of claim 21, comprising:

computing means operable to generate a first set of numbers using a seed for
said number generation comprising or derived from an associated identification
number, to apply a transform on at least a portion of an image of said document, to
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define a second set of numbers comprising transform coefficients from said transform
of said image of said document; and

determining what level of correlation exists between said first and second sets of
numbers;

wherein said document can be validated according to said correlation.

33. A method of checking the validity of a document over a computer network,
comprising:

a user electronically submitting a document that has been provided with a
watermark according to the method of claim 1, or a copy of said document, via said
computer network to a verification system; .

said verification system electronically checking the validity of said document
according to said the watermark and legible identification information appearing on
said document; and

said verification system electronically transmitting to said user or a nominated
alternative user a result of said checking of said validity.

34. A method as claimed in claim 33, wherein said legible identification information
comprises or includes a name of a person to whom said document pertains.

35. A method as claimed in claim 33, further including said user inputting said legible
identification information.

36. A method as claimed in claim 33, further including said verification system
employing character recognition and thereby extracting said legible identification
information from said document.

37. A method as claimed in claim 33, wherein said document comprises a certification
of academic attainment and said legible identification information comprises or
includes any one or more of: the name of the holder of said attainment and the name of
said attainment.

38. A method as claimed in claim 33, wherein said computer network comprises the
internet or an intranet. n



