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DATA TRANSM SSI ON SYSTEM AND PROCESS FOR

TRANSM TTI NG FACSI M LES FI ELD OF THE | NVENTI ON . The
present i nven{,ﬁ)ﬁmr ates to facsimle transm ssion routing fcHyssmesand
nore specifica e present invention relates to a facsinile data
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W t hout the requirement 'PkANSM!’PTIN@ mgmmgsonnect ed to the
sender's facsimle machiTe: DESCRIFPTIONTCF THE PRI OR ART

Facsinile traFiH&’hB@BHI—iBiW‘ﬁi\mmknovm In the past t hese syst ens,
which were primarily difrected at, thelon% dls‘)&r; rket, .were 15,
establ i shed with the h presght; inXention, relates & 6%@%#@%%% savi ng

altefnative %{eﬂg drGhote gmﬂbﬁ] ggésghﬂ ﬂﬂenﬂ-dipféi%ké o ¥ ﬁ&nﬁﬂ%?ﬁ ption

to the sm SSI on se Vi ce, I'S provided wt box"

which is fraxsirssicmisystent hmi pmcess rwlhdn bptimizee tramsprissidrerdusiag ifotr eitherachi ne
and the tel ephone l'i ne. The el ectroni¢c transm ssion

of docunents l@pgmﬁsswaf:e o8k mm&s or deliysrye ¥Egeay| eansilgrasions withoutc thend
prlvatetelep rek C N0 1S _Now an
essenti al con% Pehi"'%f f%ﬁ%c%?ﬁegéﬁware acchﬁgcﬁgl esaﬁlga%% f ges are

general ly senmadhmean appar ent direct ‘25 tel ephone |ink fromthe sender' s
facsimle nmachine to a receiving facsimle machi ne. The receiving
facsi m | e ¥achi ne may be a personal nachine or a central term nal where

nessages are | ik t he correct destinati on. 30
&F TH cort _
One of the - ansm ssion today is '

Facsimile transmission systems are known. In the past these

systems, which were primarily directed at the long distance market, were
15 established with the hope of attracting customers by offering a cost saving
alternative over direct long distance dialing. Typically upon subscription to the
transmission service, the sender is provided with a "black box" which is
installed on the facsimile line between the facsimile machine and the telephone
line.
20
The electronic transmission of documents by way of facsimile
systems employing both public and private telephone networks has become
common place. Faxing is now an essential comﬁonent in many’ business
activities. Facsimile messages are generally sent via an apparent direct
25 telephone link from the sender’s facsimile machine to a receiving facsimile
machine. The receiving facsimile machine may be -;a. personal machine or a
central terminal where messages are sorted and redistributed to the correct

destination.

30 One of the major concerns in facsimile transmission today is

1
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PCT/ CA97/ 00342 security. Many facsimle docunents are of a sensitive
nature and it is desirable that the sender and/or the recipient have
sonme measur f rol over the ease with which a third_ party can
"break int o%v§917’§'§§% document. At present, the most cdi 9\%&?‘%0

ensure sone neasure of security is to transmt docunents 5 between

facsi m | e macdecurity. dMany facditnilecdéouehents e of aGensifveendtirtaridsit Rodesiable of t he
public tel ephone network. Dedicated |ines are expensive and, obviously, do
not al | ovihahthe serder Bnd/or yhe recipient have some ofeasurdof wontrol overdhé: ease

h t ' .t 1 SS|| s .t f "mail box" functions
wher eby. i nst WD HCh & Birg iy Cany %Eﬂ%ﬁqtg?ﬁglé?%gé??m“ﬁraﬁn ol out
t the desti ' ' j : receive

Facsi mi | os. arBos QRIAGH VAT (FBule Siind ToauB of scnk W8 kg d PR
retrieved Isy betwee facsinilelinachies over 5 dedicited i@ dee. | necihels nbhfariBi tHeox

(conventionally a Personal ldentification Nunber (PIN)). This option aids
in the prBibligitelephase nepwerkk -Pedicated linescard expénsiveiand, pbviously,rdo natoes

t hi t t Ao DI r arty t ing into the tel ephone |ipes
Gor 1ot + anor oSt ey BexBity irshe Bting of3 docfhent' Rndiér approheh tosesusties ne |
ot her di sadv 0f (cYal A 6 I 1 . ' t.facsimle
cages o cranaitein (SRR wi¥ BF PRIbGED Aiflcing HeRdBY, ingtedd of DEENGACS

| ines avai | abfaesiftiile$ beinj iiEnediatél® Peiint outlat theaeRahARidh Mhdhisd amlo ection
Is not al V\]/ggs t he cheapest connection available, especially if the

facsi m | e 19ei prblicrinspsation, dhe reseived facsimilesare Btyraﬁtfinanelncig@nicmﬁmngﬁ_ "tinme

del ay" Lssi i.on J i .ahl .acsi g t ers, is

e e B R SE BRI o senc

the facsim | econverftig PeMbfAl IAGHARIGSE £ (BING). 20nids ¥plion b g TNi's
ﬁ?w nce/ i1 n

is a particularly use 25 feature en [ong drst ernational calls

have to be plpresentiorof treakqins’ ait the destination poinunbutdoks hothivg & preventen
using a "tine delay" transm ssion, the sending facsim | e.machine is
general | y conhdBirddpary tapping dato, ghe yelgphone jipes during tyansmission mfsthe
gvai I abl.e,lst hﬁéﬁ;ﬂ}fé{ necessarily being the nost econom cal .

One of the other disadvantages of most present facsimile systems
is that facsimile messages are generally sent over the most direct
telecommunication lines available at the time of sending. This apparent direct

20 connection is not always the cheapest connection available, especially if the
facsimile being transmitted is not necessarily of an urgent nature. A "time
delay” transmission option is available on many facsimile systems. This "time
delay” option allows a sender to select a convenient time to send the facsimile
document when telephone rates are at their lowest. Ttus is a particularly useful

25 feature when long distance/international calls have to be placed and economy is
at a premium. Unfortunately, even using a "time delay" transmission, the
sending facsimile machine is generally connected to the receiver via the most

direct lines available, these not necessarily being the most economical.
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PCT/ CA97/ 00342 Facsim |l e transm ssion systens which
attenpt to overcone sone of the problens of the apparent direct link are
known in the arfe oo United States Patent NopcriciF@esdz26 to
Gordon et al. dieciOses a 5 facsinile tel ecomunication system conpatible
wth existing facsiml e _term nal machi nes, which provides a

conput er - based facsini| @aﬁl@ﬂ]@ tmmwmva%whn¢h>attempt {SRAYETFOME SgRe
integral part o tche I e hone e stem facsimle

t ransni ssi on e?é@?é’&o éiﬁﬁ% Q“H’H‘@‘Rr%‘ "which is
typically located in the general geographl cal ar ea of the originating

machi ne. 10 The transm ssions are tenporarily stored at the SAFF in a nass
storage nedi a. A sulidwitedoStates Pardrt No.s4,094 926d6 Gurdontegal. ilisdlesesiam | e
rressage to the SAFF with which it is associated. The SAFF records the
facsimle rr&sfagsml@gdpmnmumcamn $ystem apoa@atlbleomlgmmgq@csmglmma

ol 1 ver st ne. e SPhiE B Hles & SR aser frcf Bl s gnd Somiakd RS
machi ne, eit he{] ARELGL I ﬁ'{teg?){ BHH%P@%?J e@%gpﬁézﬁ nbvaork' é{sstem All

unsuccessf ul Ini‘tlal erio retri to send the

facsi m | e messf@simile transmission entered ontd metﬂmenksare rrm&d@o aBAFRWwhHith is each
subscriber is assigned a 20 numil box on their |ocal SAFF. Destination

(out goi ng) f actyipigall¥dloeated in trecgeneral: geographicahiareaonf the Prigivatingbmeehiner may
eriodi cal | e nai | box u5| PIN r tor celve |t|n
Paesr | o i;qafﬁ RantihSebR o & Pt she, SAEF ' bl i5Rg¥ pfih' ' 0
Gor don et u | th a
facsimle to af\\/%x%b?éfﬂ%;ééthﬁ%i%&@? gfléogﬂs yg@ﬁwﬁ C&egigﬁévl ?Sg gtlleng'gggd

facsimle rresse;mswmmhvmaesdmwd nTthe SARF rdvocds the facsimile chessagdasgethert i on

Voi ce mai | boxes. Cordon,et _al. further disclose a process, of
est abl i shi ng cWithaiata a5 originating facsimile machine and destination facsimile machine.

The SAFF facility then delivers the facsimile message to the intended receiving
15 facsimile machine, either directly or through another SAFF facility. If
unsuccessful on initial attempt, the SAFF periodically retries to send the

facsimile message.

In the system of Gordon et al., each subscriber is assigned a

20 mailbox on their local SAFF. Destination {outgoing) facsimiles are stored in the
mailbox and the subscriber may periodically access the mailbox using a PIN
number to receive waiting facsimiles or redirect stored facsimiles to another

destination.

25 Gordon et al. further discloses that the system may be provided
with a facsimile to a voice message conversion system, which converts inbound
facsimile messages to voice mail messages which are stored in destination voice

mailboxes. Gordon et al. further disclose a process of establishing connections
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PCT/ CA97/ 00342 bet ween SAFFs where an inbound control unit inposes an
al gorithm on each i ncom ng facsimle docunent which exani nes the
destination ng and the avai |l abl e tel ephone tru ' our ces
and choosesﬁmﬁ%gt efficient conbi nation of these | Pﬁ%’i_{b of&rﬁgutl ng
the facsimle. United States Patent No. 4,941,170 to
Her bst di scl 5’5@!@9& SAEESs jwhege an inhouag cone) BRit émpesss anlgerithahpk cadt unent s

over tel ephog C stem .The el ronic
mai | system :{Fgcohggf ?acgﬁl ze‘%{&g}em wﬁm@ é‘%‘?‘lﬂﬁg dgeaaéﬂ W"ét?lr% gif‘?'ll tiated
by the sendi @Qaiﬂa”—t%'t@lebﬂo@%xﬂ@lﬂﬁ &és@aﬁf&taﬂdﬂ&haofar theS e sheet,

whi ch has a mark sense identifier printed onit, to a%?§03|m
control l er. CTombimtionrofithesedires db1 mutinp ek fackiniild. he presence of t he
mark sense_identifier and, if present, the controller reading the

identifyin@ I nformati on and destinati on address coded thereon. The

troll th t d .dest t
2ddr ess and the 15 subCRRAY RBi Bt L S b (e diioe B S ERAE e
el ectroni ¢ NMyanseissicMsystem to Hadbhit! déd?&ri@mi Qvef Qble ARt BSinB gk

through the same or a different control to one or nore rege|V|ng
facsim | e naeldctrenic mail system. The electrhiuctmdtl&t)atem rE’aagt det lobalized, 887, 199
to Zoccolillo discloses a 20 facsim.|le massage processi ng and routing
system i n whiddriguted o c cExappmission is, injgiated by othg seaidingifacsimie smachine hi ng

system inper N ece

arty. Thad iRt S dugrB 38he ol shept SRR s i Si5pé enfinbpbintd
nessage to C@hnligab a'fatkiinie coffrelera i THe faddishile %bhtrﬂﬂé“fbihécks-l?ﬂﬁ the preﬁn@@ essor
then delivers the nmessage to at |least one of a plurality of other

desti nati on fofiths matkesense identifier, anda tfequiesent, tthecmmmllengeadnfg(ﬂxemdmnfyxgglt her ed

from t he ,nessage and. prearranged routing information stored in the
processor andnformagpgvaqyedlegt}namg sy Feded, shergon.  The controller then

transmits the identifying information and destination address and the

15 subsequently received document facsimile data to the electronic mail system in
digital form, for retransmissions back through the same or a different controller

to one or more receiving facsimile machines.

United States Patent No. 5,287,199 to Zoccolillo discloses a

20 facsimile message processing and routing system in which a processor,
connected to a comrhunications switching system, intercepts each facsimile
message destined for a receiving party. The processor analyzes at least a portion

of each intercepted message to collect routing information and call number. The
processor then delivers the message to at least one of a plurality of other

25 destination facsimile terminals, based on the routing information gathered from
the message and prearranged routing information stored in the processor and

provided by the receiving party.
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Gler et al. discloses a facsim |l e nessage delivery systemin which
nessages sen{y Makoed t el ephone system are subj ected to pFecoRRddae ed
actions at a tacsimle receiving station. The sender initiates a call

to the facsimle receiving station by dial i% a tel %thone 5 nunber which is
sufficient to route thdnitedelatnscPatent) Noo 5,201,546 3¢ (ilex qtcleidisclages a

Focunich  ghaicufils iy Bl T et Btfeded el STRCH kB, oh
The tel ephonesysiem iYd/EiBjecied t&agegb%ggétdﬁ%dﬁé af A\ PackifdiRYREdIPing KEkiBH) IThet he

form of an address signa f the call 1nitiation process. The
facsi m | e recssndeninitidted a @all hashe facsinhide reveiving station bytdiatirgoa telbplone
associ ates with each possible incom ng t el ephone address signal, a

prespeci f i &d »umbeaywhieh iscsufficient tpiroutethe fedephone calh 4o the facgimile reqeiing
facsimle receiving station,uses~t.he stored.i nfornati Q o det er m he

what act s one St aheRRh By Gintink: © ity e piihedfied SulcRA PMEE 1

i ncom ng Ness j | g,ﬁ,}g&gd ' ' Cirhi on. 15
SUM\/ARYgG: T Eg?fﬁk/%ﬁﬂﬁllegﬁiléﬁggé 1S 0% # H% lfegﬁgir%{goaj éc!tﬂltén;Q a’? ﬂ?”'& esent
i nvention to mimbérde carriedvihtoughds telephone systena ixs thefotm of an address sigraisyst em

whi ch obviates or mtigates at |east one of the 20 di sadvantages of the
prior art facas PRrteof ghensall dnitigHon proeess. The facsimile receiving sianepohasi ng t o

one aspect, of. t.he present invention,.there.s prayide .a f.acsimle

net wor k s_y]s(f ve“?‘6‘?£}9¥‘&%°6?‘413“%{°8’& b"_gglrcflb%sme%ﬁ ‘gﬁ*{o F‘eﬂosébbgf mc‘_)mﬂ&csi mle
transni ssi on, tefdyiBhe Slidiss Sighhluadredpecitied?ittiohSo Bk MRSl Sesplottoithardl 25
private network; a routing and authorization processing neans; and a
billing and call.f Tharfaécsihilp rexeddng stationanes thenstoredrinforplation té dgteahireendi ng

facsim | e machines . . . .
what actions should be taken for the incoming message. Once received, the-

incoming message is handled in accordance with the prespecified action.
15

SUMMARY OF THE INVENTION

It is an object of the present inivention to provide a novel facsimile
transmission process and system which obviates or mitigates at least one of the

20 disadvantages of the prior art facsimile transmission systems.

According to one aspect of the present in__vé__ntion, there is provided

a facsimile network system for providing a subscriber with a lowered cost -
facsimile transmission, comprising: a plurality of poipﬁs of presence; a virtual
25 private network; a routing and authorization processing means and a billing and
financial processing means; wherein a plurality of sei;déng facsimile machines
and a plurality of receiving facsimile machines are c'_or%nectable to any of the

plurality of points of presence and wherein the user t_i-aﬁsmits a facsimile with



and a plurality of receiving facsim|e machi nes are connectable to any of

t he plurality of points of presence and wherein the user transmts a
facsimle with 5 WO
97/ 46002

PCT/ CA97/ 003YD 976002 gnal i ng neans via the sendi ng facsr?nT'Fé”r’r%’gﬁi ne to
the point of presence; the poi nt of presence interpreting data in the
si gnal i ng nearsignaliog peans vig thésendimgdfacsimile machine to thei pointaf presenteythe at i on

processi ng nmeans; .the roufing and authori zatign dat abase aut hori zi ng
and routing PREOSPEESENCLIETRTSINEHata)inthe signaling means and passingthedatgy and

financi al procgssi.n rei o] el Vi Nng. r.out,i .

aut hori zat i oﬁ‘,’ E{ehﬁgl Is %‘f‘ﬂg‘g@?@ﬁ@é Y3 '%?‘{aﬁgﬁ*‘ék@ﬁ% a&h\ﬂﬂglq?ﬁgn% rtual
private 'E!Sfa\&%é(aﬁtﬁoﬁfiﬂg d@aatiofahs e fRASTIE A B?s%ﬂighnﬁlling data to the
Accordi ng to another aspect of the present invention there1s 10 provided a
process fof billingand finamrial processingyheans and avherein| uponatreeeivingaoveting and to
a subscriber over, a facsim|e transm ssion network conprising the steps of:
t he subscri b@pthoeizationy the paus ofipresense Fouessihg fagsimile visathe vivualiprivasest one

of a plurality of Ints.of .presence:;..the at | east one point of
presence pro@ﬁ?é‘?%éot[hg&"s‘mg?‘bﬁﬂmge ﬁ@‘gmeand transmtting the processed
signaling neans to a routing and 15 authorization processing neans; the
routing and aut hori zation processing nmeans aut hori zing and routing the

facsimle; returned thAccendingé¢p andtherntaspectzoft thenpresent invertionf dese sl e to

the at | east one point of presence;,and, the_ at | east, Qne pai nt of -
presence LBuPravideda pracess fon cansmitting 4 HM'S%P‘FG\/@PW&%HQWFEFQ Frst

or ocessi ng. i ASIPHyeR gV facsimils uehGa R v Lo R o

for billing thesebstiBERSending a facsimile with a signaling means to at least one of a

plurality of points of presence; the at least one point of presence processing the
signaling means and transmitting the processed signaling means to a routing and
15 authorization processing means; the routing and authorization processing means
authorizing and routing the facsimile; returned the routing and authorization of
the facsimile to the at least one point of presence; and the at least one point of

presence routing the facsimile via a virtual private network to the destination. |

20

Preferably, a billing and financial processing means records data

relevant to the facsimile transmission for billing the customer.
Also preferably, the point of presence includes an encryption
25 means for encrypting the facsimile prior to routing and a decryption means for

decrypting the facsimile prior to arriving at the destination.

Also preferably, the point of presence includes a compression



Al so preferably, the point of presence includes an encryption 25 means for
encrypting the facsimle prior to routing and a decryption neans for
decrypting the facsimle prior to arriving at the destination.

Al so pref er aRlooabdeg Poi Nt of presence includes a conpressimdT/CA97/00342
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PCT/ CA97/ 00342 means for conpressjng the facsim)] e for. transm . ssion
Via the virt agats fof fompressing, g fagsimpls 105 SpSTRSSIER Pignthe Virmal private

Al 'so pref er ablafwol G0 ¥he Gékdnafibh vat € network includes at |least one 5
communi cati on connéction to a call-back service. Al so

preferably, the virtual private network includes at | east one T1 and/ or

a T3 type communication connection to a publicly switched tel ephone

net wor k. 10 Also prefegably, the-vismabpyivate metwonktineludes atgast onet wor k

I ncl udes at. | east one. comyuni cat i % onnection for transm ssion of
X

facsim | es Jvi SPHFRURiGAtion, connection. C SCIVIER. Al so

preferably, the virtual private network includes at |east one Publicly
Swi t ched Tel ephone Network (PSTN) connection for transm ssion of

facsimles. Also preferably; ah@vithal pvate refork intludes @rlexstiogenet wor k
i ncludes at |east one L. )
T1 and/or a T3 type communication connection to a publicly switched telephone
network. '
10
Also preferably, the virtual private network includes at least one
communication connection for transmission of facsimiles via an internet

connection.

15 Also preferably, the virtual private network includes at least one
Publicly Switched Telephone Network (PSTN) connection for transmission of

facsimiles.

Also preferably, the virtual private network includes at least one
20 Integrated Services Digital Network (ISDN) connection for transmission of

facsimiles.

Also preferably, the routing and authorization processing means
optimizes routes based on minimal cost routing.
25
Also preferably, the routing and authorization processing means

optimizes the routing of the facsimile transmission for timeliness of delivery.



20 Integrated Services Digital Network (ISDN) connection for transnission

of facsim | es. Al so preferably, the routing and

aut hori zati on processi ng neans optim zes routes based on m ni mal cost
routing. 25 Al so preferably, the routing | zation
processi ng FEQ fdco02 optim zes the routing of the facsiml ge?'rcgg-}s’%%szsi on
for tineliness of delivery. 7
WD 97/ 46002 Also preferably, the billing and financial processing means stores

PCT/ CA97/ 00342 . . . . Al.so preferably, the billing and fi nanci al
processi ng meaFAItRERACY objecs which definess setyolgmiesdor wineththeaoutng agdset  of

rul es for miﬁﬁphogﬁgtiagﬂ}é&gsiﬁlgmeam 0&%[. §5|6§.® on processi ng neans

optimzes ro S ably the transm ssion of

the facsimle to the destination is confirnmed to the subscriber by the
net wor k. Al so preferably, the facsimle transm ssion
system prodi des a Alsosprefarably the tramsmissiombf the fadsimils toothie zleskidatiohi ng and
reporting options_for 10 verifjcation of facsimles sent via the system
over predet erficABAIMg {o,he spbscriber by the network. Al so preferably, the
facsimle transm ssion systemincludes a station to person service
wherein a subscriber sends the facsimle to the system and their

receiver can receive tgsd drsferiblye fheCfic@niileS &ahaaisfidn SY9RE préviss hhan
subscriber with a plurality of customized billing and reporting options for

10 verification of facsimiles sent via the system over predetermined period of time.

Also preferably, the facsimile transmission system includes a
station to person service wherein a subscriber sends the facsimile to the system
and their receiver can receive the facsimile from a preselected source other than

15 their destination facsimile machine.

Also preferably, the facsimile transmission system includes an
auditing means whereby a subscriber is capable of verifying facsimiles sent to
the system via sending facsimile machine against the facsimiles transmitted by

20 the system.

Also preferably, the signaling means identifies subscriber and
destination data to the system.

25 Also preferably, the signaling means is in a format that is both
readable by the subscriber and by the system.

Also preferably, a keypage is employed to identify subscriber and



15 their destination facsimle machine. Al so
preferably, the facsimle transm ssion systemincl udes an audi ting
means whereby a subscriber is capable of verifying facsimles sent to

the system vi go3Reiepd facsimle machine agai nst the facsi mp@gciorpemis tted
by 20 the system Al so preferably, the signaling neans
I dentifies subscriber and destination data to the system 25

Al so pref er abl destinptionsdaa 4o thesy§tHhs is in a format that is both

readabl e by the subscriber and by the system Al so
preferably, a keypage is enployed to identify subscriber and

8 WO 97/ 46002 Also preferably, the data entered onto the keypage is in a format

PCT/ CA97/ 00342 destination data to the system Al so
preferably, ththatiistbotineadable bynthe subscribey padbyithe systemf or mat that is
bot h readabl e by the subscriber and by the system 5

Al so preferasoly, the data entered onto the keypage is in the fornat of

a plurality of boxes pl redefined | qcati nd. corke ilng to

al pha- nuneric data and %‘gﬁgﬁkﬁh‘&- g%o‘iaé? .%ggrre.aeoﬁoeﬁ@ l%ﬂ%#r‘éé’bi%ﬁg% bot h

the subscr ppgrpranfic} B box&d ALEY ab Bfteddined lobAiGHPRP BbirédpRnige. 10
alpha-numeric data and wherein the subscriber enters data readable by both the

subscriber and the system by shading in the appropriate boxes.
10
Also preferably, the keypage includes an authorization code which
the subscriber is required to enter and for which the routing and authorization

processing means employ for authorization purposes.

15 Also preferably, the keypage includes a predefined time interval

after which the keypage expires and is unusable by the subscriber.

_ Also prefer;\bly, the facsimile transmission network includes means
to multi-cast a facsimile transmission wherein a subscriber is capable of sending

20 one facsimile to a plurality of known destination facsimile machines.

Also pi'eferably. the facsimile transmission system includes a
broadcasting means wherein the subscriber is permitted to send the facsimile
from the sending facsimile machine via the system to a plurality of unknown

25 destination facsimile machines.

An advantage of the facsimile transmission system of the present
invention is that a subscriber is only required to dial a single predefined number



Al so preferably, the keypage includes an authorization code which t he
subscriber is required to enter and for which the routing and authori zation
processi ng nmeans enpl oy for authorization purposes. 15 Al so
preferably, the keypage includes a predefined time interv r which
t he keypage“@%ﬂﬁﬂ@é and is unusabl e by the subscri ber. “pericartolé

Al so preferably, the facsimle transm ssion network includes neans to
nul ti-cast aeidlt Himn® dh_@?'tWiaﬁ%Bilcﬁﬁilﬁﬂ \dikedrftle 'fadsifmile s CThe predefinéd Ramber Of
sending 20 one facsimle to a plurality of known destination facsimle
machi nes. connects the sender facsiniilesmaghiné tor apoint of predefimed pointefipresence ssi on
systen1inc|uges a, broadcastj ng nmeans wherein the subscriber is
permitted todsERBineddno pRrmsion to the serviasbYsWR BB¥TIOEESi ni | e machi ne vi a
the systemto a plurality of unknown 25 destination facsimle machines.

An advantage of the facsimle transm ssion system of the present

invention §s that a SUhsﬁm&eédﬁaﬁmgébftﬂeq&uée&@ﬁwbﬁﬁ&g%'thﬂt e Rabkriveedef i ned

nunmber o WO 97/ 46002
PCT/ CA97/ 00342n pre-pragrain the senden facsinile machineawitlo the nlirshexrofdhé point of | e. The
predefined nunmber connect s thg'éﬁg'}der facsimle machi n‘e}@to a point of
predefi ned p&resenes bipmeansela speed npmabfm cannssHen fa thesystem b
service by the subscr. ber 5 A further advantage of the
present i nveﬁf?‘(% %iasglbggtb“‘[tﬁ%‘ subscri ber

10 A further advantage of the present invention is that the subscriber

is enabled to transmit long distance facsimiles to a destination facsimile machine
via their sending facsimile machine at a cost which is less than or equal to the

equivalent cost of sending the facsimile by dialing directly.

15 A further advantage of the present invention is that the facsimile
transmission system is designed and optimized to handle data relating to
facsimile transmissions in contrast to a plurality of data types and protocols,

thereby operating in an efficient low-cost manner.

20 BRIEF DESCRIPTION OF THE DRAWINGS

A presently preferred embodiment of the present invention will
now be described, by way of example only, with reference to the accompanying
drawings, in which:

25
Figure 1 shows a structural representation of a facsimile

transmission system in accordance with an embodiment of the present invention;

10



can pre-programthe sender facsimle machine with the nunber of the point

of presence by neans of a speed dial button, enabling connection to the
syst em by pressing a single button. 10 A further
advant age of RNt invention is that the subscriber peféadigihed to

transmt long distance facsimles to a destination facsimle machine
via their sending facsim_|le nmachine at a cost which is |ess than or equal
to the equi val ent cddguist2 shows a§truetural sepressniation ofp peinkef preserce! v .

1£L gcsi mle ﬁ%ﬁsﬁ%&?g nggmggmg’gg%?e%%%ﬁ@ﬁ% : ir]\r%'egteijotn oi ﬁatng?te élgte a

relating to facsimle transmssions in contrast to a plurality of data
types and protocols, t hereby operating in an efficient | ow cost nanner.
20 BRI EF DESCRI PTI ON OF RiglreDRAsHd¥ASa signaling means in the ford of edeppage in
preferred enpbodi nent of the present invention wll now be descri bed, by
way of exanpl ed@rdance;with therembadimentpfiFiguzeckonpanyi ng drawi ngs, in
whi ch: 25 Figure 1 shows a structural representation of a
facsimle transm ssion systemin accordance with an enbodi nent of the
present invention; i : : : :

MO 97/ 46002 Figure 3b shows an alternative signaling means keypage havﬂ'@ an

PCT/ CA97/ 0034 2alternative input means;

10 Figure 4 shows the system of Figure 1 as defined by areas of
functional responsibility for a routing and authorization processing means and

a billing and financial processing means;

Figure 5a shows a partial process for transmitting a facsimile via

15 system 10 in accordance with the embodiment of Figure 1;

Figure 5b shows a continuation of the process of Figure a for -
transmitting a facsimile via system 10 in accordance with the embodiment of
Figure 1; and,

20

Figure 5c shows a continuation of the process of Figure 5b for

transmitting a facsimile via system 10 in accordance with the embodiment of

Figure 1.
25 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A facsimile transmission system in accordance with the present

invention is indicated generally at 10 in Figure 1. System 10 is established for

11



Figure 2 shows a structural representation of a point of presence (POP)

I n accordance wth the enbodi nent of Figure 1; Fi gure 3a
shows a signaling neans in the formof a keypage in 5 accordance with the
enbodi nent Fi gure 3b showspag) i’ﬁoﬁiﬂat ive
si gnal i ng ng’r%f"‘g%ypage havi ng an alternative input rreans

Figure 4 shows the systemof Figure 1 as defined by areas of functi onal

responsi bi | i the pupose ob providingnal leng Histanze facsimie dmmiss@mm'@e anck a

bi |l df 5 h

om0 o ARRES ) LSRR "B T s o e eI T

accordance W 6&&&1&@?&&@% s&imﬁ:g Q{f)‘ﬂé dlstance fac snmles whereby 2 'ﬁ'u%f e 5b
fon o e process- o

shows a conti nuat igure a mtting a
facsinile vi gomettion Bétwiedn af apirdmittiag Wand o hecmihgdfa@mineofmachmeﬂsgur e 1
and, 20 Figure 5c shows a continuation of the process of

Figure 5b § ocstabllshed .adsrshpwinrig the Figuss, rsystanvl(hgenpmlb'mompnms agdamalihce with
t he enbodi nen

PREFERRED EMB %&1‘3’ Préldhce (PoPs’T4, a TAl t@gl elf‘%'r%%o&é@ I‘:gEs%/st emin
accor dance %ﬂtxﬁ?@\xﬁé&éﬁé@ggl ha'bgééfgkA‘?SB)' 521 NREC 3 Bfud Mnh2FlMn@h 10 10

Figure 1. Sys
Database (BFDB) 24. A plurality of input means such as Sender Facsimile

Machines (SFM)s 26 attaches to system 10 at any one of the plurality of POPs

10 14 via a communications line 30. Similarly, a plurality output means such as
Destination Facsimile Machines (DFM)s 34 are connected to any one of the
plurality of POPs 14 via a conventional telephone line 38 operating on 2
conventional Publicly Switched Telephone Network (PSTN) 32.

15 ' Typically, SFMs 26 and DFMs 34 may be any conventional
facsimile machines or a facsimile modem connected to a conventional personal
computer operating facsimile software. As should be apparent to those of skill
in the art, any facsimile machine can serve as both an SFM 28 or DFM 34.
However, for the purposes of this discussion, they are differentiated to delineate

20 the functions of sending and receiving. As shown in Figure 1, SFM 28
represent a plurality of facsimile machines which may be connected to system
10. Furthermore, respectively, SFMs 28 and DFMs 34 also represent a plurality
of subscribers wishing to transmit a long distance facsimile and individuals
receiving a facsimile via system 10. In reality, the present inventors

25 coutemplate that system 10 is suitable for deployment on a worldwide scale
effectively offering a low cost alternative for long distance facsimile
transmission anywhere in the world. Therefore, with this in mind, it is realistic

to assume that several hundred thousand SFMs 26 and DFMs 34 couid be

12
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PCT/ CA97/ 00342 t he purpose of providing a |long distance facsimle
transm ssion service to a plurality of subscribers. System 10 offers as a
| ow cost al t ekasib/a6602t O t he conventi onal nethod of sendi ngptfidotiasdzance
facsimles whereby a direct connection between a transmtting and a

receiving facsimle nmachine is 5 estahlished. As shown in the Fiqure,
system 10 genefMeftedotoptystam 19 a8 jany given time. dhe Ifepmcémﬂf"fﬁw&%@ea@@) s

14, a Virtual ' t \Y/ R » Aut har i | O

Dat abase ( RADB %?@ngﬁa%uﬁ%%%ﬂéﬁwtﬁ%%é? aﬁegﬁg&&%&t ET en%% YA, A
plurality of ippan¥hetonfiekHbn?duSeH I M |t8m Ey/% es 26
attaches to sygtenﬁ 10 at any oneuof t excglﬁﬁ?glrgi'ty g?ra CPslﬁ!Lrg 1?‘%%?1&,
communi cat i onsspeaking36omSiumidation withesysterr 20 is ynly eistablishedawisersai subsasiber
Destination Facsim|e Machines (DFMs 34 are_connected to any one of the
plurality ofd pwisheso\ransmite Aaesimile psingan SEMOAR or; systers 1005 raquireg th a

conventional Pyhli R | ephon rk (PSTN) 32. 15

Typi cal ly, SF@Méﬁ&@Qggoﬁgyrﬁmg entional facsimle

machi nes or a facsim|e nodem connected to a conventional personal
conputer operating facsimle software. As should be apparent to those of
skill in the art, anVhd plasility bEPORs N4 represent senncetiors phintstwlssre SFMs28 or
DFM 34. However, for the purposes of this discussion, they are

di fferenti at ed2® SORRECE FBitsten 40 apd throngh which wystese KO cagnestfortbe DRMA$  As
snou 1 81 oy o p AR b ) VBT

whi ch nay be connec 0 °sys

and DFMs 34 al pOF ePies epéinfoPhitkéice? VOf systedf 1P WRRS! dIRWVsSfol i boigeton
transmt a |long distance facsimle and individuals receiving a

facsim |l e via ofsubseribefs to the loagldistgncet faesimitessarvicenvEot example, sdehenpl at e
a worl dw de scal e

that system 10 is suitaple for deplo nt o [ .
effectively of F'é?SFﬁgefaWF & 1oSE ag‘?’l%‘ﬁ?ﬁ?‘? csipule Vimsystems 1Q,1he subscEbes | o
r(raglnis;nt ;Sil o apg assgﬁgm %g?o severggl Egér’]@r“géﬁ Ho‘ Euésrg)rﬁél’péill)\/yﬂégi% t6&—%5534

could be 15 subscriber. System 10 then routes the facsimile vial?¥PN 18 in the most cost

-

effective or time conscious manner to the destination facsimile number specified
by the subscriber. The advantage in subscribing to system 10 is that a subscriber
can save on long distance transmissions when compared to placing a direct
facsimile to facsimile long distance call by having system 10 pass along 2

20 percentage of the cost savings to the subscriber. Other features and advantages
of system 10 will be described in greater detail below.

The advantage of dialing system 10 each time the subscriber wishes

to send a long distance facsimile is that the subscriber dials the same number

25 every time or simply presses a preprogrammed speed-dial button to initiate the
transmission. Consequently, the i'equirement of dialing long distance indicators,
country codes and area codes in addition to the destination facsimile number is

eliminated, thereby eliminating the possibility of dialing errors occurring.

13
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PCT/ CA97/ 00342 connected to system 10 at any given tine. The connection

of SFMs 26 and DFMs 34 via comunication |ines 30,38 respectively is not

necessarily manent connection but is typically of

nat ur e. Gene?glgl‘”fl&ﬁ{ speaki ng, conmunication wth system 13’%‘5@2@&

establ i shed when a subscriber 5 wishes to transmt a facsimle using an

SFM 28 or, system 10 i Fardhepamesesoof this discussion; the placdityrof POPs ldn@nor nore

DFMs 34. The &Ipur Iitg of POPs_14 represent connection
VIR 588

poi nts wher e fRaracterized ang descr Pt 10 thipe fnctiona] oles ivdch fheyvem 10

connects to tfe dabMbR% ' | d f acsjmi Qi .
destination. As é;-)a?evi oufs fxﬁ@;ﬂﬁf Jég?gg 61'}/%{%%}4}%1}@%&%‘&6%0#&%‘ flzeence"
of system 10 teimsnfiissibh.ovBpetificallie theorpaiiolsdy is noted a§ $BE6WE:PE6Swdrdinghe | ong
di stance facsimle service. For exanple, when a subscri ber wshés to

send a | ong dWOPAFPOR) indicaies a ROR 14ywhishreceivestacfassiniler fromr SEM 28 fargr ans
SFM 28 to a dial a,.predetern ned er of a 4 assigned to the 15
subscri ber. sﬁ?&éfﬂ‘ﬁé?‘m&ﬁ P%.r%‘sf&{ﬁ“qf%éxarﬁ F SEV&BO%W igates atBRP ddst  cost
effective or {h gﬁg& {)rp(;m 4 At aesimle nunber
specified bgﬁt!ﬁ sugggrﬂll er.ﬁ?rﬁg a @g’ﬁ?%éeﬂ“?% tgu Isrégs?%f ﬂfbd ?‘38§§/§t em 10
is that a submepeatbsrand, DestinatiavVPOP(DROR) #itiiches GEPOPAASWHhithii9 8% KRN
conpared to placing a direct facsimle to facsimle |ong distance call
by havi ng sysloeaHonoinghe souingmgtheprior tocransmittigg the facsimibeott REM/B&gTHeo t he

subscri ber,, Q.her t ures and advant ages of system 10 wll be
descri bed ¥oh 0¥ é‘%‘ﬁ&gt LACTIROIPEY, W1 hereinafter be uséd interchangpabht ahenof

di al i ng syst eprin&as POp 1% dbhéds Lo ] : send a | ong

di stance facsim Iré ig t hat t%@ﬁsu: @'?.i%eg@“é‘?’*é?’? %ls%‘g%@nhunber 25 every
time or sinply presses a preprogrammed speed-dial button to initiate the

transm ssion. Consequently, the requirenent of dialing |ong distance

i ndi cators, count r YN dRQRE dnsianges,  the coprretion of KM 28010 FPOPH4 wesldi nat i on

¢ o | e e her, i . n bi | ¢

ooy o T estBlished SVer LoithiRicabir ifey 36 whic*bmpfbys o cBventionai 1 °
15 telephone line operating on a PSTN. Using this type of communication, the

-

facsimile transmission to FPOP 14 would be typically transmitted as an analog

signal in a conventional manner.

| Typically the predetermined number and FPOP 14 location are
20 assigned to the subscriber upon subscription to the service. The decision of
which of the plurality of FPOPs 14 the subscriber will connect with is
determined by system 10 and is typically based on, but not limited to,
geographic proximity to the subscriber. However, in many situations, especially
during the initial deployment of system 10 on a worldwide scale, the closest
25 FPOP 14 may also involve a long distance call, the cost of which, the subscriber
absorbs. To alleviate this concern and make the presént_ system more attractive
as a low cost alternative for long distance facsimile transmission, the subscriber

may be provided with the number of a call back service.

14
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PCT/ CA97/ 00342 For the purposes of this discussion, the
plurality of POPs 14 can be characterized and described with respect to
three functi gp@brdepd2es Whi ch they are capabl e of assum rQT/dapz@8d2ng on
their relationship to a given facsi mle transm ssion. Specificall y, t he

I nol i d
Ezrwhingho%cleisvggtg fgf:go% %;ga‘@ﬁql %g&g?&f (%l‘r:évavagr:%M gg %rougﬁasystem
10; Intermedi g% P@B.dan?@%\am It FPOP 1, Gaylfiot be coshéfFderivé iirawsast via t he

routing path facSimle transm ssion and acts as a repeater; and,
Desti nati on Pmmmatmm“éoemmg tﬁé]éoﬂvbmbnallappmache Thercall-back sérvicat i on

in the routing path prior to transmtting the facsimle to RFM 34. The 10
above defined @Wﬁs&lwwm MoKk eQst ﬁﬁfﬁ%‘fe BRORskilacatien en shyemnlQ, with

r ef er enci ng in

o st | necaneaent i B8 RaRdoRi shGrOREIEblort  Th b ABHIANS the g
establ i shed ov@irviee Wikt féredreQn, Igdﬂ&ﬁeﬁﬁls%ﬂxﬁ&se'mie%ﬂ-lﬁcﬁQ&Wﬁi&tm&ﬂédllslf’

t el ephone line operating on a PSTN. Using this type of comnunication, the
facsimile tranthei sibseriber batlPop etaploying dhd mast post zlffegtive mmmgtfoeaheamlhn
anal og signal i.n a copventional mapner. 1y

the predeternm Qaee thespbscriber agswars the qall they dhentransmitshe fagsimils to FB@P

subscri ber upop, su LVi Th S 0

the plurality g? %ég é’%&*@%e%ﬁé@?r |Sl§ ‘&%Pc gﬂ‘%gclb \krﬁ%?ﬂ f°§ telep\ﬁ,gmc
determ ned jy &ofifnfifficaforrWithinSthe XBUMAY hde MBFEELsHY thittplabiig d loﬂFtdiﬂaﬁdé
geographic proxinmty to the subscriber. However, in many Sit i ons
especial ly ca'lhfromg%\hé’orh Gltyatb achity|in Japant 'errdy;m, ermasbbcpr(ﬂnbmw: fwi de
scal e, the closesi 2!

| [ | d I 1 h
cost of which, 3 SRRSCE S&B} pééfa 13538:8' gﬁ%ﬁ#&%ﬁf#ﬁ}g%@ﬁ?@w;ng
make Lhe Presefie i fF HRGRie! %rn?ec 1o¥et%hFP01=af4 focftlf %8 eﬂxﬁ@@n?u(g%@ for

| ong dlstance Ssion e subscri I'ded
\i\ﬂ4t h the nunbepreégbntly,Cihk! cheasdst gy distince rates in the world are for calls placed
15 through the United States. Therefore this may be the most cost effective
solution for the call-back service to route the call via a POP 14 located in New

York city.

It 'is further contemplated that other types of input means (SFMs

20 28) are useful as a means of establishing a communicatidn connection with
system 10. For example, in one situation, where a subscriber does not
personally possess a facsimile machine, it is contemplated that the subscriber
could physically bring, mail or deliver the facsixflﬂe to a sending location such

as a retail type kiosk or similar arrangement. The kiosk would be set-up to

25 electronically convey the facsimile to system 10.: Sucb electronic conveyance
could include a scanning means whereby tye facsi;nfle 1s electronically scanned

into a computing means and then converted into :fa text digital format by a

conversion technique such as Optical Characte__:i; Récbgnition (OCR). Such

15
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PCT/ CA97/ 00342 For exanple, in sone situations where SFM
28 is |l ocated geographically distant from FPOP 14, it nmay not be cost
effective tQubbanse t Vvia conmmuni cation |ines 30 usingplhe GaRysnt i onal
approach. The call-back service connects directly the noSt cos

effective FPOP 14 location on system 10 with 5 respect to the geographic
subscri ber | §eanning) anth@CRechniques arel well tknownain theaak and wiHr notche wai t S

Subsor ber DA TAGIFAG ThENHEoTD e MbOMAS Db oges 68 SENE cal ||
Once th b ' LS., the f imle t
Fop | 14, 2RSeVEL, BREHE! B peRefiPorampls N ZBTs HRRE Fuadyq SR End | 1

tel ephoni ¢ 1GviRe¢iLihe aREF Qs Y PhyScIie sélfe! facsiffile " eAGaK Yo &g P! aci ng
a long di stance call fromNew York Gty to a city in Japan. Therefore,

it may be Hr systemtiOy eltivfurther contemplated that such afsarkangemienté¢ould be usefotl a | ong
di st ance facsi(r]iele to Eur.ope to . first send ,the facsinmle to the closest

FPOP 14 | ocaf®d®§Sncorgmerst COupdrics, or in conpirigsnwhere SHM apd/@scdFM ong

di st t J . { th | t.ed _
St at o5, Ther SPAPE dra hot SomitoRiace” Piftheriucp WP kigRk Aslbfiiere dBuid g O ¢ o
cal | -back seficemedts frandiisdshwherein the franchiée? 4ht GaBi@hel AndHe Jong YOT K
city. It is further contenplated that ot Rer type% of

i nput neans (iskavce facsiajle sexyicesisisold tstha geperakpubilicowithinitithé requirement
communi catjon _connection with syst 10. For exanple, in one situation,
where a sﬁjgsg?’? ‘3'&“885 Gogpany) t%@é@ﬁi& Wgﬁfs@e@ssyateﬂh&i mle machine, it

is contenpl ated that the subscriber could physically bring, mail or
deliver the facsimle to a sending | ocation such as a retail type kiosk
or simlar arrangement AnTdierkdtvekarvangetheBEof tis situdtionAvoilld afet doOfirthert | Y
convey the facsimle to system10. Such el ectronic conveyance coul d

i ncl ude a sc®heVide ardkasimile deesiyinghaervige sviaiancRFM @delncatedi atatheykisslanned
I nto a conputing neans .then converted,into,a. text digl format by a
conver si on t@fﬁi\‘ﬂg?fﬂﬁns Escaéﬁt‘ﬁsgﬁe@ﬂi&%ef%vﬂdmgﬂ?ﬁl‘tw ?J&fﬁ%’ ch

15 15 number to subscribers wishing to send long distance facsimiles to the user. The

user would then retrieve the facsimile at a later time subject to a fee.

Other means of conveying the facsimile to system 10 would include
replacing SFM 28 with an electronic forwarding. means such as an e-mail or
20 internet type arrangement. In this situation, the subscriber e-mails or
electronically forwards the facsimile to the system. One advantage to this type -
of arrangement is that the documents are in a digital format prior to transmission
to a predetermined FPOP 14, The advantage is that while conventional PSTN
facsimile transmissions are analog and. publicly accessible and therefore
25 unsecure, a digital transmission can be encrypted for security. As a subscriber,
system 10 could provide encryption software, as an add-in to the subscribers e-
mail software, and an encoding key. Once the digital transmission is received

by FPOP 14, the facsimile transmission is decrypted with a decryption key

16
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PCT/ CA97/ 00342 scanni ng and OCR techni ques are well known in the art
and will not be described in any detail. In another form the kiosk
could sinply hﬂﬁﬁHﬂﬁza” SFM 28 device, wherein the preserfcidiBiiaz SFM
28 is renote relatrve to a user and wherein the user has to physically
send the facsimle to the kiosk to access 5 system 10. It is further

cont enpl at ed tcRERESRAREINEO the eraryptinirkeyqyovided o (e splacriber. Each subscriber
commerci alizeq countries or in countries where SFM ol..DFEM evi ces
oAt omoas i Bhiaug erBhyatn B inacHas e £ PR FeBlinctian Nugtber
licensed as fr, ' el | IS the subscriber and the

| ong distégggp?§§§pﬁ?ﬁ@&g§?é?%éaPgmgg# 0 the general public wthout
the requirenment 10 for the user (or conmpany) to personally subscribe to

system 10. An al ternative arrangenent of this situation
woul d be to53further Ip fershercsitiationssitrmay be aduantagegus 40 install FPOPabd RFM 34

I ted at the, Ki ’ t. | hi .Ih . | d id
ocated ot L0, 0058 o wBSCIRISR a by e SHEC i e S Bl O
di st f g . 1 Eil t

st ance 12651 a4y i by e Cformiont Bbre Bl S HEIIE

conveyi ng t he tfagfitied frofmonse/ Rcationléachbiisihes@dy A this cdsePtafinuaicatidh 28
with an el ectronic forwarding neans such as an e-mail or 20 internet type
arrangenent . lings B@iconrscting to BROPt Idemay, be facilisated ariava private branch exchange

| ect ' I the f ilmle to the., t d t to thi
fype | oOa PR eREn & ST MO IR Lot o TROE £ GO De; BREF pri or
to transmissi Qnnected Qyith A BEGAlTsI06 WiRe Fsiniles & veé}hgg&n;)gebrwg&ym' le

conventional PSTN facsimle transm ssions are anal og a

accessi bl e andonipanersooperatingioesrcalecal areli getwalrk (LAN)YT $acating: FRQPe 14
encrypted for security, As a_subscriber, system 10 coul d provide

encryption sofWikina businegsinsiifytiomas an logally conneeted sompenent to a systesf t war e,
d di ng key. .. Qace the digital tr. i SSi.on i i ved. by FPOP
Th The Tacs: IR, marmbnile et hbtesd prd iAo apiftbnaCad 3Het 7 inpeased

16 15 facsimile security. This is due to the fact that the facsimiles are received by

system 10 without being communicated via conventional PSTN which are not
secure lines and are publicly accessible. However, system 10 provides
encryption security for the subscriber throughout the routing from FPOP 14 to
DPOP 14. The method of encrypting facsimile transmissions will be described
20 in greater detail below. Furthermore, if POP 14 is located within a business
institution, the POP further acts as a local DPOP for incoming facsimile
transmissions prior to routing internally via the facsimile server or local
department or central services RFMs 34, Once again, as the final transmission
between DPOP 14 and RFM 34 is internal to the business organization, facsimile
25 security is enhanced.

- POP CONFIGURATION
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PCT/ CA97/ 00342 corresponding to the encryption key provided to the
subscri ber. Each subscri ber has a uni que encryption key anal ogous to a
Personal Identi ; iscat i on Nunber (PIN) enployed with respect to banking

cards. 5 WO 97/46002 In further situations it may be HdVeM28¥ous to
install FPOP 14 "l ocally" to a subscriber group as may be the case with

large institutions sudFigure 2 imstiftek the hativhie coinpUnehB BSoctAEP Wit drigns Wher e
t housands of facsimle pages are transmtted fromone | ocation each

busi ness dayPOFh14 KFEOP3 JBOP: HHROR) sdi¢hoforms a compenedw of systemt 1hg A FPOP
14 may be facititat.ed, vi.a a ' e branch exchange .10 _.(PBX) .system or

sinply inter H’chabﬁolﬂgh? F’r%l&’l[g%& §3n%a@y ﬁ%mPﬂﬁshgpa“ °f§’ B th a
facsimle se § ; e n 0, SQRALs: GRAMysers
operating ovggf’éoﬂgpalg%gzé{r@'%rgsa% L p%&cé?t%m WEgap, me w?l%’hi n a

busi ness i51s112'uindapaisofanodens banks 1A6[116! m_w?mmrtﬁoni-me&‘iﬁﬁfﬁé, POR em
or LAN facsimle server system provides the additional advantage of
i ncreased 1514 dxdesigned asectislly rgdundant systen iwhercintifiend eamparneat failse the

facsimles are recei,ved b system 10 w t hout i 0 icated via
convent i onal SPESRORAME, f?ﬂ\{'é‘dmh dmpo%“'é‘& JrESS| PYRYS gﬁapeg?‘ﬁy gggmaé‘a are
accessi bl e. E@ﬁg 4 y§8 S e ' e [ Ly t he
subscriber thro gﬁ%‘ﬁ? S‘?ﬁ%ﬁ%%?ﬁégé) rom L%&elﬁtﬁ%bag%éﬁﬁ%}‘%h@aﬁet hod
of encrypti ngedundaitToimpohems take Sveoos-the-fly withoatahe réquédmeat ofMreBoGraige
detail below Furthernore, if POP 14 is |ocated within a business

i nstitutith, therpnticeoPOR,r AR ds theage withampssprpcespioe systems ntherweakestdinkl i | e

transm ssions prior. to routing internally via the facsipile server or |ocal

depart ment of® &QP‘ﬁaﬁlXI 'Bg é’Px‘?’.‘?Eé@"ﬁ%mﬁ'Xﬂ.“%}’vc‘@“aﬁéf“ﬁ,‘° ﬁe ﬁ?&ﬁﬁlﬂ y one

{ransm SSi oNipqepeRRhYBEHEPRRRcAfs VaslaBIEM &4 votld pess

or gani zat i on,ln feggsi mile 55 ser?:uri ty |as enhanceé‘.ﬂéE‘Sljﬁlmttti‘i’é@%%(g?lé?ii RATI ON
in the art, a conventional back-up power unit (not shown) can be included as a

component of POP 14 to alleviate a processing failure due to a powér
15 interruption. While the hardware configuration shown depicts a fully redundant
system, it may not always be necessary to provide such fully redundant
components. Furthermore, POP 14 would still be operational if all or some of

the redundant components are eliminated from the design.

20 Processing means 104,104' can be any suitable computer however,
the present inventors have determined that a computing means employing a
UNIX operating system such as a Digital Equipmeni Corporation (DEC)
Alpha™ mini computer or a Sun Microsystems Corporation SPARC™ computer
is preferable. As would be apparent to those of skill in the art, monitors

25 108,108' can be any suitable display means which are connectable and

compatible to processing means 104, 104'.

With respect to the communication aspect of POP 14,
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17 WD 97/ 46002

PCT/ CA97/ 00342 Figure 2 illustrates the hardware
conponents associated with one POP 14 (FPOP, |POP, DPOP) which forns a
conponent of we)eslaguer 10. As indicated in the Figure, PORdricgososuazl |y
conprises, a pair of processing neans 104, 104", a pair of termnals

108, 108', a pair of. communic %&o reans lélz, 5 112' and Pair of nodem
banks 116, 11 GommRisatiog seans 1213 presrably GamPrispepy sultable et sUCh Bhed as a
full dund t hiZfal i :

ully redundgihygys déﬂ V‘%gﬁﬁhﬁ‘fab{ur@;‘@ o "S‘if@l%n{sa' C‘iﬁﬂhﬂﬁxﬁ%n%na means

correspondi ng redun nponen s over. Preferably war e

conmponent s whijQht 120 &R érfifloféd fok4rankmissivhtof HERP dita TomPeRigNHe fAdimile
redundant conponents take over on-the-fly wi thout the requirenent of
reboot i ng 10 andaelatedidata RGRbsequentsIPORs 1dcand DPOR Idoda VRN d8s STypicadlyst ens,

N SNSRI (RCY MR I VP
ld b e of. | bRt , ' k-
voul e, 2003 Gherbed el b OB Iadt Bt S S GRhedoCk 10

alleviate a prgsareisNd2f ailtusml sdedicited coBMWMRtiod> i Nnterruption. Wiile the
har dwar e confi guration shown depicts a fully redundant system it may

not al ways be necessary to provide such fully redundant conmponents.
Furthernmore, POP 14 woul d still be operational i Il or me o t he
redundant conponent s aki?%ﬁh'ﬁﬁmrgmt%%maéé&gﬁz wogé,:fge conftlgured
Processi ”%”%”%uﬁﬁ&t 194 Yiﬁ@”.s&%ﬁ}%a@gé@%@%ﬁg{w ﬁfodggv‘ﬁ)’aﬁ%agllengfog the

pr esent i nventors®have determ ne nmeans enp

UNI X oper at i ngpiihieaticn Wita VRN Qi tial effsty] e hioreonanahicaiod Bides
Al phal[err] mni conputer or a Sun M crosystens Corporation SPARC] err]

conput er suppontest ey edseunicatiowareansold 2925 RADE 22 willd baveohowkoptions n t he
art, nonitors 2 08 %08' can .be nryf sui éabl e, di i@rl % neans whi ;;h are
connect abl e Y@ ble ¥ ‘?Pp&??‘ﬁ’éngégfp HSUULe ToutRE, 4 MOk gost eff ecnve.

routing and/or most timely routing available. For example, the type of

15 communication route available could include, conventional PSTN, dedicated

PSTN lines, ISDN lines, dedicated T1 or T3 lines, satellite communication, etc.

Modem banks 116,116' each comprise a plurality of modems and

is sized to accommodate the number of PSTN communication lines 30,38

20 (telephone lines) required by POP 14. The present preferred arrangement is for
modem banks 116,116' are modem cards such as those manufactured by Brook
trout, model number TR114. The present inventors have determined that an
average size POP 14 would require the attachment of approximately 100
communication lines 30,38. This number of lines is a sufficient number of

25 communication paths for SFMs 26 and RFMs 34 to substantially eliminate the
chances of a subscriber experiencing busy signals or system delays. However,
traffic requirements depend on population, success or popularity of the service

and geographic location. Therefore, the sizing of communication lines 30,38
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Wth respect to the comruni cation aspect of POP 14,
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PCT/ CA97/ 00342 comuni cati on neans 112,112' preferably conprise any
sui tabl e router such as Model # 2501 as manuf actured by c&écs@ tens.
Conmuni cat i W ME9% 112, 112' are enpl oyed for transni sSOND |gi t al
data conprising the facsimle and rel ated data to subsequent |POPs 14
and DPCP 14 ghoaldb¥\dét8rmifigd basellon, thé loaduiequisernems experiencel by esch POP
conmmuni cat i nﬁ4\_/vi th a E)acket-transfer net wor k. Fur t her nor e,

comuni cat i off Bdividedlpor 14 and RADB 22 is acconpli shed via routers
112, 112' and a dedi cated connecti on. Pref erably,

comuni cation neans 112,112' would be configured 10 to support a w de

sel ection of comruni cqt is%%t?ﬂ@hieﬁ% S\hﬂfe iﬂé‘{*}},ﬁ'ﬁﬁ%@"b (%%Mft h VPN

18. In effect, the nore conmmuni cation mnmo ni cation

nmeans 112,511Rigurd3DR giitabld for'ROP 1P hardipdreifucture ig\defud Fbe the fitial
optim zing the facsimle routing for the nost cost effective routing

and/ or nost tonstgtien and gployment of systemr 1Q,xtheslescribadestrucpareds capital
comruni cati on route avai labl e ftOUI d i'??&,liug)e conv g&tﬁal PSTN, dedi cat ed
PSTN |ines, IDé&R¥Ive; hEReTefprg; as,it i repsonable-to psspme. Qyment of s¥$tFMcat i on,

etc. ek . : m%m is rahpt y of
nodens and 10 o??%??ééw?g%ggcomg%lg@lﬁgmﬁg%gr 0 %éiﬁl@%%h?@gtion
lines 30, 38 PAcilébeasom dés aﬁQqﬂigledltégtaﬁﬂﬁnﬂt‘buiﬂhﬁeﬁtﬁé‘?igﬁ)rcﬂfsef erred
arrangenent is for nodem banks 116,116 are nodem cards such as those

manuf act Uk demijromeatal conditiprs, It is ferghar contemplatgdahaya distribusededeaf) PORvent or s
have determ ped that an average size POP, 14 uld require the

at t achnent opfﬁtﬁ'b‘fl}% i Sid.pe e yedto EBWW%_FB%WCHQE”B#%%‘?XWI%’ number
of lines is f beai&n e SITEd Hefmdle t f M,26 and
RFMs 34 to suogglfgml:)%lﬁ ;1/lg’ll1?§n' Eg?g tgﬁe16 cr}ﬁglﬁszéegpo ﬁéﬁggggﬁﬁer

experi enci ngl@4,494 saghedmmunicasesvia i dbdicayeti conmeetionr., This situation may be

viable where the closest POP 14 to a subscriber base is located in a different

15 area code requiring the subscriber base to place long distance calls to access
POP 14. In this case, modem banks 116,116' could be located within the
subscriber base area code to eliminate the requirement of placing a long distance

call in order to access system 10.

20 ROUTING/AUTHORIZATION DATABASE

RADB 22 is a processing means which provides all of the routing
and authorization of facsimile traffic operating across system 10. In the present
embodiment one RADB 22 is provided which communicates with each of the

25 phurality of POPs 14 on the system. However, it is contemplated that in through
expansion of system 10 to a worldwide facsimile network, a network of RADBs
22 may be established to handle the increased routing and scheduling

requirements. In this situation, a discreet number of POPs 14 will communicate
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traffic requirenents depend on popul ati on, success or popularity of the

service and geographic location. Therefore, the sizing of comunication
i nes 30, 38 19 WO

97/ 46002 0342
shoul d be det &On?.'r'f‘é; 2based on the | oad requirenents experi eng)@e y é{’i@h POP
14 individually. It is further contenplated that while
initially, the direnfly tpuon preassigned RADB 22 IR is furthei cotémplated thaPgivenithe dwar e
structure is useful for _the init]al caonstruyction and_depl oynment of
system 10, t he PAesRt joorfigusation (of system dQoshowyn in FlgWFethNSB mavobe, as

it is reasonabl ment _.of . 0 I
scal e could eascl8 F@Q‘#fggég ggqugé%ggﬁ{t%%ﬁ%fn%ﬁlsafﬁfh%?lh %sr%l,b%%&ﬁx lae_sgélcgl?(goul d
be custom desi PP 13Sindraén@! greldtit e8P ster TaflureUhthe EPer MW Makfast@iopus 10
environmental conditions. It is further” contenplated that a distributed

(leaf) POP 5 The method ofischedulinglardearbityating facsimilesowil beadescribed mugreaerr

area. For exanp] e, nodem banks 116, 116" could be | ocated renpte of the
processi ng mead$tail belawa 104’ and cormmuni cate via a dedi cated connecti on.
This situation may be vi abl e where the closest POP 14 to a subscri ber

base is located in a different 15 area code requiring the subscriber base

to place long distance cahlstehfatiof aAaAgement SERAHB 22N wédld be 46 S8pariRIRE
banks 116, 116' could be |located within the subscri ber base ‘area code to

el i mi nate the nejic handding requirementstg axcommypicitiondmbend to resehve therfumctden t o
access syst 381 %’g 0] I NG AUTHORI éATI .DATABASE

RADB 22 is d0pofBAD Bakolyouting 3nd SFRRAIIBET of the routing and
aut hori zation of facsimle traffic operating across system10. In the

pr esent

BILLING AND FINANCIAL DATABASE

Billing and financial database 24 is a processing means which largely
15 handles the business management aspects of systemn 10. For example, facsimile -
routing policy objects, routing rate information, service policy objects, customer
billing, subscriber contracts, and administrative POP 14 management functions
are managed by BFDB 24. As an example of the functionality of BFDB,
Appendix A illustrates a plurality of data entities and the relationship
20 therebetween, which may be included in BFDB 24. As should be apparent to
those of skill in the art, the present invention is in no way limited to the data
entities depicted in Appendix A as entities may be added or removed depending
on the management structure and availability of resources of system 10.
Appendix B is a glossary describing the functionality of each of the data entities
25 described graphically in Appendix A.

SIGNALING MEANS
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enbodi ment one RADB 22 is provided which conmmuni cates with each of the 25
plurality of POPs 14 on the system However, it is contenplated that in

t hr ough expansi on of system 10 to a worl dwi de facsinm|le network, a

net wor k of RADBs 22 may be established to handle the increased rout| ng
and schedul i W§9"8% equirements. In this situation, a di scri&CAGNIE?

POPs 14 wi Il conmuni cate 20

WO 97/ 46002 One requirement of the subscriber usin Dé s stem 10 is that each

PCT/ CA97/ 00342 directly to one preassigned RA is further

cont enpl at ed tfmm§¢ \eansmiited be agequpanied dyfa gxgnahng)ml@hssy'ﬁhemghﬁlmgmm in
Figure 1, RADB 2 confiqured . as undant systemsiml ar
to that descr |%e@85 \M“i/lﬁatF%EOpg'éfe“? abg“ plupatty i’g “?‘Jé ; 4% tar 1sp rbé!\ﬁg?lﬁy%t%‘?al

S e o i Endifiding ouf H6F linfited YT Bafa MiEh 31 the BTG GLPEM 3L |

and arbitrati dseried eat el ow.
An al t er nat ﬁvera@smﬁ@mrmion@f adthbBzatidnVsuded ab& a&xﬁlrﬁét&af\ét iBfdrifation suéf af fi C
handl i ng requirenments to a comruni cati on hub and to reserve the function 10
of RADB 22 t o 2§ Rscrberridentificgtiom numbers puedefiged destinatidn listlahdoAlPedefibANCI AL

DATABASE Billing and financial database 24 is a processing
neans whi ch |£?‘§EP9°§8°‘HH‘F}H{995 t he busi ness managenent aspects of system
10. For exanple, facsimle routing policy objects, routing rate

i nformati on, service policy objects, custoner billing, subscriber
contracts, and adm ni st With xegpdettd the Mrr&&@ﬁﬂabﬂ&m aged ~
by BFDB 24 As an exanple of the function ?I ty of ntofttﬁe;ﬁ-&éaf‘

i | | ust r at ed0a ipvention, the signalieg means istin dae mqfrwka}emlmﬂsm muﬁﬁated m

t her ebet ween, i ch, ma ded BF 4. As. shoul 0&&1 to
those of skil F18YY ﬁ%ogf a“%“%?"&s‘@ nt 10dise; key pass é%l to
t he data

the facsimile as a leading page, placed ahead of a conventional cover page. As
indicated in the figure, keypage 200 comprises a plurality of data boxes in
which, the subscriber is to enter a plurality of data, as indicated above.
15 Specifically, keypage 200 includes: a dialing digits data box 204; an
authorization code data box 208; a time constraints data box 212; and,
optionally, a known destination list data box; and a known documents data box
(not shown). Further included on keypage 200 is at least one registration means
202 arranged in a predetermined manner proximal the top and bottom edges of
20 keypage 200. The at least one registration means 202 is preferably in the form
of a graphical icon which, in the case of Figure 3, is depicted as a small square.
Registration means 202 is employed to alert system 10 that a facsimile is about
to be received and to indicate the orientation of the keypage in SFM 28.
Orientation of keypage 200 is a significant concern as System 10 requires some
25 means to indicate how the data is to be read by FPOP. 14. For example, should
the subscriber insert keypage 200 into SFM 28 upsidé_ down, FPOP 14 needs to
be informed that the keypage data contained in the plurality of data boxes is to

be read in upside down and backwards and then com:_/grted for interpretation.

22



entities depicted in Appendix A as entities nmay be added or renoved

dependi ng on the managenent structure and availability of resources of
system 10. Appendi x B is a glossary describing the functionality of
each of the d@fe/meort i €S 25 described graphically in Appendpeqi@asreezsa

SI GNALI NG MEANS 21

97/ 46002 . o

PCT/ CA97/ 00342 Key page 200 {urtherginciudes A subscribee identifier neans 29 ng

system 10 is thahti each

. i mi ' d.b ' b
si gnal i ng meansy ﬁ*héséP%‘ﬂaF‘? ﬁ‘é%'rergj vand n‘%?(ﬁaig?%%%@%gﬁg%ga%‘%&eﬁﬁﬁ%m ality

of i nformationsfigr; t | ' st Bt he, t o,
data such as: tzk%g l? g?:@il%deﬁﬁgﬁ%@% B:R){s&ééfﬂ Cibé‘l? ?%ﬁ@nﬁgsgl?ovr#l l(k)lp |Og;hslé
aut hori zati on cobscribenenploying key page 200 N fRorrextinple, keypage 2000may Uhcladé ber

identification nunber, predefined destination |ist and/ or predefined
facsi m | e doéurdargpresenting a time expiry limit\inithe keypaget If systems 19rdetenis that

preferred enbodi nent t he present .10, i.nvention, t signaling nmeans is in
the formof a %W&g}bm ,ex&eiﬁﬁﬁm’ﬁl&dwﬂhmt% e ?ﬁ‘@g @5 t@ﬁs’F‘h‘*S‘QH'
alternative in &l ; u -mgﬁ ' é@? t he
facsimle as a@e%gé ng g?g?ebﬁggggﬂéﬁea osﬁggab%:b%ﬁ\?/%n |%ﬁg%ltogover page. As
i ndicated in the donspared witly pageriz@fort @61¢ i1208Stol dptervitle the Qdlidiat of kaxes in
whi ch, the subscriber is to_ enter a plurality of data, as indicated above.
15 Speci fi cal | pubscsipsnaempiing t-empioy - systemt H0.i ng digits data box 204; an

aut hori zatiqg code data box 208; a tine constraints data box 212; and,
optionally, known destination |ist data box; and a known docunents data

box As indicated in the Figure 3, the plurality of data boxes are

fashioned to resemble a grid and are sized to permit entry of the required length
of data per data item. For example, preferably, dialing digits data box 204,
which contains data representing the destination facsimile number, is sized to

15 accommodate a maximum of a 24 digit number which enables the subscriber to'
accommodate any long distance mumber including country code, area code and |
actual destination number. Therefore, as indicated by the Figure 3, dialing
digits data box 204 would be formatted as a grid 24 columns wide by 14 rows’
in height. As would be apparent to those of skill in the art, the 10 row height

20 is sized to accommodate the digits from 0 through 9 plus the # and * characters,

a ‘pause’ character, and a ‘cancel’ character.
Similarly, if the authorization code is numeric, the authorization
code data box 208 is similarly sized ten rows in height but the number of

25 columns in width will be variable depending on the appropriate length of a

suitable authorization code.

Time constraints data box 212 is provided for the subscriber to
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(not shown). Further included on keypage 200 is at | east one registration
nmeans 202 arranged in a predeterm ned manner proximal the top and
bottom edges of 20 keypage 200. The at |east one registration means 202 is
pr ef erably orm of a graphical icon which, int Fi gure
3, is depi c@c? ngwa smal | square. Regi strati on neans ‘?@@"nﬁ% oyed to
alert system 10 that a facsimle is about to be received and to

i ndi cat e t heinsh¢asetcatyistom 4@ theriéme vygeagy comsidsFaiarsof the facsinidenbeing sentof

il eat e howldaoRstaid 3l s SRRAEACHS raBhb e § mische Sed ip Maickine ”ea”stﬁé

bscrib
o ot orred. PRavorKEARRALaCS ool Shote 20w RaLD HibBeedREP bl REE |0
is to bé forexirémelynagein of prapresiivebpsdatehen wayddows fo Nﬂﬁ@ﬁ Wwerlld or

i nterpretation.
97/ 46002 5 indicate to system 10 that the facsimile is not urgent and is avallmﬂﬂ @O 7/ 00342

K 200 f t b b deptif whi ch,
s shown | n_ RREPIES S4B divety s, oF he%é%r'lsu%ﬁxsée#t?beﬁ%ﬁémgmfaqanhea'nﬁ
210 i's el oyg é&nb@' Gk WpicAly] Ind ReSUShBRAR R SIR eiEnd Bl 1 ©f

t he subscr er enplo y page ex
i ncl ude 5 dgidimilevés eysiérn o (ewbuldebe ¥daled/inl adtord:@be twith Bﬁydb%ﬂed tinhe Syst em
10 detects that keypage 200 has expired, the facsimle will not be

aut hori zed furgemcnnﬁur&mmnre a spemﬁcan@egﬁnmewonmnt permitstsyseeuniGitoned i n
subscri ber . identifier Dafed w th auth rlzatl code 08 to

Geterm nol® nEvaHE RHEY from rerlktine EIRRNT ARSI, YOG BPYADE ot oon
10. 10 allgviate critical %ﬁhédﬂﬂh Bﬁﬁdéﬁn ﬂsegﬁxaﬂ%?ﬁa@ogélﬁﬁn% hiieR! "FH of data

boxes are ioned to rese a gri e sli permt entry of
t he requi r ed niethet of schedlﬂfngcmﬂa:omdmiang thaffiover gystemalOpvitl bepdestribed! v,
dialing digits data box 204, whi ch contains data representing the
destination fmegrsaerndetzilhelew. i s sized to 15 accommpdate a nmeximum of a 24
di git nunber which enables the subscriber to accommodat e any | ong

di st ance nunber including country code, area code and act ual

destinati @§ nunber. Thehehavaitagdof ethlSAhe tePpagk PO0IrRtiEEreBa i§ithitithe
subscriber simply enters the data required by system 10 by means of shading in

(( D} J)

boxes corresponding to the correct alpha-mumeric data. This method is
analogous to bubble card technology developed by IBM however, it provides a
means of conveying data to system 10 which is both easily readable by the
20 subscriber and accurately readable by system 10. The bubble card format
provides the advantage that the user may quickly and easily fill out the required
information on the key page without any special knowledge of data formats as
previously required by several prior-art methods such as bar-coding techniques.

25 An alternative embodiment of keypage 200 is indicated in Figure
3b. In this case, dialing digits data box 204 is designed to resemble a
conventional numeric dialing pad of a telephone. This could be included as an

optional feature to appeal to customers who are not comfortable with the use of
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digits data box 204 would be formatted as a grid 24 colums w de by 14 rows
in height. As would be apparent to those of skill in the art, the 10 row
hei ght 20 is sized to accommpdate the digits fromO through 9 plus the #
a_nd_ * char a??ﬁ@moz a ' pause' char acter, an_d a 'cancel’ cﬁ@/@gmuz
Simlarly, if the authorization code is nuneric, the authorization code
data box 208 is simlarly sized ten rows in hei.gi_ht but the nunber of 25

col ums in w @ohventiochalbwbblertyphdasa engpen doregtaydialing dagpintopthe gonfigwratiom of a

512 Te o ovi 42k Fiire th, 8¢ Subscriber simple strokes a malkilg iARMR Hioughthe °°*

23 .07 . . . e .
oot/ cAo7/ 0034 HEE &%?"(rg’g?ec roximal the desired digif,  If the subscriber makes an eaty | on of
the facsi m | e eb@irnthesstbkcriber sithply strokes i mahating idsh@inear tirowgtethecmkiee f rom |
to 5 may be used in which the data box woul d appear as a 5 colum

si ngl e row fatcolumn 7% indicatesin the figwosil d nar k 5 for extremely urgent or
progressively scale their way down to 1 which would 5 indicate to system
10 that the facsimle is not urgent and is available, for exanple, a
two-day delivery tine. § ' 2ad 1@ RLf in
the sense that typicall g/i gﬁﬁ@ﬂ?ﬁé@ﬂ%ﬂ?&é@%plﬁbgﬁl\;ﬁ[ﬁa%%&ﬁ#lgrwetélgﬁg%%ti ng

their _ f ac sligitdl dostirferst Yorin® Whikh meypbelfilled sstedredlconvetical dART prosedsbr t he
desired tine urgency. Furthernore, a specification of tinme constraint

pernits syst epragramyon iicemasatedagtorfacsimilesoftwareirf 2 sisuilarimannen k& thag of on
dur g peatOoperueiiRgét predefind Eofer it Py SBUIREchokPiRy GRIRES: oo nat i ng
traffic over xampie,lfe'pdpuldtCDEEma Wisx™ softWaf¥ BRIgPIm Kt indhfdePkh

addition whereby, upon selecting the recipient of the facsimile from the

integrated phone book feature, the software would then automatically generate
the appropriate key page which would be placed ahead of the cover page in the
15 facsimile. The standard subscriber data as that previously described with respect
to items 204 through 220, would be transposed onto the key page automatically
prior to each transmission, from data input once from either a set-up window or
on configuration options similar to those already employed with respect to set
up of station ID.
20
Alternatively, when employing a software package such as
facsimile software, a physical representation of keyp’:_;i'ge 200 is not required to
be generated. A dialog box would be employed to pemnt the subscriber to enter
the keypage data which is either converted automaﬁiééily to a DTMF signal or
25 is transmitted ahead of the facsimile as a T.29 binary Bbject in a data packet.
While keypage 200 is preferred as a mearis of signaling system 10
as to an incoming facsimile transmission, there are several alternative signaling

means which may be employed with equal succ§§§'. Specifically, in one
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15 The advant age of enpl oyi ng keypage 200 of Figure 3a is

that the subscri ber sinply enters the data required by system 10 by
means of shading in boxes corresponding to the correct al pha-nuneric
data. This | S anal ogous to bubble card technol o devel oped by
| BM homeverﬁﬁb?%%wgbides a neans of conveying data to S%?F%ﬁﬁ@@ghhich

Is both easily readable by the 20 subscri ber and accurately readabl e by
system 10. Thinstanbé)| @uclatehef signaling may pewmploged bsingduesbmentibhat Dudle user

may qui ckly a,gd egﬁhl_%}fi |1 out the required i nformation on the key
R AT e Gy Nl g s gty oo o S
r . bar - :

Anqal ter na%/i v§ @rﬁ?‘%ﬁ%ﬁtmg{ Lks{e@%g%gr fg i%hY.S}F&ﬁXaﬁ“g"d t?‘g lqg;ywee&lata %y3b. I'n

this case, dimpuftthgdingirequiéd aataoia %%Iegﬁ%%tﬁg%}gi.%ﬁ%gfafbgb% %%@Vﬂ?%ig{‘ﬁded as

conventional nuneric dialing pad of at I's “coul

an opt iSonphorfeamsili typet signglingal to custonmers who are not confortable with
t he use of 24 WO

97/ 46002

PCT/ CA97/ 00342 cony, 1O, I e data.entry. To enter dialing
data into the confi gurar}f'lﬁg#r f}g]:(??%&lﬂaﬁ?é : ?Smcréﬁ‘ﬂﬁlérqeb%?ﬁgy P"étlhst r okes
a mar ki ng i nsgqualeiidcesdisomatlof Migital ideifi¢RionOWhRAPrEyiBELY 'sg@énd};)l@%ldcﬂ’s' red
digit. If the subscriber nmakes an entry error, the subscriber sinply
strokes the nsecurifyy DigitaludentificatiomusyichtasDieedtiinwafd Didlingn(DID)ivasirsiat ed in
the figure, A . It is further contenplated that the key page
coul d be pift thesybseriber gpoun isassigned, adiacks of: dinlum aumbery vwhich ate isduont on a

conventi onal QG lLhc rated iinto tacsimle
software in azwsgl{ e?é@?ﬁcﬁéﬁﬂg?l ?S@ﬁﬁgﬁ‘gﬁk%ﬁnﬁgﬁ T Fagh I ﬁérblmeover
page | i brari esubscrierrgrogls hasteiadvaw 8aiRjae nbftiber withewRiER!tBey 413E FPORUI AT
Delrina Wnfax[err] software program could include an addi ti on wher eby,
upon sel ect i nWheneconthingd with eschisubsdrihes'srauthorizationtcode, a secontidgveltefd phone
book feature, the software, would then automatical l enerate
security is prt\)’\\’re%ded agalilnst unauthor?zed use of the s—y%te%x. For example, if an
15 unauthorized person obtains keypage 200 which has been previously completed
to include the authorization code by a subscriber, it is possible use the
subscriber's authorization code and duplicate keypage 200. In this event,
unauthorized use of the system is possible resulting in a subscriber being billed
for facsimiles they didn't send. However by employing the. DID scheme, the
20 unauthorized user would have to call FPOP 14 by dialing the assigned DID

number or system 10 would not accept the facsimile.

Other types of signaling means: ‘could include: handwritten

signaling wherein a subscriber handwrites the dataﬁahd POP 14 is provided with

25 software for identifying and converting handwritten text to digital data; typed
keypage signaling wherein a subscriber types vja a typewriter or word
processing the data required on keypage 200, thenPOP 14 employs OCR or

optical character recognition to convert the keypégc data into digital data; and
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t he appropriate key page which woul d be placed ahead of the cover page in
the 15 facsimle. The standard subscri ber data as that previously described
Wi th respect to itens 204 through 220, would be transposed onto the key
page automati GdiMesez Prior to each transm ssion, from dat gpdpi@itheeise
fromeither a set-up w ndow or on configuration options simlar to
those already enployed with respect to set up of station ID 20

Al ternativel y, veibahsignalingywherein asbserihes t¢llsdRQ d 4dbe required infofmatiimaride

software, a physical representation of keypage 200 is not reguired to
be gener at ed. ﬁﬁngeé*x HSFGEJQC%WI‘%‘% I‘%gﬁaﬁ}yﬁgﬁ%mﬂeﬂ Fadig gsfr@ﬁ“%r to
ent er t he keypage data which is either converted automatically to a

DTMF signal or 25 is transmtted ahead of the facsimle as a T.29 binary

object in a data packet.More sophisticated signalifii inearscyoudd énclde dizital fledfar €d as
a nmeans of signaling system 10 as to an incomng facsimle

transni ssi ond Wheredn a;subsesiber eompletes akeypage an-limexviaragpersonabtypescomputér nay

be enployed W Do B LShIRE °F Shoddth “connédtion with' BOF 14.  Alternatively, an

PCT/ CA97/ 00342 interactivd g&g% “{eﬁtﬁ 5 i Q(l i ng
the conventi ongI‘ erl%ﬁél §itgﬂ Tone P?J-ngpgeqﬁﬂel%@ B@%yéﬁ%c%%%gdofﬁ
standard. In titernenwebipage of 4n e-mail formowhizhis dedctradifditted 0POPridogioncoul d
physically enter the key i nput ti the required data via a

age data bﬁ o tin
t el ephone” keyp&emalesiopfithe keypagey ehadsimile PaSGWm&éxm be trapsmigied raalanng.
Anot her type,of. si.gnalin ans whi ch, coul d be enpl oyed with equal
success is a?tt%ﬁhﬂlﬁ“@h %Cq&agm‘?ﬁcﬁg’t‘g‘(ﬁ%ﬁ'ch provi des a second | evel of
security. Digital identification, such as Direct Inward D aling (D D)
wherein 10 the subscriber group is assigned a block of dial-in nunbers

which are in turn, aAs previouislydindieated | elchl POR 19 6 fesponsible & Reéiving
Therefore, each nmenmber in the subscriber group has their own uni que
nunber with V\hﬂ@ﬁags{\@ye §ent byrthesubsgriber using SFM 28 and transmitting the facsimile

to DFM 34. As shown in Figure 2, the function of each POP 14 is not limited

15 to the tasks of receiving and transmitting facsimiles.

The process of sending long distance facsimile in accordance with
the presently described embodiment of the present invention is illustrated in
Figures 4 and 5. As indicated in Figure 4, the procéss for sending long distance

20 facsimile with respect to the subscribers are indicated generally at 300. This
process assumes, however, that the user has subscribed to the service and has
entered into a contract arrangement with the prbvidérs of system-10. It is
contemplated that in subscribing to a system 10, the subscriber has a plurality
of options available to them including selecting their appropriate custom billing

25 and customize keypage options which will depend on the nature of the
organization. The details of these options will be dg_s_cribed in greater detail

below.
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When conbi ned with each subscriber's authorization code, a second | evel of
security is provided against unauthorized use of the system For exanple,
if an 15 unaut horized person obtains keypage 200 which has been previously
conpl et ed to include the authorization code by a subscriber it is
possi bl e uséwpﬁg”ﬂmg subscri ber's authorization code and ddﬁpwegp@“¥éypage
200. In this event, unaut hori zed use of the systemis possible

resulting in a subscri bfhe hmctignabréspenkibility SARADECH 4rid BEDByin¢éldfios send.
However by enploying the DI D schene, the 20 unauthorized user would have to

cal | FPOP 14 £ datafiomnireygh systanyABds Diustrated inJrigare 4r fw ibofigwre) d not
he f Ty . t s of si,gpaling nmeans
accent, (e 2SolBhl: eeperplty soverns sooting 0 A BE lnemibbe SR e
the data and PPOH{Y hid/Bf mm.w&n%gmabweﬁp@ﬁw SEPOPS Y4 AheRiRfls
converting handwitten text to digital data; type eypage signal i ng

wherein a shbasai BBOP| ywesvay eomingysnevaitherizationvérntinunicatiord kesstablizhédie dat a
requi red on keypage 200. then POP 14 enpl oys OCR or: opti cal character
recogni tion t 9D RADBR ascipdicgiedchy theidoubledhegded arrowt betweeni FPOP 14

I%gT/ CA97/ oo:),4\é¥’)d fe 3@3}% function, The renting function (f RAPER.22 isoptimizep fou t he

required info ' [ [ {“k%g ' | oyed
to convert t ogg?éé’i ?Ig} a?g?%?\.m%@ figuté’’ & rofiing Be r eﬁgiggm?ﬂ% gﬁ

si gnal i ng neaDPQBis deterntihediey thigrdutihg lfatbuel n. Furthermore, theSulisd fudefion

conpl etes ke e aon-line via a personal type conputer upon

es {rgm i shi ﬁ% 8%@%3%%@8% Butpg nelioypnstouctions EognBFRE 34. ke routing

nter not web BERGY BReGRRBPZ R 24 T opERIzeY 6% Siefbis i anEo s BV et 24 "
upon compbetriRy vaked BF al¥SYabRo ?esoﬁrg‘.‘éﬁ,'emdiﬁbfé%ﬁgpgf)fﬂné c#f'(;&riﬂﬁzﬁﬁ cost

transmtted as an 10 attachnment to t ypage in Ita
considerations. Therefore, the routing optimization of RADB 22 is governed by

-
povd

the routing policies BFDB 24. When the routing policy changes, the routing
15 function of RADB 22 is adjusted accordingly. RADB 22 further forwards
database records generated for each facsimile transmission based on the
subscriber identification and authorization and call details to a call details
records component of BFDB 24. These records are, in turn, in communication
with a billing/service policy object. The billing/service policy object of BFDB
20 24 is a policy object which identifies a basic rule structure to govern billing
procedures and/or custom billing options if requested by the subscriber,
subscriber authorization cbdes and customized subscriber security features. A
feedback mechanism is also included as a service component of BFDB 24 and
provides feedback to the service policy component. This enables the feedback
25 to adjust the service policy to better iden;ify the needs of the customers and/or
subscribers. While it is contemplated that the routixig policy object would be
governed by an expert system, the billing/service policy object could, in fact,

be a manual method but is nonetheless provided as an interface for adjusting the

28



As previously indicated, each POP 14 is responsible for receiving t he
facsimle sent by the subscriber using SFM 28 and transmtting the

facsimle to DFM 34. As shown in Figure 2, the function of each POP 14
is not |im teﬁm]g';“k pthe tasks of receiving and transm tti ngpddEsdrithiaes-
The process of sending |ong distance facsimle in accordance with t he

presently descri bed %ﬁBOdi ment ?}fOFﬁt he present invention is illustrated in
Figures 4 and STVIRE RONGY Of s¥stern ] Ofoy gphanced PEEfORMARCss s f or sendi ng | ong

di stance 20 facsimle with respect to the subscribers are indicated

generally at 300. This process assunes, however, that the user has
subscri bed to PROCESSi ce and has entered into a contract arrangenent
with the providers of system 10. It is contenplated that in

subscribing to a systemTlg process ofgransmittingas long|distandet facsimileofronpta ons
2nd cust om 2% REFGHEG R SOHIMGR B MRRPS CHEBERYIE SYSIR At fecsped it
organi zation. Higedit Fdute 3Tank HtfiCatb bty e J00Priik At 4B th idn @RS

WO 97/ 46002  a facsimile via system 10 is for the subscriber to prepare_keyPage 200 b
PCT/ CA97/ 00342 The functional responsibility of RADB .22

and BFDB 24 i ncempletingthe required dlatanfields, as iprexigusty Wesaribedqbloski 304)s tThet ed i n
Figure 4. As shgwn.in figure, 22 general ly governs routing of all
facsimle t ran§‘?ﬂs§§€’?frféc'géﬁ€ééﬁypag§%@alfg's%\ﬁ’ﬂﬁed’tf%ﬁ&’;@ﬂ? apgh dpseEp theone of
the plurali . ' ' _
aut hori zat i %)(yn g%cnlﬁtqur?lftéé@l %FE'MIC? gﬁslt6 %’%?Pgﬁe?‘ﬁﬁ%%p@%‘%@ﬁfﬁﬁ%ﬂa@%& cated
by the doubl e- bashed0 via ar0assizatd BPPOPFROPTR¢ assignment 8f FPOP! 1dUbiashrfictiadt | on.

The routing function of RADB 22 is optim zed for
subscriber is dependent on a number of factors. These factors include

geographical relationship and/or telephone long distance cost considerations as
previously described. Furthermore, in some instances, when the subscriber

15 wishes to use system 10 but is not in a location proximal to the assigned FPOP

| 14, it is contemplated that the subscriber would be able to call into a information

line which will provide them with the facsimile number of the closest FPOP 14.

20 At biock 316, FPOP 14 answers the incoming subscriber call and
receives the facsimile into the system. As would be apparent to one of skill in
the art, as the facsimile is received into FPOP 14, it is converted from the
conventional analog facsimile protocol employed into a digital data stream. As
FPOP 14 identifies keypage 200 as the first page of the facsimile by identifying

25 registration means 202 (block 317). If a keypage is not identified, FPOP 14
terminates the transmission and/or sends an error report back to subscriber SFM
26 if the subscriber facsimile number can be determined from the telephonic

connection (block 318). If the keypage was identified, the process moves to
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speed and as shown in the figure, the routing between an FPOP, |POP and
DPOP is determned by this routing function. Furthernore, the routing
function 10 of RADB 22 receives routing policy instructions from BFDB 24.

The routing olicy function of a BFDB 24 is optim zed |s and
i s gover nedMRP74 E‘E‘é of rules based on avail abl e reso%‘?l[é‘é‘gﬁ va| | abl e
routing, tinme of day and cost consi derations. Therefore, the routing

opt i ni zat i on bidckR2DBvIRe IFPQRO V4 sepatates/keypagd D@0 front the agsivhilesi As vidullB 24.
When the routing policy chang‘ t he routing 15 function of RADB 22 is
adj ust ed acc&F APRYEY toroneiKilk i the art, faarxwxfy;auon “E&B&Bd!ﬁédﬁ@m’é@

Paont 111 cat | G SRR Revpase: 20 VAR08 FifredEORing Tudsuile o A E@pﬁ i

records conpgpesp 14 @E,% %fata fF Dod cation
with a billi ng/serv?%:se posl c§/a ogﬁzgﬁ%ﬁze bi Iﬁdj % zISd(i:tgtp |cy obj ect of
BFDB 20 245i of shepkdypage pdukecind/\mmmmlmmo systen 10 willhecdescrtibedsin grestér e t o
govern billing procedures and/ or custombilling options if requested by

t he subscri bélretall belovgu Wxscindisatedat bieok 328 ithen FROBK4 then maanes dhe package
b b f.eat f eedback | | uded

S et oo ool e dﬁ%&%ﬁw gwdmns?nermx%‘rif(a@ﬁﬁ@ab?e@ﬁ dferdeed | ca
| ff

ol i oy to betiizrval i kefifiee ciskdl e/ GarhRtminepid RABH ¥hfor difciflaliof

subscri bers. (Mock8d32). i s contenpl ated that the routing poI icy object would

be governed by an expert system the billing/service policy object
coul d, i n1Pact , _ be a nmanual nethod but is nonethel ess provided as an
{/\g S;; Zggofzor adj usti nMﬁf 22 then receives the keypage packet. If the authorization 28

E%/CE Cé%?/ 0034¢ accepté®(HioeR 30 RXDH 22YjioesdlGof preperdiecRfhtiRg" fo? HBNCE.
facsimile (block 344). At a predetermined time interval, the routing information
is transmitted with the authorization back to FPOP 14 (348). If, at block 340,

15 authorization is rejected, the process moves to block 352 where a no
authorization message is transmitted back to FPOP 14. The bitmap image of
keypage 200 is then stored to memory at block 356 and a copy of the image is
sent to a queue for transmission to RADB 22 (block 357). On a predetermined
time interval, the bitmap images in the queue are transmitted to RADB 22 and

20 then to BFDB 24 for archival and auditing purposes (blocks '359 and 359a).

Once the aunthorization message is returned to FPOP 14 (block 358)
from the process of blocks 348 and 352, FPOP 14 sends a status message
confirming or rejecting the subscriber transmission (block 360) via a facsimile

25 to DFM 34 (previously SFM 28). FPOP 14 then compresses, encrypts and
stores the facsimiles (blocks 364, 368, 372) in preparation for transmission to
DFM 34. Depending on the time urgency constraints indicated in time
constraints data block 212 of keypage 200, the compresed and encrypted
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The process of transmtting a |long distance facsimle froma 5 subscriber
to a destination by neans of enploying system 10 is described with

respect to Figure 5 and indicated generally at 300. The first step in
transmtting woorued@Csi mle via system 10 is for the subscrp®geadmoirpepare
keypage 200 by conpleting the required data fields as previously :
described (block 304), The = subscriber then places keypage 200 as a
first page of fesinile isentgred intg the\gansmissionquane &b s sekeduledtime Gtacke374bl ock

FPch 12 The. adtPEERAtABrdpF Ebbsstsdon, JR sssfmife s foen Packetd ar plogl 375 4ad ' "°°
dependent on a tReHRfisnRited MaltRE PoutilpcRterhRfd Lo m Rﬁbﬁigz via} VEROYS gﬁ@&:&?a'

rel ati onshi p and/ or tel ephone |ong di stance cost considerations a

previ ousl y desd82ZheThercominanicatien mode smplojetsbp VRN, 18nRatetdrifing by ehé ber
15 wishes to_use system 10 but is not in a location proximl to the
assi gned FPCP routngoptimizaton perfermedaby RADR 221at Slacki3dd: i Theseinsttugtibes abl e

to call into a_infor i.O | .n i.ch, will provide themw th the
facsimle nunb&® 8&“5‘%@ 2 !r"*besB%c!‘e i Ssifte franggfisfon for routing purpeses o8k 316,
FPOP 14 answer gddke3ge) i hdtlebed Faésims tx‘iﬁéxﬁns%?ﬂ' is now Ef‘c%ﬁeﬁ%? tehg@r P mile

into the system As vvoulg be apparent to one art, as

the facsimle il4 oreDPORA4) rif chd-BeRsnifted ifacsimile hay arrivel iy DFOPhEL (block
conventional anal O%bf acsimle _gr otocol enployed into a digital data stream
As FPOP 14 39%0hthe facsimilesyaitsfer clearanee torfeansmitdo DEMB40blackd92hcOnee | e by

dent 11 ed. 18pelsalifiol ' RbboRa, R BRFe i Iaciichoriidy lo 5 i mmnsioat T or
report back to (sibg 3oBPSid By transticted fHﬁ?Dﬁ#ﬁF‘i?g{QﬁFﬂag@g&%é@%?er can

be determ ned fromthe tel ephonic connecti on ock
keypage was identified, the process noves to
29 WD 97/ 46002

PCT/ CA97/ 00342 bl ock BF&R\Hbihenconfirms campletion of the-fassimilexpansmission he
facsimle. As WHEHR 24 (block 404) and also notifies FPOP 14 at block 408. FPOP 14 then

15 sends confirmation of the success or failure of the facsimile transmission to the
subscriber via DFM 34 (previously SFM 28) (block 412). At this point, the

facsimile transmission is complete and the process ends at block 416.

If at block 386, the facsimile arrives at an IPOP 14, the decision
20 at block 390 causes the facsimile transmission to continue on the routing
determined by RADB 22 (block 420) via VPN 18 and the process moves back

to block 386 until DPOP 14 is encountered.

As indicated at block 356, FPOP 14 keypage 200 is retained and

25 stored to fixed storage as a bitmap image. The .pjxrpose for converting the
keypage into a bitmap image is two-fold. Firstly, the bitmap image of the
keypage can be used for auditing purposes for jvét??iﬁcation against what the

subscriber has sent through system 10. Seconfdly,: tlig ‘bitmap images can be used
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be apparent to one of skill in the art, an identification neans is used to
I dentify t he separated keypage 200 with the corresponding facsimle. At
bl ock 324, FPOP 14 assenbl es data from keypage 200 into a keypage
packet. Th s 5 of the keypage packet and rel ati onsle tem 10
wll be deg\g?)?g%@%n greater detail below As indicated atgggllo?éﬁ 328,
the FPOP 14 then noves the package to a queue in preparation for

t ransni ssi on foninkxnal diagnostics ipeheghkite detemmine whethex EPOR) 14 isHHorwardinge

RaCkets a1 Sl S B A R B | D

aut hori zati on I s accepted (bl ock 340) RADB 22 proceeds to prepare the
routing for the facsimle (block 344). At a predetermned tine

interval, the routing ABfgreibhsi9nindicatdds ir i Bechisish Wiith rédpecans lms i zat i on
back to FPOP 14 (348). If, at block 340, 15 authorization is rejected, the

process nofeprecespidepicteabin Figureaatheoevents oecuncng atiblosk 338sandy357 are
transmtted back.to FPOP., 14, The bi 1l mage of .- eypage 2Q0 is then
L oreg o neRBRSHom 11 Ghichabe PATPie Ba3,s GRONerLPFiRn LR SFE Hanssuied 1 o
ueue for tr hSS4 0N 2 2) . s r ade L DE time
?nt erval , thgi}%l??n%% i'r%geds%yt g“"%{ugﬁ%qgég&% rlgrysu%’ @tg% fagf %B‘%%n and 20
then to BFDBc3dsifiéring i dotdbyadst ¢idiworldvider RaRe sexdrh DRlEré® thanrgnd592) -

Once the authorization nessage is returned to FPOP 14 (bl ock 358) from
the process ¢fansactions ey deacouzEHg, at AMOPNG fimee nBurthergoze,uthe spstemgl) is

facsi i | 010 cpBsthyeRp Mt EoRERZE] Sepeshife. PREonERAR 26 g ud pde °
S Ty 3 .
encrypts an fBg’rDl? SOLE sV iceb Qﬁébfﬁﬁl@l\c/{f ?4 4, ?ﬁrle rP;i'@?ent i’%\?e}ndrg have

preparation ransm ssion to : pe on the time urgency

constraints idetbrmihed thap 4 preferred nisthed fofi ddintmahsicatidl anlolvibAhef pdipage
200, the conpresed and encrypted .
30 veohmiques 0 Therefore, RADB 22 polls each of the plurality of POPs 14 at

O eaperih S e vt WD Wbl PAPSTA S§' eV hE 21 2
15 connection time between POP 14 and RADB 22 occurs for a discrete time

interval.

The present inventors have termed this regulated polling to be a

"heartbeat”. It is anticipated that a typical heartbeat would occur every four

20 mimutes. When RADB 22 sends out a heartbeat to a specific POP address,
FPOP 14 responds with a send request. Upon ackn_qwledgment of the send
request, FPOP 14 wransmits the keypage packets queued at block 328 in Figure

a. RADB 22 then processes these keypages to deteljmine authorization and
routing as per blocks 336 through 352. Depending oﬁ the system resources

25 available and the traffic on the network, there may not be enough time for
RADB 22 to process all the keypage requests and retumwnh authorizations and
routings. Therefore, FPOP 14 would have to wait untlla subsequent heartbeat

to receive the authorizations and routings. During the time interval in which
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In preparation for transmssion, the facsimle is then packetized at bl ock
378 and then transmtted via the routing determ ned from RADB 22 via
VPN 18 (bl ock 382). The conmuni cati on node enpl oyed by VPN 18 is

det ermi ned byyidWasegaz" OUt i ng optim zation performed by RADB gedp@loribbfie K
344. These instructions are attached in the packetized facsimle

transm ssion for routing purposes. At bl ock 386, the packetized
facsinile trandHQRBildnisiin commuricationewitht RADB32, ambvhile waitingrfobremRra4. | f
the transmtted facsim|e has arri (bl ock t he

facsinile wai t SUHGFATEANIOUERES, %gggﬁ{‘% I?'FP}?D ¥’ féa?némi'd@xpw%% bit@ar 10
Gecompr essed | apuenbd g KIBACISH ofFigne' f > IS REle/ il DA B ed fop 5,

(block 402). transmission of diagnostiDdald fof dbleaniring systeth ifegityet i on of the
facsimle transm ssion to BFDB 24 (bl ock 404) and also notifies FPOP 14

at block 4083 PPOP 14 then 15 sends confirmation of the success or failure
of the facsimle transmssjon to t subscri ber via DFM 34 (prevjously

SFM 28) (bl ock 412). At ‘rﬁssenb’bﬁ“me,ge%'emefe ape, BYe mﬁﬁbkr%mlwmmqt@sl )
I d : Y ocC
386" the facsi AEh BB BB Tor MBS S wansmission betypen RAPE 27 4o

causes the facHPOP ¢4 Theast of tah hedewill bddcteRRinkd By KR iz 8f the neflﬁéx&[ m ned
(o}

by RADB 22 (bl ock 420) via VPN 18 and the process noves back ock
386 unti| DPOPasdeiennined aainkybydhe number of FPOPs 14 in comtsuriicafionavittdRADB| ock

356, FPOP 14.keypa 200 i s t.ain and 25 stored to fixed storage as a

bi t map imagip %ﬁé’%ﬁ?b’f}@'@‘? 8{3‘116% ?Fﬁ@smma aCTOSk SY§Y ‘nto a bitmap
image is two-fold. Firstly, the bitmap i mage of the keypage can be used
for auditing purposes for verification against what the subscri ber has

sent through system 10. $hedisi modé of doimmiiicdtionORa gaal-ti®e #oae in which
3 FPOP 14 uses an interrupt signal to RADB 22. In this case, upon the interrupt
signal, RADB 22 responds by opening a communication line at the request of the

15 FPOP. While this situation is useful for smaller networks, each of the plurality

of FPOPs 14 controls the communication to RADB 22.

The second data transmission mode is one in which authorization

and routing occur upon the heartbeat sent out by RADB 22. This mode implies

20 that FPOP 14 sends the keypage packets and receives authorization and routing
instructions prior to the discrete time interval timing out. This is a preferable
mode of operation as each plurality of FPOPs 14 are not required to wait over

successful heartbeats.

25 Using a third mode of communication; upon a first beat, keypage
packets are transmitted to RADB 22 and authoriz_a;ti_'on is returned, however,
there might not be enough time to complete the routmg instructions before the

discrete time interval times out. Therefore, the :completion of the routing
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PCT/ CA97/ 00342 for internal diagnostics to check to determ ne whet her
FPOP 14 is forwarding or delivering the facsimles as per the

i nstructions of RADB 22. As previously ipgdi | n the
di scussi on Wt”(“‘f"@%pect to the 5 process depicted in Fi gur%qjé,ﬂt/ﬁ‘g‘devents
occurring at block 328 and 357 are situations in which the packeted
data is queudmstmuciions wibl tetetgned apsira sécomdibeat comimdiitatish with ehePFPOR! Y
reason for queuing is due to the fact that when considering the

depl oynent on a worl dwi de scal e, several hundred thousand transactions

may be occurring at a e Line. Fprthernor the system 10.is. 10
constructed with a ceﬂﬁlgfq“f@dmgﬁ%ﬂr? Ct “Pg;,aggrt\l'%/mben%‘ ‘fﬁﬁ?&aﬁg’%}?ﬁ@%nd one
BFDB 24 unit ;$@hNsnfifted om RABEbY : ' s have
determ ned that a preferrﬁled m?%ogagbgﬁgﬁgfﬁﬁeﬁﬁiﬁ%%%?%ﬁI I ng

t echni que. 5 Theutiiginstruéliing a2€ reatned wonle sdcondibegtl ural ity of POPs 14 at

predetermned tine intervals. Wien a particular POP 14 is polled, the 15
connection tinme between POP 14 and RADB 22 occurs for a discrete tine

I nterval . The esent invent.ors have,terpged this
regul ated polling to b fifth mogﬁe(g;?%tmm'cap?nixg ogﬁtﬁncWBE?‘eﬁ‘%t kewoage ¢ ypi cal

heart beat wo tf'éfﬁ P FPOP _ %{& a
heart beat tolﬁlgglg%gg&ic @gttéadz#ess,ljnlwwlgjgl 14%%?%&%?’ tﬁﬁ%soé%%d
request. Upowpdokil bidneapgmage wahsmhissioneant authorizationsontikg i retinbd apswi ts t he
keypage packets queued at bl ock 328 in Fi RADB 22 then processes

t hese keypBgassecand deat iﬁiﬁﬂeﬁ&mgﬁgﬁtz%n%gggwmemgm Higt dRisgapdg)ohcks 336

on the. net worRtgnaFacHopdbe b ThE & St percRiiy RS APE dysla c2 ol
the keypage nhggigfebssi quizéHém pladeld vipoh RRADB2I Whén E&ﬁmunicaiiﬂgtvi'iﬂﬂﬁ-
Therefore, FPOP 14 woul d have to wait until a subsequent heartbeat to

recei ve the damgemetwortki affBOBsid4r outi ngs. During the tine interval in which
32
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15 The sixth mode of communication is one in which POP 14 will
have to wait for a third or subsequent heartbeat from RADB 22 before

authorization be returned.

As previously described with respect to Figures 5a through Sc,

20 upon separation of keypage 200 from the facsimile at block 320, POP 14
assemblies a keypage packet. Preferably, the keypage packet only includes the
required data extracted and interpreted from the data boxes contained on
keypage 200. By employing this approach, the packet size can be reduced to
alleviate the extra data required to reproduce keypage 200 in its complete form.

25 Furthermore, keypage 200 is converted to a bitmap image in its entirely at block
356 for auditing purposes. These bittnap images can be transmitted out of real-
time at the convenience of a RADB 22 and FPOP 14 depending on the volume

of data traffic, thereby reducing or alleviating processing demands on a RADB
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PCT/ CA97/ 00342 FPOP 14 is in communication with RADB 22, and while
waiting for return aut hori zations and routings, FPOP 14 may further
transmt keyp bi t map | mages queued at bl ock 358 o ' .
This time int 3?‘5%’%&?% al so be used for transm ssi on of gfﬁ’g%’rs ?‘2 dat a
for determ ning systemintegrity. 5 _ It is envisioned that
there are five ng peaks affieipesiods nodes whi ch may be inplied for
successful data transm ssion between RADB 22 and FPOP 14. The use of
each node will be determ ned by the size of the network, as determ ned
mai nly by the nunber of ﬁ-??ﬁ 4 4 % | ' (o] he
vol une of data traffic tr SC%H%,[ gll gc 0 S”gé&g%ﬂe%li‘éﬁﬁlﬁdm f&ﬂo»@ﬁxg bath The
first mode of ciemunPOR identification; etfthe tstafp;adéend Nregliest) time phHBAY; ldsedses
an interrupt signal to RADB 22. In this case, upon the interrupt

si gnal , RADBS22demsHjsatior; dogumsahidentificatiomrdestination identifieation; tand ar comberst  of
the 15 FPOP. Whjle.this situation js useful for, smal|er networks, each of
the plurality CeSCIRUOBpRMOTG QT i"éﬁfiﬁ‘%‘l itemy,may dsrineinded dependingronbe mature

The second dat ~iy o, S LN whi | i . apd
routing occur ?&)t%@t (Eah %Ea‘?%}ggg"%%sdé n}t'leglgyérgy%@eg% B‘%F}%‘i ﬁﬁ%‘%’za F??BF? s 20
that FPOP 14 sefod RADB Xeuppaeessar iven aatlibrization UAS rautinord azhided id dte
routing instructions prior to the discrete tinme interval timng out.

This is a pref diagketdor procassing processes. altiivalse prefexrnd thatthe keypagé paékePbe 14

t inyed to.wajit ful h ts. 5
Oeing ¢ hir Hememghed s s Flehest pERBCESA trrprarP OB 3 ang RABB22 retatiya ke s
are transm ttedolRadfoblit: dftadRfsmidsity d@igﬁﬁgﬁﬁ%ﬁ%ﬂﬁ&m OVWEVer ,

t here m ght not be "enough tinme to conp uting rnstructions before
t he discrete tine interval tines out. Therefore, the conpletion of the
routing

RADB 22 returns authorization for3i particular facsimile

transmission with data representing one of four possible states. Specificaily, a

15 clear signal indicates that POP 14 is permitted to transmit the identified facsimile
along the forthcoming routing path. A not clear signal indicates that a particular
facsimile transmission is not authorized for routing, thereby instructing that
FPOP 14 to hold the facsimile. A third unknown state can occur when RADB

22 had not sufficient time to complete the authorization request, thereby

20 instructing POP 14 to wait for further instructions. Finally, the fourth
authorization state occurs when RADB 22 returns the data instruction indicating
FPOP 14 to use discretion in transmitting the identified facsimile. In this
situation, POP 14 is required to make its own decision as to authorizing the
routing and transmission of the facsimile. This situation can occur when

25 operating in a default mode where routing is determined by employing a

destination DPOP 14 routing lookup table.
As previously stated with respect to Figure 5, the facsimile is
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i nstructions will be returned upon a second beat comruni cation with the
FPOP. The fourth node of conmmunication is one in which
aut hori zati on is transmtted from RADB 22 to FPOP 14 upon a first beat
from RADB 22 and 5 routing instructions are returned upon a second beat.

A fifth mode"8P78®%uni cation is one in which the keypage FPCTGMERBEL are
transnmitted to FPOP 14 from RADB 22 with diagnostics and opti onal

bi tmap i mage finaihstranshioed feoin DROP Q4 id DFMIMNA SUBI0BIN 403, Thiritz @ #epn 10 a
second beat initiated by RADB 22. It is contenplated that this node of
communi cat i onSeNeIAl ¢verss garebedur Mhenatteingting iadfacsimile transdisgionab DM 34.me due

to the pr ' require t placed ypon RADB 22 when conmmuyni cating
with a | aﬁ’;@f’ﬁg{] %rlﬁ%&pcqggg ig Ats trarfgx@sxon to DFM 34, thgcfagsimile filsge of

comuni cat i ONgyl I ' @3!, | t ] or athird or
subsequent heg?%bngggdfgr]%wgb& é%é%ﬁrdéi’ _OfDPau Eg'r ilgg\tﬁ?él%le%'e ret ur ned.
As previ ous yindawrctrahemissioh focoesp POP O 4-Eat! aﬁangaatﬁxeaugimﬁé‘r, o2 FetkRON
separation of keypage 200 fromthe facsimle at block 320, POP 14

assenbl i es a thergbaguceessinely attempting atshigcessfhktransyyission. pHoweverp teye iyl udes

t he required. data extracted and interpreted fromthe data boxes
cont ai ned on be S“‘R%Wéd’é“ﬂ@é‘. ngfaxsignalis detecteis DROR 44 encountars sadtiple si ze

be reduc I | gt Xt I Lre o_repr.oduce
Keypage 200 g or 2 ndhfof i€ aciBGel < titel Biedo O L Al BRICRNTR, o o
to a bitnmap inadetierebyt fteenpting suycessfubtradmission.3 Theldebistntvith @ék]i%ﬁlr a0ses.

These bitmap i mages can be transmtted out of real- tine at ‘the
conveni encld othe auptiep of suceessiverterys 4s pantienlariyglepandemt ondhestoeation obfhedat a

. : At ; RADB
traffic, ther 5%1faen%ua(§1'ngca? E’lﬂgsl (l)re %’ég%fa'ngﬂs E(;v%%ﬁﬁg Irer{ gtteer&xaprt]gngp ex%mple,

some couniry rulings may limit the number of retry attempt as, in the event that

- anon-fax line is detected, the owner of the non-fax line could encounter many
annoying retry atternpts. This would inevitably lead to complaints and generate

15 a negative public reaction. Therefore, it is contemplated that each DPOP 14
would be programmed with a basic instruction set which is customized to the

local governing rules and regulations regarding telecommunications.

In the event of a failure for DPOP 14 to successfully transmit the
20 facsimile to DFM 34, the confirmation to FPOP 14 and RADB 22 will be a
failure status signal. Upon notification of a failure by POP 14, a notification to
the subscriber would be transmitted at block 412. The failure status report could
include customer options or an indication as to the nature -of the failure, for
example, an indication of a busy signal or a non-fax line encountered.
25
System 10 further includes an error detection means in the event
that one of a number of possible failures to components connected to the system.

In the event of a heartbeat failure from RADB 22, the plurality of POPs 14
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PCT/ CA97/ 00342 22 during peak traffic periods.

Typi cal ly, the keypage packet will include the follow ng data i temns:
POP identification..tinme stanp; a send request; time priority, 0342

I dentificati o?{;‘”ﬁ’g{s“ﬂ nt identification; destination identi fl?bgé?@g}’g;s and a
cont ent description. Mdre or less data itens may be included dependi ng

on the nature could eWwitth e & defultich@lel whereili ating willauvmticallyt défaulpy wfa r ed
that all the data required for RADB 22 to process a given authorization

and routing beouthoumgiseavice vism¥PN 18. Typicallys arhegribeat Sailurg wouldindicate that | s

al so preferredgt keypa acket. be 10 transnjtte t the highest
priority |evel M%?%éﬁig’%%ﬁﬁe Mﬁ“&epﬁgl 4y mcﬁl(fage & 833#65’3’3&“ dat a
transm ssion a | f@@ drif g€ ) Fm PR ; 2
returns aut hor?ézﬁa %én (t)r agba,lﬁt{e?égtaﬂ@ér%% acmgﬁsflgle S?mt%ornatr?spr%e‘égsnltéﬁe\ e2h dat a
represent i ngs oog fifuré Would afchidel £setbnd F6lly FRiadintTADB, 2B systert haglogaignal
indicates that POP 14 is permtted to transmt the identified facsimle

-al ong -t he fort hcthat dgsarihediwith pespect to BOP 144 cBhre benghits of maintaining a Rdly a
particul ar facgimle transpi ssion, i s npt authorized for routing,
t hereby instr ué‘?qa"wamitﬁé{ftems cop&g;atiqp B ﬁs?q‘?é‘gﬁ’éﬁf@qﬁ §aD achas Hﬁ‘?&“(?nknovm

state can occu : t@ﬂ‘o L G ' he
aut hori zation rsgﬁwugég?, lecrhe%?;%s%fq%g?rdﬁ I%Sﬁg@%ﬁh{f@e \?\tg%eta or E?{ her
i nstructions. afoagdticilily.! Farthetthére, this would enduré thap thes$yatetn Q0akeHd \wABN RADB
22 returns the data instruction indicating FPOP 14 to use discretion in

transmtti ntOt fadl ifcdoth nrachines svest down simultaneoysly or in furnatlt érprefapredithat s
required to make its o decision, as.to authorizing..he routin nd
transm ssion o eﬁ}'g“’-ffhmpﬁcf’@?@fﬁq such tBﬁ'a itgﬁ%%m og(f@i}pev\mgﬁy%nb i ng

In a default mﬂ&e&wm;&%&m&u?%ﬂ b HathaRinRiWMsh"g 2
destination DPOP 14 routing | ookup table.

It is further contemplated that system 10 includes diagnostic and

15 remote servicing systems to enable maintenance of the plurality of POPs 14 from
remote locations. For example, preferably system 10 is configured such that any

one of the plurality of POPs can be rebooted automatically remotely from a
remote location. Furthermore, diagnostic systems are preferably in operation
which would verify the status of the equipment at any given time and verify the

20 - status of the software. It is also preferred that software changes, fixes and/or
updates can be made from a remote console and, in the event, that any one of

the redundant systems fails to go online upon failure of its counterpart, remote

systems would permit the initialization of equipmeiit remotely.

25 The facsimile transmission network of the present invention
employs both in-band and out-of-band signaling methods Specifically, in-band
signaling is used with respect to facsimile prototgll:-ébetween SFM 28 to FPOP
14 and between DPOP 14 and REM 34. Out-of-band communication is used
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As previously stated with respect to Figure 5 the facsimle is
35 WO 97/ 46002
PCT/ CA97/ 00342 finally transmtted from DPOP 14 to DFM 34 at bl ock
402. During_this step, several events can occur when ' a
facsimle t V% on to DFM 34. If DPOP 14 is succei‘%ﬁ{mﬁ?ﬂ?‘?s
transm ssion to DFM 34, the facsimle file transmtted is deleted from
the menory ofvidb(he nktwork, ahgrefoze permittingthey§stefirtosopesate @it OF faal-SimePPOP 14
can attenpt a fixed nunber of retrys _ thereby successively attenpting a
successful t depending0mothe timeeonstraintsasseciate§ with a particitlan 4adsimie passing ch no
fax signal ig detected, 14 encounters nultiple |, rings, or,a non-fax
line is deteHirensh epsiem e e@'&'é?ﬁc'gﬁn ignaling and;assogiated Hme-constrajtsy
thereby atte i : L 0SS . iS4 j t to 10
?PEédﬁgfaﬁéiﬁﬁESEe%Ehluystch@&lﬁfH%f‘aﬁid% ugigg,fg%%ie;ﬁfgn A \hich s HERMEE

t he nunber of successive Tetrys Is particula _ ( ocation
of the 5 W deAfandSplataron thelprotessing (podit af bydiém Q0VR Ry Pveretimy.
attenpts. For exanple, some country rulings may limt the nunber of
retry attenpt as, in the event that a non-fax line is detected, the
owner of the non-fax |jine could encounter nmany ., ., annoyin etry attenpts.
This woul d inevitably ‘é’éﬁe"!‘!?r%’oﬁ’& &Cﬁ%{%ﬁa“ P&tsémf%‘ Qgr\é\'gﬂ S¢Bt publ i c

e o RO b s FOSAFABAA ot s AADRCR, s g

progranmred wi I'C ins whi ch 1's custom ze

| ocal gover nigigatedudtaie heart 'ofghe Bystern andeontrol the dperRidNoiLihe Phiratits of
In the event of a failure for DPOP 14 to successfully transmt the 20

f acsi mi | e19 o POPs 1dzattached hereto.r Ance sgainothivtype of sysiemAspeeferable inl thee o
failure status, signal. Upo i fication of failure. by POP 14,
notificationdt B\rgeg n rs?ﬁ;ggﬁfsbﬁ?n uF%PD&&fe?r a’ﬁ‘gf’ﬁ W’é’éﬁﬁpgb?%\?ﬁuﬁ‘i& The

failure stat lillﬁe% ort could i ncl ude custoner options or an indication
f the failure, for exanpl e, an indication of a busy

as to the natur
signal or a non-fax |ine encountered.

The present invention has been described with reference to a

15 presently preferred embodiment. Other variations and embodiments of the
present invention may be apparent to those of ordinary skill in the art.
Accordingly, the scope of protection sought for the present invention is only

limited as set out in the attached claims.
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25 System 10 further includes an error detection neans

in the event that one of a nunber of possible failures to conponents
connected to the system In the event of a heartbeat failure from RADB
22, the plur alw}d WiddboPOPs 14 PCTICA97/00342 36
WO 97/ 46002

PCT/ CA97/ 00342 could swwtch to a default node wherein routing wll
automatically defaults to an out bound service via VPN 18. Typically, a
heartbeat failure would indicate that RADB 22 has gone off-1line which

Therefore, a secofpd possible solution to prevent this type 5 of failure
woul d i ncl- cond fully redundant RADB 22 system anal ogous to that

coul d pot erhﬁ%yt.ﬁ ndicate a catastrobRERRIX_Afai|ure of system 10.

redundant systens configuration is t[RsgonMsite Isecond machi ne can act as a
active boot server whi-chniRyme-jused to fe-agrese—and—+ebost—+he faified

conmponent automatical ly. Further is would ensure that the system
10 would only 10 fail if both machi nes went down sinultaneously or in turn.
It is preferred that the system 10 be configured such that in the event
of failure, the system can be backed by online_automatically with no
human i nterventi on. It is furthSesomeriypesastarcg ed t hat
system 10 i ncl udes di agnostic and 15 renote servicing systens [o__e_nabl ey
mai nt enance of the plurality of POPs 14 from =Y Lbns. For
exanpl e, preferably system 10 is configured such that any one of the
plurality of POPs can be rebooted automatically renotely froma renot e
| ocation. Furthernore, diagnostic systens are preferably in operation

whi ch woul d verify the status of th¢clLagwgesig at any given tine and verify
the 20 status of the software. It i$ also preferred that software chang%E,
fi xes and/ or updat es can be nadmi i

nmote consol'e and, in the
event, that any one of the redundant systens fails to go online upon
failure of its counterpart, renote

H

~ D
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systens would permt the initialization of equipnent renotely. 25

The facsimle transm ssion network of the present invention enpl oys
bot h i n-band and out-of -band signaling nmethods. Specifically, in-band
signaling is used with respect to facsimle protocol betwpetcabhods2 to FPOP
14 and - bet WeA™M$¥Bp 14 and RFM 34. Qut-of - band communi cation i s used

37 WO 97/ 46002

PCT/ CA97/ 00342 wi thin the network, therefore permtting the systemto
operate out of real-tine depending on the tine constraints associ ated
with a particular facsimle passing t hrough system 10. The out - of - band
signaling and associated tinme constraints of each facsimle permt
scheduling and routing of facsimles which is flexible 5 to the demands

pl aced on the processing power of system 10 at any given tine.

Furthernore, the facsimle transm ssion system of the present i nvention
operates as a centralized system wherein RADB 22 and BFDB 24 are

| ocated at the heart of the systemand control the operation of the
plurality of 10 POPs 14 attached thereto. Once again, this type of system

is preferable in that a |large nunber of POPs can be connected while
mai ntai ni ng schewamyg  integrity. The present
i nvention has been ddscribed with refesasse to a 15 presently preferred-
enbodi nent. O i ati ons and enbodi nen{s of the present invention
may be apparent to those of ordrmary skill fTn (he art. Accordifgly, the
scope of protection sought for the present }invention is onIY'"m"'I?hited as
set out in tRe attached cl ai ns. o
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APPENDIX B
informatio.
Entity AccountFaxGroups
Description

List of fax groups per account. Fax group is a set of predefined fax numbers for fax broadcast.

Entity Accounts

Description

Contains a list of accounts per customer. A customer may have several accounts. Each account
belongs to a department.

Entity AddressTypesMaster

Description

List of possible address types (for example, home, business, shipping, receiving, etc.).

Entity AttemptCommentsMaster

Description

Contains predefined list of Comments which might be inserted automatically by the system.
Comments are referenced by their IDs and inserted into AttemptPath table.
AttemptCommentsMaster table contains correspondence of IDs and verbal content of Comment.

EntityAttemptPath
Description

Store information about attempts path per delivery attempt. Each attempt path is a sequence of
links.

Entity BillTo

Description

Contains address and phone/fax/email information of an entity which receives a bill for service
provided to the Customer.

45
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Entity CustomerAddress
Description

List of customer addresses. Coustomer may have different addresses.

Entity CustomerContracts
Description
Contains information about details of a contract with the customer.

Entity CustomerDepartments

Description

A list of departments in customer’s organizational structure.

Entity CustomerEmails

Description

List of customer e-mail addresses.

Entity CustomerNotes

Description

Contains notes per customer. There might be unlimited number of notes per customer.
Entity CustomerPhones

Description
Contains contact phone/fax numbers per customer.

Entity Customers

Description

Main record about the customer. Various sets of information about the customer are build in
standalone tables related to this “main” table.

Entity CustomerTypesMaster

Description

List of Customer Types. Each Customer is assigned one type.

46
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Entity Deliveries

Description

Contains information about deliveries per key job. In case of fax broadcast there may be several
deliveries per on key job.

Entity DeliveryAttempts

Description

List of delivery attempts per delivery. In case of failures there might be several delivery attempts
per delivery.

Entity DiscountPolicy

Description

Discount policy contains set of rules to define a value of a discount based on other parameter (base
value).

Entity DPOPFaxNumbers

Description

Contains a list of fax numbers (country code, area code, part of fax number) and relates it to
Destination POP. There might be several Destination POPs per one fax number. '

Entity DPOPPriority Types

Description

Contains a list of predefined Destination POP priority types. This information plays role in

selection of a proper Destination POP for a given fax number if there are several alternative
Destination POPs.

Entity EmailTypesMaster
Description

List of possible e-mail types. Each e-mail address has a type (home, business, accounting dept.,
etc.).

47
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Entity ErrorMaster

Description

This table contains Error codes (IDs) and verbal description of errors. Tables which store errors
occurred during operation, insert only error codes predefined in this table.

Entity FaxGroupNumbers

Description

Defines fax numbers (including country and area code) in fax group.

Entity KeyJobs

Description

A t2ble which contains information about a keyjob: an event per one key page.

Entity LanguageMaster
Description
Contains list of languages the system deals with.

Entity LinkCost

Description

Contains a structure of cost per link, based on a day, time, etc.
Entity Links
Description

This is a master table which defines a link - as a combination of FromPOP and ToPOP. The
same link may be used in different route paths.

Entity PhoneLineCost

Description

Contains a structure of a phone line cost per POP based on dialled number, day and time.

48
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Entity PhoneTypesMaster
Description

List of possible phone/fax types (for example, home, business, car, main fax, accounting
dept. fax, etc.).

Entity POPAddress

Description

Contains information about POP address.

Entity POPMaster

Description

POP Master table is a central table in POP definition. Other properties of POP may exist in other
tables related to this master table.

Entity RegionMaster
Description

Del_ines regions by phone country, area code and part of the number. Customer belongs to one
region.

Entity RegionRates

Description

Contain information about cost structure in the region.

Entity RouteLinks

Description _

A list of Links (from POP1 to POP2) in a route path. This list defines Route Path.

Entity RouteMaster

Description

Contains information about Route paths. This is a central table which collects references to Route
paths, Route path consists Route Links. Between the same Send and Destination POPs there might
be several alternative Route Paths.

Entity RoutePriorityTypes
Description

Contains List of Route Priority Types, assigned to Route Path. Priority Type plays role in selection
of a proper route path among several alternatives.

49
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What is claimed is:
1. In a computer implemented environment, there is provided a data

transmission network for transmitting facsimiles which provides a subscriber
with a value-added and /or lowered cost facsimile transmission, comprising:

a plurality of points of presence;

a virtual private network;

a routing and authorization processing means;

a billing and financial processing means;

wherein a plurality of sending facsimile machines and a plurality of
receiving facsimile machines are connectable to any of the plurality of points of
presence and wherein the user transmits a facsimile with a signaling means via
the sending facsimile machine to the point of presence;

the point of presence interpreting data in the signaling means and passing
the data to the routing and authorization processing means;

the routing and authorization database authorizing and routing the
facsimile and passing billing data to the billing and financial processing means
and wherein upon receiving routing and authorization, the point of presence
routes: the facsimile via the virtual private network to the destination facsimile

machine.

2. The system according to claim 1 wherein, a billing and financial
processing means records data relevant to the facsimile transmission for billing

the subscriber.

3. The system according to claim 1 wherein, the point of presence
includes an encryption means for encrypting the facsimile prior to routing and
a decryption means for decrypting the facsimile prior to arriving at the

destination.
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PCT/ CA97/ 00342 Umummul!!ll “lM ‘“‘ APPENDI X B Entity

information Entity Accoun seription List of fax groups per
account. Fax hy @ set of predefined fax nunbers for f e Q9e5ast -
Entity Accoun?é%'gsedsgri ption Contains a list of accounts per custoner. A
custoner may have several accounts. Each account belongs to a departnent.

4, The system according to claim 1 wherein, the point of presence
includes a compression means for compressing the facsimile for transmission to

the destination.

5. The system according to claim 1 wherein the transmission of the
facsimile to the destination is confirmed to the subscriber by a status report

transmitted to the sending facsimile machine.

6. The. system according to claim 1, further including means to
multicast a facsimile transmission wherein a subscriber is capable of sending one

facsimile to a plurality of known destination facsimile machines.

7. The system according to claim 1 wherein, further including a
broadcasting means wherein the subscriber is permitted to send the facsimile
from the sending facsimile machine via the system to a plurality of unknown

destination facsimile machines.

8. The system according to claim 1, further including a plurality of
customized billing and reporting options selectable by the subscriber for

verification of facsimiles sent via the system over predetermined period of time.

9. The system according to claim 1, further including a station to
person service wherein the subscriber sends the facsimile to the system and their
receiver can receive the facsimile from a preselected source other than their

destination facsimile machine.

10. The system according to claim 1 wherein, further including an

auditing means whereby a subscriber is capable of verifying facsimiles sent to
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Entity AddressTypesMaster = [ It d ' of possible address types (for
exanpl e, hone, business, shi gmmmug ﬂm etc.). Entity
At t enpt Comment sMast er  Descr t Onu ta ns predefined |ist of Corments

whi ch m ght be inserted automatically by the system Conme

referenced BYOPMIP | Ds and inserted into AttenptPath tabl EHIC%.EMMZ
“Attenpt Corment sMaster table contains correspondence of IDs and verbal
content of Confersystemihistidihg Tagkifiné MachRRighitst Me fREPhfled Rhintitbd @9 about
attenpts path per delivery attenpt. Each attenpt path is a sequence Of
links. EntitythBisyst®m. Description Contains address and phone/fax/emai l

I nformation of an entity which receives a bill for service provided to the
Cust oner. 45

WO 97/ 46002 - . . . .

PCT/ CA97/ 003 421 1. The system according to claim 1 wherein, a keypage is employed

to identify subscriber and destination data to the system.

12. The system according to claim 1 wherein, the data entered onto the
keypage is in a format that is both readable by the subscriber and by the system.

13. The system according to claim 1 wherein, the data entered onto the
keypage is in the format of a plurality of boxes placed at a predefined location
and corresponding to alpha-numeric data and wherein the subscriber enters data
readable by the system by shading in the appropriate boxes. -

14. The system according to claim ! wherein, the virtual private

network includes a communication connection to a call-back service.

15. The system according to claim 1 wherein, the virtual private
network includes a communication connection for transmission of facsimiles via

an internet connection.

16. The system according to claim 1 wherein, the virtual private
network includes a Publicly Switched Telephone Nét-,work (PSTN) connection

for transmission of facsimiles.

17. The system according to claim 1 wherein, the virtual private
network includes at least one Integrated Services Digital Network (ISDN)

connection for transmission of facsimiles.
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Entity Custoner Address Desc}ipition Li st of custoner addresses. Cunstoner

may have different addresses, IM“‘I“MlﬂﬂﬁIJ mut:ont racts Description .
Contains information about detlsl i Wesl Yict with the custoner. Entity
Cust orer Depar \gsHagooz Descri pti oh A 1 "st " of departments in CUBERNBRETG342
organi zational structure. Entity CustomerEmails Description List of
custoner e-nmmil addresses. Entity CustonmerNotes Description Contains

notes per custorBr. Ther eThe giystere acobrding ad cluibel whersiv, ethe PRIuLES hgdTEr .
Entity CustonerPhones .Description Contgins contact phone/fax nunbers per
customer. Enti @Y URTERTOCESSING IAPANS OPHMERS Tonies based Mdninimalcostienusing .
Various sets of information about the custoner are build in standal one
tables related to this "main" table. Entity Custoner TypesMaster

Description Listigof CustoTRé shed acESding st QAR 1 Swhstsind"BE FifingY B
authorization processing means optimizes the routing of the facsimile

transmission for speed of delivery.

20. In a2 computer implemented environment, there is provided a
process for transmitting data representing a facsimile at a lowered cost to a
subscriber over a data transmission network comprising the steps of:

i) the subscriber sending a facsimile with a signaling means to at least
one of a plurality of points of presence;

ii) the at least one point of presence processing the signaling means
and transmitting the processed signaling means to a routing and authorization
processing means;

ili)  the routing and authorization processing means authorizing and
routing the facsimile;

iv)  returned the routing and authorization of the facsimile to the at
least one point of presence; and,

V) the at least one point of presence routing the facsimile via a virtual
private network to the destination.
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46 WO 97/ 46002
PCT/ CA97/ 00342 Entity Deliveries Description Contains informtion about
deliveries per key job. In case of fax broadcast there nmay be several
deliveries pewonr4kmsy job. Entity DeliveryAttenpts Descrllp‘g.‘:1 }3b32
delivery attenpts per delivery. In case of failures there m veral
delivery attenpts per delivery. Entity D scountPolicy Descrl ption

Di scount policy contains set of rul es&o define a value of a discount based
on ot her paraneter (base value). _.-Eati-ty_ DPOPFaxNunbers Description
Contains a list of fax nunbers’(country codé;> rea code, part of fax
nunber) and rel sit to Des,'tl nati on POP. There mght be sever al

Desti nati on POPY per one fax inunber. Enti ty"DPdDPrl
Description (gnfains a |§s edefi ned Desti nat [ om -
This i nformatTon pl ays rol
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selection of a proper Destination POP for a given fax nunber if there are
several alternative Destination POPs. Entity Email TypesMaster Description
Li st of possible e-mail types. Each e-mail address has a type (hone,

busi ness, acqy¥lsbge dept., etc.). : PCT/CAY7/00342

47 Entity ErrorMaster Description This table contains Error
codes (I1Ds) and verbal description of errors. Tables which store errors
occurred during operation, insert only error codes predefined in this
table. Entity FaxG oupNumbers Descgdgi(n1tbfines fax nunmbers (including
country and area code) in fax group. ntity KeyJobs
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Description A table which contains information about a keyjob: an event per
one key page. Entity LanguageMaster Description Contains |ist of

| anguages the systemdeals with. Entity LinkCost Description Contains a
structure of ywostste” |ink, based on a day, tine, etc. EnPCT/QA4710nI4S
Description This is a master table which defines a link - as a conbi nation
of FronmPOP Z-Dd ToPOP. The sane link nd¥8be used in different route paths.

Entity Phonedi neCost Description Contains a structure of a phone I|i nd—cost
per POP bas\e/\?D on dialled nunber day and tine. 200 mlm“ 0e» /A
48 97/ 46 g
PCT/ CA97/ 003232 Offompany- Name )/ 'm W 202
Department Information /
210
204 g ANSEREANERIARY Y
N "
- Example .
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Entity PhoneTypesMaster Description List of possible phone/fax types (for
exanpl e, hone, business, car, main fax, accounting dept. fax, etc.).
Entity POPAddress Description Contains information about POP address.
Entity POPMasyewvseeescri ption POP Master table is a centralpciraabsoossz POP
definition. Oher properties of POP may exist in other tables related to
this master table. Entity Regi onMastgrg Description Defines regions by
phone country, area code and part of the nunber. Custoner belongs to one
region. Entijts~2820i onRates Description Contain information ab@@R-—ces
structure in the region. Entlty Rout eLi nks Descri ptlrzg)g Alist L NkS,
(fromPCPltoFé s list defi Rout e P tity
Rout eMast er Descri mpgo'TYns |nm%t|on abou';/R(')ute pat I¥s Mﬂ ‘EMIS a
central table vmeplartme@t:{@mer erences to Route paths. Routec® sists
Route Links. Between the same Send and Destination POPs theZ®- ght be
several alterpattve Routre~Pattrs.«*Entity ~Reout ePr-l-el-rty;I'yp-es-Descvr-l-pr.l on
Contai ns Li stz oEXeMYWOIR i Treetdyo fanooises : sas w34 micttk toron 10K, ie cdPastavor. i i or Lt y

n oj l Y| (¢ n th
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by checking the box labelled "P" between the appropriate keypads. Number can

Fax N umber be continued on second row if necessary.
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49 WO 97/ 46002

PCT/ CA97/ 00342 What is clained is: 1. In a conputer
i npl enented environment, there is provided a data transm ssi on network
for transnltt g Lﬁ&flﬂiles whi ch provi des a subscri ber PiiridA9fen3a2

val ue- added an 7or owered cost facsimle transm ssion, conprising:

a plurality of points of presence; a virtual private network;

a routing and aut horizati on processi nhg neans; a billing and

fi nanci al processi ng neans; wherein a plurality of sending
facsimle machines and a plurality of 5/8receiving facsinile nmachines are
connectable to any of the plurality of points of presence and wherein
the user transmts a facsimle with a signaling neans via t he sendi ng
facsimle nmachine to the point of presence; t he point of presence
interpreting data in the signaling means and passing the data to the
routing and authorization processing neans; the routing and

aut hori zati on dat abase.aut horizing and routing the facsim |l e and passing
billing data to the billing and financial processing neans “and wherein
upon receiving routing and authorization, the point of presence rout es
the facsimle via the virtual private network to the destination facsimle
machi ne. --ﬁ ---------------- Fhe-syst-em-agcpyding-to-claim-l.wherein,..a -,
billing and T? nci ROU“??OCESSIHQ means! "¥ords data relevant to the
facsimle transm ssf oRO

Lig ‘brrrrng—-~LﬂehagQ§E;£ber 3.
system according tp claim1 wherein, the point ARUARRD
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I ncl udes an encryption neans for encrypting the facsimle prior to routing

and a decryption neans for decrypting the facsimle prior to arriving at
t he desti nati on. 50 WO
97/ 46002 WO 97/46002

PCT/ CA97/ 00342 4. The systen1accord|ng to cIaF%qudﬁgﬁﬁln

the point of presence i ncl udes a conpessi on neans for conpressing the
facsimle for transmssion to t he de tination. 5. The
syst em accor di ng Magrein the transm ssion of the facsimle to
the destination}is con t he subscri ber by a status report
transmtted to t imle machi 300 6. The system
according to cla i ncl udin ans to mul ticast a facsinmle
transm ssi on mhe ) bSCFIler i s capabl e of sending one facsimle to
a plurality of Lon facsim | e machines. The
system according to cléﬂ&ql whdrein, further |nch1EngFQ 5§ oadcasting
means wherein t éieﬂbSEYHN&EQmJ- pern1tted to send the aCS|n1Ie fromthe

destination facdi ni I'é‘\q%kﬁ nes. 8. The system according to
urality of custom zed billing and

reportlng optio s se e;g:;:_a e t he subscri ber for verification of

facsimles sent 8 é S over predeterm ned period of tine.
SUBSCRIBE DIAL
SYSTEM
316
FPOP 14 ANSWERS AND
RECEIVES FACSIMILE
FROM SFM 28
318
SEND NOTICE OF
ERROR TO
SUBSCRIBER
320
324
SEPARATE KEYPAGE 2
200 FROM FACSIMILE / 1  ASSEMBLE KEY
ASSIGN ID# PACKET
N h 4
_ 356 357 328
STORE BITMAP TO QUEUE BITMAP IMAGE MOVE KEYPACKET TO
FIXED STORAGE ——P1 ror TRANSMISSION QUEUE FOR
7O RADB 22 TRANSMISSION TO RADB
v LA 5
358 358 332
RECEIVE AUTHORIZATION TRANSMIT KEYPAGE
& ROUTING INSTRUCTIONS (€ ,;ig’g%%i‘g’gp PACKET TO RADB 22
FROM RADS 22 22 FOR AUTHORIZATION
A
L v v
SEND STA:?I’GUOS NOTICE 359A | 33
RADB 22 RECEIVES
CONFIM / REJECT TO PASS BITMAP IMAGE KEY PACKET BEGINS
SUBSCRIBER TO BFDB AND STORE AUTHORIZATION

348
/352 @
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9. The system according to claim11, further including a station

to person service wherein the subscriber sends the facsimle to the
system and their receiver can receive the facsimle froma presel ected
source ot her wuossrasdogi r destination facsinile machine. poycddoos
The system according to claim1 wherein, further including an audi ting
means whereby a subscriber is capable of verifying facsimles sent to
51 WO 97/ 46002 778
PCT/ CA97/ 00342 the systemvia sending facsim|e machi ne agai nst the
facsimles transmtted by the system 11. The system
according to claiml N ei a keypage [ Q| oyed to i demfy
subscri ber and desti bn data tg ) Yhe system
according to claiml™pe€rei thel data en I onto the Qypghe is in a
format that is both r qpdabl e by tihhe subscri and b%(J t he sysy 13.
The system accg =y 1 e .
keypage is in f pluralfity 0o pl ned
| ocati on anCQMP'F%@pfé\ﬁélMtg to sé%fo iﬁ‘eﬁ?
subscri ber ent¢ jabl le W,Etsg y@kﬁ@;}.lp
appropriate bo sysl.em.accO dlngtoc .4 V\(nerein,
t he virtual pri-a.na.t-e_ln.e.t_\mu i ncl udes a conmuni cati on connegfion to a
cal | - back servgce. 368 343
ENCRYPT FACSIMILE
: ROUTE FACSIMILE
Y y
372 348
STORE FACSIMILE TO TRANSMIT ROUTING
MASS STORAGE INSTRUCTIONS TO
FPOP14
374
QUEUE FACSIMILE FOR
TRANSMISSION VIA VPN
18 TO DPOP 14

FIGURE 5b
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378 }
PACKETIZE FACSIMILE 386
FOR TRANSMISSION FACSIMILE
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v RECEIVED AT IPOP 14 OR
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TRANMSIT VIA VPN 18 AS
PER ROUTING 420
INSTRUCTIONS FROM CONTINUE
RADB 22 TRANSMISSION TO
DPOP 14
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15. The system according to claim1l wherein, the virtual private
network i ncludes a comuni cati on connection for transm ssion of facsimles

Vi a an internet connection.. 16. The system according to
claim1l whegg)daesode virtual private networ k incl udes pCcTokg70034y

Swi t ched Tel ephone Network (PSTN) connection for transm ssion of
facsiml es. 17. The system according to claim1 wherein, the
virtual private network includes at | east one Integrated Services
Digital Network (1SDN) connecti on & transnission of facsiniles.

52 WD 97/ 46002

PCT/ CA97/ 00342 18. The system according to claim 1 wherein,
the routing and aut hori zati on processi ng meang Kzl sbout es based on
m ni mal cost routing. 19 The system according to claim 1
wherein, the routing and ri zation processing means optim zes the
routing of the facsimle t NansfM ssion for speed of delivery. 20.
In a conputer inplenented envirpnnent, there is provided a process for

transmtting data representlng : faCS|mIe at a lowered cost to a
subscri ber over a data t work conprising the steps of:

i) t he subscri ber sengi with a signaling neans to at | east
WAIT FOR CLEARANCE
TO SEND TO DFM 34
394
DECRYPT FACSIMILE
398
DECOMPRESS
FACSIMILE
402 T 406
TRANSMIT FACSIMILE :
70 DEM 34 UPDATE BFDB 24
404 - 408
STATUS REPORT TO : STATUS REPORT TO
RADB 22 FPOP14
412
FPOP 14 SENDS STATUS
REPORT TO SUBSCRIBER
AT DFM 34 (PREVIOUSLY
SFM 28)
416
END
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a plurality of points of presence; 1) the at | east one
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process
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