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Portable session management devices that incorporate encrypted partitions are

known: U.S. Patent application 10/304,772 (Ziv, et al), filed 27 November 2002, now

30 published as US 2004/0103288; and US Provisional Patent Application 60/643,150,
(Oh, et al} filed 13 January 2005 and now published as U.S. 2006/0156036, teach
portable daia storage devices having encrypted and non-encrypted memory storage

partitions, but fail to provide backup protection of the data.
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A probl em associated with conputers in general is
transferring data to renote | ocations, for exanple
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containing sensitive data.

In addition to the above problems with portable session management devices,
there are multiple problems that specifically affect Internet users:
1) Protection from Internet scams; and
- 2) | Limiting user access to Internet web sties, for example preventing staff
from wasting company time ot preventing children from accessing adult web sites. |

With respect to Internet protection, following a typical Internet session, there

_is a record of temporary Internet files and. cookies_that serve as beacons to-attract - —-————--

30

computer scammers, junk mail, and computer viruses, as well as providing a forensic
trail to allow third parties to investigate the internet browsing of a given computer
user.

Software programs that erase Internet records from storage devices are known.
However, such programs are generally limited in their ability to completely hide
browsing history.



conmputer scammers, junk mail, and conputer viruses,
as well as providing a forensic trail to allow third
parties to investigate the intenet browsing of a

gi ven conputer user. Sof t war e prograns that
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known. 30 However, such prograns are generally
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4 By maintaining all encryption codes and

engi nes on the portabl e session managenent devi ces,

and not on the host conputer, the encryption codes,

and associated transferred data, cannot be hijacked,

for exanple, by Trojan horses. I n an enbodi nent

in which paraneters for use of a conputer by a child

are provided, the present. invefion provides a parent

por t abbiéovees ic oessivanthg emim turtiey recerdtifradncednlf dnglor escrepted on
hl l lg? rs%:sg‘glll ﬁlagz? %éllglgt eVICF atgere n{etagn? o t%g récgrdr N ist%lalfy 1}1v1$1b1y,
m&a@mmggassxbhaito anooaghaized wengf| tllfsportabie dev1cel wlth no record left on

%ﬂkgglﬁgnts the child host conputer cannot be

SECQEREY Wit hout insertion of the child portabl e

seSS|hnan@m&gﬁMEnmmﬂewmbehmmhemebvmgﬁ@vemhmmgowhﬁzlcmmﬁnc

%J-EUlie conﬁgun&f: {or 8owmf§alraté ngm%ﬁﬂ elpc (f,ntti o> %efttln t ' Whiltiple portable

er odlnen Re" é) ent

dsmmmamnqmﬁmguhesmafMEwmmwdevm@mhtmOﬁawdbaunm@ The portable
?Aﬁ?{) %m%m\érlltsélév?c% Ik?]pé ?aég] Ztn (‘gcg ed%Wnl%QcTa 4?!‘911”%61’ encwp%ed data

bmewmtmelnwdddeenlabdtgd inpdnetplacaings. devi ce i s

optionally configured to send alert nessages to the
parent and/or shut down the host conputer when the

child violates restriction paraneters. In

still further enbodi ments, the parent device is

configured for use by an adm nistrator of a group and

the child device is configured for use by nenbers of

the group. The group devices are configured by the

adm ni strator device with guidelines for using the

conputers into which the nenber devices are inputted.

I n enbodi nents, the guidelines conprise tine

restraints, for exanple related to Jewi sh religious

observance of Sabbath and Holy days when active use

of the conputer is proscribed and responsi bl e persons
may Wi sh to restrict conputer usage. A further

aspect of the present invention provides a portable

sessi on managenent device configured for insertion

into an i nput on a host conputer, the portable

sessi on managenent device conprising: i) an

aut hentication unit configured to obtain

aut henti cati on of said user portable session

managenent device with respect to said host conputer

and ii) a safe access unit operatively associ ated

with said authentication unit and configured to

facilitate safe access to at |east one conputer-based

application in conjunction with said hest conputer,

t he portabl e session managenent deVice, further

configured to provide at |east one of: a) fund a

digital banking station wth funds froma

user -designated digital funding source; and b) supply

a physical location to receive shipnent of said at

| east one item According to an enbodi nent of

the instant invention, there is provided a portable

sessi on managenent device configured for insertion

into an i nput- on a host conputer, the portable

sessi on nmanagenent devi ce conprising: an

aut hentication unit configured to obtain

aut hentication of the user portable session

managenent device with 4a respect to the host

conmputer; and a safe access unit operatively

associ ated with the authentication unit and

configured to facilitate safe access to at | east one

conput er - based application in conjunction with the

host conputer. 7 I n enbodi nents, the portable

sessi on managenent devi ce includes a conceal ed

encryption engine configured to operate with the host



I n enbodi nments, the condition conprises concealing
the portion of data after 5 expiration of

aut henti cation by the authentication unit. In
enbodi nents, the portabl e session nmanagenent device
is configured to reveal the conceal ed portion upon
re-aut hentication. I n enbodi nents, the conceal ed
portion of data conprises a data partition configured
by the device. 10l n enbodi ngnts, the portable sessi on
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A further aspect of the present invention provides a portable session management
device configured for insertion into an input on a host computer, the portable session
management device comprising: 1) an authentication umit configured to obtain
authentication of said user portable session management device with respect to said host
computer; and ii) a safe access unit operatively associated with said authentication unit and
configured to facilitate safe access to at least one computer-based application in conjunction
with said host computer, the portable session management device, further configured to
‘ provide at least one of: a) fund a digital banking station v;’ith funds from a user-designated
digital fuhding source; and b) supply a physical location to receive shipment of said at least
one item. ‘ |

According to an embodiment of the instant invention, there is provided a portable
sessior management device configured for insertion into an input on a host computer, the
portable session management device comprising: an authentication unit configured to obtain

authentication of the user portable session management device with



I n enbodi nents, the portabl e session nanagenent
device is configured to communicate with the server
at the renpte |ocation using at |east one of a w de
area network, an Internet channel, a server, and a
proxy server. In enbodi nents, the authentication
includes a digital string conp#d sing at |east one of:
a sessi on managenent device identifier, a use

s Patd oo earpis apare el it St ol i the
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enbodi nents, the rtabl e sess managenent devi.ce
PETYREOT Pwe@nﬁgm?fgga Stegtc pHB Wb grd Poger Yy CURERr O, of user-
LRQic tfatteRBnENt I LY. I n enbodi nents, the device
aut hentication is configured to be optionally
invalidated by the registration entity. In
enbodi nents, the portable session managenent device
is further configured to conceal a session of

Internet surfing froman inspection carried out from
the host conputer. In enbodi nents, the
portabl e sessi on managenent device is further
configured to authorize paynent for at |east one item
to be purchased el ectronically using funds froma
di gi tal banking station. I n enbodi nents, the
portabl e sessi on managenent device is further
configured to provide at |east one of funding a
digital banking station wth funds froma

user -desi gnated digital funding source, and supply a
physi cal |ocation to receive shipnent of the at | east
one item I n enbodi nents, the portable session
managenent device-is configured to shut down the host
conput er when the authentication is not obtained.

I n enbodi ments, the portable session nmanagenent
device is configured to maintain a record of access
when the authentication is not obtained. In
enbodi nents, the record is maintained on at |east one
‘of . a portabl e session nmanagenent device, the host
conputer, a proxy server, and a server. A
further aspect of the present invention provides a
coupling device for coupling a plurality of portable
sessi on managenent devi ces, said coupling device
conprising: i) multiple inputs for two portable
sessi on managenent devi ces, one first session
managenent device and at | east one second session
managenent devi ce, each of said two portable 6a
sessi on managenent devi ces having a respective
conceal ed encryption engine; ii) a conmon encryption
engi ne setting transfer unit operatively associ ated
wWth said nmultiple inputs, and configured to transfer
-a conmon setting fromsaid one first session
managenent device to said at | east one second session
managenent device, wherein follow ng renoval of said
two sessi on managenent devices from said coupling
devi ce, said two session managenent devices are
configured to conmuni cate during a first neeting
using said common setting, said comunication takes
pl ace between | ocations that are renote from each
other, and during said first neeting, said two
sessi on managenent devices are configured to generate
a second common setting, thereby enabling a second
meeting frommnultiple renote | ocation-

Accordi ng to anot her enbodi nent of the present
invention, there is provided a coupling device for
coupling a plurality of portable session managenent
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coupl i ng device conprises nultiple inputs for two
portabl e sessi on managenent devi ces, one first
sessi on managenent devi ce, and at | east one second

: wéﬁﬁi)bﬁ% managenent devi ce, each of the two Mﬁ%k/ﬁomw
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VIdI at Iea e ter for a_conmputer
uﬂ%%%ﬁ%on on aahgst c%ﬁ% e%gqﬁFgeﬁﬂ?Eﬁr§%@H°WH&WH%wﬂmP
opesatioss aniheaaragenent device is inserted; and ii)

re ord h'§5§ of. sai.d conmputer session, wherein
s a| g%alﬂ? ? & SRtigpoys gl ﬂéf‘r%‘@ﬂhcaé‘}m &dp dorce.

In mmmewﬂtequm sEBiofl ifbabfinGRVEAES is Confihdl BRLARG ar--— —

vice; and d) a renote server, and where n sai
hw%ﬁ?@@“%@@@?@ﬂaﬁﬁﬁ@@%ﬁﬁﬁt device is conflgured to
I e QR UM HHRinR: t
e oERinirky, bbb osiBh duifgnfE cORE iP BllRH Tl
encvpbqtté@qsbmpmrgom ﬂf datweor e sewér. at | east one of: a)

s i 0, V1B, 3PS PSP

paratamt@s Metentiotients) theedt ilag] £ pbdivn bAKRNMECHLRID §ReEBhs are
rovﬁhd ewdita@ystreamng t hr oughout said seSS|on 7a
PrOACE P ﬁﬁ a further enbodi nent of the present

i nvention, there is provided a portable session
managenent device configured as a parent managenent
devi ce that enables a child session managenent
device. In enbodinments, the enabling conprises

provi ding paraneters for a conmputer session on a host
conputer into which the child session managenent
device is inserted, and recording a history of the
comput er sessi on. I n enbodi nents the history
is stored on at |east one of: the host conputer, the
child device, the parent device, and a renote server.




10l n enbodi nents, the recognized paraneter violations
are in the formof characters displayed on a graphic
interface. In enbodi nents, the recogni zed paraneter
violations are included in at |east one of an
Internet site, a chat room instant nessaging, a

bl og, and an e-nail. In enbodi nents, the recognized
paraneter violations -are.established through 15 at

| east one of: the parent deyice, and a rating

ser Vi ]ﬁ_e‘emquiments! L& _riﬁp%ilem@&ts@n Viﬁﬁ@ﬁﬂ@ﬂeﬁ’la _Elé\ri@:t & configured to
violation is recognized, the child session managerent

ereabithea cqnneion ivythr & aropy spv By Indenbedinicalisthe §praergs locatsgat a

AR 1688oNQRK rGRIPH HRMosiRBMpRBUt down at | east one of
the Internet site, chat room instant nessaging,

bl og, Inaprabadiveenis. #hg [Portally sessinb gBRvALSCE! dpass 1 configured to

PAAFRER witl BbabheNat e FRFRIMLARH ushB &t fhit| He SE3SIiRD area
managenent device is configured to generate a warning

MEEYkgan tperpe chpdne %6981 B Aoiege YR Hegmbediments, the

duthcRARAGH MBRIS 2 difig Sv‘thh% CorSRR 8k AN AR BRATE Bksi SEMbfa@ement
is configured to request a change in at |east one

fraicafspidiertagseriesip apanh andrewsrcassvesl n enbodi ment's, the

par enf <3S ditehts, RO AAERRNLssRE Wb fzehBniCRBEL BULSELUEA o hash the
change at | east one paraneter using at |east one of:

digital Frigsomptdessimarewbrtke pariakle sessiar AaragerRelth device, thy dost computer,

4 Q68 scRRF VR the tdi6erPar ent sessi on management devi ce,
and 't he proxy server. I n enbodi nents, the

par et cgbukines. Humareneisesidonineeenieat dye igorsreddo sister

mBangs e8RSt QRRiPRALRREL €r While the child session
mana enen? devi ce and-the parent device are connected

to the ¢eladingsipputher devicg authentication BnbeishsAt &, benaptionally

iReHiBRLd SedS fRRrARRaggRENt device is configured to
provi de ‘at | east one f{ine paraneter during which the

chi | dn s@sedigentdbraryeiailn sestiey maracaBent Jaieds firaettgafigured to

- CRPRV G ession of Tnterh® SARRAJEB oS insicBRonPERE o8& AR host
managenent device is configured to provide a | east

@HPU§bal parameter whose attainment allows the child

sessig QM%&M& pgl%}bhecﬁssti&l ﬁﬁﬁ{a‘gé{@én?d@\rid‘eQMmf E@fbured to
t he group conprising: extended conputer use, access

@J@OE@S?W{I@:@]’ @tolﬁ‘rf?ﬁl?’éﬁ'.r itgra frplee Puspigsed clssganigadly using funds from a
Les1 RIS Satidi er net sites.

In embodiments, the portable session management device is further configured to
provide at least one of funding a digital banking station with funds from a user-designated
digital funding source, and supply a physical location to receive shipment of the at Jeast one
item.

In embodiments, the portable session méﬁagement device is configured to shut
down the host computer when the authentication is not obtained.- |

In embodiments, the portable session management device 1s configured to maintain
arecord of access when the authentication is not obtained.

In embodiments, the record is maintained on at least one of: a portable session
management deﬁce, the host computer, a proxy server, and a server. _

A further aspect of the present invention provides a coupling device for coupling
a plurality of portable session management devices, said coupling device comprising: i)
multiple inputs for two portable session management devices, one first session management

device and at least one second session management device, each of said two portable



I n enbodi nents, the paraneters include allow ng

access to at least one of: an Internet site, a chat

room instant nessaging, a blog, and an e-mail.

I n enbodi ments, the parameters include preventing

access to at |least one of: an Internet site, a chat

room instant nessaging, a lggg, and an e-nai

In enbodi nents, .the portable session nanagenent

srevoropaniapantidss icaulay Ing l sespetive capeesdsid SO 7R gt 1) 2 common

g%ﬁpﬁ&%e%ﬁé Q@rﬁn% {r’ang}é} Erlup ra'ﬁea? §§s§01ﬁgd Rt LLHB it ?f&qnputs and

th parefit sessi on manag nent device iIs 1ssued

gmﬁglpefhd)rtranﬁfsn 7 egmgnon setting from aff enyBelispsinp gnanggemment device to
#@ea?{%me Resid Bl n‘?‘a?ﬁ%&lnﬁﬂt JBRAGEREM ro&Vih e Ferdo%al of said two

configured to prevent a east one of the nultiple

sretidye menagkmert alegicoufsorn roit earpldiey fiaverec Bt é%ﬁﬁlp@ rganagement

&ie%cegg‘e %orﬁﬁrujreﬁqo Qhm hﬂ@ate during a first rﬂee%ﬁg Qghé@m &)mrﬁ(h'lesettmg,

sessl on narfagenent devi ces of the nultiple nenbers

w@cmmmlcgu‘we@kftsoplmeebﬁémen rl@@é@f\ﬁ thay A TSI %@ﬁl icpihsother, and

Qﬂ{ng R4 I‘SP ﬁlgétﬁ)lg sgfd tl;vl) g&smn managemeﬂt Qe\ﬁ&;@ 91@' BB Eﬁ?ed 16 E&lerate a

p adm ni stFator session nanagenent. device Is

@gmdu cgumen s¢tidngpthengbnenabling asgeind gseting rqmhaulifnle rgmste location.

MEMDEK Softfing (1o BiBH BmbS ! ANBEpleldof G AU HRAL! BOdod o

during a p enbodi ments, the period

afupliigrevicsfor ejuatiegh mlarah@lq‘f gw@bb stsio maateement devices. The

further aspect of the present invention provides a

met hod for providing session managenent between

portabl e sessi on managenent devi ces, the nethod

conprising: i) providing a setting exchange device

having nultiple inputs for comunicati on between

mul ti pl e portabl e session managenent devices; ii)

inserting nultiple portableﬁ%ession managenent

devices into said nultiple inputs, each of said

devi ces having a conceal ed data encrypti on engi ne;

and iii) configuring each conceal ed data encryption

engine with a conmon encryption setting for -conceal ed

comuni cation between said portable session

managenent devi ces or hosts thereof A further

aspect of the present invention provides a nethod for

nonitoring conputer use, conprising: i) configuring a

portabl e session nmanagenent device as a parent

device; i1i) configuring another portable session

managenent device as a portable child session

managenent devi ce using said parent session

managenent device, said parent device providing

sessi on managenent paraneters to said child device;

iii) inputting said portable. . 9a child session

managenent device into a host conputer thereby to

gui de use of said host conputer using said session

managenent paraneters and iv) recording a history of

sai d conmputer session. According to still

anot her enbodi nent of the present invention, there is

provi ded a nethod of providing session nmanagenent,

conprising the steps of plugging a portable session

managenent device into a host conputer, obtaining

aut hentication that the portabl e session managenent

device is allowed to access the host conputer, and

accessing at | east one conputer-based application

usi ng the host conputer, conditionally upon the

aut henti cati on. According to still another

enbodi nent of the instant invention, there is

provi ded a nethod for providi ng session nmanagenent

bet ween portabl e sessi on managenent devices, the

met hod conprising: providing a setting exchange

device having nultiple WO

2007/ 074458PCT/ 112006/ 001497 10



i nputs for communi cati on between nultiple portable
sessi on managenent devices, inserting multiple
portabl e sessi on managenent devices into the nmultiple
i nputs, each of the devices having a conceal ed data
encryption engine, and configuring each conceal ed
data encryption engine with a comon encryption
~setting for conceal ed 5 communi_cati on between the
portabl e sessi on managenent deVices or hosts thereof.

L6p0RF H 1At @mBrifdd il apPEes: &b JdAblk B&tiBM nanagement devices,
invention, there is provided a nethod for nonitorin

et PSIQSBINAEBIETE LG gandt draptng, gard %ﬁsil%fbménaﬁ%{’ﬁf‘é‘g flevice,

SRE Sd[Ofe TRDAUSNBOtsc RN Snag&it | |<ﬂHEéSnEhVﬁ1gpQ résp&i®e concealed -
child sessi on managenent, device usin ar ent

SEEPHGh ChFdvad EFFERPT PP eﬂ%ﬁ*ﬁ@tﬂf%tjﬁfﬁf?é uﬁg?ne&'&rﬂay associated

thh | ﬁﬁl%?]e%u%o ah@ Bage R to H81FE @ doBinfon %elﬁﬁ@'ﬁom the one first
nput er thereb gui de use of the host conputer

ﬁ?§$lwgm%ﬂﬁtéelaf«ﬂh¢qvgcﬁﬁ%@re Bllpathne spegnd session mppagement device.

ot her W $Rb&BHENE dihe aldupliRC ivad) aﬁl%th‘éﬁﬂnﬁmd fuhi@ doBfifBed to
used herein have the sane nmeani ng. as conmmonl

frierainst BisdideRfitish é’f ohe of draaryo SRR FREHBENS (devipgy for future
W& hedibh S 1 nventi on bel ongs. Al t hough net hods and
materials simlar or equivalent to those 15 descri bed

her ei i @aRdFertisBE PrPlPRdepratirrles Lttt ittgssion

RESSEALn IOMENTE 5QNp aSiH ddihifrafiR UBALorfiehrdBb R icathSseRngs to
descri bed bel ow. Fn case of conflict, the patent

the atlpgst pnstseeond s§spen BarasemaR st i ons, will control .

I'n adgi thedimddae tﬁ@tcgﬁﬁlﬁ% SdevRBLRQERs BNEheRXNANHIRS0RRE wipe
“ilMustrative only and 'nof intended to be limting. As

i igs Herelpn aftethéet er ns " conpri si ng” and "i ncl udi ng"

or gr AMEFblisRhts 2006 dg@ﬁlbé‘m Lh ek @R sakish infndpendr@iSMced From
speci fying the stated features, integers,_ steps or

e ARyl iigs e By HTOHPYRRYRRat flff*(é?e%\era |°Pfiftgﬁf‘361*° g yicate
ARME 23R nfeb @A sin @R dohifon shitheA8d SomBlBRBon GRINPRIAE BtFeen
or groups thereo? Thi-'s term enconpasses the terns _
togadinag thetiaprgenete figmracle i sting essentially of'. The

phr asg enfbBfisestt HMh @RS ARE thethiby, tﬁe‘twoe,éssﬁﬁ mm&aldeVIces are
variants thereof when used 25 herein are to be taken

waliggediormensige ¢ mreond cpmuppnrsedipgrtgcbyicpitlige p secord mpding from

RANPR ARt locdidhs.do not precl ude the addition of one
or nore additional features, |nte%¢rs st eps,

conpofle pROdHRENS: ol scorpiEige 85vidsuinc Ay 2| ‘fe"'tafﬁ’éable power source

@ARctdaanah ifRatiHRERd it FRARERY cSl8R%e aCRRRE E}%Vﬁiﬁlg(%f)urce that
groups thereof do not naterlafly alter the basic and

TRefipEtes bR &chEe@bledPPEsSoBRet he cl ai ned conpositi on,

devi cg fgéhMBIpRADT tROFB&nt BN Bt H9EEs alpBFe Ssebsfbon management
manners, neans, techniques and procedures for

dextce AU Aty2 AargitvemageeRt deyice i priblep g chiltessiqnfpqnagement

deQice, IIRRS BRNNEBHISe c%@ﬂs%s ls s&bﬁingtaeﬁa@eﬂb P RGRS W@ omputer
ei ther known to, or readily developed from known

WO

SSBETPI0 7haS SPET RO 6Y GREA P e e ggorpabdfaioe s inserted; and
i) BERRIHFIUBRst R O BLi @ EREPHES Sesbivn, Ridfetr dhid e isQforddhf at least one
conputer science arts

of: a) said host computer; b) said Chl]d device; ¢) said parent device; and d) a remote server,
and wherein said child session management device is configured to recognize a violation of
said at least one parameter during said cc;mputer session, wherein said recognized violation
is in the form of at least one of: a) digital text; b} key word input; ¢) password input; d)
secondary Internet sites reached via a primary Internet site; e) periodically taken screen

shots; and f) video streaming throughout said session.



| mpl enent ation of the nmethod and system of the

- present invention involves perform ng or conpleting

sel ected tasks or steps manually, automatically, or a .
5 conbi nation thereof. Mreover, according to actua

i nstrunmentation and equi pnent of preferred

enbodi nents of the nethod and gystem of the present:

i nvention, several selected steps could be
i npl eﬁ@ﬁf(bltg foy2 ﬁgﬂlwl@dwmbyf glgmr%gl?ténmqngh);here 15 provided a

?:Q@Bl@tsésgign FUSLERR e AR cob i St MR8 pRfen@n£@5d dABddvRE that enables
ereof . For exanple, as hardware, sel ect ed steps of

2 Kild yovean marrzeBent dletes | FpPiEPRSHRGE die epablpe pogiprises providing
ﬁdrz(n%rg fésa Sc%fnﬁ:)ﬁ\@f %ess;@)@ on€h %Eteg)nﬁ'ﬁl%PSnt@f whible the child session
I nventi on coul i npl enent ed: as Plurallt of
@@fagmmnédqvwgtlfrlutqr%r@gd peAYS 8 kistont ddhesprpuchitsiter
usi ngpaiboditichalhe h3RRS Alstndl SV S8 odd b2 R&S®mputer, the
sel ected steps of the nmethod and system of the
Flildadsy ipo thegeisndlcnise.ded @ FiMsEseasT-bei ng perforned by a
data processor, such as a conputing platformfor
executing a plurality of instructions. 15 BRI EF
DESORPTI ON OF THE DRAW NGS The inventions
. descri bed herein include portabl e session managenent
devices that are configured, inter cilia, to hide
and/ or encrypt data on a host conputer and provide
dat a backup; provide paraneters for child conputer
“-use; and provide secure 20 data transfer between
renotely | ocated nenbers of a group; are herein
descri bed, by way of exanple only, with reference to

t he acconpanyi ng draw ngs. Wth specific
reference nowto the drawings in detail, it is
stressed that the particulars shown are by way of
exanpl e and for purposes of illustrative di scussion

of the preferred enbodi nents of the present invention
only, and are presented in the 25 _ cause_ of

provi ding what is believed- to be the nost useful and
readi |l y understood- - ----- - description of the
principles and conceptual aspects of the invention.
In this regard, no attenpt is made to show structura
details of the invention in nore detail than is
necessary for a ftndanmental understandi ng of the

i nvention, the description taken with the draw ngs
maki ng apparent to those skilled in the art how the
several forns of the 30 invention may be enbodied in
practice. In the drawi ngs: Figure | A shows conponents
of a typical portable session managenent device; 12
Figure 1B shows the portable session managenent
device of Figure | A being plugged into a conputer;



Fi gures - 1C- 1F show an overvi ew of the functions of

t he portabl e sessi on managenent devi ce, provided

t hrough the conmputer of Figure 1B, in accordance with
woBpAasisment s of the invention; Fi gur ep@r/ahonsmo1497

net wor ki ng and connection options of the portable

sessi on managenent devi cegand conputer of Figure 13,

i n.accordanc i ' el FpLe t'dﬁﬁ'gglr
: Fi gur ob(’%[i?ﬁ%%%v%gfe %?%@2‘% %%&?E%pﬁv?résﬁpéﬁ ovi gg o
acchy théRistesy hisl & lsast shoof: hovidaragawbnizk.davinteenet whannel, a
onputer_of Figure 1B, in accordance with enbodi nents
Ioc%fseqv%ax?%grﬁw ver. Fi gures 11-22B show '
f 1 onCaabdEmeis, ok sl Rs66L Nhatigemedti dpsice sis 1€onfi@ured nto
accordance w th, enbodi nents of the, invention.

5 recquuigmEEIgEta viokshogh Auity tBOeHBPHY SP¥%eent i ng par ent al
COMPUL ALGISHERL Vhed 1RBeral paarfidths HolakibnsP4e Gh AN ERmVG &t
enbodi nent's of the invention; ~ Figures 24-30

least o of: pigitelalokickeyeweidoinpita DatyeRith iipde peqoadary Internet sites

regi stratij.o - I.1in eRBRJiL AR LG
reafF, 74 b o, IfEAEE sl L PRRRRAS Bty ko SARRTWAR Uideo
stréamlgatmniadut de sedsiont andar d backup, in accordance with

emhodi ts of the invention: 20Fi.gure 32 sho .
10 i e?fﬁ%?’g% ‘S}? TPCRER W%e cwgté‘?lg?sngrgc%o{rﬁ% aomg of
chapictchs 5140 68 &lgfaphic ihiafadenvent i on;, Fi gure 33
shows i mpl enent ati on of ~a Secure, PC | ock,. i.n

ac dBremndunHs: HedRensaizRe RrEamster vikations Atgripgpded in at least
oncfdrgH Tferdd: B OYhat ﬁalfgmg@%ﬁhés@m, 2RSS o EMaenent ,

in accordance with odi nents of the inventiaon;

Fi Joramtpdimmewiic; tapsleaived paramsier iolationh Frsiebisied Hgomeh

15 at 1%9%%&?%@9@%%%@&% %H@Q%Eﬂ%i?%&ﬁ’i&f the invention;

I npl ementati on of parental control
| ock, enitodimanty wherce paiatistee vindationsis repopiizedy ghe child session
i nvention. 30Figures. 37-39.show |1 i
- S o R Y 2R bR T By, s
congivad ian® nshat 'dbwh het Jemsteorici ofhthe Internet-wigp, rabgt 4@nd,2instant

show i npl enent ati on of an anonynous | nt er net
meﬁﬁ%ﬁﬁ?%@nnig’?ﬁrﬁaé{] in accordance wth enbodi nents of
20 t hepl NRAh&Rs when a parameter violation is recognized, the child session

management device is configured to generate a warning message to the parent session
-management device.
In embodiments, the child session management device is configured to

requést a change in at least one parameter to the parent device.

25 ' In embodiments, the parent session management device -is -configured-to- - —~

change at least one parameter using at least one of: the wide area network, the
Internet channel, the Jocal server, the parent session management device, and the
Proxy Server.

In embodiments, the parent session management device is configured to
30 change at least one parameter while the child session management device and the

parent device are connected to the host computer.



13 - Figure 43 shows inplenentation of a secure

i nstant nessaging feature, in accordance wth

enbodi nents of the invention; Fi gure 44 shows

i npl enmentation of a nulti-factor authentication, in

accordance wi th enbodi nents of the invention; 5Figure

45 shows recei pt and activation of a replacenent

portabl e sessi on nanagenent device, in accordance

wi th enbodi nents of the invéntion; ~ Figures o

46- 4 7TIngibadimepls eifie paranti setiiop fmagagsyspiaieyice isropiigujedgo provide at
I A

g bn ot PP LR ORI SRS LD FEERTR RS, Ml e

Eat@mém@hange process between group nenbers using 10

secur %tcl]'rrf%?t nﬁ@ %Qx@ﬁ%@s;on lﬁhnﬁé‘e%{%ﬁg@é%fb@ 1§"4:c§n[ﬁgur§d to %rowde a

enbodi nents o e I nvention; - Figures 52-5

[0z @11e ghbmrtheerc sk intgnrry plews e ehildrpegsipgumanagemeniedevice to

e O RO T B M PR tep o, s to deignated

@mgmﬁegﬁgﬂshéwyewﬁpﬂ@ﬁﬁmﬁéﬁmﬁﬁi@ﬁsant!-V|rus

feat uﬁlegfmbodﬂn E%C Ql{edeﬁ?&'&eté% tuh:hld% 2@]%91%' 4Bt $o %f letapceone of: an

i nventi on; Figures 62-7

Tntepletsient deel ngnm;nmstant@;ﬁsqa@m@fbl% W@rm@%e moni t or ed’

by a a , .

of e o E T e oy B AR AR TERE Sne of:an

© IENBEDHVENTS! roo0 Thetaneseaing.dritesd Mfertesnaiel ate to :

port algl e%‘lb%glﬁl%hlg ”th@?&ﬁgﬁ@?&&oﬁ" ﬁl\éhzfg@ﬁeﬁt hi%tilc@ ﬁrQl{lngemu]tlp]e child

single point safe dccess to a variety of

@mun@agmé@bvmpismétw orliplepnentictieof derenpeandghgparent session
ARSI Rk YER ] RISl BfRLES Members of a group; .
prOV| e paraneters moni toring of computer use

by a lolembddimehie the Rreup plreisishgfor wwasea mEnagheent deyidsiineppfigured

t\%&){eﬁg}? ?llé:?s‘!g. glﬂatof I lﬁbvlﬁﬂgblg %efﬁ%é{rs Q?thp g'ltoaﬁ %ro%@eééniqﬁr ShARfications

eference to t raw ngs and acconpanyi ng

. deisg p ppioidehgme. Bef ore expl ai ning at |east one
enbogj, dﬂ{] n{sh &gs%ht ing Elﬂetﬁi %@110!35' oft the! rﬁul&ﬁe l?r?embers are
understoo at” the |nvent| nis not limted in

caphéurelkte poment cecelvimgdemaiunisatighs dume ppeféad dimand t h e
arr ar![g QBB 91f1ts ttﬁ@ fgl%gﬂp&lﬁlﬁﬁ{rioﬁs%gmgn%m dfbnt B&ice is configured

fol | owi-ng descr’i pt fon or [ustrated 1 n"the draw ngs.
tTherevent et lewh dng ehplebinenliale geemgers of the group from transmitting

communications during a period of time.

In embodiments, the period of time is related to religious observance.

A further aspect of the present invention provides a method for providing session
| management bétween portable session management devices, the method comprising: 1)
providing a setting exchange device having multiple inputs for communication between
multiple -portable session management dévices; ii) inserting multiple portable session
management devices into said multiple inputs, each of said devices having a concealed data
encryption engine; and iii) cenfiguring each concealed data encryption engine with a
common encryption setting for concealed communication between said portable session
management devices or hosts thereof. ‘

A further aspect of the present invention provides a method for monitoring
computer use, comprising: i) configuring a portable session management device as a parent
device: 1i) configuring another portable session management device as a portable child
session management device using said parent session management device, said parent device

- providing session management parameters to said child device; iii) inputting said portable



30 enbodi ments or of being practiced or carried out
in various ways. Also, it is to be understood that

t he phraseol ogy and term nol ogy enpl oyed herein is
for the purpose of description and should not be
regarded as Iimting. 14 Referring now to the
drawi ngs, Figure |IA shows angenbodi nent -of a portable
sessi on managenent devjce 114 of the present

S eSO e deViSfelnlp § BPL CPRBIETo I HENEIonS U YygpT said host
SERNUR NisB NI ORI kBagdnlht REhOErs 4aB ikeycdkdiftg a history of said
5Port abl e sessi on Managenent Device Overvi ew Sone
PORRUBFESISRssi on Management Devi ce Features

Por t aRl&r&8S&I 8N HBRGGRFBMImeAQN idkerrdldt ihyepiiGakier B @Eowded a
a ke% ring. connector 149 config uredw%o hang_on a

Wi of MRS BP SRS IR o AP O Phlgg%radpomble

RASHE MBkhoGRME BSvi@NEol! IRkEGpuRr, Uﬁ%nﬁ@&ﬁ&@ﬂitﬁﬁt]&l&ﬁa‘[ the portable
Wth cover 128 in the downward 10 position, a sl

prstip Pranaggnens dpiehis @llpsrdigragcsshiy bl P aa%wesnslag at least
552 rEBJnFutW—EaEbda abPiH TONREE M, hbsheERyite! ichgiiti@alySBipon the
connector 191 forward to a connection-ready position.
PeheLEAEN sessi on managenent device body 193 is

connegateehih LU fenaesielimblorandintyii®ahlios, there is prowded a
conprlses inter alia, a controller %86 and a fl ash

B¢ {or pegidingssepsom BRAZP R PR CEBREPIRSRAT YR TBRgeRIsTdevices,
ﬁﬁ%ﬁeﬂﬁﬂ OB &%r@ﬂhdﬁgws&@lglekéh&wics Bsvid hiFBpikey
manuf actured by Acer (1D; the ‘many options and
manuf acturers of portabl e sessi on nanagenent devi ces
114 being well-know to those famliar with the art.
In non-limting enbodi rents, the instant invention
presents a portabl e session 20 managenent device
conprising a user USB device interface conprising
portabl e sessi on managenent device 114 optionally
using a flash menory and/or USB protocol. However,
USB is only one of the many user interfaces and
protocols that nay be used with conputer 102,
computi ng devi ce, and/or any conputer nenory device.
The scope of the present invention-includes a priori,
all avail abl e user
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. _ 25 interfaces, nenory devices and protocols
avai |l abl e today or in the future. Figure I B
shows a conputer 100 conprising a | aptop conputer 102

W‘Z?OE’W?“@ keyboard 110, a screen 112, a nenorp¢raf.0@ea497

or exanple a hard drive, and portabl e session
managenment device 114 inpyf into a USB port 106 In

. di.nents. .co er. - . comprihses. .for a

inp 16 CORRb fca R B Eh AURioRORBFaRC b e

msarﬁﬁg ?mtﬂp@éalbc&tablempssidnrrgardtgzme:e daviadsl ialol tee tnniipye mputseach
e future., I odi rents, session, nn ement

of WeAirel bavipg @ aﬂa@gﬁaf Gl RO PERoUAT C07 uring each

contdi&T BAL 'eﬁ@rﬁﬁcfneén%ﬂee@itﬁ Q@ SMBESE Enctiia St Ybe cdreBaled
whi ch obtains 15 authentication that userﬁﬁ)ortabl e

conyaeisFasien eivege the porteld bession mpnpgenreatieyicss evhasisttheroSt
or RiieRlingd 47 AR et Ut 6 Ahdoif W ARYAL BIE 1 3Ebviged o

method s andrdtodngpart@iterhas esbmpising Carbviding a poriablejpareat sssrion
Wi t h t. ter 102. 5As d herej .

maigsith G ich o CBIETRA £ BRI LI ArsroL duabgdirest deyips ging

the Up@eml s@&iont YiBaddineso Ndiivide Unf\@MAE athé OporRKRC WhBd session
and/ or use any software program transfer_ data

e

| €4
Hent 'device
70r 5

- mapgeReR evish i isipstevnpey, thegby {phevidmpsg ofifhe koy compater

. /i fd0ng of the Internet, and/or
vl b

‘ irgirtal payment of funds. Further, as used
her@nlags athervmapiefined, blstechnigap kit stiérdific temmd wrdd derein bave
. transfer. of data via W ar ea ~net.wor k....an.l nter net
the SRl Rieflinghe SRR hrdbafin BB BRhL frin Bee R Hen
thishifivedition bbloggst alBvighaherhodydddimitesylesimibhootendatonne those
C ter-based appljcation refers substantially .
desgfiey Rt E E8¥ LY PAiGeOr sBe of BYESIRL IEERHRE, Suitable
meBO¥NHNE , maRYihR arel WBIC BB | belGW MK 8lse Vo WshGict 20/ Qhtent
access by unauthorized users on conputer 102, session

speeifipdiipantistudie\dediaitipns, wik confrpl. dh raddiian. the materls ipghods,

' D ' ; ei n° sessi on
and 8Efs &8 O o BRSO FROMIE T
Whi A= usére herept the femonfuimeprish(y? ewhPmchdmsUSE gontmatical

J106,.the. i nput caul d alternatiyvel ri se seri.al
varigns3 ihergeF $rR ' o GRknCo ool iRl e sttiod IS Snfte8 siBps or
confRREALH ibaaidb bt AREdudanghe Odddaiy 60 0HEIBH &ailré QAJINBAL Sfeatures,
. existing today or in the future 20 that facilitates
IntegeinSRPE LBRLEET RE aROEPsSsBershf TS e sBrampeees the terms

eongstib AP IHANRGRIEAL cHeMidS oF14 and a conputing neans.
Devi Ce Login Frgure 1C shows a schematic

Theliphrpsateeisispog esdshidallyeef| omzmmmgierieviriate \thereo2 hen Aised

_ I_;g:_r%} g%g%dbei tglge% a% %E%g@?n:geé]g %’tateldsﬁtaﬁe%,gﬁt}gatgosqgﬁs %r.]é%%ponentsm

€S™ a-“user ogln no
but alot et ipadciude| the aédigorn ofl oh® oA nvasraddivehal dahdes, tilagers, steps,

oS53RSt T B Sl S BRI
conRREEHOT 6t Hasliph thbRAf t 8t ndteaRRGRUR HER' 1RABIWE! Bad povel
characteristics of the claimed composition, device or method.

The term "method”" refers to manners, means, techniques and procedures for
accomplishing a given task including, but not limited to, those manners, means,

techniques and procedures either known to, or readily developed from known
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User dévicellogin name nodul e 132 and user device
password code nodul e 30 134 are encoded into user
access nodule 118 during an initial set-up of

(@ﬂhh@ﬁhﬁ sessi on managenent device 114 as ekpt/ai20&do01497

el ow. Addi tionally, portable session

managenent device 114 |ncI des a uni que device
is e ed into ort bl e session

identifier 414 that ]
N =4h{ocs S DrOp7 TR e, ECHRTS € i @miderpotence
arig.esi dent digital string 454. Resident digital string
454 optlonally together with the user |ogin name and
us e MplaESHEon, of the mefback end: wgtempofitherirysent srvanfiondigolves
b Visce
pcﬁﬁﬂﬁ? r?§ :Jr(‘?‘gig&lt nénétégér GEE:ao{ratgkasz SIZ %g gsm on ng n aglm'“Iglng ah?; ora
cogbippiian thereefubotven @oqo@im iof dctual RikuSemtatiqr arsleguipment of
f encr y
PKE&&EQQM&ﬂI ﬁagigﬁnegP&%%h%Fﬁ%%?tggﬁep§@§§ &ngm&sewuﬂ
selmiﬂhg:mlcﬁba/ implethivdied by UaBivaet br bYGoftWaR! o6/ Sferating
8 cornpares, .u ue device idepntifier 414
QR Bt PSR O G r PR oo ooy et pgeslectod
stefsl 8f iHehipiva&ition oBIHEBE iPleAR 6188 st clp RS @lrcdiP2AP ¥oﬁtware
SI&@@{her Bgrtable sessi gn _nmanagenent device 114 t

e Pi'éfﬁilfﬁne%iéd et 1 e @n@&épa% &r Pluggity of Software
insiRHINS BERESIEMEd BR ete L erﬂﬁﬁ*ﬁg&g&@ﬁ In any

string 454 and unlque eV|ce|

casgcgetested s phthe yeethotiansheystem off tb@ itayn@ﬁacc(uﬁl gwdescﬁlﬁad as
S a & her dul

beiflp pERTBIN BY AF Blhobitr, Pals (BHRSIR ARG B 3Bt o
_ﬂwmhmmfmmnwmumsplay passwor d code 164. 15Fol | owi ng

i nput of display |ogin nane 162 and di spl ay code.

164, access nodul e 118 conpares display |ogin nane
BRI@DEBCRIRI&ON&DF FIBEBRAWINGEagenent devi ce user

n .na di spl a passmord code 164 with

por heyjpye 8%% eﬁﬁ?‘ﬁg @oriakle gession m&m@t deiges
thafl @ configured, inteF@libOMi Kifle %h’(g&eéﬁzfrjﬂt SR &ML

IS pron%fedf?g pﬁess a "Login" button 20 168 %ﬁ%ﬂgg%d
pro¥ide data dreghupy Proyiis BRAMEs Teiorhildtcompup usagysod pravidansecure
dathl §RksF@ GRfwen TOHMES 1 335@(:&%9&%{% 3&' Q%ﬂﬁ@g Ercrﬁégéﬂﬁﬁes]c%ige& By

open a wi ndow 302 on screen en 1 n ki gure
way of example only, with reference to the accompanying drawings.

With specific reference now to the drawings in detail, it is siressed that the
particulars shown are by way of example and for purposes of illustrative discussion of

the preferred embodiments of the present invention only, and are presented in the

cause_of providing what is believed-to be the -most useful -and readily understood

description of the principles and conceptual aspects of the invention. In this regard, no
attempt is made to show structural details of the invention in mote detail than is
necessary for a fundamental understanding of the invention, the description taken with
the drawings making apparent to those skilled in the art how the several forms of the
invention may be embodied in practice.

In the drawings:

Figure 1A shows components of a typical portable session management

device;
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In. alternative enbodi nents, access nodule 118
associates with the auto run feature of W ndows XP
operating system by Mcrosoft Corporation to provide

wdlhoaPbAYss26302. I'n accordance wi th thepcrm.2006/001497
enbodi nents of the present invention, once the user

has been aut henticated thgpugh the identification of

t el 3 bAoA p AT sL8orAthlbnBliaBEsE 1S 100HsIng

any encryption or decryption process associ at ed
pluggeadhinibheoppntegbl e sessi on nanagenent device 114

stat.es a val u -al o i t >

oo 10200 15, W S DR, e opon
maheentthole, grefidedsthiangh e enaatérof FiphralB,dn ecopplanenwith

code assgéjated,m[th a portion of digital data. 17
empediments ohBF B1EMI%e terms "encrypt” and "encryption"

ref Bk LSvCRG VIR al chifiRSfiordofink i08Mho bortdleasession
using at | east one algorithmsq as to prevent

mapaggoehiotavicedng wemauter ohlighret Hb 18 aecerdance with epbpdiments of

heShRQELENt s, inspection of the data is facilitated by
an unericryption code conprising the sanme algorithm _
us eligimes BHE showi displayfs afhiseriaptions Proyideddyy the perteple session

there term"ins eJuk efs ; | diments of
mapi e ool FBREMP B Fieienlis i e RRRRS WU eambodiments o
theghwnﬁah, st;i ng or data portion stored on a conputing
evice a noLy st ora evi ce. . U .
her Eighres ﬂﬂ“ez%e% E%B' I %ﬂ]&m PEest fnngsgurregﬁ gEF 1940
acRPn e HS 6@bbdientS BEY iveation.or coding of data to
prevent unaut horized inspection of the data. 10

As
us eHigrees ei2AA-33:  shops floweharien tIMPLIRgHNS aRYFYRL  computer

su;l)'ef’\{'ﬁi&? Bldr Q%Pﬁcg;in El&‘/foﬁ{alll&é)Wlth BinBbdifrlehts 3f thé @dvehi¥dn?g t he

Integrity o digital nessage or portion of, data,

andFignres 624-89 i hgwt Reporirbly isespiasr manpessieniydsvise cegsyion
prfdes 0{;{%&43&;&&@9% GBS d}‘%%é/‘ﬂgéﬁﬁohhe. verification

nct udi'ng use of any password, bionetric paraneter,

di gFigate Bbrshbws Geplemenatien arfdstardan gidap, Bt peoaglanass ith

odi s .of t.he present invention after generation
emgggﬁgﬁ%gg}edgve&%%fl, the value is encrypted and stored
on phteadd shapsSEememagesfentrethemal backdp],in facrordance with
~exanpl e in a device nmenory storage 408. In
e“%ﬁ%&%ﬂ‘ﬁé’lﬁ  INYERUAD: g ue 456 associated with portable
Ses§idpfe TRRAGRIRAPlcABNEE b4 SEusePt lodlQlin ax@ifinee with

via a secure VPN connection, to a server 470, for 20
embedimsnis of fhednya@#ete | ocation, for storage in a secure

encEyRiLsl YaRls BifaSiRiof ofdBiston management, in accordance with

embodiments of the invention;.. . -

Figure 35 shows implementation of anonymous surfing, in accordance with
embodiments of the invention;

Fipure 36 shows implementation of parental control lock, in accordance with
embodiments of the invention;

Flgm'es 37-39 show implementation of anonymous subscription service, in
accordance with embodiments of the invention;

Figufes 40-42 show implementation of an anonymous Internet purchasing

service, in accordance with embodiments of the invention;
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430. I n enbodi nents, |auncher nodule 116

conprises a protocol witten using the ". Net"

pl at form program marketed-by M crosoft Corporation,
“meﬁgﬁﬁgggle, Vﬂshlngton. Al ternatively, | aunggi2006/001497

nodul e -116 conprises a U3 |aunching pad manufact ured

by - 25 the U3 Corporatiqp of California, USA

In_alter i ve. enbodi.nents, |a 'E“E?e‘é : :

c ofigHIes g%q’f@ ppplergpratay ?%rsgy “Ber9 Ergsgmélrrs; %agc ilgu%f‘tr%e’ -
acco%&ﬁ:l _ béé\@itﬁeﬂe&gi/neﬁts oﬁ?ﬁ:ﬁﬂﬁ&hﬁoﬁ;on'ponent s, software

i braries and/or software DLLs that,.in tucrn, .includ

cojgutcert4; v cpiREfBIOn R # epgi?éﬁqft% pae‘ﬁﬂéeﬁn}c:)ér%@%u f
amo&%g%%ﬂggﬁggdm@nﬁgpﬂﬂw@%;wth user access nodul e

provide the many services of portabl .
Zeﬁ'sg'um 4freshonye meqsipt chadi aeEvatios, ok B replaFerighf BPF%B?% session
etailed.helo e - SOf gh-ans
mau%%’?%‘f &%&#ﬁ%%gé%e%?eeﬁmm%d@%?g%ﬂg i(i)’pt i onal Iy
W Fidugss #6-4%csimvdampienwintationndfodi sy tonnetHy &, vser+of

 imangthoridd rampitis ip AR Al W b SREUAL 8P the AL CUL ed

_ _ One or "nore operating systens,
| Ngigigisn-PUERoROL daiandxcahgt @rocdésnishiwesn dgrowuembersUsing

plattorms. 5As seen in Fiqure 1D,..in. a N-limtin
secuserBRSEIPRBIIPLgeRen mw@e%eg'ﬂ%ﬁl@gmwfgﬁe&ﬁm eé’hjt ho
us gﬁg%stﬁ-émdfé@l, b DMHOREERE BhpTIAS dvice whid b apuring the sure
320: cess to a Secure Encrypted Vault 304;. Acces '
sessian maRegeoteat Sf driguyes BE133bdm capdanca Syl & Bd%%écﬁféhe
imrEngr_.ypt ed Device Menory 308; 10Access to a Secure
QU ng on the Internet 310; and Access to a st oner

Carfégufie 159 esho @8 2mplementatith of agtvirgs ffertures. dh @cenrdingg with

OQt i ons w ndow 302, for exanple "Secure Vault"
emboogiff‘e%%&g%’%gﬁmhﬁl%di spl ays the opening displ ay

as Jo&irad GH7NEHoK mplemantatianiof a Sdem of computer use monitored by

an administrator, in accordance with embodiments of the invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present embodiments relate to portable session management devices that

provide single point safe access to a variety of computer—baséd applications; provide
seoure data transfer between remotely located members of a group; and provide
parameters and monitoring of computer use by a child.

The principles and uses of the teachings of the present invention may be better

understood with reference to the drawings and accompanying descriptions...-———rm——m

Before explaining at least one embodiment of the invention in detail, it is to be
understood that the invention is not limited in its application to the defails of
construction and the arrangement of the components set forth in the following
description or illustrated in the drawings. The invention is capable of other
embodiments or of being practiced or carried out in various ways. Also, it is to be
understood that the phraseology and terminology employed herein is for the purpose
of description and should not be regarded as limiting.
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15 Secure Vault Secure vault 304, seen in Figure

1E, displays a display vault 410 that contains

folders and files contained in a secure vault 411 in

C menory storage 412. Secure vault i 497
“Kﬁﬁggéégﬁle, herei n nount ed, hence readable4%%Ug%?gggl

112, as 20 display vault 410, only as |long as

portabl e sessi on managepnent device 114 .remai ns

c o Refesinganorolo dhmiaragss Bigure 1A shows oy ot of 2 parpahle

sessioﬁ%&m%ﬁ&rt RREDIE Seas Qs AR alieeuiesty tféred to
secure-vault 411 1s retri'eved b ressing a

herchRet SR segsiopmeragengnkeyfldf podPigSRkrthlt-he user can
nodi fy secure vault 411 by accessing display vault
410. 25Upon opting to end a given session, including
al | owi ng afultable sedsami Managtinent Devi i$%Wn of
aut hentication during a given session, the user
resses .a - Safely E raAutton 314, After

So £ mw%ﬁi%ﬁﬁgﬁgﬁ g% to display vault 410
ar @ofikle yetiod niamagaoant eoviae (114 Ayplcadyn hae adeey ringpecmgector
412, remaining totally invisi.bl.e to

a5 Sl sl A B ol SR S8 AP KBRS 3Py

postlidd chiersi@fd 6wci9 R (3B BBREWr $9NIWRE cék? 10§ ipthesiosmivard
start and end addresses, . Igﬁenb%g\lX/!E%ts File .t

positiop.odide drtiam b feisemabed Torwasd inp FireFoRVATOE RKBTRIG YD @
! Medly! BiRleifd (B 86R1c8BE NYP Gk k1@ Snnection-

mm%%ﬁgggpéggencrgpﬁ?%%&%ngine wi thin the device so that

readyrpmosigions no way that the conputer can find the vault

S?&?}g\é\ﬁﬂ% rs]e(.')sls)iﬁn %S?ge}r?enfj gé’vii&%odgri% ﬁse&%éctécﬁtotm connecior

y"no vestrge I1s left of any information
191ha ityigcali eomprides rietdr alin, @ cogrmblet £§6 and 2 flash memogy {¥¥er

emodi nent . secure vault 41 (o]l ;. an

ezﬁ“ abdr g %ﬂago‘jéwgli‘tﬁ’p Pé’%abﬁg gsr? &Effhs ¢ on%%ﬁi% ﬁ&é&& fi4
conBRistPDUEBIeS Sriaﬂﬁfaﬁﬁfe'ﬂmlmd bér ®ethe amngt ﬂ:ﬂﬁoni agémﬂes hfac@“ers

remai ns to space used .on ry storage t .
of RORiEIG FEIop ANSEFRETE Mgy ls‘“n'?ﬁ‘?[g, sk go JSft"ﬁ% ?am’ﬁéf with

the BKOQrans do not inadvertently overwite the data.

In non-limiting embodiménts, the instant invention presents a portable session
management device comprising a user USB device interface comptising portable
session management device 114 optionally using a flash memory and/or USB
protocol. However, USB is only one of the many user interfaces and protocols that
may be used with computer 102, computing device, and/or any computer memory
device. The scope of the present invemtion includes a priori, all ?,‘_V?ﬂ_"?_bl‘?jﬁfr_ -
intérfaces, memoty devices and protocols available today or in the future.

Figure 1B shows a computer 100 comprising a laptop computer 102 having a_
keyboard 110, a screen 112, a memory storage 412, for example a hard drive, and
portable session management device 114 input into a USB port 106. In embodiments,
computer 102 comprises, for example, a Lenovo ThinkPad laptop or any portable
and/or non-portable computing device available today or in the future. |

In embodiments, session management device 114 includes an authentication

unit 118, alternatively referred to as user access module 118, which obtains
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Renot e Dat abank Renote Databank 306 ensures that data

fromsecure vault 411, or any data io chosen by the-

user, i s backed up to server 470 as a backup file on
wd 5098843 ault 430 that is accessible only thpedeoesoo1497
- successful login of portable session managenent

device 114 in conputer 10g. Server 470 is |ocated,

for exanple, in ifferent ci . ] i :
autefliafigh O St URFARE SeoTvibarT T e e FATLEE wit
hosPREdpatth 203 @Fnahe arhagieatnn ofdesises potable saspon ewndgment

information apnd files in secure,vaylt.411 on .com Hﬁ
dovigg et Prosidss 48i€ v i CREPIRGPH Y ATTICAORs 1 Ou PN 25

hggﬂ%h%ﬂﬂ&Q@i|y t hr oughout a given session. In
embodi ments, even when the user has not, specifipal%g
chdsersed bt e<'somatist-based pRRIICAIOS FIOPFIFgse ¥1d Aille Ut &
any\ét%:(%f dp%%u{i%‘@ﬁeﬁ@é’ £- RE&NCHANG e AbyesoRiMABlobfdl, dnsfer

secure vault 411 and/or renote vault
dat/BOweORBnIting deeices, encrypredatas baskupalatae providstsafessugigpe of

st orage devj.ce ,e ' i t] ;
the Fitfrsp, FRYE ST ofER] fifoc OF B! ForpRE!dCfd Ferep,
"comPkObasee aplicald?’ ipBludes wardfer off de@at el alvadakicy ngtverloran
at a renote | ocat,jon; herein a renote server. I n
Integngh shanpging sorvey Wﬁﬂ@erlgﬁrpr i'ses the user during a
i VeNuss8 38icat) (B tednl "shiel ewitip pebpé sl accessing 8 ecmpeter-based
vault 411 that are to be backed up either,.in secure
appligation mafess tpssustapiiallyp piprentipg Recosp q’tyh i, rpﬁ?ﬂl"gﬁ”&l&
| QWi ng s . i h& 0Pt R g lubMuBdel a84s on
Spyg%leégﬁu%éju\?ggﬁatﬁl’%%pﬁiﬁg‘ﬁ%ggg’taﬁat ver elbghanged in the
corfiutes 1108 cgsiionmanagemenhdgwiget Hdy opsyorliemaiye Compting deyice

oo GBhbBEPHpoEE AL 50 LB (SRR TERCOANE ey o

authantissedire vault 411 on nenory storage 412 and server

470, r gughout iven Sion..|
In6W%ﬂ%ﬁFhP@B%%ﬁﬁ%n%ﬁPbagfgﬁﬂ%ﬁpg@§%ﬁﬁ§£?g%ﬁg%§QM1cmﬂd
2HERRNHRI Galpase bet vebh pompuierinfifad aredersiony gupud7 Oyireless
t hereby maintagining conputer 102 at optimal s .
comRUEEAtiep REFTHI SR §9mg¥“{°ﬂé°ﬂeﬂaﬂ“81ﬂxﬁﬁ%% @g&?@ﬁ?‘% future
thaP BRI C 0B RS Qo BBRESA R Rb-cBeNdEal doldbleptistvnahinsgement
ueries the user whether to save changed files in
devgesclid @nd a gPwputag MeaPst o renote vault 430 or to save
secure vault 411 under new nanes in server 470. The
| atter option prevents overwiting of files in secure
DevieelLogidl11l t hat were present at the beginning of the
sessi on.. The info i O t ai ' AARnt &vi
opt NSRS ll(‘ysfbrogvts Y 2h _.g%cn 2 BRI BesSiGh ¥Bhadbffdn vice

rireved

114 plugged into computer 102. User access module 118 includes a user device login -

module 132, alternatively referred to a name module 132 that records a user login
name; and a user device password code module 134, alternatively referred to as a
password module 134 that records a user password.

User device login name module 132 and user device password code module
134 are encoded into user access module 118 during an initial set-up of portable
session management device 114 as explained below.

Additionally, portable session management device 114 includes a unique

device identifier 414 that is encoded into portable session management device 114 by
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_ congeivsseetringofoomben ged)

5 conmputer 102 to which portable session managenent
devi ce 114 has been successfully logged into. In
- enbodi nents, follow ng successful l|ogin, the user has

W(Bl;bt%wgmgson to activate "Retrieve" button 472c+f.2006/001497
re i

rieve files fromserver 470. The retrieval
fromserver 470 is optionglly used, for exanple, when

the yser is on_vacation wh [ ] ;
the mapylaCalE 2 3y 56\51%8‘%5 rlﬁlnrS &g s?seztr?e E%gitggg  gtoe 434,
optiSIHIY WoRéthti Hifh HESERE lodio npoetalll wers paswod, frapapdareedt to
device 114. The unregi ster conputer 102 p ¥viQeel 4. Tn
memasy Ftasess W2 dHpgert-gr © Poﬁ’%ae F-?FEE’P ﬁ%?“a%%%gger SME,
emﬁguﬁﬁne%@ 'B%hsm@ Nebsbine haghockitht devic®aRjue | deoit| idastifier 414

ring the session, gil%_rtabl e sessi on, managenent
s, SHSHAPH ERCTHELT "0hon fi ni shi ng
a given WeleN sehesdntnt BRicel1Y4 K ©SB pbayos,
15%63;5)%08%1%%&[%%%&%2%gégl:b?he_r in e}mr {)t ed fotmpor_ .
useneas i 1 IHeompares unigieedtvine ident 4owith eefident, digitel

s e L S i

secur e
anoM@t pbrtfbld skfidh anmaginene dedis pl4yhay hay totdren apgistered with
del eted from unregistered conputer 102 so that when
comper 48%r | eaves an Internet caf, there is no trace of

anypelat ichd: 0l bARhUGE heSRESE r8fiden il seingpiitemd] Osique
20 I'n enbodi nents, if mam)r% st or a%&4é§e@ﬁcgms ) on
devitefidevsifier #1 uest angspempsifls 4B 1apRghes Alis, daigis HY ¢
comgp; :rllg%rﬁétpa Plr%g 983 18ECES IERIIETT. thal Rbhdsts43Rut 3N4ldgpiag &sxin

w nenory storage 412 or another computer
nandeOD52. antl éapebyf pdisplescpasswordiedds sk oring al | fol ders and

fil on secuye.V, g ] k4 €n@f 1 aSTk4. 4Bcess
ey ROIE S S itick o A RS Snd dicgh SRV,
mod§e ClU B ecobgies eliddiayoloylh B08: dp2 ivorh pertablectessipn mepnagement
secure vault 411 and/or backu CUL t ;
devisfoysyhiagi qayT iélr?é’ﬂo@ﬁ?@’t Brae gk Y 3@#‘1 pitfebid Sssion
SleANcTRE A8 PaRivoriesode@34.14. Data in devi ce menory
storage 408 is not accessible.to anyqne who nat
 uckadloan FigossHl BRCBNECDE BT BPTEGS © DT ¢ LA} cilon
161%‘ 'ﬁ&’eré%fs%&@éﬂﬂ%nlo% Bﬁglﬁs\ébﬁguteiem Yp6ih Wighg @sed @8sess module
owever, are available for the user. to downlqad on .
11&signae ipvacher ma@ipleal 16ai9yones AR R W‘%@%‘ﬂ cBY 8T
Fi Iug'gﬁy. If portable session managenent device 114 is
§'8st""or stolen, the user does not need to worry that
senki 4lteietive bmboditients, iressstmpdudn 11H eeosines with the auto run

feature of Windows XP operating system by Microsoft Corporation to provide display

. 302' - . e e e e e e . . oL - e e

In accordance with the embodiments of the present invention, once the user
has been authenticated through the identification of the display login name 162 and

display password code 164, any encryption or decryption process associated with the

portable session management device 114 stores a hash value 456 along with each data -

packet, as explained below.
As used herein, the term "hash™ refers to the creation of an encryption code
associated with a portion of digital data.
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wrong hands due to encryption protocols, noted above,
on portabl e session managenent device 114.

Optionally, device nmenory storage 408 i s downl oaded

ypted to server 470 automatically tB&RHGNs01497
“Kggﬁﬂgg%#on 460. When the user logs into conputer 102

5 follow ng replacenent qf |ost device 114, even
recently nodified files ipn devi it
r et4g B9 Bm?WOEFEQWV% m%ﬂﬁ,“?ﬁé?bﬁ? prev%ﬁﬁ?%ﬁgﬁﬁg ?%F
leasg at@rtion! dromiA) Qislrps ledst pas tibtithns e% las o prevestgerasthorized
evice 114. Moy egver, .porta eSSl oNn. ..
inspretinag Msrisiay &y fthon sbosRtdBsRerfion QFgpe difa ¥ facilitated by
BRESHA b e doth R safdel aBforifie Wede iReodRFOE thedRa.
m”@Ven |EH§B%%cag¥%%&that hé%ﬁho 10 internet connection
469TS Q8 HRXBIPIEreOiéh MinsPedtidgatrefors tooadesstyp reviewing, or
village. Customer Care Center In the.event the user.
detduminifeoinfromation fermiage dieial sringerstatagaortion Jersd op a computing
a , user optionally contacts
device éx?d%’lr lgergglg'gtcé%‘? deb 2.

oner ter 312, seen in Figure 1F, 15 as
di s ll@.&?ﬂer&& e W REOVn33A" afl teBhatalihyrabfer td 41 dbfietation,
cal'l's an operator |ocated at Custoner, Care nt er
enc/pfion, or codingofitatroiipmeienisiantharigrddpsppetiqned e 8-+ o
provi de either device |ogin nane 132 or device
PasREAh&GEREmb IdmsORkthatiRhlion™ahd/or tiantieaticast] pike to, inter
device identifier 414 and/or uni&ue e%'o%ald/ erifyin
alia, crenfying; the intesTity o digikhBiessagn O e O fgiay gy Veriyms
the H@'&Iﬂftf ST Bused QvirdP QBcesdds C& S uphutitlg RieQick diddfhr network; the
identification, the user is provided with prior .
verifewtineintloding usermd ahg passwordrbigraeirisd Higital orgificate,

¢34 ternatively, Customer Care Center 312 all ows
ﬁ%@ﬁ@%ﬁﬁ¥g§%ﬁter a new device | ogin nane ;32 and/ or
dernCe%lﬂ%ﬁﬁ—&éngsf & 68 %?esl&“invé:{ﬁoﬂ QbR R %185 B Alish valuc 456,
n evice T1

managere 4 1s m ssing ol  owi n roper, .2
thei vhbit il fenerapied rapd sstovedyvop gottalile éE@@sm@wgﬁlaﬁggc@H%ﬁtl 14 tor
device 114 that-| user |ogin name 132 and user
m“ﬂﬁé%ﬂﬁ? V%%Hgmﬁﬁﬁaﬁgégg?%onally i ssued. In
e mMbpisiEdingentd, heshusbie 456 essogsizd withpptibleaissseonspansgerpent

managenent device 114.to_ent ncr e
dedeq é%aﬁksegt@ 0l &KX ¢ ymsqcme:ngncé) %ﬁtﬁgg,r{g régﬁ]er 470, for

- exatil &f a fehhit QcBHHN Wbeitord@Rin 4 secardxadiypidtiser avegwsible vault

gortable sessi on managenent device 114 is optionally
4330 provided with a repl acement uni que device

| dept dfidRimdtst 1ARRhENBoRNd Ui eimpHizkslsl radsuol Ggitien using the
identifier 414 is i nval i dat ed, In ég%%ggagpen,
“ Neft” platforospogiapsmarketsd b dMiisisalt Corpyratione nt 2 PEE™

Al%gvﬁh%aﬁ%@éra%é M%Q?ﬁictgﬁgﬁﬁ%g@%cﬁﬁg EJQ& mbhffadtifbd by " T

’SThO
the U3 Corporation of California, USA.

ogl n nane

In alternative embodiments, launcher module 116, comprises one or more
sofiware programs, including software modules, software components, software
libraties and/or software DLLs that, in turn, include computer instructions for the
relevant operations that operate in conjunction with user access module 118 to
provide the many services of portable session management device 114, some of which
are detailed below.
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and password code, a woul d-be inposter could not

access secure vault 411. In enbodi nents, access

program conpares portabl e session managenent device
*’ _gew ce identifier 414 to identificatp@Prm2006/001497

v ornatlon stored in nenory storage 412 and,

follomﬁng rej ection of angunauthori zed device

§ gcgﬁvatrﬁ g{o%?a%sd%ﬂei)atﬁrg Wg{hsl%ef Q&eé‘ssxﬁﬁdulé 1181 8reWpRbnAlS

stered portabl e session
Vngmgnﬁgemammnﬂevwnb anibdiaenth danthg| Ggdeth:i Btto Javpoppother

prosgRpIRe BRETERD A SaEe 1 gometish WIS e o AR bicHRing
systbkﬁ§ Kndh@ind B8 nelidaed ﬁopmmm;:mmwﬁmrplmce nt er

12 "wher e _addi ti opal es e. t aken
exai‘#rﬂi‘@ iadhgure %ﬂ?fh@mﬁ m@ﬁ%‘%& apngdewy tr"@% BREP
1 12&?(?»% HRRE Wﬁ}?ﬂmﬁﬂmhé optdns fvicadlspkpdidonsabooni shed
respect to the unauthorized access. Secure

Interné@mﬁmﬁfa$@PEQﬁH%ﬂﬂW§@ﬁ¥ﬁﬁqgn nmanagenent devi ce
114 allg&gspn§$&§&£ %8&%§§55&5K3§9rf 15 websites on

t he Inﬁbrne n enboditents, following | ogin and
opt i ngAﬁ:cHSsBEESerESEEGEYp@EQ‘OwMG@B@'C?J b1y configured

i nt er net nch vi ce which
storesi§ F QHc§$éﬁ%§%ﬁguc Hggigggﬁfes and site
hiStOrMm&ﬁsﬁ)Mﬂﬁﬂﬁ&wﬁcmﬁébmmfbﬁhat|on cannot be

ted without d the d ]
<1 decheghswls by ok dhe PRk @ e, - Yob Aty *sh

‘ Vaxﬁi"t3%4 20,a51 RN 133 URHIDY telpenise ﬁlspngd amyiaxéd\mﬂmdwel vault

I nformation or conmhuni cations during a given surfing
304session are entered into portabl e session managenent
devi ce 114. As used herein, the term"history"

W th respect to managenent device 114, refers to any
SeaueCoaudk of digital and/ or anal ogue i nformation and/ or

conruni cat.i QSntains
CO SRR P TES k£ PRl
fom%rgauceﬁiés shetuiBediin aptwaahult dipin cmgpwvmwmﬁctra@o@lz
whi ch. port abl Ssi.on_nanag t C
Secpi VA 1 LR PSS deE O RO eg: PRI SR b o
dlsﬁlgﬁpﬁﬁlﬁliﬂg ohBPdsORnE a5 poiiabie 48 pn denkdenent devket Brisre@ads
08, and a 30 handhel d devi ce 218 respectively.
Cmﬁﬁ“@%%ﬁ@ﬂﬁ@ﬁ?é ‘portabl e sessi on managenent device

114F01L XERdsful logini REE Pordble |’He§kldxﬁﬁiaﬁigeﬁﬁﬁ1p tévate 114,
102 IS connected to a server 212 via

secareeauléi hixu2Ya Bnpresas & Reddesy b 20 B Regthirthe
use% %gn modify secure vault 411 by accessing display vault 410.

Upon opting to end a given session, including allowing and/or. facilitating... .. . -

expi.ration of authentication during a given session, the user presses a "Safely Eject
Key" button 314. After pressing button 314, all changes to display vault 410 are
encrypted to secure vauli 411 on memory storage 412, remaining totally invisible to
anyone else accessing computer 102, In embodiments, secure vault 411 is defined on
memory storage 412 by physical start and end addresses.

In embodiments, File Allocation Table (FAT) files and/or New Technology
File Systema (NTFS) files are encrypted using a concealed encryption engine within
the device so that there is no way that the computer can find the vanit data without the
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23 Addi tionally, desktop conputers 208 and 222,
havi ng portabl e sessi on nmanagenent devi ces 206 and-
220 respectively, are connected via a |ocal area
wisb W kss240 via a connection 269 to a w de BEEE2006/001497
network 224 and communi cate with server 212 and
conputer 102. 5In still fyrther enbodi ments, portable

ses nent Vi b
R TR TS Ty PR 18 oFARDRESAGLE i b
errtéi‘@i Gifb édinpesnent kch ﬁmthseamboditll@lt\ﬁﬁfalfﬁ weulbfid anglpssociated

used herein, any reference t
st oo o5 ot SOBA G5, BOrAPOORE, Lol et
a&rg@;ﬂ%%&% YL @}&ereﬁé&eﬂ@nbwdﬁmb dscrﬂomtpmbmng deagcéE
218 and/ or net hods and prot cols for (fonntectaa Otentl
P madvertently

thatt hlehl@a theesize pheaulisetlla sprihe r‘P}E aP PR 4
Ove {é deV| ces and/or protocols avail able today or
ure The many options for connection

betvveen Iaptop conmputer 102, deskt op conputers 208

%ﬁ@%@andhel d conputing device 218, and server

known to those famliar with the art

15 Frérhidie Databsnk 306 eimr&si that daites frowy Wﬂr@dﬁﬁﬁt"éﬂ oppy data
refers to an dev

chaserh e B¢ U ‘%@Fg%ﬁ iﬂ(%ﬂ' (ﬁh ? ﬂj\e&a t ?ﬁeﬁmte Voalt 430

urther

LaGipIe thro@ adtcessBddegio mfmmgmmom avdngggment
thaf B EESAIOLE o1 g

and 220 are opt | nnec
dedeniidiin poypHies 108 sServer 479 @%Ioc‘ﬁi‘g I}arff%mgir%d’in 0 r‘i“?gm{l/tecrlty and
is %%%Slbﬁéﬁ[g%[ Mt BoniREGGLgsonet wor ks canfi gurati ons,

or COI’TpUt er conmuni cat i on gr?lt4oco S s
20 huremﬂmﬂiﬂ;em apmﬁbiee sEpsiom BAnAgEEt o JEYS GOoppare

dl men e e ek @Rt RadvenY With
1 g%a:figaean gécjel%aga"ﬁghgl\fl\,{’%g%% f 0 server E4‘170
reradiel/ @iulit @30 eetm‘seﬁfvaram?@ HB0disalti MEhQ% et egipen session. In

em&ﬂ%(ﬁgﬁtrsr S?Fat gr LSF eru%;ghasan rp%gﬁf:ﬁ Endstn I8 V@Eeséf Bmote

ny conputer
daﬁeﬁﬂmocstfmﬁrsaﬁeseamu Yanhl zalt thaajaver been chivgefl are eutomatgdly

non- I|mt|ng ex to uter. 102, or any
bagkgdmnde ??@“f&éf@rﬂégrp?‘ﬁ@?r Etﬁ Vg’ﬁ"?gfrg)al ia, conputers
208, A2 &R thdZdrm MBdtverB Glfersptol aﬂyes:oﬂage dnywt@ emplyfying

conputers 102, 220 and, 208, server 2
maeapiith epiicalievalicenagiys median gngl Iplogy e wﬁ’%’? @@n‘?‘é" L server

' eREReifl 8 vénude dedveror
T kN T
enb dulembortiments.or window 322 geprises thesuser g A Eygeseptipn of all
ortahle Q6411

mSSE RloB3h BRSO 1) O AP e RAL) e e @

[ ogi n name 132

or(ii @wree 470) At disebegimssgf G ﬁﬂbm&smw he yser tsapptionally - - - -

Sessign rrana t. device uni L er
apgised of SEeUL & gﬁ?&’ﬁ%ﬂgr* &’@E BFe gﬂa%geactﬁgﬁ%sgg%%lt abl e

S €S gj; Offrthér e ABEEARIB) tthel @iérC opticnbily RBiguiRd Goznble o®Esion

and/or in menory storage asso Wi
marageney degige 11&% baglﬂp’ c 535 1851:%9(]&311&%'18 %?Pefﬁrf%ﬂt 411
on memory storage 412 and server 470 throughout a given session incrementally.
Incremental backup allows significantly reduced communication between computer
102 and server 470, thereby maintaining computer 102 at optimal speed.

Tn other embodiments, at the end of the session, portable session management

device 114 optionally queries the user whether to save changed files in secure vault
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-optioh toastivate SRettieved huttarnd % i aetripee Henlen sayeng

Devi ce Setup 5Figure 3 shows w ndow 302 on a display

300 in which the user has selected to set up

encrypted vault 304 by clicking on an "Encrypted

V. nesetup button 305, Figure 4 shows a SEEHI8006/001497
W%%H%léwﬁéndow 402 on a display 400 that foll ows

choosi ng "Encrypted Securyg Vault" option 304 (Figure

) TR ; Vot field Wbk bBreR B0,

4l ;’%ﬁ)ﬁ 5‘??%926 gal\ﬁ}ta%’lotoerﬁg%‘?% ﬁmtg:{)vg@gg(l: F eat ed. As used
Theigtteg bption! greventroysrvritiyg of filed inskourctroldd 1 thas vt pragegt at

r anmat ifcal I %S[irel ated words and/ or words havi ng
the Regining- of GHEY¥W i ons, refer to choices that are

ex %ﬂtiﬁﬂmﬁm}]dm Qonsigkd uﬁga;mver i 4Weis optidnally arﬂﬁewvb an dquy

nouse, touch screen, and/or pen. Vau ne 404
compyter o 119 whishr parkables $5ssiQ¥e RATPEESEF TP Ve ﬁh‘g a‘faﬁ ageen

L 48 fol £ Yl orfokihehid FOMHiRE sipt@sRRe k] hoaneyias the
Sum%/au yld?g%é!iﬂﬁ server 470. The ugger opti onal I% 15

h the

utighity. t aﬁllf L, Br R Ble Ohhathe fiser is

folr’%hg\f\%ua&[%ﬁ&g%%%ﬁﬁg# Og;ﬁ t gulgddént i fi cglfl on of the
on Ws@fion fvleredx anypipetet OB n¢onasisex p) Breviewsl awesgistered deglgop

a box .406 the user,.sel ects - ' f,m;@i&
comypser With regect I3 pRTHab]e ﬁ%sﬁ%y?gen%, e’?‘ﬁ‘g%ﬁ[’%ﬁ%ﬁgm’ﬁer ched
congms@qoz dR§ibgNadatddgina igitslen as hayentdrnal podvidet Gite, fayexapiple

O inputted in box 406. The size of vault 404 is

an Inemget 84S.0% PPepiPcE®Sapi | ity of the operating system
to Mﬁ%t e fsleésfoi]T rthlb O@Esfort Prahagbinknt dévicet Dt chmimaously
si ze 406. _In enbodi nents, the user q%eﬁlngllﬁ "
encetpéndate, Wponl fnighing ajggem pRpsipppibe L9 relegise 2pfehy HPsuLKey” -
l Ao Mal I Gty SuneNMtbd Fir&g itBfkédSup to

OPtg’gtA?l't‘loaBg?a%y%]i%?n“agnsco tha{oq@;glflt s(?jzpﬂe 40éﬁc’:han es P
rembepenge veulbfdvand pueblersessiaraniiegeen devife ] K siely removes

i ncl udjn 1.n ' [ 3 BPIa8t
e R R e e B
41(User ddet@r @Her emegistewidt ¢pmpedreldl wothsompben ithrgusgeayes an

102 oy, server 470, _and/or .th upe. - '

IR P e 19 1T G P Sl BsiBa i hout Soriiler 102.
cl i gk smbstidets 4 48 niethoty addriges U2 tbeddresodefirhétc ar example
button 409 to cancel the operation and ret 0

eV IO 00 rsboc Praesiangs reot eplikiy G pipees

dat?Un BUichPReRdS: stbiSS 4 AL LSRN doinpuid B2] Bfetdoy pirctedting and
operating system of conputer 102 to create a secure :

restoain: &1l Ailderpandles py seoprsy g 441 1 g Pbibe Ginot her
predefi ned storage, for exanple renote vault 430 on
server 470. 25 Secure vault 411 is encrypted

Keuddempreonvent i onal encryption._protocals. In-a -« —m o =m om

““hon: i miting. ephodi neNt . the.w A :
Conit St BRORE AL pos BF - SRGHIILRMBEGH OB option to
badfoupdatseauis viulie 4nanuden dayiptpi soup ratb Gl stoendryptedhdediee

me{ggqa'h ?q%fg%%@?&sg%qn \Q%léljf)agglgﬂ\ggel}lgnt tc{é%scg 1f13.n})|a£aai§1 device

memory storage 408 is not accessible to anyone who cannot successfully log onto
computer 102. Vault, files, and information from device memory storage 408,
however, are available for the user to download on any compuier 102 at any location
following suceessful logon. If portable session management device 114 is lost or

stolen, the user does not need to worry that sensitive information has fallen into the
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Figure 5 shows a conputer screen di splay 500 with a
w ndow 502 depicting various drives on conputer 102.
Di spl ayed vault 410 generated by nodule 118 is stored

' \Wee vault 411 within nenory storage 4@rmane o7
W‘%ﬂ’é’aﬁﬁﬁo the user on 10 browser w ndow 502, for

exanpl e as a displayed vaylt 504 designated as a
renovabl g dj sk that ha " Johnn, hQasci
wofs gty (il SptPlogs Dt P BER e G pltible Session

m dhedes@r11an wi ndow 502. I n enbodi ments of
the present invention, while.portabl.e, sessio
rPaberrl deyiapegnory glorige dof sl B¢ BEEEEDRed gy sprver

a70%uaRlanas, ¥adllch GRfledieAREOSWHceWBDLer Aot b eorauleabioa

for storage of files and i nformatiaon. ,I$ as .
follswiog replecament af logt dlewiged 144 BenyEa™iy RPGHS Iqi?ess‘ﬁv‘é yiee

me%égk%ﬁ)égﬂlg?g gaf I%HER’E# I‘%fbni RErQerS 27011 BeréBy Ipkevidiing R¥s of data

savl hg es and pressing the button of

“follgiving lasy efipartabletseSih, management deyieeetMat i ve enbodi nent s

of .the present.inventi % he Ge2fd HEO/,

fu %te%‘Fer’i Pﬁrga&e 1’?S%lﬁai n{ ot i sé@%ﬁﬁgﬁﬁ5%4 that
opp@;ﬁ:@]d i\tyhfﬁ vk @nﬂéﬁ;@bﬂé dbﬁfesmlénnar 4(?8 s it a&@uommaé@sdno
. and information o i splayed vault 504 are.encrypte
integeb pRpuGFHOR %Hefgﬁ%’?imp e‘ﬁﬁ’é‘é ayaf “t“%%{e“i“’ge %g%%ai ned in

user access nodul e 118 and/or in nenory storage 412

and saved into secure vault 411. Drive Status
Cuspamgr igreCgilethows a wi ndow 622 on a di splay 600

rel ice [ hARS 1 S&QRRE eksword
V\AtIﬁh%d%"E%’g@me’ g%a%f o O4.ﬁla%'a§%l(iaé%d vaul t 504,i§ o
code 1@hatle bser dpfienally copasts Casipmpr Garedtentss 8k sosrmi fiigire 1F,

18. en_di.spl N4k b R4 H8EE100ataS at
as %@ﬁﬁﬁ%ﬁ%@aﬁé?secure v Uﬂg%g%l%dar#eﬁ%ry st oal‘ragé1
Cudldider (ese Gwated HAl e for receiving data. 30C osed

di spl ayed. vaul t 504 nnnoun . -
e PitaioorEiraly b B o o ol e B9k o e 132
or @év%:eVﬂ)ﬁlé\ﬁ&Hg‘gﬂﬁ m,eopAtmml;gm\éduwﬁcrg mmmteomm:id?@ﬁer 414
accessed. oy e A W ndow epi,cts .a stat
ancf A PR ERL TR, TR EOPABICATE P & oS i .
Uphlt Sidcadediy prabiaiOichiEnddnsd, aRatuee Bsprbeiiialy withysioe diceine
computer storage 412 as vaul t 4%% bﬁ%{% defl ﬂ?a i on
loghm oy 326 BromAevies Syl sodt 3% fHEPURERe AT (are
CeétEﬂ 315 afiswé ﬂ{eeﬁ%ggo éﬂﬁ%ler a2l RL-RYe Odgn adsik tizonaldloy device

OWs si ze box ow ng the size of secure vault
paséddrdande 8340l ored bar indicating the amount of free

L. il ab b
A2 r Bl er o ended elleroPRL bt pRSHH TolGUNE e

' ide¥ifidatios Zewifitabltbesiomminagémént elevisp Alethatliclades user login:

oar 5 LR Hes PSR b1 BB PBR r i 8 Sad et B use
thetdsBs Héw PoANbI6 2éssRM0ieiacEAsR RS 14 U0 hen&$ encrypted remote
databank 306 to retrieve files and folders from server 470 to computer 102

In embodiments, new portable session management device 114 is optionally
provided with a replacement unique device identifier 414 and the original unique
device identifier 414 is invalidated.

In this manner, if the user lost, for example, a briefcase containing both the

portable session management device 114 and also his note pad with the login name
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10 free space 610, are well known to those famli ar
wWth the art. Wil e di splayed vault 504 is
represented singly, it will be readily appreciated

wd%’imﬁ%@y addi tional vaults are optionally gepiGhR@Bor4e7

Ina simlar manner al ongside displayed vault 504. A

nunber of buttons 630 arezavailable to the user so as

Lo i ek ééﬁ#léouﬁpﬁ i Abcbidt deofreOdadlt 411. In
andepr‘ﬁzg%. gtg%ggegraswgﬁnount%ﬁgau t 411 gn menory storage .
embddiZpenasy sovesshprdgandicomipange goxiaid ses504 njagagessiedrvigg mique

dovipy a3t g MRPAHE R gt B L oAy POrgE 2 il

folldvkibg gegedﬁaman wihahageddlbice Andintaine n ré:b6! tonpirisedharser.
to a

el it g [ coreclL s Fugce
has ;xjééﬂsélg%éeg e AMiSp Behplanio2 and, OFtﬁ(mdl'lﬁ, phaydedt9 aqFitgner &

a window 702 with a sel ection nmenu

-+ the praationieédigugier options 701 fol | owi ng sel ection of

re %&dﬁlﬂ%%ﬁé??ﬁ{] Ese? Rl Pk 3@?311 toNc@HRP diuSBRES Careh©dhtdrte12

USEr se e option accessi ng secure databank
whe?6 addiionaivineaioves 10 pr ebentior swimple desativaing theganauthorized

" aovig Bt e TR0 18k Webd o SHankAisFEORTE rdLASE e

used herern, the term
unauthetigdracegs€f ers. to any created storage conponent that
conprises any created data, individual files,
multiple files, individual folders, and/or mnultiples
SecE;%lﬂ%ﬁ&tSMEﬁ% 701 additionally presents the user with
choosing folders to restore 706, and Vi ew activit
of Hostablersessue magggemgat £resealtig ApHe s B5er i OREY| 4T
l n YR enttdbithis! UB1EWing Q6¢iR aml UWpting for secure
we%%?%?ﬁasﬂtl?%%%. ki embodi nent s, %_b%ckupltiﬁ)nfornati Qn
surfieg 61 opeciliz winfgigd imemef Hrgwigeds lavpghed fxgm ghe gevice
backup utilizat] { oo/ dcied 2hit ShenSol i) viahGhat the
Wh{?ﬁrsfo tsegsiofl ]g%(;edrngﬁ?rgg e?sn%(’%%lgr ormed 714, a na?re of
inféchatioh camabdtdeyndpactedivithott e devicevant file is | ocated

716, and.a_nape of the fjl ' ‘ .
oo PoREI 155 0ot 1 stapeion ek b B G o of cachsie

510MAsER 1By th Q6P whS AR @ppdadded information ns eotmuticgions during a
sel ecti ng ,Choose Fql . der

704. W nd 802 i h
ivam BIE TSI SREea i PR sepiop ArpebenleRice 457, |1

t heaf QLdn Rfeif, @best Midtoky" oS kdpedDits apihgfeyneht eevid1Bl4,

i ncludes, for exanple all folders, for exag&%e.SM .
refern é @0Gotand of digital andier analpgue JHoTFItion ARy qogippuRications via
| 5};}% | £80ahil4. The user

ﬂ‘%ﬁ?ﬁ%ﬁ%{? se’gg)gg’ag%for nore folders to work on,

for exanple My Music 804 and. My Pi.ctur.es-806- for
backup. Upgn sel ection, folders 804 and 806 are to
T St aitd o St orage summary 808 is presented.

St oFpge 3 $howe in SpBomap tcompalitey epriouindas200niowhigh iporable

on the amount_ of s ilab in this .examl

sesgiogapregEmert Hsvaro i g ;\igr%@eﬁﬁs%‘g, Cohcfif © Cotbuting
de RSN R Sprfing Eﬁt@ﬁtdéﬁ]pu%ﬁ d o h @eskiopudmymiters 202 agé 208, and a

remai ning, in this exanple 2 gi gabytes.
handheld devicg 218 respeciively. P gt gaby

Se

In embodiments, portable session management device 114, for example, is
inserted into laptop computer 102 that is connected to a server 212 via a local area

network 214 and activated by user access module 118.
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i s Backup A backup speed 810, herein designated

as upl oad speed 810 and shown in this exanple as

119. 224 kil obytes per second, is optionally presented
Wd ﬁo$,p,§4§gser Addi tional options include, fopcEramelel497

"Clear Al Choices" button 812, a "Save Changes"

button 814, and a "Cancel24 button 817, which cancels

achdgiﬁﬁneﬁﬂ'd de@ﬁtHﬁ n&r@&tﬁ et SndMNPoWavidZ fidriabller €ession

7). on Sel ection and executi.on, g ol ders 804
managriBOdsviass 24 gndRHrespeei vy SleEeRRRFIeyyid hiocelEya nelyuk

240 35.{” ggm'g% g %%GJ wgi’u%%et,a Aok %d Ragﬁﬁﬁﬁm‘é@%‘fth d3er

unencrypted f
212@ﬁbadmﬁmﬁﬂ92 the option to backup encrypted flles or

gt ek oo PRy e porihfro et i ARAR RS e

conﬁééﬂzd@@ d/1ehdRQ6ddvaceC 8Ptk exandfe cell pione 218,omtiigh isezonnected

all owed via use_of portable session nmanagenent device
OQIFKZAQW@ﬂEHﬂFh@ﬁﬂ1catlon as described above. I'n

h%gn, &nfeérefé%ke taﬁﬁmhéaﬁomat@&nt@nmteks‘ 402, 222 and

Custorrer re nter 312 and re uest g{j data from

208baak1u}ter$1®a$¢e forprtempleatervp 242 ,faél éwpébg FqmRpUtipe ggvices

“t & | (198 all
218@3 oL n#@%ﬂ ﬁg@&?i%%opglgg%uﬂggﬁ@éﬂeﬁv&ﬁsﬁ s g priovi,

rgency backups becone
aVaﬂaHlef fEhbys, dalits lahéfommco]fs evaileklgriprlag or infbe itymg. Fhe many

o RBEL R R SR i 6o i 05 22

‘handBMd E&hiptdiag B&H béilm}@ﬁd 0014272 28 viRdidtnome to those familiar with

di sptay 900 (Figure 9) shows a w ndow 902 i n which
e@%‘;er has selected the "Restore Files" option 706. A

b Q8 (REPRERRS thd) @erkhS %mmﬁeh' 208 ref@’s it0 rany computing

seI ect which folders are to be.restaq romserv
devirpthavipg p USBapimectprn BReyl aﬂﬂﬂff‘é fyibe a’@d‘%ﬁ %Fﬁ‘er approciate that

o B g 65 21 o g, 0 s
to epoghe deviossn] 02t a@fs RS 2%911@@4 i & 1 .odirecty 105.% Yﬂa’ﬁ'us
net?vlo{klgl eﬁ#g’%% nsggéﬁi %@%24331;&/&605;&%’&3 cMRRuni&Midn Giskodols
currently available or later developed.

Tn embodiments described below, backup to remote memory storage uses the
example of backup to server 470 and/or to remofe vault 430 conta:'!ned therein.
However, as used herein, any reference to server 4’_70 and/or remote vault 430, refers

to any computer and/or storage available today or in the future.

As pon-limiting examples, laptop computer 102, or any computing device, .

inclﬁding inter alia, computers 208, 218 and/or 222, may back up files to any one of
computers 102, 220 and 208, server 212 and/or handheld device 218 using the
presently presented protocol of portable session management device 114 or any
protocol developed in the future.

In embodiments, server 212 generates a hash value for each of portable session

management devices 114, 206, 216 and 220 based upon individual user login name

132 (Figure 1C), user password code 134 and/or portable session management device

unique device identifier 414 that are optionally stored on each of portable session



16

15

20

25

g

The user then selects a target |ocation 918 to which
files 930, 932, and 934 10 will be restored, for
exanpl e CADocunents and Settings \John\ My Docunents

wPRofBRRgY storage 412. The user alternativebgr/iL2006/001497
manual Iy enters another suitable path in box 918, for
exanpl e renote vault 43020n server 470.

maﬂa‘%,éngg o &édééég ' i, 208! 14361 200 hidPRah henREEEE06 akbauee kith

ow Fi'gure 5) and browses until f|nd|ng

compaiingdevicet Hi2%, 208, 1% and @%W@éle’é@t %% a "Restore"
button 916, files 930, 932 and 934 are restored to
target location 918. Alternatively, the user selects

Device'Jeamcel " button 922 to return to wi ndow 702 (Figure
7) Figure, e C t Aat Mgéf% %p ai @g gﬁ)bhégisgxbﬁag sdifted to

set p&:h&p?md delpmmgy glitigag onrant 'tEmtnyptmd "eolid watp button 305.
activi

Fighmotwt icieoits 3808 Seieoiohor HaB s Briioeys speosine
"Engfr%)g{eﬁtsie&ﬁé RultS bphicoso4 g!l%.ﬁesa THChde bdlgeteMiigate Vault”

rage 412 and Server e_user selects a drop

hﬁ@nﬂhSmﬁbmpmsmﬁﬁ@ﬂwnwd@wﬂlbﬂgfﬂﬁ%t di spl ays storage 25

[ 0 & ik i0ALl
St R R SR Tl TR B, UGB SBCATeR Braibiicaly
relasedl werds 20@/or nends pavitg smgbr somaotitions refer dp chomes ﬁaﬁ are

470. Th th 2,
oo B B 0 o Ry Rl S B, Bk 42
Wi | Vaudpenadiesqildayidnally comprisesThey sledtéfcbiion siuhg FiGu NleReiBns

in window 1002 is own, as 10
vaumiiléﬁsfpwﬂ?rﬁ@f%é‘?l%@%&w&a&@ ifert g Te we of oRfopglly
@&%@ahﬁ afRE-4h Reany 08 ctodighthe ﬁlﬁﬂﬂf}l Sf exanp Iv&ult 418, for

shown as "from 9/ 4/2006 until| 9/14/2

exapylld g gF’ (¥ §@1F0Weﬁp‘@t "Qﬁm%’@étéuﬁ tt%i’c’le ﬁ%ﬁ} gf the user, for
g;gb@gpve the user chooses "View
em%@§g€$ed act|V|ty di spl ay 1004 whi ch rOV|des a

Wi ridomb G046 theusehsslgattythe deiaultire of 4 oo examphng 30
t .of st
megz?)g? g,g g%%a S t? S 6{3}2 Iﬁ?sﬁ%ﬂrﬁﬁg %@e@ M%Maﬁﬁe

mpaﬁabwmcae@m The siab odivaeit4d4 ok hrtn@dp«vré:sévartﬂmm}:@lﬁmqfrihe
an,activit e t he
OPELRLing Ay W‘Bé‘yffg?t? g?%é’a Qcﬁée gghgygggﬁ)he S g‘%agé eé/%r evices in
5 mhﬂgﬁﬁgaﬁggigggm@@ngmpughsﬁmggm mmw4@6kmﬁ§mnt@§m
in PC oom uc crl l.on.Ln .
crepasyai g 1o A raabe T dERatn T 08 1 4 5 B iR, o
tha%agh’{ s%it'o@ th{h%élsf FepbRBfly ofviHHER PredetmiihéEuradeed iddabng,

a nunber of

inter alia, the available storage space in computer storage 412, user preferences, the.. .- -——

user's preferences with respect to computing device 102 or server 470, and/or the
volume of files and information stored in vault 411.

The user clicks button 418 to create vanit 411 or clicks button 409 to cancel
the operation and return to previous window 300. Upon pressing the "Create Vault"
button 418, user access module 118 instructs the operating system of computer 102 to
create a secure vault 411 on memory storage 412 and/or on another predefined

storage, for example remote vault 430 on server 470.
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deleted files 1038. Additionally, w ndow 1054 shows
size of files added 1044, size of files 10 del eted
1048 and size of files restored 1050. Additionally,

W(y%tag ;5010 shows a file summary of the fil gctMPeds001497

stored or handl ed, for exanple by, for exanple, sewer

470, or all devices in PgGsM Room 1002 for the tinme
frape s 158G LBl Yust oS QInd¥ntbBencryption ptofocolR€In a
exg?ﬁ) e @%@% 1’ 1556%3'5’}‘)!;&:' s Yntiorfkncryption p

e types include docunents 1060,
noniitigs crhBGRmentj theosnch(piion meletd chOBEses Trugfrypt encryntign

e g RS ] P R Bt o
encrdpEbrAteendl lartinas tipee failimdvitytheardul e 118, starting

roma- stage 1100. In a connection stage 1102, the
user plugs portabl e session nmanagenent device 114

Driv %glpcorrputer 102. In a network 20 stage 1104, access
rlr?D ul'e 118 determ nes whether a_network c nnséélon .

waFigues ashowehe domputprireca shlave? 00 wh g ygn dopigfing

Wth-a pro t\er o h19210 leBErMSE® by RAQRRE U i
vanp'y %ﬁ‘%g&fﬁ %’g{iﬁug% ﬁs“?é?ﬁ’%?%%%@r (lei tr%lalalr.l ap%l icati onsls
storitoseeurachit d11 Iwithin fustiory stoege 412.08dtin shqygete the geerigp

-by proyvi ding.di spl | ogi i
v i 00 5 By o 5 Al Bmova
JiskCIBRITAB bt ia@ied ST61He) bylthO nseadodes W6 48511 §12, 514 are also

comuni cat es ,tq[gi S ('#%nput with server 470, along with
showp iQjthe R PRIENIMENT f i er 414. Sewer 470 performs a

| 0) etiBo@ineHB T thedfiefenh BBt Whils @brtghis ssasionl nenaiement
164 and uni que device identifier i&f d determnes .
device Iifhs engmpotpdiy sprpmuier 0Redipigyed vault éﬁ% Femains viewablc an
avag%tlgfo'x] tsfogﬁ%' ¢ ﬁ?ég Nng bifigfnatithOAs Pk @9kdale vhlit 211 B open, the
I'splayed.” Too

ar 1112 is 30 shown .in Figure 3 as .
usempricoaky30es files and ipforwptiudntessewe vaylt 41 ebecqpyingor saving
connhect i t r a&gyPN connection is not
meﬁ?%rgqs%ﬁstsfn %g%ec@@g'r?\gg{&?é;%l‘%wtn orms the user that
c onnettinativarasbodiments dé theopreemt iimngation dheatsep may Thag and

| is referred tg FF Wi
ok e oo 50 PR gt

vaukenyr Bjlosauat tinfbidastinl of.displesred s/auit G¥yare encrypted along with the
user's hash value that is contained in user access module 118 and/or in memory

storaée 412 and saved into secure vault 411.

Drive Status

Figure 6 shows a window 622 on a display 600 related to the status_and. . ._

opﬁons associated with displayed vault 504. Displayed vault 504 is opened by default
upon lamnching of access module 118. Open displayed vault 504, referred to herein as
being “mounted” as secure vault 411 on memory storage 412, is available for
receiving data.

Closed displayed vault 504 unmounts’ vault 411 so that neither memory
storage 412 nor displayed vault 504 are viewable by the user and vault 411 cannot be

accessed.
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additionally opt to log in, perforned in a login
stage 1116. In a stage 1118 user
aut hentication is performed by matching user input

?J,,@Mg},@ne 132 and input user password codepd@f.2vdslobr497
ormati on stored on portable 5 session nmanagenent

devi ce 114. In a stage 1120 user access nodule
L1 Latiaahem Achivlsea ek et off &Q?l@%ﬂt@ult oM, hiing 2 title
changes to fol ders, for exanple ™ Pi ctures" 806 and

“JOWBMJEISpﬁY@b‘mﬂt(S@H dudesiggyted Ay B@%{t%lﬁeql B SPTHPHE SKQTRSP
h
41238 %gﬁgi‘lw Q&e\f\sbg%g Vmﬁ%ﬂ'aﬁ@%%%gﬁl 2 GRS HARLAIP634, in

at us nessage 10 Ending a
thisoessileer "Fh a flowchart portion 1200 (Figure 12),

begi.nni ith.aj t Q
o Tasatey Sadtlichatly’ St hetn o B og fe M a8cLEe e
41 1%@ a%em&éitm Qakc’@daﬂﬁg t]:&taﬁlgﬁnﬂcﬁgﬁae\&bmeélalsﬂlﬂ m;ﬂpbie doryuse in
es ahd COOKlI es _are cCleare an. unnunt.l n
scoure gt 4003 e SSORDETSRE SERANG JPReia A “art S do s
amdUint'Bf ffeas%p%cagﬁ) A& 2pRbML '&i@l&%(g%ﬁéﬁnﬁﬁﬁt pidRMart depiction;

connections to server 4 are disconnected. In a

the m}f options fengrhphiesageociaalvil diselay fRHRAMOr COFPORRHR HER a5
% 651% 5 DR p&a%ﬁm&eﬁﬁm&wwt&g&ﬂent devi ce 114

teroves trom conputer 102 and the session is
cl dWhﬂe dlhﬁlaydabvauﬁeio4sete@mssnt¢tbmag1m§ svilh be gradile apraeigted

taf iy et veval ButE e SRR berdoBEf § AR mal Shesice

dm@mr‘ﬂamegoabel ow and proceeds via a junction 1210 to
|gure 13. 1f the user se 0_access, r enot

X et bR 6D L Rh v 60 55 1f SRAE diflBed
va 90?4» A@Eﬁt%‘ffnsﬁf@&&ﬂbl%s A& ﬂ@r:ﬁ&ﬁﬁdféult @1 R oj Unahdrg rstokaddd12,

escribed in gure 16. t he, user cho 0
eveporliteckisplayef anle ﬁﬁ‘& & elasedsa wavlﬁ 45k wmow S ouiin 614

nat%}%e s RAYL Q1okd Gis I s@eglﬁt 40 aedy umq iaRbmory

user 1sre ned to a junction 11 of, Figure 11,
stofBge #12.0h batich m@g@b@ Aserdp 20 el waslt, deseibsn gpRacciion with

Flﬁgrﬁf %?[fi]f% %6)(1@)198'[ t%&éﬂesﬁ&?%déﬁ@ggﬁwm of secure

rmnation stage 1302 access
nodul e 118 determ nes whether there are secure vaults

S 411D reviously defined and present on conmputer 102
%—E@gﬁays secure vaul t

A display 700 (Figure 7) shows a window 702 with a selection menu
presenﬁng user options 701 fo]iomng selection of remote databank option 306.

In embodiments, when the user selects the option of accessing secure databank

306, window 702 presents selection menu 701, Selection menu 701 allows the user to

choose folders to be backed up 704. As used herein, the term "folder" refers to any
created storage component that comprises any created data, individual files, multiple

files, individual folders and/or multiples folders. Menu 701 additionally presents the

user with choosing folders to restore 706, and viewing activity of folders 708.

Additionally, the user optionally foggles a "Backup” button 710 to see backup
information 711. In embodiments, a backup information section of the display 711

includes, infer alia, a backup wutilization count 712, a field stating the current
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icon 504 seen in Figure 5. If no secure vaults 411
were previously created, in a 31 display stage 1304
access nodul e 118 causes conputer 102 to display
W&5°%?5ﬁ4 pault screen 402 (Figure 4). | Nnp@r/Mavdstoo1497
configuration stage 1306 the user enters vault nane
404 and vault size 406 (kygure 4) and in a stage 1308
ope%#ég h@%%g AUl 7394 AEhOHF B BrebtBrySMONRich thel tblelvaht file is

unnoun%e secure vault 411 is available
Jocdtel7 Iﬁmmdtalmgxe@ﬁ thediip btieg backed wp or wsiepdlfng st ag e

ai S Ko ftlyy 00 il SN EoRIOp SRR U R o

the W lséiecﬁag OBBssetFadddpar04h Windove 362 pro(vl‘deg thealssg witls faddrsiie
to the user. cces duI 1 it on. .t

chopie fecios ExHyP pio thedprm of 2 {353’ “Bg #1301 %}E"Ly e £18

mcﬂ&% £ Qﬁﬁnp‘i@ EE ¢81088 SfoR Eﬁnﬁﬂ@m ami ﬁ)ﬁf thavez ander pigr ¢antrol

I gure 14). In an exit stage 1402 the
ofmw@MESEwe@H@mw@nﬁﬁQm%%éé4e vaul t options tool bar

30rne ARG oM oot léhelr 43S rallehs db S0P B SFop iinple My

secure va a stage 1404 and returns
Mugsio 1804 amhl\@ﬂams 8pp g?@rrt@clmm Uppn s¢ledionafaldess S04 and 806 e

e e e i

Sessli on
prok}iaeﬁﬁﬁimaﬁonl&l e \anmanﬂdfzhtargeragn@béaj i thimexamplaud gigabytes,

In a,st £ 140 "
ﬂmd@%@ﬁh@%%@@%?“*ﬂe r® ﬁ@g segg %Pg%%uré&%gﬁ ?fi%?ge
z@mﬁ?ﬁﬂh&Qﬁmh,h dbtes. st age 1408 access nodule 118

re| entifies mh?cﬁggécure vault 411 the user has

sel ected for opening and proceeds to a stage 1502 of

Bmﬁ;gure 15 (flowchart 1500) where access nodule 118
erm nes whet her sel ected secure vaul.t

opeh bavkun epeed |l Oskarein designad ag rplqad spesd Saégﬁé ]léloﬁélgm this
i 2? %lﬁ@ﬁjcﬁ? 3(16@9#' %Calgd? W dibtioRbllP §Rdskfiad Got e user.

y pértorm galn server 470 to .
Adauibhﬂmpmm mc]hliatfoe nXm);éfd auY@ear| g iGholeartebution 8dAcp "Save

Crifig B8 AT CR AR BRka] s5F Wit LAOLE LRGE chd domms

EGde porta e session
uﬁH&ﬂﬁﬁﬁHﬁﬁbzqﬁgM@eqll4 pl ugged into conputer 102.

25Al ternatively

av aPpamsedection aid, ﬁ?ﬁgﬁﬁFggg?Mﬁbbaﬁgscflgagpo%%ﬁﬁéggdﬁdnd

byptﬁé fRL e QbreRGAH! @Mﬁm@e&mtm1magemmte dati 430 titder as
the’ | ookup i s _succes 06 acc

cnerpted o wnae e dileh i sroOHASentb s pReioE bARID ARG fifes
ot ?ﬁe%c%%@géé%qaﬁph P/ dn ¥ptibil ckBlh tyrihdinep] ay. 502

ortabl e sessi on nmanagenent device 114

pr o¥oliteeng Herdgasiestoatioe ofEdsss Belbander M6(h coBBYPRi02 will
. t 41l 1 4 .
e plgaRiis B AREECHROAIPARRRRFLY Qb 400 oo

aultbAfatihie as dnbetdd sbbveecure vault 411 is displayed to
the It.l'xjségxgrgencms the user has the option to notify Customer Care Center 312
and request that data from backup 810 be made available for downloading to
computer 102, without using portable session management device 114. Such
emergency backups become extremely valuable when, for example, there is a

computing error on computer 102 that makes it impossible to login with device 114.
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32 In a stage 1409 access nodul e 118 determ nes

if the user has selected to close secure vault 411

and if so, in a stage 1410 access nodule 118
Wé%@%.}dé@s whi ch secure vault 411 or porti opctieiRablae7

the user has selected for closure and proceeds to

Figure 15. In a stage 1513 of Figure 15 it is

det ermi ned whet her displayed vault 504 is 5 already
Resf%sed. If displayed vault 504 is closed, then the

f | oydisgihy DO (Figurs O geowis3d Kimalowr203in avhid, user has selected the
. Alten@%Eivel% if secure vault 411 is open, as shown
‘ReprerHilse®piior 79600 (Figure 15), a stage 1514

auth o GaI0R provies UBE s ithahpestionan sakéct iwhirit folders are to

identification against identificatio por.t gbl e
be resiereil Gromesnes dRRrPT GEmRle a prong] ﬁolaerg%"gg %@f@{mﬂ% i
used ia%hw? Q?ﬁﬂdoﬁ@b@@sho%ﬁﬁ%‘ BR 1%RUE bnofybled Ble€inoBRIr 8081 In the

nted an

unmou It cannot be accessed or seen %% t he
exampler shownothh aser e selegied Eurrpaetgtion @file "Song2mp3r; 93l g file

..Soi%miagigznagwa W E?lgd'}‘oéﬁf.t age 1412 access nodul e

ermnes |f e ‘user has sel ec;ted to create a
newlsase thewv atlédis 4 trgetl ocation H8rie rvdiich Sles P33y puski934

Jfo ajungtion 1316 of CFigure 13..l
with e Getorvib o xS SCmnikes B SqrheuSR0Y Dodthonts on
meﬁ&lyes%rﬁéizli zlzé dat et al’teioﬁgﬂmy m@g& dnte?ie;.l._éncdmd smt::h)path in
a Stage access nodu | de 1,es |
bore By B P BTt o0E 408 Rebreay by ARGOsY fog user
opng}g%]qb%h%éﬁ& broWsd Wwih8ew 5b4 3(?%‘1&&95)%& fordviset @afili firgiing Brget

irmhi's wish to delete pl'ayed vault 504.
JockiontPdBt i cati on of the user is then perforned as is

desgribed |0 Asgoel at high ik 39¢ 952 Qftd 984 HeOwWstbred ¢
15.5[914;(%‘Il i%%g%%ﬁ?sg&g’u? ent iltgé?%g;@gt’hen secure vault °
targe0 lotdtlon $18d Alltetrativedndhe osrrselects 8 "Fardgl Hagop §273 to return io

.junctiop 13 of Figure 13. Backup and Storage
V"’@P&'?Pégplf%mﬁzzs show backup and restore flowharts
that are executed by access nodule 118. 25A fl owchart
A portion 1600 (Figure 16) shows a stage 1602
Acequih AGHI,

'dates the .. user as in stage 1514 of Figure
15. Aldispity 1@00iRgust @Y 8hdBdd wittiswuEID8 thaplavides the user with

configuration records are |oaded.. acku o
oot e SIRCHER B W Fe1eaus AT 0AIY AP etivity 708
dishal A IRh S Sioh A6 ddBtdadwih @t badkupf antii de@iSreadprdiiohsl of Storage

user w shes to back up. In a stage 1606 it is
dedesseinpludied meerheiorage Apl eed ser@P 43hd port abl e sessi on
managenent 3 | C t i ehknlays st
'n user ﬁ%en(%ss 9?%0 Sovifepdtt ?néﬂﬁﬁ@ffc[dvy 1601 thi fisplays storage

re are nultiple conputing déevices

devi@R fonekanplapsiowy infoomatiren dewi greep 4fi Storege dovicest @ipd PC- - -
wth portabl e sessj.gn_managene Vi
v b rRRRLSURG, 47 S 8% S

470.0rHeaRbeth&@ 5l5dke fhd @FRGEATRNE12, or 470 about which a detailed activity
report 1004 will be displayed.
" The selection of PC-M _Room in window 1002 is shown as display 1006.
Optionally the user selects a time frame of activity 1006 for PC-M Room 1002, which
in this example is shown as “from 9/4/2006 until 9/14/2006”.

Following user input of account activity and preferences noted above, the user

chooses “View detailed activity" display 1004 which provides a window 1014
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33 device 114 is plugged is defnmed as primary

conmputer 102 for back up and secure. |In accordance

with this enbodi ment, primary conputer 102 and its
- sAchaged menmory storage devices 412 are tperdobmiabisor
- storage. In a flowhart portion 1800 (Figure 18), the

user defines additional egenputing 5 devices and

st or age. devj c oAby ls8aderesEiMoesd ah
ﬂ““ﬂﬂ%Eﬁ%mgyggg%%%ééﬁ%égﬁﬁgﬁ%?bhtegF§§§§F§ing user i nput
amo@st df GiowddeGhack olilllevailabled0B% encrypted on conputer 102.

Th er, i .di spl . -
(Fhiiceasce THLTEhELERTF of e PegR R fioe of 2o Whdow
1054 bicRflel @RAlB0WEIN tReki GliedF@formed by one diitha sorige deviees in
S

windous £60% F oxmle SH D1 UGS T EbRY BCOMRITR i e

ChaNOP Sed Ak P irc AU ek ik, ARy ofl sisniag Sauss HXge
1812, j uhction 1608 of Figure 16| b%en R
nurdbexghf byt haus i, asrtnlr @F fies wided d03. o poher o

i, .S e 1808, a determnation stage 1814 is
deleﬁ?ﬁgfhﬁfg(ﬁ?éd and if a folder was al ready backed up fﬁ?es

s erAdditiofdlly, i windowetis¢ ashows cgipe of files 1@11@(} 104 g8 gg
delq?ﬁ%;ﬁﬁg &Hﬁ é)%g lf %{ﬁé{?’s{t{rﬁmﬁd Aﬁ&ﬁoﬁaﬂw JoRM018 %Eoﬁvssa file

g uset I nput "to | oop bac
sumink¥ P Uithe HCtypEABSre@ br Bdodludhéor bxaBHOby, for cxample, server 470,

Al t'ernati_vel in d rd nation st.age .1 o
or el ceviers 16 Bk BaowmeO0h B B vy Siius yRipgh Eibiey disglib 006
adgj, ty Qfan?g@% 2% tile | iethes décahdets 1080,apiuhexs 1062,
thghlttllé;t 0 lfoI géﬁr?s for backup, Referring back to
vid@isgﬂﬁfhﬂll@,icl%ﬁafi‘@b?rbﬁle%%d@ﬁ%lo, t ool bar for
renote 20 databank 306 is displayed and in an access

stage 1612 access nodule 118 awaits the user's
Floweheeistof Davice Operatibi st of options. |f the user selects

to exjt account t riy t nkd 39Pehitadbn
exi"gﬁgf”zfgﬁ‘%f%‘ﬁ? I?Eg?ﬂ%%;egl%lsgggst gegv\'/n '? age 1616 t he
perRE@edBY niodolelas, edrtinefrome sthacdhahHn 3genrestie aged 14Adbe
ajunctiogn 1128 of Fiqure.11 i i ghl
useg gl petidis 5rih GepePget ity 114 1 UabBEE o Bz el
stakB1804, NRReR hdB@LI DIY_ddiSRrinésFindither b8)etwerkh ogrretiight eds
and user input is awaited. If the user selects

establishagktsieeopspaarier 82498 5850 Ohen a junction 1902 is
N OO bRfoR Y GonkaBtish, (] @ prodells 1 bnnotifaibdatage
are chosen, a junction "I" 1702 is hi g[bégg t ed 1oos in by
11(6Rivkpreie all Applieatigns hecome AR B'cﬁlpsiaﬁtagg_ ) 'Eﬁaﬁf L
profifife &%ﬁ%‘ %)'gfé:{rﬂx&%%b U4 aRPlay Qﬁsfsx%f@ Qat | e(Fighitd1CFand in a

goes to a toggle stage 1724 and

detiGogineauticitonrstapt (1 {05 agease mopluleol 18 sommunicates tys fgput with. . - ———-

w300, 05 IRy ey on T I Fraure
Server 470 performs a look up of user login name 162; user password code
164 and unique device identifier 414 and determines if the user login is authentic.
Upon authentication in stage 1110, a toolbar 1112 is displayed. Toolbar 1112 is
shown in Figure 3 as window 302.
Tn embodiments, if there is no connection to server 470 or a VPN connection
is not present, access module 118 informs the user that connection must be made to

continue operation. The user is referred to an offline stage 1114 that, with proper
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34 Alternatively, if a backup "off" determ nation
1706 is made, the user goes to a toggle stage 1716
and toggles button 710 (Figure 7) to "on. A begin
wPRGKRsst age 1726 sends a signal to juncti opcrvirhiosiotasr
‘Figure 16 to begin backup. The user is returned to
flowchart 1600 through juwaction 1608 with backup shut
inpt_ a&lm LERARYAGL 1P SR gt NP JASET TR QRE ety
‘“W?dgg%%%@§SQUata ank tool bar 1610 and is provided
additionsdlyoqt tcolng jre pexfermed de a degimeagedl20. awai ting user

[ t. Sel ' . t] . ' .
 ndt taee 1618 e ffbereuBln 1 BoInfed B9 il ok Rk i
namteFLTaR1 E9)t uden passtioshleade $34agathl@ftmelien biosd @f portable

f ol ders and uniqrﬁ identifications are read. Unique
session) Wansgemet APHST {6h refers to files that are stored

ON thG SARFPULD REerd@itBafiodilld €18 idiaches anflt tvertchbd frogram to

- The user optionally assigns e%ch cqggﬁnkﬂggge ice“gﬁﬁ

look fipr ¢haaernsite ifeldersotPr samplee Min PifiEes qie 3e; ¢4y MO &V
. I, . i Vi bated Vi

Fh0 8 B 2aR1SE TP RIBAS A PRTbraBBY bbembdidaled via

SSO fenote vault 430. A display stage
med@HBm swihlaa YEndowoBias segsats bewst hat are avail abl e
“for restore 15 fromserver 470 as seen in Figure 9.
In a choose fol der stage 1908 access nodule 118

. Endl@i Bessiser sel ection of which folders and files to

restore. ILn an exi tage 1910 it & r-m
 nderorsii Jearn 00 EEre, . bl SR Shf 0% e
used gﬁ%aﬁ 16 fan Rix B Wkeze 9 20M0UDSn Sitboisinp @b ierit, the @Berofrodeiedutoea

16 is highlighted. In stage 1912 it is determ ned..
clegage 408 Rbers sl et SOk psrelspdy i L Lting
sta%a,otl%ﬁ ScRRIMbiiES 1R QRUREWRIt A7 QatiitinCheRbs aBRQEI/ARede

C

uter 102 and portabl e session nana

_ t ..
,unragmt@egxﬁmax pfy sennesiignsoaseryer 474 e @&P@@t@%&g‘é’gaﬁwe

rexﬁvéjlvlglc Eﬁg% 199005685 tgjﬂ?io AN 9 tunhRGAk! O 39 AnRApEEbR session

e selecte ders or files are to be
mangstrenedvice i 1 sl eerndyen fifoo] eharpuiar G andihe sespion is closed.

sel i on of. fol der 0 nndl :
7ol bl ks Flectt el Pech Fl FLAE 2008, Pl ol it sage
1206) keersmbilg Uraddpssed secarefdidpiayséd vadt $@nessicagibed beow,and
if.files, have gf(ig}d@el e Sed, in an add files stage -
propels vigq jupdion,l gu':&czl the user to the restore
| i Stf. thiRRSd: QBRRcth it6 thcde8P Renfé ata Bk Mezatell For etariplé &5 sdreer
be restored during the

] n?xt restore q@gtatﬁgﬂ% hed in
470, ip|wofiestat il Zpatoesiomoddlnd 1 mreferes W03 JUBRENS 1AM ert
Fi%t&gg&. 1200 %sRRE G et H6 18 Acde8SIHRrEmbIE QGBI En ssrver 4] &dess

rt stage 2002 initiates a | oop that_ stores each

 madiuleel Lgrprpéecdshibrough tadiuactionsk2 16 mnfl jthg uset isgetupapsltojagiunction. .

=Y o) RV In a stage 2004 the nane and ot her
”gg&a%%&‘%r‘é of afirst file to be restored are read

fromserver 470. The first file is divided into snmall
C;;Qg%‘ro%%l:ﬁ Magggem%ée 5@\!’ aeult%t | east '

A flowchart portion 1300 (Figure 13) shows management of secure vault 411.

In a determination stage 1302 access module 118 determines whether there are secure
vaults 411 previously defined and present on computer 102 and displays secure vault

icon 504 seen in Figure 5. If no secure vaults 411 were previously created, in a
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35 about 64 bytes in size and encrypted with the hash
val ue associated with portabl e sessi on managenent
devi ce 114. Alternative to parcels of 64

wbEemaki | €s are divided into parcels fwnm lp¢aubbsstiyr
ytes. The encrypted parcels are then sent to

conputer 102 and in a sawg stage 5 2008 the parcels
._are_sav. Qnt o V1@t Bevauli
cisffy el B0 05 BERIEYIE iR ottt 102 1o UpRy Al
scregd 40V@ibviddough conputer 102. In a stage 2012 the

file Is decrypted usin hash vyal ue [

i e ol oridoaton e TP e gt VauE BRE KRl B ot
sizeWOH?Figh&@'/-lE&&d fohestdRIB 08 Gisplhdd vialt 60 (Bigure Hpissbown.fi | e

name on the list is read and%&tg procS@asb%\Entln‘g%% as

dedkin sagr 1¥2anpmeunted secufsvalith HeHPSolGAMmEUETEE™
com%%btl?’i_]iﬁ al rﬁm%%?@ Sfhge 85105 88%Urd Vardt £1l1 QUEIdARfed RAA Hisplayed

igure , afile watrher stage 2102 is
as displayedatapdt 0Kat aut omatically or sem -autonatically

backs ah i U ) 3bivn to
a1 1% gt 20 SRRYER, bitchd RoRQE bR 330 BENE S KA
the RERCAGEsetak N 18 evalts siselotioni todw enteréobyl diesusenin stage

wat ch and. back to storage 4 n _server. 4 in
13185 Be ol ioutan gy ol B Mol [AERLCTS, |0
ar qn aH e stafe 1AM fhisluer! setotts i@ Exit extuerenit Bptienswatlbirel04.
2102 i s deacti vated_when secure vau%%tndi][l is.cl 93 El d
Acqers rmodule bk Slosth A AIOISEIPeR Foqutfo v 1 i L redes 1304
retfds ®f AR 10B @f‘@%%i‘@‘ﬂl.hﬁ%l&%ﬂﬁv@ eEneaEesis of sapy 1404

reason, a stage 2108 begins the process again. 20 In
secarestalgd 1 P isl dlospddas ds sreoupicyl ypdil perlighle SRFIRR Slmaggrent

£Ee t ﬁ?ﬁ)} iven file and provide
devhcgﬁ?#il%%ﬁeg% asc Bﬁlﬁg@ F‘fzg to restore has_ been

c hdngedsgedd6 dpcens mudiletidd deterraingy ifdhg ysep hapsplestpdrsgiure

r ssing i,n.a stage ed. ;
B35 Satgd 90 § e HY 00 RORUE B B AR vhich seoue
vaulef1aned 6des hidwlechidonmrningmad parcesdadali slagn 25 02yof Figure 15

nmonitored for, inter ali file.locati,on '
(it A5 wheré acclis oot RLp ferpBitRoRiasBh soifishEe bl vanie
41 2R Abers BONG, Bhadiee 2RR211 hs Mhtiophn, i@ sthbd 5Marpese ssidale 118

‘algorithmis perforned using.the. hash v?réﬁe cate that
wilth gefbesitigie dbswider by icEammiae adeak W i) SR AT aBerted
entrbd mérrlogiﬁaﬁ%é% B pdsiwsrd Sod Q6P hREEEdbvIvetibyih heme

ash valtle as a part of ?he conpression. The )
132 anp e gist gasoyrd onds (194 waeporiahle Werion pragappad Jegige 114

1aI %griot r))mf oMy he 30 Wn 7ip International LLC,
PGB P " Onngct i cut, US. Persons skilled in the

2

ar t Attkrinhtiahy veenat settvbrkt coobdvtion ¢onpraveidablm thy -yehqntipgiion — - - -

i
{odRuf RARREesOMl, S8 laViigeAB06 tabedas  inbeiile 1118 openscaidsnofntdadatcd
s 1 S e dimyed vaul?s0h SOSsaas Sort (Rure 5).

Portable session management device 114 provides the hash value associated
with. secure vamtt 411 as well as for mounting secure vault 411 that is available to the
user. Optionally, in a stage 1510 the content of secure vault 411 ig displayed to the

Uuser.
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36 arriving parcels of data are read. In a parce

stage 2122, the parcels are witten onto a tenporary

work file. Once the last parcel froma given file has
W(pﬁﬁﬂo gtten, the file is sent to server 47fc@andoos 01497

recor of the tenporary file is added to a dat abase
storing all the nanmes of sthe files stored in

g 8 e &Eéeoﬂﬁ}@"ak&s.@ Hl%dﬂ@ Mt g @berSiassit @R weilag G&E&Etéd to close
evi ce

seci2@ Bulistidwad i soeiroy tta@t 1&8&2‘%&“\%@% dihi ‘%ﬁég‘?ﬁ‘ pecure
vauii 62 8$ P](} org{helegf ggeggser Pﬁs‘ Jéiec%ﬁ%}@ﬁ%&ﬁé ﬁﬁcﬁﬂro@ééﬁ@ﬂi Bibure

mporary file Is then
15. &4 asmte &ISGD a)fj Ejgm‘b i I6nit 24 Edtenﬁmsti gvhe’éleg g}mplgyed vault 504 is

hi ghl kil.le
el St N30T bl b P s 3120
Fg,pfglg part of access m)du: e 118_ or Ialn |ndependent
mput er, program or e optional | y execut
keﬁ’ﬂtemé@mhé sqopTe Yaalt r‘%i g’&“’ﬂéﬂ%‘? %‘FF
15)11152 s\.?/t?%sl%ﬁ 'aﬁ‘l.rh@ﬁjﬂc\MeE et %bbtﬁnﬁ&ﬁ&rh @ﬂmﬁﬁtﬂd@ﬁiﬁ%ﬁiﬁom agamst

t De Set
ideriti Foafidmanmt pqmaFlefasg:s?mw;/a:aéiglétedeg%e ot alﬂ% ﬁ?@‘”» o ﬁlfe

hasﬁ aﬁl ostc]cur}'g NAGE TR s glgyédcﬁld%moﬂhfeﬁ rAaatd byt BeLiésksalor
r'ern as parent device 98. The parent puts parent
seeﬂEytkeasé}&rbﬁxbnuaemnf@bspu‘r&t)w?and progresses through an

[net, connecti o I
oo 146 Srorgit PR b TR R I?EHSEZ‘%S
if tﬁ@ustell I?M/gélaftéd ﬂ;;cgéhtf( ftzlgu lr;@:uﬂelx)a]ﬂtﬂtl 1 df by gonird tisiganskged to
paren evl ce | 0 INtO _C

o oD RO THHR 130 I e A0 L Ao g PR 1§ dottffingy f the
s lh € LRV db1di8 8w 6l Falierel Rndse autﬂjl endtage a4l 6 roaHss
parent device 98, |ogin take ? ﬁgcr F?ﬂ W th

mofels B &% identifies vdighhgeure y&@b‘ﬂ(lﬁi‘a B%eé%iﬁﬁe cCi pdi t
t he, [ cb3fiZa hidSwish to delete
ooCPRRRRTHS AR:218 0 b asiiag s s e

&sphmle#auﬁﬁm Asthgniicetion z’sma@w is3hen partaeh e ‘éﬁﬁ‘“
aSSB(élP Ut S C'%J”Dlr’jé-%§}§1 {1 21F AR R AbRAGCated3Hen Secure vault

reate on renote nenory in
41 Bg\mreteaz\ﬁd control is répidhetlito afinction b313xfFeguwati-vel v,

backup stage 2320 may backup data through use of a

proxy stage 2321, to a proxy server. As used herein a
Balhand SehMer refers to a server that receives

requests I ntended 30 for another er er, an

o Figatendfia % ehawdatiipentl Tesore, LRt ser cl Sise el by

acdeBEmh &AL ERE €d service. A pr oxy server is opti onal I y a
gat eway server that s&garat es an enterp e n

fr ot Bewdbattstogéom beQbtEkeurp 6l shawng stege 1607 art ?ﬁ“g@es the..

usBCEN] %ta%é QWS hilGre D51 85 1a0Mbading /stage 1604 the user backup

configuration records are loaded. The backup configuration records include the user-
defined i)arameters including the list of files and folders the user wishes to back up. In
a stage 1606 it is determined whether computer 102 and portable session management
device 114 are properly maiched.

In embodiments there arc multiple compufing devices 102 and/or memory
storage devices 412, associated with portable session management device 114, as seen

in Figure 2. In embodiments, computer 102 into which portable session management
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I n enbodi ments, proxy stage 2321 caches information
on a web server that acts as an internediary between
the user and the web sewer; of particular inportance
woeefrgre is a slow link to the I nternet apgffanrodsdorser
sewer 470. It is understood that as used herein, any
reference of backup or sepvices 5 associ ated

_devifB@ ?ffi@gﬁ&ggﬁ%gs i M8 s gamgma itcf QR ibaAd P hdVdeBurd

ern ot oc e optionally configured to
accdrdamea withokip esbodiment, Thisnane coropgetal{id wddtssesciptadopemory

on ur i 0 odi nrents of the instant
Stor?%?\f% b mﬁ%ﬁﬁegggm%grg'ver are wel | known to those
fam b ﬂ@ﬁvclﬂrt Portitee 1800 (Figad 1 8)yihngser defindsadditibnd sopyging

dev%gs?ﬁl Itg%ﬁqeﬁ@gpﬁr e{;;f b@gﬁgﬁs o F| re 238%5@‘?‘8@ ni i [\

is bl SRR LWARInY & Bt tb Qv]:ﬁtﬂxf ﬁld@rsa&e poetabpied oibordputer
sessSion managenent device 99. Follow ng, child ,g?vr ce

102} 3¢ psestia ghowseodisplng of Froate Haiabank306o%igye §& 1@05‘3&5‘
t 412
fold%glakgﬁhg@%g{:egﬁrgﬁgéggo&{eﬁ%h%&v&mﬁonTJU er menor y 1 an

i's created on renote nenor
sedera ste&tloﬂ' rsagprh?@és thepusor é@@%ﬁ o dess 'fpya begkp é’F exits the

-dlslg%aﬁcae t 8@8 g’f :’i%\l\ﬁm(:ﬁ] "thcﬁv ] ous g%@gfﬁe\t{&e% Sgﬁzﬁ%ﬂt‘l save

sm,gi&afswuaﬁﬂsmgmwsw Figmee Iff is twmbighlight2d2 that will be

i nk | d Q9.

ol Myl s oo s SRRk RaREE 1e14

is h@gh%gﬁﬁa aﬁ’cﬂif'gt%[der ue@aitresﬂg: ®hikicd I‘ﬂlpﬂtﬁ sepmrerm 1ﬂa\temev39 Stage
ac roun ocess e ora Sus S

ISIédﬂres%readsaea@agﬂrlpb‘@ld@& pﬁnp Bé %?1/4 clrstl{’1 & %rgﬁ%reb@ed

awﬁ&ngolggf ﬁaﬁ&ltﬁ%o&tﬁcﬁﬂﬁ &h@ﬁa@@i’f'ﬂ@d&hﬁﬁl’@m devi ce 98

ptio sed to ange par angt er

Su sépleenrsattml}'oﬁn \ﬁetrermmh@@ ﬁ%ﬁtlgéﬂvﬁs@? f@@ﬁ‘i selerded FRE oot
pretgljégslﬁ ?to%lat B%%V%gﬁﬁo%g siﬁg }@ﬁgﬁg sddidtedd¥Bicf ﬁ'ﬁﬁ&ﬁjtoftﬁé)ﬁ@t of

ogout, for exanple follow ng
foid}:m@&ddadkgpof protocol s by parent devi ce 98 on

V. I
%&W‘Hélbé’ﬂ( t?gé- Fbo ons i n cat 16221 (o 'B° rdufbre
dat@é‘@la d06eydisplayedidnd 1ﬂ eulac@séaﬁageemu meccsnmoduip 11§ awditothe
at thesme time are deV|c 98 .an
useg seFRIoRAR POBE ) SPPAICal b Ok gt 4 os fghf SR r
rensdfte H@ta@iﬂkpsazgﬁlamﬂnwghtm%%an@h hadésapdodGistage 1616 the
Al'ternatively, child device 99 is rermyegllhl% Eng
acosumigoelbar of gemels diatabankna06ja gloseduend,p IPEtPn P g1 Highedd s
hlg?}ﬁ {paraneters and configuration of vault 360 and
%}f(up 362 are uploaded into child device 99. 30 In

st i ithotdve selevth Gelilers forsback ip lin) 2 beskupestayg 1648 thea g jppatipn. - -

e R L R

upl Eaﬂredus@fltseleaenqauemrelmﬂiem tthgee d620 It A jofictiohi 192 is
vice 99.. The eraction protocols WO
g@é@‘f‘ P{I&n%ﬁ%? 1497 38 and nethods to
pr oyd &Ef&&r@ﬁﬁ% BRSseANd jirRtien art i Tnsis aghlighted (Rigrt 17) in
device 99, vault -
flowchart portion 1700, awaiting user input. If a backap “on” determination 1714 is
made, the user goes to a toggle stage 1724 and toggles bution 710 (Figure 7) to “off.
A shutdown stage 1734 sends 2 signal to junction “F1” in Figure 16 to shut down the

backup process.
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360 and backup 362 are well known to those famliar
wWth the art. In enbodi nents, there is an option
to prohibit conputer access, in general, unless child

wa¥68439 is plugged into conputer 102. In pdu/A 2006001497
manner, the child cannot 5 sinply turn on conputer
102 and wi t hout child deyice 99, access the

LUTAE% ! :a%V%g;,l'}?L bﬁ% g‘i‘oﬂ'b h&&'ﬁuna@fonQ‘iWisl mde! R Wker goes to a

use herei n, the
togdle E;ﬁge ¥ b 4nd mfggtes mttomﬂﬂb Figire e7 ) tth Sen. o heginackymgtage

1
172p sendaasiRapL aner et BReaE R 08

as S6 inddreerenichdtl folfRwWakiat $600ahrough fnetidrokii0fwrithshackup shut
BRCU L R TN e T
1513%& 1329?%@&& Jidth DAY erfd¥ineesti 1612 eavbﬁiﬁﬂgrtgeﬂhplktd

ron1be|n used to _tanper wt

10 Rcloiorsafrogbrmtios 1600 ingt ths 366 o 9GS, UGB! A TPB
e [ Y and
porfigh P Trifolth, BFK' G510 olie TO0P RS Rk and (eiane
idedticatiatuael ireain ﬁkl,lqlmlﬁladdfvmlﬁeﬂwn tefopeto Gies Fhastase siogd on
vi,ded S ing devices 98 and 99 b
CO%H?@% ﬁa“%qswﬁieﬁﬁ’éﬁ?g’i“ és{tgflﬁ‘]fs(ﬁnggand/ or other paranet gr s

optTiRNEeRSitonkily ARigak ewhdmd:zpuhség) dgh%earéaj@m mgﬁlcanoxé and
secure_proxy server Ssoci W 1 evi
thegupigyen @c@pﬁﬁ@up\g cis S%‘“@@ r%tb? sesston 1k g%fn%nt fes? 114

assh&&g@wﬂjlrgﬁ&@%mgm ce 98 and chil d deV| ce 99, parent
device 98 20 of t|onaIIy access

RTINS e ek p e SN S
fmﬁl fh*fd & abd ﬁéﬂ? %ﬁl@'@ f 4 biposfoldeRE@EN BI08ScE&RS mofiale 118

e sites re to science and educati on.

awiticishi slmkiby 0 Whadht fokera and dilgp togestorsi I Fgeiitge ] SL0 it is
oo L B Bl ot i a0 ot

and
$0 Gﬁdﬁiﬂmﬂeﬂf[?@néﬁﬁsnsﬁ@dlghted 1n conjunction wth

o S ISP P S

 redifte W1&4s Byd £lRe fioh sefver BU@GJ&EH ammlawtbwrtbmmmtbﬂ 102 and

tailored to specific _sifua exanpl
poyigile) sessien ,ngna%meé]ﬁ e‘iﬂ%{lﬁ- hla@r gptzd,ﬁjf %E St ﬁg I914 the
us%l Boked o thEe@lo%Qﬁdndadd ; Bashibear sdicagd dlaes ot fikes are to

0 term nal | | ness.
be restored.

In a selection folder stage 1916 if selection of folders has taken place, display

folders 1918 displays the files related to the folders (Figure 9). In a file selection stage. . .. .~ - -

1920, if files have been selected, in an add files stage 1922, files are added by the user
to the restore list. Restore list 1922 contains the list of files to be restored during the
next restore operation.

A flowchart portion 2000 (Figure 20) shows a start stage 2002 where the
restore procedure is started. Start stage 2002 initiates a loop that stores each file until
the restore list on list stage 1922 is empty.

In a stage 2004 the name and other parameters of a first file to be restored are
read from server 470. The first file is divided into small parcels, for example at least
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Additionally, at an "adult stage" 2388, the parent
optional Iy bl ocks words or phrases that are
associated with adult sites, for exanple "nmust be 18"

\Néﬂg%@h%% this site. To prevent access poOradwddoo14y7
we

Ssites, sites including checkboxes asking a user
to click to confirmhe is3zover 18 or including
i d'eibiShtel SvitBiheAiash JaRP k@B @leli Wwith portable
dx%f%%%§g§§§é%??§ona ? igvicgs 98 and 99 are P
sessipd ineregieogniclovice git.ed with graphic interface
recognition pr.otpc ' L lar t
it o Bafisfiod £, AT BT Ml e R, Lt
65,5%5 Bliectidencrypted pagueby draitheh seg ke dorkyanjeridR dsd piredvawe stage

ntering bl ocked web sites optignally causes shutdown
20iﬁé% T HF 54 Olprﬁﬁﬁgyﬁ “€§4ﬁge Internet Iink
Al tRrahiy ebi0 adild Gs Bestuagd TGS dgepirseld 8t adived tubegh
parent, for exanBIe, via,a . w de area

. ne rk, an .
compriT et Ioh sERPOLZcbRIR &y depprpiedsiiingethe 5@9@! e Bpodpted
‘v‘vit(l;“:lr StblS gésggﬁwa?%gﬁu#ﬁ? dRAELMA. PDAShit ReghcORAIER T Rstore list is

nmuni ca e child and/or shuf down conputer

 empi2the next filgamerr thy lishisrreachansd the|progssecantinyes ¢s describgd
-ﬂm§%rds, for exanple words that shut off conmputer 102,
Tds t

hat shut off the Internet connection, words
t halln émbagiyaents Henwaerwe nguirdilhis afiespl, ay sefn poaflowshart

102 n i diate ssage t.he .parent . I
vofih 3100 B AT Ayt e R P it SRS e oy or
serhilfitdibtically backs dp)adel@hdriges 16 Ghavebsisntl sfOracarewedmlisdlle as

in text or graphic format, conpuyter agﬁldo ang[@% ‘
selogiadintigs vaer el TopisiaseRivupus PTOGRRS sy tentst of et o8 1
walbcfthd bE@Yp W0 e RASIVRHHS arcRAd f S1162,t8d Chéghs @ the

secondary I nternet site that is reached via a pr

i mary.
filep stnerepevetfiles exe. added o the felish formeestors &g pratefier 1292 s
de%c.ﬁm&wﬂé{wﬁ??gt%@igglggggdgany time, for exanple when

ne user of C Vi is at school, and chan%ﬁ
| nt Braaspasiohistage p G ifshe continupwnproesseof stagss 8102w 2d 04

evice 99 into I : i.1es 2382,
hag 6 Soich B uof R0, P 10 B ARRLAUGS: Bh£® 2008
par Biefitages2 13888cas enodpldati 8 dvadts foroWindowis de read he parameters
par.anmeters for the next.child,coaoputer session,
of B 96806 e duarovide notEigtioR BB IR LR TS g Peggy cbanged,
addId06K&1&d. t1es 33 Bdprigsurdd RY pelRessiMpthlaystaga 2 1 19 ambiidnsichyd
a software program for_exa Spector Pro

| by .
to ggEsicoTaEsf320S4n Figuss ?%rpl@flg{gﬁg pREROpRLers fthat ﬂeo%?la@?ed are
ad%iﬂ?l%g@glgjnﬁgﬁh%r, GRIRUD 8lie kR0 3R Bt Beyiag 98 and/ or

vice 99 are configured to receive automatic

dowAl Bereharfpostiane 22G0ndtiguraZaAbckeiva starfedRPop Wiel lgdfle -

o AR AB B BIERER8 n,  ve sind vith o

session management device 114. In a stage 2204 the file is compressed with the hash
value as a part of the compression.

The compression optionally uses the WinZip compression algorithm from the
WinZip International LLC, Mansfield, Connecticut, US. Persons skilled in the art will
appreciate that other compression algorithms can be employed in similar manner.

In a temporary stage 2116 (Figure 21) a temporary work file is prepared on
server 470 to buffer the parcels of data arriving to server 470. In a stage 2118 the
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In an "Unnonitored E-mai |l " stage 2390, and
"Unnoni tored Chat Roons" stage 2396, parent device 98
has the option to specify e-mail addresses and chat

wd 899FhRat are specifically un-nonitored. Fpgr/Lz006/001497
exanple an unnmonitored e-nmai|l address may include an

address of a divorced parﬁnt wherei n nonitoring of

ﬂﬂi% Lulcelg of Qith greqlé&g %? g@lgeles b BE HFEAkcelsOart Rgiteh bhid.a

are severa for excludlng chat roons
ten@mﬂfjmvotk fimiOmse thedast peicrlgfrers aigiven i has Reasurition, thefile is

Seﬂh‘g’tsg’g’gre?é)s @grﬁ%ﬁfo gf) £ g‘g%éxﬁ%orﬁﬁghé L%ﬁg&%} or ex arfegﬁé gring all

the Matnlds BOtHe By iswesi BScaimedctRe with denpuipble stfon management
10Alternat|vely, t he parent changes the agreenent
devigetldbut participati on and/ or agreenent of the child,

but A AoReldr poEddd PIvoqFighRe H) ahees d @ead Blagt 230/hehertin e

via conmputer 102. In other options, hﬁﬁt ar ent gg&g
recest atniesthafileenme. math. end pyodaied Gomppiier 2 &fiep
tem%@gf‘ﬂ% Ii{ fnEg exgiedt 8 ag&ﬁzﬁgﬁ 21i4rbf I«*@)‘e YOE %élihgﬁdéd phase”

arent evli ce ey mords
ad dRersons skitled hothe ahwi enprcc@ate tthﬁéﬁiqw’f‘féﬁeh“étzm?' r{Etgure 21),

er, bl ocka r [
o P06t o ey 25 1S D AT BcERRAE AR bibufy Fhédule
optiohhlt dﬁeﬁ%ﬁt&@ﬁncb]ﬁep‘t eashiemlem tzf:j rmé&nge:ewnl tlﬁbn’i af gopiputer 102
word. " the .e-mai | addr olved is
assem%mfﬁn’g}ﬂﬁ?omﬂ Wﬁ’l‘?ﬁ‘% lﬁ/cormunl cation. In
a "nonitored e-mail" phase 2394 and a "nonitored chat
roont' phase 2398, 20 parent device 98 is additionally
P ify specific e-mail addresses and chat

r 0op a"%%rfs Ratovith8re PoRlbinRh&®Rlg séiafp Paaitplableatedbsession

and esses that encourage the child to mak

mapageuha‘s éevicd P8,aalteguptively| Tefariad| t@ﬁﬁf%é%éﬂ%&ﬂ@“ﬁ%i"énﬂ"he
pare v 9 argnté%vfég@y%rc%g}ph%r @ﬁ@‘c’tﬁcﬂgr Eﬁk@%@ﬁﬁl A0 FIokERt

exa elna ours phase
coxﬁﬁétﬁ; " h;mge 11404 @ akawh‘gmn ok qppbqsanmm 14 Bhreag fleaaibed

i g LB PR o 230 A S

loggBd ageeutgdu2.ce 98 conflgures conputer 102 and/ or

chi | d devi e .99 oal ter t
1| Bolioveng foemaviiearcadSr of BEPRVEVEL D8 AR bhoiiRd v
he@frOBP @B RIchifdaN8f pheht B8XAMDE, loght teme;dacmﬂmdésenbadseath

access to designated conputer nmes, d/or a cess
rosapt t@Gowehag 1130 (GEs 19719 DasBhBELBPCGSHr Wkt

136’?%%@%&%& R fﬁ)‘b @g@g@iﬁ Aﬂat“bﬁmiitbg"e? 23!198411)&%

nsi on, SOCI a stu MWILIngu and attalnlng
vaglt fsa& O atbited a8 sem@n@n mempra tH2.obisa “bg

backuplgSZ is crea% do on rém %4 Srggxggz[y]i& geQQQJ 4981497 4 1

Additionally, or alternatively, backup stage 2320 may backup data through use

of a proxy stage 2321, to a proxy server.

~ As used herein a proxy server refers to a server that receives requests intended
for another server and that acts on the behalf of the client, as the proxy, to obtain the
requested service. A proxy server is optionally a gateway server that separates an
enterprise network from an outside network, protecting the enterprise network from

outside intrusion.

plagrdt B2t neagent - - - -
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Proceeding to a "recordi ng paraneters" phase 2352,
parent device 98 optionally specifies how child
devi ce 99 and/or usage of conputer 102 are to be

Wé%? . Recording paraneters 2352 opti onapémzoos001497
i NC es a series of screen shots, full-tine video

stream ng, and i nmage recagnition. 5In enbodi nents,

oh aﬁ &mgﬁﬂs 0%¥ 3 Qﬁﬁzpmhéynifﬁiaﬁéﬁnld Sbi5 s@ber that

es andfor” c t site conversations, |nstant

actm%medamdbﬁwwﬂ ‘the usen ardrivio AaPERTVET; of Patsicwar HmSaS
thfrt}ﬁ gga{s;]]cg\{r]ﬁ thQ té%gﬁsa%l/b eRb: ¥RP sites visited,

arc act|V|t|es per f or med
on, ifigrun@xannd ﬁaatl‘d,sSBai: acrem any reforasnd odibaslnipser services

SR 5SS Pc O R  A  75

proﬁﬁgl A bptﬁﬁ%ﬂ} EQIRSreanbd %&@Q ptdi&&eﬁz@frﬂ[hb&netﬁm and protocols
I'n enbodi nents, recaordi ng phase 2352 opti

for rconfigudition dRivesh FribRdimenis| of 1B Btk jo H %P%Eﬁﬁﬁe""er
are%éﬂ'&&k%&ﬁﬁéé&%ﬁﬁﬁ{—mmrﬁd dat abase, all questions

answer e y th I1d, and a |ist of all downladed. -
fi | Baflowing creation of |hackspb 388, nibat BrocsBiMPesadRe do figwe 23B

egioe AL blSHAk info 'c(gﬁwg&%oa a%nhid BkviGood, AbARIyeREE o

ere, 1 n conput er 2, he child

heraﬁ\é@ ottdtie éhllde;msﬁlecmamingﬁgermdﬁput 8y. Bébwﬁm@ﬂd device login -

sta@e?f@é aI I %lp‘{!}%}é‘g néoﬁ%:ﬁﬁii,l cﬁ.ﬁg%ﬁ@ﬁwfs%ﬁwﬁﬁr nve ﬁlputer

membﬁmtaae a\éhme@acm;ssdsm atead oR GMGth nreﬁfoey aresvet @70
e-nai|ls, recording phase 2352 opt,i 9’8@ bé rec?r ds
t ecHbf Bropess PEYRPER och ISFARgl %’?% 12561 Shey 1m | ng
whkcg. dﬁfen@&é 9%' SRESurBPihk ViR PhREncRirOERDAlech ST Bliding use

tiona ,.recording phase 2352 records post
ofafnﬁplm Iﬁlﬁlabwdl@el@ﬁ@b}o hild dpwies PRval of e mai | froma
by O Shra el hall! Beafly B Ldmafidh 96 Hadich OWindows

net Protoco througeﬂ%]p
coﬂmaﬁvmmmtmrtmaﬁqumwg 8804 b@xg@a%p@p?se; orarily
suigPrs gt P afvisgresih SRR tps ik 10 Fgheon(h Ming
thafuaseRsids patiodl paxmldlewkmm optiortatly sieed tarchiviga pargiaelers: he

or oS snRor el e cwint A sty NG e oA o8

10%\%% Qi 4B rBoved Sot Ednfikdra 0D, rRﬂiﬂBgnr@abgdm,tfer sxapipisioliowing

2 are stored in a 30 "store' ar ent
embedding of pratocols by R??enbg%‘ﬂ‘ifp‘;’%@?m Vén Wmdg?’% Fogant

m@%@ﬁd@&gb{aﬂiﬁsﬂ%ﬂ%&@w 360 chi | d backup

cess bl ocked Fi ure 23D .
sho\msmbmd,npemmchdédswmﬂ%emn@m compeg; K& Bahermgiome as

&% :?&uagﬁl g“}\géa\rig 0dd ‘81\@21% gléeﬁlg'tlﬁﬁgﬁ ‘cocﬁa&élﬂ Revisd 988uring

ase
setup of programmed vault 360 and backup 362 Altematlvely, child device 99 is

removed from computer 102 and at the next login with child device 99, parameters
and configaration of vault 360 and backup 362 are uploaded into child device 99. -

Tn still other embodiments, child device 99 is used onty for login; such that all
parameters are stored in vault 360 and backup 362 and the parameters are uploaded

onto computer 102 with each login of child device 99, The many interaction protocols
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42 up on the screen and the child user chooses an
allowed Internet site, chat site, and/or e-mail
address. Should child device 99 enter into an

w4 Prohibited by a "prohibited" phase
EVICeE%Q responds, for exanple, with a PEBAZ006/001497

" not | f| cation" phase 236438 5 wherein. conmputer 102
and ThHRIAUS oy %&Qa%%d%@%ﬁb&%@é@s@ﬂa&%chw vanilt

been e ional l'y conmputer 102 reverts back to
360aalnti bugip B&b&e weH 2powhde tope Bmilianedthdht #thns ar e

Sen Ve
gl G0 bon B gty &y b,
unl%ﬁ Bﬁﬂ?@l\%{e@]l? 1eplﬁgg¢d mto mqnqmﬂterdﬂZpIamn magasy; e oggd ceﬂn;ot
ar en

simp BT BUTTE PP BEE i deife B BRE MR Tafbenct, cat

mnﬁsgttswgst &garﬁﬁtl tvhfﬁéutagu{cﬁﬁd:s:b)rmmﬁmatu on 2366 is sent
SSRGS AT T S N L
an oiing %ﬁ%dnﬁﬁe_ﬁ)ﬂﬁﬁﬂ OB pising FERGHMS SRS mmhmbwﬁﬁddjy a

a par one or ot her personal conmuni cati on
wmdmummaa@mmmhﬂhdﬁhbsﬁe alert the parent to communicate

h' g foﬁg%% ggﬂi\%ﬁl gﬁﬁ & Eﬁid" abiiveloy, chifges to

exa OrT OV 1 ase
parameters assoclated with ch11d device 99 are only made with parent device 98,

preventmg child device 99 from being used to tamper with compuier 102. In
embodiments, a first parent device 98 allows a second parent device 98 privileges to
modify specific parameters associated with child device 99.

In embodiments, an additional level of protection is provided against
bypassing devices 98 and 99 by causing all Internet surfing and/or other parameters
options 2380 to be provided through a dedicated secure proxy server, associated with
devices 98 and 99.

Internet Access Control

Following logon of parent device 98 and child device 99, parent device 98
optionally accesses a list of “Approved Internet Sites” 2382 wherein the parent
chooses child accessible sites from a list of Internet sites, for example sites relating to

science and education.

Addmonally or alternatively to limiting Intemet access fo _Approved lnoternet .
sites 2382, the parent has the option to enter a “block stage™ 2384 and block Internet

sites.

In conju‘nction with block stage 2384, the parent may enter a “Device word”
stage 2386 and enter device words that cannot be used by the child. Blccked words
are optxona]ly tailored 10 specific situations. For example, the words “quicide” and
“eythanasia” will be optionally blocked from a child that has been dlagnosed with a
terminal illness.
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the child is responsible for contacting the parent so

that the parent activates conputer 102. 20In

exenpl ary enbodi nents, child data session nmanagemnent
wolai#a4R9 is configured to enter a "request pcphas®/ooi497

2372 to request a change in paraneters that is sent

to parent device 98. Requ¥st phase 2372 optionally

sentiRitidmally,eq uashaduli stage” 1388, the parenistphiondd]y Bincks words or

I nt er net chann has ter 102 47 .
phrae i arh SRS SEABRI 5) T st diwe B LR i ehiep tissie
devifGendt a0 hit k@b@m@ Sitss YLl@Tige feekbayeskka a user

bei ng dedi cated solely to_conputer nonjtorjng
to qlighd® iconSm T 18 195t 1§ ARiHIclane PO ineh &nckrgs © it bg 187 are

optgﬁéllyl yloql{%geAﬁ Hally) Aevioty 98”‘@:&@9@ SRShRIHnIR,

escribed with respect to Fi gure 1A,
grapip¢ iirsedice yreaenitiogupretbeol tshehpthet wowling similer 30 Smystrhel h?r

r.ot oc I parent device 98
appg?{aﬁdpa z’fphftg vﬁ&%&%lﬁggo%?%}églﬁét hi s manner portabl e
; rezlgh&mgﬁbllfﬁwm vd:edsl a:ﬂfdrleht&rmgclﬁnéka@uwe’d sttes optionally
e a rang i,on erv Sy aqlD
cors A o W‘ﬁ%rn@ o7 Pigeing o o1 e il yefhatvety, 2
WM@%&HS?;‘: Blagxed to MR pH8K/ 7 444856 ﬁh%Oﬁﬁié W&?wd:& an

I n enbodl nents shown, parent dflew ce 98 and/ child
Integag}ichanngl computse 193, é?lé(ar 470 and/or a proxy server; an "the parent has

the option to communicate with the child and/or shut down computer 102.

Optionally there are multiple levels of key words, for example words that shut
off computer 102, words that shut off the Internet connection, words that trigger a
warning on the display of computer 102 and an immediate niessage to the parent,
and/or words that merely alert the parent without warning the child.

In addition to words from a web site in text or graphic format, computer
shutdown and/or warnings are optionally triggered by child input of text, key words,
passwords, and requests to visit a secondary Internet site that is reached via a primary
Internet site.

The parent has the option to insert patent device 98 at any time, for example
when the user of child device 99 is at school, and change Internet surfing parameters.
Upon insertion of child device 99 into computer 102, the approved sites 2382,
blocked sites 2384, block key words 2386 and/or adult parametets 2388 are updated

to provide new parameters for the next child computer session,

Blocked Sites

In embodiments the list of blocked sites 2384 is provided wholly, or in part, by
a software program, for example Spector Pro by SpectorSoft Corporation of Vero
Beach, Florida.

In embodiments, computer 102, parent device 98 and/or child device 99 are
configured to receive automatic downloads of sites that have been tagged for blockage
by Internet rating services.



10

15

20

23

-30

as being dedicated solely to conmputer nonitoring
functions established between a parent and child. In
alternative enbodi nents, nultiple child devices 99

w@ﬁgﬁwbﬁ%*éed to nmultiple, possibly adult, usepsSrmbi®ooiao7

users belng, for exanple, menbers of a church 5 while

parent device 98 is issuetd to a group adm ni strator,

f OrpexAMDhBomtofdl FGhl Sstdgea@BN0, alhrBamomieored €h88Riosms"

then used to establish conputer gcﬂg'g aﬂ ters that hat
staggr 23 %60 patspladavias 4 bast the PHRIP SPG dpssyes gnd ©

roofi g a&a g@ % tr]ﬁ&htoi’éi‘y 'For éﬁnﬂ)[eo%h usBaEtoddd e-mail

evices 9 e adm ni strator optionally
addresp wiay mplaé@ ai. agshremarnbtacdivoropd parcab whispia RRTRTIBE ¥of ggmail

b sites t hcraft Furt her details of
%rﬁ%n&f)“%l?ai}ass?% tt? %}Hshmsnt and usage of

C OIPhkr® five kO@:ral ro@ﬁmsefsemohuﬂmg ¢himt r@memﬂ/ ot e-nmily frogs being

62-7 Addi ti onal ice
mogiird. da i By Agvrn 4 B8 bR fdTied ROt bf Btua
agrdcflenitiof Far@rﬁ an CEIRE Mérakamiplohvitil ol aibe 98l fsinregmputer
2}parenta control, and safe nessagi ng. Figures 24
10 hrough 73 include a review of sone of the previously

pre | ULHRER chAfzchd a@Beriin® GRESESArildpatidarand/or
as %’geratl% platfoc eor addi ti onal app]f

agred:mm wifl the Isbildickatird petifiastpp gl the chyige ds Z"ﬂmls : aé%o hild via
0013{1?]1% el ﬁ%é of otB@rr {xse e%fén@ [ﬁaeﬁ@@ E&%ﬂ%ﬁi’ e @hild 4greeing

regls rocess. e user receives
and)&étﬂxﬂﬂﬁnsemﬁmoﬁﬁnag@gem deV| ce 114, inserts

por t b’fﬁ?{ Se asbl?%e{,{%‘@gﬁ%” tpm%%y h&Fecldd tﬂa? L34 &elShrds, in

por

_ addition to those entered for the Internet, that trigger blockage or warnings associated

with e-mail addresses and/or chat rooms. For example, if the child writes or receives a
message containing the word “porn”, the c-mail address involved is optionally
prohibited from further communication.

In a “monitored e-mail” phase 2394 and a “monitored chat room™ phase 23 98,
parent device 98 is additionally used to specify specific e-mail addresses and chat
room sites that are prohibited, for example sites and/or addresses that encourage the
child to make purchases.

In a "user limitation" phase 2344, parent device 98 is configured to provide
parameters for use of device 99. For example in a “daily hours” phase 2346, howrly,

daﬂy, weeldy or monthly schedules for permitting usage of computer 102 are entered. .

Ina "goals phase" 2348, parent data session management device 93 configures
computer 102 and/or child device 99 with goal parameters whose attainment allows

child device 99 to activate a reward from the group comprising, for example,

extended computer use, access to designated computer games, and/or access to an.

Internet game site. Such goal parameters optionally include, for example,
mathematics, reading comprehension, social studies, writing, and attaining a favorable

assessment on at least one predetermined task.
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conmputer and is pronpted to make a decision as to

continue on to the registration process. Figures 25-

30 show the continuation of the registration process
wébAags — __ selection of desired functi onggrfiibesoo1a97

exanple backup (Figure 31), the end of the

regi stration process. Fig#re 25 shows user identity

a“%@%fb&%gt 1004 t‘lté@&rdjn% paaficlef”t Pleasé UIISRE pafent alooicer 98

| ost maged portabl e session nang enent g Vi ce b
optibhally, spenlﬁES @QWecm@ devige % aplery usegh OF CemRUtEY | Ph ags to be

rec?ﬁﬁ 4 %ﬁ Me@r?@%%?ﬁ%ﬁn&%@ 23684 of SerB&&hols R

I'remen npl e as dictated by
umee)maaﬁyeaﬁmg/ andigm@rrmvgnitiopol icy. Figure 27 shows the

roces whi ch t st Al o
Pt Sroidite DRk ARAREGRIL SAGRIS M 3 sies
@&t Blﬂz?téﬂﬁa&(ﬁﬁreisbﬂi@isg hn:tt:hﬁ mésbagent amh etmdilkafn tembpdiments,
- portabl e session nagenent. deyi c 14 .h
roch e ARGPAe REIE ISt Ot REP SIE Gafes. oBles thatwore
sea?éﬁ@& %ﬁ& T@mjpgﬁomaﬁef@@kmﬁkﬁwmﬁsﬁh&é has not been
previously registered, as _seen in Figures 28-29 t

f unkst amh@dkmtnys sesoeding phise 3At3 ArRioally Freludgy pighursg pgsted by
mesnﬁl éﬁlrgs tﬂy‘g;e ﬂ.alﬁ, d4YfARE sﬁ@@éﬁteni/&%dqﬁtofc@ﬁfpufeﬁ $02.

Mave se ec e process ends. i ng
fu nmt émbrdirhdngs, sedoeding phaset2ﬁé2 aptéanaliy secprds hoptipes tbned’ d

R o I D

groun as seen in
anéﬂ/&éiilﬁrtﬁéchlld,andahgf@)fam%wﬂbﬁedéﬂ@m backup, the user

:—o ﬁg%nn%p!g)%é eatdlgg)g\kc@& cL%je i dl i naq " Il%%ef ﬁgmgs bd liBiSre

€ Sessi on
thd AR IAS RN, A8 Wit iriléamlﬁltﬁtlt)@rmé cmnu sayedithefileded in
t he backup by def aul t . Typically, the file list
is processed sequentially and encrypted prior to

RebbANS Lkedbig! Nternet Each encrypted file
serial nunber of

port abl e_sessi on tud
man Agditenallydein ceabbliments, waidpo a3nd/oif SPtat FETaes tigeludes

mfoﬂﬁaﬂ%ﬁ%%ﬁ% ﬁn(i{nth%’ugﬁ Siich4hé Gideo R8s located.
With reference to e-mails, recording phase 2352 optionally records technical

(D

information of the email servers, including inter alia, simple mail transfer protocol
(SMTP). Additionally, recording phase 2352 records post office protocols (POP) for
retrieval of c-mail from a remote server over a TCP/IP (Transmission Control
Protocol of the Internet Protocol suite) through which connections and exchange of
data streams takes place. o

The many types of activities and protccols that are optlonaﬁy recorded in
recording phase 2352 are well known to those familiar with the art and a priori
include all fiuture activities and protocols that will be invented in the future.

In embodiments, data from recording parameters phase 2352 are stored in a
“siore” phase 2354 in parent device vault 350 or backup 352. Additionally, storage
may be made in child device vault 360, child backup 362, with child access blocked.

Figure 23D shows a typical session with child device 99 plugged into
computer 102. Following “authentication” stage 2311, an “aliowed” phase 2326 pops
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15 encryption process for a givven user is optionally
sel ected according to conpany and/ or governnent
par anmet ers Backup continues until all files on the
wr{;%do%oh%%t have been processed. Fi gur ep@EmShews1497
process that is initiated when the user chooses
i ncrenmental backup. Upon gntroduction of portable

up (ES)HZ .98 J‘%ﬂ%ﬂ@%f&tusgﬁé’ﬁo%ﬁes%ﬂan%%ea BiQna siéSRhpOdite, a@l/or

ground process begins which retrieves ‘the account
enﬂﬂﬁﬂh&ﬁtlon for this device to determ ne whether the

2 B L5 D g U A0 Bk s
hagkf 2878 Sievico 0Bt fegpumdhefon grxemplst etith bé‘améa’ugf’v\phase 364,
N
entér&Pné ﬁMH( Qi alph erevass back 25 altewal) haset 2386y Wherein

IS in SB port; and if sonmething ha.s_been
ﬂkﬂ@deﬁwmﬁaﬁhﬁﬁﬁé@ when there is a broadband connecti.on

&@r RGhp 9@4 I1|02 bent&ePd edhdiOddvhe HIRRPIAI62, wherein
servers @ure 3 shows the startup and functlons of

conbpuger 362 i shuiRIowngekdingffor ¢wanple inpyt of Neeent@v#er®d to be -
used during the registration, then when portable
sessi on managenent 30 device 114 is placed into a USB

Parp@iNotdiagkidohe user | ogs into portable sessi on

nmanagenpent de 114, a b e I

begﬁ%a %W%B%ﬁ* Virofi CEP % %%r?ﬁ¥¥ﬁ%hgym§My

actRRfell 3Dt 5 RHRI I FORVAEIFE 0 seﬂeu)l thtepéikéﬁt, fonsxaginvia a wide

renmoved. \WWhen portable sessi on enent ﬂ@ &ﬁ%ﬁm
aref setpvorp ¢e dntempichagne] PFVHr Fli*rﬁrigﬂ Pfg Peeh
amt ggr{;gé 15851‘&)1&{ AL & ga&ﬁ‘teoeﬂspﬁbné & Jieg p@r@@ﬂ@l tdh@uiibstion device

ut er ior to being able to process.
(noF lgnwmd tcsaiess thowerest rarcpwlwt@rwe 6Rl-of the

CNCL B 1y A UEARL et o RS TR Sl oGRS

device 1 ore on portable session
ﬂmmﬁﬂagennmmmﬁﬁuﬁmmumade4ﬁ@ﬂmcﬂﬁaoﬁ@ﬁ$®Pe¢mﬁﬂﬁﬁﬁﬁﬁCOHEWKE
10%torage devi ce. When portabl e sessi on managenent
evice 114 is placed into the USB port on the
COoNpltegémplhRechibciimealts,t taldhdatd wissiare nanagepont dotiec 99 is

dev h
cONGIBHCIO B AT BEE T BEVRbE o paatind tat i
ser@ & bhiah Rvite VB CR&queAThatd 1379 dMlbﬁdll@r}?elth thdregeestwiag wille

areas will be encrypted automaticall
aregrisityprke an fintemst shaspelg hopt ¢aREEeT) @8a¥?1’25 4@"%@/01- a proxy
segcrypted automatically upon selection by the

associ ated application. The encry tlon and decryptron
proémsmbehan$shmeyﬁmﬁnﬂ¢$ﬁ§5@§ea

orta
PSS 400 144 T i
thep@ftI it is easily vhbgsibed aﬁaisﬁmwles edssiop reandgduant tdevies 1dft as
nQnynous s frn t he | r
desaoed SRS SUaT G- i eipEh Bl STl et arc
sithi}@ Y SRoBeId d@&@bd&rmmue & pasertt dggesion Bnd/dsﬂkénldsiewice 99. In

browses with, for exanple a Firef br
this manner portable session mmrégment devllce 112)§s con(} gured to provide a full

range of encryption services, in addition to the many child guidance parameters

presented above.

Id dsyjjoe §P aré porfrayed . ...
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I n enbodi nents, portable session managenent device
114 sets up the browser to use portable session
managenent device Internet-based proxy server that is
W Wbt portabl e session managenment devi cepdimh.2006/001497
ortabl e sessi on managenent device 20 114 col |l ects
file and tenporary files @ssociated with using the
! nth?Elﬁ%d(%IL% wit, Pefenhdsvide@Btnliea dEilll @Vice J9Nee portrayed

devi ce. mlong{ly, the Internet browser | oad on
as tielvg dralicitedrsolaly e compuigs B@nitgrineefugeHqns cstabfister ﬂlﬁ?"vﬁ%sﬁ

periionf o Ak e ARSIl @eR s BeE

mulkiple, peseibly adultpggas Thist dsepdreingb o aewpleo membamgdrresiurch

device 114. 25 Parental Contrel. ] Ei odrs
Wh@%ééﬁﬁ Vﬁeﬁér%ﬁf%$3 JAIS el Lot ég’aP%eF%m%ﬁﬁggﬂésus

' leadds Slardrt dbB998 it Bied ped tebiisbliske seinputenaswayenesitrs that are

device 114 and the W nd content advi sor .has bgen
conganat i FopeRDIS SFIGOH POReL R oF AR AL A AP ol e
usafe DARKILOMNG Y0 QRS HmiblsitRETPORAllyinsiiS fpetidbpdriteters, for

ontent a V|sor._Su§§fnS|on contknue unti | %@e
exapmplee ptohihitinter wieb pics ApitePromsls WHCRAET ag%'%@?f dgtls of grgup

' par%r.}%é{?%gs?abfrl)i%]?r{%n% lhaglds B $POf Eoﬂ?}.[\]ut&hﬁmui‘é Mprésente@ OHEH redpdct to

I on mahagenent devi ce 114.

~ Figh®k bp®Bng | ogout, the Wndows content advisor will

return to providing all restrictions indicated. 46
Anonynous Subscription Service Fi gures 37-39
show a sinplified pictorial illustration of the
setup, functignality and use, including account set
delit ¢ JRLBeANBYS subscri ption 5service. . .
Fi O4Sia SPONEHbAALS Bbrable §R4bM granngkenchh dedec il b4 vl be
to subscribe anonynously to a we -bg;ﬁg servlceF.tQ§24
pregented, IshidingssfermuchraipegEpspiad cenifgled Spls mESHegte- e
thrgg rht’f?i%(fqu%eeast%k/% DRRARITRY pré@vhseprbdchted| grodeies us avell as
0es " no ave an anonynous subscription account set,
pragpssed thet sees as opwitihg platermsh o giitiops] appliepsiops that il be
d FLE%{eI§8. Using the information received fromthe
SHBERPTi on request made to portabl e session
managerEDt shewsircesiptnifqorteble Bessiop ISmeganen devieg b4/ the
f.rom Fi gure , the user s ri :
regifiatiR. 6’-9%% gﬁ’geﬁﬁ JECOIE H%g%gle asgg%%‘? a s e{s )S&F%Iﬁe 14,
e POt eer. has b St
e conputer. in Figur e, user. has [
bt o LoCTiaHe R g Beplridon

a

e

pn$%¥ice I nternet Proxy Server subscription account.
e user enters informati on needed to, process charﬁ

agaFipsresa2r HHshow dhel coptinyatinompl HeCEEITIRAIRR. RIRFEH P

subscrinti. n 1%5,&# rBf AN Bl O 06 the
SRR 8%@5’*‘%%@ ored base pupon t he é}%drri al I)nurrber
regigeabegroebsspor t abl e sessi on managenent device 114. 20

In E.gure .39, the user. .npk u : t abl
sesSIBH e BgEHne ARy Doofap e HER Bahif AelrhL e, B 0
roSR5 ki feiahdgad peltatie sessioe nanaeyrenuddvice Wds.ry Figure 26, the
portabl e session_managenent, device 114 to | 0o .
AT 1oRoR O D P P arsirbde pebp Byl
relRBenfRg! 0 bxddiSic We BichRiMyCRmpRsiHeRIE ¢ovethinent poliey. user
ccepts purchase charge and processing serv

| Ce .
charlgjgure tHeshogisgihe anarege by SWlﬁf"lb daes heshy cgg]gpﬁg lma:auis the serial

number of portable session management device 114 and authenticates through the

es
élSGI e e
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25 their credit card or bank account. After

recei ving approval fromthe user's bank for the

charge, a debit card is initialized for the user with
woé O8,Aqpunt requested, and the user is gi venpgfigrze06/001497

anonynous information required (account name, account

nunber, expiration date, gc) to sign up for the web
Inteiﬁétvtggte?iﬁofﬂ%?élﬁé%%ﬁ Iﬁbi{aﬁgﬁéﬂtn&vicéﬁ 14 has fdtOAlfe@8y been

=472 show anonynous | nternet purchasing service

regatealintnsibénpersand use. Figure 40 shows that after

havj.n de t.he deci si |

t nelt PR e Byt oV el th BAARE AR A Oy e lbeed

€ user uses ‘porta

' us 565 B FpuERIRQ@ e Mncteslite sddotion kontinies. UsBeur 383 sowmary

have an anonynous. hasj,ng, account .se er
is sBow &0 the gse a%% hich Teatyres B]eg e it 8%%%? B‘%’é’g% nds
- i N Bhe Snédontfig BlebiR, tekerdib fewoptiod by sekti remotedendea,
to process charges against their credit card or bqpk
theseleaion of Whighoerepsithsnbackug to @f&ﬁ%%&?&@m@“ﬂ&?ﬁ S g K1gure
serial nunber 118. Usi ng the information

Teceived fromthe purchasing request nade to portable
sesFo dnitiate regeerbmiupigbe veer bagiay heerepingg liss@hdirectopies and

S in. FLgur 2 [ . ) S :
15 5848 1 bR eched S DR HERblS iR male ARSI 14 is
autbRAgcaly iMided bl the backsp by definBigenent device 114 is in

t he USB por.t

f..the conputer. . Fi .

cond VRiEADs 8% fg? ligh ‘@B’P@‘%ﬁi EHBeRtialy %n%%%b% AEY g t fransfor ‘
ovérAY EStmbO FRSH $tbiptedsEiRShelidsyahagetibnimbie \of pertable session

Internet Proxy Server to purchase ano%qnusl%ﬁ Usi @ﬁ@
maAeEenenf é%@sléﬂ@? W?Eﬁﬁuggﬁ?ﬁmﬁé%%‘éﬂ ¥ ‘8;521 j SSL}E; °

n i i idRfly sebechidOide 1 y

enil ppith ?Obg%q?ﬂg Piph vt Ipﬁf ase. Af ter Eﬁe .usg{n
andfat bexerimernt @eramieters. Fackyn ponsiaaespentl gl Hew o el Jigt have

seryvi harges, the charge is charged agai nst the
beﬁ@%Pmég%gedit card or bank account. Follow ng

. appipnsd ¥ chowsheheygeodess Bhatkisoinidated!jwhepathg, uger chooses
. portahl.e session.man nen k C ' | St
indiheeta fosB” TlpoB RNREEIE R pflEE BBt b b3t fovipe 114
intd @ USHl bbst, bk grotutieprosest béginsgihietnretieaesihe agorouisniormation
information, require account .na .accou n r
for 5 AR GRRERImOT QYA O e R SBEiRaLTS tihe PO bactup
feARBNYNBL Y- is SREWH & b phdibipalilas drgiangst of those locations being
remotely backed up will be created. The directories found on this list that had been

created will be monitored, and any file added or changed while portable session

management device 114 is in the USB port; and if something has heen added or ...

changed when there is a broadband connection to the Internet, will be copied to the
remote servers. “

Figure 33 shows the startup and functions of the Secure PC lock. If this feature
is selected to be used during the registration, then when portable session management
device 114 is placed into a USB port and the user logs into portable session
management device 114, a background process will begin and continue monitoring
the USB port to see if portable session management device 114 has been removed.

When portable session management device 114 is removed, the system will bring up
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Figure 43 shows a sinplified pictorial illustration

of the set up and 25 functionality of the secure

i nstant messaging feature. Wile portable . session
wdBhdeagnt device 114 is in the 1JSB port apgriosno1497

user 1s logged into portabl e session managenent

devi ce 114 and optional lygzi nitiates an instant

T L

to frese8s.por t abl e sessi on managenent devices 114 in 30

USB_ports of their c ut.ers d are.lo

¢ neFBoiecdsBet JEepptap oS e R e Bl porabie
sesdidf mdrABerhdds tidtice MRS SAULEG Sordi @Npotibld mssion amalagement

remai ns secure. Each nessage,is encrypted at the
devigasH4 @ op AiCPMRMFHRCBIT SR Py pt ed at t he

nes 3 L 88 & Alevice 11FigMsRd Afto SRAYEB Bort on
Si ngf}%gpé% ctori amg%etlnﬁst reati on oﬁgﬂt he setup

thej oupipetenribatreonf & hardiisive jand peridhle savine mepasprthfericed 14

ihaf WHOWS ST YPho SRLHAN BRNEoHRER Gl Uol @1 Fio ASd:Oibailable
mahagenen evi ce 114. ortabl e session nanagenpnt

devdlensi Ary filbd wiriytpn tethésg niovoleddesas avill be enarymerbaviiepticilbhal

secyrity |ev in the f.orm of.. Ry t s '

f or £8Y Fﬁ‘@’}ﬁg t"&ﬁ S‘i%‘%d? H{fs %]]r?tcgmﬁ% zarec%%n‘g'g fegraﬁg)ﬁ}g ;I%?Ht'%gn
selB@IoNOBK the associfed iapplasadbd.yThe enangtioanahdt Aéaryption processes

addi tional security |eyels @%e i ncl uded, ea

confiIge tynbih dhe Y& ogt P &Y QeTtAlg SeSTIgRy “E&?ﬁeﬂe&ﬁgf’"i‘m 114 or

re Es&ftme@ss%h RESAEREREvicH 4 Frokakd USB port.
authentication is optionally integrat eﬁﬁ)%ﬁgttio tthﬂ(]s
W nligage Kesbows selripi 08 AsHensrighe alopgme g of the Internet
fea?lggpwﬁxielé %gm?dlé’ B&Efoﬁlm diddnl A1ieD 194 id RQhO UIBEFH Bnd the

er 10 to rece ve and actlyate a new
usqas loghddeors B sisarbromsea yéthefor egmnple a Firelox bpyyeet He | oss

or destructiqn of i.h r I '
e T U e T A S S g
to 6 batahie issiph acangeninag idadca intemeplased ptogy sewyer that is run
mana nt .device 114 is.either |.gst_or. .
o B 55 ARt APl Lot ffigh BB device
114 lébh&igsfl, ﬁ}éadnuqanpérla@\mS fes afsbgiaefl mﬂe@mtﬁ gnteﬂAm'r’ageder that
portabl e sessi on na t devic . ter
hab hedanrdee AuRofS dgvine TR Rk TS SEBRg oBIed iR fhe bard
& RO L AR LSS EESE MR AT RIBIRE bt the @erik 4sing tRRtRbrowser,
The data on ol d portabl e session _managenent device

pottalde isessiacngnesanerd igvice d 14t iny PreddSR 201 aad dhe pred Ragd

wift QARG IRNRER LG (BNagerent devi ce.

I'tron, e-serla er of the damaged or | ost
portabl e session 20 nmanagenent .devi ce-114.i s then

'Pfl "dtr' | disabled, to prevent future misuse, for
© Y PFerson who has stol en device 114, or has

manggate 86 sh@fcd parpitilicabirel vels fianme mwhigle resdr idwgzakinto
pq%%élg é%tﬁ%@é&g@g fl%glg%vll gl? %CP gqte\%ﬂd%wg ecg’I%éI%%dViSOI‘ has been

. enabled. Upon insertion of -the parent control device, a background process

temporarily suspends the content advisor. Suspension continues until the parent
control portable session management device is removed from the USB port or the user
is logged out of that portable session management device 114. Following logout, the

Windows content advisor will return to providing all resfrictions indicated.
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user if files are accessed or nodified w thout user
know edge. Figure 46 shows the 25 flow of the process
wher eas use of portabl e session nanagenent device.
W(}gﬂﬂ,mﬁgggances__ security. For exanple, if ppgtabheooiasr
sessi on managenent device 114 is not in the conputer
USB port and an intruder gnters one of the
~directories selected for nonitoring during setup,
referenced in Figure 47. Any intruder access,

An@fBiohd SMscanioaserges to any file cause a log entry to
~ be created and the user 30 . The

.S £-nmailed. - mai |
addigses i3-1% phed 1% %beé‘?fe&?%?ﬁ ngpHaten, _ncgti n&FtPs
funGHbR (drldOtNee iAdhainddfbdin®nel by, of tRl besnyaiouy elibscription
I mre Fate notification of intrusion takes place via a
sertiecend hel d devi ce such as a PDA or cellular tel ephone.

WO St e 9%%%019 4ision to subsBribe anonymously
en‘t%%‘lg%éﬁg%)%ﬁﬁe usér sets up % custom system f or

to araob-basei service; thesisenageesses thexubpsesviegsatit the aid of ppgable
Qr har dwar e r.eai% o nonitor. Alternatively, the user

sesyo Lanageet S5YI°¢ R&™def aul t noni toring supplied with
POrfF @ 1ReS @SS indh hiR AgE R Nhoswbwepida accBugscuwe the user
_G oup Menper muni cati o . Figure.52 sh
il e e 08 Tt g A Ty e i i LBt P APAEfim e
sué&gnﬁoﬁ q%s@ﬁlaé@ 9 JoRtabic GeEobRandeseandades Titshatdtroxy
sessi on nagenent device 3112 jnserted the

. rejn,
Servgtrﬂsggneivygi ﬁﬁmﬁigp@t%aﬂ@ﬁsgég’gqog esr?ﬁﬂ’éﬁ%% ttogféeil\fv%bébased
serise: s 10ME oY %%ﬁiélg A AN DEShERUG¥ics EESE Pug¥Bd B RISE
engi ne. seen in Flgure 54, coupling device
porBdDfle corapuietes a nul tiplicity of group input ports

311 d i i ti . i
- cesth BRURR T2 RER bk AL 1735 ity b Dbl spsson

mah#jefhehin festiced Bttt Pidicy Server subserpgionofcogiimby phe; aiser; eiers

. manageneni .devi ces 3120 includes_a.cC I

infGAER g PPOIT g PRt A s 2R ok Secout by

whixANEE MbvesHpRg ANk Albo0sty erde.yyl infornetig sea@loped and stored
seen in_Figure 55, after

As t. of devi 31 d
osgd aon e possk USSP et eREbIe B8 MBI BT

3108, ji5RuUshaR bahackaatarsto paRMNETEysioR Hauggtmennteive
encryption setti ng. Typically a display 3102, . ciabl
Tnternt Proky igrisy 1o subsopiba o GoWED SFrVISH @PERyRYs 1 fsinggportable

res az Nk sSu ' b $hd LEHReM [féisthasenf the Mséidis
Sest%}?gltfag%gaggrﬁ oexnﬁ%ngirﬁi/%% ?‘gaﬁé g%_t ting is ready ?kgr
prétisted 0 tehiat the cost ddpthe yels lemige gequsslod dABat thsnussy erpepts

| devi 3120 i. 1 i - _ .
e S8 AR PRES PR S V05, 6950 s

th&NGEdPéaDr NP labeAanB148 and 3149.. _The encryptiep-—--—m-- ==

“éngine typically includes a six digit neetin ; ;
25 ATHT EREIVH, aPBe Ve {0m uspiscbagk ity B gt .rlgﬁ%g‘* a
initialized for the user with the amount requested, and the user is given the

anonymous information required (account name, account pumber, expiration date,

etc) to sign up for the web service.

Anonymous Purchasing
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Fol  owi ng conpl etion of the reception, coupling
devi ce 3100 renoves and/or renders invisible any
trace of the common encryption setting from coupling

w6 S0 8%eeN0gi ne 3158. _ Each of grouppsesSioenei497
managenent devices 3120 is renoved frominput 3116 30
and taken by respective ngnbers of the group. At

a fFi%M‘E?% 135 ehRNghol | ABus [RfPIP pERAKSIR SeRBRAGERNSetup and

devi 120 and adm ni strat or sessi on nmanagenent

use dBigihucet03shows shab afierhaving made thadscisionds mex@aasefsamcthmg thru

e

Upd]ﬁ tisd avek doés w0 Aavenarc atonpmote porhesingarcmnt bt e, Beager

3149 t d t W
has(is Sieic i 6oy orel At gt ool Rl selFthe Whdrdfiths
infrhBHED heBle@ VB Nrb&tgs CRREGMaRist dreiobredievhidess BirkOacoount;

3112, for_exanple with_a Trojan h Addi tionally,
mfw@entb@baﬁ%mﬁle%%%ﬁfﬁ g&%l on 5 and/ or

i nt J B nRhtd ebR fin SROREHRSNE 2dqued neidde fo portable
enc@élg?ra%nﬁg)ngl hes 3148 and 3149. cﬁ]lDurl n

sesgjow enrnegersind devige Jiteaet Broxy Serernamowen ip Bagre g‘?othe user

ma%es{'ﬁa{'e’l 1@% ? %r'isrgypxmpwh%@ d ﬁ{é\ con &rto SnBREHoREY Adong

rans m&g t ween devi ces 3112
as mbﬁbﬂﬁxonhﬁﬁagemﬂttwqe fdlis vha §SBeeploéthesamgnics

gi ven sessi on af ta.tsa fr t :

I ocgllg}’ré’négis aafonﬁﬂlgg’fa) ﬁg%{géew é{gg%ﬁ% %“Z"%@ :dtfa uggt to
porfdié fe@ﬂﬁ@ﬁlaﬁig@ﬁlﬁﬂﬁ de@iae m&mem@:okp Sevér td @uichae a&anmhr

3120. The new encr ovides th
Using porfal seuosramatiens 29to 3 14 Girbk b 4pE Regb i Fbrbdon.
the@RALD Efonﬁ)%&ﬁﬂo Qider the cost of the itefh t8lph@hMAL | Ve

embodl nent's, adm ni strator sessi on na nt deyvi ce.
311@%&%&@?@@%@@*1% mi'fy%?f'? Hhe g Hip g vice
chagge\é' Gfe cﬁ;alég i Fcl, the nser's Ner&H0 @EHMBN bk account.

m ni strator seSS|on nanagenent device 3112 is

WH«}ME | eppybval ufieron ghes byas’s abanke 9bt Eedibcrith s REENEe Frssion
maga ent H(L,Végesgéb?t &8l ﬁrlg%'%lgﬂzetdofog el SR Rh WOHRAme EQfuested.

uUsSer group having group session managenent
Addﬂiona]gs t}&l\%r 1sggmmrpthé Athogyreowspinfoomatidnyregaredufaesount name,

softvvare a s for.om a,certai 0 while
acCTp DD e&r‘%‘ﬂ gatm%{? ete)go pg’%%’%srei tée:#sb;erﬁbf%%ﬂ?m &t li
enpl oyed by the sane conpany. Goup "A" transfers
data W|th adm n| strator devi ce 3112 and between
SeeH Sagt (oS "A'". Goup "B" transfers data with

ad g &lse\él! GRupdkibd plRhraEtingeaisEMiets 8t up and
rglgw '@ Elg(\)/\ever gp;i%‘u ﬁﬁ 1-de\/ll cesIB i

20 cann
. fm@kl@hfdﬁgeﬁ)ﬂ HcosAaE? GRAFEnDEERging (i, ) B, session ..

gelﬁ?ent %evmg 51@@15 9 3‘!}4 YISEC SOk GRS bed i8 Q&%& Anto portable

Si on managenment devi ces® 3112 and 20 occurs
sessma raansicelaerd rdeatccl ét4vardoptimnalininéiatastan dhdiant glessaging gesgion

Canbthor %sf‘eg /og por%bﬁers%%(sYonsxﬁéﬂn%rgement device.
While both of the users have portable session management devices 114 in
USB ports of tﬁeir computers and are logged onto their respective portable session
management devices 114, the instant messaging session confinues and remains secure.
Fach message is encrypted at the message initiation site and decrypted at the

message-recelving site.
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I n enbodi nents, group session managenent devi ces 3120
conprise USB or flash drives and are input into ports
3116. 30Fi gures 60 -and 61 show coupling device 3100

WdEm%ﬁigﬁ a rechargeabl e battery 3130 i s bei pgrm2006/001497

rec ged by a charger 3140. In enbodi nents, coupling
deV|ce 3100 includes a chgrger connection 3142 and an

%Jg 51 Mﬁ%ﬁe%@% o84l iliueRsN6Lhe ﬁégﬂébﬂﬁ;ﬂerﬁé;ﬁﬁion

ng 0, thereby chargi atfer
of mxaﬂu fackit authentidaitigurie 2 BV indowes SEVEr| GWERBRTIL A5H6 Eﬂﬂable

sessé%ﬁp@%e?gf%ﬁgtc% Sitl@g];&r%ﬂfé ée?%oﬂjﬁl\é {ggm%ﬂio&vfc@ lﬁﬂ%ﬂﬁly

eam ne are | oaded onto
inclaR& Y Rhit@ie eddiicebsechiitydewd mghe &84f positivesquthenfipation for

manager,. al so referred t $§Je|n %f the system
the gergprhlogging i th eﬁﬂ’ﬁp‘f portabl e session

MRNAgEH%AlL ds.%&d;ﬂ%le&d/\ﬂﬁlﬂ abﬁltloﬁaﬁéfﬂ@m‘ryabw pef ioclnéal, teach

h | d
additicspl Qw%?;aﬁ%%? LU TR i L R e
autﬁen%gﬂog ifo ﬂoﬂﬁ#eﬁl @%telal ihid 8 WiloWs@BRbr dnlibnrAdit.

SS1 on evi ces 3120 and 3112 are in
oo u]hgum g5 dhwwmm@pﬁﬁed pintosieligratjgm of da grogeye 1og the user

d |
o LSBT RO IRAR BSOSl BURORS Gl o

I n stages

or d-3ddctidn df (e uﬂe‘}&ﬁnelﬂ @oﬂgﬁdt s&momn@nmmaﬁ@glcaﬂé‘* created .

and_recorded on, ea ssron nmana AY
and 1ggrf245 shows tpﬁx 915 @egyﬁgfv\groge ﬁ%gi;:ﬂ% ? %r%?abfélgegslon
#&%ﬁﬁ%@{vﬁ!g: 199 i9Eitier NeH0 oﬂfﬁdéﬂeastrgﬁble\w dizhnr:rgc.fe'[hcﬁradcess
i'’ke portabl e session nan nme evi,ce 0
inchides ewthentinption | SnovRRThIp) %g §3 FRSB ?\lte Session

t BdfdnS aOfbw @Eadutal Iprétwrcﬂé'ﬁt new
maﬁg% %a%ﬁ%cﬁ%ﬁ Aggvﬂtg&%mgn, Fi qu auyr e@ééz) ? gr n- USB
poftdbdes session menmmenfedeiv@eﬂé@ G%%Feﬁe@ © fgyeron

_ maileil?&tsrly D gegr?ceeﬂg';g] aecgjﬁ)téd’]zﬁﬂtthé ﬁédi‘yﬁ&fdﬁfl chdbPandllstéred on

20

30

gure otocol for Sending e-mail on the
thes:&assfzﬁsihﬂmﬁmgemmttdeﬂeml ces 3112 fromrenote

ot e lEe el Ry DL 0P S PBRE) of Jhot REK Sision

mdnﬁgs’ﬁidno B&vice? 01470t therﬁﬂqged and dEsabbdetoE@embme misuse, for

antl-spanrfeatur e s
extraRlE SR ooy B3R i £ o7 hef RSB0 repes, porab
sm&ﬁﬁ&ﬂﬁﬁéa&ﬁ@&anaﬁnnortabIe sessi on nanagenent devi ce

14. The anti-spatn and anti-virus feqﬁgres

ex afjsuees 4235470@1% hayg parigble FosEI9B HERSER ﬁ?‘ﬁfﬁﬁ 8‘4 plgds the
us 1?tﬁ?e%tdr9 ogﬁlﬁdiﬁ&dﬁtﬂoﬁ‘ﬁ%r' @bbede q?i%néﬂd ek the

nown to t ose f far with the alt ure 62

sty afrcPERls o IERAECRERE palRa g et T14 % gt in the

coRfpltder frsnsm Chogn ainir eanc mtrqndere entarsdonss of rtberpstinsctoties ﬁ@lﬁ‘éﬂh for
mgn%&);:xi:g %rrlmggs set:tgp,crg te!ngede moﬁigure 47. Any intruder access, additions or
changes to any file cause a log eniry to be created and the user is e-mailed.

The e-mail address is typically recorded during the functional setup (Figure
47). Additionally or alternatively, immediate notification of intrusion takes place viaa

hand held device such as a PDA or cellular telephone.

 floshefthe pecess mhemfas p@rqf pbiteble gessipp mwmtce&é@ eplgnces. . ..



10

15

20

25

30

| S8 SRR Yifre B 305 %5 a6
on - pa

30 to the registration process as seen in Figures 63.
In Figure 64, registration authenticates the identity
of the user and the user selects a |ogin of
wS b bRkgnt Iength and strength necessary topgggtroddiRiasr
m ni mum requi rements required by either conpany
policy or federal regulatign. WO
200 / 9 ' 5 t.he. .
or ocaSEOAARES, METRY St o B MRkl iggsions,
fot ¢xamplerspesiiis teefiles or hirtwara areas wppodior Altenatiztlyr thahiseriopts

N M ——

11¥s conpl eted, these services and nodifications are
necessary in the conplete nonitoring and securing of
5 the conputer. In Figure 67 a summary is shown to
Sebie (&G MeRBe CdRubRaigr es that have been incl uded
on the USB flash drive and the registration process
end$igurg 2 shovena shalins deyire 3 Hifubaviteom wsministatpnigpeindl 04
i ! RLAA! Blanadeflen CARIR $i12
a school sed network, Tfor inappropri-ate use;
ingsitedhtherdim Typicalnt sdministratonseasinmmmpaaganieat dévicd 31 12dhclades
el .t by se |t cording to the group
m%‘?‘hqﬁ tIsa%{)lrrg Sglr{)fl;i g Fe” én%?]e()ws a procedure for
i nplAsneet inBigarecsd, endglingfdeviae 3000 trlbtidbiSB niul@sdhitd bf goup

. that is.ipterfaced with, the_operatjng systemto
Pyt Bo I ﬁligta@d,t Hsatseqnt\,\gq igure 5£pm tlpie groug : sess{gn management
devices 3120 have been inserted into input ports 3116.

Each of group session management devices 3120 includes a concealed
encryption engine 3148 that is responsive to a concealed administrator encryption
engine 3149.

As seen in Figure 55, after input of devices 3112 and 3120, a first session
begins, and a random buiton 3108 is pushed that creates a randomly derived common
encryption setting. Typically a display 3102, controlled by a display control button
3106 is pressed and a visual signal is transmitied confirming that the random
encryption setting is ready for transmittal.

Upon pushing a record button 3110, all devices 3120 in ports 3116 receive the
common encryption setting created by coupling device 3100 on encryption engines
3148 and 3149. The encryption engine typically includes a six digit meeting number
indicating, for example, the date of the meeting.

Following completion of the reception, coupling device 3100 removes and/or
renders invisible any trace of the common encryption setting from coupling device
engine 3158. '

Each of group session management devices 3120 is removed from input 3116
and taken by respective members of the group.

At a future date and time, group session management devices 3120 and
administrator session management device 3112 are input into remote devices, for

example cellular telephones and/or computing devices (not shown).



16

15

20

25

30

proper tine to use the conputer and optionally
provides the user with multiple time 15 zones around
the world. Figure 70 shows a procedure for nonitoring

w& 300 4ad0r 1 Mproper content as determ ned b¥ctSoosno1407
group adm nistrator. The group adm ni strator

optionally nonitors e-naidp on a specific individual

con?&) ik ngOI &ﬁﬁﬁlﬁmaﬁbgu re‘ﬁc%u&h%@l@spmwduﬁ@ 32 C

ere a user in a‘group of users 20

coﬂnmﬁ]me imectif e«nfémaeh ey m&gletd)emdnso@lbﬁd/m by é%engf?rga o dlep
€
rempte GAeS MR BrvyRht oflamideli{ & ddricdd MO0 %L PO S

messagi Nng session wt
exaRRDGAE aOIfrOJan tese. gdimﬁ‘&tﬁhagy,odlm’asammmhca@gn rposvients rdetegtion

t he, i nst ant s for pro cont ent :
andjeirinivTephon (209 R ory R EElen el aBHE uh
31490 a chatti Inlg session with rreLrbers of a 25 desi gnat ed

group as well as nonitoring the chatt sessions, for

" olaémng:bgltv@lmemyﬂam@w@% 19 88319 Se bl de SRR Wt

éi't ad d Eﬁﬁ%le %ﬁ&fyg%é Bgta ! fof §afOfirabh S diRRIS MetwdBBJevices
ev’a\nt essi on nmanagenment devices, USB key
31t2eauddé20 and/or alternative digital data transfer

ter ﬁggﬁ\tﬁgsz,#gt?wgg 091%\/1%11818 gfj ngﬂ)% L06ion ©PBSRa Qlfangfgneﬁ'om the

&SP nagenent devi ce'
remdtSPckgns, dtdedsnbmnoedevieesidizd lgekmrﬁ(gad a 9e [Fomawn encryptlon
setaggc ttg)na?f ge%lmgss 3ﬁ2 Id%lbo The new encryption setting provides the ability
for devices 3112 and 3120 to communicate directly at another session.

In alternative embodiments, adminis;trator session management device 3112
issues the changed encryption code to group devices 3120 (Figure 55).

In embodiments, administrator session management device 3112 is capable of
running several remote meetings between different users belonging to different

groups. For example, a user group having group session management devices 3120,

~ group “A” are optionally computer software programmers from a certain company

while another group, group “B” comprises physicists employed by the same company.
Group "A" transfers data with administrator device 3112 and between members of
group "A". Group "B" transfers data with administrator device 3112 and between
members of group "B". However, group "A" devices 3120 camnol exchange

information remotely with devices 3120 of group "B".

- Optionally, communication between session management devices 3112 and

3120 occurs via a wide area network, an Internet channel, a local server and/or a
Proxy server,

In embodiments, group session management devices 3120 comprise USB or
flash drives and are input into ports 3116.

Figures 60 and 61 show coupling device 3100 in which a rechargeable battery
3130 is being recharged by a charger 3140. In embodiments, coupling device 3100
includes a charger comnection 3142 and an adapter 3144, which is used to connect

charger 3140 to coupling device 3100, thereby charging battery 3130.
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Addi ti onal objects, advantages, and novel features of

the present invention will beconme apparent to one

ordinarily skilled in the art upon exam nation of the
wb Sbohayise0 53 exanpl es, which are not intengeditRodupdiaer

limting. Additi onaIIy, each of the various

enbodi ments and aspects ofy the present invention as

delﬂ dﬁhﬂ\% | IGRNUR R00 AIhE Pﬁica@doﬂ lmrtgh&:uﬁhﬁg dBvice

sect i nds experinental support int
31000b |pmma¥ﬁgere>mmpn sadessp tteans meppbeecihal @e lqaded optaspgiyRtion

f eat of e |
engifS b Salt 4910 e Y gD 8 [ Pherlints didssstem
adnﬁhﬁﬁatb@ and abé deals, i input qruisiablat sesmor magagsieyl devices mﬂl bOX

%n5 E’e nverseIPY‘P ar.i o feat ures of the
3100l s reraid IUATTER 23 PRUPUPS PO BVt ty described in the
. CONeXdia %@msgo siispyepaaeibiodi (petshownpproaidsa kigngy fov exiexple

separ at €

y or in_any suitabl e subconbij na%ig@n 3112 are in
a light Ahat ol ulégh tor signal gkt FesTionBanpERITI R IoPs fi3112ar
coug HAKL iﬂ%OV\!ntéﬂag%P gei0f 4@ 43D OfliaRBGHh mdebifs RGhberiid crested

ent that many alternatives, nodificatjons an

to pmmdatto @H§eﬁﬂ1¢ﬂ migaagepysal davices & 120 gad 3 i2 Inetiagen 4 giﬂ”e and
| |
4833{; ?Iécrl'jﬁ) | Ve {19 cé{(icf:s fa.{ecéréaté@mg&d$@or?%ﬁ§&%loﬁ thanpiient

ations and variations that fall
deﬁéethtmaﬁmmlﬁpl rit and broad scope of the appended

ubl | t.ent
apry b 1ot TP of "Ah PR Es of B RALYSE flah grve
deﬁ@r Bk hk@lg&fapmsaésﬁﬁl mﬁhagéiﬁd:m: devite I Bt of tbypneszfnemammn that
into the specificagtion, to the sane ext
plugh into iaddSB ROTLFY SRTaEH SEHRHOH: PO R Biet 3 orb g iltn

cox%ﬁ Qﬁ@é §1 Hrd S, ThE hii-Uss ﬂashldaﬁ}e datieglistissubda serial
[ nc por at e erein by reference. gﬂgl tion,
numbwra\nﬂ@w emrypa@hmgmedampahm&% “?Pé'fs fice in this

apPr rdt8do1 B6: SN rélﬁﬂlla}i BB s36BnSHARRement
tha suc referer?ce I's avail able as prior art to 20

detitre Y12 Sont remutecloritions. Flgureméhowgaerfm% fpr recervingae-mail
mf%g%s?lfbskn% eglsc? 4 PN HTRAA ?Qﬁ%noqﬁv' ce configured for

nt'o an 1 nput on a host conputer, the
portabl e session managenent device conprising: i) an

a,tﬁ hentication unit configured to obtain
tication of a user portable session nmanagenent
devipgRrd\sE Rhéws ReE-bpdn® fahirts fnsil iaqrpiablersession management

device 114. Figure 59, shows anti-virus features found in portable session

management device 114. The anti-spam and anti-virus features, for example,

comprise any of the many spam and virus protection that are readily available today . . —.

and well known to those familiar with the att.

Figure 62 shows receipt of portable session management device 114 and
registration process. The user inserts portable session management device 114 into a
USB port found on the computer and is prompted to make a decision as to continue on
to the registration process as seen in Figures 63.

In Figure 64, registration authenticates the identity of the user and the user
selects a login of sufficient length and strength necessary to meet the minimum

requirements required by either company policy or federal regulation.
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ii) a safe access unit operatively associated with
said authentication unit and configured to facilitate
safe access to at | east one conputer-based

“u?ﬂﬁ#ﬁﬁi%ion i n conjunction with said host cprFRubBls001497
IT1) a concealing engine configured to operate with
sai d host conmputer and cogfigured to conceal a
porIP!Pg%HQES gt g.&&g I0f QarciRg thel 3te DAGKURNHGIAAY Bat the
configured, conditionally upon said user

systamt Bsewithad tiappioprioteopeisrials itmeampleiadofn Jig §6 4he greress of

rough the host c ' "
g, PAkREHHE s e SRTTUAS Sorafl bBATCAIcR 19 EhiPleted, the
serdlécR dad sedifitptithsuse besdaec tneitie pamplntetrendtoring Tyd securing of
portabl e sessi on managenent device according to claim
the gompyeR ydi ng a conceal ed encryption engi ne confi gur ed
t 0 AAELAS 87 WikhimbReis BRgin Rl usee aban therfeatyies tanhayk been
user -sel ected data thereon The portable

inclydedsorothe HSRAlnsharve sdihe eeistaionAgst 9% ai m 1,
co nﬁl?&'& rRdnb Qs G368 lreSRk thR@bliaD the Alserd@inguddritira system

- explFation of authentication by said authentication .
administrator, for example ofrreschoplthastdanebuer; 1op INMEPTAREHE Hee; either in

' coxgefﬂ‘{ i&% g%ﬁcgga%ﬁé’é A% &9s Gbed g}ooﬁex §20fh W BGctRdhe 8 Me group

aled portion u r e- aut henti cati on.

" adrbinisi@r.por t abl e sessi on managenent devi ce accordi ng

‘to claim3, wherein.said conce '
con%\gi‘@gg Sé‘oﬁf‘é’rﬁ%?fiﬁetfg’bl @%%?Ehg’grag%i e%‘if? g?&dd %Eﬁzh%c‘é&fﬁ
- drTREhBOTst inkiaceie6/ith Ghe BpahigBystent v autberdicatorthitrig is 2
ﬂatﬁlodr(_j aim 1S fur(t:her co rﬁjpésri P)g a _congeal e‘?qm[‘ﬁ{‘ﬁ:{u}{ ?elﬁﬁe
proprgiime i By g ﬁ?@E“tF’b”Iéﬂ&?tS?Bi’l a’l’rol"@sss&‘eéls Gort 1 on tg’
zora@afhuR@ieiviidof data. 55 7. The portable
sessi on managenent devi ce accordi ng t'f cl.aim6

wheFigire Ehihwvata pesedury fopeniipring -gal{ for JoyFeRsh cgtent as

data i C ini 3 08 afiRinlsBRIOE o@SRIlP Monitors
dc'ﬁ%mﬁ%%ﬁ%%{é %%I&I‘ %‘g‘mé’és?’%tr"éiﬁ%%”o&% aim7, confi gu?ed to
e-raiborca yetifis adividwad oy pr e thodamdasin sai d host conput er

provi de id user ' &R;"g-&ﬂw' b Risd G G f

9. #Weggf%g&sg %rggegﬂ%%%ﬁ%agenenth%ee\%i ce ac%?lgji% .
mdybrédsti db the Intdsstchased typngeivilegesiggantedrba iy groyi pdrainisitator.

10. _The rtabl e sessi n Vi ' .

to HHo AL SRRt BORES £ AR o A anr e gaE phe b i
m&GRed MuQissigtiéd ot bsiwall bhiohitaigithninitantimesbagingsior proper

11. The portabl e sessi on managenent devi ce accordi ng

conigmichysherpop ¢S ed to conceal at |east a portion

of %?%ge FRLRWRR piedds S8ENEREing in a chattinkdessidnewiofbmbére of a
S1 0N

ses managenent device according . to claim 10

 designdtidygouplas welbas mppitorng the shaiting ssEviensdAr BipR LBy e

- sdi d, ser

group SdorisiF&thr.

Itis eXpected that during the life of this patent, many relevant portable session
maﬁagement devices, USB key devices and/or alternative digital data transfer
mechanism will be developed and the scope of the terms “portable session
management device” and “USB key” is intended to include all such new technologies
a priori.

Additional objects, advantages, and novel features of the present invention will

become apparent to one ordinarily skilled in the art upon examination of the following
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56 13.The portable session nanagenent device
according to any preceding clains, wherein said at
| east a portion of said data backup operations are

wiRYhAgd i ncrenental ly. 14.The portabl e sesscpm.2006/001497
management device according to claim1, configured to
establish a connection wif3h a proxy server. 15.The

exaﬁgres a&hﬁh SRS HHORINBARGLHE ity iAHithasidy, diatly of dmmous
claims 1 and 9, wherein sauf serve
e

emlwxremt%m wpese af fsrorienh e delneaty ddﬁﬁf’f%‘g?b""e Wi
clalﬁlgqugtlﬁ% é:laél‘xﬁ EP&;&OB&@»D' @ ESPLORRNAYPERTh e bl@ning

accor alm 15, configured to comunicate with
exagipled. server at said renote |ocation using at |east

on i 1 :Iappr%c}a%eéi\l\iggf %ez*t:aﬁl Q@}égocyfkth% rm(;])%@ibs A ?&{/hghnﬁEWfo_ﬁ_ rc]:lanty,
des@%’et:labi @hes e:ﬁﬁﬂeﬁm dﬁan:@gatee einbddimens, awayortionye toeided rin
oo l‘liliﬂilf}\?ﬂhﬁ g r g 191[%5‘?3? % {q ttel at i Oegy’lo€a%'|0§3d ]?e%wgeesggf%% hvention,
whitR BRJ EFaRtvige &ésféﬁbédjﬁr’rhé bbftesit of 2 smgle embodiment, may also be
provided separately or in any suitable subcombination.

Although the invention has been described in conjunction with specific
embodiments thereof, it is evident that many alternatives, modifications and variations
will be apparent to those skilled in the art. Acc;ordingly,_ it is intended fo embrace all
such alternatives, modifications and variations that fall within the spirit and broad
scope of the appended claims. All publications, patents and patent applications

mentioned in this specification are herein incorporated in their entirety by reference

jnto the specification, to the same extent as if each individual publication, patent or -

patent application was specifically and individually indicated to be incorporated herein
by reference. In addition, citation or identification of any reference in this application
shall not be construed as an admission that such reference is available as prior art to

the present invention.



b) a user login nane; and c) a user password. 18.The

portabl e sessi on managenent devi ce according to claim

17, configured to hash said digital string on at

| east one of: a) said portabl e session managenent

device; b) said host conputer; c) a proxy server; and

d) said server. 57 19.The Qortable session

managenment device according to claim 17, wherein said

portabl e session managenent device is configured to
Whedd Cliereddai d digital string with a registration

entity. 20.The portabl e session managenent device

-according to claim 19, wherein said device

aut hient i caporablei sssspomidnggement dewich eondigtiied fialifsyrtion info an input

Ollﬁlglroﬁ %gﬁtgrdthg or§a% g sess?o%lmc’a%%g%g{eﬂtrhegﬂé [ rlé%% The

gession nmanagenent® devi ce acc g to claim
1, fiurt hem a@ﬂnarﬁtlcgummaduttconﬁgmmleialObatils@slwtmtl@}f of a user portable

I nternet surf rom d out from
T A e A
mandiyenment saflexices mﬁommdtwr@/ tpoghted mith saifl jputhigedfeation unit and

configured to facilitate safe access to at least one computer-based application in

conjunction with said host computer;

i) a concealing engine configured to operate w1th said host computer and
configured to conceal a portion of data thereon, and

iv) a backup manager configured, conditionally upon said user authentication, to

open communication with a server through the host computer to allow data backup

operations on the server, and wherein the data backup are based upon user selected

" parameters.

2. The portable session management device according to claim 1, including a
concealed encryption engine configured to operate with the host computer on encryption of

user-sclected data thereon.

- 3. The portable session management device according to claim 1, configured to

conceal said portion of data afier expiration of authentication by said authentication unit.

4. The portable session management device according to claim 3, configured to

reveal said concealed portion upon re-authentication.

3. The portable session management device according to claim 3, wherein said

concealed portion of data comprises a data partition configured by said device.

6. The portable session management device according to claim 1, further
comprising a concealed encryption engine configured to encrypt at least a portion of said

portion of data.



configured to authorize paynent for at |east one item
to be purchased electronically using funds from a
digital bathing station. 23. A portable session
managenent device configured for insertion into an
‘i nput on a host conputer, the portable session
managenment device conprising: i) an authentication
unit configured to obtain authentication of said user
portabl e session management device with respect to
sai d’. hostThe pompableesessiandaniagment dexfee agroekiastoghim 6, wherein said
rativel d aut hentication unit
aiggs 0n1“0%wﬁﬁ%%%mq§§%?lt ggfe access to at | east
one conputer-based appllcatlon in conjunction with -
Sal d8 h OStTh nlpa%ﬁe SE5s onnrgan@%g ﬁeﬁp&e%lé 9&:%&@% tg@ﬂﬁzg & r@%ﬂﬁgured to
devi‘te, fur ner cont to provide at | east one
unedcrypt said encr)ep)edf damorasadi list eimpiyten Riomiged said pshawihanfication is in
fOItcunds froma user-designated digital funding source;
and b) supply a physical |ocation to receive
shi pment of said at |east one item 24.The portable
sessi on v r L,
contt gur ad- P e 5 i AFRA AL R T 1, whercin the
sesvan igl a auidnesetsiecat i on i S not obtained. 57a 25.
The portabl e session managenent device according to
claiml, configured to maintain a record of access
whenosai (Thalpbm?lfnet bassibh omndgsmengtdevigst acerding to any one ofdaims |
or.t ab ng to
oo Py RPGs BR e TR oSl [P ARTEH A AR B PR SRS,
| east one of : a) a portable sessi on managenent
gﬁ\él lg)e ! a g Sall‘ta 1 e%éioﬁ: %glpaléglﬁém devi® éa:orﬂing 1P EMine B8, i figured
to conceal at leasta pomon of said data on said server.

2. The portable session management device according to claim 10, configured

to encrypt at least a portion of data on said server.



27. A coupling device for coupling a plurality of
portabl e sessi on managenent devi ces, said coupling

devi ce conpri si ng: i) multiple inputs for two-
portabl e session nmanagenent devi ces, one first

sessi on managenent device and at | east one second
sessi on managenent device, gach of said two portable
sessi on managenent devi ces having a respective

conceal ed encryption engi ne; ii) a comon )
encrigpt i Ofhe @naribirescs@dt mageemanddvere agmrdinoigany propading claims,
ssoci.ated with. sai.d.mlti ' , . '

BT R st e bRl BB R W AT R
sessi on managenent device to said at | east one second :
gfesz 4.?3 t n%g@%gelnstgﬁsq(ﬁl; rlnn%n%%en\{gﬁf §&HA .ago%l‘ciil OQ%irﬁﬁpa)\ﬁﬁEmed 1o

genen evi ces om sai d

esCibLiKb al cognediénni waith & gaxydsetwao sessi on nanagenent devi ces
are configured to communi cate during a first meeting
using said common setting, said communication takes
pl acs. betMegorthide sission siabdgamesrdevice mopwingrto mne gohof -claims 1

ther, .and during sai.d firs | LtV h tor.
SRR e R S S S A I
a second common setting, thereby enabling a second

meetj ng from nultipl.e reno ' .%% .
coupk?ngi@%&?g%ﬂ%éé%gﬂpﬁﬁi %mkﬁgﬁ%%%%?ﬂﬁ'é Egr%éiéﬁnﬁgnmi
toabihheitite a&ith eid seniet atcofregete Edation usieg arlenshacofie
identities of sai.d at u%a t two session managenent
devi ces for fRtUFIRMSUPRERTS cati on. 29. The coupl i ng
devi ce adagor diangntemmetcdhainel;27, configured so that said
one first session nmanagement device is set up as an
adnmi ni st rat or d&VF&"Configured to i ssue said
settings d)o saimoatsehveast one second session
managenent devi ce. 30. The coupling device according
to claim29, wherein said adm nistration device
i ncl es B popsl@tdssign famgthen dedeanicpadisgtd ¢lpigs!, wherein said

therefromafter.use. . 59 31.. i.pg device
mﬁ@%%ﬁ-Fh@dP%ﬁéﬁﬁﬁﬁ%ﬁfg?ﬂ?Pﬂ§$§6&§&$58'argeab|e power
source cainectedssion mmagapnt dayeafidegiifiesd t o renovabl y
connect tg a chargpng%%¥QQ%gg source that recharges
" said recH’rgeéHFg B%Mer source. 32. A portable session
managenent) dew wer meswardjur ed as a parent managenent
devi ce that enables a child session managenent
devi ce, wherein said enabling conprises:
' 18. The portable session management device according to claim 17, configured

to hash said digital siring on at least one of:

a) said portable session management device;
b) said host computer;
c) a proxy server; and

d)  said server.



i) providing at |east one paraneter for a conputer
session on a host conputer into which said child

sessi on managenent device s inserted; and i)
recording a history of said conmputer session, wherein
said history is stored on at |east one of: a) said

host conputer; b) said chilqgy device; c) said parent
device; and d) a renote server, and wherein said

child session managenent device is configured to L
r eco§ni zelhg rottaillextepon Binagaiet davice é%{d“@%% clggt hfrethggein said
&l{éme%s%ﬁ.l ﬂa{a@m&h& CloyiS€ 38 bMigu N85 g Aatll HiQROAMTLEHith a
VIO ationis inthe formof at |east one of: a)
regiisgitionlentitext b) key word input; c¢) password input; d)
secondary Internet sites reached via a primary

Internet site; e)periodically taken screen shots; an
f) \Adeo Breperhaygstipugaramt dxics agaudnzdn a@%l%w@emm said

dle%‘é LaRlRicaRa N QR JRAPGERBAonS %Mh@a%d@f@@@rs@idnggﬁt%tl@ﬁ atig.

32, wherein said parent session management device is
configured to access said history using at |east one

of 1 B) a WMedeabe aseﬁlﬁ&m{aﬁageg}nta&vicgta%&ﬁ‘ﬁhg gham@l 1, further
c) a local server; lng%% server. 60 34. The
copBguretbloeoneslsd W’%ﬁ%\‘@@ﬁ’éﬁf frene alaeﬁzﬁca?ﬂh@w%l uf énoﬁh said
h&%%mﬁﬁm% fein said recognized violation is in the form
: c '

of acters di spl ayed on a graphic interface.
35. The portabl e session management device according

to OiZal mﬁl% &Qﬁl%esl.egslép'[rgn fg@ﬁi@[gn(!le%%g a\ébd?htﬁ% 1O L4 1, further
inclUded in at [east one o an Internet site; ?
coafigiyet torapgherize payment for at least one ltem to be purchased electronically using

funds from a digital banking station.

23. A portable session management device configured for insertion into an input
on a host computer, the portable session management device cbmprising: i) an authentication
unit configured to obtain authentication of said user portable session management device
with respect to said host computer; and ii) a safe access unit operatively associated with said
authentication unit and conﬁguréd to facilitate safe access to at least one computer-based
application in cdnjunction with said host computer, the portable session management device,

further configured to provide at least one of:

a) fund a digital ban.king- station with funds from a user-designated
dlgltal funding source; and

b) supply a physical location to receive shipment of said at least one
item.
24, The portable session management device according to claim 1, configured to

shut down said host computer when said authentication is not obtained.



c) instant nmessaging; d) a blog; and e) an e-mail.

36. The portabl e sessi on managenent devi ce accordi ng

to claim32, wherein said recognized violation is

establ i shed through at |east one of: a) said parent

device; and b) a rating service. 37.The portable

sessi on managenent device aggording to claim35, .

wherein when a violation is recognized, said child

sessi on managenent device is configured to provide at

| east>- onelhsfrortable sehiiqn HewACEUE dovisSEcoEEppiteeain laprptigyred to
mlﬁi:asdhcaﬂg(}ﬂﬁ]d Atacl£a3enQRA aBfheiREGhN ikt BbERhBEL site; 61

roonm 1i1) instant nessaging; iv) blog; and

26. The portable session management device according to claim 25, wherein said

record is maintained on at least one of:
a) a portable session management device;

b) said-host computer;



v) said e-mail. 38. The portabl e sessi on managenent

devi ce according to claim 32, wherein when a

violation is recognized, said child session

managenent device is configured to generate a warning

nmessage to said parent session managenent device.

39. The portabl e sessi on manggenent device accordi ng

to claim33, wherein said child session managenent

device is configured to request a change in said at

| east oneS)par amoersersged d parent device. 40. The

portable(Bessuggngpnagenent devi ce according to claim

39, wherel'n sald parent session managenent device is

configured to change said at ‘| east one paraneter

usi ngy at -one.:of ¢ Al ' ;

sai &1t of nar opanne) or SRR § R, B RADE SR mtdpement
deyinesstid sapiigodevivaneigRinngt devi ce; and d)said proxy

server. 44.The,portabl@ RESRs BOAPRNRUKHERLnIENIE Qevices, one

according to claim 39, wherein said parent session ]

man alffetression denpgementsderisp fidyt deagt opeseepriigesioarmanagesent device,

one - [

T T S T

hostengypinteagine:42, The portabl e sessi on managenent

devi ce arclr-gor di NG ofnfhofi! @ﬂc@p%gn éf’(gﬁé eéeﬂing a’cr&iqsﬁ@ﬁ%ﬁkt operatively

sessi.on nagenent geV|pe I's configured to provide at

| eastssasiatedtwithesaish makipleeinpetiranf gonfiguest te djagsferty pefumon seiting

SeS St AIRIDADEIE Qéssigﬁ\ﬂiaﬁggeﬁ’lgﬁtl MELe®H @ & BABbne second session

conput er . . .
management device, wherein following removal of said two session management

devices from said coupling device, said two session management devices are
configured to communicate during a first meeting using said common setting, said
communication takes place between locations that are remote from each other, and
during said first meeting, said two session management devices are configured to
generate a second common setting, thereby enabling a second meeting from muliiple

remote location.

28. The coupling device according to claim 27, including an authentication unit
configured to determine the identities of said at least two session management devices for

future authentication.

29. The coupling device according to claim 27, configured so that said one first
session management device is set up as an administrator device configured to issue said

settings to said at least one second session management device.

30. The coupling device according to claim 29, wherein said administration -

device includes an operating function to wipe settings therefrom after use.



62 43. The portabl e session managenent device

according to claim 32, wherein said parent session
managenent device is configured to provide at | east
one goal paranmeter whose attainment .allows said child
sessi on managenent device to activate a reward from

t he group conprising extended conputer use, access to
desi gnat ed conputer ganes, and access to desi gnated )
-Internet sites. 44.The portabl e session nmanagenent

devi ce according to claim 32, wherein said at |east

one paraneter includes allow ng access to at |east

one of: an |nt rnet Sit 10RO X redhhraeable power
i nstHnt nﬁ?sca@ﬁ g 6‘853 E R %5 t‘pglalgl fghﬁ{acﬁ] e e reeable po

soﬁée mg]eagf o2k ligpus eaoand mmgmbbrﬂonwét/@@edw@é@?ﬂ?% source
to claim 32, wherein said at | east one paraneter
thitredhargessaidrebEREADIRPORERYS t 0 at | east one of: a) an

Internet site; b) a chat room c¢) instant nessaging;
9 a32t.)| % pgrrga%leegess?onn r%anagerllent device configured as a parent management
device that enables a child sessron management device, wherein said enabling comprises:
i) ovrdmg at least one parameter for a computer session on a host
computer into which said child session management device is inserted; and
o : ii) . recordmg a history of said computer session, wherein said history is
| stared on at least one of: a) said host computer; b) said child device; c) said
parent device; and d) a remote SEIVET, and wherein said child session
managernent device is configured to recognize a violation of said at least one
parameter durmg said computer session, wherein said reoogmzed violation is
in the form of at least one of: a) digital text; b). key word input; c) password
| input; d) secondary Internet sites reached v1a a primary Internet site; )

periodically taken screen ‘shots; and f) video streaming throughout said

SEesSIon.

33. The portable session management device according to claim 32, wherein said -

parent session management device is configured to access said history using at Jeast one of:

a) - a wide area network;
b) an Internet channel;
c)  alocal server; and

d) a Proxy Server.



46. The portabl e sessi on managenent devi ce accordi ng

to any one of clains 32- 45, including nultiple child

sessi on nmanagenent devices issued to nultiple nmenbers

of a group; and said parent session managenent device

is issued to a group admi nistrator. 47.The portable

sessi on managenent device ggcording to claim 46,

wherei n said group adm ni strator session managenent

device is configured to prevent at |east one of said

mul t¥pl e.Tepbeabde whsiganahagamsypdevice asoprling to iclagn 32, wherein said
rep QY \h&%dn%‘% theuir()'hggf (ﬁlaﬁ%}sgﬁ Q edtdnngTapl1Q3nterface. .

48" e portable sessi on nanagg nt device according

to claimd46, wherein said session nmanagenent devices :

of S3l d nilfalet nlznpzllb?e &8 erﬁéﬁlaggn%ng(?ewc% gwoﬁﬁn 18 cRIEYE Rherein said

recelrving conmunications during a period of tine.
recb@uizébhdolgomntiaintledsles si least srewéigenent devi ce accordi ng

to ¢ a|n1%§@m%g§$%!n sai d group admi nistrator session
managenen evice'is configured to prevent at | east

one Wf saidatmdrhi pl e nmenbers of said group from

transm tt.jng. cq j.cations during a period of tine.

50. The 6%%%%gf%g§£ si on managenent devi ce accordi ng

to any onelef agl ai s 47, 48 and 49 wherein said :

per% d o%ﬂ%h&glis repeated at | east once on a daily

basi’s; on a weeékly basis; on a nonthly basis; and on

a yearly basis. 51. The portable session

managemne devi,ce cor di : ' ‘e

35, Snd 40 RRELES 5895 R EIBRE ORI 10 Eath P yhbrcn i
redoghivgi voelsticoisetablished through at leasbe othe port abl e sessi on

managemen deggleag%ﬁg%ggquto cl ai m 50 wherein said

period of“tine I's'related 1o religi ous observance.

64 b) arating service. '

- 3. The portable session management device according to claim 35, wherein
when a violation is recognized, said child session management device is configured to
provide at least one of:

a) shut down said host computer; and
b) shut down at least one of said:

1) Internet site;



53. A nethod for providing session managenent between
port abl e sessi on managenent devi ces, the nethod
conprising: i) providing a setting exchange device
having nmultiple inputs for conmuni cation between
mul ti pl e portabl e session nmanagenent devices; i)
inserting nultiple portabl esessi on nanagenent
devices into said nultiple inputs, each of said

devi ces having a conceal ed data encrypti on engi ne;
and iiiﬁnconﬁmgmvmmg each conceal ed data encryption
engi ne MAEF Qnyggﬁggggyptlon setting for conceal ed
comuni cat'i on 'between sard portabl e session
nanagenent)deuﬂqgaubr hosts t hereof 54.A nethod for

nmoni torin computer # conpri si ng: 1)
configuring a porté% e seSS|on managenent device as a
parent devi ce; ii) configuring another

por t%b es%lrtolﬂe se r{%gé n%%y WEFcePRcGaRRE" B%E!uﬁ 32, wherein

chi I'd” session irana Vice using sald parent

. wisRss Ivmiatlnmnﬁmngnm:d,dwd child seabidn panegemenfeddvise is configured to

s 8o 580 NSRRI 5, 22,0, 011
sessi on managenent deV|ce into a host conputer :
oY el 95Ol B8 ol Ol GRS cHifh 5 FiRlcth said

c}ﬁlecsesrsdmngamgdmwt de\yceofs (S)afighr@tbhpmqeqst g@bmggnn s&ig . afHeast one °

according to claim28, conprising a
m%?%%%t %%ﬂ%mmg&vweSG The coupling device according to
claim 54, wherein said setting exchange device

COMPJJ. S€Snd po%t%?edsegsm%nrganlﬁgélﬁent device according to claim 39, wherein said
parent session management,dewce is configured to change said ‘at least one parameter using

at least one of

a) said wide area network;
b) said Internet channel;
c) said local éervef; -
d) said parent session management device; and
d) said proxy server. --
41. The portable session management device according to claim 39, wherein said

parent session management device is configured to change at least one parameter while said

child session management device and said parent device are connected to said host computer.

42. The portable session management device according to claim 32, wherein said
parent session managemient device is configured to provide at least one time parameter

during which said child session management device activates said host computer.
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43, The portable session management device according to claim 32, wherein said
parent session management device is configured to provide at least one goal parameter whose
attainment allows said child session management device to activate a reward from the group
comprising extended computer use, access to designated computer games, and access to

designated Internet sites.

44, The portable session management device according to claim 32, wherein said

_ at least one parameter includes allowing access to at least one of: .

a) an Internet site;

b) a chat room;

c) instant messaging;

d) a blog; and

e) an e-mail.

45. The portable session management device according to claim 32, wherein said

at Teast one parameter includes preventing access to at least one of:

a) an Internet site;
b) a chat room;
c) instant messaging;
d) a blog; and
‘e) an e-mail.
46, The portable session management device according to any one of claims 32~

45, including multiple child session management devices issued to multiple members of a

group; and said parent session management device is issued to a group administrator.

47, The portable session management device according to claim 46, wherein said
group administrator session management device is configured to prevent at least one of said

multiple miembers of said group from receiving communications during a period of time.
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48. The portable session management device according to claim 46, wherein said
session management devices of said multiple members are configured to prevent receiving

communications during a period of time.

49, The portable session management device according to claim 46, wherein said
group administrator session management device is configured to prevent at least one of said

multiple members of said group from transmitting communications during a period of time.

50. The portable session management device according to any one of claims 47,
48 and 49 wherein said period of time is repeated at least once

on a daily basis;

on a weekly basis;

on a monthly basis; and

on a yearly basis.

51. The portable session management device according to any one of claims 47,

48, and 49 wherein said period of time is related to religious observance.

52. The portable session management device according to claim 50 wherein said

period of time is related to religious observance.
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53. A method for providing session management between portable session
management devices, the method comprising '

0. providing a setting exchange device having multiple inputs for

communication between multiple portable session management devices;

i) inserting multiple portable session management devices into said multiple

inputs, each of said devices having a concealed data encryption engine; and

iii) configuring -each concealed data encryption engine with a common

encryption setting for concealed communication between said portable session

management devices or hosts thereof.

54, A method for monitoring computer use, comprising:
i) configuring a portable session management device as a parent device;
11) configuring another portable session management device as a portable child

session management device using said parent session management device, said parent device
providing session management parameters to said child device; _
iii) inputting said portable child session management device into a host computer

thereby to guide use of said host computer using said session management parameters and

v) recording a history of said computer session.
55. The coupling device according to claim 28, comprising a stand-alone unit.
56. The coupling device according to claim 54, wherein said setting exchange

device comprises a stand-alone unit.



