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[0002] This application related to data communications and more
particularly to load balancing in data communications via networks such as
wireless communication networks. BACKGROUND 



(0003]Data communication network architectures often have a layered
structure designed for communication protocols, such as TCP/IP
(transmission control protocol/Internet protocol), OSI (open systems
interconnection) and SNA (system network architecture), which implement the
protocol stack. With such layered structure, the protocols enable an entity
in one host to interact with a corresponding entity at the same layer in a
remote host. The TCP/IP protocol, for example, is a set of communication
protocols that includes lower-layer protocols (such as TCP and IP) and
upper-layer protocols for applications such as electronic mail, terminal
emulation, and file transfer. TCP/IP can bc used to communicate across any
set of interconnected networks, LAN and WAN. The 031 reference model (also
referred to as the OSI model) is an abstract description of a networking
system divided into layers. Within each layer, one or more entities
implement its functionality. According to the OS I model, each entity
interacts directly with the layer immediately beneath it, and provides
facilities for use by the layer above it.      [0004] Although the protocol
stack may be different for each protocol, we generically refer to the lower
protocol layers as layer-2 and layer-1, respectively. The lowest layer in
the 2 SUBSTITUTE SHEET (RULE 26)  WO 20081144774PCT/US2008/064600 stack is
layer-1 (or physical layer as it is also referred to). The physical layer
provides the functional and procedural means for defining all the
electrical and physical specifications for devices as well as for
establishing and terminating connections to communication mediums on the
network. Above it, layer-2 provides a forwarding domain in which devices
such as bridges and switches operate. That is, layer-2 provides the
functional and procedural means to transfer data between network entities
and to detect and possibly correct errors that may occur in the physical
layer.      [00051For increased bandwidth and availability of communication
channels between nodes (e.g., switches and stations), link aggregation or
trunking is a method of grouping physical network links into a single
logical link, i.e., a single transport channel (according to IEEE standard
802.3ad). With link aggregation, it is possible to increase capacity of
communication channels between nodes using their Fast Ethernet and Gigabit
Ethernet technology. Two or more Gigabit Ethernet connections can be
grouped to increase bandwidth, and to create resilient and redundant links.
Standard local area network (LAN) technology provides data rates of 10
Mbps, 100 Mbps and 1000 Mbps and, for obtaining higher capacity.(e.g.,
10000 Mbps) link aggregation allows grouping of 10 links; and where factors
of ten (10) are excessive, link aggregation can provide intermediate rates
by grouping links with different rates.      100061Layer-2 link aggregation
can be used in various types of data communications, including transport
channel, Ethernet port and the like. Layer-2 link aggregation uses special
patterns or features of data traffic. Examples of such patterns are
destination and source addresses such as MAC and IP addresses (MAC- media
access control). These patterns can make traffic load balancing difficult
to handle in layer-2 link aggregation operations, therefore making it
desirable to have a better load balancing scheme. SUMMARY       100071
Various embodiments of the present invention are possible, examples of
which are provided herein. For the purpose of the invention as shown and
broadly described herein the exemplary embodiments include a method and a
system.      [0008J One embodiment is a method for providing dynamic load
balancing in a data communications system. Such method may include creating
a link aggregation group in a data 
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communications system with a plurality of physical links each of which
having a capacity for transporting egress data or any part thereof. The
link aggregation group is formed by combining two or more of the plurality
of physical links into a single logical link for egress data. The method
may also include allocating to the link aggregation group a set of link
aggregation keys each of which being assigned to a particular one of the
physical links in the link aggregation group. The method may further
include deriving from egress data a data rate for each of the link
aggregation keys, and performing dynamic load balancing based on the data
rates and capacities of the physical links in the link aggregation group.
[0009J Various aspects and attributes may apply to the foregoing steps. The
dynamic load balancing may include detecting conditions that trigger load
balancing, wherein the conditions may include a frame drop associated with
an egress buffer overflow status and require monitoring the egress buffer
overflow status. The dynamic load balancing may include monitoring traffic
loads based on egress data and accumulating the data rates for calculating
the traffic loads; or it may include monitoring for changes in data
communications system conditions, including failure and recovery, based on
which the dynamic load balancing is triggered. The changes may include
failure or recovery of a physical link which result in diversion of egress
data to remaining one or more of the physical links in the link aggregation
group. When such diversion causes a data rate to substantially reach or
exceed the capacity of any remaining one or more of the physical links,
dynamic load balancing may prove beneficial. Thus, one of the conditions
that may trigger dynamic load balancing when discovered is link capacity
imbalance. Other conditions, such as loss of one or more frames (frame drop
condition) or loss of synchronization between such frames, May also trigger
dynamic load balancing when discovered, alone or in combination with link
capacity imbalance.       [00010}Egress data regularly includes a plurality
of frames each of which having its own payload and identifying information
based on which a respective key value is calculated and as to each of which
the data rate is derived. It may be possible that the set of link
aggregation keys is part of a larger group of link aggregation keys
available in the data communications system, wherein the method includes
creating a plurality of link aggregation groups, each being allocated a
link aggregation key subset from the larger group. Moreover, more than one
link aggregation key may he assigned to a particular physical link. 4
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(000111Typically, egress data includes payload and identifying information.
Accordingly, the deriving step may include calculating a key value from the
identifying information) comparing the key value to the link aggregation
keys in the set and calculating the data rate for one of the link
aggregation keys to which the key value is a match. The identifying
information may include source and destination addresses, and the step of
calculating the key value may include perfonning a logic operation, such as
XOR on the source and destination addresses (e.g., between n- LSB (least
significant bits) of each of the source and destination MAC address). 



[00012]The load balancing includes initial assignment followed by
reassignment of the link aggregation keys in the set. The step of initially
assigning them to physical links in the link aggregation group includes
dividing the set of linli aggregation keys into subsets, with such division
forming a contiguous block of link aggregation keys within each subset, and
assigning each subset to one of the physical links in the link aggregation
group. The initial assignment may be characterized by a randomly chosen
offset of the start of each contiguous block. The number of link
aggregation keys initially assigned to each physicallink may be weighted
based on the capacity of such physical link. Then, the dynamic load
balancing may include reassigning the link aggregation keys from one subset
to another.      [00013IAn embodiment of a system for providing dynamic
toad balancing of data communications is also possible with a plurality of
physical links. The plurality of physical links may include wireless
communication links. Each physical link is provided with capacity for
transporting egress data or any part thereof. The physical links are
configured as members of a link aggregation group in order to increase
capacity. Such system may include a switch (Or another routing device;
collectively referred to as "switch"). The switch may include logic and
storage operatively coupled to each other, wherein the storage embodies
program code which operatively interacts with the logic to dynamically
configure switching of egress data to the plurality of physical links based
on changes in data traffic conditions.      [000141Such system preferably
includes an engine adapted to monitor data rates for each of the link
aggregation keys based on egress data, as well as, a control module adapted
to obtain the data rates from the engine and, in response to load imbalance
conditions, perfonn dynamic load balancing that includes reassigning the
!ink aggregation keys and interfacing with the switch to manage
address/port reconfiguration. The engine may include performance counters
and the 5 SUBSTITUTE SHEET (RULE 26)  WO 2008/144774PC1111S20081064600
control module is preferably software-based. Preferably, the engine is
further adapted to derive the data rates from egress data by calculating
key values and matching them to one of the assigned link aggregation keys.
The engine may further include a table in which the data rate for each of
the link aggregation keys is maintained. The switch typically includes a
buffer for egress data and, therefore, the control module may be further
adapted to monitor the buffer for overflow condition and in response
trigger the dynamic load balancing. Finally, some of the aforementioned
aspects and attributes may also apply to the system.       [000151These and
other features, aspects and advantages of the present invention will become
better understood from the description herein, appended claims, and
accompanying drawings as hereafter described. BRIEF DESCRIPTION OF THE
DRAWINGS      [000161The accompanying drawings, which are incorporated in
and constitute a part of this specification illustrate various aspects of
the invention and together with the description, serve to explain its
principles. Wherever convenient; the same reference numbers will be used
throughout the drawings to refer to the same or like elements.
[000171Figure IA illustrates a DAC-GE (Gigabit Ethernet data access card)
link aggregation environment. 



(000181Figure 1B is a diagram that shows a link aggregation configuration
using two DAC-GEs at each end that could be implemented on an Eclipse rm
platform.       [90019]Figure 2A is a block diagram showing a DAC-GE in the
INU (intelligent node unit) of a node in a wireless communication system.
100020IF1gure 2B is a block diagram of a DAC-GE.       100021,1Figure 2C is
a block diagram of an PPGA-based processing engine with failure detection
and link aggregation key rate monitoring functions.      ,10602211Figure 3A
is a state diagram demonstrating dynamic load balance triggering events
monitoring and key distribution upon detecting load balancing triggering
event. 6 SUBSTITUTE SHEET (RULE 26)  WO 2008/144774PCT/US2008/064400
1000231Figure 3B Ise state diagram demonstrating a dynamic link aggregation
key redistribution upon failure or restoration of a link aggregation member
which may precede dynamic load balancing.      100024]Figure 4 shows the
architecture of a 2+0 Microwave radio link configurable for link
aggregation with dynamic load balancing. DETAILED DESCRIPTION 



100025IThe following description is provided in the context of this
particular Application for Letters Patent and its requirements to enable a
person of ordinary skill in the art to make and use the invention. Various
modifications to the embodiments described and shown are possible and the
generic principles defined herein may be applied to these and other
embodiments without departing from the spirit and scope of the invention.
Thus, the present invention is to be accorded the widest scope consistent
with the principles, features and teachings disclosed herein.
[000261The present invention is based, in part, on the observation that
layer-2 link aggregation can be used in substantially all types of
communications. Moreover, link aggregation, which is designed to increase
link availability and bandwidth between two switches and to avoid the
so-called loop problem in networks that use multiple parallel !inks, can be
used to facilitate redundancy and traffic load balancing. Thus, layer-2
link aggregation is a proper platfonn for addressing redundancy and load
balancing.      1000271Redundancy is obtained, when a link fails, by
diverting the failed link traffic to other links of the link aggregation
group. With redundancy, a far-end switch receives Ethernet frames via the
same logical link-aggregated port, even though such frames may come from
different physical links. Load balancing distributes traffic load more
evenly among the multiple links. Accordingly, dynamic load balancing for
layer-2 link aggregation is a preferred load balancing approach in various
embodiments of the present invention.       [000281As noted, generally, in
a system with near-end and far-end (transmit-receive) switches connected to
each other via a plurality of physical links, link aggregation combines the
plurality of physicdI links between such switches into a single logical
link. The physical links so combined, form a link aggregation group (LAG)
in which each of its links is a member of the '7 SUBSTITUTE SHEET (RULE 26)
WO 2008/144774PCT/US2008/064600 LAG. Each member of the LAG has a set of
one or more link aggregation keys (LAGKs) uniquely allocated to it. In
other words, a plurality of physical links between two switches (e.g.
Ethernet switches) are combined to form a single LAG with each member link
thereof being uniquely allocated a subset of the available LAGKs. Each LAGK
allocated to a physical link serves as a guide for switching packets with a
matching key to such physical link.       [000291For example, a microwave
radio system, such as;the EclipseTM microwave platform, by Harris Stratex
Networks, Inc., Morrisville, NC, may implement link aggregation of two
radio links at 155 Mbps transmission rate using one intelligent node unit
(INU). Using one MU as suggested, link aggregation of two radio links can
achieve a total bandwidth of 31 I Mbps. To achieve a total of 622 Mbps
bandwidth the link aggregation may use two INUs, each one having two 155
Mbps radio links. The two INUs can be linked with each other via respective
user ports.      [00030jA layer-2 link aggregation may be implemented in a
microwave radio system, such as the EclipseTM, with the dynamic load
balancing as described herein. Typically, an algorithm for dynamic load
balancing can be applied to link aggregation in a data access card (DAC).
For example, the aforementioned EclipseTM microwave platform may apply an
algorithm for dynamic load balancing in a gigabit Ethernet data access card
(DAC-GE). In one embodiment, the algorithm may be implemented in logic
circuitry, such as field programmable gate array (FPGA), in combination
with embedded software. Figure IA illustrates a DAC-GE link aggregation
environment. 



[00031)In such DAC-GE link aggregation environment, user ports on the
DAC-GE provide typically Ethernet connections. Assuming the transmit (TX)
side is on the left and the receive (RX) side is on the right, the packet
frames are carried from left to right between the radios (45, 47 to 49, 51,
respectively) through transport channels that include physical links 1 and
2. The packet frames are carried in the opposite direction when the roles
reverse (or possibly in both directions when both can transmit and receive
simultaneously). On the transmit (TX) side, the user ports 101  receive and
forward Ethernet frames via a layer-2 switch 106 to each physical link
member of the LAG, depending on its LAGKs (i.e., a packet is routed to a
physical link with a designates LAGK that matches its own key). For this
purpose, a layer-2 switch 106 8 SUBSTITUTE SHEET (RULE 26)  WO
20081144774PCT/US2008/064600 may include switching logie107 adapted for
handling switching decisions concerning frames from the user ports.
I00032]The Ethernet frames carry source and destination MAC (media access
control) addresses on the basis of which switching is resolved. The layer-2
switch may further include a switching or address resolution table with a
dynamic configuration of the network, including which user port is
connected to which device (with each device being identified by a
particular MAC address). In this environment, there are 16 possible LACKS
(0,1,...,15). As shown, on the TX and RX sides, respectively, the 16 LACKS
are divided into two subsets, LACK subset 1 (LACK. 0,1,...,7) designated
for physical link 1 and LAGK subset 2 (LACK 8,9,...,15) designated for
physical link 2. In this instance, the LACKS in each layer-2 switch 106 are
each defined as: LAGK = DMAC(4 least significant bits) XOR SMAC(4 least
significant bits) where DMAC is the destination MAC address and SMAC is the
Source MAC address of an Ethernet frame (this definition is exemplary and
other definitions are possible).      [00033]Note that the layer-2 switch
assigns a particular LACK uniquely to a particular physical link (switch
egress port) member of the LAG (although each physical link may have a
subset of LAGKs (i.e., more than one LACK) assigned to it. In view of the
definition above, a " LACK derived from an Ethernet packet determines the
physical link in a LAG through which such Ethernet packet is forwarded.
j000341Accordingly, for each Ethernet frame received in the layer-2 switch
on the TX side (i.e., at the local or near-end side), a first forwarding
decision as to which destination (layer-2 switch user port at the far-end
(RX) side) should receive the Ethernet frame can be made based on the MAC
addresses. This decision can be made by looking at the address resolution
table (ART) if the MAC addresses (e.g., unicast or multicast DMAC
addresses) are learned; and if the MAC addresses are not learned, as in
broadcast, a forwarding decision to carry on with the broadcasting can be
made. Secondarily, the local switch calculates the LACK for the Ethernet
frame by using its DMAC and StvIAC addresses. The switch then forwards the
Ethernet frame to the user port at the far end via the physical link (in
this instance l or 2) to which a LACK matching the calculated LACK value
has been pre-assigned (e.g., programmably). Preferably, 9 
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of LAGKs is dynamic to address changing network conditions, as will be
later explained.      [00035IThe LAGK assignments at the near-end and
far-end layer-2 switches are not required to be symmetric. For example, the
DAC-GE in the Eclipserm may use a link aggregation and load balancing
algorithm that is distinct to the near and far-end sides, respectively.
Consequently, the LAGK assignments set the rules at each layer-2 switch for
forwarding Ethernet frames traffic to the physical links within the LAG.
1000361 When forwarding traffic, load balancing in LAGs may be necessary
from the start because the initial assignments of LAGKs may be programmed
without any information on traffic conditions such as traffic statistic or
pattern information. Moreover, traffic conditions may change with time and
result in unbalanced traffic load. The traffic directed tophysical link
could be heavier than that directed to another physical link in the LAG.
The traffic imbalance and, in turn, overloaded physical links, may cause
frame losses due to buffer overflow or increased waiting delays. In the
case of traffic load imbalance, redistribution of the load can help even
out the load.      [00037JPreferably, load balancing is achieved by
reassigning LACKS. Load balancing is typically implemented as
software-based reconfiguration by reprogramming the switch 107 to assign
LAGKs to members in a LAG. In reality, changes in traffic conditions occur
dynamically and, therefore, preferably; reassignment of the LAG1Cs should
be dynamic.       [000381 When implementing a load balancing algorithm to
achieve dynamic load balancing in link aggregation, a number of
considerations may apply. For instance, because load balancing is
preferably dynamic, it can be carried out only when it is truly necessary.
Implementing it this way reduces overhead. That is, even when traffic load
is unbalanced among LAG members, load balancing is not necessary unless
there is a problem such as loss of frames. This consideration may be
important because any reallocation of LAGKs can cause disorder in the
network (links) configuration and possibly momentary traffic disruption. In
one possible scenario, frame synchronization failure may exist when traffic
is redirected from a very crowded link to one with light traffic. In this
case, frames sent via a crowded link may be delayed due to buffering and
arrive later than frames carried by lightly loaded links. The time interval
of such 10 SUBSTITUTE SHEET (RULE 26)  



WO 2008/144774PCT/US2008/064600 delays may be very short (less than 40011s)
but nevertheless can affect the traffic and require load balancing if it
produces synchronization failure.      [00039]Another consideration that
may apply to the load balancing algorithm is a need to provide the quickest
response possible after a frame loss is discovered in order to prevent
further frame losses. A related consideration in implementing the load
balancing algorithm may be the need to converge into a steady state of
traffic conditions as quickly as possible after a failure is detected.
(0004011n one instance, the algorithm for dynamic load balancing in link
aggregation may be divided into two parts: 1) initial allocation of LAGKs,
and 2) dynamic load balancing.       1008411The part of initial allocation
of LAGKs includes dividing the total number. of available LAGKs (e.g.,
sixteen LAGKs) into subsets of LAGKs and assigning them to the members of
the LAG. The initial allocation of LAGKs may be characterized in that it
forms contiguous blocks of LAGKs in the subsets. This is useful to avoid
subsets with all odd or all  even LAGKs. The initial LAGKs allocation may
be further characterized by a randomly chosen offset of LAGKs subset where
the initial.position of the contiguous block (subset) of LAGKs is randomly
generated by software each time the switch is reset. Another possibility
is,that the numbers of LAGKs allocated for each link are weighted by
configuration based on link capacity. The weight for each subset or member
of the LAG can be configured depending on its link. capacity. As an
example, for a LAO that consists of two links (one with 311 Mbp's (2x155
Mbps) and one with 155 Mbps) the weights can be configured as: Link Weight
LAGK subset   311 Mbps 11 
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Total 16          (0004211n Pigure 1B, a diagram is shown of a possible
configuration for this example on the aforementioned Eclipse" platform.
This configuration is based on radios (e.g., 45 and 47 at 11 SUBSTITUTE
SHEET (RULE 26)  WO 2008/144774PCT/US2008/064600 



the near-end and 49 and 51 at the far-end) linked to each other via
respective user ports 4-such as the optical ports - that are bridged as
shown. The bridging of user ports of respective switches forms a chain of
multiple radios to create link aggregation. In this instance, bridging
allows two physical links to be combined and form a single LAG with the 16
available LAG Ks divided between member links of the LAG. The ports have,
respectively, 311 Mbps and 155 Mbps link capacity, and the total bandwidth
of the link aggregation in this example is 466 Mbps. As mentioned, the
assignment of LAGKs need not be symmetric and, as shown in this example,
the LAGKs assignment at the near and far-end switches is asymmetric
(different at each end).       100043]From the foregoing example one could
contemplate the possibility of building a "second stage" link aggregation,
if the second switch 106c.D is configured to set an additional link
aggregation (the second switch inside an intelligent node unit (1NU) of the
Eclipse platform). Preferably, however, building the "second stage" link
aggregation may be avoided because of the restricted LAGKs of ingress
traffic to the second switch.       100044IThe second part of the foregoing
algorithm is the dynamic load balancing part. Dynamic load balancing is
preferably based on physical link capacity, egress buffer status and egress
data rate per LAGK. Physical link capacity information provides the maximum
data rate supported by the physical link. The egress status information is
used as trigger to a request for load balancing. The egress, status
information exists already in the switch in the form of egress used RAM,
frame drop due to lack of transmit buffer for each physical link (port) of
LAG, etc. The means for establishing egress data rate per LAGK may be
implemented in the DAGGE's FPGA with a performance counter for each LACK.
These counters measure the current data rate (in Kbps) for each LAK in, for
instance, 1-10 seconds time intervals. With knowledge of the traffic load
associated with each of the LAGKs, the algorithm can perform better the
load balancing.       1000451In the case of link aggregation via chained
INUs (chained user ports via bridges), the foregoing scheme may require
hardware support or in-band communication channel to obtain the chained
INU's LAGK performance counters. The performance counters can be
implemented in an extended bus, proprietary bridge protocol data unit
(BPDU) via an Ethernet interface (issued by the internal CPU of the
switch). The virtual link capacity of the chained ports for load 12
SUBSTITUTE SHEET (RULE 28)  WO 20051144774PCTIUS2008/064600 balancing
purposes should be the ultimate radio link capacity instead of the user
interface capacity, which is typically 1000 Mbps.      [000461In each INU,
the DAC-GE can be designed with a processing engine for performing the
dynamic load balancing and, as will be later described, utilizing rapid
channel failure detection (RCFD) for the the layer-2 link aggregation.
Various configurations of the DAC-GE are possible although, as shown in
Figures 2A, 2B and 2C, the preferred design employs a hardware-assisted
implementation in an FPGA, CPLD, ASIC-based processing engine or other
logic circuitry (we refer to these implementations collectively as the
"FPGA-based processing engine" or simply "processing engine"). 



1000471An implementation on the DAC-GE of an FPGA-based processing engine
for this purpose is depicted in Figures 2A, 25 and 2C. In particular,
Figure 2A is a block diagram showing a DAC-GE in the INU of a node in a
wireless communication system. The DAC-GE includes functionality that
enhances failure detection and recovery without compromising throughput,
providing, for instance, below-50ms failure response time. The DAC-GE
interfaces with a customer data system via user ports 101 on one side and
with a radio access card (RAC) 35 on the other. The data from the RAC flows
to an outdoor unit (ODU) 45 (in a split mount system such as the Eclipse")
and through the antenna 23 and wirelessrlirdc 60. In the 1NU, a TDM (time
division multiplexing) bus 110 provides the backbone through which various
cards such as the node control card (NCC) 21, DAC-GE 41 and RAC 35 are
connected. The NCC includes a processor 114 and functions as a bits master
controlling access by the various cards including the DAC-GE card 41.
[00048JAs further shown, an FPGA 200 resides in the DAC-GE card 41 and its
functionality is provided to facilitate the layer-2 link aggregation, LACK
rate (data rate) monitoring and accumulation, and detection of carrier
failures. The CPU 114 in the node control card (NCC) 21 is operative to
perform a data rate monitoring and load balancing control function
(including monitoring the LAGKs rates accumulated by the FPGA 200 in the
LAKG table 208 and deciding when to trigger dynamic load balancing). In
response to input from the CPU 114 in the NCC 21, a processor (e.g., switch
logic 107) in the switch is operative to configure and reconfigure the
switch 106 (Figures 1 A,B) to the new capacity of the remaining available
carriers. The traffic is distributed via the switch in the DAC-GE card but
the CPU in the NCC  I3 SUBSTITUTE SHEET (RULE 26)  WO
20081144774PCTMS2008/064600 card does the reconfiguration. In other words,
the switch on the DAC-GE card is dynamically reconfigured under control of
the CPU in the NCC card based on operation (failure detection etc.) of the
FPGA.      [00049]Note that there could be multiple hops between the
particular node and other nodes in the wireless communications system.
Nevertheless, the load balancing and failure detection and recovery
operations of the DAC-GE are indifferent to the number of hops and they
beneficially facilitate network end-to-end failure detection, recovery and
load balancing. Moreover, to be effective, the DAC-GE 41 should be deployed
in the INU of at least two of nodes in such system.      [00050jAs shown in
the block diagram of the DAC-GE, at Figure 2B, the layer-2 switch 106
includes the switching logic 107 and user ports 101. Ethernet frames
entering the switch 106 via user ports 101 are queued in transmit buffers
120, 122 by the switching logic 107 to be routed to the proper channel 121,
123 (based, for instance, on an address resolution table). Then, the FPGA
200 is configured to intercept the switched outgoing Ethernet frames in
order to derive from them the LACKs and data rate and to forward the
Ethernet frames from the DAC-GE to a respective RAC 35A,u via the TDM bus
110. In accordance with one embodiment, the FPGA 202 is configured to
derive the DMAC (destination MAC 212) and SMAC (source MAC 214) from the
interCepted Ethernet frames and perform a XOR operation on the 4-LSB (least
significant bits) of the DMAC and SMAC to calculate the LACK. As mentioned,
the FPGA accumulates the calculated LAGICs in table 208.      100051jAs
mentioned above, link aggregation is used in point-to-point communications
with multiple physical links (trunks) to group them into one pipe instead
of the links working independently. For this purpose, the LAGKs are used as
identifiers of Ethernet frames traffic segments for switching decisions
(which segment goes to which physical link) and as tool for creating load
balancing. Thus, in this embediment, the calculated LAGK is one of 16
possible LAGKs and it corresponds to one of 16 rows in a LACK data rate
table 208. The second column of this table includes the data rates for each
of the 16 LAGKs. These rates are updated according to the LAKGs derived
from the Ethernet frame traffic. 14 SUBSTITUTE SHEET (RULE 26) 



WO 20081144774PCT/US20081064600      [000521The information in the LAGK
rate table 208 is available to the link aggregation load balancing control
115 in the NCC 21 which, in this embodiment, is a software module tasked
with processing the data rate information. Specifically, the link
aggregation load balancing control module 115 obtains the transmit channel
buffer status from the layer-2 switch 106 and in combination with the data
rate (LAGKs rate) information from the LAGK rate table it can determine how
best to reallocate the LAGKs in order to balance the load in case of a
traffic load imbalance. Turning for a moment to the state diagram of Figure
3A, it demonstrates monitoring control of load balancing upon discovering a
triggering event. As shown, there is no load balancing activity as long as
there is steady-state operation 135. However, once a triggering event (I)
is discovered, such as loss of packets, substantial load imbalance or other
failures, the load balancing control may activate the load balancing task.
Upon recovery the system reaches steady-state operations and the load
balancing task can cease its operation.       [00053)Tuming back to Figure
213, the manner in which the software module of the load balancing control
115 performs its load balancing task can be implemented a number of ways
one example of which is provided below as an algorithm in the form of a set
of program instructions.       [00054)1n general terms, the dynamic load
balancing algorithm includes monitoring the physical links in the LAG and
traffic load updating. The traffic updating includes detecting a frame drop
(buffer overflow) condition and accumulating the related traffic data rates
for calculating corresponding traffic loads. The monitoring includes
detecting conditions that trigger load balancing. Once link overload
conditions are detected, the load balancing described above can be
triggered provided there are other links with available capacity to take
over some of the load.      1000551More specifically, the proposed
algorithm, including program instructions for an initialization and the
dynamic load balancing main loop, is described in a pseudo-C program as
follows: /* A pseudo-"C" program that describes DAC-GE's /* Algorithm of
Dynamic Load Balancing for Link Aggregation */ /* Copyright 2005-2007,
Harris Stratex Networks Inc.*/ 15 SUBSTITUTE SHEET (RULE 26) 



/***********/ /4 Define */ #define K 16/* Maximum number of link
aggregation keys 4/ int N;/4 Number of physical links of the LAG 4/ int
R[K];PI Data rate of link aggregation key k from FPGA */ int W[N];/* Weight
or number of link aggregation keys assigned for link n bool FDrop[N]; I*
True or False for frame drop on link n */ int LACK[N][K]; /* Set of link
aggregation keys allocated to link n 4/ int Rate[N]; /* Total traffic rate
in Kbps on link n */ int Cap[N); Is Capacity in Kbps (radio link) of the
link n */ int Load[N]; /* Traffic load (0-101) on link i, measured as
100*(R[n]/C[n]) */ int Max_Load; /* Overflow Threshold level of traffic
load (0-101)*/ 



int Min_Load; /4 Level of traffic load (0-101) below which more traffic is
allowed *I tp*************#***/ /* Initialization */ /******************/
I* Randomly chose an initial LAGK offset (0-1S) */ ICO = Random(K); for
(n=0; n<N; n++) I* for all physical links of LAG */ /4 Allocate subset
LAGK[n] with its weight 4/ for (k=0; k<W[n]; k-H-) LAGK[n][k] = (KO + k) %
K; /4 wraps around to 0 when k>15 *1 KO = KO + W[n]; /* next offset starts
at end of this block 4/ (44***********/ /4 Main Loop *I /41t***********1
/*main loop for load balancing 4/ while(not_end && not_config_reset) /4
update traffic load of all links of LAG */ for (n=0; n<N; n+-F) IsS 



SUBSTITUTE SHEET (RULE 26)  /* detect the condition frame drop (buffer
overflow) 4/ if (FDrop[n] TRUE) Load[n] = 101; /4 Overflow condition */
else /4 first update traffic data rate for link n */ Rate[n] = 0; for (k=0;
k<W[n]; k++) Ratetn] += R[LAGK[n][k]]; /4 accumulate related LAGK data rate
IV /* calculate the traffic load 4/ Load[n)F. 100 * (Rate[n]/Cap[n]); i*
end of update traffic load 4/ 



/* monitor all links 4/ for (n=0; n<N; n++) /4 detect the condition that
triggers load balancing */ if (Load[n] >= Max_Load) /* check for existence
of another link with spare capacity *I for (s=0; s<N; s++) if (sn)
continue; /* jump on itself */ if (Load[s] < Min_Load) /* Find a suitable
key k from link n to link s, in order to balance the load.   It depends on
its date rate R[ k] such that resulting Ratc[s]<Max_Load */ k =
transfer_suitable_LAGK(n, a); /4 if found a suitable key to transfer, jump
to next link 4.1 if (k == NULL) continue; 



/* spare link s add one LAGK and its data rate */ W[si++1 Rate[s] Rate[s]
RN; Load[s] = 100 * (Rate[s]/Cap{s)); 17 SUBSTITUTE SHEET (RULE 26)  WO
2008/144774PM:620081064600 /* crowded link n substract one LAGK arid its
data rate */ W[n]--; Rate[n] = Rate[n] R[k]; Load[n] = 100
(Rate[n]/Cap[n]); /* if resulting load on link n is below overflow
threshold, finish load balancing for it */ 



if (Load[n] < Max_Load) break; /* exit from for (s=0; s<N; s+-I-) *I 1 )
PI' end of monitoring all link */ while */ /************** END
**************/      [00056]To implement this algorithm, as shown in Figure
2C, the FPGA-based processing engine 200 is deployed with a LAGICs rate
monitoring function to facilitate the dynamic load balancing for the
layer-2 link aggregation. The processing engine 200 is shown operatively
connected to the transport channels TC1/TC2 (121, 123) for receiving
packets from the layer-2 switch (106 Figure 2B). At an opposing end, the
processing engine is operatively connected to the bacicplane interface
(110, Figure 2A). The processing engine is configured to transform the
packets it receives into suitable blocks (with associated time slots) to be
can-led by the backplane to the wireless communication links.
1000571For the LAGKs rate monitoring function, the processing engine 200
intercepts incoming packets 121 via its LAGK monitor 206 and derives the
LAGKs from packets using, in this case, the XOR finiction. The sizes of the
Ethernet frames associated.with the derived LACKS are accumulated in the
aforementioned LACKS rate table 208 (which has a row for each LACK). Each
time a LACK is derived, its row in the table is incremented by the
associated Ethernet frame size. The values in the table indicate the number
of throughput rate for each LACK. Hence, the traffic load can be observed
by monitoring the values inside the table. Higher values indicate heavier
traffic load for such LACK, and in turn heavier traffic load on the
corresponding physical link. 18 SUBSTITUTE SHEET (RULE 26)  WO
2008/144774PCT/US2008/064600      1.000581As further shown, it is possible
to combine in a processing engine the failure detection and restoration
with the foregoing dynamic load balancing and utilize both for the layer-2
link aggregation. Thus, in one embodiment, the detection of failure and
restoration and recovery of links is also implemented on the DAC-GE in the
aforementioned FPGA-basedprocessing engine. Advantageously, the link
aggregation in combination with such hardware-assisted RCFD algorithm may
allow failure response and recovery within hundreds of microseconds rather
than the seconds it would take when using a standard messaging approach. In
particular, with the DAC-GE installed in the INUs of a wireless radio
system it would be able to operate at twice the speed using two radio links
and sending packets on each channel. The RCFD algorithm is resilient to
error propagation and eliminates unnecessary switchover. Because of the
fast detection of a link failure or fading conditions the protected system
will rapidly switch to a single link. The redundancy characteristics of a
LAG in combination with the RCFD algorithm operate to redirect the traffic
among the remaining reliable physical links. The 



switching and queuing of the packets is reorganized by a link aggregation
control task residing in the Ethernet switch present in the DAC-GE.
[00059]Additionally, taking advantage of the unidirectional failure
detection capabilities of an RCFD algorithm, a link aggregation system
could have an asymmetric behavior by having the fijil link throughput
available in one direction while using only a limited throughput (due to
unidirectional link failure) in the other. This is the case of
video-broadcasting systems or other applications that heavily use broadcast
or multic.ast transmission or that are asymmetric in nature. From the
dynamic load balancing design prospective, it is possible to keep the link
and perform load balancing only in one direction and not the other.
100060IAs implemented, the health of a carrier (link) is conveyed in an
extended header to nodes on both sides of the link (e.g., at each end of
the wireless communication link). Specifically, the processing engine 200
in the DAC-GE at each node keeps the extended header with the TX and RX
status information. The TX status is a reflection of the far end node's RX
status indicator that is conveyed in the header of the received packets.
The R.X status is computed based on information obtained from the traffic
alignment indicator 314 as well as the received packets and their
integrity. The traffic alignment is intended for maintaining the integrity
of packets that have been divided into segments and need to be
re-constructed properly. 19 SUBSTITUTE SHEET (RULE 26)  WO
20081144774PCT/US2008/064600 In this design, a set of configurable
registers allows adjustment of the system behavior to meet particular
carrier class specifications.       [000611These registers are: keep-alive
insertion rate, packet receive timeout, CRC (cyclic redundancy cheek)
validation threshold and CRC error threshold. The keep-alive packet
insertion rate register 304 represents the rate in microseconds that the
packet insertion engine will wait before inserting a keep-alive packet
(under idle traffic conditions). The packet receive timeout register 310
represents the number of microseconds that the receive engine will wait for
a packet before declaring an idle RX timeout. The CRC validation threshold
register 311 represents the number of consecutive good CRC packets that
will have to be received in order to change RX status from bad to good. The
CRC error threshold register 309 represents the number of consecutive bad
CRC packets that will have to be received in order to change RX status from
good to bad. The two configurable CRC registers provide a hysteresis to
avoid bad-good status oscillations on a small number of errors.
[0006210ne of the requirements for the failure detection algorithm is to be
independent from the presence of payload traffic in the channel. To be able
to meet such requirement, the algorithm is designed to detect the absence
of payload traffic (idle) and insert keep-alive packets that will maintain
the link status. The format of a keep-alive packet is basically the same as
a normal payload packet format but without the payload segment and it
conveys the same status and integrity information.       (000631Note that
the approach of using multiple physical links to transport Ethernet traffic
between two Ethernet switches is typically intended to achieve increased
link availability and bandwidth while avoiding loop formation. However, the
detection and the switching in an existing system would commonly be made
within 100ms; and failure recovery could take seconds using a standard
messaging approach. Thus, to achieve or exceed carrier class Ethernet
transport channel standards the link aggregation depends on fast failure
detection and recovery implemented, for example, as described above.
[00064j Figure 3B is a state diagram demonstrating a dynamic link
aggregation key redistribution upon failure or restoration of a link
aggregation member which may be invoked before dynamic load balancing. The
behavior depicted in the state diagram improves the overall 



20 SUBSTITUTE SHEET (RULE 26)  WO 2008/114774PCT/US2008/061600 link
availability by converting, for example, a 2+0 link operation into a 1+0
operation when a link failure occurs ("+0" typically means no standby
operation mode). It is important to note that with thc kcy redistribution,
the total traffic is shifted to the remaining link aggregation members
(LAGMs). Thus, from steady state 134, upon detecting the failure the state
switches to distributing LAGK to remaining LAGM 132. In other Words, with
this approach, traffic flow of failed links is redistributed, rather than
being suspended, with the remaining links (LAGMs) taking over for failed
links temporarily until they are restored so that recovery is fast and the
entire traffic flow can continue.      [00065]This approach has significant
advantages over conventional techniques that maintain only the traffic flow
associated with the designated keys of the remaining LAGMs and the traffic
flow associated with keys of failed LAGM is suspended (starved) until the
link that failed is restored. Indeed, when a link fails the entire traffic
continues to flow, although the overall link aggregation throughput is
reduced if the total number of keys is redistributed over the remaining
LAGM(s); and if congestion conditions are reached traffic prioritization
and flow control takes over to maintain the flow.       [000661 When
failure conditions disappear, the link aggregation in combination with
rapid channel failure detection and recovery restores the total throughput
of the link and reassigns the original LAGK set to the newly restored LAGM
136. If any additional redistribution is.required it takes place in this
same iteration.       (0006710nce link failure or link restoration (TX or
RX status changes) is detected, the LAGM is marked for key re-distribution
in the case of failure and for key re-assignment in the case of
restoration. For each link not previously accounted for (not yet assigned a
key), the combined link aggregation and rapid channel failure detection
algorithm determines if the LAGM is marked and, if so, a key is
re-distributed to it upon failure or reassigned to the original LAGM upon
restoration.       [000681As an example, the foregoing approach to dynamic
load balancing for layer-2 link aggregation can be implemented in a
wireless radio platform such as the Eelipserm. Figure 4 shows the
architecture of a 2+0 Eclipse m Microwave radio link configurable for link
aggregation with dynamic load balancing. As shown, such system uses a radio
path 412 to carry 21 SUBSTITUTE SHEET (RULE 26)  



WO 2008/144774PCT1US20081064600 a portion of the total packet traffic and
the other radio link 414 to carry the remaining portion of the total packet
traffic.       1000691In sum, although the present invention has been
described in considerable detail with reference to certain preferred
versions thereof, other versions are possible. Therefore, the spirit and
scope of the appended claims should not be limited to the description of
the preferred versions contained herein. 22 SUBSTITUTE SHEET (RULE 26)
CLAIMS What is claimed is:  1. A method for providing dynamic load
balancing in a data communications system, comprising:       creating a
link aggregation group in a data communications system with a plurality of
physical links each of which having a capacity for transporting egress data
or any part thereof, the link aggregation group formed by combining two or
more of the plurality of physical links into a single logical link for
egress data;       allocating to the link aggregation group a set of link
aggregation keys with each link aggregation key being assigned to a
particular one of the physical links in the link aggregation group;
deriving from egress data a data rate for each of the link aggregation
keys; and performing dynamic load balancing based on the data rates and
capacities of the physical links in the link aggregation group; 



wherein egress data includes payload and identifying information; and
wherein the deriving step includes calculating a key value from the
identifying information, comparing the key value to the link aggregation
keys in the set, and calculating the data rate for one of the link
aggregation keys to which the key value is a match. 2. The method of claim
1, wherein the dynamic load balancing includes detecting conditions that
trigger load balancing.  3. The method of claim 2, wherein the conditions
include a frame drop associated with an egress buffer overflow status.   4.
The method of claim 3, wherein the dynamic load balancing further includes
monitoring the egress buffer overflow status.  5. The method of claim 1,
wherein the dynamic load balancing includes monitoring traffic loads based
on egress data and accumulating the data rates for calculating the traffic
loads.  6. The method of claim 1, further comprising monitoring for changes
in data communications system conditions, including failure and recovery,
based on which the dynamic load balancing is triggered.  7. The method of
claim 6, wherein the changes include failure or recovery of a physical link
which result in diversion of egress data to remaining one or more of the
physical links in the link aggregation group.  8. The method of claim 1,
wherein egress data includes one or more frames, and wherein the method
further comprises triggering the dynamic load balancing upon discovering a
loss of one or more such frames. 



9. The method of claim 1, wherein egress data includes a plurality of
frames, and wherein the method further comprises triggering the dynamic
load balancing upon discovering a loss of synchronization between such
frames.  10. The method of claim 1, wherein the identifying information
includes source and destination addresses, and wherein the step of
calculating the key value includes performing a logic operation on the
source and destination addresses.  11. The method of claim 10, wherein the
logic operation includes performing a XOR operation between n-LSB (least
significant bits) of each of the source and destination address.   12. The
method of claim 1, further comprising using the key value in making a
forwarding decision for the egress data by selecting a physical link with
an assigned link aggregation key that matches the key value.  13. The
method of claim 10, further comprising using fee source and destination
addresses in an address resolution table lookup for making a forwarding
decision about egress data.  14. The method of claim 1, wherein egress data
includes a plurality of frames each of which having its own payload and
identifying information from which a respective key value is calculated and
as to each of which the data rate is derived.  15. The method of claim 1,
wherein the set of link aggregation keys is part of a larger group of link
aggregation keys available in the data communications system, and wherein
the method includes creating a plurality of link aggregation groups, each
being allocated a link aggregation key subset from the larger group.  16.
The method of claim 1, wherein more than one link aggregation key is
assigned to a particular physical link.  17. The method of claim 1, wherein
the load balancing includes reassigning the link aggregation keys in the
set.  18. The method of claim 1, wherein the step of allocating the set of
link aggregation keys includes initially assigning them to physical links
in the link aggregation group by dividing the set of link aggregation keys
into subsets, with such division forming a contiguous block of link
aggregation keys within each subset, and by assigning each subset to one of
the physical links in the link aggregation group.  



19. The method of claim 18, wherein the initial assignment is characterized
by a randomly chosen offset of the start of each contiguous block.  20. The
method of claim 18, wherein the number of link aggregation keys initially
assigned to each physical link is weighted based on the capacity of such
physical link.  21. The method of claim 18, wherein the dynamic load
balancing includes reassigning the link aggregation keys from one subset to
another.  22. A system for providing dynamic load balancing of data
communications, comprising:       a plurality of physical links each with
capacity for transporting egress data or any part thereof, the plurality of
physical links being members of a link aggregation group;       a switch
including logic and storage operatively coupled to each other, wherein the
storage embodies program code which operatively interacts with the logic to
dynamically configure switching of egress data to the plurality of physical
links based on changes in data traffic conditions, wherein the dynamic
configuration includes allocating a set of link aggregation keys to the
link aggregation group with each key in the set being assigned to a
particular one of the physical links;       an engine adapted to monitor
data rates for each of the link aggregation keys based on egress data; and
a control module adapted to obtain the data rates from the engine and, in
response to load imbalance conditions, perform dynamic load balancing that
includes reassigning the link  aggregation keys and interfacing with the
switch to manage reconfiguration of the link aggregation keys with respect
to the members of the link aggregation group; wherein egress data includes
payload and identifying information; and       wherein the engine is
further adapted to derive the data rates from egress data by calculating
key values from the identifying information and matching them to one of the
assigned link aggregation keys.  



23. The system of claim 22, wherein the engine includes performance
counters. 24. The system of claim 22, wherein the control module is
software-based.  25. The system of claim 22, wherein the plurality of
physical links include wireless communication links.  26. The system of
claim 22, wherein the switch includes a buffer for egress data and wherein
the control module is farther adapted to monitor the buffer for overflow
condition and in response trigger the dynamic load balancing.  27. The
system as in claim 23, wherein the load imbalance conditions include a
frame drop associated with the overflow condition.  28. The system as in
claim 24, wherein the load imbalance condition includes loss of frame
synchronization.  29. The system of claim 24, wherein the engine further
includes a table in which the data rate for each of the link aggregation
keys is maintained. 


