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LI NK AGGREGATI ON COPYRI GHT NOTI CE [ 0001] A portion of the disclosure
of this patent docunent contains material that is subject to copyright
protection. The, c right owner has no objection to t i, e
reproduction b)}v%ﬁ%ﬁéﬂof t he patent docunent or the B&%ﬁ?ﬁ%@sﬁg osure, as
it appears in the Patent and Trademark O fice patent files or records, but
ot herwi se reserves all copyright rights whatsoever. FIELD OF THE | NVENTI ON
[0002] This application related to data conmmunications and nore

particularly to | oad balancing in data comruni cati ons via networks such as
Wi rel ess comuni cati on networks. BACKGROUND

DYNAMIC LOAD BALANCING FOR LAYER-2 LINK AGGREGATION
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7 (0003] Data communi cation network architectures often have a | ayered
structure designed for communi cati on protocols, such as TCP/IP

(transm ssion control protocol/Internet protocol), OSI (open systens

i nt erconnection) and SNA (system network architecture), which inplenent the

protocol stackwoAbdshusztdch | ayered structure, the prot eepuSoRiaabhe an entity
in one host to interact with a corresponding entity at the sanme layer in a
renote host. The T ﬁrmunl cation
protocol s that incﬁﬁégl(?fé%?% é?gfr:%(gr?%mﬁzsuc g@{%’r@ | P) and
upper -1l ayer protocols for applications such as electronic mail, term nal
emul ation, and file transfer. TCP/IP can bc used to comuni cate across any
set of interconnected networks, LAN and WAN. The 031 reference nodel (also
referred to as the OSI nodel) is an abstract description of a networking
system di vi dEAPYRIGHTINORICE. W thin each |layer, one or nore entities
inplenent its functionality. According to the OS | nodel, each entity

interacts direct I[qoomtpbmamtﬂeaséassutcmdlpatr@h&mhﬁﬂé‘ﬁiaﬁs hﬁmnﬁﬂ\dt Pl des

facilities f ALt hou hthe pr ot ocol

stack may beB&p,’#’?@} g%t& or eac’h’rI %Q9¥%eé% "°\9\17é°°“%'{1t88| ?Ja‘ff‘w © Legrp “°E‘8y t he | ower

prot ocol | ay&wenegEthy pajent dogumeripr thepatent QISClqsws,pthlnpwetlpthe‘l’latentlanﬂ/ﬁhmnirayer in

the 2 SUBSTI tebEpsfenbifids of Rbdeds, RS ptherVWe: RRARIM AT AAR qywmwewwo stack is

layer-1 (or physical layer as it is also referred to The physi cal |ayer

provi des the nal rocedural nmeans for def| ning all the

el ectrical EIEEBrﬁ/Fg?@JNVEE ications for devices as well as for

g:abl ishing and terminating connections to conmmuni cation nediuns on the
wor k. Above i 10003ITjeapplicatinnselsterda datn commppisatipnsgndimera patticularlyvailalh devi ces

such as bri dgesciagit d8xtdmeduaisaiBRAkiticiork] Rk ad wirelebsA¥Bmud b elvias, t he
functional and procedural means to transfer data between network entities

and to detec ibly correct errors that may occur in the physical

| ayer. %ﬁ@g@ﬁ@gﬁ& ncreased bandw dth and availability of comunication
channel s between nodes (e.g., switches and stations), |ink aggregation or
trunking is a nefYeHDss commynieitinynehrsyisirctctiestofioravd 4 Ingesd istnictorealesignerty| e

| ogi cal i nkfor donﬂsunwa’ﬂoﬁbrﬂﬁ&o% §uElﬁiQ3{@Wﬂf (ﬁgﬂﬁaﬂ.ﬁ@l& mﬁ@tﬁ%ﬂ[o%l&ge&e? thioton, St andar d
802. 3ad) . (t)g} rg rteg GH{as.ﬁ ? | e to, I ncrease gapa Ity of
conmuni cat i on &fF ﬂ'étf Bé& Wé‘&“ﬁm‘ﬁ AGYsHg ’FW@F’?“@&W%WH&'W&HH G gabi t
Et her net t ecthemptoggystacknlithsuchipyesedGirgrtu, the Ebheaimﬁblmmamytnloﬁﬂﬁ;stqan be
grouped to iiREh&IHRa Qﬁﬁ%d#iglbut thtsgn&lgﬁﬁng dofotd Holy O d Jﬁ?ﬁk’ [I;rc?t ant | inks.

Standard | ocal area network (LAN) techno ‘*F oVl %f 10
Mops, 100 MPEEHE 2F8E0coRIpaicatiag profoen's thhinglp E‘yeHFlghEPm@éPdmh sICPe. g. ,
10000 Mbps) dnil I arsiggpee tiripoatoceth fopaybli@lic Richgs le-,tmLin.annls&mam:amere factors

of ten (10 atlon can proyi de i nternediate rates
o ﬁﬁﬁ%ﬁtﬁﬁb% é‘r"gﬁfﬂ rgg{ icate acmsi%g%f RirepInsctdingtp ok o r egat i on

b roupi ng
ﬁgbe used AN apd W 4gY; sThe PSusfershicednpdel (aésemfuml trass the OS] modet) isud ktigact r anspor t
channel , Et hescAgion Bﬂfﬂch@ﬂdﬂlgts Serrl di¥i€ed ik RFs; Withih Bith ﬁg&ro%gat(ﬁoq)@cnﬂéss speci al

patterns or .featu a such patterns are
destination aEi S({)ﬁsfﬁé"ec "glﬁﬁygs"g"é‘?“%[ﬁﬁﬁogx ’"%G“é’hﬁl‘“mj‘“a’dﬁ?%@@@g"“b WeC nedi a
access cont daye)immidizgid ebopenth b pmipravides frilities for &k by the lagadbdvaltanci ng difficul t
to handle in Iayer-2 link ag greqatl on operations, therefore nmaking it
desirabl e to haJl0P4IAltaeueh the paioenT pragk ey pedjffesenh Breach BUNMARY generically 100071
Vari ous enbedériethé lswaiprotdes! 190 selifer-2 MGl QRsRERENOHS IdMcs 1ay&XARP! €S Of

whi ch are provided herein. For the purpose of the invention as shown and
broadly descri bed herein the exenplary enbodi nents include a nethod and a
system [ 0008J One enbodinment is a nethod for providing dynam c | oad
bal ancing in a data communi cations system Such nmethod may include creating
a link aggregation group in a data
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communi cations systemw th a plurality of physical |inks each of which
having a capacity for transporting egress data or any part thereof. The

| i nk aggregation group is formed by conbining two or nore of the plurality

of physical |inkshidips2 Single logical link for egressmAabisncdbe et hod
may al so include allocating to the Iink aggregation group a set of |ink

Shosi cal |1 niccucts SR (ot A RIIRES e Suafld B Do
i ncl ude deri \fP‘ﬁb""P‘raﬁ‘?fr?'é“g?‘EﬁﬁneeFﬁtf‘E definipg pihthe alﬁ‘énqﬂkﬁﬂd ela/elhﬂlaiwﬁmorimfmk
aggregati on kfyises asanedl aprar isﬁBlEEMﬂQadﬂYdﬁzﬂm& kaastubRkoRmRdicdios Rebn chhe data
rates and ca ﬁ on group.

t I
[ 0009 Vari ous éé‘}or Above' Bay e'p{]’?/m‘b&f af°rwrré “géJBB'W ‘W‘?Sh“iht‘lé“feggﬁggﬁ HdeSt eps. The
dynami ¢ | oad ab%ﬁ“atﬁ‘w ?fgfaFPaV'ﬂF ndpadberenides e fangfiop auli irocedusal ket tottasfeger | oad
bal anci ng, V\'hﬁtﬁeémec'h R&wsR Blitibd AMf dOBY ardPodsibilEeoRedt érﬂa@hﬂﬁﬁﬁoc@&%ﬂﬁé ated with
an egress buf % erflow status and require nmonitoring the egress buffer
overfl ow st at u% € dynani c | oad bal ancing may include nonitoring traffic

| oads based on eqa@sﬁoda&@asa%ﬁmmmtﬁbnﬁy&Heanﬂ@mtl&n%ﬁﬁemweg@'tCU' ating
es In at a

thetrafflclog br‘?ﬁ%/ 'F‘F§Ude m)nltorlnq

comuni cat i orf8 °§§Fsgt EWIDE AT 113197 link seeyepatp ey trunking j§ amethod of gropringmhysiclased on
whi ch t he dymeawrk lihlsddo bsihgelogica)linksi.d, asigg)etmehort Theandg (iatvgidg toEEEI NCl ude
failure or reaaMRIgd.Sh). Wlﬂ%ﬁbé&@hatlkﬁ “Ifs ﬁ%ﬁb@é}o Eng%hgcgaph&yQF%ﬁanﬁhl%rﬁmp f egress

data to renai E”é‘ g one or  nore tg ysi cal aggregat i on
group. When STERATHRetRErLiogss usng E“SF“%T EH%S’E"&‘ apd pigakitF hemstiecdiprlosy) TWe ot maeh or 9
exceed the cajigbit Efieradt canngetions 0w beigrogped manwdase hatidwidih, abd e cipliy @éikeat anll i Nks, -

dynam c | oad Mﬁhﬂgst%ﬂdw’cgmaw&“ﬁmiec gﬁﬂ?pro@cﬂggﬁira{e{'& ]ﬁ% | tions

that may tri qﬁer dynam ¢ aI anC| n% I Scovere pacity
i nbal ance. EMbrsapti{ 0 Mﬁ%"’ a“@r qbtajaing Bygher ‘ES‘P“H)‘I@ 2ol 0098 Mbey) fiskageregatignane dr op
condi tion) onldvegsupihg eyl 0 tikspini Madré aorbeflttr(£0) aidfdissiveANR Sgordyitién SO tri gger

dynani ¢ | oad Md@ﬂ&hﬁlﬁm%ﬁ&bgg% eégq{nﬁﬂwm it Qes, | N COMDI Nation with link
capacity i nbal ance 8‘? gress ata regul arly includes a plurality
of frames each of VI n g]y ad and identifying. informtion
based on which a F%® ip ok 48 ega\)?ﬂcﬁ% e‘g d&]"%\“&ﬁ"’éﬁ%ﬁjﬁ’d FisREs% h of whi ch
the data rat enclushnzimmedhamfﬂ Etigeynetpert proigiss likk.dLapdnallink dpgregsibn asks dpécink
aggregation kgiss bxsfcaﬂ@éstof &%ﬁctati'f’a,ﬁjic:af?.ygﬁlfjlesg:rf(s:'\}l:ﬂpimc V\hﬁ:@hgsﬂtﬂg SARLLRE keys

available in EA; comruni catl ons stem erein e nmet hod i ncl udes
creating a pPAesics f‘S?h MAL ppd 1B adg %?1"15?'6&‘[5%“ coatielh These pryeras pomaieed a

| i nk aggr egaummnlokcﬂgalachtﬂmhanﬂlbmliya:rgmk aggrépdion ohEHitRAY Gerefoftimaking han one

| i nk aggr egat, j a particular physical link. 4

SUBSTI TUTE S}'—tllgglégﬁ'lln %ﬁﬁ@gg ér@\%%fg%§%f%’%7g4PCﬂU820081064600
(000111Typically, egress data includes payload and identifying information.-
Accordi ngly, SUMMARSF i vi ng step may include calculating a key value fromt ke’
identifying information) conparing the key value to the |ink aggregation
keys in the set qmd-;waﬂomu&rwoummi h&hcd»&fa@t in@dnfonf§ 264 podsitde, @;a‘ambrla@ofkvhiaiﬂare

?219 :‘)regrgi: 82 ﬁamcdth nglor Be bl °é3° cgfﬁ “HH' ‘F\saﬂ’?“gha"égrc??dé%‘gcé?'bmi ‘&'“t‘%e step of
cal cul ati ng m@plkreymvwmtsmysdv hmﬂhpdenmwftmm ng a logic operation, such as
XOR on the sourc @’98 de t natlon @e‘%}ess bet ween n- LSB (I east
significant bi tsf ’F‘e"t' Hé ¢ EPFa "&)‘@E‘t"i“ﬁg’ﬂ Refenoirecn adidy ess) .

communications system. Such method may include creating a link aggregation group in a data
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. [00012] The | oad bal ancing includes initial assignnment followed by

reassi gnnent of the link aggregation keys in the set. The step of initially
assigning themto physical links in the |link aggregation group includes
dividing the set of linli aggregation keys into subsets, with such division
form ng a contixbeddsepliock of |ink aggregation keys wpchiyshof@éeoosubset, and
assi gning each subset to one of the physical links in the |Iink aggregation

group. The i Qb&nhﬁhcaﬂo% by@t@:ﬂ%ﬁx a Bﬁbﬁl@%ﬁﬂ@ﬁ&%&?éa‘cﬁ%hﬂ){ hibidgS ar};alfagw{ chosen

of f set of the st ar ea contlg k} unber

aggr egat i on K&}E ‘?ﬁelgreﬁl F"§°raq§'§l’ aheelé{’EHg%W%‘i“c%ﬂuP Isirmadiby dombinieg ght ed
Ealsed on thetwcpauﬁreto;ﬂmbluamyhf mwsﬂﬂtga:]lntomrdﬁglﬁd@;em lxtnk beegilasglaumf ¢hd Oad set
al anci ng may, 0§ i egat i o S ro one subse
to another. | 001:‘%‘%%?1%@ r?‘?sn? *g&lﬁga% fsf‘)tr0 '}j‘ anamc
toad bal anci f§h6f W’H%{’tbﬁl“é@ﬁ%ﬁ‘ht‘tﬁﬂamﬁﬂsf opesofihe sp-els)@kdah é’eWIstagqnbmr aI ity of

physi cal | i nigeup. Themghadmaly ifiiferticlyabyesiviagirorh bg?&sdd@aydalamﬁé &Rl
commun! cal | oyl E AR Bhrl Bl B LIS, CRECL LY o

transporting ess data,. or any er eo
confi gured ag?‘gﬁ%ﬁ? links inthe hink Reezrgafioagmyn- on group in order to increase

capacity. Such s sW tch her routing device;
col l ectively ref )e@&rogl? . Jgpq?sl aHéj?qmﬁ“t‘fs mm‘\‘ﬁpé’l’g @W@WW%“FWCW%@‘P@ and
st orage oper &b!fngiop y"%‘ﬁﬂﬁeé&“t“ég eoaditions thfdrigeenibrd belamringhehestrohagaditmbodi es
progr am code mafineladcaimma tiop edstisted Witk @dgfesWuirt obeh@od hsGnd Refignami cal Iy

g ; | of physical |inks based
configure SV%@QBHQ?Q{E%?%%%%H%@{)?%@S Eayh ur%@&ﬁ%% p@%@!@% prIeP efabfi;e

hanges in
i K:e\f udes an &RKgtorias Eadigieadsibased amseress data @dtﬂ@umvdttas the dsta mees for edicutalisy thd Nk

aggregati on kefistohRsed nﬁ?trﬁ@ﬂﬁﬁ&nt&ﬁ&@orcﬁﬁg%lcﬂatagénmlﬁlcgm £y9| nodul e adapt ed
onse to | oad i mbal ance

to obtain th engin

condi ti ons, g%“? (L)'%h&“%j fI'lru%lr%%ﬁcqt‘)' 51? ?l'bvﬂ} ﬁéff q"ﬂ '6@’5'"’{“%%‘?5!7 gning the
i nk aggr egatriegmick Bipshaness mamnew%feliw@rvwwqmonepw tidk wichranage .

addr ess/ por t dv@g&idrie z,ggaeutg?e e o\ rnpance counters
and the 5 SUBST] W gg&g IglltJ"LE%D h‘H\/\% gg% %g%ﬁgﬁéﬁ%%ﬁéﬁda%oo
control rmodufB R FIEHEFLIEHiop casss F@t%%g‘éﬂm‘ﬁyé‘f“éﬂ oftskaped thepapasitegifne i s
further adaptedentainirgons ecgnotdrd thdah)alclﬂahlesdyﬁﬁnﬁéﬂoﬁgj‘aﬁﬁﬁngdﬁdﬁy%mby bcﬁa‘icﬁul ating
key val ues a aned a tion keys.
The engi ne nglsm ;Bﬁé ft*i‘ﬂg %a?}d@ﬁﬁé&%%%?é@ﬁ% oo ’H%w%‘é{gﬁmr‘%% each of
the |ink aggfietfiy imbalanceyQthersonditions, sichesdoss qfrveemmnrtcy@amaﬁﬂoycdnmddrmdes a

buffer for egnessfsgrhanizdlitn bdvwias QLR nes, nhag al(;&n%gcp&ynmp{d We@biBYnPEheh Ul t her
Ition and 1 n response

adapted to ngoii or | ow ¢

trigger the dync'fg‘f‘lrdcatk{a 'ﬁ“gﬁgﬁﬁ?"nvﬁa\{'ﬁkm%c}t{/ %qfﬂrﬁ of the aforenentioned

aspects and attrlmmﬁﬁreﬁﬁﬁta%gﬁﬁrlﬁiﬂ@ﬁ&séﬁurﬁl ot‘a‘reéﬁ.tﬁénhofwmchha[vﬂg QHPGEG and
n w econe

ot her features s adva es qf resent inventi

ﬁr er under® styISaod%m :ﬁi?yt"}%é“ q’ﬁi‘gB’h‘v'ﬂﬁ‘raéFsﬁ“Eé‘Hﬁéﬁﬂé’ds @lealptadand gnd
acconpanyi ngt grchaf whigh ﬂwsiatheqteaﬂctrmd il exsyle possible tBRINE BE;SEEﬂgF&E&théF THE
DRAWNGS s pJnQ@Qﬂa@&Té?&rp%FﬁR%&Xﬁ@%ﬂE@amm&ﬁf ‘é@a u%mén%\r,}g?l{og%gﬂ orated in

and constitute a g)art ecirication | pects of
the i nvent i offesidbaresiit Heid "\RA"‘E"FF“BHé’“@b’gé“iﬂbﬂmﬂtmm&@dllwmplaﬂmmd ts
principl es. aWhBﬁ@Vc@ﬁuoﬁmy\éﬁﬁhteﬂah thetlbg‘er B MoRb &, %%hﬂ%ﬁpﬁﬁcsd Mehionbe used
t hr oughout tglt; dra\évl“n b9 amch 0& same or |ike el ements.

[ 000171Fi gure b GRS ‘fdr O BEeylappRyst G gabit Ethernet data access card)
| i nk aggregation environnent.

D_
(')
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(000181Figure 1B is a diagramthat shows a |ink aggregation configuration
using two DAC-CGEs at each end that could be inplenented on an Eclipse rm

pl atform [ 90019] Figure 2A is a bl ock diagram showing a DACG-CGE in the
INU (intelligent node unit) of a node in a wireless conmmunicati on system
1000201 Flgure 3§ tofssderhl ock di agram of a DAC GE pCrifafdaslosdbbol gure 2C i s

a block diagram of an PPGA-based processing engine with failure detection

and |ink aggregat mfa@u*ffpvcaﬁ,aag?esmm ,L@Jdemyﬁ,mga {dEHying 1nfonnatxc;ln0ﬁ8:gx%plié§| gure 3A

is a state di agram denonst ynam c triggering évents
noni tori ng arff dR‘é‘ngFBP‘FX‘B?JN’GWWB&*‘ ’Efét"@ﬁ"t F"i‘ib'h? igendifrng infertating: t ri ggeri ng
event. 6 SUBSdrhpktiHdihdStdl kalue(tddbk Enkb@gregotin l@mﬁfhﬂ:ﬁdm&mﬁﬁi@% 0944 R4:400

L000231FI QUT Gogif3 e Sleribof koot I BERG kel kot 1Y aliind b0 €0AL 1 ON

key redistribution_ upon ure or restoration o gregat1 on nenber
whi ch may pr segdsludpsuirs aad destingtionaddipsssragd the step of sjeipping the keyvaluemayhows t he
architecture :mudape&mamm aQ6gh/ipwretion AsltHas (XORKon @2 Rbur@ah Bddstthali laddrdsEek (e.g.,

aggregati on \Me Qenqumledst sx%%gcam%lns%%? LddPof tiplé;rue‘tl:el‘alé d D!ES%?)' M;IJZ qﬂress)

[00012]The load balancing includes initial assignment followed by reassignment of the
link aggregation keys in the sct. The step of initially assigning them to physical links in the link
aggregation group includes dividing the set of link aggregation keys into subsets, with such
division forming a contiguous block of link aggregation keys within each subset, and assigning
each subset to one of the physical links in the link aggregation group. The initial assignment may -
be characterized by a randomly chosen offset of the start of each contiguous block. The number ' < )
of link aggregation keys initially assigned to each physical link may be weighted based on the
capacity of such physical link. Then, the dynamic load balancing may include reassigning the
link aggregation keys from one subset to another.

[00013]An embodiment of a system for providing dynamic load baiancing of data
communications is also _pdssiblc with a plurality of physical links. The plurality of physical links
may include wireless communication links. Each physical link is provided with capacity for
transporting egress data or any part thereof, The physical links are configured as members of a
link aggregation group in order fo increase capacity. Such system may include a switch (or
another routing device; collectively referred to as “switch™). The switch may include logic and
storage operatively coupled to each other, wherein the storage embodies program code which
operatively interacts with the logic to dynamically configure switching of egress data to the

plurality of physical links based on changes in data traffic conditioas. ’KA)

[00014]Such system preferably includes an engine adapted to monitor data rates for each
of the link aggregation keys based on egress data, as well as, a control module ndapted to obtain
the data rates trom the engine and, in response to load imbalance conditions, perform dynamic
toad balancing that includes reassigning the link aggregation keys and interfacing with the switch

to manage address/port reconfiguration. The engine may include performance counters and the
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. 1000251 The follow ng description is provided in the context of this
particul ar Application for Letters Patent and its requirenents to enable a
person of ordinary skill in the art to make and use the invention. Various
nodi fications to the enbodi nents descri bed and shown are possible and the
generic pri nci{zl es defined herein may be applied to these and ot her

embodi nents w YASW4§Eharting fromthe spirit and scoP€BPIEREP hyent i on.
Thus, the present invention is to be accorded the w dest scope consistent
with the pri fRafplimedule is grefamblycsoiyvac-bastichirfagdly.diesnginsge firthee pdapted to derive
[000261The pthessavates faneerrdsodutd 1§ clas@Rlg kdyValp@lahd madhidgMRmAbSEIY@AL | on t hat

| ayer-2 |ink_aqaqr t can be used in bstgngially all types of

comuni cat i o?@%ﬂ/@%&g%%"% Fcﬁf{qjéb'a’tg'é'@‘gﬂ é’oﬁ%}“ \Rﬂ}“}éﬁ “ibL° RRFHEdptarEe Pohcr ease

| i nk avai | abpach efyhedinlg agezasationdexs ismainenesd. Theevishiypicdilysnciude atboffa¥deglest he
so-cal | ed | ooy 4ad, ek, ithe cBRINRBALT: nha) BE fubifed ad¥btbd b Rlofitd B BhekeBlor bUcllss, can be
used to faci {mingi%nemg%%sngn%gﬁ% ag@ traffi ﬁbl oad hal anci ng. Thus, layer-2

| ink aggregation IS a proper 5‘1' meﬂ%’ Agre ol gs"t"@dﬂﬁﬂancy and | oad
bal anci ng.  aforemantionsd Espreciand ditribotes insy abbeppiytethesysean a link fails, by

di verting the fa'hol &%,b_‘l nk 4rﬁffi c to other links of the |ink aggregation
group. Wth redufid&ntipeseand aper &atires irmeeteng agvapiepssof themessoatinventionrdd vi a t he
sane | ogi cal bdcpmrideteyyrdstopd fomp dretlescriptiombetdiro sy bndsd itdims, s mSmipRiying ONe f rom

di fferent phygskidlas herddliq dek@Rd. bal ancing distributes traffic [oad nore
evenly anong the multiple links. Accordingly, dynam c | oad bal ancing for

| ayer-2 |ink al%?regati on is a Ereferred | oad bal anci ng approach in various
epbodi ment s BRIEF RESERIETION OF AHE PRABHNGS [ 000281As noted, generally, in
assystemwi th near-end and far-end (transmt-receive) switches connected to
each other via alf@0i§iTe pecymprnyipbgraviogs) whichrakesincotpbiaied Biggd @gaiitdapag 0frbi nes t he
plural ity of milaesiicubn MidvkE RRLVBERS SEE M | lngle | ogical

| ink. The ph sib[*al 1I.i ka. S0, CQ, iﬁégd,H?%P%mé&ﬁﬁégééﬂg%‘rg‘gggﬁeg%ptg’%up (LAG
in which eac ”’8?”?‘? &N {5 pripgirley Wheteyphsapverjent, thesamerefgome mpmgrmilbhEse ( RULE 26)
WO 2008/ 144 7HHRBoit s20081g0 &4€R0o0 thtimebalide enmedder of the LAG has a set of
one or nore |ink aggregation keys (LAGKs) uniquely allocated to it. In

ot her words, a ploAFI%iguge 18¥ illppies alddC-GF (figabis Ethpmetrdate wmess wird) diles ( e. g.

Et her net swi dgglegtion davieont@ibi ned to forma single LAG with each nenber |ink
t hereof being uniquely allocated a subset of the available LAGKs. Each LAXK
al l ocated to a pl§YBHE:gurd liBrika disgramethatalowa a fjuk aferedadon eufigheiinginpavket s with a
mat chi ng KeypAQ.Gesis Bachbdthé dbuld deiple = anple, a m crowave
radi o system such as;the Ecli pse%ﬁngggrﬁén\%g%%f E)f?rﬁ]?( by Harris Stratex
Net wor ks, Inc., MNONPIFisuici2iAcs a Dtk divgimishopling X iC-GE MkhaNON( BB Akiombdef tWwo

radi o |inks MaPswi ] S S| using one intelligent node unit
(I'NU). Usi ngu%g)n‘;éré'L;)l\?lj1 as s’t%%ﬂ%’??é@,%ﬁ?'h{ﬁg‘ggregati on of two radio |inks can
achi eve a total josu20i@igdie2BGS a B3dek biadRSFa DAC-88NI eve a total of 622 Mops
b&ndwi dth the |ink aggregation may use two | NUs, each one having two 155
Mops radi o | i nksl000ENEigtmr3ClisUdock diagrive of an PREA-busked oty e 6vith Gilare ' €SpPECt i ve
user ports. detection @GS e RN By j R, tion may be inplenented in a
m crowave radio systemguggﬁcﬁ gi”%%’é‘bﬁ%’h psecf‘f(gl\}?' with the dynam c | oad

ga: anci ng as deg0tt2Y)Bigula oA ¢y dl’btatelcy@i'aﬁﬁilcrhbhstréﬁﬁg gk g,wmai]&nriamﬁmg '(030')

al ancing c YoloI Iy o..| Lok aqgr tion . in a data access car DAC) .
For exanpl e?%ﬁg’“’g‘?"%é%ﬁ%’f R “\;"‘d&?’b‘%&‘%&ﬂgﬁﬁﬁﬂH%‘{)%tngqscgpq BFth may apply an
al gorithmfor dynam c | oad balancing in a gigabit Ethernet data access card
(DAC-GE). In one enbodinent, the algorithmmy be inplemented in |logic
circuitry, such as field programmabl e gate array (FPG), in conbination

wi th enbedded software. Figure A illustrates a DAC-GE |ink aggregation
envi ronnent .
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. [00031) I n such DAC-CGE |ink aggregation environment, user ports on the

DAC- GE provide typically Ethernet connections. Assumng the transmt (TX)
side is on the left and the receive (RX) side is on the right, the packet
frames are carried fromleft to right between the radios (45, 47 to 49, 51,
respectively) through transport channels that include sical links 1 and
2. The packet MOBEHBIe carried in the opposite di reBET 0Pt he rol es
reverse (or possibly in both directions when both can transmt and receive
si nmul t aneousl y) . [0@PR3tHgure 3BaR Hate diggiy dempritsating b dyngmisiinlpeastegatib@ key r ecei ve and
forward Et herea%bJuB.aaps.s fallhr8lortekoRiBH o2 nswggﬁgmwﬁemr sRchmppesdedeal i nk
menber of thg Ghmgib nd| ng on its LACGKs (1.e., a packet is routed to a
physical lin il Qg Bnates LAGK that matches its own key). For this
purpose, a |ayer gﬁoﬁ idubd ks OB tﬁea&!ﬂﬁe%&kc%@ﬁ\hﬁ%@a&e%u&@lnf giedie for
20081144774PCT/ US2008/ 064600 include switching | ogi el07 "adapted for
handl i ng swi tRAEEEE2HRDYIGd |6‘ﬁ'§“°gaﬁ)°ﬁ(l,’ UrN5iP&g frames fromthe user ports.

| 00032] The Ethernet frames carry source and destination MAC (nedi a access
control) addpgssrep®estheTioasi s of which switching is resolved. The | ayer-2
switch may further include a switching or address resolution table with a

dynam c confi gur %bfyi‘rhgffollronﬁg B&&r}fﬁ&‘hs prb\n@d%ﬂh%nf@ﬁ'oﬁmlsQ%Euld?Qgﬁhchtﬁn
connected to whi ch _déevice each aggw ce b? ng c‘gn fied

particul ar MRCL atﬁaﬂ’étgrgynd'ﬁsrqurﬁmg"féwv ARETFA of prfinpry s '?@"1‘@“;5?)%‘%‘1"5‘?% LACKS
(0,1, , 15) usedts invhioiam, VopioustringdifitdGoasid thednigdidests desgibpdoilishosdnyare phfaidle1 6 LACKS
are divi ded e, )0 cﬁrH)Q ﬁi@oﬁnéﬁﬁn@én%@ﬁ lied(d—tﬁtg:(andgthlp embodifibniéiidbanat ed

for physical Ilnk subs desi gnated for ~
physi cal | i nkepoting “t‘ﬂ??“}‘%ﬁtsé??ég tﬁe{'ﬁg&tﬂ’;& tl?'Fpéeé&"ﬁ"’l" B BPei  ch 106 a(e>
each defi nedaasrdedtifeiidest sElvie\CGfndistere svith the priywiples, fetutes baditenrhingRisGbdédKefeir. east
significant bits) where DMAC is the destination MAC address and SMAC is the
Source MAC addreqmom‘]mmreﬁinhavmmin if bagedHn pdrthorshaidbdrvaridn tha ldysr-2enpl ary and
ggg?;ngegl Bla;[, %%%ga 10%1 bg‘%sﬁ mt;ul% antru]ly %ll ty}leQQ r?&xm%aﬁor&hﬁ&eg\rgr ulk??/ﬁ[( (253\”\’\1 Eﬁh
egress port) apmqsision, WﬂChn#ﬂeslmoéf&erdgﬁa@é@}W 3p41‘}ﬂ§i"l'§‘é betipe tiesiEeve a
Zugsettof LAB%S:O wmdehe,mmre@malh Ebl&ﬂﬁ naas;i@m%s&hﬂm%ﬁammb?ksj da?%!d R of Eﬂe
efinition abo et packet .det erm nes e
physi cal Iml&"%ﬂ‘“ﬁqﬁ’i@h"ﬁf’d‘g \Aﬁi’dc‘?‘? a'ﬂl’:‘fhaé' rﬁf B ‘fggfo"'“pfro"rwarded
j 000341Acc0rdlatﬂginyqradldmssm@n@nmnﬁbad&am recei ved in the layer-2 switch
on the TX side (i at the_local or e[\ak &an ‘f\ a first forwarding
decision as to \/\M"@ﬁ"ﬁ@%‘i"?‘ﬁéﬁ"@ﬁ‘"ﬁq Yoy lipk &2 Vﬁﬁ‘ﬁ’ér‘hepgﬂﬁ linkstraffigde £ ar - end
(RX) side) slbmedidksotteiinkenggriagatido gop Wiih eduadnecyc afar-bd switchaecbizesditheont t he MAC
addresses. Thi s i S] esol ution
HeRestR WeShP ol ANIAS grggaﬁd ok, bARPIbIM oith bl o) Uhfisont ©

tabl e (ART) resse , uni cast or

addr esses)  adisfereatahysisd) linkgnkepafl palgnpiag M@“&Hﬂ? Blgadamoge @ °‘i‘1b%m9"é§}°ﬁ@H‘Pleas in

broadcast, ahmrma&rath@gdﬁﬁﬁxﬁ&ba@mﬂsxﬁmgﬁfrayeramnw,;rghg&ube,sbm&decalsid ng can be{}
made. Second ri I¥g the, local s ‘gu at the LACK for the Ethernet

frame by usi RYPIEPERBIOAR ILFRIOED %@"’"%8# Qs m’fﬁ"é‘mévm tch then forwards the

Et hernet frame t?oohf@a#ﬁféﬁ gp&htuy,aﬂ Jhantvmn Le:n&ldumartéa@gamh@@w ink (in
this instance or LA vaI ue

has been pre? “‘%‘t‘g’é‘fsé?l@&c“(’@ Ggen goh ot °"th 8@? é YS'cpqu;seﬁ gcz,dgon S bities

plurality of physical links between such sthches into a single logical link, The physical links so

combined, form a link aggregation group (LAG) in which each of its links is a member of the
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. SUBSTI TUTE SHEET (RULE 26) WO 20081144774PCT/ US2008/ 064600 t he assi gnnment
of LAGKs is dynam c to address changi ng network conditions, as wll be

| at er expl ai ned. [ 000351 The LAGK assi gnnents at the near-end agnd
far-end | ayer-2 switches are not required to be symetric. For exanple, the

DAC-GE in the RglhRghis My use a |ink aggregation ang&@%mmnc' ng

al gorithmthat |s distinct to the near and far-end si respectively.
Consequent | yy » A3 {s the rules at ea r-2 switch for
f or war di ng ELhern ranes e% asef °?%°rm°ﬁqneigﬁtgﬂ‘tﬁ°ﬁg?skw¥ *h the LAG
1000361 \We n“'MS‘leall‘QSFtFﬁg‘N‘r lapmﬁovordsm&uﬁm of mh:xsng Tinles bEyX@M twaywilkes (leCesSary

fromthe st aEdmerﬁb?ﬁﬂiéE&) at:él&rdbmect t'o?drm%@ﬁglg DAB R o m%iiul{‘i?%}eo?ﬁ’ rogramed
Wi t hout any jnfgrn ocut%;n on .t q’ Vghﬁ:%‘\% %cs S‘ﬁ Ic statistic or
pattern informht? o SO e pyailiy PR TS 2Hasgtedin d pyEicaldi i ne and
result in unwaflwemeeeidq forswitching mekdts with e metchsifigf Ko tackiohgpbstrell Inbphysi cal |ink
coul d be heavier OQE@B: t hat d| rected tq, another physical link in the LAG
The traffic inbal OLFRATPIER RGP Ve BYiR systrmeugh $5iReEckiRE™ misiRave ray  cause
franme | ossesplafeen,tby Hawis BeatexiNebraiispine. Ovortisville NG @dy il dnichink @dgryfion &M t he

case of traf foGadloQmeh de i Gnsmls Gl &Lu&&%%gflmgimmgué i fes\ﬂ}gg,%.;'np even

out the | oad {588 %J r ef er abl

reassi gni ng TRCREESES %ﬁﬂ%@“?’g radip dipies g1 %Fh'FYPﬂIt‘é#émdé'dmmf-"”

sof t war e- basMbpsr Bookitveqtote bof 622 Mws FaBdwiatH tha [Tk d3refakitn B dsCthvo hO s, Ly assi gn

LAGKs to ne K n ffic, conditions occur
n@\@'iﬁnd Qw@-ldi% SJ‘EHIO fi 'h%\[wo ﬁﬁ'ﬁg&%glmkcd Lhaca]gh ?ﬂr\eév'ﬁﬁm shoul d

dynam cal | y and, theref or prefera reassl gnrren
ghdynam c. Userpots. [ 000381 When i nmpl enenting a | oad bal anci ng aI gorithmto

1 eve dynanic {09@53]!@ e@a‘éw&g}e ntnlnqg' b%grg%engea{ I a0 nag”ﬁ\gci'\lraﬁ °5 ﬁterns

consi derati ons ause
preferably df ﬂ‘t’:’ E"‘FPL“ Hetithile dypantis o tolarcinges vsmmerqn Typica¥yubny necessary.

| npl emrent i ngalgokithinfbisdyiamic roamtmng&\ﬁeﬁehﬁﬂdd to HiR hggheBatioR I HahQ s t@f f i Cc | 0ad

5 el e oooag LA, AR S0 M. L 00l DECES Tt oo

i mpor t ant’ beferdrgwnialeyd tra@ammeaslsm EgffernetplatK eccesa raré ASEGE) Biondler in t he

network (li ruﬁﬁ,bd,ﬁanf:hmgoamm%ya@&pmﬁedqh %gﬁ‘éﬁ@&ty%& a&vﬁaﬁé,logm Sjupt i on.
st

one possi bl e pcen jrame s ure en traff| c
is redirected ?FHS&%)eW‘B? J]W“f?f dF‘%J’ gﬁﬁe\ﬁﬂ‘ﬁ lr‘l"éj-ﬁ atgsaPAGEE |1n this

case, franedlinkegpregation esvionmantied | i nk nay be del ayed due t.o buffering and
arrive later than franes carried by lightly |oaded |links. The tinme interval
of such 10 SUBSTiI?443Hdn g%cm*amatmn environment, user ports on the DAC-GE

provide typically Ethemnet connections. Assuming the transmit (TX) side is on the left and the

receive (RX) side is on the right, the packet frames are carried from left to right between the

radios (45, 47 to 49, 51, respectively) through transport channels that include physical links 1
C" and 2, The packet frames are carried in the opposite direction when the roles reverse (or possibly

in both directions when both can transmit and receive simultaneously). On the transmit (TX)

side, the user ports 101 rceeive and forward Ethernet frames via a layer-2 switch 106 to each
physical link member of the LAG, depending on its LAGKS (i.e., a packet is routed to a physical
link with a designates LAGK that matches its own key). For this purpose, a layer-2 switch 106
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. WD 2008/ 144774PCT/ US2008/ 064600 del ays nmay be very short (less than 40011s)
but neverthel ess can affect the traffic and require |oad balancing if it
produces synchroni zation failure. [ 00039] Anot her consi deration that
may apply to the | oad balancing algorithmis a need to provide the quickest
response possible after a frame loss is discovered in r revent
further frame I"WERBEHTA (ol ated consideration in i npl e&é’ﬂ?’i"%é&ftﬁe | oad

bal anci ng al gori .t hm may be the need to converge into a steady state of
traffic condi Tﬂﬁym@d*a%“teimsdws}Oh%daqsis‘sfgfihmdhﬂé’a*m‘%v"z%afieﬁaprrsw@m@s flepesct ed.
(0004011n onefdmbdaaigeads. t he al gorithm for dynam c l.oad bal ancing in |ink
aggregation may be divided into two parts: 1) initial allocation of LAGKSs,
and 2) dynami c | o##P3HEhefhameyframes carry sopgo end destipatiop MAC (wedis avidss @ntrad)l | ocat i on
of LAGKS i ncladetessesdh thé BHsid 0f Wieh stvitéhitly is16s00QL TheQye@d/siteitbyBtuktRtFSudes- 9

Si xt een LAGKss}”.l nt o sagbset 51{1°f IBQG(% %%d assigni nﬂ &gem to the nenbers of
the LAG The THPYIBST 8T SEQL B o5 IR AGRE™ HEOPIEU R gt MR RBY I M AIRE ¢ hat i t
forms cont i guwhieh ubsr pratidssconfiectedCivéhich devich Evithugied device bdig identi§ed by @patictap avoi d

E u bfs et f hwi t h AL adakek) % t(ljmﬁ'ghviroﬁi(&ﬂ tHerRGHS6 ﬂo-EQSlc Lm;,r‘]gd @{""L’m gﬁ&d’r@&g&é ?nmﬁay

e further c acteri.ze .a ra chasen .of fset. o S, sybse ere
the initial. B@é‘?"ﬁ%‘gﬁ’d?ﬁ “’f%ﬁée/‘“’%&ﬁ‘ﬁqggghgs HF %@Ew(‘%tﬂg?&Bsetﬁth@%@e Hs random y
gener at ed by 86K @are7algsdinated fepphiykieal Knkj ltaphLAGK subseb? (LAGKOR,hierlSpossi bil ity
i's,that the nabRlesHPihylidiFrk 22inliRciadmek, hoLACRER edch Merd QB0 BE &n DY
configuration p%gegl on | ink capacity. The weight for each subset or nenber
of the LAG ca'ﬁI ®¢onfigured depending on its link. capacity. As an
exanple, for a LAQARADyuesist St W) XORKSARNSasifdicad LoD’ S (2x155
Mops) and one with 155 I\/bgg‘)? thszg"\%i glmg)s can #gcoﬁﬁégﬁcg'glg% Li nk Wi gh(,)
LAGK subset wlste DMAIDIs tht @lestination MAC address and SMAC is the source MAC address of an

Ethernet frame (this definition is exemplary and other definitions are possible).

[00033]Note that the layer-2 switch assigns a particular LAGK uniquely to a particular
physical link (switch egress port) member of the LAG (although each physical link may have a
subset of LAGKSs (i.e., more than one LAGK) assigned to it. In view of the definition above, a-
LAGK derived from an Ethernet packet determines the physical link in a LAG through which
such Ethernet packet is forwarded. :

[00034] Accordingly, for each Ethernet frame received in the layer-2 switch on the TX
side (i.e, at the local or near-end side), a first forwarding decision as to which destination (layer-
2 switch user port at the far-end (RX) side) should receive the Ethernet frame can be made based
on the MAC addresses. This decision can be made by looking at the address resolution table
(ART} if the MAC addresscs {c.g., unicast or multicast DMAC addresses) are leamed; and if the C\
MAC addresses are not learned, as in broadcast, a forwarding decision to carry on with the
broadcasting can be made, Secondarily, the local switch calculates the LAGK for the Ethemet
{rame by using its DMAC and SMAC addresses. The switch then forwards the Ethernet frame to
the user port at the far end via the physical tink (in this instance | or 2) to which a LAGK

matching the calculated LAGK valuc has been pre-assigned (e.g., programmably). Preferably,

9
SUBSTITUTE SHEET (RULE 26)



. (4,.5, 6, 7, 8 9, 10, 11, 12, 13, 14) 155 Mps 5 (1 5, 0, 1,2, 3)

WO 2008/144774 : PCT/US2008/064600

the assignment of LAGKSs is dynamic to address changing network conditions, as will be later

explained.

[00035) The LAGK assignments at the near-end and far-end layer-2 switches are not
required to be symmetric. For example, the DAC-GE in the Eclipsc™ may use a link aggregation
and load balancing algorithm that is distinct to the near and far-end sides, respectively.
Consequently, the LAGK assignments set the rules at each layer-2 switch for forwarding
Ethemet frames traffic to the physical links within the LAG.

100036) When forwarding traffic, load balancing in LAGs may be necessary from the start
because the initial assignments of LAGKs may be programmed without any information on
traffic conditions such as traffic statistic or pattern information. Moreover, traffic conditions may
change with time and result in unbalanced traffic load. The traffic directed to one physical link
could be heavier than that directed to another physical link in the LAG. The traffic imbalance
and, in tum, overloaded physical links, may cause frame losses due to buffer overflow or
increased weiting delays. In the case of traffic load imbalance, redistribution of the load can help

even out the load.

[00037|Preferably, load balancing is achieved by reassigning LAGKSs. Load balancing is
typically implemented as software-based reconfiguration by reprogramming the switch 107 to
assign LAGKs to members in a LAG, In reality, changes in traffic conditions cccur dynamically
and, therefore, preferably; reassignment of the LAGKs should be dynamic,

[00038]When implementirig a load balancing algorithm to achieve dynamic load
balancing in link aggregation, a number of considerations may apply. For instance, because load
balancing is preferably dynamic, it can be carried out only when it is truly necessary.
Implementing it this way reduces overhead. That is, cven when traffic load is unbalanced among
LAG members, load balancing is not necessary unless there is a problem such as loss of frames.
‘This consideration may be important becuuse any reallocation of LAGKs can cause disorder in
the network (links) configuration and possibly momentary traffic disruption. In one possible
scenario, frame synchronization failure may exist when traffic is redirected from a very crowded
link to one with light traffic. In this case, frames sent via a crowded link may be delayed duc to

buffering and arrive later than frames carried by lightly loaded links. The time interval of such
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. Total 16 (0004211n Pigure 1B, a diagramis shown of a possible
configuration for this exanple on the aforenentioned Eclipse" platform
This configuration is based on radios (e.g., 45 and 47 at 11 SUBSTI TUTE
SHEET (RULE 26) WO 2008/ 144774PCT/ US2008/ 064600

WO 2008/144774 PCT/US2008/064600

delays may be very short (less than 400ps) but nevertheless can affect the traffic and require load

balancing if it produces synchronization failure.

t

[00039] Another consideration that may apply to the load balancing algorithm is a need to
provide the quickest response possible after a frame loss is discovered in order to prevent further
frame losses. A related consideration in implementing the load balancing algorithm may be the
need to converge into a steady state of traffic conditions as quickly as possible after a failure is
detected,

~o

[00040]In one instance, the algorithm for dynamic load balancing in link aggregation
may be divided into two parts: 1) initial allocation of LAGKS, and 2) dynamic load balancing.

{00041]The part of initial allocation of LAGKS includes dividing the total number-of
avoilable LAGKS (e.g., sixteen LAGKS) into subsets of LAGKs and assigning them to the
members of the LAG. The initial allocation of LAGKs may be characterized in that it forms (\ \)
contiguous blocks of LAGKSs in the subsets, This is useful to avoid subsets with all odd or all
even LAGKSs. The initial LAGKSs allocation may be further characterized by a randomly chosen
offset of LAGKS subset where the initial-position of the contiguous block (subset) of LAGKSs is
randomly generated by software each time the switch is reset. Another possibility is that the
numbers of LAGKs allocated for each link are weighted by configuration based on link capacity.
The weight for each subset or member of the LAG ¢an be configured depending on its link,
capacity. As an example, for a LAQ that consists of two links (one with 311 Mbps (2x155
Mbps) and one with 155 Mbps) the weights can be configured as:

Link Weight LAGK subset
311 Mbps Il 4,56,7,8,9,10, 11,

12,13, 14) )
155 Mbps 5 (15,0, 1,2,3) )
Total 16

{00042]In Figurc 1B, a diagram is shown of a possible configuration for this examplc on

the aforementioned Eclipse™ platform. This configuration is based on radios (e.g., 45 and 47 at
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. the near-end and 49 and 51 at the far-end) linked to each other via
respective user ports 4-such as the optical ports - that are bridged as
shown. The bridging of user ports of respective switches forns a chain of
nmul tiple radios to create |ink aggregation. In this instance, bridging

all ows two phy ks to be conbined and forma s ith the 16
avai | abl e LAG §°3@|L’W gd bet ween nenber |inks of the EQ%J l)Iﬂhe ports have,
respectively, 311 Mops and 155 Mops | ink capacity, and the total bandw dth
of the link t&ggﬁa@@sw’o”ﬁ apchSiaphe f“éi'é’?rb‘}kéd‘Pga“EB'é“Wﬁ%sP“%‘éF‘ﬁﬁtﬁ?'?sdrrédﬂl the
assi gnnment 0ofs theAplical goaedthntate bhidged yoaier. The baitglng T Ssed AT respedtilid ﬁntﬂfé@ﬁm e,

the LAGKs as

(different a@ mmﬁm ﬂ*ﬂlt}pﬂ%ﬂ%% 6%8’2@{(%% %{?g?lng)s?’le}ggc%bndéx%a ovsetw(o)ne coul d
cont enpl at e BityEcahliks foe compbjned padyorm afinglg LAGvdBhs1g a%“@‘%ﬁemflﬁf-srﬂt"@&@gr egati on,

i f the seconsknsesh inedibel Bifks offhd [SAG.aRE potsihidel retsﬁbcs@ty BN MPsladdi1 95 mbps ik K

B g i SREROS A Ghin pARLIE o ARetddh B dis BGRb RIBENRR by (V) 0T 1P

Ecl i pse pl at weverse second st age" 1ink
aggr egat i on Wﬂ}}""ﬂfé tbﬁﬁéﬁ'ﬂ@\ﬁ“‘@ébﬁﬁ%@""e‘? nof Wéwﬂ@stm ?f’ét%@%@@s gfemplnghiees s
traffic to tbhecreaagthetist thehkar and far-endOdEhdkb SpRmSAE ATELrepeu bacPéndf. e f or egoi ng
algorithmis the dynam c | oad bal ancing part. Dynam c | oad balancing is
preferably based (WAd3ffigm the &ireghing kxamplo arsi coyld coatymelsts tspbssibilitysf buidss and egr ess

data rate peégedofdifa cHW%%ﬁ%Ltlcjn. ﬂﬁhw &@cﬂx@%ﬁc‘}{ 10@%@&%@%&5&%&%&%& he maxi mum
data rate supporte

| i nk i nfformation is
used as trig “5%‘63“5“115‘&?15@%’@ ¥6‘Fh 'Tslflﬁﬂ“ ‘BESP'&WE?"H@Q"“‘I‘&@D@t&%g@pﬁst at us
i pfor mat i on plxtesm)s Praferablsichp wiver, building et ‘bond plagel) inlfaggrrgatién regybe swidesed  RAM
fraie drop dy@adsofiGbriofed LABRSSHihgrdstdierto hotect@SR@NYSi cal 1ink (port) of
LAG etc. The neans for establishing egress data rate per LAGK may be
i npl enented in tS043NGEEEcendpREA the brgdngpipefitom iehobnadulidalahdrg peach LACK.

These count ebgnamfca}éa%ﬁmmg lsvaférswbasiamwa&ﬁ, atﬁ %es{%er%@aﬁxpal#dAK in, for

i nst ance, seconds tine intervals the traffic | oad
associ at ed wWP&HS Siadpe By LAGK- ’I’.*)ﬂé%‘r‘(’éh“kt%“m‘bfa‘ﬂaf‘?ﬁﬁ’%’ Berrgrm fartter t he
| oad bal anci figported by the phfélHink| Thetefyess statseinfoimation ik usa@ Grregiattb ORgubtdorchai ned

| NUs ( chal neflisghoiRorted 3Bt 9% e bl b AU Q5SS S e TR -,eaul T &

har dwar e suppor ORIUNT CAE N 0 0 thai ned
INU s LAGK pesed BAbfafaes deapulne terask Dﬂthemp@wff@fqmm:ahmw fitlelper) oA G ete.

i npl ement ed iR rﬁdﬂns&'&tcﬁﬁﬂﬂﬁﬂngb:'gﬁss dRta P4 L AGRY mby Bed@ifleménttd O DAG LR sUNI t
(BPDU) Vi a a&ﬁE‘% netf i nterface Sf:' %gq% the i nternal, CPU of the
switch). ThefRAH WL Perprmeacs SRt E°§°aatf 3 B4 FHAETS BISSIE the Sprreptsiay refe,
SUBSTI TUTE StiiEktps) fRtdia¢h L2269 in, fn 2006 112 t70nd RTTE iS40 8Yib AG0aigbefltt@anci ng

pur poses shoilsf 108 2tddGarkt Jnlhr@éh%f{h@‘ﬂl«@KL ki3l &ﬂmeantprfdn%h&?&le fha t he user
interface capacit which is typically 100 5 004611 n each I Ny,

the DAC-CGE c i) deS| gned with a proceSS| ng engl ne for perform ng the

déﬁm’ c | oad bal I ut .hg . rapid
channel failure gjg&ls tglmggg @B@%%aﬂﬁ F’]'e t W&hmg‘% uscr Ods ?ﬁ%}’i on.

Vari ous confﬁhgt@reawmge"@rmnv FFGU'BA@FdﬁEca‘IPEDW%‘?a @nmuvrmvgwanrul;o shmn i n
Figures 2A, RBcraiel IRC:s LATK pi6ifhdeRbunfaSTIE Per®MRAnGY Sudertiah S¥\ahRmak& St ed

| 0gi ¢ ci  out bryeTRER s BBk gE gl Bhot G PERES pbfhE| 5 0 e

"FPGA- based (pswed bxb ngmehEfithe theowitd. e wirdaplink capsgiynfithe chginalpbits for load
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» 1000471An inplenmentation on the DAC- GE of an FPGA-based processing engine
for this purpose is depicted in Figures 2A, 25 and 2C. In particular,
Figure 2A is a block diagramshowing a DAC-GE in the INU of a node in a

wi rel ess communi cati on system The DAC-GE i ncludes functionality that
enhances failure detection and recovery w thout conpr oughput
provi ding, for VAYHEE bel ow-50ns failure response tﬁr@s%“n AC- GE
interfaces with a custonmer data systemvia user ports 101 on one side and
with a radi o barodrgovrarcsishorthe) thaduregte rdiglinkicppasity insad efahedsw ifthe RAC 1 ows
to an out door cyRit, whichlstypitity(bto Mbpspl i t nount system such as the Eclipse")
and through the antenna y£3 and wirelessrlirdc 60. In the 1INU, a TDM (tinme
di vi si on nmul ti pl ef008Hg)in krals INL the PAGYG Rias be dvsigisd wkiboprecessimegogite foshi ch vari ous
cards such as,d{efae RAK bloabl hdNeGh BmaDREHE, dihRpy RiG3D ar e

connected. The NCC I nc

114 an S as bits master
control ling aftyedt %VW%@@&‘FF@HE%’%HE*F%ﬂgﬁfﬂ’f‘ n\éa“f"ffé“ﬁn %é'?cd 41.
[ 00048JAs furDhemmalm;bleanthBGés sROLh in Bigurekcd, 2B artdi2€, B¥\Gefaredclesign 41 and its
functi onal i tye@ yR b PR sdifed ,gﬁakenraa&nqn Ihedha¥sip, %skd P eddRREGRRERe,  LACK

rate (data rat noni torin accumul ati1on, anpd d tectllglp éa'scarrler
failures. The®(eHe lqgigcicytry '?f‘aa‘bth&‘am%wm‘w%w floqeixs)y & they “ive to
perform a dat pro¢essing chgirel’ braimphg poodsibgragindipl anci ng contr ol functl on
(including nonitoring the LAGKs rates accunul ated by the FPGA 200 in the

LAKG t abl e 208 an¢hotegA CinBPmiHi@itn axahetmicgg%fdwamuaseh g.aelesmgeagma wmghis | N

t t f . itch
L Al

switch 106 (Fslgwmes%cﬁﬁaympm hfeunéwwﬁ%ﬁfoymwfmetmw@m’mﬁw GFai | abl e -

Cﬁr riers. Theigthdt f‘\h&xohaﬁtydh&‘i&ﬂ'nhrbbktfﬂﬁrc\&b@cuﬁﬁlﬁ)d$66b\tcﬁ)hv1th6uttc5tﬁpr%§;n§£ card but
the CPU in t

he N | 3 .SUBSTI TUT E (
D00811447 74 PCHETHER TR B AP 45RE T Sefal?fe"c'?)sﬁ?’?“ I RAC PR interfies wor ds,
t he switch onwithecuBy@erCRe mtpldwagsedmmlmlomﬁlqee&%wﬁ ayediesrcesnnel(RAGht r ol of
the CPU in thesdie dark. dmélﬁﬁ%dmtm-m@ktmoﬁ:ﬁ@kmr@ndmsa@usenn@m ) of the
FPGA. [ 00049] Note that there co Id be n;gi é@ %‘?‘Fﬁﬁ'ﬁ% \M;ﬁgthe
particul ar nodistereeh At thekclipgdanditoysh e gatenmg B Dt PIFRNYyAt em
Never t hel ess, Thigtiheddsiahvifdxng) s tofpaividert: ldebaetirorgh shith vaoeeedy
Oper atl ons Of tﬁastPn% CCOJ;DtIaO 93!'& @b&%‘ep tGEIﬁ_r'l @ g On.[?CfCtC&]q{l)éNéé]d t hey

beneficially faeh e ne end ure ectlon recovery and
| oad bal anci nglclU%Pef@Wf11ﬂe“(lf@°é?f'lsé‘t°cq“?ﬂ@“‘°f F@“@A&GB@SZE’I theiyarisreicals depl oyed
in the INU of jgtdihBashac-oB cgfi 4nodes in such system [ 00050j As shown in

the bl ock diagramof the DAC-GE, at Figure 2B, the layer-2 switch 106
i ncl udes the swit g ;%Agfermephwammmw%mtﬁeéﬂé@f&mn Btiaf r ames

entering the switch user 1 are gueue ranspmt buffers

120, 122 by t factiopglitydnpradded %P‘é'“%g@ e leyprp dnk ASEERAH O BAfd‘ﬁéa'f) P channel 121
123 (based, f ﬁhbmloﬁﬁg‘.a&dlﬁtﬁumﬂlﬂoxalmﬂtddﬂﬁs sf cargiscTihilutes Ohe CRUN &Y in thiEhade cortthle FPGA C )

200 is Confl gur & (?JC 2}71' Eé‘p%; ﬁﬁg% Eek« L an Dﬁ%xtgmng% Bgid)ﬁian& ltltl'()f fuﬁtﬁgr? in

order to derive data rat orvvar

Et her net f r anfiesluing moniteene L AGKsrejescqupylgied by tb*‘eF"I%&GOQM%L%%'ﬂP‘H%“TDM bus

110. In accor gRRedsivy vHon @ R:z& Qe d B beladclh®). MPEsPonddd idpSt Mainhd gw Bd id 0
derlvetheDIthlA]\ fromthe
E

tinatio
i nter Cept ed ﬁ@&ﬂgfafFﬁﬁ§§E§h5W%£%§ '"@&ff%ﬁ%?%?ﬁé%m8%ﬂ¥ﬂtmﬂ LSB (I east
si gni fi cant bictwligud the swasctDNVBC i gunad ISMA@ ﬂneolcwatipemyaf he remeininAGiilablks ment i oned,
the FPGA accu%lc@t'ﬁﬁt&!}ﬁglsgﬁlrﬁ&l%ﬁ% e Q&e'ﬂl@@@éﬁi #PBe CPU in thed@ROS1] As
ment i oned above, k aggregation Is used I n point-to-point conmunications
with multiple phy5|cal links (trunks) to group theminto one pipe instead
of the Iinks working i ndependently. For this purpose, the LAGKs are used as
identifiers of Ethernet franes traffic segnents for sw tching decisions
(whi ch segnent goes to which physical link) and as tool for creating | oad
bal anci ng. Thus, in this enbedinent, ths calculated LAGK is one of 16
possi bl e LAGKs and it correspondeBsOTWOMESHEET JRILEG@S in a LACK data rate
tabl e 208. The second colum of this table includes the data rates for each
of the 16 LAGKs. These rates are updated according to the LAKGs derived
fromthe Ethernet frame traffic. 14 SUBSTI TUTE SHEET ( RULE 26)



- WD 20081144774PCT/ US20081064600 [ 000521The information in the LAGK
rate table 208 is available to the Iink aggregation |oad bal anci ng contr ol
115 in the NCC 21 which, in this enbodinent, is a software nodul e tasked
with processing the data rate information. Specifically, the link
aggregation | oad bal anci ng control nodule 115 obtains _the transmt channel
buf fer status YPEHHE | ayer-2 switch 106 and in conbfREEPHHH h t he data
rate (LAGKs rate) information fromthe LAGK rate table it can determ ne how
best to realchrddees erdeenfigi@icy. Inpther vierds, thoswiteh amtbeDARCE @uids dmarderdle of a

traffic | oagechifipale@iMagr colitbli Hf tROCHUR 13 NERI¥BA baskPorl Jp&rakinhafurdictléam of Figure
3A, it dem)nséh?&’éa nitoring control of |oad bal ancing upon di scovering a

triggering &WF ‘AShovvn, there is no | oad bal ancing activity as |ong as

there is steady-state operation 135. However, once a tri gqgeri ng event (1)

i s discovered, dAWH%Hstethgkthergpoulihe pwitigle hangheiwesnthegrrtipwraodegpatitnce or ot her
failures, theddsmakk wisleaBinR@nicaibisispkerTByvealtelessy it Rad bdanbiogshd ptbanci ng t ask.
Upon recover h t z ti o d the | oad
Dl anci ng. ¢ ALpaTx b ERRESr i R bn sk Mot AR By Ry Beaine0C 0
213, the marbseficiplly fgHitReneiwask @dfiq-god failuisdeientian sroveryand atbalsatizaci ng cont r ol
115 per f or mMdréoser) t6 8lefhrativa)thd DECIGES sioald bbdeplopdd|ieme INE6F atlesdtivbef of ways

one exanpl e i .S provided below as an algorithmin the formof a set
of program i"gésefw&%‘tﬁﬁqﬁgﬁ%' [ 00054) 1n general termnms, the dynam c | oad

bal anci ng al gori incl udes nitorin h si.cal lLinks in_the LAG and
traffic I oad upo‘%’%‘@? %H&‘%‘Pﬁrﬁ?ﬁh‘é'aﬁ‘ﬁ‘agf‘l}‘%‘g@%r ﬂgbggwabtlg‘i:’ﬂeﬁés'ﬁtd?rane drop
(fouf f er overlP6 welpdes tha siitchipg logia d0%and naermosts 1 (i gEthdmet framies endeting thafwilch 186at a r at es

o cal cul atyid|Ger GO 106 ROMHLEGR ket bitrels Q801922 LT BR siebde Wekc187 lohe! udes
Once |1 nk over] oad

detecting conditions that trigger |o hal anci ng. Kk
condi tions dPEM&R ‘éE‘P’é"B?}"’?’}? qqg]z}a Wﬁ'&?fd?sﬁ@“ PHdsesEresitiontableh, Thra.
triggered pricoBPGAROR lyserdigaredtodrtéreept the switchedputipirg\Eilicngtfiamexiapdeito eriveo t ake

over some Ofsdifenl BACAGKs and dHPRRARUYRIRorBEEinEhE Rhuhéé frohfife PACBE RS
al gorithm includi n%n%ro _r,aﬁ\m instructions for ap initialization and the

dynani ¢ | oad®BEHERA M e TRNEbusil 10. faccordanss gith ppesmbediment, the FEEH %2 m as
follows: /* ifcopfigated @ defiVe the DA @estinatonST 2 12)and SMAC (6sintes MAT Ak ivii t hm of
Dynam ¢ Loa i (P i *, * CD i . 2 - 2007,
1S st v a0l Bhcnfiabnbd iy GHGREGROR Bkl gn 46 PN AARluARER
bits) of the DMAC and SMAC to calculate the LAGK. As mentioned, the FPGA accumulates the
calculated LAGKs in table 208.

[00051jAs mentioned above, link aggregation is used in point-to-point communications
with multiple physical links (trunks) to group them into one pipe instead of the links working
independently. For this purpose, the LAGKSs are used as identifiers of Ethernet frames traffic

C segments for switching decisions (which segment goes ta which physical link) and as tool for
creating load balancing, Thus, in this embodiment, the calculated LAGK is one of 16 possible
LAGKs and it corresponds to one of 16 rows in a LAGK data rate table 208. The second column
of this table includes the data rates for cach of the 16 LAGKs. These rates are updated according
to the LAKGs derived from the Ethemet frame traffic. '
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: /**,*****j****/ /4 Define */ #define K 16/* Maxi mum nunber of |ink
aggregation keys 4/ int N;/4 Nunber of physical |inks of the LAG 4/ int
RIK]; Pl Data rate of Iink aggregation key k fromFPGA */ int WN];/* Weight
or nunber of |ink aggregation keys assigned for link n bool FDrop[N; I*

True or False for frame drop on link n */ int LACK[ N of link
aggregation key¥o ¥ Ht ed to link n 4/ int Rate[N; [r,léll'q,x%{omzfoa?troafflc rate

in Kops on link n */ int Cap[N); Is Capacity in Kbps (radio link) of the
link n */ int LodofosfiThe/idforfnatdniin be LoGH ra(eoabmfi 'sehmlrﬂr'ﬁue the link degEERBY as

Ilgg_;( (R([)n]lgq rf(}azl baléncnhé‘éon&@’flﬂ-@ﬁﬂ NOC21 vk, fid tRiventidaris dsdfieMelmodile t raf fi

tasked with processing the data rate information. Specifically, the link aggregation load
balancing control module 115 obtains the transmil channel buffer status from the layer-2 switch
106 and in combination with the data rate (LAGKSs rate) infonnation from the LAGK rate table it
cen determine how best to reallocate the LAGKS in order to balance the load in case of & traffic
load imbalance. Turning for a moment to the state diagram of Figure 3.A, it demonstrates
monitoring contral of load balancing upon discovering a triggering event. As shown, there is no
load balancing activity as long as there is steady-state operation 135. However, once a triggering
event (1) is discoveped, such as loss of packets, substantial load imbalance or other failures, the
load balancing control may activate the load balancing task. Upon recovery the system reaches

steady-state operations and the load balancing task can cease its operation.

[00053) Tuming back to Figure 2B, the manner in which the software module of the load
balancing control 115 performs its load balancing task can be implemented a number of ways
one example of which is provided below as an algorithm in the form of a set of program

instructions.

[00054}In general terms; the dynamic load balancing algorithm includes monitoring the
physical links in the LAG and traffic load updating. The traffic updating includes detecting a
frame drop (buffer overflow) condition and accumulating the related traffic data rates for
calculating corresponding traffic loads. The monitoring includes detecting conditions that trigger
load balancing. Once link overloed conditions are detected, the load balancing described above
can be triggered provided there are other links with available capacity to take over some of the
load.

R

[00055]Mare specifically, the proposed algorithm, including program instructions for an {
initialization and the dynamic load balancing main loop, is described in a pseuda-C program as

follows:

/*“**l‘**‘**lﬁ***‘#**i‘*i‘*i****t#ti*ﬁil*#‘i*l‘*t!*it*.i*i‘ti*#/
/* A pseudo-"C" program that describes DAC-GE's %/

/* Algorithm of Dynamic Load Balancing for Link Aggregation */

/* Copyright 2005-2007, Harris Stratex Networks Inc. */
/-Hl*#IO**1‘4*#*###**##*###**thﬂlii'ﬂl'l'O!N"l'##*i##ti*tt#i#*##*#tt#/
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. int, Mn_Load; /4 Level of traffic |load (0-101) below which nore traffic is
allov\ed *l tp*************#***/ /* |n|t|a||zat|0n */ /******************/

| * Randomly chose an initial LAXK offset (0-1S) */ |1CO = Random(K); for
(n=0; n<N;, n++) I* for all physical links of LAG */ /4 Allocate subset
LAGK[N] with its wei ght 4/ for (k=0; k<Wn]; k-H) LAG({'”%[J@F:L = (KO + k) %
K; /4 waps arS0A% 8™ when k>15 *1 KO = KO + Wn]; F*UR Y% set starts
at end of this block 4/ (44x***x**x*x*xx] [4 Main Loop *| [4Llt***x**xkkxsk]
/*main |oop for | oad balancing 4/ while(not_end & not_config_reset) /4
update traffic I;Q':%d'gf’"é'fl links of LAG */ for (n=0; n<N, n+F) IsS

efine ¥/
/*####*tti#/

#define K 16 /* Maximum number of link aggregation keys */

it N; /* Number of physics! links of the LAG %/

int R[K]; /* Data rate of link aggregation key k from FPGA */

int W[N], /* Weight or number of link aggregation keys assigned for link n */
bool FDrop[N]; /* True or False for frame drop on link n */

int LAGK[N][K}; /* Set of link aggregation keys allocated to link n */

int Rate[N]; /* Total traffic rate in Kbps on link n */

int CapN}; /* Capacity in Kbps (radijo link) of the link n */

int Load[N]; /* Traffic load (0-101) on link {, measured as 100*(R[n}/C[n]) */

int Max_Load; /* Overflow Threshold level of traffic load (0-101)%/

int Min_Load; /* Level of traffic load (0-101) below which more traffic is allowed */

hY
(:J JErekiopk kR ok

/* Initialization */
/*‘**i#*#t**#**‘***/

/* Randomly chose an initial LAGK offset (0-15) */
KO = Random(K);

for (n=0; n<N; n++) /* for all physical Jinks of LAG %/

{
/* Allocate subset LAGK({n] with its weight */

for (k=0; k<W[n]; k++)

LAGK[n][k] = (KO + k) % K; /* wraps around to 0 when k>15 ¥/

KO = KO + W[n]; /* next offset staris at end of this block */
}

“ /*tt#tﬂlt**##*t/
-C" /* Main Loop */

. PEER RS )

/* main loop for load balancing */
while(not_end && not_config_reset)

{* update traftic load of all links of LAG */
for (n=0; n<N; n++)

{

16
SUBSTITUTE SHEET (RULE 26)



. SUBSTI TUTE SHEET (RULE 26) /* detect the condition franme dro

: p (buffer
overflow) 4/ if (FDrop[n] TRUE) Load[n] = 101; /4 Overflow condi(tion */
else /4 first update traffic data rate for link n */ Rate[n] = 0; for (k=0;
k<Wn]; k++) Ratetn] += RILAGK[n][Kk]]; /4 accunul ate related LAGK data rate

IV /* calculate the traffic |load 4/ Load[n)F. 100 * -
end of update NGB Road 4/ Ln) 00 * (RRhRthdenbatel N1) |

/* detect the condition frame drop (buffer overflow) */
if (FDrop{n] == TRUE)

Load[n} = 101; /* Overflow condition */
}

clse

{

/* first update traffic data rate for link n ¥/
Rate[n] = 0;
for (k=0; k<WIn]; k++)

Rate[n] += R[LAGK]n][k]]; /* accumulate related LAGK data rate */
}

/* calculate the traffic load */
Load{n] = 100 * (Rate[n]/Cap[n});

-

} . _ .
} /* end of update traffic load */ (

{* monitor all links */
for (n=0; n<N; n++)

/* detect the condition that triggers load balancing */
if (Loed[n] >= Max_Load)

/* check for existence of another link with spare capacity */
for (s=0; s<N; s++)

if (s = n) continue; /* jump on itsclf */
if (Load[s] < Min_Load)

/* Find a suitable key k from link n to link s, in order to balance the load.
Tt depends on its date rate R[k] such that resulting Rate[s]<Max_Load */

k = transfer_suitable_ LAGK(n, 3); (._.)
/* if found a suitable key to transfer, jump to next link */ '
if (k == NULL) continue;

/* spare link s add one LAGK and its data rate */
W(s]++;

Rate[s] = Ratefs] + R[k];

Load[s] = 100 * (Rate[s)/Cap[s]);

17
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o *

transfer _suitable LAGK(n, a); /4 if found a suitable key to transfer

noni tor

to next i

.

all links 4/ for (n=0; n<N, n++) /4 detect the condition that
triggers load balancing */ if (Load[n] >= Max_Load) /* check for existence
of anot her
conti nue;

link with spare capacity *I for (s=0; s<N, s++) if (sn)

[* junmp on itself */ if (Load[s] < Mn_Load) /* Find a suitable
key k fromlink nto link s, in order to bal ance the | oad. It depends on
its date rate V20pf1agUch t hat resul ting Ratc[s] <Max_|XSFFP52008/064600

nk 4.1 if (k /=so®idilijk €Bdtrad b LAGK and its data rate */
Wn)--;
Rate[n} = Rate[n] - R[k];
Load[n] = 100 ¥ (Rate{n}/Cap[n]);

' /* if resulting load on link n is below overflow threshold, finish
load balancing for it ¢/
if (Load[n] < Max_Load) break; /* exit from for (s=0; s<N; s++) */
}
}

} /* end of monitoring all link */
} /* while */

J3ekdbikkdknkkd RPN Wkom koo dhAkokkf

{00056)To implement this algorithin, as shown in Figure 2C, the FPGA-based procegsing
engine 200 is deployed with a LAGKs rate monitoring function to facilitate the dynamic load
balancing for the layer-2 link aggregation. The processing engine 200 is shown operatively
connected to the transport channels TC1/TC2 (121, 123) for receiving packets from the layer-2
switch (106 Figure 2B). At an opposing end, the processing engine is operatively connected to
the backplane interface (110, Figure 2A). The processing engine is configured to transform the
packets it receives into suitable blocks (with associated time slots) to be carried by the backplane

to the wireless communication Jinks.

[00057]For the LAGKs rate monitoring function, the processing engine 200 intercepts
incoming packets 121 via its LAGK monitor 206 and derives the LAGKSs from packets using, in
this case, the XOR funclion. The sizes of the Ethernet frames associated with the derived
LAGKas are accumulated in the aforementioned LAGKSs rate table 208 (which has a row for each
LAGK). Each time a LAGK is derived, its row in the table is incremented by the associated
Ethernet frame size, The values in the table indicate the number of throughput rate for cach
LACK. Hence, the traffic Joad can be obscrved by monitoring the values inside the table. Higher
valucs indicate heavier traffic load for such LAGK, and in tum heavier_ traffic load on the

corresponding physical link,

18
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. /* spare link s add one LAGK and its data rate */ Wsi++1 Ra
E k te[s] Rate[s
RN, Load[s] = 100 * (Rate[s]/Cap{s)); 17 SUBSTI TUTE SHEET ( RULE %6) MEJ
2008/ 144774PM 620081064600 /* crowded link n substract one LAGK arid its

data rate */ Wn]--; Rate[n] = Rate[n] R k]; Load[n] = 100
(Rate[n]/Cap[n]); /* if resulting load on link n is below overfl|ow
t hreshol d, fi niyghek@adsbal ancing for it */ PCT/US2008/064600

{00058] As further shown, it is possible to combine in a processing engine the failure
detection and restoration with the foregoing dynamic load balancing and utilize both for the
layer-2 link aggregation. Thus, in one embodiment, the detection of failure and restoration and
recovery of links is also implemented on the DAC-GE in the aforementioned FPGA-based:
processing engine. Advantageously, the link aggregation in combination with such hardware-
assisted RCFD algorithm may allow failure response and recovery within hundreds of
microseconds rather than the seconds it would take when using a standard messaging approach.
In particular, with the DAC-GE installed in the INUs of a wireless radio system it would be able
to operate at twice the speed using two radio Jinks and sending packets on each channel. The
RCFD algorithm is resilient to error propagation and eliminates unnecessary switchover.
Because of the fast detection of a link failure or fading conditions the protected system will

rapidly swilch to a single link. The redundancy characteristics of a LAG in combination with the

~—

RCFD algorithm operate to redirect the traffic among the remaining reliable physical links. The (
switching and queuing of the packets is reorganized by a link aggregation contro! task residing in
the Bthernet switch present in the DAC-GE.

[00059] Additionally, taking advantage of the unidirectional failure detection capabilities
of an RCFD algorithm, a link aggregation system could have an asymmetric behavior by having
the fuall link throughput available in one direction while using only a limited throughput (due to
unidirectional link failure) in the other. This is the case of video-broadcasting systems or othex
applications that heavily use broadcast or multicast transmission or that are asymmetric in nature.
From the dynamic load balancing design prospective, it is possible to keep the link and perform

load balancing only in one direction and not the other.

[00060]As implemented, the health of a carricr (fink) is conveyed in an extended header
to nodes on both sides of the link (¢.g., at cach end of the wireless communication link). L\
Specifically, the processing engine 200 in the DAC-GE at each node keeps the extended header .
with the TX and RX status information. The TX statug is a reflection of the far end node’s RX
stalus indicator that is conveyed in the header of the received puckets. The RX status is
computed based on information obtained from the traffic alignment indicator 314 as well as the
received packets and their integrity. The traffic alignment is intended for maintaining the

integrity of packets that have been divided into segments and need to be re-constructed properly.
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.if (Load[n] < Max_Load) break; /* exit fromfor (s=0; s<N, s+-1-) *I 1)
Pl' end of nonitoring all link */ while */ [****x**xx*x*xx%%x END

FoR kR kokkok ok ok ok kk k| [ 00056] To i nplenent this algorithm as shown in Figure
2C, the FPGA-based processing engine 200 is deployed with a LAGCs rate
nonitoring funﬁ\éz&@n{% facilitate the dynam c | oad baI rﬁézﬁ'og/o&&'& t he

| ayer-2 |ink aggregation. The processing engine 200 i$§ own operatlvely
connected to the trans;t)ort channels TC1l/ TC2 (121, 123) for receiving
packets fronnthiedesigyase %f"%‘?/ﬁgi“éﬂe’("i‘(‘)‘@sﬁlc‘&&i’dé“sg'ﬁ“ of fie SYRPMISPAYION 9greBind, t he
processi ng epugicater carsierafrey spécificatloys. connect ed to the baci cpl ane interface
(110, Figure 2A). The processing engine is configured to transformthe

packets it recei mommesem%mcisam&cﬂnhnsiﬁ&n(omménpﬁﬁa%b.%&%oat,@i@cé}&&S) to be

can-led by th t n
1000571For tHe™ ? Eﬁée‘%g‘fag a?rﬁnn'ilﬂ soh\rl\/!dng (fer§ ?:'T"fgpuh q‘iui'gcpl?‘:&“cﬁ'é’%?aﬁﬁe“é'ffﬂl°ﬂe 200
i nt ercept s i meosgister>0daehesdnts ticxate ipjmicrpseconds A@Ktharpasket werd@ngimdvitierit ves t he

LAGKs from pagdssihsniag h Redp-alive pscmt%unaascﬁe traktQontitdné Iﬂegaakaraecellm?esmzes ?L the
at e e

Et her net franes t.he deri r
o ement | ooBERr AR RE e Riva o5 Bt G Sife i MR Lo " B
time a LACK beforgiderlaningdn idietRX vrggaut ThetORE velidotion threshpld cagisteedit! e@rebtyltsttlhe

associ at ed ﬁ&%amsonzeemeg&ucﬁ IéiasmlvmmvéBbkrs%eleeabfl&derws‘r@zﬁxthe number
| oad can_be observed

of throughput ﬁte f eac q& %

by moni t or i n§*HE ﬁé%" ¢ FEiCRE R E}f’éeg‘s'i‘-‘lf ﬁﬁé‘?”“\?ﬂ‘l‘sdlé?“i“hﬂf’f:at e heavi er
traffic | oadwhwutxsubﬁld CBA@chctaM wikhhaveiforye rpecived ér order tof change RE alduofont he

cory espondi Ngoplhiad OB b ustipudth GUESTLELEE: & ERorbiRle okl s )¥Potns

2 [ 144774P /U82008/0 460 00581As further shown, It is possible
to conbine i % ab’F%°6’é‘§g’ Ffd’lfﬂ?“f he-failure detection and restoration
with the foregoi % nam ¢ | oad bal anci n? and utilize both for the | ayer-2

| i nk aggr egat i on00§8ifne of the rspnirementon thidrifire delsetiop algerithm io bsrindepgniqnt e and
restorati on asfthe p;@@mroypagfoad tralffkcSin (he clain30Té VeHbRAEME® SheRftqiiR@ed)e CE i N t he

af orenenti on S i, nk

aggr egat i on ﬁ °" dcs%?'%(?(p&?%qﬁ éb&g'fﬁ’%ﬁ%%@g%?@ﬂ’égg&? Qﬁgﬁ%ﬂwf §5r7t hm may
al low fail urélﬂtr@épemsle thediok statusolhe faymatiof tiepr-#livn dackal és besicelly be Omeimds rat her
than the secRpda phyloadDitkd fondlt SutiiBslt I8 pdyBadseBrhahP ARk RHIRGhAGtARPT 0ach. I n
particular, w.gth the AC-GE installed in-the INUs of a wireless radio
systemit wotfddntesEty Atfprmatios- operate at tw ce the speed using two radio |inks
and sendi ng paCkWoﬁssﬂ%tﬁﬁ&EeQ Q?me:@ﬁ:ltﬁ@ﬂﬁy@éaﬂﬂikﬁ&%sb&éﬁdel rent to

error propagation and elininates unnecessarl{e Swi t chqver.  Because of the
fast detect i BaGwgen tvA Etheraetsyritchesds typically intpnde sachipvsincreased link axpilabifidy sy st em
wi || rapidl yandbardd@lathivehilaawidingliep finhition. Hoeeves, dhigidetentioy and lt@rs@itdhig inshi cs of a

L " oOmD! SRt bl OB e AR RS e efbliile e traffic

ng t he renal si cal
seconds usmg a standard mcssagmg approach. Thus, to achieve or cxceed carrier class Ethernet

transport channel standards the link aggregation depends on fast failure detection and recovery

implemented, for example, os deseribed above.

100064]Figure 3B is a state diagram Jdemonstrating a dynamic link aggregation key
redistribution upon failure or restoration of a link aggregation member which may be invoked

before dynamic load balancing. The behavior depicted in the state diagram iniproves the overall
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. swi tching and queui ng of the packets is reorganized by a |ink aggregation
control task residing in the Ethernet switch present in the DAC-GE

[ 00059] Addi tional ly, taking advantage of the unidirectional failure
detection capabilities of an RCFD algorithm a |ink aggregation system
coul d have an asymetri c behavior by having the fijil JLi ghput
available in oW@2U¥MH&EY i on while using only a |im tedp%mgéﬁ]d%@? (due to
unidirectional link failure) in the other. This is the case of :
vi deo- br oaddimk evaiepilily kst comsrting. ferermpleapatoitisls pnepiien iRipa d *4APEWIERL br oadcast
or nul ti C. aSink ki@ sEtus$H+OMtypitally dins as fandispoperetonimodd) it ia itportent tofpte that he
dynam c | oad . nci . i VS M A j - ep.the |ink
and perform T‘%?cf qﬁﬁfcg%g?ﬁ%mg% té}&?{ﬁﬁg %gﬂlgﬁrt%{g% f‘gﬁ’ ng‘g gﬂn%%g %ahgn 'ﬁ%%grrs .

1000601 As i nipAEMshTe, fromsteagiestaty 34.gpongetegting the failpre thygtpte switchesig eyed in an
ext ended heagigfibutify MsiCE r@mimRUAGM (2 Sn ofhedWieds) Withkhi§ @pp@ach, wdfficfwetof end of

the wrel ess, comuni cati.on |ink). eci fi the .nr i ngi ne 200
in the DAG C%'?"gthmé‘é’t‘ﬁgﬁ'a%’éw@'g )éha? egnges?( ee“(ral%{ég}ﬁh{gg er 'Rb'\'?ﬁ ﬁ‘§?{he |§< and RX
stat us i nf or weivs ayer. forTihited ¥pks sampprgaly pafil fhey e fegeed Wribabrecqvpry isffagt and ¥ node’' s RX
stat us i ndi cgtiRhiraffid @bw cdn coiaveyed in the header of the received packets.
The R X status is conputed based on information obtained fromthe traffic

al i gnment i ndi Caﬁdﬁ?ﬁf’ﬂhﬁ afstoddR hds si3fnidahQavaRESs bRH cdadmlSaBedibues ey 1

integrity. The trafrfic alignnment.is [niended for {.ntai.nin e i,ntegrity

of packets tmaiptaif gy thgaalfic ?‘\’/f‘&‘ﬁﬂ“’? ﬁt“b“‘%%eﬁ‘ﬁ%aﬁ%d&yégg“‘%'eﬂé‘a‘" 't %E’Bé]us and

r e- const r uct atryfiofrer dssociatt@wiBURBTI! TH)REL AP frpuprRided(stagpd) upjbthe link that

200811447 74Pf5§éd‘i§%§&§i REAE0Meh B 1if Thifs 16 Q8 rgRafiScofiftuesab A6GA AltHogNRD| € (Y
0

regi sters allows adjustnent of the st behavi or .t o .neet .particul ar v
carrier cl as@veeflpk ssseatippijoughputis "E‘%ﬁdﬁ%‘i‘fﬂg‘g‘hﬂ? £y eie ée? '§m§‘%"§:°v?eep- alive
i nsertion ratherempiabi &AGMEYInY I cengestioLronditoROr ¢ wychid taffieadenitidetion ynddlewek )

val idation thr ang mEREn Rk, t hreshol d. The keep-alive packet
i nsertion rafoélgglg%%sgjtver 304 rner?resents the rate in mcroseconds that the

packet insertion i L waj.t b ) rti . Ak d Wi packet
(under idle traf #@@%&%ﬁ@}’?gxlu&% d.‘ﬁ%(glag%%k%@%e%%%%&tl#r&}’eﬁgﬂ"tgé dp\égti ster 310
represents t ippidhaniyd failere detgctionand eeeryen resteees the fdel thepglivvtof Beltk@d wi | | wait for
a packet bef qp@iHa6d RElnAIGATK deftb tre BRIy iestRedILAGNEN 86, BREy adaltibdat i on t hreshol d
regi ster 311 represents fhe number.qf. con i ve good CRC packets that
wil'l have to'ﬂﬁgﬁ‘éﬂgfs\f%"%ﬁt@T’egg?cef'ﬁ{"% arggrgtt%% status frombad to good. The
CRC error threshold.register 309 represents the nunber of, on%;cluti ve bad
CRC packets that 10406710nesiak faipre,r liplerestoration q’ﬁ""&’%“éﬁ’“‘f?ﬁ"&%ﬁé‘é“ "t atus from
good to bad. LAb&1 i merkeiarnl Yegierdibeti IGRGhe @eH of Failne apirfonkiegle-assignnstt rtlsi s t o
avoi d bad-good st atus. oscill.af] Al

[ 0006210ne of“sfﬁemsﬁoéaq'ﬁ?'r%rrfé%‘? 'snk?‘_{(gﬁmﬁﬁues@fagl lﬁ%de_rg}gﬁegt?g%?s? %’1’11 al g%’ﬁ?cthm is to be
i ndependent fenehined liek ageregationcand ppid skapneh eijure desgetiqnalgofithmdeeinghifile . To be abl e

\

to meet such |hemits medRIthd, itsHa @) § ardidtibioned & ot Gecorir@ssiintdas the biygnatbsence ()
of payl oad traf“u%ﬂériegtlbr?{%mand i nsert keep-alive packets that will maintain

the link statf§ t of a keep-alive packet is basically the sane as

a nornmal payl oad packet format byt w thout th ay| oad, se t dit
conveys the same [&“éﬂ%““&i’hﬂ“ﬂ‘%{hé&’ﬁg??g‘?V’H'PBCM‘E yﬁ‘gﬂ.XI“"ﬂ“]a“c"?%g’é’ﬁrl te that

t he appr oach ;i agk@gatigh dihihd iinpleMendil)is ®iddless dadik platfonm buch astpoEdipE™Bigwred traffic
bet ween two Et hernet, switc i.s. typically int t o.,.aghi.eve i ncreased
link avai | ablf"f"i“"fﬂ}‘eé’ﬁ%liscﬁ‘é{ﬁaaﬂe%? ﬁcl\'m%"f’ewg{y ch f’ﬁ%ﬁqr&%g%g?rg?kr’r%{ flmgn. However, the
det ecti on andggdagion with dyniunig ldad bdamcien iAs shiowy seohsysem waesulrdlicgatintbhib yartye made
within 100nms; and failure recovery could take seconds using a standard
nmessagi ng approach. Thus, to achi eve or exceed carrier class Ethernet
transport channel standards the |ink aggregation depends on fast failure
detection and recovery inplenented, for exanple, as described above.

[00064] Figure 3B is a state diagramdenonstrating a dynam c |ink
aggregation key redistribution upon faif#ture or restoration of a link
aggregati on menber whi ch nmay besUBRGREE SHEED(RYLEYHam ¢ | oad bal anci ng. The
behavi or depicted in the state diagraminproves the overall
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availability by converting, for exanple, a 2+0 link operation into a 1+0
operation when a link failure occurs ("+0" typically means no standby .
operation node). It is inportant to note that with thc kcy redistribution,
the total traffic is shifted to the remaining link agg&ggation menber s
(LAGVs). Thus, wPpW#istieady state 134, upon detecting FWPPHOL the state
switches to distributing LAGK to remaining LAGM 132. I n other Words, with
t hi s appr oacdportion af the tota¥ dachnt tofificfand theethdr radie dink 41 4teeahitg the irdmaingg portigrt dfer  t han
bei ng suspenglega ptdehtrdrfle remaining Iinks (LAGW) taking over for failed
| inks tenmporarily until they are restored so that recovery is fast and the
entire traffic f t] i oo [ Thi s. roach .Signi ficant
advant ages over L@%@ﬁ&"g%&@ elé%ﬁrr?ls mld‘gg'lutg rggi’??‘lr?fa?cﬁ g%ﬁr?%oﬁ:%m{:ﬁgé?lr affic flow
associ at ed withreferpnse @ egien ool vRigrs thereofi dther vesioesi arvipnggibleATersformbie whie traffic
fl ow associ ajr@ekopd ok e dppdhded@fains atiol@ fot beialved 6 118 USERAGREE plefiré@ddsibat i | the
link that failed é restored. Indeed, when a link fails the entire traffic
conti nues t o°FIOW; "&'though the overal |l |ink aggregation throughput is
reduced if the total nunber of keys is redistributed over the renaining
LAGMs); and if congestion conditions are reached traffic prioritization
and flow control takes over to maintain the flow [ 000661 When
failure conditions disappear, the |ink aggregation in conbination with
rapi d channel failure detection and recovery restores the total throughput
of the Iink and reassigns the original LAGK set to the newy restored LAGV
§. |If any additional redistribution is.required it takes place in this
sade iteration. (0006710nce link failure or link restoration (TX or
RX status changes) is detected, the LAGMis marked for key re-distribution
in the case of failure and for key re-assignnment in the case of
restoration. For each |ink not previously accounted for (not yet assigned a
key), the conbined |ink aggregation and rapid channel failure detection
algorithmdetermnes if the LAGMis marked and, if so, a key is
re-distributed to it upon failure or reassigned to the original LAGM upon
restoration. [ 000681As an exanpl e, the foregoing approach to dynamc
| oad bal ancing for layer-2 |link aggregation can be inplenented in a
wireless radio platformsuch as the Eelipserm Figure 4 shows the
architecture of a 2+0 Eclipse mMcrowave radio |link configurable for |ink
aggregation with dynam c | oad bal anci ng. As ‘shown, such systemuses a radio
path 412 to carry 21 SUBSTI TUTE SHEET (RULE 26)

§Cé
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. WD 2008/ 144774PCT1US20081064600 a portion of the total packet traffic and
the other radio link 414 to carry the remaining portion of the total packet
traffic. 1000691l n sum although the present invention has been
described in considerable detail with reference to certain preferred
versions thereof, other versions are possible. Therefore, the spirit and
scope of the appended clains should not be [imted to the description of
the preferred versions contai ned herein. 22 SUBSTI TUTE SHEET ( RULE 26)
CLAIMS What is clainmed is: 1. A nmethod for providing dynam c | oad

bal ancing in a data communi cati ons system conpri sing: creating a

| ink aggregation group in a data communi cations systemw th a plurality of
physical |inks each of which havingrpagggacity for transporting egress data
or any part thereof, the |ink aggregation group formed by conbining two or
nore of the plurality of physical links into a single logical link for
egress daffis claimed js2! | 0Cating to the link aggregation group a set of |ink
aggregation keys wth each |ink aggregation key being assigned to a
particul ar one of the physical links in the Iink aggregation group;

coys: and pony St f6hind Oste \gh Pubina IR E da@ orh b B B98REDC. 2
capaci t icempding:he physical links in the |ink aggregation group;
creating a link aggregation group in a data communications system with a plurality of
physical links each of which having a capacity for transporting egress data or any part thereof,
the link aggregation group formed by combining two or more of the plurality of physical links
into a single logical link for egress data; |
allocating to the link aggregation group a set of link aggregation keys with each link
aggregation key being assigned to a particular one of the physical links in the link aggregation
group;
deriving from egress data a data rate for each of the link aggregation keys; and
performing dynamic load balancing based on the data rates and capacities of the physical
links in the link aggregation group;
wherein egress data includes payload and identifying information; and
wherein the deriving step includes
calculating a key value from the identifying information,
comparing the key value to the link aggregation keys in the set, and
calculating the data rate for one of the link aggregation keys to which the

key value is a match.

2. The method of claim 1, wherein the dynamic load balancing includes detecting

conditions that trigger load balancing.

3. The method of claim 2, wherein the conditions include a frame drop associated with an

egress buffer overflow status.
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. wherein egress data includes payload and identifying information; and
wherein the deriving step includes calculating a key value fromthe
identifying information, conparing the key value to the |ink aggregation
keys in the set, and calculating the data rate for one of the link
aggregati on keys to which the key value is a match. 2. The nethod of claim
1, wherein the dynam c | oad bal ancing i ncludes detecting conditions that
trigger |oad balancing. 3. The nethod of claim2, wherein the conditions
include a frame drop associated with an egress buffer overfl ow status. 4,
The nethod of claim3, wherein the dynam c | oad bal ancing further includes
nmonitoring the egress buffer overflow status. 5. The nethod of claim1,
wher ei n 4t he ¢YNABKGd bQAImBALAGEINEL dyRGhiddeR ARALIEORAME ihdidek hﬁnitﬁﬁa‘és based
on egress data and accunulating the'data rates for calculating the traffic
| oads. t: egmasebyfier nvadflow stetuai m 1, further conprising nonitoring for changes
in data conmuni cations systemconditions, including failure and recovery,
based on which the dynam c | oad balancing is triggered. 7. The nethod of

cl ai m 6,5. wheiTh¢ methbdofdimmde »heminlthekdynbmicllepdedalancing molndesymafitodingtnafe cal | i nk
which r [ ' ' i L e of the
physi canof bkl oRbeR Tt PlocHbERR, BPhn s T URORAR BERALIRLC, O 1 1
wherein egress data includes one or nore franes, and wherein the nethod

furt her compelses, triagering hhe dynam ¢ | oad bel ancing ypon di scovering a

communications system conditions, including failure and recovery, based on which the dynamic

load balancing is triggered.

7. The method of claim 6, wherein the changes include failure or recovery of a physical link
which result in diversion of egress data to remaining one or more of the physical links in the link

aggregation group.

8. The method of claim 1, wherein egress data includes one or more frames, and wherein
the method further comprises triggering the dynamic load balancing upon discovering a loss of

one or more such frames.

9. The method of claim 1, wherein egress data includes a plurality of frames, and wherein
the method further comprises triggering the dynamic load balancing upon discovering a loss of

synchronization between such frames.
10.  The method of claim 1, wherein the identifying information includes source and
destination addresses, and wherein the step of calculating the key value includes performing a

logic operation on the source and destination addresses.

11.  The method of claim 10, wherein the logic operation includes performing a XOR

operation between n-LSB (least significant bits) of each of the source and destination address.
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. 9. The nethod of claim1l, wherein egress data includes a plurality of
franes, and wherein the nethod further conprises triggering the dynamc

| oad balancing upon di scovering a | oss of synchroni zati on between such
frames. 10. The nethod of claim 1, wherein the identifying information

i ncl udes source and destinati on addresses, and wherein the step of

cal cul ating the key value includes performng a | ogic operation on the
source and destination addresses. 11. The nethod of claim 10, wherein the
| ogi ¢ operation includes perform ng a XOR operation between n-LSB (I east
significant bits) of each of the source and destination address. 12. The
met hod of claim1, further conprising using the key value in making a

forwardijpg deg e i ink with

Lo 130 PR A RS i e BB B RN Rt

nmet hod dﬁcmbrafomht@grefsmatdWSetcamgra phiysical lisk wih hreassigoed Itrde agpaigadima keynat i on

address%hat e &tﬁg %@ resolution table | ookup for making a forwarding
at

decisiona ouﬁ eg Fleg. 14. The method of claim1l, wherein egress data
i ncl udes a plurallty of franes each of which having its own payl oad and

i dentifyi ] for ich a.respective ke | U | cul.at ed and
ns to edan ofPRPER piideimBatePb o Brdii Riee oy Shnd Feslifaiod alfreSid 1 1
wher ei n ah laédress tresolfutibn mkleatgiynpgﬁtrﬂaﬁhlgKé&)f&/at&gpﬁbibmﬁﬁbcﬁlt egegdatagr oup of |ink
aggregati on keys available in the data comruni cati ons system and wherein
the met hod includes creating a plurality of |ink aggregation groups, each

bei ng alihocatreéimathbd @ﬁelaamgl; ezﬂa’eincagreksecmtasm&lsm abmmy bfEfrdns@&dh o vdieR.  16.
The method of claim1, an_one |ink ag ation key is

th
assi gnedayis 4s oy} w&&ﬁaw Hﬁ‘}}éfb"e&l“f‘i’fi’ﬁk"“ frqm wh ﬂ‘?é IREPF wa%ssf valgeds m 1, wherein

the | oadal@h@deid\@ tb Bich UBRhich BRUBIGRE RAletiR&. | | Nk aggregation keys in the
set. 18. The nethod of claim1, wherein the step of allocating the set of

link aggregation keys includes initially assigning themto physical Iinks

in the ljisnk @gaﬁqeﬁa&bmlmowae[@mtﬁlegétémqagg}egaasﬁ k&s ls!;sa%fa%g& Eon keys
into subsets, with such division formng a contigudus bl ock of Iin

aggr egatof §nk aggjegatign keynavaiietie indhasdata commainisptionssysiein.ragd shesinghomethod o one of
the physjG@les bietS al ghurbi§ of lidkaeBRE5RAB B BhUeRg allocated a link aggregation

key subset from the larger group.

16.  The method of claim 1, wherein more than one link aggregation key is assigned to a

particular physical link.

17.  The method of claim 1, wherein the load balancing includes reassigning the link

aggregation keys in the set.

18.  The method of claim 1, wherein the step of ailocating the set of link aggregation keys
includes initially assigning them to physical links in the link aggregation group by dividing the
set of link aggregation keys into subsets, with such division forming a contiguous block of link
aggregation keys within each subset, and by assigning each subset to one of the physical links in

the link aggregation group.
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. 19.. The nethod of claim 18, wherein the initial assignnment is characterized
by a randomly chosen offset of the start of each contiguous bl ock. 20. The
nmet hod of claim 18, wherein the nunber of |ink aggregation keys initially
assigned to each physical link is weighted based on the capacity of such
physical link. 21. The nmethod of claim 18, wherein the dynam c | oad

bal anci ng i ncl udes reassigning the |link aggregation keys from one subset to
another. 22. A systemfor providing dynam c | oad bal anci ng of data

conmmruni cati ons, conpri sing: a plurality of physical links each with
capacity for transporting egress data or any part thereof, the plurality of
physi cal |inks being nmenbers of a |ink aggregati on group; a switch
i ncl udi | ogy . At vel. . rein the
St or age S L L R R SRR BB RSt Pogi ¢ o

I es program code
dynami ca&hosgn offset bgtlw stars of eachcangigedus blpcless data to the plurality of physical
| i nks based on changes in data traffic conditions, wherein the dynanic
configuration includes allocating a set of |ink aggregation keys to the

| i nk ag@fegafThomet)pdofxlaimt 18, wheréin iheynuimbert dfdink egerématiogkeys ditpilydssdigned

parti cul : he . Rhys i ; . i ne. adapted to nonitor
dat a ratt(géacﬁ gfﬁysg%{:]ﬁu&d? R{g'@{eﬁlﬁ%&h 3’85‘?56"% 1‘%%f5§£hy§‘r}g’§§§‘é‘ﬁon egress data; and
a control nodule adapted to obtain the data rates fromthe engine and, in

t d i diti f qrm dynani ¢ | oad bal anci ng' t hat
ol udor cadB BRPRGCLHIm T RRers ReRar oed e s RS PREE Bt ho-

SW t ch ik Apdtegtion RS fbingihe 3tibserto afiothidie | i nk aggregati on keys with respect
to the nmenbers of the |ink aggregation group; wherein egress data includes
payl oad and identifying information; and wherein the engine is

further xdaphegstts f@iﬁi’r&ﬁﬁn% Bhaghdd 18ad BHI@Sink LOTALEHRHEichtibms, BompiRlngul at i ng
key values fromthe identiftying . information and nmatching themto one of the
assigned | i nﬂpﬁ‘@ﬁﬁt%%feﬁhﬁ'ﬂf?l kglg,sse_ach with capacity for transporting egress data or any part

thereof, the plurality of physical links being members of a link aggregation group;

a switch including logic and storage operatively coupled to each other, wherein the
storage embodies program code which operatively interacts with the logic to dynamically
configure switching of egress data to the plurality of physical links based on changes in data
traffic conditions, wherein the dynamic configuration includes allocating a set of link
aggregation keys to the link aggregation group with each key in the set being assigned to a
particular one of the physical links;

an engine adapted to monitor data rates for each of the link aggregation keys based on
egress data; and

a control module adapted to obtain the data rates from the engine and, in response to load
imbalance conditions, perform dynamic load balancing that includes reassigning the link
-aggregation keys and interfacing with the switch to manage reconfiguration of the link
aggregation keys with respect to the members of the link aggregation group;

wherein egress data includes payload and identifying information; and

wherein the engine is further adapted to derive the data rates from egress data by
calculating key values from the identifying information and matching them to one of the

assigned link aggregation keys.
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. 23._ The system of claim?22, wherein the engine includes performance
counters. 24. The system of claim 22, wherein the control nodule is

sof tware- based. 25. The system of claim 22, wherein the plurality of

physi cal |inks include wireless comunication |links. 26. The system of
claim 22, wherein the switch includes a buffer for egress data and wherein
the control nodule is farther adapted to nonitor the buffer for overfl ow
condition and in response trigger the dynam c |oad bal ancing. 27. The
systemas in claim23, wherein the |oad inbal ance conditions include a
frame drop associated with the overflow condition. 28. The systemas in
claim 24, wherein the | oad inbal ance condition includes |oss of frane

SynChrOQBzatT%ystel%%fcfgﬂ?mef%mtﬂé tﬁé[n@'l ks Wﬁﬁ%ﬁﬁ&cﬁ;ﬁﬁer@ng' ne further

includes a tablé in which the data ra or e the ['ink aggregation
keys is maintained.

24.  The system of claim 22, wherein the control module is software-based.

25.  The system of claim 22, wherein the plurality of physical links include wireless

communication links.
26.  The system of claim 22, wherein the switch includes a buffer for egress data and wherein
the control module is farther adapted to monitor the buffer for overflow condition and in

response trigger the dynamic load balancing.

27.  The system as in claim 23, wherein the load imbalance conditions include a frame drop

associated with the overflow condition.

28.  The system as in claim 24, wherein the load imbalance condition includes ioss of frame

synchronization.

29.  The system of claim 24, wherein the engine further includes a table in which the data rate

for each of the link aggregation keys is maintained.
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