VAL| DATI ON OF PROCEDURES This invention relates to a net hod of

val idating a procedure in a network protocol. In particular, the
invention relates to a network protocol such as the 5 Intelligent

Net wor k Appl i WI&& Prot ocol (1 NAP) required for support of
Capability Set ) defined in the European Tel ecoRFEEFEABEN
Standard ETS 300 374. In a progggol such as I NAP CS1, there

exi st a nunber of valid procedures, oOr sequences of operations, 10
whi ch can be car rygrSAtTd® d;erﬁmgﬁggi fi c tasks However, since

t he nunber of possible_procedures ge he, val i d procedures are
not defined directly, “rils anﬁﬂFngtﬁﬁ}aEF% ?ﬁﬁ ﬁ&aﬁ? l4flagingia of

rul es. Any ppooaduits €n & necyorkcprofoaper atiropartikiudhrdoesenot 15

viol ate these rU|EEVeﬂéaéH“¥ér§@$§'@Srﬁdn@tW§?%fﬁrotocol %L?ﬁeggfg

In the prior art, _the rules can be describ ning a finite

state nmachihe (FSWtehiganedetypork Appl l%ﬁﬁﬁxbﬁFFF?CO&ndryth i nterface,
an i nterface bei ngequided forbeupdary OPt@Esibilitveseit tescsThed&BMéden

f b | f . . |
of states, which Sinhs Slrcrddn, JaLtOhuttodb b RRaRaat Bl 56647 °
In a protocol such as INAP CS1, there exist a

number of valid procedures, or sequences of operations,

10 which can be carried out to perform specific tasks.
However, since the number of possible procedures is
large, the valid procedures are not defined directly,
but rather are defined by means of a set of rules. BAny
procedure, or sequence of operations, which does not

15 violate these rules, is then considered a wvalid
procedure.

In the prior art, the rules can be described by
defining a finite state machine (FSM) in respect of
each entity, and each interface, an interface being a

20 boundary between two entities. The FSM then acts as a
model for the behaviour of a process. An FSM consists
of states, which can be connected to each other. A
process can only be in one state at any one time, but
can move from one state to a connected state as a

25 result of an event. On the transition from one state
to another, actions can be performed.

When using an FSM to validate a procedure in a
network protocol, the events which control the FSM are
then operations defined in the protocol, or other

30 events coming from other processes, such as the call
process.

The rules, which define the valid procedures in a
network protocol such as INAP CS1, are the Single

N Association Control Function (SACF) and Multiple
3s Association Control Function (MACF) rules. The SACF
rules apply where there is a single association, and
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process can only be in one state at any one tine, but can nove from

one state to a connected state as a 25 result of an event. On the
transition fromone state to anot her, actions can be perfornmed. Such
a systemis described in KAKUDA et al, "A Dynam c Resol uti on Met hod
for Feature wawoam®ions and its Evolution”, Feature PECTIEFN7@E199 ON | N
Tel ecommuni cations Systens |11, pages 30 presented at the third Feature
I nteracti ons Wbr kshop (FIW9 KYOT‘C? JP Cct. 11-13, 1995).

When using an F t C ure rojocol, th
event s whi ch co%t \é? rggﬁlga?%&[}? i ﬁrSngSt Fsvgrﬂﬁoﬁ'%e#ﬁ% t he
protocol, or ot msqe:;atlonévennsa%mzrﬁgzlfomobeengea piguakking such as the

cal | proQﬁﬁﬁlnel | using” daspecifithantdkesceWighcheling.d he valid
procedures in a otocol such as LNAP CS1, are the Single

Associ ati on ContctDB‘Im“lE&Ffé‘Fﬁ'Bﬂ {’%‘A‘Cﬁn AP teﬁ‘El%Ffr pl e Associ ati on
Control Function ( MACREorthestelhe 2&CEiPing alll ef thel SACendedshere is a

single associ at iy MARE rules formally with a single FSM requires an
excessively complex FSM. The result is that many
procedures, including all MACF procedures, are still
defined in natural language. There are no mechanisms
10 to validate rules for this type of procedure, namely
procedures which cannot be specified in terms of a
single FSM per association.

The present invention is concerned with a method

of validating a procedure by allowing the rules to be
is specified by multiple FSMs. Specifically, several
processes, each running a specific FSM, are allowed to
be involved in the validation of a single event.

The wvalidation of an event takes place in two
phases. Firstly, the relevant processes are selected,

20 by assessing whether they met specific criteria. 1In
the second processing phase, all of the selected
processes process the event.

This has the advantage that all of the involved
processes are in a stable state, before an event is

25 processed by any of them.

For a better understanding of the present
invention, reference will now be made, by way of
example, to the accompanying drawings.

Figure 1 is a representation of two FSMs which

30 share a container interface.

Figure 2 represents a situation in which a process

Ax, running A, includes two processes Bx and By,

running B.
Figure 3 represents an FSM, which itself consists
3i5 of a number of other FSMs.

Figure 4 represents the FSM for the session-view.
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- 2- : the MACF rules apply where there are several related

associ ations, an associ ation being a signalling channel , using a
specific interface, which allows comuni cati on between two

entities. 5 Unfortunately, describing all of the SACF rules

and MACF rul esMOB®#Pty with a single FSMrequires an PCIERSINITNR| y
conplex 'FSM The result is that nmany _-procedures, including all MACF
procedures, are still defi-ned in natural |anguage. There are no

mechani sms 10 to vahidate o li‘ef{%eézeﬁté htﬁe tP)’sR@ f.QJ‘r I%'hQC%Q?illesz@”m y
procedures which cannot be specified in si ngl e FSM per

associ ati on. %F&?Eﬁ?ePﬁ%em? cﬁ?” §°€oﬁ'@§r fBd°W #R- a net hod
of validating a procedurxe dnccddanwengithetliel Bsrdmrilom, 15he vaiqbdatidned by

mul tiple FSMs. V%ﬁééé’dur%e\ﬁ‘éﬁra%nvolve seQFdél%%.S %ee@?&% ér HH@'

specific FSIVl arealo |'ve he va t|on
singl e event® first phagg ofgthgavrbidaticm iardidesaRedent ing t|‘-h¥|etwo

phases. Firstly, tpgodedsamnthipghoaeeses e eimalleaiedn 28e valbia@isessi ng
whether they meet Spechfﬁe é%fe%%&gg'ofléhe processes uses criteria based
on the characteristics and interrelationships of the
FSMs which represent the respective entities and
10 interfaces.
Firstly, it is determined whether any of the FSMs
share a "Container Interface". Figure 1 is a
representation of two FSMs A and B which share a
container interface. When two FSMs share this type of
15 interface, then one is said to be included in the
other, which in its turn contains the first. In the
example of Figure 1, FSM A contains FSM B, and FSM B is
included in FSM A. A first FSM, included in a second
FSM, is by definition also included in any third FSM
20 that contains the second FSM. That, is if A is
included in B, and B is included in C, then by
definition A is also included in C. It can be said
that A is indirectly included in C. Unless mentioned
otherwise, the term "included"”, as used herein, means
25 both directly and indirectly included, and as such
could specify a relation between more then two FSMs.
Interactions between processes via an association on a
Container Interface are treated differently from other
types of interaction.
30 An interface can be classified as a
container-interface if the following applies to both
FSMs:
an FSM is only directly included in one other FSM;
an FSM is not included in itself;
as a process running an FSM does not have
associations with more than one process that runs an
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t he second processi ng phase, all of the selected processes process

't he event. This has the advantage that all of the involved
processes are in a stable state, before an event is 25 processed by any
of them For a better understandi ng of the present
I nvention, rMa8849¢ w Il now be nade, by way of ex aPQIi/EPY7ionT9e he
acconpanyi ng draw ngs. Figuregql is a representation of two FSMs
whi ch 30 share a container i-nterface. Figure 2 represents a
situation in whiFsN anpwbéebsthe firstAds dimechiy Ainchodedles two processes
Bx and By, ru F e %§§ﬂ§ n FSM which
Itself consists 35 Rgtﬂgngn%u%% Flg%reog.het:ﬂ%%%fséré i eSssaFl gure 4
represents the FURPEBY FEY BeeklhpaliYehave an association with a

3 maximumFbfubte Sprafsas enhaihberSISM f ora tdesdeld - vi ew.

FI gure 6 %epr eSIIBEI% PH FE@I\&L&.‘%}I] Ohn%%ve%rokap‘g associations WJ.Itrlll accor dance

wi th the i"nvent e vali
several processes running FSM B (these associations are

thus. related in the process running FSM A). A or B may
also have other (non-container) .interfaces. 1In Figure
1, FSM B is shown as having one other interface Il1.

10 Details of inclusion-relations can easily be
stored in a system in the form of a tree, hereafter
referred to as an FSM-tree. The root of the FSM-tree is
an FSM that is not included in any other FSM. The
leaves of the FSM-tree are FSMs that do not contain any

15 othexr FSM.

The concept of inclusion also applies to
processes: one process is included in another process
if the FSM, which is run by the first, is included in
the FSM run by the second. Additionally the two

20 processes must also be associated, either directly or
indirectly, via a process with which they both are
(directly or indirectly) associated. For example,
Figure 2 represents a situation in which a process Ax,
running A, includes two processes Bx and By, running B.

25 Like FSMs, details of these inclusion-relations
can easily be stored in a system in the form of a tree,
hereafter referred to as a process-tree. When scanning
the process-tree, either a separate data-structure can
be used, or the associations between the processes can

30 be used. The set of procesgses that are within one and
the same process-tree form one basis for the
selection-process.

The second characteristic used in defining the
selection criteria for the processes is the "Container

35 Context", which is a set of pre-defined values,
identifying different possible contexts of an event to



of a procedure may involve several processes, and the 5 first phase of

the validation includes selecting the processes which are to be

i nvolved in the validation. The sel ection of the processes
uses criteria based on the characteristics and interrel ati onshi ps of
t he FSNEOH#M48H represent the respective entities and FGTEPIT03799

I nterfaces. Firstly, it is detesm ned whether any of the FSMs
share a "Container Interface". Figure 1is a representation of two

FSMs A and B whi cheswiatédated. Diffemeatneventscrdsi thWeesamgo FSMs share

this type of 15 a53b818¢{3¢E mdy¥hulNAalE &@fﬂaﬁ&tb%dd%“ebd&@ed FByt he
other, which in its turn contains the first | e of

a
Figure 1 FSM A cBREBPHS: Fol 1 aPRSRPREREions aze wihige §hen CRARPRE A
first FSM included ansingbe@atty invol¥eh] insthey addili.nition al so included
in any thirg FSM 20 65@ésé‘s°rﬁ¥a@' Qisghﬁesﬁfmt%%vla o Dpdbinks 1T AlsS

included in B, and B |s I ncluded 'n C, finition Ais al so
included in C. |tORE#*be o fFhis casey h‘é’i‘l% J'r‘%e”ftﬁ'(ﬁ’-reéclal FelACtaaERPN C.
Unl ess nentioned between cihezwerse andthe gpecifingineded’s,. as used herein,

means 25 bot h di reﬂ‘g%emrj ngi L, {x{;}y(éﬁﬁcl%%%ﬁg&ngvgitwctﬂ to be

could specify a relation tWean Hor e eractions
bet ween processesVdtifatedsdidcilf PeFsbhle to identdfit 5 sef Phterface are

treated difberentpyodeasr ottt matchest ypescaicditiedr @ohtert 38 the An
i nterface can be ifi S a container-interface if the
foll owi ng appli esg‘llug‘s%%{ hquer&' FSMe:

The allocation of Container Contexts is carried
out by allocating to each FSM a set of Container
Contexts: Fx = {CCl, CC2, ..., CCn}. A Container

15 Context cannot be allocated to an FSM if it has already
been allocated to an FSM which it contains, or is
included in. This is to be checked by the system when
Container Contexts are allocated to FSMs. An event can
be allocated a single Container Context. This

20 Container Context is then also allccated to the current
event, and is referred to as the "current Container
Context", Given the set of events that may arrive on a
certain interface, all possible Container Contexts for
the set of events must have been allocated to an FSM

25 which is, contains, or is included in the FSM that
shares the interface.

Each process in a process-tree is allocated a
Container Context from Fx, such that different
processes running the same FSM, and part of the same

30 process-tree, are allocated different Container
Contexts.

For example, in a protocol, there may be 30
possible leg-ids that each can be used as a Container
Context. Some operations apply to the whole call (e.qg.

35 ReleaseCall), and they will have the call as Container
Context. An operation that can have a leg-id as



an FSMis only directly included in one other FSM an FSMi s

not included in itself; 35 a process running an FSM does not have
associations with nore than one process that runs an WO

98/ 04091 PCT/ EP97/ 03799

-4- PBYEEBAoRhi ch the first is directly included. PCT/EP97/03799
Returning to Figure 1, therefore, a procesg._ running FSM B will only
have an association with a - maxi num of one process running FSM A A
process 5 r pa@ametEﬁMé\ é@éh M‘ﬂeéebélVﬁft@Sé\Q@ﬂt?é | ke Widrh each

several processes run e aSSOC|at|ons ar.e hus rel at ed
in the process rﬁﬁﬁfﬁgiisifgﬁ q%é an AP YRR Gfnshe
(non-cont ai ner) ppggata@@smlqrcﬁzgmemap it tqg, oSS the Sifomesasbheavi ng

one other i nterfagentd. (10, the log-B8 Bhbandiet AN ge@ﬁggggpfefan

easily be st or system.in
referred t8 as ah ﬁsﬁgtY%ibeﬂ' YE5BY-REE Fh% TRERYIESFM operatigh FQM t hat
i s not included eweany.other FSM The

The third characteristic used in defining the
selection criteria for the processes is the "Container
Actions", which is a special set of actions that can be

10 specified at state-transitions in an FSM. These
actions may affect the processing of the current event
by other processes. For example they may cause another
process not to process the event, even though it was
designated to do so.

15 Each system will have a number of Container
Actions defined. Since Container Actions may influence
other processes, conflicts may arise when several
processes execute Container Actions that affect each
other. The system must have specified clear

20 interactions between these Container Actions. For
example, Container Actions with higher priority exclude
all Container Actions with lower priority (for the
current event). The principles used for defining these
interactions are not described further herein; it is

25 assumed that the system, given a set of Container
Actions, can identify a sub-set of Container Actions
that will be allowed. This sub-set is hereafter
referred to as the current "Container Actions".

In order for the system to be able to co-ordinate

30 the different Container Actions from different
processes, two stages are required prior to processing
an event.

Firstly, given a set of processes that may process
the event, the Container Actions are collected that

35 these processes will execute once they process the
event. This will require pre-processing of an event by



| eaves of the FSMtree are FSMs that do not contain any 15 ot her FSM
The concept of inclusion also applies to processes: one process is

i ncluded in anot her process if the FSM which is run by the first,
is included in the FSMrun by the second. Additionally the two 20
processes nust W %@t associated, either directly or PCRIErR203719Y ,
via a process w th which they both are e (directly or indirectly)
associ ated. For exanpl e, Figure 2 repfesents a situation in which a

process AXx, thelPidefed Rehvibdosat V\@h&r%ﬁ%ﬁﬁgBétéﬂg §¥an55:'9£‘&99 B.

25 Li ke FSMs, ,details .of these jnclusion-rela
easi |y be st olreg i a %?d/rﬁré‘}ﬁqeﬁl t(ﬁénFSrFri’ e[tleggune the" aﬁ‘éi‘-@a’Ft'éﬁlat

referred to as a prbbleske tpesformed) , sbanmrg not perfblreefir ocess-tree,
either a separate data-gdddifiyr, eb%@@d d on ther%%l‘i%%gegoﬁoﬁgg lgssom ations

bet ween t he rocesses can 30 0ce%88% that are
wi thin one and Actiqngy ?é’ﬁ’etﬁFoBéégr%‘Flééieffé-P#ﬂohétvasnsth@n imethe

sel ection-process.system, the syshemSeLDNcrdateaeher chkkEnt'S€SntLiget i ni ng
t he sel ecti ¢Jdd eria for the processes is the "Container 35

Context", which is 2 set of pre-defined val ues, i denti fying
di fferent possibl e cont"®ens agf edankyvinttq de processed by a set of

processes, their Container Actions may have to be
10 co-ordinated, in order to avoid the same action being
executed twice.

As described above, the first phase of the
validation includes selecting the processes which are
to be involved in the validation, using criteria based

15 on the characteristics described above.

Even though there is a process that receives the
event initially via an association, the event will not
be processed immediately by that process. Although the
receiving process always will be selected as a result

20 of the selection-phase, it is only when it has been
selected that the process may process the event.

As part of the selection phase, it is determined
if there is a current Container Context. If there is
no current Container Context, then only the process

25 that received the event is selected. If there is a
current Container Context, then any process that
fulfils the two following criteria will be selected.
Firstly, the process must either hold, or contain a
process that holds, or be included in a process that

30 holds the Container Context, which in its turn is,
contains, or is included in the process that received
the event. Secondly, the process must not execute any
Container Actions other than one of the current
Container Actions.

35 The selection-phase starts by examining the
process that received the event. From there, the



WO 98/ 04091 PCT/ EP97/ 03799 be

validated. Different events, using the sane associ ation, may thus
have different contexts. For exanple, in CSl, sone operations are
wi thin the context of a single party involved in the call. 5
Processes nmayweabswmioste al | ocat ed a Cont ai ner Cont ext . pci/Epbi/@37dase,
this identifies a relationship betmgﬁn an event and a specific
process. Thus, when an event (t "current event") is to be

| i dat ed, ' '
Tat ches the Gont LSt ShohTEg: Lo hpted c3ehrdl e rool P 1ekA- b1

mat ches the Contg ner nt .
al | ocation of Coft&i AeRVEBnt &A% GYLIFaPFPEass scannegdy I3y if Icbeskedg to
each FSM a set OthBﬁéﬁiﬂermatches thentextainéX coltdds. C@%ch , CCn}. A

Cont al ner so2kexl, sannal. be, Aldaeatedibe an FRNLL. T has al read

been all ocat ed to an contalns, or i n. Th| S
is to be cﬁeckedopylmhéa§y@¥%ﬁﬂmﬂbh FlrStlzbn%%J#mﬂaﬂghﬂﬂskpgoaeesalIocated

to FSMs. An _eVenE:oﬁéﬂlns the dddLebedraceival e aingter tEegt ext. This
20 Cont ai ner gontex also ghﬁocategﬁlo t he currenh _
event, and is reFBFF8AVLY §°§ B P tEhiRg process.cofhig is' G ven
the set of eventbechaSenaycemtamnanamoatext canmet tkas rallvcatkedcep ahl
possi bl e Cont ai nggyConkexh e f¥dM already contains, or is included in,
10 an FSM that has the Contairer Context allocated.
Secondly, if a matching process has been found, then

The

there will not be any other matching process that runs
the same FSM.
This will give at least one matching process, and,
15 for every matching process found, the process-tree is
again scanned towards the root and leaves. Each
matching process is now added to the selection,
provided it has not previously been selected.
Then, as discussed previously, the event is
20 pre-processed by all of the selected processes. This
will result in the current Container Actions, which in
turn determine the final set of processes in the
selection.
For the selection-process to work properly, it
25 must appear as if the complete process-tree is
available before the first event is validated. This
meang that, for every FSM, a process must exist in the
process-tree for any Container Context allocated to it
(even if it may be in state Idle). The overhead this
30 would give is unacceptable for any system. The
following method can be used to create processes on
demand: -
If, during the selection-process, the end of the
tree is reached (which process is hereafter referred to
35 as: last process), but the FSM run by the last process
{(referred to hereafter as the last FSM) is not the rocot



the set of events nust have been allocated to an FSM 25 whi ch i s,

contains, or is included in the FSMt hat shares the interface.

Each process in a process-tree is allocated a Cont ai ner Context from
Fx, such that different processes running the same FSM and part of
the sane 30 WRBMPL trece are allocated different Contai nePCI/EP97/03799

Cont ext s. For exanple, in a protecol, there may be 30

possi ble | eg-ids that each can be -used as a Cont ai ner Cont ext. Sone

operations apply tar tleafiMed] éheakbriespendilig FSMRekeasetheh) , and t hey
will have the call as QORfAINN&Lkanning téxﬁgé?dtheAQOBE?r3ﬁé9ﬂr$£@§s(¥E1 have
gC#?%bb?/Sé?QQ create&wgcgséggogém in which the ;Bgt FSM is ?ﬁﬁgﬁﬁ%%” i s
seen as 30 separ atimcdwelsds (dnehhorF&Mcis or is ipoladbdeihegn iEHM thBy S
requites an 4nalylsy Yoddi®iea a seRPEI AU ciBAOLAGh 1818004 e One Of
t he 30 possible events (1.e. the eg-lé aranmeter, or the default
) current event, with an action other than ‘no action’.
- When scanning towards the leaves,. one or more.-
process 'is created for each FSM directly included in
the last FSM and which is or contains an FSM that has
10 specified a state-transition from Idle for the current
event, with an action other than ‘no action’. One
process is created for the FSM if its Fx has the
current Container Context as a member, or if its Fx is
empty. Otherwise, one process for each member of the
15 FSM’s Fx is created. BAn associaticn is then
established with each process, after which tracing
continues.

The system must know for each FSM for which events

it will specify an action other than ‘no action’, if
20 received in state Idle.

Processes can be removed, and any associations on
container interfaces it has can be released, when it is
in state Idle, and it does not contain any other
processes. A situation may arise where a process is

25 not in state Idle, but no longer has any associations,
i.e. the process hangs. The system can detect this
because the process is then a root as well as the only
leaf. The system generates a special event in that
case, e.g. ‘orphaned’, on which the process should go

30 to Idle (if not, then it is considered an error).

After the selection-phase is complete, and a group
of processes has been selected, each selected process
procdesses the event independently of the other selected
processes. The event can then be wvalidated.

35 Since events may arrive on different associations,
and a subsequent event cannot be processed until a



5 . leg-id value, determ nes the mapping fromoperation to event).

The third characteristic used in defining the selection criteria for
the processes is the "Container Actions", which is a special set of
actions that can be 10 specified at state-transitions in an FSM These
actions my a¥oesisdodithe processing of the current event PCT/RPOBI0I
processes. For exanple they may cause another process not to process
the event, even though it was . desighated to do so. 15 Each

systemwi | | havepaepudhe’ e dntCaRlARRh processdi! i QNS IRS i1Redeqwt PES. _
Cont ai ner Actions may inf]uence , ot her gr cesses, conflicCts pay arise
when sever al An e%?%%e‘s%e‘&”é’}?&&?etﬁﬁﬁ?a?ﬁ raiﬂﬁ'ﬁq hEVERLE FREBeE: each
other. The systearniftthere spediready al earr@it evenmt eExentenarbet ween
these Cont ai ner éﬁéﬁ@@sf%fﬁﬁg%zbqtvgfs 8op! &¢ éﬁgﬁéﬂdEﬂésAEEEQ”S wi th hi gher

priority exclude . ntai nér Actions wt ower priority (for the
current event). JRECHYSACHRE SVeRted PAELEERRthiGRPUSRIRY aPPLY.|nteractions
are not descri bedeperdiveg drermiwvimany 8ifPérent msidrindeishéhekrBeapystem
given a set of | : SACT | : 4H0entd fy .2 - of

Cont ai ner Acti O%O%Ré%]e{e‘f‘%lﬁedwvﬁ% Egﬂg frg%nedin 1|£§%ﬁbp§g ;ﬁgﬂﬁﬁeafter
referred to as tPeleEif¥rtharceveatfcreseiveshgria other type ofn order for
the systemto bejipbdefd®e<£0- OhtisiatRedds for ttiedd fhenert mEentBéner Actions
fromdiffegent rpcesses, t tages are required _prjor_to

processi n§5 enphy elep/ee%fzfe & evelll 216 | FRPT AN Sageif’eo?a]b?rbcesses
that may processThis gives all involved processes the chance to update

each other before the next event to he validated is
received.
The invention will now be described in more detail

15 with reference to its application to a specific
example, taken from the Ericsson CS1+ INAP protocol for
IN, which is described by a number of FSMs. One of
these FSMs is the SSF-FSM, which itself consists of a
number of FSMs, as shown in Figure 3.

20 Thus, the Session-view FSM contains the Call-view
FSM, which in turn contains the Cp and Ap FSMs. The Cp
and Ap FSMs share an interface, but this is not a
Container Interface.

The Call-view FSM has extermnal interfaces with the

25 call and the SCF (Service Control Function). It is on
these interfaces that events may arrive which have to
be verified against SACF- and MACF-rules.

The following Container-Actions are identified
{(presented in priority order):

30 bufferEvent. The event is buffered (the
buffering-mechanism itself is not described here). No
error-procedures are followed.

rejectEvent. The event is rejected: an
error-procedure is followed.

35 Figure 4 represents the FSM for the session-view,
which specifies the MACF-rules for INAP. There is one
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the event, the Container Actions are collected that 35 t hese processes
w || execute once they process the event. This wll require
pre-processing of an event by WO 98/ 04091

PCT/ EP97/ 03799 -7- t he
processes i nvoWReMHe resulting state-transitions aPETERYOB T ned
(since these determ ne the actions that -11- W ll be perforned), but are
not perfornmed. Secondl y, based on the collected Container 5

Acti ons,

and t he pMAQFityldefsenatrdictasseniahions ntd heveral SCFeyshgm t he

SySten]mnll Createe&ggtcgiﬁﬁggaégguéyyneBut only oh¥€!dd'%ontrol th

an event

Is to be processe

processes, their nt ai

Actions may have t&3bé-1 co-ordinated, in order to av0|d t he sane

action being

are

t

10

15

20

25

30

35

When
ner

( eX'Ehéi'eCh_faMer.op_erations whidis leacrdheed above, the
first phase gf the gggson YAl Al | Hhd,06kHIES: SELECT 4G ddR Y Ocesses whi ch

session-view includes all other FSMs, the session-view
is always involved in the validation of every event.

A new association with the SCF is only allowed
when the FSM for the session-view is in the state
Idle, or Monitor Relations. So, when the FSM for the
session-view is in the state Control Relation, the
operation InitialDP (which starts a new association
with the SCF) is rejected. The operation is then
ignored.

Figure 5 represents the FSM for the call-view
process, which specifies SACF-rules for the
associations with the SCF, and the call. There is one
call-view process per association with the SCF. The
FSM represents the configuration of a call, as seen
from a single SCF-process.

There are a few operations which have the
call-view as Container Context, for example
ReleaseCall.

The states: SetUp, Pending and Active correspond
to states in the BCSM. While in SetUp, the SCF may
still collect digits from the user using normal
CCF-procedures (operation CollectInformation). Once in
Pending, this is no longer possible (CollectInformation
rejected). While in Active, the SCF cannot route the
call (Connect rejected). The call can only return to
Pending by a certain event from the call.

Once in Surrogate, the party that initiated the
call has left the call. It is then no longer possible
for the SCF to route the call (the event from the call
that caused the FSM to transit from Active to Pending,
will now cause a state-transition to the same state



to be involved in the validation, using criteria based 15 on the

characteristics descri bed above. Even though there is a process
that receives the event initially via an association, the event wl|
not be processed i medi ately by that process. Although the

recei ving prowessmaeyays Wi ll be selected as a result 20 pciEroRB3799

sel ection-phase, it is only when it has been sel ected that the
process may process the event . -1&s part of the selection phase,
it is determ ned i_f cur r.ent. Cont ai pe nt e I f there
is no cur rémd ntaézltr% m@’é% i Oﬁu&l?lrfln?hg E)?’Bb‘é%sx% SCF { hat

recei ved the everffan @%éJoeeleedcontrOl Heree dad 13 but maycuenkmr Gordamtisner
Cont ext, then anm&w&ﬁsxg tlhat:he call 1 idonttBE1E1E Bﬁéé&ﬂ\iﬁ% Cld eria

will be selected. roces st either hol or contain
a process GHAC tﬁ&)ds Iﬁrgb‘é“‘r‘ﬁcﬁ) ngaﬁrot’gg’é $RERTIRY the ho| ds
t he Cont ai rger CbﬂkxmmprwﬁedhtunnlsSaﬁauran:event is genatated bwrtHis
included in the poLeghd *&@hcr‘ésetﬂéfclaesslon viB& ?Yﬁnérd%gc@g'cué{xsé e

process nust not execute { Cont ai ner _Acti ons ot her than oné of the
current ctasedranstFoaR . tayMonitor Relghiong) ecti on- phase starts by
examni ni ng t he iguesset hapresamisy athet FSMe¥ent thérindhae, tone

Cp and Ap have identical states. Within a call-view
10 there can only be one Cp-view, but there may be several
Ap-views. The Cp or Ap specifies SACF-rules for the
association with the SCF, and the call, for those
operations in which the Cp or Ap are involved.

The FSM represents the synchronisation procedures

15 between the SSF and SCF, and the procedures to interact
with a call-party (other than using the normal
CCF~procedures) .

There are no operations that have the Cp or Ap as

Container Context. Which of the views is involved is
20 determined by the FSM contained in the Cp and Ap, the
leg.

There is an interface between the Cp and Ap, .as
shown in Figure 3, which is used to move legs from one
view to another (in effect, it means that the included

25 process for the leg is released, and a new one is
started on the other side).

In state WFI in the FSM, the Cp- or Ap-process is
synchronised with the SCF, although the synchronisation
may be broken if the user hangs up {(event coming in

30 from a CLSM-process). It should be noted that
different Ap-processes are consegquently not
synchronised together, and not with the Cp-process: the
syndhronisation does not apply to the complete call.

While user-interaction is ongoing (the FSM is in

35 state User Interaction WFI, or User Interaction
Processing), all operations will be buffered by the Cp,



WD 98/:04091 PCT/ EP97/ 03799

- 8- process-tree i s scanned towards the root and towards t he
| eaves. For every process scanned, it is checked whet her it matches
t he Contai ner Context. Each mat chi ng process is added to the

sel ection. Seva¥Q\8/04e91 optim sations apply. Firstly, if aPGHERIOMY?
process - contains the process that recgived the event, then

there will not be any other matchi-ng process. This is. because a

Cont ai ner  Cont ext egaaputnbecmﬂmt&toadratrdcannection FSMe idufifieat 1ESM
al ready contai ns, , R the Cont ai ner
gelégség ﬁ'&?g:[ﬂen E‘S?ﬁo tranfzfﬁl nbﬂé : Ocesﬁﬁﬁ

Cont ext al |l ocat ed. as been found,

t hen t here RFPFefsinge émﬁ dehenlynbrffers fivkaasedaldy Rpfsthis
thg Sc’ilms FSM 1s only HibfSendd Ilog:a\myatlleasmmmﬂﬁydtgngr oehes,
an 5

mat,Ghi n oc u t S
again scanneg tovva l\é the'&rloo%éc%ed ﬁ%%veg E%%%h@& s ea E’ﬁ?ﬁ&e%r ocess is
now added to the saFbgenofex this. provided it has not preV|oust been

sel ect ed. THern @ Cbsﬁ@lisxseﬁepéeaw@&abeééie;gevwe B§F29nd
pre-processed by all _of the sel ect sult in

Wﬁi rgcessth
the current Contai REF TR SREVEHS irn*-€- e3flfr§F d’éiteter’T‘erPﬁésF nal set

of processes in the The ESM==ddromthe legs in the Cp and Ap are

10 identical, including all state-transitions, actions
etc. These FSMs have only Idle and Active states.
These FSMs serve as a Container Context for operations.
Because the legs are identical in the Cp and Ap, and
because each only has one state (beside Idle), a

15 leg-process can be '‘moved’ from Ap to Cp and vice versa
by transitting the existing process from Active to
Idle, and transitting a new one (in the target view)
from Idle to Active.

The location of the leg thus determines whether

20 the Cp-view, or an Ap-view, is going to be involved.
The concept of "legs" represent network-resources
allocated to a single party in a call. There can only
be one leg in an Ap, but there may be several legs in
the Cp.

25 Based on this, it is possible to determine the
criteria which are to be used in selecting the
processes which should process an event during the

validation.
It should be noted that the concept of Container
30 Interfaces can in general be used to describe the

behaviour of a system, or part of a system, to external
triggers (i.e. coming from other systems or part of the

' same’ system) .



For the selection-proc rly, it 25 nmust appear as if the
conpl ete process-tree ﬂ;ﬂ!‘l@ll{“! 'Diﬁl e before the first event is .
y 8

val i dated. This every FSM a process nust exist in

t he process-tree for any Container Context allocated to it

(even if it wenssl#9in state Idle). The overhead this 30 POWERYOTRI/E | S
unacceptable for any system The _fql.lowi ng nmethod can be used to
Create processes on demand: - I f, during the

sel ecti on-procescgamMe end of the tree is - reached (whi ch process i S
hereafter referred tq 35 | ast SS but th FSM r.un t he | ast
process (ref e(rlr ‘ed tp‘omﬁeiggf?é v &P 8P ﬁgﬁ/)“ i 9 bt %ot

WO 98/ 04091 comprising a plurality of processespPCThEPSFYI3TY 99 or
| eaf of the corr@smpanding:FSMtree, then: - When scanni ng

towards t root, one& c& IS reated for the FSMin which the
| ast FSMi% direct|y SS+€€ mﬁnEFﬂ‘Heﬂll |H‘r°t°ﬁ§‘FePSRﬁ1P§eoPr?%e$$ﬁﬁ GE&h n an

FSM t hat meet predetermined criteria; and

processing the ‘event in all of the selected
processes independently.

2. A method as claimed in claim 1, wherein the

1qQ event is received at a first process, and the method
comprises delaying processing the event in the first
process until the selecting step is completed.

3. A method as claimed in claim 1 or 2, wherein
the step of selecting those processes which meet

15 predetermined criteria comprises:

selecting a first set of processes which meet a
first set of criteria;

pre-processing the event in the first set of
processes; and

20 selecting a second set of processes on the basis
of the result of the pre-processing.

4. A method as claimed in claim 1, 2 oxr 3,
wherein the step of processing the event comprises
queuing a received event until a previously received

25 event has been processed,

5. A method as claimed in claim 1, wherein the
selecting step comprises defining relationships between
FSMs representing the processes, including defining
container interfaces between the processes.
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5 ‘has specified a state-transition fromldle for the current
event, with an action other than 'no action'. - When scanni ng
towards the | eaves, one or nore process is created for each FSM
directly included in the last FSM and which is or contains an FSM
that has 10 WOMBEMOLied a state-transition fromldle for tRETERPVERD
event, with an action other than 'no action'. One process is created
for the FSMif its Fx has the : curlr£dt Contai ner Context as a menmber,
or if its Fx is enpty. Ot herw se, one process for each nenber of the
15 FSMs Fx is created. An association is then est abl i shed with
each process, after which trae+rg eert-hnues. The system
must know for each FSM for yhich evefts it will specify an action
other than 'no action', if 20 roceived infstate Idle.

Processes can be renoved, ahd|any agsoci atjong on cont ai ner
interfaces it has can be relepsed, en it§frs fhh state ldle, and it
does -not contain any ot her praocesselk. A situation nay arise where a
process is 25 not in state ldle byt _ng lLdnger has any associ ations,
i.e. the process hangs. The system can detect this because the
process is then a root as well as therp(% J | eaf . The system
generates a special event in that as€, e.g. 'orphaned', on which

t he process should go 30 toldle (if not, then it is considered an
error). After the selection-phase is conplete, and a group

of processes has been sel ected, each sel ected process processes the
event independently of the other selected

Ax

11x Bx By My

FIG. 2
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processes. The event can then be validated. 35 Si nce events may

arrive on different associations, and a subsequent event cannot be
processed until a -10-

previ ous event has been processed, queuing is required. An event is
queued i f theMO MY ready events queued, or if thehEFRIPLady a
current event. Events are queued for the root-process of the
process that 5 received the event2 /D fferent queues may apply,
dependi ng on how many different pri er+tt e are. Event s

priority than events

recei ved via Container Interfaces h
i Thus, queues for these

recei ved via other types of

events nust be 10 enpty before ¢ m anot her queue can be
t aken. This gives all invol vedj processes the chance to update
each other before the next g val idat-ed s recei ved.

The invention will now be descepRaRan [OrY debRITORS with reference to
its application to a specifijc reLaTIONXPPI|eRELAKRING rflom the Ericsson CS1+
‘.—_‘

| NAP prot ocol for
FIG. 4
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N, which is described by a nunber of FSMs. One of these FSMs is the
SSF-FSM which itself consists of a nunber of FSMs, as shown in
Figure 3. 20 Thus, the Session-view FSM contains the Call-view
FSM which in turn contains the Cp and Ap -ARSMs. The Cp and Ap FSMs
share an interface, but this is not a Cont ai ner Interface.

The Call -vi ew FRAMLODATERNcORAPROGEPURESEeS W th the 25 call and the SCF
(Service Control Fungiign | n t hese_jinterfaces. that events
may arrive which havghkg anEEElgé g %FFFEdtggaiﬁthgidﬁ- 5%%1 29 ufes.
The foll owi ng ConeagdAureAtni ansetwerkdpnotbcetl. In partjprekant ethén
priority order);n3@nti butf erEyep 0L o d e he
buffering-nechah?sn?F%gglfe}g noteéeécr%gg§?ﬁe§%§. %%f S & ihd

error - protedur e3nheeligepbulgtwork ApplicatiepeBreverel (H&RVent is

rej ected: an reﬁ;iﬁéaofoiﬁ@ﬁﬁﬁ@f@ b Eobhpyedky 3ot 1 (cs1) RAOKH S
‘represents the FSM for_the SeSSIOTéVIeML whi ch_specifies the

MACE-rul es for FRaPhe Therepean felecommunication Standard ETS 300 374.
In a protocol such as INAP CS1l, there exist a

number of valid procedures, or sequences of operations,

10 which can be carried out to perform specific tasks.
However, since the number of possible procedures is
large, the valid procedures are not defined directly,
but rather are defined by means of a set of rules. Any
procedure, or sequence of operations, which does not o

15 violate these rules, is then considered a valid
procedure.

In the prior art, the rules can be described by
defining a finite state machine (FSM) in respect of
each entity, and each interface, an interface being a

20 boundary between two entities. The FSM then acts as a
model for the behaviour of a process. An FSM consists
of states, which can be connected to each other. A
process can only be in one state at any one time, but
can move from one state to a connected state as a

25 result of an event. On the transition from one state to
another, actions can be performed. Such a system is
described in KAKUDA et al, "A Dynamic Resolution Method
for Feature Interactions and its Evolution", Feature
Interaction in Telecommunications Systems III, pages

30 presented at the third Feature Interactions Workshop
(FIW’9, KYOTO, JP, Oct. 11-13, 199K).

When using an FSM to validate a procedure in a
network protocol, the events which control the FSM are
then operations defined in the protocol, or other

35 events ‘coming from other processes, such as the call

process.
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-11- MACF-rul e: several associations to several- SCFs may -

exi st sinmultaneously, but only one can control the - -- call .

There are no operations which have the 5-1a- session-view as Contai ner
Context. Since the session-view includes all other FSMs, the

sessi on-vi ew The rules) widysch rief il the ttel Mblgntmadurest igvery event.

A new associ at il g8 X8 1Sudillag Ataedy . are APlsdA SSM for the

session-viewis in the state 10 Idle, or Mnitor Relations. _So, when
the FSM for thehssociat iy G-I bW URCh PR hSAGR enchritheo MR RL%n, the

operation I nitigddd{aidh ArdiSl F Ry ASSOQUAIN)Okules. THY idadee SCF) is

rej ected.. The operation js then ignored. .15 ., . Figure 5

[ epr esen’s t he TN APRHG RIS FRRFS 1S 8 SEdE @S SARAT SecPitks
SACF-rul es for the associations with the SCF, and the call. There is
. one cal |l -view process per association wth the SCF. The FSM
represents the configuration of a call, as seen 20 froma single

SCF- pr ocess. There are a few operations which have the
call-view as Container Context, for exanple Rel easeCal | .

The states: SetUp, Pending and Active correspond 25 to states in the
BCSM Wiile in SetUp, the SCF may still collect digits fromthe user

usi ng nor mal
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CCF- procedures (operation Collectlnformation). Once in Pendi ng, this

I's no | onger possible (Collectlnformation rejected). Wiile in
Active, the SCF cannot route the 30 call (Connect rejected). - The cal
can only return to Pendi ng by a cer;gln event fromthe cal

Once in Surrogate, the party that initiated the call has Ieft t he

call. It is themrneo MA@FQQVUM%@IQ/ where tfkférret I&%esg%vte(}arlo%q e cal |
(the event fromthe call, that caused t Mto transit from Active

to Pendi ng, assQﬁ%ﬁt%ﬂﬁﬁ'céﬁb@%§Q&%ﬁ%¥¥¥5%%?8‘énsﬂﬁnﬁﬁél§§he state

WD. 93/ 04091 channel, u51ng a spec1f1c interfacBCTLERSH @318%s
-12- with no act Qn ce in Mnitoring Relatlon t he SCF

can no | onger cSﬁPWHPlFﬁﬁlEQIbeq¥ Gy omsRitt S event s happeni ng in
the call 6all controUhifogtopearalyonsesiceibing amebectﬁd) satk shoukd be

generatod by gl MACF"SuLgE foamar PR LR "G 18y BnrShourtr A RaER to
cause a excessively complex FSM. The result is that many
procedures, including all MACF procedures, are still
defined in natural language. There are no mechanisms
10 to validate rules for this type of procedure, namely
procedures which cannot be specified in terms of a
single FSM per association.

The present invention is concerned with a method
of validating a procedure by allowing the rules to be

15 specified by multiple FSMs. Specifically, several
processes, each running a specific FSM, are allowed to
be involved in the validation of a single event.

The validation of an event takes place in two
phases. Firstly, the relevant processes are selected,

20 by assessing whether theyhieet specific criteria. 1In
the second processing phase, all of the selected
processes process the event.

This has the advantage that all of the involved

' processes are in a stable state, before an event is
25 processed by any of them.

For a better understanding of the present
invention, refexence will now be made, by way of
example, to the accompanying drawings.

Figure 1 is a representation of two FSMs which

30 share a container interface.

Figure 2 represents a situation in which a process
Ax, running A, includes two processes Bx and By,
running B.

Figure 3 represents an FSM, which itself consists

35 of a number of other FSMs. '
Figure 4 represents the FSM for the session-view.
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state-transition to Monitor Relations). Figure 6 represents the

FSM for the Cp or Ap. The Cp and Ap have identical states. Wthin a
call -view 10 there can only be one Cp-view, but there nay be several
Ap-views. The Cp or Ap specifies SACF-rulesyfor the association with
the SCF, and the call, for those operatlons in which the Cp or Ap
are invol ved. : Figurel e fedMJdRNES @MeS HaMe FSUNGIHORISat QR pr ocedur es
15 bet ween t he SSF and SCF, "and the procedures to interact W th

a call-party (other FHEWGRsIoFaFESIRGSalthe FSM foarthe Sad e dp.-

There are no operati aps ddtairdiaee mQhC@h@r iMRreR® i ion, t heCoRlaiqaer; Sepnt ext .
Whi ch of the vie S |nv%4ved S detern1qe y the FSM contained in

the Cp and Ap, Che?@ PToceqygg may anOlve SENELE - ?rgﬁﬁsﬁﬁéw &8¢ é&t8ween
the Cp and Ap, &3irst phassh@m tihe Iaaguaataonv\hmhudssus@detc@m@vuieegs from

one view_ to anothergé n eff It .neans t.,hat E%s I ncl,uded 25
-process for thePFEFEPES el §@HaI§n o aPRedMSRdves 1n the g?éﬁ?@ 168t he

ot her side). The skedestdiom WEl the plecESkest heseGpcritefpapbace’s i S
synchroni sed wi {,i Eﬁ% §9§ra%5ter}qlr%Qqctshgn§.yQﬁ@g%@'eigttﬁggshlpagﬁ y,ehe

broken if the user comn process)
It shoul d be noFéMStwéﬂCh repreéﬁﬂﬁeﬁéﬁtrA§P9F§é§§sé@taﬁéeéoﬁgéquentIy not

synchronjged toggtherscard not mnth t he Cp- process t he

synchroni sati on does_not apply tqQ the conpl ete ca
user-interaction is EhﬁéFﬁy (ﬂﬁelFSQFFErWﬁngé WhEtgﬁﬁténEb@ﬁ FH?eF§@F|on

WFl, or User |ngtBa@et kOMContainer Interface®". Figure 1 is a
representation of two FSMs A and B which share a N
container interface. When two FSMs share this type of

15 interface, then one is said to be included in the
other, which in its turn contains the first. In the
example of Figure 1, FSM A contains FSM B, and FSM B is
included in FSM A. A first FSM, included in a second
FSM, is by definition also included in any third FSM

20 that contains the second FSM. That, is if A is
included in B, and B is included in C, then by
definition A is also included in C. It can be said
that A is indirectly included in C. Unless mentioned
otherwise, the term "included", as used herein, means

25 both directly and indirectly included, and as such
cduld specify a relation between more than two FSMs,.
Interactions between processes via an association on a
Container Interface are treated differently from other
types of interaction.

30 An interface can be classified as a
container=interface if the following applies to both
FSMs: '

" an FSM is only directly included in one other FSM;
( an FSM is not included in itself;

35 a process running an FSM does not have

associations with more than one process that runs an

o vl [\th SHP-—:




Processing), all operations will be buffered by the Cp, WO

98/ 04091 PCT/ EP97/ 03799

-13- except Di sconnect ForwardConnection . The buffer is- .

rel eased when the FSMtransits back to WA qvr Processing. The Ap
only buffers ReleaseCall, and this is only buffered locally, i.e.

wi t hout aff ect igngeeidied event h&SMeen esed e, tci\ﬁetﬂ:)n§|0§§ PQ&%E%?at
in the state

Cont ai ner Action for this
Processi ng, thé s HR O% 1S queu%%Flﬁ P EhARS e%M%FéY %Ve‘ﬁ%%yq‘é‘?‘ée ot
synchroni sed. or if there Tihe HSMuadywra tdlerfrezgs averdthe Pverts Aprare 10

I dentical, inclygdj t etc. These FSMs
have only Idle ngdn%ffél rfeta?:e&'{r’arbcthde P%}{%ﬁroceers\;/se tal'éaté Cont ai ner
Cont ext Bor opeiessioresl the eveﬁecatméﬁamnteg&% imEgntap@lyin the Cp and

Ap, and m)\?egﬁh 2 Ap : dl'??fe'iiegxtte p(ﬂ%ﬁ:llq:elésdltqv}eréa £1.5e

"l eg-process can be 0 vi'ce vers
transitting thEVeRts MeFHVece s ﬁﬂﬂtﬂéﬂ% Itn(;erfaces have hlgher

priority than events received via other types of
interfaces. Thus, queues for these events must be

10 empty before an event from another queue can be taken.
This gives all involved processes the chance to update
each other before the next event to be validated is
received.

The invention will now be described in more detail

15 with reference to its application to a specific
example, taken from the Ericsson CS1+ INAP protocol for
IN, which is described by a number of FSMs. One of
these FSMs is the SSF-FSM, which itself consists of a
number of FSMs, as shown in Figure 3.

20 Thus, the Session-view FSM contains the Call-view
FSM, which in turn contains the Cp and Ap FSMs. The Cp
and Ap FSMs share an interface, but this is not a

Container Interface.
The Call-view FSM has external interfaces with the

25 call and the SCF (Service Control Function). It is on
these interfaces that events may arrive which have to
be verified against SACF- and MACF-rules.

The following Container-Actions are 1dent1f1ed
(presented in priority order):

30 bufferEvent. The event is buffered (the
buffering-mechanism itself is nct described here). No
error-procedures are followed.

" rejectEvent. The event is rejected: an

error-procedure is followed.

35 Figure 4 represents the FSM for the session-view,
which specifies the MACF-rules for INA@L“MFhere is one
| REPLACENE! '
07 AUG 1998
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I dl e, and tran5|tt|n a new one (in the target view fromldle to

Acti ve. I I‘ﬂmﬁmg of the leg thus determ nes whether 20

the Cp Vi ew, or ’lE0|ng to be i nvol ved. The concept of
"l egs" represent net wor k-"r eSout ces %311 ocated to a single party in a

call. There can only be one leg in an Ap, but there may be several

l egs in the Cp. 25 Based on this, it is possible to

determne the ~;armg Criteria which are to be used in selecting the

processes whi ch shout d process an event during the val i dati on.

It should be noted ¥hat 2HeclpRepf WhlidntBitiern 3¥vent imtakfaces can in
general be usetht®) desent beeterk comprPehayi pUs1 @faBisysdem or part of a

system to external comi ng from other systens or part

tri er
of the ° %ﬁ%eenshe mé%hog éomprlsamg CLAI VS
1. A nethod of valselbdetiph@nfemendll npPdcesses those processes which

meet predetermined criteria; and
processing the event in all of the selected
processes independently;

10 characterized in that the selecting step
comprises defining relationships between Finite State
Machines representing the processes, including defining
container interfaces between the processes.

2. A method as claimed in claim 1, wherein the

15 predetermined criteria comprise:

determining whether any of the Finite State
Machines share a container interface, and

determining whether any of the processes match a
container context of the current event.

20 3. A method as claimed in claim 1 or 2, wherein
the event is received at a first process, and the
method comprises delaying processing the event in the
first process until the selecting step is completed.

4. A method as claimed in claim 1, 2 or 3,

25 wherein the step of selecting those processes which

meet predetermined criteria comprises:

selecting a first set of processes which meet the
set of criteria;

pre-processing the event in the first set of

30 processes; and

selecting a second set of processes on the basis

of the result of the pre-processing.
5. A method as claimed in claim 4, wherein the

second set of processes are selected only if they

35 include current container actions.

6. A method as claimed in any precedlng claim,
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det er m ni ng wheveek hag beeﬂhErFFﬁﬁﬁédState Machi nes share a
container interface, and determ ni ng whet her any of the
processes match a cont ai ner context of the current event. 20

3. Anethod as clained in claim1 or 2, wherein the event is
received at a first process, and the met hod conprises del ayi ng

- processing the event in the first process until the selecting step
is conpl et ed. 4. A nethod as clainmed in claiml1, 2 or 3, 25
wherein the step of selecting those processes which meet
predeterm ned criteria conprises: selecting a first set of
processes which neet the set of criteria; pr e- processing
the event in the first set of 30 processes; and selecting a
second set of processes on the basis of the result of the

pr e- processi ng.
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5. A nethod as clained in claim4, wherein the second set ofqﬁ
processes are selected only if they 35 i ncl ude current container ®*f&3y& -o
actions. 6. A method as clained in any preceding b

-15- wherein the step of processing the event conprises "",,:-‘f recei ved
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The method involves defining relationships between FSMs
which describe the entitics, selecting the processes which fulfill
certain criteria, and processing the event in all of the sclected
processes.
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