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This invention relates to a nethod nanely | SO data system whi ch provi des a
protection nmechanismto safeguard the data generated by any software, using
i so data system from unauthorized usage.ln particular, iso data systemis
a nmethod in which data created using the said systemis unique and
exclusive to the software installed on a particular conputer. Data can be
used only on the conputer that has created it. To use this data on anot her
conmput er, sufficient access perm ssions nust be given to the data by the

owner.  BACKGROWNR {dp Fbk AME%EJ%N‘?’EBMHﬂeﬂn’f?@mﬂ%ﬁ%@ﬁ@“fi dential in

nature. Data m suse can lead to serious losses due to Ich protecting it

is very inportant. DaiATAPPROBUCED ONDESKIEP SDFTIVAREMRI N el enent s,
Confidentiality, Integrity and Accessibility. Confidentiality neans

protecting the data from unauthorized access. Integrity neans data can be
nodi fied only if appropriate perm ssions and authorization are given by the
data owner. Availability sinply neans that the data nust be avail abl e when

it is required. .
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THE FOLLOWING SPECIFICATION PARTICULARLY DESCRIBES THE

INVENTION AND THE MANNER IN WHICH IT IS TO BE PERFORMED

FIELD OF INVENTION
This invention relates to a method namely ISO data system which provides a
protection mechanism to safeguard the data generated by any software, using

iso data system, from unauthorized usage.

SUBSTITUTE SHEET (RULE 26)



Current avail able solutions on data security are using passwords, hardware
| ocks, encryptions and simlar kind. PRIOR ART: US patent application
nunber 20006Q2HABIZ1descri bes a net hod of controlling aceesaBioo/es2omdi a
storage device for storing a plurality of media objects wherein the nethod
includes receiving.first data.identifyin _tﬁf medi a storage devi ce and
second dafaP4HEHR! 59 i SYSIGUR 1S BRBPA LR Rgich dategspted Neing (R HHd SR eci pi ent
of the nedia storage device; storing first data in association with the
second datsatniqussad wgclupiae fretic o8 warcapwalthehvdncepartcudar qogepiteroRatarces bpi ent on
the list; using a delivery session identifier to establish a delivery

sessi on f asedtdndy bs shecbmmdeathst asageatetbiti Te uwd this datasearanothentorhpwat, i on
system corresponding to recipients associated with the second data; and

t hen updatiffigichh®ceR8GRAHisfishamas dehvdasitise @fta BRtR Jvarel ved fromthe
useridentification systemand the delivery session identifier, thereby to
nodify the list of authorised recipients of the issued nedia storage
device. Further there is also provided a distribution access control system
whi ch contr i e device, the nedia storage device
storing ahﬁ%ﬁgﬁﬁgﬁg)fbﬁé&@q%@igéﬁghe di stributed access control system
wherein an interface arranged to receive first data identifying the nedia
st orage dManye mes. sekoliccoatidential ehpathie mMptanyisuse ceniediteispdoust lopssast one
aut hori sed recipient of the nedia storage device; a storage system arranged
to store thetd whish pdetteingnt sseoy iraparoamt.Dath ptdiectioe congrisest &f;thizadnan devi ce

i ssuing systemarranged to issue a nedia storage device to at |east one
reci pi ent clemehfle CosfiddnSaltyovimagity Sahdl devesBilitys UCoRNideyishlagn ifeaakr anged
to create a delivery session identifier to establish a delivery session for
the i ssueggigghg tRd 85@%Fom unauthorized access. Integrity means data can be modified

only if appropriate permissions and authorization are given by the data owner.
Availability simply means that the data must be available when it is required.
Current available solutions on data security are using passwords, hardware locks,

encryptions and similar kind.

PRIOR ART:

US patent application number 20090259512 describes a method of controlling access
to a media storage device for storing a plurality of media objects wherein the method
includes receiving first data identifying the media storage device and second data
identifying a list comprising at least one authorized recipient of the media storage
device; storing first data in association with the second data; issuing the media storage
device to at least one recipient on the list; using a delivery session identifier to
establish a delivery session for the issued media storage device with a user
identification system corresponding to recipients associated with the second data; and

then updating the second data on the basis of data received from the user



device with a user identification systemcorresponding to at |east one

reci pient associated with the second data, and a storage systemis arranged
t o updat ewbheligeezymd data on the basis of the delivery ®esaBzmno/esrdsadat a
received fromthe user identification3system thereby to nodify the list of

aut horised, reci pients of the issued nedia, storage device. OBJECTS THE
| NVENTI ONIdepgt 1%9tWP§M%t8mr?é‘QﬁEe Gﬁlé‘(f{%é‘*rsﬁ%dd%@{é%gﬁ%fﬁhly Ei’s%‘@@%#hed]é%t& Wien

data i s made unusabl e for unauthorized recipients, its security no |onger
remai ns a2yhenicd iecigignts @h thesyssied mediosterege éawes. conpr ehensi ve and f ool pr oof
met hods to protect data. It is an object of the present invention to

provi de aFtodrptheef is n¢chprbvidedpa disedlhutioacamess @meolsyden ofhidiatcantyls

unaut hori zed recipients. Even if the data accidentally reachesunauthorized

access, i hceBAmBEa YiDebeHRUcOIRE BRaRGtord fred datedtiial lﬁdraq)ifbl & Madiki cul ar
conput er cannot be used on any other conputer, unless the data owner has

grant ed tgﬁjeﬁgﬁﬁé 'Eii%ﬁ{‘b%%cf‘ic%éés%ﬁtr&Psﬁ%ﬂw%%@fﬂ%%teﬁﬁ%é’%%e@?o wRpls this

data to be “shar ed. e present 1 nve SO prov s an-aut omat ed, easy
and hassl e fr soff.ware reinstallatiop systemfor, t user.. . SUWARY OF THE
VENTT O s ERAISERE o PRAC b e v e s Bt R Beter 1 o
mandat ory for usage of iso data systemsince this feature can be used only
by regi st EPBRFitidE AL lgpt enveawtberisgd mecipieRieof Higi BEdiat AL Jetiesn dostorage
software and the iso-data systemgo hand in hand for data security. After
successf ubystagiastangad tnstofe theefisddhiaameasspeibtiarhwithethd secandoddti:nendser ver, a
uni que, permanent, custoner id is issued to every registered software. This
cust oner delviees idsingueysendl armapgsd dntissaddh ingediss e@drdge ddlast td yt kst waer of

particul ar
recipient on the list is provided. Said device issuing system is arranged to create a
delivery session identifier to establish a delivery session for the issued media storage
device with a user identification system corresponding to at least one recipient
associated with the second data, and a storage system is arranged to update the second
data on the basis of the delivery session and data received from the user identification

system, thereby to modify the list of authorised recipients of the issued media storage

device.

OBJECTS OF THE INVENTION:

Data misuse means unauthorized access and usage of data. When data is made
unusable for unauthorized recipients, its security no longer remains a problem.
Current systems do not have comprehensive and foolproof methods to protect data.

It is an object of the present invention to provide a foolproof method to protect, access

and usage of data by unauthorized recipients.  Even if the data accidentally reaches



software installed in a particular conputer. During the software
activation, a file is generated by the server. This file is sent to the
sof t war e.wOhlns/Mid7@¢ i s unknown to user and contai ns key®CRIBzn@0#2259 The
server generates these keys and permamently stores it. The function of

t hese keys is to protect software data from ut hori zed, usage. . These keys
are used P%é}mlé)ﬁl?f?@ﬁ?‘ieésn 1%%&“%‘\3@%3 6 P’é)@esrsé‘ggﬁ‘reégtas‘irﬁﬁé‘%.on Bg’ﬁﬁlc Tand R2

are permanent keys, unique to each registered software and are associ at ed
with a pafemnpuiPagangni beesasuet amepthicr compiicr, valose Higodats opiby his gentgér and
with the particular unique installed software. R key is used to protect
dat a of t He rsqfitedgremissishafiol cadh compitat orpehich i vaantscbizplatasto belBhdred.s owner' s
data. Rl key is not shared with any other user. By default, the data

created byh¢ heeseat triverticd aBOTJrbRides he AkoMMUSd, eRSY ViRl echsAD &t QyfBehrtd th R
key in the conputer in which the software is installed. It is a private

key. R2 is.; d regi stered with other users on other
R ST e

conput ers, e perm ssion of the owner and is used to
protect the data that is being shared. It is a public key of that

particul ar unique software. Ra and Rb are the private and public key of the
reci pient, respectively. The public keys and private keys are confidenti al
and Wil | ﬁHMM@%g&FEﬁ{%MVE&WNFOUt a purpose. Data owner can register
his R2 key with as many recipients as he needs to. These nay be recipients
t o whom oRngistrateon eletbd sobwsesnid tHatvandor squmding IsyrverT tsemaedatory vipensage lof send an
instruction to the server to register his R2Z key with the recipients, by
entering tsbelateybieheit@ thsUsiton®sanibd used Jily dyiragitetedtus@s obttel soGontai n t he
data owner's custonmer id as well. Wen the recipient is connected to the

onl i ne sews&%gi@faﬁah Ry dte Jf thd o ol 5B AN Bk [BAMESEysPoh bHBah @S RafMort O
register the data owner's R2 key. It is up to theé recipient to register the

key or nohata%%cﬁﬂy. gﬁér”&ucggssﬁlil qggigt&%iogagfathg W0RWaedWith the vendor’s online

server, a unique, permanent, customer id is issued to every registered software. This
customer id is unique and important and is used to identify the user of particular
software installed in a particular computer. During the software activation, a file is
generated by the server. This file is sent to the software. This file is unknown to user
and contains keys R1 and R2. The server generates these keys and permanently stores
it. The function of these keys is to protect software data from unauthorized usage.
These keys are used for encryption and decryption at required stages. Both R1 and R2
are permanent keys, unique to each registered software and are associated with a
particular unique customer id with the vendor’s online server and with the particular
unique installed software. R1 key is used to protect data of the software installed in
that particular computer that is owner’s data. R1 key is not shared with any other user.
By default, the data created by the particular software is always encrypted and stored
with R1 key in the computer in which the software is installed. It is a private key. R2

is the key that can be registered with other users on other computers, if needed, with



revoke the registration of his R2 key with the other recipients by
instructing the server to do so. The server will not need the recipient's
per m ssi onotolwmevhe t he data owner's R2 key regi st er edpairtih2oao/piosd cul ar
recipient. Data is information created while using the software. The
software data can. be _shared by using any external storage device.or by
upl oadi ngﬂﬁé’ceém%%lPPr‘?éﬂfeoo‘YlFFé g et 0 Bl i %%ﬁ%térb@%{gr@awécﬁﬁ &nt can
downl oad it. Oaner can set full or partial access perm ssions for exanple
vi ew, reatublprkeaytof thegpartignldr apgweisoftftisc.control of data remains with the
dat a- owner, even after sharing it with other users. Each tinme authorized
reci pi ent RacndKte arestharpetvatdtadna, puthie lstyadfube otcipibet, acspedsepe i gaibbas wi | |
be checked with the online server, if needed. Only if the access

perm ssi oRgysakR ptildtk 1QGE la¥€ cosf@dentifieakE &R Atbcat eSS Saecddtihosd e the
recipient will be alerted that the data access perm ssions are no | onger
valid. Da I ' ANl onl i to
delete t hgﬁgaﬁ%@jﬁaﬁ% Iellé;r CZ‘ e{gégtg ' ﬁg oRr%]tE e%gthtagg?%l erﬁaaﬁleegﬁp%sg%t&ga%gorhput er,
i f needed.,Process and.storage of original ta and data i C

Fecel vedr SPEGHED Rreo g piod Ba B e Mgt i S s Bheoctlu” R fup

excl usi ve sub s¥stens which‘suPports encryption systemrespectively and
data is sPWpEgVillsepden dehactentq e sevehte rnealsfteﬁéwsl%%ewﬁbal@eeﬁeﬂpw, em
respectively. Data can be protected from unauthorized usage, using iso data
system The quangsthet eansty’ ecwtirhar idzedlus agsrotionaval coghmgthesdatalat a
system is explained further. In the present enbodi nent, the environnent
cont ai ns awdat acpveiadr,id as et Wientthsvdeipiord dnvdrhectddtathewntine Baeds aho share
the data and an online server. Owmer can share data with other registered

users. TheiefagillRieedllpl FRY BfudiBip HRtreBpNGt tReHRY B oML bweRRRE &%y BT St er ed
with him In both cases, data s%arl ng can be done by two net hods; either by

upl oadi ngistllﬁeto qﬁ‘é 1%cipient to register the key or not. At any point of time the data owner can

revoke the registration of his R2 key with the other recipients by instructing the server
to do so. The server will not need the recipient’s permission to revoke the data
owner’s R2 key registered with a particular recipient.

Data is information created while using the software. The software data can be shared
by using any external storage device or by uploading data online to the vendor’s
server from where the recipient can download it. Owner can set full or partial access
permissions for example view, read, print, save and amend. The control of data
remains with the data-owner, even after sharing it with other users. Each time
authorized recipient accesses shared data, the status of the access permissions will be
checked with the online server, if needed. Only if the access permissions are still
active, can the recipient access the data else the recipient will be alerted that the data
access permissions are no longer valid. Data owner can also send an instruction to the
online server to delete the data, he has shared, from the authorized recipient’s

computer, if needed. Process and storage of original data and data which is received



set/ packet to be shared to the online server or by copying the data to be
shared on any external storage device and sharing this device with the

i nt ended wecbhpi/®ni7i Consi der the recipient does not havecrhBadebzoswner' s
R2 key and the data owner wants to share data by uploading it to the online
server. Si.nce the data to be shared is.already in an encrypted formwth
the data GG gfc RW?SSF‘? thrgu%?bwwff%aewn it dafoegus éysugr?éIStFlﬁ‘én it is
encrypted using the R2 key on the data owner's conputer which is controlled
by a stantVaicd p@eewe cacyRiddnRYSem aastsctiyate and| dagn ishatords otver SERIT@EE t he
recipient as well as sender is entered in this data. Each data set/packet
shar ed byldchtordamathowasi avinifutarOrRysaem rasppetivaly ullata dat &cipdoigetedrfatred by t he
data owner's system The said data id will determ ne uni queness of each set
of data sgmuthd?iZ0€ uSdr! 8dn@Rd dtaSE sl IThBSkdektol iBudBnaweRBN st ofhe sai d
data. Access perm ssions and corresponding i nformati on of each set of data
are assoc ed.wi th i id. r :
sets/packggéig% Hgig%?b te§Lg§§§§?§¥§dma%?%Igﬁé?ﬁﬁg%ﬁﬁgg%gﬁ»Fﬁgq gta i ds.
This data is then uploaded,to the onli.ne seryver, where. it i s agai,n decrypted
usi ng t he “YAPIM5RHEYIEINRS d;?}aayo‘é{ﬂif’ 8689}81:6Pte8“¥r¥f1}?%g@en%&}t? SHigh ﬂ%ﬁdsft%r m This
data is then encrypted with the recipients Rb key.. The online server
sendsan apflre ﬂiedia}/an@dr FePHIE e VER AWk cpa Sharg detg with ofket regitared BeTshar ed.
The recipient then downl oads this data and decrypts it using the data

reci pi ent The Risikeyt. mTher gapmot bt thanlazeowgnorsrRY key sagisseé it higt. dnage
device to the recipient. In this case the recipient will upload this data
to the onbothecassl data. shdtige s& Beldond bl tebeaakhbds, chierdat aploydigg thhasaset the
perm ssion for the particular recipient, custonmer id which has upl oaded the

data and @ilclidt td BEsHRBIdHoSRE ORTeAER /s BF bl BEp RS the\latd to0R sRAREBRSGY and
sent back to recipient. |If the perm ssions were not granted by the data

owner, t hgxternal storage device and sharing this device with the intended recipient.

Consider the recipient does not have the data owner’s R2 key and the data owner
wants to share data by uploading it to the online server. Since the data to be shared is
already in an encrypted form with the data owner’s R1 key, it is decrypted by the
same R1 key and then it is encrypted using the R2 key on the data owner’s computer
which is controlled by a standard password mechanism each time.

Also the customer id of the recipient as well as sender is entered in this data. Each
data set/packet shared by the data owner will contain a particular data id generated by
the data owner’s system. The said data id will determine uniqueness of each set of
data sent to be shared and also will help in the management of the said data. Access
permissions and corresponding information of each set of data are associated with its
data id. Server will keep a log of all data sets/packets, all attributes associated with
their corresponding data ids. This data is then uploaded to the online server where it is
again decrypted using the data owner’s R2 key and converted into normal/original

form. This data is then encrypted with the recipients Rb key. The online server sends



online server will delete the data fromthe recipient's conputer. Wen user
upl oads this data to the online server the decryption and encryption take
pl ace as wopbHimexfiabove and when the recipient is connecras2o@oi2o® onl i ne
server he can downl oad and use this data . Now consider the recipient has

t he data own r'stg2 key regi stered with him Again the data .owner can share
the data BY 2l5H1 ©adF Aefpient hat HEtaghifiAds $@itng toghe @vrf‘sdtg AECPIRBt Yahd data
to an external storage device and sharing this device with the recipient.
In this céewnlopds téﬁé%m@cﬂeémﬁﬁ it wsigedeistagdcinsphgRbkeysame R key and
again encrypted using the data owner's r2 key. The recipient can either
downl oad The¢ samkad#a tarobe gilven smraneixtaonal fstovagct deeicestd ereratipehodadeas dawi ce;
however the data owner has sent it. Since the recipient already has the

dat a ownefheSretigich€ @il tuploRd thishRtS & thetlie GaeReTHORIEPWAN dhsting thee
Owmer's Rb key and use it. Even if the data accidently reaches unauthorized

software whl, %Qvn@f}?a% g&ttﬁ%@mgxm{ foF t | %llﬁali %gip%gg,acuﬁ‘@oh{gr RPLhRE Hgcessed

as the custoner e software in a I's being opened wl |l
differ with t ustomer, id instructed in the authori ion. The shared

dat & can BRORSEHRER By HERG BETRRT P biet oft B BRLMEER: BPeamat el eq i n
| ocation separate fromoriginal |ocation. The recipjent wll downl oad the
data and Psbdrek ffe reqignt; hethsorarmassions pgtre nebsraeedule dhaadatpownehethgccess
rights given with thedata. Access rights could be of two types, one is view
only wher enlifflpesetiar avidadeldie thendata Vioawdd noipiestly edmanigr.sWbomdsdrsupladds or
partial access to use or change the data. The data wll behave only in the

way the dédfiadaeaeske anlthcusage thedeirspiicnsndaveyhantabeplaoy at Repldata owner .
For exanple, the data can be used for x nunber of days, x nunber of hours,

x nunber  gfovel SMBSwh B FoGABntaS EANRRY tBehlFRNLEed v ARt 2afk A0wAloa§angot be
saved, data can or cannot 'be printed.

use this data . Now consider the recipient has the data owner’s R2 key registered with
him. Again the data owner can share the data by uploading it to the online server or by
storing the said data to an external storage device and sharing this device with the
recipient. In this case the encrypted data is decrypted using the same R1 key and again
encrypted using the data owner’s r2 key. The recipient can either download this data
from the server or from the external storage device; however the data owner has sent
it. Since the recipient already has the data owner’s 12 registered, the said data can be
decrypted using the Owner’s Rb key and use it.

Even if the data accidently reaches unauthorized software which has the data owner’s
R2 key, the data will not be accessed as the customer id of the software in which the

data is being opened will differ with the customer id instructed in the authorization.

The shared data can be used with only the authentication of the server and stored in
a location separate from original location. The recipient will download the data and

import it into the software. Data can be used as per the access rights given with the



In case the recipient anmends the data and wants to share it back with the
data owner, the sane can be done by four nethods. In nethod 1, consider,

t he reci pvenviidiols7mot have the R2 key of the data owner PCThB2m@oi2pient wil |
encrypt the data to be sent back to tk®e owner mﬁth his Rb key. This data

whi ch can be sent tog the ta.owner via twgy net one b ich the
reci pi ent 98B %%&Tés s a%ﬂlg%? ST PR IBRT 088 ISEPYEn w ?rs.ﬂ%F 4%%0W]li>wlyconver ts

the data encrypted with Ro key to data owner's R2 key and sends this data
to the daviEwsdmet sayserindisscandrindill oomattigl a¢resolel isgeorshpngerthe tae. dica owner
downl oads this data and converts it fromR2 key to R key in order to use
it. The r dathpiibdhthaa@ronddopthe avayaehodatametdodndiisage pemgsdidres ldat heengt y pt ed

with Rb key to be shared on an external storage device. In this case, the

dat a ownepy WMd datd &&8érYBott HQNPX, Bl @ta S4r0AGRJ F8VA GEMBECH Uk adninktics
received data to online server where the server will convert the data from

Rb key to, 1{§ ﬂﬂ#ﬁr%ﬁuﬂ%&ad 0%@5%&%32?%&%&%%3%&% o?'&gmﬁ)?%e” the

data from ey and use od 2, consider the

recipi ent e R2 ke the data owner; in this case again the
reci pi ent %Vﬁﬁ iaé%ﬁant%&am&ﬁ@&n@gta back to the data owner via an external

storage device or via uploading the data to be shared to the online server.
In both cHsexsethferegipicat F‘@%‘i‘}%@?ﬁ?’@cﬁ@s‘?’%s tondhageait Ragkaeh the dega papeand sent .

Data owner can download this data via the online server or fromthe
ext er nal 8teonagecadedei dme Hyweswe metlivalsr bcinpihedt!, lhassidentheirecipiedt didmoegrt t he
data fromR2 to R and use the it. Anendnent of data will be shown to data

owner, onhyvd the RQ lagodphicddthewase TdaeRripicitvelldatdpwibk|dabetoibapent dk and
nmerged. A facility will be given to the data owner to nerge the data that

has been agadedcPWithhfs R8UDI BRI daﬂéhﬁhﬂéﬁfc@n b @ént it§ tHOJREo RN |E twgmended
is kept in a separate |location fromthe original |ocation of the software

and methods; one by which the recipient uploads the data to the online server wherein the

server converts the data encrypted with Rb key to data owner’s R2 key and sends this
data to the data owner upon his connection to the online server. The data owner
downloads this data and converts it from R2 key to R1 key in order to use it. The
recipient can adopt a second method of giving the data encrypted with Rb key to be
shared on an external storage device. In this case, the data owner will receive the
external storage device and upload this received data to online server where the server
will convert the data from Rb key to R2 key and the data owner can download this
data and convert the data from R2 key to R1 key and use the data.

In method 2, consider the recipient has the R2 key of the data owner; in this case
again the recipient can send the amended data back to the data owner via an external
storage device or via uploading the data to be shared to the online server. In both
cases the data is encrypted using the data owner’s R2 key and sent. Data owner can
download this data via the online server or from the external storage device however

the recipient has sent it and convert the data from R2 to R1 and use the it.



does not interfere in any way with the original data/records of both users
softwares until an instruction is given to do so. Data owner can keep the
ori gi nal wopyitdoiz7equi red before anmal gamati ng/ i nt egr at i ®@aTaB2016v@52959

reci pient's changes. Sane procedure wpl|l be applied if data owner wants to
share data with nore than one recipient. In case a need arises for the user
to reinstall the software, a reinstallation wizard will open. This w zard
will take the input of user's emamil id.. After verification, the account
det ai | s wAMengecntepicdnés wilt benshoen sedstaovany onbeifdefacaents thei anengment,
reinstalled. The server will send a confirmation key to the user's

regi st er etheedntd will e ihpertebafd nreatadoA feeility svil dkigiveamntoythe datacovengpaot i cul ar
transaction and is associated to the activation file of that software. The

user has hRr&thedataRBatdRRbediBhénMRd HeUhs RipidM, tE daRGhstiStSBe simRdd, i d,
into this activation wi zard after which an activation file is sent to the

softvare [ramMdie iSR! Her sephIEan eSS AL BAALobdlich diind U auRA "

mat ches wth the her regi stere e online server when the

sof tware S registered, the ke R, .R2 will be restored by the server
Tnto the SORCIRANSHERAN ey ¥ IR iR e datredore GoeOI bk BVERS of her
users to re register their R2 keys with his software. |Incase the .

not her boab@fili 1 HStUREOT nBiYEB O per Baldup iRy ¢amekesPnide orrigigal neopy) ifat i on,
the software will be installed but the R2 keys previously registered with
t he serverequirkd befote wrealgeyitstgmegraimaiaf theecctpoent hechdigsr Bpanpsoctdurad i n

t henot herboard id and the software will also alert the user to send request
agai n to whieby appliedss diai awewnedss fosharealat£@lth iioad than oaé rdcipgént. R2 key with
the said software. Each tinme the software opens, an authorizati on conponent
mat ches the notherboard id enbedded in the software with the notherboard id
of the conputer. Incase a discrepancy in the notherboard id is found; the

sof tware Yﬂ J:else %Ei{eeg) laﬁge%efgr ﬁl%qlsglj t%rI%intstQﬁ the software, a reinstallation wizard will

open. This wizard will take the input of user’s email id.. After verification, the
account details will be fetched from the server and the software will be reinstalled.
The server will send a confirmation key to the user’s registered email id. The
confirmation key is valid only for one particular transaction and is associated to the
activation file of that software. The user has to enter the confirmation key sent to the
registered email id, into this activation wizard after which an activation file is sent to
the software from the server. Incase the motherboard id’s of the computer matches
with the mother board id registered with the online server when the software was
registered, the keys R1, R2 will be restored by the server into the software, The user
will have to send a request back to the other users to re register their R2 keys with his
software. Incase the motherboard id of the computer differs during the time of
reinstallation, the software will be installed but the R2 keys previously registered with

the server will not be registered again due to the discrepancy found in the



user to validate with the online server. Once the user validates with the
online server, a confirmation key will be sent to the user's registered

emai | idwbteri/omMdzeah the RI and R2 keys will be sent ana&CraBioao/eztIto t he
software. The software will also alert® the user to send request again to

t he various data ers for re regjistration of their R2 key with the said
sof t war e. H@he?,b%r? il anbihg Sofmar WL ek iaﬁ%ﬁhﬁdﬁ?r orend reperteagalf 1o thpe

regi stered with the recipient again. Each tinme the conputer is connected to
i nt er net , vanipusslatayaynopi for reregiskiationeoktheir B ket withethreaid egftwhiicch i s
registered with the software. If the server notes that the R2 key of a
parti cul aEadatime ol srfiwdra®pbese an methokiedjoni donwiohbntrremokes thbenatiegbstrd at i on of
this R2 key with the recipient. Simlarly the recipient can al so renove the

regi strat idBmBEddRdPAI the Cddlfidvar&avikehebinotHftafd @ off HBe BMpBfer. IRadehhs case
the data owner will be alerted about his R2 key being unregi stered by a

part! cul afisbREhRY R the AMANMATEMARLATTH LR T:EPR0L e MO, et hod

| so data syst ps e software owner to protec software data from
on dat a usage

unaut hori zed ,access. The software owner can set..restrictions.

byt he r elrbi Ny IR AR Se ey B ESp it M e By Rt ond ng
it to the online server. In viewof the wide variety of enbodinents to

whi ch t he2 gPififgiagipa ke il he syt Esdsuserivisamicssd eadl Weftspphicddhe Re aadoul d be
understood that the illustrated enbodi nents areexenplary only. The

i |1 ustrat Bd kepbodl besens ahisstiodedtotthds fivedke nTlssdfiwrre iviigalshelegdbpasenf t he
present invention. Wile various elenents of the preferred enbodi nents have
been desctd bad r@guddehfgn itorpheetaivug dat0dbWedrs doibadicgBitston 6PpthciraR2 &g may

alternatively be used, and vice-versa.
with the said software. Only after data owner’s confirmation, their R2 key will be
registered with the recipient again. Each time the computer is connected to internet,
the server will check the status of the R2 key which is registered with the software. If
the server notes that the R2 key of a particular data owner, has been revoked, it will
revoke the registration of this R2 key with the recipient. Similarly the recipient can
also remove the registration of a particular R2 key by informing the server. In this
case the data owner will be alerted about his R2 key being unregistered by a particular
recipient.
ADVANTAGES AND APPLICATIONS
Present invention method Iso data system helps the software owner to protect his
software data from unauthorized access. The software owner can set restrictions on

data usage by the recipient. Data can be shared by any external drive or by uploading

it to the online server.

In view of the wide variety of embodiments to which the principles of the present

invention can be applied, it should be understood that the illustrated embodiments are



BRI EF DESCRI PTI ON OF THE DRAW NGS: Figure la and Ib illustrates the process
of Software registration and use of data by owner. Figure 2a and 2b

i Il ustratwe 2bhops7ocedure for sharing of data online. FipgunB23eozash 3b
illustrates the process of sharing ofildata using an external drive like a

Conmpact Di sk. Figure d 4b illustrates th rocess of softwar

reinstal | a%q%%aran%rﬂy-eﬁ%@%trﬁbedo?m QN Py 8949 {ieR s BB cess of
sharing of R2 key with various potential recipients. Figure 6 illustrate

t he procesepefof tho/prian imRentey, \’Ehlclﬁwéﬁmué igtamgnty eicthe pradersed Enpgdimerts
illustrate the process of authorization. DETAILED DESCRI PTI ON OF THE

| NVENTI ONhavEhbednS@2sdabal sy demm pupdgmented,sotacibyimbodiodetspmadicationsr by en i n

M crosoft .NET programm ng | anguage. The description generally provides

met hod of apdrRit8ely RudehCandSede-serglat @ from unaut hori zed access. A nethod for
registering a user to the online server includes receiving an initial
access to desktop software by a prospective user and determ ni ngwhet her the
user has provided valid user identification information. Referring to

Figure la I , | S conputer by executing function
101, uponBﬁﬁ@?&%@?ﬁkift@?gﬁﬁgﬁﬁiﬁ%ﬁggyﬂ$§£$eady to use the software. User
clicks on _the software executable for first tinme to run the software,

met hod 1051guse i hookdl . ilypetesdimdrocgeeal Poltvasriegisiraiononds ysesef datahy

software registration wi ndow 103 will appear to register user to vendor's
onl i ne sepwaer.from desktop software. Omer enters registration

Figure 2a and 2b illustrates the procedure for sharing of data online.

Figure 3a and 3b illustrates the process of sharing of data using an external drive like
a Compact Disk.

Figure 4a and 4b illustrates the process of software reinstallation and reassigning of
keys.

Figure 5 illustrate the process of sharing of R2 key with various potential recipients.
Figure 6 illustrate the process of revoking R2 key from potential recipients.

Figure 7 illustrate the process of authorization.

DETAILED DESCRIPTION OF THE INVENTION:
The ISO data system program is a byte code program written in Microsoft .NET

programming language.

The description generally provides method of protecting the user’s data from
unauthorized access. A method for registering a user to the online server includes

receiving an initial access to desktop software by a prospective user and determining



information via 104 into registration wzard 103. If internet connection is
avail abl e 105 verifies the integrity of the 105 nethod associated with each
| oaded obywecabii/ioizithe net hod 106 i s successful ly execut edTihmioeizassd 107
val i dates user information upon succegsful invocation of 108, user is
registered, to the vendor's online server. by._invoki met hod 109 and the
server | s QUEET st TREICH dvafid ek draBificafipy gﬁ%é%ﬂéloeugp PEitd in the
sof tware by executing nmethod 110. Method 111 gas referred in Figure Ib) is
i nvoked t blegirs pi. Ascnsiallathiconftwareaemhis gampuishby sxesuting §metipn L&h vppni on i . e.
trial or subscription nethod 112 is invoked to send confirmation key to
user's regicstafiddneabtionivder ety @niserthe coltkare mlkérariickeynitind sofacdrevat i on
wi zard by executing function 113, software executes internet connection
avai | abi | bietufbRSEr fidsf it t6 Bafthe kb@whidt REMBH 102 WNAGS kAN WHenloRngF IR 1S

avai | abl e, then function 116 execute to validate the confirmation key with
the onl I nf ARIaBAS for s EAGEUL b NALABbn ARG DiOb i GRSk stdpon
successful validafion Server sends activation File w t é)ncrypt d cust omer
id 118, this tactivat,i on. file al s€ co tgtl ns_ tWo unj que ke,}/s R sgng R2 for
encrypt i of*EAng YEEPY P19 0Re FEh TR LSHRP S LT aPPRET SACTU I§IRRI8H of

aut hori zed usage transferred fromonline server to user's nmachi ne and store
users not HEPERAIC Vig) 10 prPHerdinapaae. 1 0Sof Hiaticrnct peneadon i agtale
encrypted with Rl key of owner. Referring to Figure 2a, if the data owner
wi shes t olghuerefidsitbe datgaitwof thea®dtrhehod egpsined edthr @ch poasiad objecexiebat i ng

met hod 201, Since the data is originally encryptedwith the data ower's Rl
key at tipetiold idatiasedcealfillbnexcsokt ey @cthati d 07 s/aléaesypice thivinidtiod aipan owner ' s
R key and then encrypted using data owner's R2 key after the data owner

enters a RassWAldindStti6h IOTRY, Usér isS r@Mi&EEdo e RRAISF IMoRBNdTRERNSd 1 02;

owner sets the data access perm ssions, system assigns a unique data id to

this set ﬂlfvoking method 109 and the server issues unique customer id to the user and embeds
customer id in the software by executing method 110. Method 111 (as referred in
Figure 1b) is invoked to display activation wizard, user chooses subscription option
1.e. trial or subscription method 112 is invoked to send confirmation key to user’s
registered email id. Owner enters confirmation key into activation wizard by
executing function 113, software executes internet connection availability class 114 to
check the internet connection if internet is available, then function 116 execute to
validate the confirmation key with the online database by executing internet
availability class 117. Upon successful validation server sends activation file with
encrypted customer id 118, this activation file also contains two unique keys R1 and
R2 for encryption and decryption of software data, installation id, period of authorized
usage transferred from online server to user’s machine and store users motherboard id
to online database. Software creates database encrypted with R1 key of owner.

Referring to Figure 2a, if the data owner wishes to share his data with another

registered recipient by executing method 201, Since the data is originally encrypted



data by executing function 203. User needs to choose the nethod of sharing
of the data, 204. |f user chooses the online data sharing nmethod by
per f or m ngormetioa37205, and If internet connection is avacirabioayoizos
software verifies the integrity of the 206 nethod associated with each

| oaded object, |f the nethod 206 is successfully executed, 207 js.jnvoked
to check WHbthRAaANEFT ﬁgéie?’ékflﬁﬁeéﬁd%ta%e%éi}’% Wit Fedrstinied Ritknt s Rb
key then function 208 is executed to encrypt the data with Rb key and

stores it dyga overaRkkkey end shanecnesrnied uging dotn exexrist RY kep adicoihe ddie data on

the online server with the R2 key, online server decrypts the data with
dat a owneowaciRentkisya pagiwend raypptistoher ddtia cagaed by fichfoRinidgeynetifodr 209; pi ent .
If internet connection is available software verifier 210 verifies the

integrityo@herdt {26 A Qafiibed RERRGLA, §fthlabsi@achuhigas asta adieais sdtfoft he
met hod 210 is successfully verified 2 11 is rnvoked to alert recipient

about the t 0] 0@ﬁ§ r by
perforninggﬁe?%8§§§%§é§?%n@ﬁgm%ét odkggigfgﬂgﬁ%ggg%gﬁpﬁ3%8%%p¥ﬁ§QM§15 (as
referred i,n Figure 2b).is invoked to decrypt the.data.with recej s Rb key
and 1 npor a2 Phofusctiobpdes ME e SR FE el pis o BRIl var e
verifier 216 checks the data sharing perm ssion, software checks if

reci pi ent 2RGTIAEME cOBRGH 188 i1HAVaBdlenlifasofiere yerafigsythp ditegrity ¢fghe 206 | ¢

met hod 217 is successfully executed then nmethod 219 is invoked to anend the
dat a acconwihog tsopetedi wghosrcheloadéd oppchi HsihonmicthodeRdeds tsuceassmtyt he
data, recipient can only view the data 218. After conpletion of the

amendment eafcutcde 20 tsainvbkisicio ehitcR Abhetes icwres hivee edeariknt Rt har Ifr@aicpi ent
have owners R2 key if 220 is successfully executed nethod 221 isenvoked to

encrypt t Qg datBicsihh RUNEIE 8081 xRLRa%0 ieﬁcrsfygt thB@a@nlitRL By Ver,
el se anended data is encrypted with recipient's Rb"key and upl oad the data

back to and stores it on online server else method 209 is executed to store the data on the

online server with the R2 key, online server decrypts the data with data owner’s R2
key and encrypts the data again with Rb key of recipient. If internet connection is
available software verifier 210 verifies the integrity of the 210 method associated with
cach loaded object, If the method 210 is successfully verified 211 is invoked to alert
recipient about the data. Recipient downloads the data of owner through server by
performing method 212. If the method 214 is successfully verified 215 (as referred in
Figure 2b) is invoked to decrypt the data with receivers Rb key and import it into
receiver‘s software in a separate location. Software verifier 216 checks the data
sharing permission, software checks if recipient is having permission to amend the
data by performing 217; if method 217 is successfully executed then method 219 is
invoked to amend the data according to permission set. If permission is denied to
amend the data, recipient can only view the data 218.

After completion of the amendment of the data; Function 220 wverifies to check

whether recipient have owners R2 key if 220 is successfully executed method 221 is



the server by perform ng nmethod 222. At server, data is decrypted with
recipient's Ro key and again encrypted with data owner's key R2 by

per f or m ngormetimod37223. After this the owner will get thecahBroo/ef2osarended
data by nethod 225, If internet connetion is available software verifier
224 verifies the integrity of the 224 hod associated wth each | oaded
obj ect, | FMoked T e obs el b o L e o6 drit IR SEVFS i nvoked
to downl oad the data. Software checks if user is intended recipient by

per f or m nglseremadedodata gnencrypteds withveeipfepgaRbdseyi andcunlqasicthe idatanbaglstp f i er 228
verifies the integrity of the 228 nethod associated with each | oaded

obj ect, | thetsheverrby hodo2dBg netledc222s at sdrivyr, datn iif deedy23Dwith reaipioité&dRby owner
to inport the data into the software at a separate |location and if

verificat k@paf@ida@tlcidipcd iR dafa SWEGA HSR DYy %@ﬁi)ﬂﬁiﬁg meethdie2Teilred 229. | f

owner accepts the data by perform ng nethod 23 met hod 232 invoked to

mer ge heﬁlﬂ@tﬁe oM txl?ﬁ géti ‘éﬂe”ﬁfertdﬁw‘ %{Iﬁﬁ&&? rd%iangxétﬁeﬂﬁbg WA, %?’inie%r;/egat a

owner wi shes to share data wt er reglistered recipients

executing nethod 301,.Since,the data is, originally encrypt Wi t he data
owner s REOTRSOSR RewpusRly S PRI o G IR ilesBRY DB R Lol S ng
the R key and then encrigﬁs t he data using k%% R2 by perform ng nethod
302; thi saveeiaicd with yady foaded phicgtatlh thowmethod mZer wiceecd s@sulpst dhg evaskecut e

this transaction. Owmer sets the perm ssions to anmend the data and a uni que
data id i mecHwdi feds nwokddli © dewnlodd det dathySefkeangt ¢hagksf Unesei eni@@Bled Owner
chooses the nethod of sharing of the data 304 i.e. through online nethod or
through arccgpiérbyapertbrimigs mefhodad?d adnErusehoasRatibies dedrect Shar vdrificet hod

t hrough external drive by perform ng nethod 305, Function 306 is invoked to
check whebhetemghe MRULIt) BEIHRI2RISctR K&Y¥cihted WUMELachBYRcd B6jcRY, BMths RO
method 228 is successfully verified 230 is invoked by owner to import the data into
the software at a separate location and if verification failed then data is discarded by
performing the method 229. If owner accepts the data by performing method 231,
method 232 invoked to merge the data into the original data.
Referring to Figure 3a, if data owner wishes to share his data with other registered
recipients by executing method 301, Since the data is originally encrypted with the
data owner’s R1 key at time of data creation, software decrypts the data using the R1
key and then encrypts the data using key R2 by performing method 302; this occurs
only after the data owner enters a password to execute this transaction. Owner sets the
permissions to amend the data and a unique data id is assigned to this set of data by
executing function 303. Owner chooses the method of sharing of the data 304 i.e.
through online method or through an external drive. If data owner chooses the data
sharing method through external drive by performing method 305, Function 306 is

invoked to check whether owner have recipients Rb key If owner have recipients Rb

key then function 307 is executed to encrypt the data with Rb key and stores it on



key then function 307 is executed to encrypt the data wwth Rb key and
stores it ononline server else nmethod 308 is executed to encrypt the data
with R2 kwoandorzmtei vers details. Owmer sends encrypt e@CiaB2010/05208ci pi ent
t hrough external drive by perform ng et hod 309. Recei ver accepts the data
by perform ng nethod 310. Sof re checks the validity of e user by cross
checki ng QM1 SF¥EORES ﬂileah%f; 3@@3% SRR FCHOADS e e e b order 315
verifies the integrity of the 312 method associated with each | oaded

obj ect, | fecetyersrstailsdO3mer sends gaewptetudats toseeipine dhrgugh cxisrnabflaye b i n
Figure 3b) is invoked to decrypt the data and inport it into receiver's

sof t war e. paférmfingerm8hdd A08cRectiher perepiss dicodatseby fporfotrhiagamethddeit0. of t he
data, if receiver is having perm ssion to anend the data by perform ng 315,

i f et hodsgfwaieSciidks @ifs Vulidity eReULLd ByhersiRhbREnSIbth Susteakrd b0
decrypt the data with key Ra associated with receiver else receiver can

only vi eWB,%#chv\nﬂfZé ﬁleﬁ%d%gﬁfs%%fbgvé?ﬁfepg?z %ﬂﬁesv%é 'ﬂnéé}}tg of B ﬁzerﬂhtgg@dat es

the data according to permssion set by pe rmng net 316,

After conpletion of the anmendmen the d . Funct i 318.verifies to
check whernariglori f 1SR oAk Eloeangag T R ol SaRagi 3 b ect e
updated data i s encrypted wth owner's R2 key by perform ng nethods 322.
Reci pi ent 'ipreshis Figyee 4bt B paeked to @?%Yléxtﬁl%rdé‘éll a*uf IROTH ’ﬁg? fSEHChY t he
function 323, the owner will get the external drive of the updated data by
met hod 324oftvEirs eVeoficrwhdeclenks yhst pertmhssiodasea fou the aregidpicanv$ tiRbddteyifand

upl oad back to external drive by perform ng nethod 319, owner receive the
data and tgetieadisiHaving geh@ission\tehmbyd pey dadd By perfordiihgd 1840 medtiodt 316 iend of
server online server decrypt the data with Rb key and encrypt it again with

R2 key aﬂ%q’%@é@ﬁﬂ%e%e@ut%@ fhBRThoRY 1BEE fifydReB 9o MREABH thd2data %IQﬂ;ht M@f RaChecks

if user is intended recipient by perform ng nethod 325 and

associated with receiver else receiver can only view the data by performing method
317. With this recipient updates the data of owner according to permission set by
performing method 316, After completion of the amendment of the data; Function
318 verifies to check whether recipient have owners R2 key if 318 is successfully
executed updated data is encrypted with owner’s R2 key by performing methods 322.
Recipient uploads the data back to the external drive by performing the function 323,
the owner will get the external drive of the updated data by method 324. Else software
encrypts the data with recipients Rb key and upload back to external drive by
performing method 319, owner receive the data and upload it to the server by
performing method 320, at the end of server online server decrypt the data with Rb
key and encrypt it again with R2 key and send it to the owner by performing method
321. Software checks if user is intended recipient by performing method 325 and If
recipient verification is correct then verifier 326 verifies the integrity of the 326
method associated with each loaded object, If the method 326 is successfully verified

328 is invoked by owner to import the data into the software and if verification fails,



recipient verification is correct then verifier 326 verifies the integrity
of the 326 nethod associated with each | oaded object, If the nethod 326 is
successf uwbyoueniiiied 328 is i nvoked by owner to inport pCnaBziav/es2eim o t he
software and if verification fails,th® data is discarded by performng the

met hod 327. |f owner ac ts the data b rform ng method 329 t hod 330
5§ ovoretien i ecengt PRaerioBtngara THbET Suner st PETREY sz Bic cor o ng
to this scenario the given data is protected from unauthorized access.

Ref er ri ngheidorpiggimectliad 329, medodnk¥ds inyoked frsmagrge threreseiededate die to any
reason nethod 401 is invoked. User reinstalls the software by executing
functi on 4Q3acr’dvbtigmdl d413. Ascadmgubediswtchaidger giebn diia & reteatet fidre
software, software registration wi ndow 404 will appear, user enters

regi st er egnfimirizcl dcc@ggl password and clicks next, to proceed by executing
function 405. If internet connection is avail able 406 verifies the

integrit y]}gfegfi 1696, ﬁ%&%‘f ﬁ%%eg% ?(g 6§ﬁn|§t§11 ﬁﬁggﬂgﬁé%ggufm &ftf redsbnt N

nmet hod 40 cces 1Ty verifie check entered
regi stration i,nformatio i vendor nl i server dat.abase.. |f

eqt st rat ool Tmebhed’s Uik FHRPAR RciBurt iy oxiBe™ Bifionstqz
integrity associated with each | oaded object, if the nmethod 4Q9 is

successf uMahaded (3 isexeauted while psesadigks & slartdhe sefiwares witvars ssidrtienst omer

who has already registered to online server. Method 4 11 reinstalls the
sof t war e amalomndsked] smpchodset tatef s gistehet eraall idandi asveord lahd chckseeat,
confirmation key to user's registered email id, nmethod enters confirmation

key and ctd giscerety dxeciatrof fansticngl et ifdttedhdBconnodtionsis avaiiibledsliteerifies
confirmation key 415 with online database if key is validated by 416 then

di sabl es gl inﬁ%?ﬁw S4B 406 hRtHoAtds QR idt P witRea BRI BEct U e ABRoGROET at es

new uni que installation id, store machine code to online database by

execut | ngisfsﬂggetsgﬁny verified, 408 is invoked to check entered registration information with
vendors online server database. If registration information is validated successfully,
409 wverifies its integrity associated with each loaded object, if the method 409 is
successfully verified 410 is invoked to fetch all information of customer who has
already registered to online server. Method 411 reinstalls the software and invokes
method 412 (as referred in Figure 4b) to send confirmation key to user’s registered
email id, method enters confirmation key and click next by performing method 413.
Software validates confirmation key 415 with online database if key is validated by
416 then disables all previous installation ids for particular user and generates new
unique installation id, store machine code to online database by executing function
417.  Software checks motherboard id embedded in software with machine
motherboard id by executing method 418. Verifier 419 successfully verifies the

motherboard id function 420 executes to assign new keys R1 and R2 to user and alert

user to send request again to the various data owners for re registration of their R2 key



417. Software checks notherboard id enbedded in software wi th nmachine

not herboard id by executing nmethod 418. Verifier 419 successfully verifies
t he not hewbaaridoizfif uncti on 420 executes to assign new lreyaBRi10/652d59R2 t o
user and alert user to send request aain to the various data owners for re

registratio f their eywith the software. Only after data owler's
confirnatﬁﬁﬁgt h%ﬂ?mﬁ%RE@E’ﬁﬁ%WQ%@'P@B@%ﬁéP rﬁfpﬁ’ﬁﬁﬁrﬁ%%gﬁYéﬁﬁﬁgaain
Referring to Figure 5, if owner wants to share R2 key with other registered
users 501ragftdred with thqwesipeant ag¥izard 502 appears to enter custoner id of

reci pients. Owmer enters the custoner id of recipients with whom he want to
shar e hi sRd&t@angdto peadedy, iff ovgndr ueaits ©shsRR2 kéy with ethee regigomed akersB0l s
avai |l abl e connection verifier 504 verifies the integrity of the 505 nethod

associ at eghetMoldhis a¢dkeliO mgﬂdoﬁﬁ&?ﬁ'_BSa sftot dhgern@istoRbr 3@ D 1Scipate TRiner | Y

verified 506 is invoked to store key with receivers custoner id to the

online se o n 10Nk S i n i ri.fi er 507
Dori 11 ea PHER; ik ol UASTRL ofHOARERLORIMEWANE he Bl CBNARE D MRLYY P o0
507 is successf.ull erified 508 is invoked to. rt the.recipie to
Coui Stor - PRETRIDE RSPt P0acl Rt SoureRoR Sy iy BbR! dnshRdip ey e ol | g
function 509 _then If internet connection is avail able connection verifier 5

11 veri fi 8¥ifgsethe fetegiityt 9f e 3Bemsthed aspagided adidoachtlediedi acdatithf oaded
object, If the nmethod 5 11 is successfully verified 512 is invoked to alert
owner abootethodgi®t satucomnsiofly RRrikieg Sabtih imedicpitenstore IR2 kgewitiosscinos accept
510, the key is not registered. Referring to Figure 6, if data owner wants

to revokecudReinkey t6 far@dinakéie0thidterns @onctldn eivaigbit Sonnrvidkedkriflaat er f ace
602 appears with list of custonmer id's with whomthe data owners R2 key is

regi ster edg7 QanfEs RHREHSy NG GHE! WIBY cdcll BhdICEbBLE N fhel MOMbA 507 is
successfully verified 508 is invoked to alert the recipient to register the key. Now if
user accepts to register the key by executing function 509 then If internet connection
is available connection verifier 511 verifies the integrity of the 511 method associated
with each loaded object, If the method 511 is successfully verified 512 is invoked to
alert owner about registration of R2 key with recipient. If user does not accept 510,
the key is not registered.
Referring to Figure 6, if data owner wants to revoke, R2 key shared with other users
601 method is invoked. Interface 602 appears with list of customer id’s with whom
the data owners R2 key is registered. Owner selects the customer id of recipients from
whom he wants to revoke his R2 key and sends this request to online server by
performing function 603, If internet connection is available on the recipients computer
connection verifier 604 verifies the integrity of the 605 method associated with each
loaded object, If the method 605 is successfully verified 606 is invoked to revoke
registered R2 key from intended recipient from online server. If internet connection is

available on the data owners computer connection verifier 607 verifies its integrity



whom he wants to revoke his R2 key and sends this request to online server
by performng function 603, If internet connection is avail able on the
reci pi entwoceompwizn connection verifier 604 verifies thecrnsmgonizgsof the
605 met hod associated with each | oadel# object, If the nethod 605 is

successfully verified 606 |s invoked to revoke registered ey from

i ntended PERFBICENYIY Frsth ol R s G Mefndf e i SR oTHBC Y gis Ol ar 1 abi o
on the data owners conputer connection verifier 607 verifies its

i ntegrityeasssoisidde elgrivivensr aba siesasrddl revjkag of R2 kehomantsadrdgogipicst.
successfully verified 608 is executed to alert owner about successful

revoking of R2 key fromintended recipient. Referring to figure 7, \Wenever

t he sof t wReRriisg @pEned 7, Wikhorct At dobin eORPPBRI, artBdrigdheaksnponemdher boar d
id enbedded in software with machi ne's notherboard id. Function 702 checks

whet her t pi PO RARIShakASd RdEdLNANTHvart NEih TiRRInE QNmdB3rbdhtd iexecut e
to block the software and alert user to validate with online server. If

i nternet t4 [ ' t ) ifier 70 j i he
it ogr tyF SRR 008 Rt Bish b AR REESH M 8 lead dfef Rl b PpS R
met hod 705.is successfully verified 706 is invoked to.yalidate the _software
Wt n ont § Rdl SxEs T Rleck e “EhieEran Tiom ek, Gtk el yPe SEeD mmt |
User enters confirmation key into the activation wi zard by executing
function WoFnet] onpegtion; isravatebly apinpstiens veohen Fifaverdiesikiby itegiyoHi hhe

server, then function 709 is executed to register new notherboard id with
server and03 delidd yssodieted ofthwaach lniatdd dhjest, ibtheembthad d705dis seacessfun 710
executes to send and restore R R2 keys to user's software. Function 7 11

Wil execyérefiddo 786 eist inRWREQT tb Ovdlidaidetle SdfhRire dRitA OVNRS Serv@ LG gher their
R2 key with the said software. Only after data owner's confirmation, their

R2 key Wi khnafi&d k% & Gy r%ﬁ'ls&ﬂ% &Rl R @74k 898 bonfirmation key into the
activation wizard by executing function 707. If verifier 708 validates confirmation
key with online server, then function 709 is executed to register new motherboard id
with server and identify the software with this motherboard id. Function 710 executes
to send and restore R1 R2 keys to user’s software. Function 711 will execute to alert
owner to request other data owners to register their R2 key with the said software.
Only after data owner’s confirmation, their R2 key will be registered with the

recipient again.

I claim;
1. A method of controlling usage of data and prevent unauthorized usage of data

which is generated by software, using iso data system.

2. A method of claim 1 wherein data can be used only on the computer which

has created it using iso data system; to use said data on another computer, data



| claim 1. A nmethod of controlling usage of data and prevent unauthorized
usage of data which is generated by software, using iso data system 2. A
met hod ofwol2aiimoizmher ei n data can be used only on the eamgBie/osMich has
created it using iso data system to ¥se said data on anot her computer,

dat aowner nust authorize a recipient, using the sa i SO data system on
anot her conput BVNCMU JphAEEE AFECIPICAF HNS G SHNF 43hFata SEEREONOfIFE data to
be shared and enbeddi ng data owner's custoner id; identifying and

aut hori zi ng at c¢m@per-one reci pient with whomthe data is to be shared by
entering the recipient's custoner id; identifying each set of data being
shared by a unique data id generated by the data owner's systemwhere in
the access perm ssions to each set of data are associated with each

particul ar data hethod bselWinmY, JoRepsigd access pernissions to authorized
reci pient to use the data; using appropriate data sharing nethods i.e.

shar i ng via uplgadind g, HASALRALAR ABEIAIR: BG4 VSRl chYofighyi ng the data

to any external storage devi ce. 0 claim erein, during
software activatiop,. the vendors' online server sends t keys. nanely R
and R2 to the. Shpipinss i (B O IR oY Tonnar B data o Thr ot ect
it fromunauthorized usage of this data on any other conputer. Wen data in
created in theskesed Wapndering the regipigitet GustMSy idncrypted with the R key and

stored in this encrypted form Key R2 is used to protect the data that is
to be shared widehtifymg eachmolr &f datd beide dharet bpremig@icalata id generated by the

data owner’s system where in the access permissions to each set of data are
associated with each particular data id ;

issuing required access permissions to authorized recipient to use the data;
using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

4. A method of claim 1 wherein, during software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically
encrypted with the R1 key and stored in this encrypted form. Key R2 is used
to protect the data that is to be shared with one or more intended recipients on
their computer system. Ra and Rb are the private and public keys of the
recipient.

5. A method of claim 3, wherein data owner can share the data with the recipient
via uploading the data to the online server or by transferring data to an

external storage device and sharing this device with the recipient.



their conputer system Ra and Rb are the private and public keys of the
recipient. 5. A nethod of claim3, wherein data owner can share the data
wi th the wecnpi®ni7ivi a upl oading the data to the onli nePsenBzno/0329%y
transferring data to an external stor2ge device and sharing this device
with the recipient.6. A nethod of claim3 where incase the recipient has
not yet registered the data owner's R2 key and data to be shared is

upl oaded to the online server, data is first decrypted using the data
owner's R KeyAanethothehclepe Bywhasel ingrichthe rieciplantzhagwakyetgegsteredythe Ths dat a
is uploaded to the server where it is decrypted wwth data ower's R2 key
and agai n encr gpheads R tkhy the dateco pe ahdred isRipléaled t&Réa @ilmntsedomnlataads t hi s
data and uses it with his Rb key. 7. A nethod of claim3 where incase the

recipi ent has ngf d¥@ypte@abing ecethtd HRnEA R1 RVNSKd Thefndigdte@RGthdnd datho be
shared is sent to the recipient via an external storage device, data is

first decrypt eguishRaIRE Hal Buf IR0 fcflio HRAA WHRM: RCKRRE VI L1 the

data owner's ata t erred to the exter orage device

and shared with the recipiept. The recipient uploads this datg,to the

oni i ne-server B TS Renbot AP HHTE raBleg: DR 85 FFutahe Rr Rnker ons,
the server decrypts this data with the data.owner's R2 key and encrypts
this data w t hResigicpedaysilassshingatacapd gisesat WithihehRb key-pi ent can downl oad and
use this data with his Rb key. 8. A nethod of claim3 where incase the

reci pient has previously registered the data ower's R2 key and data to be
shared is uploaded to the online server, data is first decrypted using the
dat a owner' s7.RA ietfiodndclalien eiee yHehadthwirédipient has not yet registered the data

owner’s R2 key and data to be shared is sent to the recipient via an external
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.

8. A method of claim 3 where incase the recipient has previously registered the
data owner’s R2 key and data to be shared is uploaded to the online server,
data is first decrypted using the data owner’s R1 key and then encrypted with
the data owner’s R2 key. This data is uploaded to the server, the recipient
downloads this data from the server and decrypts and uses the data with the

data owner’s R2 key.



the data owner's R2 key. This data is uploaded to the server, the recipient
downl oads this data fromthe server and decrypts and uses the data with the
dat a ownewbD=20R20kxy. 9. A nethod of claim 3 where incasepPChaBraeiizoent has
regi stered the data owner's R2 key amd data is shared via an external
storage devig data,is first decrypted usjin he data owner's Jkey and
then encr ypt9edAvﬁ“? 54 REcla 3 WiFontSefe Keepic Hehpareabicied e fi?“éﬁé"fnél? Ped to

t he external storage device and shared with the recipient. Recipient

downl oads t hi sRa&ex anci deteihshagadoria ge cxlerrabgomge dendes. vitags frvd doweBtedhe dat a
with the data owner's R2 key. 10. A nmethod of claim wherein, iso data
system can be usieg thcodga otvact’s Briykeyatnd thon theyptat avitwherdasa conglst R2/ syst em
11. A net hod of claim 3 wherein, the data downl oaded by the authorized and

desi gnat ed recig}. amis data hasndrched & FHeaixforAsl GRS Bad dFiicSant S8416d vath thhe dat a
owner; said data can be used by the reC|p|ent only as per the access rights

set, where sai ggémaﬁgﬁegémraa%éad@&ﬁw A th O“Zg ragwc@ah@hé&g%@nd

saving. 12. Met erein reci pi ent n amend

t he data and se it ba k ﬁ aﬁe ata o |f needed. This anended data
will be recognf ﬁ;ﬁgpcé*hw i HOVEET k@ata is encrypted with Ro key
and upl oaded to the server where it is decrypted with the Rb key and again
encrypted with the data owner's R2 key. Oaner can downl oad this data and
convert it back to the Rl key and use it. 13. A nethod of claim 12, wherein
reci pient can anmend the data shared by the data owner, if needed, and send
anended dat alObackethod olieladtat avhevaierisedithaystem aaplboadeditp poecctdatyadite t he
online server or by transferring data to an

on the data owner’s computer/system.

11. A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.

12. Method of claim 3 wherein, the authorized recipient can amend the data and
send it back to the data owner if needed. This amended data will be recognized
using a new data id. The data is encrypted with Rb key and uploaded to the
server where it is decrypted with the Rb key and again encrypted with the data
owner’s R2 key. Owner can download this data and convert it back to the R1

key and use it.

13. A method of claim 12, wherein recipient can amend the data shared by the

data owner, if needed, and send amended data back to the data owner either



external storage device and sharing this device with the data owner. 14. A
met hod of claim 12 where incase the recipient has not yet registered the
dat a ovmewb&oﬁﬂmlmy. Anended data to be shared is encrypCedB10/h52959
recipient's Rb key and uploaded to tH online server, where it is decrypted
wi th the recipient S(Eb kﬁ¥ and | ater encr%gted th t e.dat owner's R2
key. Data owneldRipitBgdhs dee tpat Gy P& Dyt trans B M &R key

and then uses it. 15. A nmethod of cIa|n112 where incase the recipient has
not yet regi st@xté@alﬁ@raaaﬂawwmshgﬂ@thtwvwmh@wéwQjmea to be shared is
sent to the data owner via an external storage device, data is encrypted
using the recipient's Rbo key transferred to the external storage device and
shared with the data owner. The data owner uploads this data to the online
server and incase the recipient has given sufficient perm ssions, the
server decrypts this data wth the recipient's Rb key and encrypts this

data with thg 51% hQ%Pﬂaﬁh?\kNglg%tlgéaé? 'ervi"%&1@&891?&5%9%‘%%%i§t%%d488"ﬁhgad this

data, convert 1t fromt use

cIa|n112 where incas he reci ha ously registered th ata
ownert s R2 ey M BB g FapB e B En S Rl Eidh F5Tm SR e
server, data owner downl oads this data and decrypts. it using his R2 key

Said data can b& cofverleadsds foohe welire sgigr.t Whpae Kelp é%mtﬁgn Witk edc17. " A
met hod of claim 12 where incase the recipient has previously registered the
dat a owner's R&ckagntanb Xhnraed laiee cagrepidedvithathe dita oameextRe} key. Ratar age
devi ce, data owner downl oads this data fromthe storage device and decrypts

it using his R3wke&ydovadlbsisdtaisadt@andeonaner fivech Reas HihR 1RZykay then R key
and

uses it.

15. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s
Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it.

16. A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and amended data to be shared is uploaded to the online
server, data owner downloads this data and decrypts it using his R2 key. Said

data can be converted from the R2 key to R1 key and then used.



then used. 18. Method of claim 3 where process and storage of original data
and data which is received for sharing, are processed through two different
and nut uavbyoexmwiirsi ve sub systens and are at two separ aCe/IBmaebi2efs in the
sanme conputer/ system 19. A nethod of claim 12 wherein, the data owner is
al erted about the anendnent done by the authorized recipient in the shared
data and can nerge it into the original data if required. 20. A nethod of
claim1l wherein, the data owner can register his R2 key with ot her

reci pi ents flor Asaethipeaf datma 13 hedicrhgcpigripo sesimgntdap gravepushyaregisievask than
instruction to do so and entering both custoner's as well as data owner's
custoner id. ThHataregicstri? ikop anfl dhhres theyaneaded dataeviolkadexatrnalnytotagoe by
either parties, by sending an instruction to the vendor's online server

about the sanedevdcel détaRiiedoWhlo&dAhi¥ FRtaMiehehdstofade devdb@aiNnREypeam bl ock
the access rights to the data shared wwth a recipient, by instructing the

server to Dl Ophsif?%\l}fegﬁfklfkg}tr.tstl?d 9&5%?1§%th0 s%rtreﬁ%rorn?ﬁ{epf-kf%y ?@RI&G?}%&H‘OCI of

claim3 wherein he data fromthe recipients conputer, used on
any ot her conpyter, jt cannot be accessed, used or processed, due to |ack
of pernissionsﬁppéﬁgihe data owner. 23. A nmethod of claim1l wherein, in
case the software is required to be reinstalled, an easy nethod of
reinstallation is provided to the software user and the server sends the
encryption and decryption keys again to the software after activation. It
al so sends tl¥e Metld aiiddin 3 edicst proeeks Rad keyageaff cvighred date end slajarylich

is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

System.

19. A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original data if required.

20. A method of claim 1 wherein, the data owner can register his R2 key with
other recipients for secured data sharing purpose by sending the server an
instruction to do so and entering both customer’s as well as data owner’s
customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.

21. A method of claim 3 wherein, the data owner can block the access rights to the
data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.



the software. 24. A nethod of claim 16, wherein incase during
reinstallation or each tinme the software is opened, it is detected that
there i s wbheomisznboard id of the conputer has changedpctrhBio/beosoft war e
will have to be revalidated with the Berver and also the R2 keys will| have
to be revalidated again by the data owners only then the data sharing from
t hese owners can occur. 25. A nethod of claim1l1 wherein, the iso data
system can al so be used as an independent encryption nodule to secure data
storage. | cl22 symathodofreleling vdferdnrivenif tha gatg thgfreeinicatsanmpprosvient

unaut hori zed usage of data which is generated by software, using iso data
system 2. A neiddath afy athai condpundre itedannaddicaaccased) aisers edportsgednut he
conput er which has created it using iso data system to use said data on
anot her conput gtk ofaérniNMIRIfrdM 8e AW hokdrze a recipient, using the sane iso
data system on another conputer. 3. A nethod of claim1, conprising:
selecting the data to be shared and enbeddi ng data owner's custoner id;
identifying and authorizing at |east one recipient with whomthe data is to
be shared by,.enterin e. reci.pient.'s cystoner id; identifying each set of
data bei ng. aredebg et i & B in fogRe RlFiae ByeREtack BHERC Syt om
where in the access perm ssions to each set of data are associated with
each parti cul afh gasydngthod of resfalationig e wdedte tbe sofiyerpiec japmh sha S84t hor i zed

reci pient to use the data;
sends the encryption and decryption keys again to the software after

activation. It also sends the previously registered R2 keys of other user’s into

the software.

24. A method of claim 16, wherein incase during reinstallation or each time the
software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

25. A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.



usi ng appropriate data sharing nmethods i.e. sharing via uploading the data
to the online server or by copying the data to any external storage device.
4. A et wo 20f1/izim 1 wherein, during software acti vat ipom/IB2h@os2espdor s'
online server sends two keys nanmely RS and R2 to the software. Key R is
used to encrypt owner's data to protect it fromunauthorized usage of this
data on any other conputer. Wien data in created in the software it is

aut omat i chFRyencrypted with the R key and stored in this encrypted form
Key R2 is usedto protect the data that is to be shared with one or nore

i nt ended r ecli. phemetbodnf tomdiallingougagt ef day snéprevRat wmdthRbzat esaghef gathvat e and
public keys of the recipient. 5 A nethod of claim3, wherein data owner
can share the daich iWgtderdtbeby asftwpdrenising iso Ugthepimg the data to the online
server or by transferring data to an external storage device and sharing
this device with the recipient. 6. A nmethod of claim3 where incase the
reci pient has not yet registered the data owner's R2 key and data to be
shared i s up ogd .on] | ny.er ta j j d ed. using the
data owner’ ? R% ‘%ggl/ltognogaﬁeni yﬁg@gﬂ %tg C’\ﬁnnl(:%% fsﬁ%%ayt éég%cgoﬁﬁ%{gﬁz\%lg@. Thi s
data is uploaded to the server where it is decrypted with data owner's R2
key and again E?‘?c“rr%? H Une s dake Pystaita ype %a“g%ﬂztg89.an?€é‘81i ?ﬂwerdg%ﬁl oads
this data and uses it with his Rb key. 7. A nmethod of claim3 where incase
the recipi ent Bwsehapstyathariegiasiceipewt.tusenedde sapansy dya Restepnagtieat a t o be
shared is sent to the recipient via an external storage device, data is
first decryptedomputag the data owner's R key and then encrypted with the
data owner's R2 key. This data transferred to the external

3. A method of claim 1, comprising:
selecting the data to be shared and embedding data owner’s customer id;
identifying and authorizing at least one recipient with whom the data is to be
shared by entering the recipient’s customer id;
identifying each set of data being shared by a unique data id generated by the
data owner’s system where in the access permissions to each set of data are
associated with each particular data id ;
issuing required access permissions to authorized recipient to use the data;

using appropriate data sharing methods i.e. sharing via uploading the data to

the online server or by copying the data to any external storage device.

4. A method of claim 1 wherein, during software activation, the vendors’ online
server sends two keys namely R1 and R2 to the software. Key R1 is used to
encrypt owner’s data to protect it from unauthorized usage of this data on any
other computer. When data in created in the software it is automatically

encrypted with the R1 key and stored in this encrypted form. Key R2 is used



storage device and shared wth the recipient. The recipient uploads this
data to the online server and incase the data owner has given sufficient
per m ssi oNe,20t@1¥xer ver decrypts this data with the dat coansni/es2Bd key and
encrypts this data with the recipient® Rb key after which recipient can
downl oad and use this data with hjs Rb key. 8. A nethod of .clai.m3 where

i ncase the reciPeHct thadla tﬁ‘%%&&ﬁwl}%@r With e OF RO ¥ HOBMRSIP IO Key  and
data to be shared is uploaded to the online server, data is first decrypted
usi ng the dat athsineamputey systsm. alel anfdib arc thppaeatoiand pubdic deeya adviher' s R2
key. This data is uploaded to the server, the recipient dowl oads this data
fromthe serverecgnichtdecrypts and uses the data with the data owner's R2
key. 9. A method of claim3 where incase the recipient has registered the

data owner' s5s RA deho@becidah 3, Whersheda@towhe @R sRark ehd@lta SitARIRCcHRMNECe, data
is first decrypted using the data owner's R key and then encrypted with

the data ownervs Fokey d0ILIRS dhd SndeANSLET LRY,LONRRE EXIBLNR 45t O age

devi ce and share he reci pl ent. Recl pient hi's ta from
t he storage device and degrypts and .uses the data.with the data owner's R2
oy, 10, A met RUGBE g AP ThnaiCr g 85 e CYE e dRii e used o prot ect
any data on the data owner's conputer/system 11.A nethod of claim3
wherein, the data downl oaded by the authorized and designated recipient is
bound by certain access rights issued by the data owner; said data can be
used by the & edimpttbad obalaym dsvipee inchee the caspenti ighnet zatregivtheddhsditd set
access rights are view ng, anmending, printing and saving.

owner’s R2 key and data to be shared is uploaded to the online server, data is

first decrypted using the data owner’s R1 key and then encrypted with the data

owner’s R2 key. This data is uploaded to the server where it is decrypted with

data owner’s R2 key and again encrypted with the recipient’s Rb key.

Recipient downloads this data and uses it with his Rb key.

7. A method of claim 3 where incase the recipient has not yet registered the data
owner’s R2 key and data to be shared is sent to the recipient via an external
storage device, data is first decrypted using the data owner’s R1 key and then
encrypted with the data owner’s R2 key. This data transferred to the external
storage device and shared with the recipient. The recipient uploads this data to
the online server and incase the data owner has given sufficient permissions,
the server decrypts this data with the data owner’s R2 key and encrypts this
data with the recipients Rb key after which recipient can download and use

this data with his Rb key.



12. Method of claim 3 wherein, the authorized recipient can anend the data
and send it back to the data owner if needed. This anended data wll be
recogni zewtousimgizxinew data id. The data is encrypted wprCh/iBRmikes2Isnd

upl oaded to theserver where it is dec7ypted with the Ro key and again
encrypted with the dat wner's R2 key. Omner can downl oad this data and
convert it Back PEHPRET aiRey e TBese fhe regpienk B PRSP USH TERARFLIBS wher ei n
reci pient can anend the data shared by the data owner, if needed, and send
amended dat a bdek ovaer Rk 2kyaanshadp teibe wbarediis uplopdeddionidic toméingl s¢tact o t he
online server or by transferring data to an external storage device and
sharing this ddshdefimt dbcrypred dsihg tioondea owhdr’s R1rketyand tiefn alcayiptedlRitivher e

i ncase the recipient has not yet registered the data owner's R2 key.
Arended dat a t gheb@uts Bameds IRR RACIHHN akaviks tupldaged b e s vdRD theedecpicht Up! oaded
to the online server, where it is decrypted with the recipient's Rb key and
| ater encrypte 1 re t d this
data and conveg?égmfogds}@gsm %rtoo |sse§f§%lel§%§%rgptg h%rcliq}ljgggghei (?a%&\gﬁd%e met hod
of claim 12 whgrte incasggg(he reci pient has not yet registered the data
owner's R2 key dA§Vaffehtteéd data to be shared is sent to the data owner via
an external storage device, data is encrypted using the recipient's Rb key
transferred to the external storage device and shared with the data owner.
The data owner uploads this data to the online server and incase the

reci pient hds gimethodaf ¢laign mthepeinpdss shoresipianh baswsgiseredibe dytotosvietis s dat a
with the recipient's Ro key and encrypts this data with the data owner's R2
key after whi cR2d@{and data is shared via an external storage device, data is first decrypted

using the data owner’s R1 key and then encrypted with the data owner’s R2
key. This data is transferred to the external storage device and shared with the
recipient. Recipient downloads this data from the storage device and decrypts

and uses the data with the data owner’s R2 key.

10. A method of claim1 wherein, iso data system can be used to protect any data

on the data owner’s computer/system.

11. A method of claim 3 wherein, the data downloaded by the authorized and
designated recipient is bound by certain access rights issued by the data
owner; said data can be used by the recipient only as per the access rights set,

where said set access rights are viewing, amending, printing and saving.

12. Method of claim 3 wherein, the authorized recipient can amend the data and
send it back to the data owner if needed. This amended data will be recognized

using a new data id. The data is encrypted with Rb key and uploaded to the



owner can downl oad this data, convert it fromthe R2 key to R key and use
it.16. A method of claim 12 where incase the recipient has previously

regi st er estotzng/@ai7a owner' s R2 key and anended data to lpeTahzmeds205

upl oaded to the online server, data o&ner downl oads this data and decrypts

it using his R2 key.. Said data can.be c erted fromthe .key to R key
and then used. SV SR tHY e%ﬂ’tﬁﬂ? §{i1tﬁwﬂiez gy an ﬁ%?é%@n‘ir}‘lée%ét%g%&%tahas
previously registered the data owner's R2 key and shares the anended data
via an ext er naPwaey Bg&enelwaer cagatoavndegdehis isbepnvetilisbaghitte tha B t he
storage device and decrypts it using his R2 key. Said data can be converted
fromthe R2 keketandRiscktey and then used. 18. Method of claim3 where
process and storage of original data and data which is received for
sharing, are processed through two different and nutual |y excl usive sub
systens and are at two separate |ocations in the same conputer/ system 19.

A method of ol al Meddd MIREhD 2, DR R Rc BIRPad Srnhf e Rkt GngTendrent

done by the authorized recipiént 1n the red data and can nerge It into
the original data if required. 20. A nethod of .claim.l erein, the data
owner can gt Bt L oS i ted FBnare efte Gnf o v UERTRR N o
sharing purpose by sending the server an instruction to do so and entering
bot h cust oner ' ¥lag@plggding ége dataatoo fliseprlitcusarserepr by, transteriegidatar it pBn of
this key can be revoked at any tinme by either parties, by sending an
instruction toctthmalsiodge deviendridrdageg they datiuvith the detarmevne®. 1. A net hod of
claim3 wherein, the data owner can bl ock the access rights to the data
shared with a recipient, by instructing the server to block or delete the

14. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key. Amended data to be shared is encrypted with recipient’s Rb
key and uploaded to the online server, where it is decrypted with the
recipient’s Rb key and later encrypted with the data owner’s R2 key. Data
owner downloads this data and converts it from R2 to his R1 key and then

uses it.

15. A method of claim 12 where incase the recipient has not yet registered the data
owner’s R2 key and amended data to be shared is sent to the data owner via an
external storage device, data is encrypted using the recipient’s Rb key
transferred to the external storage device and shared with the data owner. The
data owner uploads this data to the online server and incase the recipient has
given sufficient permissions, the server decrypts this data with the recipient’s
Rb key and encrypts this data with the data owner’s R2 key after which data

owner can download this data, convert it from the R2 key to R1 key and use it.



data sent to the recipient. 22. A nethod of claim3 wherein, even if the
data fromthe recipients conputer, is used on any other conputer, it cannot
be accesswod,2oug@a37or processed, due to |ack of perm ssi en3/iBroamizo® dat a
owner. 23. A nethod of claim1l wherei2®, in case the software is required to
be reinstalled, an easy nethod of reinstallation is provided to the
software user and the server sends the encryption and decryption keys again
to the software after activation. It also sends the previously registered
R2 keys of other user's into the software. 24. A nethod of claim 16,
wherein incase during reinstallation or each tine the software is opened,

it is detectledAtiethod béclkim 42 tWiersrbichsertho ascibierd haf ptadvduslympgiseredas
changed, then the software will have to be revalidated with the server and

al so the R2 keyga\Wwhnkr’hR2&canlanic@ved Hsdatede seabdistiplddaed €atir qumer s only
then the data sharing fromthese owners can occur. 25. A nethod of claim1l

wher ei n, the i $0.dalia, SYSLEE EAaA BR difa HRES:A: @R AGIRERIS, €087 YPLi on

nodul e to secure data storage.
data can be converted from the R2 key to R1 key and then used.

17. A method of claim 12 where incase the recipient has previously registered the
data owner’s R2 key and shares the amended data via an external storage
device, data owner downloads this data from the storage device and decrypts it
using his R2 key. Said data can be converted from the R2 key to R1 key and

then used.

18. Method of claim 3 where process and storage of original data and data which
is received for sharing, are processed through two different and mutually
exclusive sub systems and are at two separate locations in the same computer/

System.

19. A method of claim 12 wherein, the data owner is alerted about the amendment
done by the authorized recipient in the shared data and can merge it into the

original data if required.

20. A method of claim 1 wherein, the data owner can register his R2 key with
other recipients for secured data sharing purpose by sending the server an

instruction to do so and entering both customer’s as well as data owner’s
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customer id. The registration of this key can be revoked at any time by either

parties, by sending an instruction to the vendor’s online server about the same.

. A method of claim 3 wherein, the data owner can block the access rights to the

data shared with a recipient, by instructing the server to block or delete the

data sent to the recipient.

A method of claim 3 wherein, even if the data from the recipients computer, is
used on any other computer, it cannot be accessed, used or processed, due to

lack of permissions from the data owner.

A method of claim 1 wherein, in case the software is required to be reinstalled,
an easy method of reinstallation is provided to the software user and the server
sends the encryption and decryption keys again to the software after
activation. It also sends the previously registered R2 keys of other user’s into

the software.

A method of claim 16, wherein incase during reinstallation or each time the
software is opened, it is detected that there is the motherboard id of the
computer has changed, then the software will have to be revalidated with the
server and also the R2 keys will have to be revalidated again by the data

owners only then the data sharing from these owners can occur.

A method of claim 1 wherein, the iso data system can also be used as an

independent encryption module to secure data storage.



