-1- TRANSACTION SYSTEM FIELD OF THE INVENTION The present invention relates to a
transaction system and 5 a transaction terminal, adapted to save transaction data and of particular
but by no means exclusive application with offline transactions. BACKGROUND OF THE INVENTION
10 An advantage of using a customer token such as a smart card (e.g. a personal transaction or
identification card with an integrated circuit chip (or IEG) or other form of memory) in transaction
systems lies in the security that can be provided by means of the ICC. Owing to this 15 security, some
existing smart cards are used to store monefdfNaATih@e&YEniEbrm in what has become known
as 'electronic purse' systems. In such systems, a transaction terminal is used to deduct monetary

value from the ef—SICEI(_)Q]igO?e"‘FEén ]W@t@ﬁrd; this monetary 20 value is stored in the terminal in an

offline mode. That 'IS, rminal does not have to connect to a host system in order to authorize the
payment, since tH&'&aRERFJIT nidheearl liLd edrkRSte§quRpAyABRAGE IR paXFESBd 3gbds or
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terminal to connect to the_host system in eiﬁ? ly (perhaps once a day at closing time), instead of at
the time of every¥HE e dH HIPARSRRFRLAHMPNPof an existing offline application of this kind

involves the use of a smart card to store 'rewards’' or bonus points in a customer loyalty scheme. The
bonus points aresgiekeskagRosteedryatuq N\iergpart card, 35 which can be deducted by an
authorised farming] &g Rt Ah gt b L i 58" RALESHE SN Ne NS8O nar ¢
card (e.g. a personal transaction or identification card
with an integrated circuit chip (or ICC) or other form of
memory) In transaction systems lies in the security that
can be provided by means of the ICC. Owing to this
15 security, some existing smart cards are used to store
monetary value in electronic form In what has become known
as “electronic purse’ systems. In such systems, a
transaction terminal is used to deduct monetary value from
the electronic purse in the smart card; this monetary
20 value i1s stored in the terminal in an offline mode. That
iIs, the terminal does not have to connect to a host system
in order to authorize the payment, since the transferred
monetary value constitutes full payment for the purchased
goods or services. The value deducted from the smart card
25 1s stored in the terminal and only subsequently sent to a
host computer as part of a batch of such transactions.
Such an arrangement allows the terminal to connect to the
host system infrequently (perhaps once a day at closing
time), instead of at the time of every transaction.
30
Another example of an existing offline application of this
kind involves the use of a smart card to store “rewards’
or bonus points in a customer loyalty scheme. The bonus
points are stored as a stored value In the smart card,
35 which can be deducted by an authorised terminal as part of
or in lieu of a cash payment. Such offline transactions
are captured in the terminal and — again - transmitted to



are captured in the terminal and - again - transmitted to - 2 a host system in batches to reduce cost of
data communications incurred when contacting the host system. A typical existing technique for
making such offline 5 systems secure involves authenticating the ICC in the smart card. This is done
by means of cryptographic systems that authenticate the ICC card and therefore verify the card's
authenticity before accepting the card for use in a transaction. Such existing authentication 10
schemes require that the terminal store a secret value, known as a 'Key', that is used by the terminal
to verify the autiertieBt osirtanat @ tohrsiliahisedutengostiori sabamed by a so-called

'mutual authentiesifiiRiELES obs TPrRi{ee sHCiVASAUEBhRHIGE RHEAtENEPINES TS dYiStagsumed that
the ICC in the smart card contains a secret Key and the terminal attempts to verify this algorithmically

by exchanging random values with the smart 20 card. The process is known as mutual authentication
because the cardwiiditfady axdmbl 9 vEeGhiaHer fied dilacthaueBofEddditing secret Key,
that is, whether gedesminasscaneuthentd versinalt Benhis atonegs tiienuaal authehigcation is

effective only if tgﬁé?rfniegﬁsecr?hggy ﬁk%%t%;? ; H@gﬁ@ogp%é\gﬁg@l@% secret Key must

be prevented. This requires that the terminal er-resistant an revents

unauthorized accS t5 TS HBL TRUNFESA §6H5s TP R d Eonradiirdtd i RFA&IERRS store the
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that is programmgg 0 KBCHPN 8S Bratsalladi BRcUeeIese:M AR gOaatEntiie 2EWds physically

secure and, designed not to release 35 the secret value or Key. The SAM is typically installed
(Hg g%é%emes require that éﬁe termlnafys¥ore a seglet zdiue,

known as a “Key”, that i1s used by the terminal to verify
the authenticity of the smart card. Typically this
authentication i1s performed by a so-called “mutual
authentication” process.

15
To effect such a mutual authentication process, 1t iIs
assumed that the ICC in the smart card contains a secret
Key and the terminal attempts to verify this
algorithmically by exchanging random values with the smart

20 card. The process is known as mutual authentication
because the card will similarly attempt to verify whether
the terminal has a corresponding secret Key, that is,
whether the terminal iIs an authentic terminal.

25 This process of mutual authentication is effective only i1f
the terminal’s secret Key i1s kept secret; unauthorized
access to the secret Key must be prevented. This requires
that the terminal be tamper-resistant and generally
prevents unauthorized access to that Key. To achieve

30 this, 1t 1s a common industry practice to store the secret
Key or secret Keys iIn a tamper-resistant device (such as
an ICC card housed in the terminal) that is programmed to
function as a so-called Secure Access Module (or SAM).

The SAM i1s physically secure and designed not to release

35 the secret value or Key. The SAM is typically installed
in a dedicated slot In the terminal into which the SAM can
be iInserted and from which 1t can be retrieved. A



in a dedicated slot in the terminal into which the SAM can be inserted and from which it can be
retrieved. A - 3 terminal may have multiple SAM slots to allow multiple SAMs to be installed. As
discussed above, therefore, in such existing systems 5 offline transactions captured in the terminal
must be transmitted to the host system so that the system can account for the transaction. In the
case of an electronic purse system, the system mustp&y the merchant the amount collected in
electronic form, while a customer loyalty 10 system must account for the amount of rewards deducted
from or added to tieg Biiaadcardy Hoaeoenulibdmost Sydtenl oL andiolead beveive IHd pifithe
transaction inforgygiigntthedearigastian Fagnot be accounted for and either the merchant is not paid
(in the electronic purse 15 system) or, in the case of the customer loyalty system, a customer's use of
rewards in the offline mode can remain unrecorded by a host system which consequently records

those rewards ad\gnC-ESCAURPEFIRIPRY & thENQIRHAEE 201Re RHUEN X BBIHING FXFERNSNS stored
in terminals f existfild n#lina-tiassactiporsy stapaapdein saiheusterailasl Susatirbes the loss of

such transactionstpgﬂgﬁ-iqréactfg byHgaymgsle @ﬁét@é}ﬁaggo_rtﬂgﬁi@? r%glgérﬂo%rmls or copies

of the receipts printed at t11e terminal 25 at the timg of transaction. T laborious, error prone and
difficult to check R GRIENGERY. ERAvlIZaeP R HRR- INVIEN SN FaS&Cdbjlt & RS Predthe
invention, therefqrarise 3oystditle atihansactitansystesit thealkdwadearthgea tf tiee nearoarytstorage
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resent invention, 35 therefore, there is proyided a transaction system comprising;
P ﬁB system mus accouﬁ% or the amount 8? rewagag dé&ucted

from or added to the smart card. However, i1f the host
system is unable to receive the offline transaction
information, the transaction cannot be accounted for and
either the merchant i1s not paid (in the electronic purse
15 system) or, in the case of the customer loyalty system, a

customer’s use of rewards iIn the offline mode can remain
unrecorded by a host system which consequently records
those rewards as unused and available to the customer.

20 Hence, loss of offline transactions stored in terminals of
existing offline transaction systems can be a serious
problem. Sometimes the loss of such transactions can be
corrected by keying In the transaction data from receipt
journals or copies of the receipts printed at the terminal

25 at the time of transaction. This i1s laborious, error
prone and difficult to check for authenticity.

SUMMARY OF THE INVENTION

It 1s an object of the present invention, therefore, to
30 provide a transaction system that takes advantage of the

memory storage of the SAM to at least ameliorate the

aforementioned problems.

According to a first aspect of the present invention,
35 therefore, there is provided a transaction system
comprising:
a host computer server; and



a host computer server; and - 4 at least one electronic transaction terminal for receiving transaction
data pertaining to customer transactions and for transmitting said transaction data to said server over
a computer network, said transaction 5 terminal including a memory, an interface for establishing data
communication with a data storage device for storing at least one digital security key, and a customer
token interface for establishing data communication with a customer token; 10 wherein said security
key is adapted to facilitate authentication of at least one said transaction terminal and said customer
token, and is accessible by s&d trb@asdticiner@ ket wrenisid vansaotdgandd@es Kal dder

communication WieqJ iidgstearsiecitg sridd Spatasioiaag deyicedstemeyably engagable

with said transagfion fermipgl and said ieapsagiondeimipghiy caipupd s sacdansagtion
ata to said memory for subsequent retrieval and o said data Storage device for subsequent retrieval
by said transactiGR &G HeAN\G? ROOMRIh&r FRMPAHRICHDR EuiokiKal. FRAR IR AT 8%#CS orage device

comprises asecureradeesk madlledirigAl. Aénidwg, adurtierteapfaefehdnanssttidrl dstaiiagtored
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e
the transaction 38 tehSASIL TOPR N AMLELoH W EXnESNiordida s SHIGATRE ({IASER's memory
would be treated Estib e fpdecifalrcopytathila slansgctitatdatapmithnie sbpprstoethinghe data
storage device aglingramaPagkkBn3> Thus, the invention enables transaction data (and most

especiall nsaction data from offline transactions) to. .
P ygg wherern salg segurlty key i1s adapted to

facilitate authentication of at least one said transaction
terminal and said customer token, and is accessible by
said transaction terminal when said data storage device is
in data communication with said transaction terminal, said
15 data storage device is removably engagable with said
transaction terminal and said transaction terminal 1is
configured to write said transaction data to said memory
for subsequent retrieval and to said data storage device
for subsequent retrieval by said transaction terminal or
20 another like transaction terminal.

Preferably the data storage device comprises a secure
access modulle or SAM.

25 Thus, a further copy of the transaction data is stored in
the transaction terminal’s memory. This allows the
transaction terminal to transmit the transaction data to
the server after retrieving the data either from the data
storage device or from the memory of the transaction

30 terminal. Typically, the copy of the transaction data
saved In the terminal’s memory would be treated as the
principal copy of the transaction data, with the copy
stored iIn the data storage device acting as a backup.

35 Thus, the invention enables transaction data (and most
especially transaction data from offline transactions) to
be stored redundantly and cost effectively by taking



be stored redundantly and cost effectively by taking - 5 advantage of an existing data storage or
memory device such that the transaction data can still be retrieved from the memory device in the
event that the terminal becomes faulty. 5 The transaction data is stored to and retrieved from the
SAM independently of the security functions that a SAM is typically used for, without compromising
the SAM's existing security functions (such as protectidh of the 10 cryptographic key or keys stored in
the SAM). Preferably the transaction terminal includes a housing (such as a card slot or a smart card
acceptor) for recaiagaded0f stirag tetibeg wiiatein Sty age 19 sty Medey tar be

connected to sai@d&ﬁrf@fawhenén ﬁ%ﬂ@géiinanTaat@r@aﬁti@ttﬂmim nrateq 60BtoWedio
delete said transg%tt n dg{%a fro MSA rgby sagﬁ SVI_EG ﬁ[} gisﬁ'ﬁ' ﬁzg éwsggtiorbg[ g ré%s been

successfully transm Ald Sefve Fansaction tefminal. Hence, once the transaction data
has been succesbfitd Biransterred to the host server, it need no longer be saved 25 on the data
storage devige so it can be deleted from that device. The data storage in the data storage device is

then available fo é;h?bte Y tagziri%qptlgg ti b‘EB'”?;ﬁ'lH Vlcraﬂfgao?ltg[ﬂm%ﬂ s

configured 30 to transactlon ata from sald ata storage ter said transaction data

has been successfillly HI4&ORREGTIV Al dh6 e iV REEEGNFatiztioRt t&MMndF In this
embodiment alsotyiparetdr ¢y dasedtofage iniiedatld scoapeoevseng ntdue Sdddlable 35 for

subsequent transaejig fiip JeiRFfRl e ket sisaqa dencads proftated & Voie the
10 cryptographic key or keys stored in the SAM).

Preferably the transaction terminal iIncludes a housing
(such as a card slot or a smart card acceptor) for
receiving said data storage device, wherein said data

15 storage device can be connected to said interface when iIn
said housing.

The transaction terminal may be configured to delete said
transaction data from said data storage device after said

20 transaction data has been successfully transmitted to said
server by said transaction terminal.

Hence, once the transaction data has been successfully
transferred to the host server, it need no longer be saved

25 on the data storage device so i1t can be deleted from that
device. The data storage iIn the data storage device 1is
then available for subsequent transaction data.

In one embodiment, the transaction terminal is configured
30 to delete said transaction data from said data storage

device after said transaction data has been successfully

transmitted from said data storage device to said

transaction terminal. In this embodiment also, therefore,

data storage in the data storage device is made available
35 for subsequent transaction data.

Preferably the data storage device i1s configured to write



new transaction data over old transaction data when said data storage device is full of transaction
data, wherein the oldest transaction data is overwritten first. 5 Preferably the transaction terminal is
configured to write to said data storage device only transaction data that pertains to offline
transactions performed at the transaction terminal. Thus, in the event that the transaction terminal is
faulty or for any other reason is 10 unable to transmitth@ offline transactions stored either in the
terminal or on the data storage device (such as a SAM) to the host system, the data storage device
can be removedfeyn ti@rsattdicihdistiggey aifo @hdtHaraesaatil omiclagan whenresedk
trar;)szqtion datha a@t%? s'lﬁgiﬁa{g@ o@éa/st%aqssdmin f@mfmﬁ§§@ﬁﬂ©ﬁm@@@?t; llm@}f% in "
embodiment, the jipter pted to e is ta_.communicati t ysality of removable
data storage de\ﬁgégs, QE@%SSD% a% ﬁé&%%%é é?%rr#aggés1 gcil%vi(':g cr%\ﬁ%%wfd %%g:’g{ tﬁt%?e{ Said digital security
key, and said transaction terminal is configured to write said transaction data to a second data
storage devige fap redfieseajpbpt neiee ot dyssadd Fensadioniteahings ot ampilgtike tansacive
terminal. 25 Prefg@b%quddg%agmgg@ ia rgg igmégl qglgngtg%qegﬁ%gw @ﬁ%etcontaining a
fixed amount of space, and said data storage device is_configured such that when the number of
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in the terminal or on the data storage device (such as a
SAM) to the host system, the data storage device can be
removed from the terminal and plugged into another
terminal, which can then retrieve transaction data stored
15 i1n the data storage device for transmission to the host.

In one embodiment, the interface i1s adapted to establish
data communication with a plurality of removable data
storage devices whereby a first data storage device can be

20 used to store said digital security key, and said
transaction terminal i1s configured to write said
transaction data to a second data storage device for
subsequent retrieval by said transaction terminal or
another like transaction terminal.

25
Preferably said transaction data is stored iIn said data
storage device in a file containing a fixed amount of
space, and said data storage device is configured such
that when the number of transactions recorded in said file

30 1s at or above a threshold value, said data storage device
returns a status to said transaction terminal prompting
said transaction terminal to upload any transaction data
stored in said transaction terminal to said server to
thereby clear offline transaction data stored iIn said

35 transaction terminal and any redundant copies of said
transaction data stored In said data storage device, soO
that said transaction terminal and said data storage



- 7 device can hold more transaction data without losing any transaction data previously stored in
said data storage device. 5 According to a second aspect of the invention there is provided an
electronic transaction terminal for receiving transaction data pertaining to customer transactions and
for transmitting said transaction data to a host server over a computer network, said terminal
comprising: 10 a memory; an interface for establishing data communication with a removable data
storage device for storing at least one digital security key; and a customer token interface for
establishing datadevmasurgedtiomolih haistdimansketi 05 vitainstitdnoedurkp&&nds aodpted to

facilitate authentigatigrzatatleastenopsaid ivarIprtistdevainghars saiddaeiorsepiakga. and is

accessible by sai trarz:sg\ction terminal when said data storage device is in data communication with
) device. . o . . .
said 20 transaction terminal, said data storage device is removably engagable with said transaction
terminal and said transaction terminal is configured to write said transaction data to said memory for
subsequent Betrigwat antiitogsatd datassiosrge deyeetwbdiebliesaichtrentaciionttedataiis said data

storage device ¢ 8% eéwyé’ﬁeéeéps}ﬁ%bﬁﬁ‘f%% iop_éﬂmilq‘ iorf%r}otplg[:[gﬁiw@saction

terminal. Preferably said transaction terminal Is_configured to 30 write said transaction data to said

memory and saidAASeH L JHGLe, REFIPLRENY rhAsSURHOBEE. At SRR W §igAaPsecurity
key is one of a pllcatityt vhdigitalt teogritgkiegs tmans petd @it autitermichtsd castowsr tokens.

35 The interface Raybe adapisgiaesR¥Fhbaldsaid terminal comprising:

10 a memory; an interface for establishing data
communication with a removable data storage device for
storing at least one digital security key; and

a customer token interface for establishing data
communication with a customer token;

15 wherein said security key is adapted to
facilitate authentication of at least one of said
transaction terminal and said customer token, and is
accessible by said transaction terminal when said data
storage device is iIn data communication with said

20 transaction terminal, said data storage device 1s
removably engagable with said transaction terminal and
said transaction terminal 1s configured to write said
transaction data to said memory for subsequent retrieval
and to said data storage device, whereby said transaction

25 data In said data storage device can subsequently be
retrieved by said transaction terminal or another like
transaction terminal.

Preferably said transaction terminal is configured to

30 write saild transaction data to said memory and said data
storage device, as respective transaction logs. Preferably
the digital security key is one of a plurality of digital
security keys, more preferably for authenticating customer
tokens.

35
The interface may be adapted to establish data
communication with a plurality of removable data storage



communication with a plurality of removable data storage - 8 devices whereby a first data storage
device can be used by said transaction terminal to store said digital security key, and said transaction
terminal is configured to write said transaction data to both a transaction log in said 5 transaction
terminal and to a second data storage device for subsequent retrieval by said transaction terminal or
another like transaction terminal. According to a third-agpect of the invention there is 10 provided a
method of saving transaction data before transfer to a host server in a transaction system comprising:
writing said transdendiceatarMhe iekyisaf il iahsdaksn fhorklie dendeencprovitiedinaidys

transaction termigalijdncritan dataciiornaetaiise ihatds Jeaeyaslienasiginailn saidiasaction

action termiSaliandedagesieragesssy sepat h saidranenc
erminal and & cLSTer o ek 1 eSS A s e Pt b Bl

whereby said traf8sdkdioh" RIS A¢ $dian Ha tsoleld) PO icec i 30Basd ikl bedrelie vl said
transaction ermitalorsarotienikedrarigaelioatel mioak 28eduna ethrrchmay drelyee deleiing said
transaction data ' icelit sal transgc i e rﬁﬁ’iﬁrr stully
transmitted by saff(? ﬁaﬁgz;%%agﬁ%ﬁ% ﬁ%gog server. Bgﬁﬂgr%%ﬁc?(ﬁ m%a% inc ug[ei Wéiltling to said
data storage deviRObRR AR ik ARBRHEE PRrEFE¥Hine transactions performed at said
transaction terminal. BRIEF DESCRIPTION OF THE DRAWING 35 In order that the invention may be

more clearly ascgraBledi R ed erpiGdmesteed AW BRAIERSUBRTI 8% WleYe@snple, with
reference t%he %crcg\%%n w&q method of saving transaction data before
transfer to a host server iIn a transaction system
comprising:
writing said transaction data by means of a
transaction terminal to a memory provided iIn said
15 transaction terminal and to a data storage device that is
removably engaged with said transaction terminal has a
digital security key for facilitating authentication of at
least one of said transaction terminal and a customer
token, and is in data communication with said transaction
20 terminal;
whereby said transaction data in said data
storage device can subsequently be retrieved by said
transaction terminal or another like transaction terminal.

25 The method may include deleting said transaction data from
sald data storage device if said transaction data has been
successftully transmitted by said transaction terminal to
said host server.

30 The method may include writing to said data storage device
only transaction data that pertains to offline
transactions performed at said transaction terminal.

BRIEF DESCRIPTION OF THE DRAWING

35 In order that the invention may be more clearly
ascertained, preferred embodiments will now be described,
by way of example, with reference to the accompanying



9 - drawings, in which: Figure 1 is a schematic representation of a transaction system according to a
preferred embodiment of the present invention; 5 Figure 2 is a schematic representation of a
payment terminal with SAM and customer token of the system of figure 1; Figure 3A is a flow chart
illustrating the process for storing transaction data from a payment 10 terminal of the system of figure
1; and Figure 3B is a flow chart illustrating the process 9f retrieval of transaction data from a Secure
Access Module to a payment terminal of the system of figure 1. 15 DETAILED DESCRIPTION OF
THE DRAWING Argamagton Epstei gbcording to a preferred embodiment of the present invention is

shown schematicallly in figuig ﬁi@t%jr(é Thejsyséerscibinaitfes reptd Senel €rorn & & 29 plurality of
transaction termipals i ent_termi 14, conne to t server means
of a computer n&%v%d%é%q(éécﬁl %ﬁ%té%%éw@%@ ptacl)yr%e rtcé?r%igg 4}%}5?n sHSﬁéP?&'fﬁ l(ggrmit a
customer to con¥h& £HrareA%IochKEMERAS of a payment card, a 25 loyalty card or the like. Referring

to figure 2, each payment ternfrigjueh@s aspracssseniatdeonnegeesenwatd@tleomemory (NVM) 18

and random-ac??moryeﬁﬁl\%pm kRYROad L0 Z{gﬁfﬁ@h@@ q@@@%ﬁ@@s%?gﬁeptor
r h

24. The SAM acceptor 24, providing the payment termin ace with a SAM, is in orm of a
smart card acceft8r Jd@HEEohe conforming to International Standards 7816 Parts 1 to 3 (for
example, one of the type comraglynesedifon sulbasdfibew 36hadnttity Makiftesitring) ithmrobile phones).

process for storing transaction data from a payment

10 terminal of the system of figure 1; and

Figure 3B 1s a flow chart illustrating the

process of retrieval of transaction data from a Secure
Access Module to a payment terminal of the system of
figure 1.

15
DETAILED DESCRIPTION OF THE DRAWING
A transaction system according to a preferred embodiment
of the present invention is shown schematically in figure
1 at 10. The system 10 includes a host server 12 and a

20 plurality of transaction terminals in the form of payment
terminals 14, connected to the host server 12 by means of
a computer network 16 (such as the iInternet). Each
payment terminal 14 is designed to permit a customer to
conduct a transaction by means of a payment card, a

25 loyalty card or the like.

Referring to figure 2, each payment terminal 14 has a
processor 17 connected to non-volatile memory (NVM) 18 and
random-access memory (RAM) 19, a keyboard 20, a receipt

30 printer 22, and a SAM acceptor 24. The SAM acceptor 24,
providing the payment terminal’s interface with a SAM, 1is
in the form of a smart card acceptor such as one
conforming to International Standards 7816 Parts 1 to 3
(for example, one of the type commonly used for subscriber

35 1dentity modules (sims) in mobile phones).



- 10 The payment terminal 14 also includes a card acceptor 26 such as one conforming to
International Standards 7816 Parts 1 to 3. The card acceptor 26 comprises, for example, one of the
type found on Electronic Draft Capture 5 terminals used in credit card payment systems conforming to
the Europay-Mastercard-Visa (EMV) standard specifications. The card acceptor 26 could alternatively
be adapted to accept 'contactless' ICC cards using raditf frequency (RF) transmission techniques
(such as those 10 complying with International Standards 1444) for communication between the
terminal and such heCpayaen th&exyhieat tdrniadis hetbedganandadeRaSHNAB, Zastalled in
the S_AMfacceptOes@élh Thg T _?cﬁbhléﬁ)am %nff@&raﬁeg@ﬁat Fﬁﬂbéio sthridliisargignpering ”
security features otect t gita tents e chip; t [ comprise rocessing unit 32,
read- only memolg)yc/gl FI:«EB 34'with a gﬁgaté]é\rsa)fgvbeﬁé%ggﬁéé %?n@pam'%gérat?g% gystem on the
chip, volatile RAK>EETRbeorRisafE EEMoky ReV T Wads0eh Bieaddiardy Eraddbleapiure

Programmable Readraimy Mensyd EEP RO covtatdingsafiaate pyegramscedaoforpdnfeym the
functions descrikt%j tﬁﬁ@%lﬁ’gﬁﬁ%@ﬁegﬁﬁ%‘*?@\?i@ QEI\I/( ug'q:a g"SdThe system also includes
ach in the

a plurality of customer tokens orm of a customer smart card 42 containing an integrated

circuit chip 44. 1CRP2% bERGHEENSproctBSoICARA 483G RERIe 20 SROM AdTaENIRINANY a
software 30 applicatiadaptied tdpedoce ptymeon iiactibas &t thECéhipad4lsa Re\Mhgrazadd,cand an

input/output Unit F2 4RSI ER AHRAISKIPIRAMILINEPRERH REmifRldd). 35 When a
customer sjgart ¢l 17 5 450 AL'S RRUPSIL ST R TRHS Y eifyy some other ype of

communication between the terminal and such ICC cards.

The payment terminal 14 includes (when iIn use) a SAM 28,
installed 1n the SAM acceptor 24. The SAM 28 has an

15 i1ntegrated circuit chip 30 with built-in anti-tampering
security features to protect the digital contents of the
chip; the chip 30 comprises a processing unit 32, read-
only memory (ROM) 34 with application software coded to
form an operating system on the chip, volatile RAM 36,

20 non-volatile memory (NVM) 38 (such as Electrically
Erasable and Programmable Read-only Memory (EEPROM))
containing software program coded to perform the functions
described below as well as associated data and an 1/0 unit
40.

25
The system also includes a plurality of customer tokens,
each 1n the form of a customer smart card 42 containing an
integrated circuit chip 44. ICC 44 comprises a processor
unit 46 connected to a ROM area 48 containing a software

30 application coded to perform payment functions in the chip
44, a RAM area 50, and an input/output unit 52 (for
interfacing with the card acceptor 26 of the payment
terminal 14).

35 When a customer smart card 42 is used at the payment
terminal 14 to make a payment or some other type of
customer transaction, a transaction record 1Is generated



customer transaction, a transaction record is generated - 11 and stored in the NVM 18 of the payment
terminal 14 for subsequent transmission to the host computer server 12 for settlement, reconciliation,
etc. 5 This transaction record is also sent to the SAM 28 for logging. Implemented in the SAM 28 is a
software program stored in the NVM 38 of SAM 28; this software program is configured to accept and
log such transactions. The SAM 28 receives the transddtion data from the payment terminal 10 14,
and invokes a function that: 1) looks for the next available memory location in the NVM 38 of SAM 28,
2) logs the transabtbrsikoradiotatidheatvl) ddi€s thenpaymnemtdidaenmheadcalibnisithe memory

area available fog e agueiianBeaABMISS Misnis FEPERE dHeEV I HANEAEti Qb rmAdiF thepS A28
runs out of stora%e 2 efﬁm?l'ﬁs NVII\/I %% Whi:n this QeCuLs, the index is updated to point to the memory
t

location at the staH fansaction oggln'gaaFr'e%r}n the gAM s NVM 20 38. This means that the next

transaction will be logged in at the start of the transaction logging area in this NVM 38, thus
over-writing she tnarisact@ramdimevmebﬁdgged Hdlee. Shatumbetiod tsA¥ad®NBahat SAM 28

can cater for (thaj ] é;i%aumb% ﬁ{g@nﬁgtﬂlﬂgt €a bgéoqge%lrb@fﬁ%a“ﬁ @%tpgnpldest

transaction in the S IS overwrl epen s on the num er of transactio to occur

before the termifdiAECard ﬂai‘fglﬁlt Watch Bfirahthctidn dHid B SRTHBRE ERRIHER idSpically
identified by a batcin30 gurdsbrtwhabaepy barasskpgdinchvaricansbwtysiisuch BeehySAdbigning a

sequential numbegingiagRied f%@a%a}%e%tﬁbnoaawr@wnmfh% dais mes imeshipadirst
transacﬂonlOEac}f ZPme a a}cr:l% Ioad% c;leosr?fth‘le ni\g bat Orl(ls s%rte%haendnthe terminal 14
issues a
available memory location In the NVM 38 of SAM 28, 2) logs
the transaction in that location, and 3) updates an index
to indicate the location of the memory area available for
the next transaction.
15
This 1s repeated for every transaction, until the SAM 28
runs out of storage area in 1ts NVM 38. When this occurs,
the iIndex is updated to point to the memory location at
the start of the transaction logging area in the SAM’s NVM
20 38. This means that the next transaction will be logged
in at the start of the transaction logging area iIn this
NVM 38, thus over-writing the transaction record
previously logged there. The number of transactions that
SAM 28 can cater for (that is, the number of transactions
25 that can be logged in the SAM before the oldest
transaction in the SAM is overwritten) depends on the
number of transactions that i1s likely to occur before the
terminal 14 can transmit its batch of transaction data to
the host. Each batch i1s typically i1dentified by a batch
30 number, which may be assigned in a variety of ways (such
as by assigning a sequential number incremented for each
new batch, or according to the date and time of the First
transaction). Each time a batch i1s uploaded successfully,
a new batch is started, and the terminal 14 issues a
35 command to the SAM 28 to mark the start of a new batch by
updating in the SAM the new batch number.



35 command to the SAM 28 to mark the start of a new batch by updating in the SAM the new batch
number. - 12 If the payment terminal 14 fails and the transaction logged in its NVM is lost, the SAM
28 can be removed from the payment terminal 14 and inserted into another payment terminal 14.
This second payment terminal 14 can be 5 programmed to make requests to the SAM 28 to retrieve
the transaction data stored in the NVM 38 of the SAM 28 from the SAM and send the data to the host
server 12 in place of the original transactions in the damaged payment terminal 14. 10 Optionally,
each time the payfietberpaymaatsttasainsd Haicifal kansaslichetHeransaet{lenfrom a previous

?TCh 10; transactipsggebe mwfr-&@,tcm/ig 80 Raged ilth@eéw\/lz@-gdﬂ}sla&ow&ﬁ{raﬁ/@aweamﬁrrgm
to recover fransactio (6] stayti om the starf oft t ogged | e
28, and allows tht@A _%Yonpénu%er%élg%m; %{pagcgégn ‘[Hg] %@i\% %8'1?5%% t%% (#gﬁ\%sgcﬁ%%ﬁergr% earlier

batches which h®YBdél kutbessfliyi Sple8geianaaydedlotgdimMietkdlid K20 Backed-up on the
SAM 28. Fighire Phisya damecharbthadkieistretpsabe pracessn€oeIAMINg at oA’y eftstbene atihansaction

nto the SAM 28 5 4 BRI, PR OLRIGPESSITH LR AIOAZ e i (SRS vnen

the terminal 14 is operating off I.e. without connection to the host server 12). In ow chart,

Idx refers to the Td¥ntiR A HuRBEr SERFaRRECHHR QridiEishRS irstelve) alparkiBulBl BSRh of
transactions and @hdtiheisB0 thenadt tikatsauariounar batchief tdasagiohpaimsstintervals
determined by ay=@{:G A4k of conditions (such as the number of transactions captured in the
terminal orltBe time of day), the terminal 14 proceeds

Optionally, each time the payment terminal 14 starts a new
batch of transactions, the change (1.e. from a previous
batch of transaction to the new batch) is also logged in
the SAM 28. This allows the payment terminal 14 to

15 recover transactions from the SAM starting from the start
of the last batch logged in the SAM 28, and allows the SAM
to reuse the NVM 38 space In the SAM 28 used by
transactions from earlier batches which have been
successftully uploaded and are no longer needed to be

20 backed-up on the SAM 28.

Figure 3A 1s a flow chart that i1llustrates the process
(beginning at “A”) of storing a transaction into the SAM
28 1n the normal course of processing a transaction

25 (“Txn”) in the terminal 14 when the terminal 14 is
operating offline (i.e. without connection to the host
server 12). In this flow chart, ldx refers to the
identity number of a transaction x, Startldx is the first
Idx of a particular batch of transactions and Endldx is

30 the last Idx of a particular batch of transactions.

At set iIntervals determined by any of a number of
conditions (such as the number of transactions captured iIn
the terminal or the time of day), the terminal 14 proceeds
35 to send transactions (that i1s, upload transactions)_to the
host server 12. At the end of a successful upload
process, the terminal sends to the SAM a “Start new batch’



35 to send transactions (that is, upload transactions) to the host server 12. At the end of a successful
upload process, the terminal sends to the SAM a 'Start new batch' - 13 command to demarcate
transactions captured in SAM before the upload and those to be captured after upload. This 'Start
new batch' process is also illustrated in Figure 3A. 5 In greater detail, the sequence of events
illustrated in figure 1 is as follows. When a new SAM idfirst inserted into the terminal 14, the 10
terminal 14 starts a new batch in SAM 28 (at step 66) as part of an initialisation process. The following
description assu@edriadiréctiflemateeatay bhatsasitpoBs, 6248 had 6bhHAVb&sTediRpleted,

and therefore cogiaeppaDabAaRicRRSsWitachegrNesl C@fteln LipWoisd the13i 28 is used

in part of a transa Zifg;r[{mﬁ%%s g%rtlgaglnﬁ]r%ggg%acltg)n%%e&) %ii:lldgq:r e Snts sr]}art c?,red 42 to
- Thetr n

terminal 14; Step ansaction (such as a payment transaction or a %yalw poifﬂ%]or coupon
transaction) take§'?3+ace, 20 possibly with data updated in the card 42; Step 55: Transaction data

logged to traisaction log ('TLOG') in the terminal 14; Step 56: Terminal 14 sends transaction data to

the SAM 28 for plafipgiibe asRalin, oS G S 2B iEP B 10 opingyiPplication

in SAM 28 has predefined amount of memory for storing SLOG. This memory Is d into space
for a maximum nlfBEFof frahSa@RnfiREERAYS denoted by Maxldx. SAM application also has a number
of other data storage elements (variables in programming 30 jargon) named and defined as follows:

ldx is the locationyaEihe]apidfArsafties WFESHNTh4eq-BeP Girirdarr@lue SFtPhaR AW SAM is 0.

10 terminal 14 starts a new batch in SAM 28 (at step 66) as
part of an initialisation process. The following
description assumes that first-time ‘“start new batch”
steps 66, 67, 68 and 69 have been completed, and therefore
commences at “A” (step 53) with the more generic case, In

15 which the SAM 28 is used In part of a transaction process
for logging a transaction:

Step 53: User presents smart card 42 to terminal 14;
Step 54: The transaction (such as a payment transaction or
a loyalty points or coupon transaction) takes place,

20 possibly with data updated in the card 42;

Step 55: Transaction data logged to transaction log
(“TLOG”) 1n the terminal 14;

Step 56: Terminal 14 sends transaction data to the SAM 28
for updating the transaction log (“SLOG”) in SAM 28;

25 Step 57: The Logging Application In SAM 28 has predefined
amount of memory for storing SLOG. This memory is divided
Into space for a maximum number of transaction records
denoted by Maxldx. SAM application also has a number of
other data storage elements (variables iIn programming

30 jargon) named and defined as follows:

e 1Idx i1s the location of the last transaction written Into
the SLOG; initial value of Idx in a new SAM is O.

e Startldx i1s the location of the 1st transaction record
written into the SLOG for the current batch.

35 e Endldx is the location of the last transaction record

written into the SLOG for the batch.
e Batch# i1dentifies a batch.



Startldx is the location of the 1st transaction record written into the SLOG for the current batch. 35
Endldx is the location of the last transaction record written into the SLOG for the batch. Batch#
identifies a batch. - 14 Batch Directory is a location in the SAM containing a list of Batch#s, and each
batch identified by a Batch# has a corresponding Startldx and Endldx indicating the position of the
first and last transaction record for 5 that batch. Thus, #fthis step, check if Idx of current batch is
pointing at Maxldx (i.e. the last record in SLOG); Step 58: If YES, then point Idx back to the top of
SLOG, that is, set |Batdhaftl teekakyatisep 6bocaBrep 5oNIFRE (SAMdgenkedpdintngto the last

record in SLOG), incpg@enbiEaaiatd tha dexhiasorh tesntinderid Firinus atstep 8enhHtep 60:

Write the current trapsaction int SLOG re | ion indjcated by ldx. Set Endldx to ldx, to 15
indicate that the Iasta?a%ngsﬁg |ogn'QgE s %at%ﬂgscﬁé%e'ﬁélﬁ( é%%h%ﬁg !N%é_tﬁ&%h%ggsﬁﬁan%é%tion of
the current batch hd2oskitpped fnibhghottdstardhdTHiast deramnsned byreneerRgdvif@Rer Endidx
of the currerg batch thagubltodkiartidx of any other batch (a "second batch™) 20 in the Batch

Directory; Step 62 1Y EShe speoad ptchindadopgenalidand s Batgh Riggpry entry is
removed from the Batch. Directory, and procedure continues at step 63; otherwise_go to step 63; 25

Step 63: Termind? A HhERs 3 dl ke Ghefrerths dpRhdie ke Mladt-Xording to
parameters defingigephé&8ondifiol & ,utibad) ; Soam €4 :1dx Hs o dtcortditorsojor ald@idCiie met),

terminal initiates yplpgditen SoptiNYaLSEPHRI continue at step 60;

10 Step 59: If NO (i.e. ldx 1s not pointing to the last
record in SLOG), increment Idx to point to the next record
location and continue at step 60;

Step 60: Write the current transaction into the SLOG
record location indicated by ldx. Set Endldx to ldx, to

15 indicate that the last transaction of this batch i1s here;
Step 61: Check whether the last transaction of the current
batch has overlapped into another batch. This is
determined by checking whether Endldx of the current batch
i1Is equal to Startldx of any other batch (a ‘““second batch™)

20 1n the Batch Directory;

Step 62: 1T YES, the second batch is no longer valid and
i1ts Batch Directory entry is removed from the Batch
Directory, and procedure continues at step 63; otherwise
go to step 63;

25 Step 63: Terminal 14 checks to determine whether any
upload i1s to take place (according to parameters defining
the condition for upload);
Step 64: 1T YES (and conditions for upload are met),
terminal initiates upload then continue at step 65;

30 otherwise return to “A” (step 53);
Step 65: Check whether upload was successful;
Step 66: IT YES (but also if this is the first time the
SAM 28 1i1s iInserted in the Terminal), terminal 14 instructs
SAM 28 to start a new batch, then continues to step 67.

35 Otherwise, go to “D” in figure 3B;

Step 67: SAM 28 updates the Batch Directory with new Batch
entry, and sets both Endldx and Startldx of the new Batch



30 otherwise return to ‘A’ (step 53); Step 65: Check whether upload was successful; Step 66: If YES
(but also if this is the first time the SAM 28 is inserted in the Terminal), terminal 14 instructs SAM 28
to start a new batch, then continues to step 67. 35 Otherwise, go to 'D' in figure 3B; Step 67: SAM 28
updates the Batch Directory with new Batch entry, and sets both Endldx and Startldx of the new Batch
- 15 to ldx+l (i.e. the Idx of the previous Batch or ldx-ofl® mew SAM inserted into the Terminal for the
first time in which case the ldx is equal to 0) if Idx < Maxldx, or sets Startldx and Endldx to 1 if
ldx=Maxldx; 5 St&p 6BdsAM 08 checkb¥hbiherdhditie hasovépusitBated st kdsrddf an

adjacent (other) b@t\ﬁh @é(l\ﬁomi*’tbﬂi'el Fegldyree thre ﬁﬁi\h@ﬂtdr@\ﬂthtﬁ@rﬂeb%&ot’ﬂembatﬁh entries
in the Batch Dlrec e9 H YE?&‘)@d%n éher at%B %a{ X eq 10 tr})e c%réqir%
% th' d>§ta In the other

Endldx value, tha\ﬁ’ her b IS Temove rom the Ba irec ory, as

batch is conader@ﬁ&fotlbﬂéeﬁﬂ&h #irekrds ihhdxalaxdi@being overwritten by records of the
new batch, Sen3eiepn 68stepAlB; 28hemesksentie theieEndl |15<Flgase 3Bas avfloirtchart ﬁhetratmg

the process that FH'? Pig9de e pg&gg&g%ﬂ?ﬁgﬁﬂﬁ i%(ﬁl UBW‘%{E% retrleval of

payment termina sfound at step 65 In f |s nec ssﬂate

transaction data ﬁ'BH\ 8XnPIs Bheh i BRATLnt Wi ﬁ&ﬂﬁfa' Qé%d?{i ShRENREkaIhal 14.
Typically the proexssratesvriim flglﬁeWWbullbmot@d’w\zhen it is found that the failure of the upload

was due to a failggepl Bg-firgpaBerHganGter T hatihre 25 dalasqpiaicadgna Peiween a
particular 10 the current Endldx value, that other batch entry is

removed from the Batch Directory, as the data in the other
batch i1s considered no longer valid as the records in that
batch are being overwritten by records of the new batch,
then return to step 53; otherwise, return to step 53.

15
Figure 3B 1s a flow chart illustrating the process that
occurs according to the present embodiment if transaction
uploading from a first payment terminal i1s found (at step
65 i1n figure 3A) to have failed. This necessitates the

20 retrieval of transaction data from SAM 28 of the first
payment terminal to a second payment terminal 14.
Typically the process shown in figure 3B would be used
when it i1s found that the failure of the upload was due to
a failure of the first payment terminal.

25
The failure of data communications between a particular
terminal and the host server 12 is regarded as equivalent
to terminal failure. |In such cases, transferring the SAM
to a second payment terminal for uploading the transaction

30 data 1s a convenient way of by-passing the failure,
without having to await the restoration of data
communications between the first terminal and the host
server 12.

35 1t will be noted that, In the process shown in figure 3B,
the user can select which Batch to upload from the SAM 28;
specifically, the user is asked (at step 70) whether the



terminal and the host server 12 is regarded as equivalent to terminal failure. In such cases,
transferring the SAM to a second payment terminal for uploading the transaction 30 data is a
convenient way of by-passing the failure, without having to await the restoration of data
communications between the first terminal and the host server 12. 35 It will be noted that, in the
process shown in figure 3B, the user can select whichBatch to upload from the SAM 28; specifically,
the user is asked (at step 70) whether the - 16 Batch to be uploaded is the last Batch (since one
would usually atBaitgttotestoee dHfon echt kaistig bkastuprtabd (@mase enmingulidessentially

irr?m?di?tely) or peu2IYobteigining wggdﬁ*@ sed bt ed iBagehas e | HeeSpéeand displél)ysh
that list for user selecti ither case, therefore, the terminal 14 wtimate n t step 80) the
selected Batch# Polg ﬁ#ﬁ?ﬁp afgg-%at%s%eep ,I% éﬁ'—rﬁén s‘énég%]eééf %A%&E@%ﬁﬁé&&@&%&step
100, a counter N¥®8et to Startldx after which, in sub- process 110, each transaction N in the instant
Batch is up®aded from the SAM 28 to the terminal 14, and N is incremented until N equals Endldx.

15 It should also pia etd t}ﬁ{%b%%?;ﬁje‘a?%f tgg{nip@lt],zi é@@g(séh? plart 8f|=e§§]t19ﬁg;§ qt}[ﬁ,psactions

logged in the SAM with a Batc ure 3A), SAM 28 can be configured to track multiple

batches, dependHiforrfie 209 bLsR bdertdidhiald Sthrigk idseliapfd R FQtding! fransactions
in the SAM 28. Teaheurinzassloadene §ane 23 hiee terminaiall iy bktingtzhmesenddiow the

user to select a lpgighditRipvad erpied Sl I ARE VN EHHOFS AN RN SAM edipwing
Smﬂesn”%ﬂymr58b§dthen sends a “Get Txn” request to SAM 28. At step
100, a counter N i1s set to Startldx after which, In sub-
process 110, each transaction N in the instant Batch is
uploaded from the SAM 28 to the terminal 14, and N is
incremented until N equals Endldx.
15
It should also be noted that, because the terminal 14
marks the start of each batch of transactions logged in
the SAM with a Batch Id (see figure 3A), SAM 28 can be
configured to track multiple batches, depending on the
20 amount of memory/data storage is available for recording
transactions in the SAM 28. Thus, during upload from SAM
28, the terminal 14 may be programmed to allow the user to
select a batch that was the subject of a previous upload
attempt from the SAM (following some still earlier upload
25 failure from the terminal 14), and re-attempt that earlier
failed upload from the SAM 28.

Modifications within the scope of the invention may be
readily effected by those skilled in the art. 1t 1s to be

30 understood, therefore, that this iInvention is not limited
to the particular embodiments described by way of example
hereinabove.



25 failure from the terminal 14), and re-attempt that earlier failed upload from the SAM 28.
Modifications within the scope of the invention may be readily effected by those skilled in the art. It is
to be 30 understood, therefore, that this invention is not limited to the particular embodiments
described by way of example hereinabove. - 17 - CLAIMS: 1. A transaction system comprising: a
host computer server; and at least one electronic transaction terminal for 5 receiving transaction data
pertaining to customer transactions and for transmitting said transaction data to said server over a
computer networkLédid$ransaction terminal including a memory, an interface for establishing data

communication with a faigr-siesraerdevicejaraiarindhp @i {asy one digital security key, and a

customer token interface for establishin gpta nication with a customer token; wherein said
security key is adapted to faci |tzi%]) §J§th%0n ?ngﬁ)%pggétd\égsﬁ’or%hgf said 15 transaction terminal and

said customer token, and is actEsdi8rsSly oa tRhRAENON I nknansRaTisn deamkoabef@®vice is
in data comBunicaicmiwiithgaitr fnasasttimntedartsal prart dita sigrage degeerise removably

engagable with spid aneaciigndetAeBRd 20 ARI0 RESRI CCATHT FPLIRCATT TP LiBeul Tgaid

‘E‘E%?Fg
transaction data to s_a% memory for subsequent retrieval and to said data storage device for

subsequent retricial bhySEY fan Y orfter R BF BrBEHRIGKE trarRAHidT ABFAALA Y 2. A system
as claimed in claite dnwhelein saklidatag storagmdeyice @ompnices Baser ufe acesdmimbuistel ng

data communication with a data storage device for storing
10 at least one digital security key, and a customer token
interface for establishing data communication with a
customer token;
wherein said security key is adapted to
facilitate authentication of at least one of said
15 transaction terminal and said customer token, and is
accessible by said transaction terminal when said data
storage device is iIn data communication with said
transaction terminal, said data storage device is
removably engagable with said transaction terminal and
20 said transaction terminal is configured to write said
transaction data to said memory for subsequent retrieval
and to said data storage device for subsequent retrieval
by said transaction terminal or another like transaction
terminal.
25
2. A system as claimed in claim 1, wherein said data
storage device comprises a secure access module.

3. A system as claimed in claim 1, wherein said

30 transaction terminal includes a housing for receiving said
data storage device, wherein said data storage device can
be connected to said interface when iIn said housing.

4. A system as claimed in claim 1, wherein said

35 transaction terminal i1s configured to delete said
transaction data from said data storage device after said
transaction data has been successfully transmitted to said



3. A system as claimed in claim 1, wherein said 30 transaction terminal includes a housing for
receiving said data storage device, wherein said data storage device can be connected to said
interface when in said housing. 4. A system as claimed in claim 1, wherein said 35 transaction
terminal is configured to delete said transaction data from said data storage device after said
transaction data has been successfully transmitted to skl =18 - server. 5. A system as claimed in
claim 1, wherein said transaction terminal is configured to delete said 5 transaction data from said
data storage devierMedr said transaction data has been successfully transmitted from said data
storage device to said transaction terminal. 6. A system as claimed in claim 1, wherein said data 10

storage device isconfigured rite_new transactio ta. gver old transaction data when said data
storage device i§5cfull o%t?%‘fétg% o %af:w%v @%gin'tﬁe%(;iils% t%hsgét?ornég'cﬁaltgsr%"s'gverwritten first. 15 7.
A system as clairhEan$@@khon iRrailnald ifaiefid g wWiatink0s ¢ehederedaddvrite to said data

storage devise olydrasmationddtatharpeniawaid offite tsanaeatens peifcemed b ihestadiasaction
terminal. 20 8. A gysiem.as elaimad ¢ clain Y uhereinsald iveiface ¢t adapipedapsiatiish data
communication V\ﬁth_% %uraﬁty of removlg%?e lgata storage_(%egvfces \%;ere%?/ a first d;_gta storage device

can be used to sRd SafPIR AN 9GP KA S dPs &8 Yanthafisi et Hirh 1€ BHAgdred to write

said transaction data to a second data storage device for subsequent retrieval by said transaction
terminal or anothgr Iikgtrgpgqgmndgr@min;&p.ilﬁ S¥§i€imas glq,mgpéq §ladRil Wagrsin said
10 storage device is configured to write new transaction data
over old transaction data when said data storage device 1s
full of transaction data, wherein the oldest transaction
data 1s overwritten first.

15 7. A system as claimed in claim 1, wherein said
transaction terminal 1s configured to write to said data
storage device only transaction data that pertains to
offline transactions performed at the transaction
terminal.

20
8. A system as claimed in claim 1, wherein said interface
Is adapted to establish data communication with a
plurality of removable data storage devices whereby a
first data storage device can be used to store said

25 digital security key, and said transaction terminal is
configured to write said transaction data to a second data
storage device for subsequent retrieval by said
transaction terminal or another like transaction terminal.

30 9. A system as claimed in claim 1, wherein said
transaction data Is stored in said data storage device In
a Tile containing a fixed amount of space, and said data
storage device is configured such that when the number of
transactions recorded in said file 1s at or above a

35 threshold value, said data storage device returns a status
to said transaction terminal prompting said transaction
terminal to upload any transaction data stored in said



transaction data is stored in said data storage device in a file containing a fixed amount of space, and
said data storage device is configured such that when the number of transactions recorded in said file
is at or above a 35 threshold value, said data storage device returns a status to said transaction
terminal prompting said transaction terminal to upload any transaction data stored in said - 19
transaction terminal to said server to thereby clear tradsdction data stored in said transaction terminal
and any redundant copies of said transaction data stored in said data storage device, so that said
transaction 5 terrhif@inaag Ehiphddarsdngt devickadsh Belovasretarabiaswhydabesithout losing any
transaction data grayigHsly Fipreddt sasitdradtanaosLryicer s AbElerirae frAadctigndterminal
for recelving 10 Uasagign dalaerainipadocpsionsr (saclions and oy tranenyitigo said
transaction data {0 é_lhos seiver overa computer network, said terminal comprising: a memory; an
interface for estabfidingdkth SHARRBRcHARY €5 wiffPa BRRLsHAdst dEAPSASRE g at least one
digital secury kepe andreadusionhes ok ndatesfasedoagetabbshioe datm deodumicaton with a

customer token; ' ' ipyv k g%ﬁqﬁpt litate thenticatio t least one of
said transaction %%F%aéaﬁ}ﬁ)zgﬂ%%ét%er to enfigr%& {sf&aaqgsgtbﬁe by g’;\?f ﬁﬂngﬁtﬁn terminal
when said data SERAECHERYe RURTRAa L8Rt c SRR QERP & X A8 terminal, said data

storage device is 25 removably engagable with said transaction terminal and said transaction terminal
is configured to wige sai tEsaeih{ R PAMG BB YR RuPREAUEOT T4t g to said data
suwagedexge,wﬁFgﬁg 8%?&ﬁmgg¥gogertaining to customer transactions and
for transmitting said transaction data to a host server
over a computer network, said terminal comprising:
a memory;
an interface for establishing data communication
15 with a data storage device for storing at least one
digital security key; and
a customer token interface for establishing data
communication with a customer token;
wherein said security key is adapted to
20 facilitate authentication of at least one of said
transaction terminal and said customer token, and is
accessible by said transaction terminal when said data
storage device is iIn data communication with said
transaction terminal, said data storage device is
25 removably engagable with said transaction terminal and
said transaction terminal 1s configured to write said
transaction data to said memory for subsequent retrieval
and to said data storage device, whereby said transaction
data In said data storage device can subsequently be
30 retrieved by said transaction terminal or another like
transaction terminal.

11. A transaction terminal as claimed in claim 10,
wherein said transaction terminal includes memory and 1is

35 configured to write said transaction data to said memory
and said data storage device as respective transaction
logs.



data in said data storage device can subsequently be 30 retrieved by said transaction terminal or
another like transaction terminal. 11. A transaction terminal as claimed in claim 10, wherein said
transaction terminal includes memory and is 35 configured to write said transaction data to said
memory and said data storage device as respective transaction logs. - 20 12. A transaction terminal
as claimed in claim 10, wherein said digital security«e®Us one of a plurality of digital security keys. 5
13. A transaction terminal as claimed in claim 10, wherein said plurality of digital security keys are
adapted to authenticate customer tokens. 10 14. A transaction terminal as claimed in claim 10,

wherein said datpstoraggetgeuicactnorste rEEGHIE accaspainddle i dSe fetiansagtion terminal as
claimed in claim 10, wherein said transaction_terminal includes.a housing for_15 tecejwng said.data
storage device, v&f%cab}éér:'s'gaig %5@2 %fgré%gﬁe%lgc%ucrafn{ ec%%Xne%eg%% s%ﬁjoi%té)niztt‘:gévmg:ﬁ/ ingsaid
housing. 16. A tréH<stEal t8@MHANAY cI@AYEd in claim 10, 20 wherein said interface is adapted to

establish daga communication with a plurality of removable data storage devices whereby a first data

storage device cany be ug lbéyn§g@tti@p§aeg% éﬁminglstpagrmd Ej)'itﬂi@i ag&ur{% key, and said

transaction terminal’is configured to write 25 said transaction data to both a transaction log in said

transaction termiWAEA b £286om HERIAEM J2T0 A ¥B) s SRPYULRY rff¥ea Bsaid transaction
terminal or anotlstdiktachnsacaortEninalaie 1Gustorthodtofiiezving transaction data in a
transaction system against failure of uploading to a host server

10 14. A transaction terminal as claimed in claim 10, wherein

sald data storage device comprises a secure access module.

15. A transaction terminal as claimed in claim 10,
wherein said transaction terminal includes a housing for

15 receiving said data storage device, wherein said data
storage device can be connected to said interface when in
said housing.

16. A transaction terminal as claimed in claim 10,

20 wherein said interface i1s adapted to establish data
communication with a plurality of removable data storage
devices whereby a first data storage device can be used by
said transaction terminal to store said digital security
key, and said transaction terminal is configured to write

25 said transaction data to both a transaction log in said
transaction terminal and to a second data storage device
for subsequent retrieval by said transaction terminal or
another like transaction terminal.

30 17. A method of saving transaction data in a transaction
system against failure of uploading to a host server
comprising:

writing said transaction data by means of a
transaction terminal to a memory provided iIn said

35 transaction terminal and to a data storage device that is
removably engaged with said transaction terminal, has a
digital security key for facilitating authentication of at



comprising: writing said transaction data by means of a transaction terminal to a memory provided in
said 35 transaction terminal and to a data storage device that is removably engaged with said
transaction terminal, has a digital security key for facilitating authentication of at - 21 least one of said
transaction terminal and a customer token, and is in data communication with said transaction
terminal; whereby said transaction data in said data—5 2fbrage device can subsequently be retrieved
by said transaction terminal or another like transaction terminal. 18. A method as claimed in claim 17,
wherein said datd easitagengevide sarhgridaansectikoacdssmoadieand 19, susé&pieras claimed in

claim 17, includingoweing dagaikddid daresecdpyitthee trssantiah datidat mentsiratipopffline
transactions perf%gp%q I% aid transaction terminal. 15 20. A method as claimed in claim 17, including
deleting said transaction data from said data storage device if said transaction data has been
successfully transmitted by saMEBABNCIRMI@ RN sRskildRreatao N . Pakdititas claimed in

claim 17, ingudingrdeiatieg dwid tansacticsudmeduen el dafartanageviayidsyaiterigaid transaction
data has been SL{:lcsﬁg%lgyﬁr ‘S[Elét r’;ré)in éﬁ'daq?&iﬁéqf‘?‘??Q@Vﬁéﬂéé&%ﬂsifémitﬁ |_naI. 25

22. A method as claimed in claim 17, further comprising writing new transaction data over o
transaction data when said data storage device is full of transaction data, including writing over the

oldest 18. A method as claimed in claim 17, wherein said data

storage device comprises a secure access module.

10
19. A method as claimed in claim 17, including writing
to said data storage device only transaction data that
pertains to offline transactions performed at said
transaction terminal.

15
20. A method as claimed in claim 17, including deleting
said transaction data from said data storage device if
said transaction data has been successfully transmitted by
said transaction terminal to said server.

20
21. A method as claimed in claim 17, including deleting
said transaction data from said data storage device after
said transaction data has been successfully transmitted
from said data storage device to said transaction terminal.

25
22. A method as claimed in claim 17, further
comprising writing new transaction data over old
transaction data when said data storage device is full of
transaction data, including writing over the oldest

30 transaction data first.

23. A method as claimed in claim 17, including storing
said transaction data i1n said data storage device iIn a fTile
containing a fixed amount of space and, when the number of
35 transactions recorded iIn said file is at or above a
threshold value, said data storage device prompting said
transaction terminal to upload any transaction data stored



30 transaction data first. 23. A method as claimed in claim 17, including storing said transaction data
in said data storage device in a file containing a fixed amount of space and, when the number of 35
transactions recorded in said file is at or above a threshold value, said data storage device prompting
said transaction terminal to upload any transaction data stored - 22 in said transaction terminal to
said server to thereby clear transaction data stored in 2id-transaction terminal and any redundant
copies of said transaction data stored in said data storage device, so that said transaction terminal 5
and said data stotag&d#dict RnsSastd hiute teirishoadn tatssalthoaelosiig 2ty Ehesalivn data

previously storeddpesdid€ldnsiiedofedista stored in said transaction terminal
and any redundant copies of said transaction data stored in
sald data storage device, so that said transaction terminal
5 and saild data storage device can hold more transaction data
without losing any transaction data previously stored in
said data storage device.



