INFORMATION PROCESSING SYSTEM, CLIENTS, SERVER,
PROGRAMS AND INFORMATION PROCESSING METHOD
BACKGROUND OF THE INVENTION 1. Field of the Invention The
present invention relates to an information processing system for driving
an IC chip to carry out predetermined processing, clients, a server,
programs and an information processing method. 2. Description of the
Related Art In place of the magnetic-type cash card and the credit card,
which have been used in the past, a large number of IC (Integrated
Circuit) chips each including a memory used for storing data electrically
and a processing circuit for carrying out processing to store the data is
used. The IC chip is normally embedded in an IC tag or an IC card and
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communication in a non- contact way. Thus, the IC chip is capable of
rendering servi¥E eXNEMRMAECETc RROGHES RN i NEIRPD
corrosion-proof characteristics to the other apparatus without sacrificing

the appearance of the IC card. Japanese Patent Laid-open No.
2003-141063 discloses a technology of operating such an IC chip (or an

IC card)

BACKGROUND OF THE INVENTION
1. Field cof the Invention

The present invention relates to an information
processing system for driving an IC chip to carry out
predetermined processing, clients, a server, programs and
an information preocessing method.
2. Description of the Related Art

In place of the magnetic~type cash card and the
credit card, which have been used in the past, a large
number of IC (Integrated Circuit) chips each including a
memory used for storing data electrically and a
processing circuit for carrying out processing to store
the data is used. The IC chip is ncrmally embedded in an

IC tag or an IC card and capable of communicating data



from a client owned by the user through a reader/writer capable of
reading out data from the IC card and writing data thereon. Such an IC
card can be used as a cash card and a credit card, as well as a prepaid
card (or electronic money), an electronic ticket or the like. In accordance
with the technology described above, an access to the IC chip cannot be
made directly from the web browser of a client. Instead, a view server is
used as a provider of a content and the IC chip communicates with a
wSemNucationsesveriused-as anather eptiewiiers chyaornreciingdhe
view server to the communication server, the IC chip can be operated
ctromethe cliegt. InThisdechnalogy, alicgmmands: relevantdd actrallering
processing for operating the IC chip are transmitted from the
segmimmicationideivamThas ché ichivht meervdsagiplthelirocassing of the
IC chip by merely relaying a command transmitted from the
cesmpftirfettiohTeive X SUMMARYLOF T9E IRVENTION Sitle it us
commands relevant to actual processing for operating the IC chip are
v EhSHittedFFIm e ‘RmmbRicaHBR 38RRT s Yestfibed Gb67d dnd all
responses from the IC chip haveéo be given to t

cation.
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a technology of operating such an IC chip (or an IC card)
from a client owned by the user through a reader/writer
capable of reading out data from the IC card and writing
data thereon. Such an IC card can be used as a cash card
and a credit card, as well as a prepaid card (or
electronic money), an electronic ticket or the like.

In accordance with the technology described above,
an access to the IC chip cannot be made directly from the
web browser of a client. Instead, a view server is used
as a provider of a content and the IC chip communicates
with a communication server used as another route. Then,
by connecting the view server to the communication server,
the IC chip can be operated from the client.

In this technolegy, all commands relevant to actual
processing for operating the IC chip are transmitted from
the communication server. Thus, the client intervenes in
the processing of the IC chip by merely relaying a

command transmitted from the communication server.



to carry out processing even once. In recent years, the amount of data
stored in a memory employed in the IC chip shows a trend of increasing
and the amount of processing accompanying enhancement of security
also shows a trend of rising as well. It is thus desirable to shorten the
time absolutely consumed for exchanging information with the IC chip. In

Siotderto soivé 6%%%?%5% in information exchanges with the IC

chip in e reated at o5, desgribed above, embodiments of the present,
Invention providé a new an |mpr0ved m?orma(fion pI’OCGSSIIDng sysstem

+ sanable,ghredycing 2 load horpe by 2 senverand shortening the fime

takes to carry out each processing unit, clients employed in the

cdnfermation processing. systens.a server also.employed in the infarmation.

processing system, programs to be executed by the clients and the

£ Sefverandan iformation-progessing method to be3 adapted by:-then

information processing system. 4 According to a first aspect of the
sdivention, therenis previded andaformationprocessing:syste . campiising

an IC chip, a client driving said IC chip to carry out predetermined
tproeessingylandca serves cognected torsaidd In recent years, the
amount of data stored in a memory employed in the IC chip
shows a trend of increasing and the amount of processing
accompanying enhancement of security also shows a trend
of rising as well. It is thus desirable toc shorten the
time absolutely consumed for exchanging information with
the IC chip.

In order to solve the problem raised in information
exchanges with the IC chip in the related art as
described above, embodiments of the present invention
provide a new and improved informaticn processing system
capable of reducing a load borne by a server and
shortening the time it takes to carry cut sach processing
unit, clients emploved in the information processing
system, a server also employed 1n the information

processing system, programs to be executed by the clients

and the server and an information processing method to be



client by a communication network wherein, said client includes: a
processing-command requesting section configured to issue a request to
said server as a request for transmission of a processing command to be
executed by said IC chip to carry out said predetermined processing; an
ID-acquisition- command sender section configured to pass on an ID
ac‘%&@giti%ﬁ EGRmandTERaived Hrdth Laif Selvdr 5¥ 8 ¢mmand for
acquiring the chip ID of said IC chip to said IC chip; a chip-ID extraction
section configured to extract said chip ID from response data given by
said IC chip; and a processing-command sender section configured to
embed said chip ID extracted from said response data into said
processing command received from said server and transmit said
processing command including said embedded chip ID to said IC chip;
said server includes: a command-group sender section configured to
send said processing command and said ID acquisition command with
the same timing at said request made by said client as a request for
transmission of said processing command to said client; and said IC chip
includes: a chip-ID sender section configured to transmit data having said
chip ID in response to said ID acquisition command received from said
client; a chip 5 ID determination section configured to produce a result of
determination as to whether or not said chip ID embedded in



said processing command received from said client is identical with the
chip ID of said IC chip; and a processing execution section configured to
carry out said predetermined processing in accordance with said
processing command if said result of said determination indicates that
said chip ID embedded in said processing command received from said

client is féttical it sald chip 1D 6FERA1C Thip: i order T8 'opdtate the

th{%% ghlpsfrom th?, gg%nt nflrjs}1 91;) %grllatthchllent establ.lﬁhes a %%r;ﬂnectlon with

ro Il Processl . SY3
e servepangreques?s the sérver to ISSEI)e a proces%ln command to the

coffienttough the connection.as a.command fo be, aventuglly pass o fo,,

the IC chip. Then, in the information processing system, a process unit of

outheC chip-peeds to he-cadisd outatithe folloying wg,stages: o) ¢
stage of obtaining the chip ID of the IC chip; and (2) a stage of requesting

c1thedCiship tegatiy oukthepregetermined PEOGeSSing hy dssuing the
processing command including the obtained chip ID to the IC chip. In the

i ninfermation:processing systemmaccordiag tosan rembediment ebtife cured
present invention, the server does not carry out all the processing of the
totwestages rstead, theclient bearsa pertornrefittestoathof thezsemniersnon
order to reduce the number of accesses made by the server as accesses

oftctheclientand thetnumpbet of becesseymadéy said IC chip to

carry out said predetermined processing; an ID-acquisition-
command sender section configured to pass on an ID acguisition
command received from sald server as a command for acquiring
the chip ID of said IC chip to said IC chip; a chip-ID
extraction section configured teo extract sald chip ID from
response data given by said IC chip; and a processing-command
sender section configured to embed said chip ID extracted from
sald response data into said processing command received from
said server and transmit said processing command including
said embedded chip ID to said IC chip; said server incliudes:
a command-group sender section configured to send said
processing command and said ID acquisition command with the
same timing at sald request made by said client as a request
for transmission of sald processing command to saild client;
and said IC chip includes: a chip-ID sender section
configured to transmit data having said chip ID in response to

said ID acquisition command received from said client; a chip-



by the client as accesses to the server. The information processing

system is a confluence including a plurality of apparatus but it is possible

to provide the information processing system with a configuration in

which there may not specify which apparatus has configuration elements

and functional modules, In addition, it is possible to provide the_
IPitdrmation prodessing sydtehiwith®a cConfigtiratioh iy whicheasch ©F

configuration element and every functional module exist as a unit not
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determination as to w eg}&r or.nof sa ? dded 1
grouped in an apparatus. ccordlng 0 a secon spec e Inventon,

there_ is.provided a client,receivin pport provided by a server .
R bR e e R e S O ST
w119, Caty outpredetermined precessing, said client GOMPHSING: & .t i on
processing-command requesting section configured to issue a request to
sesaidhservglasatequest fortransmissian of adprocessing-qopypanddohe
executed by said IC chip to carry out said predetermined processing; an
inlRD-asauisition-cammand gepder-sestion configuned 16 passionami® of
acquisition command received from said server as a command for
saacqukingrthenehipatd ohdaichiCG: chipdo said dCthip; achipdtBdexiraction
section configured to extract said chip ID from response data
salid processing command recelved from said client is identical

with said chip ID of said IC chip.

In order to operate the IC chip from the client,
first of all, the client establishes a connection with
the server and reguests the server to issue a processing

command to the client through the connection as a command



given by said IC chip; and a processing-command sender section
configured to embed said chip ID extracted from said response data into
said processing command received from said server and transmit said
processing command having said embedded chip ID to said IC chip. As
. described above, a process to reg}ue tan IC chip to carr out |
Drefetermihed protessing iS befforméd al the® fotlbwing tWé stagést 771)
. a_stage of obtaining the chip ID of the IC_chip; and. (2).a stage.of
e o C HE T Gy BTG predomd hracosng By 1©

HSSHInG the. processing,, commang inclyding the qbtained chin. 1D to,the I .

chip. By virtue of a configuration having the chip-ID extraction section
(And thesprocessinggommand sepder segtions e, procgssing cormmang,

can be transmitted to the IC chip without the need to again make an
(2accessde fhe sewveryispessible o pravide the-infermation, pracessing

system with a configuration in which ID location information showing the
pdecationrofihechixr 48 dhe tesponse data cecaivedbby thesseanver from

the IC chip is included in the ID acquisition command issued by the
cogenerd Inthis. caseyghe D extragtiore Sectiole extratts the<higID:from. theln

response data on the basis
the information processing system according to an

embodiment ¢f the present invention, the server does not
carry out all the processing of the two stages. Instead,
the client bears a portion of the load of the server in
crder to reduce the number of accesses made by the server
as accesses to the client and the number of accesses made
by the client as accesses to the server.

The information processing system 1s a confluence
including a plurality of apparatus bhut it 1s possiblse to
provide the information processing system with a
configuraticn in which there mav not specify which
apparatus has configuration elements and functional
modules. In addition, it 1s possible to provide the
information processing system with a configuration in
which each configuration element and every functiocnal

module exist as a unit not grouped in an apparatus.



of the ID location information. In addition, it is possible to provide the
information processing system with a configuration in which the ID

location information includes the position of the start of the chip ID and

the length of the chip ID. If the client is not capable of grasping the

purpoge oé%:.ommand necessary for the tiIiz%ti%nbgf the IC L:hiﬁﬂanolthere

merely rglays & command Fe%%lve'%sfpoérﬁ hé’ _ server_tjdr%ﬁg e ig, the
Oé’ﬂ{%go"zv:@‘;ﬁr%%'&é‘d% heresponse

. _Client will also not-be 8.ca ?blx f
data received from the IC ¢ ?p corresponds to the chip ID. virtue o
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capable of extracting the chip ID from the response data with a high

ardegree.ofreliability,{t is possibleto-provide the- information precessing:n«

system with a configuration in which an identifier used by the client in
cdieferting ter the:chipdPe extracted drom the response data seceivedhis

further included in the ID acquisition command issued by the server. In
cdhisicases the D extraetian seciionsassaciates thes extracted <hip lRxwithst

the identifier, which may be expressed as an array of alphanumeric
foohataetemuission of a processing command to be executed by
said IC chip to carry cut said predetermined processing;
an ID-acguisition-command sender section configured to
pass on an ID acguisition command received from salid
server as a command for acguiring the chip ID of said IC
chip to said IC chip; a chip-ID extraction section
configured tc extract said chip ID from response data
given by said IC chip; and a processing-command sender
section configured to embed said chip ID extracted from
said response data into said processing command received
from said server and transmit said processing command
having said embedded chip TID te said IC chip.

As described above, a process to reguest an IC chip

to carry out predetermined processing 1s performed at the

following two stages:



According to an embodiment of the present invention, the client embeds
the chip ID into the processing command (overwrites on a predetermined
location) and issues the processing command including the chip ID to the
IC chip directly by bypassing the server. By virtue of the identifier
associated with the chip ID, it is possible to identify the correct chip ID,
which is used in a process carried out at a later stage (the process to
embed the chip ID into the processing command), with a high degree of

(eliabilitys &:I4 s passifle 49 povids e Ipfrmalian IOCASSIRG SYREAY and

with a configuration in which embedding position information showing the

embeddingpasition of thechipAR is frsther inolyded-in the processing ne

command issued by the server. In this case, the processing- command
sendet seatiote@mpeds s chig 1ByintDtbe i processing coawnanchgn the

basis of the embedding position information. If the client is not capable of
agrasping the.qurpdsey of A<onivharichrecessary fob the utilization ofithe . By
IC chip and merely relays the command received from the server to the
YCrdhig, _thé clenowifligsoadtibe dapablecof khewing. whidh pertion of twan
processing
section and the processing-command sender section, the
processing command can be transmitted to the IC chip
without the need to again make an access to the server.

It is possible to provide the information
processing system with a configuration in which ID
location information showing the location of the chip ID
in the response data received by the server from the IC
chip is included in the ID acquisition command issued by
the server. In this case, the ID extraction section
extracts the chip ID from the response data on the basis
of the ID location information. In addition, it is
possible toc provide the information processing system
with a configuration in which the ID location information
includes thé positien of the start of the chip ID and the
length of the chip ID.

If the cliient is not capable of grasping the
purpose of a command necessary for the utilization of the

IC chip and merely relays the command received from the

server to the IC chip, the ciient will also not be



command to be relayed to the IC chip is used as the embedding position
of the chip ID. By virtue of the embedding position information included in
the processing command, however, the client is capable of embedding
the chip ID into a proper position in the processing command. It is
possible to provide the information processing system with a
configuration in which an identifier usable in the client as information for
identifying the chip ID is further included in the processing command

clssusddydhe sepiernkp thisease bywsiig the identifiessthense data
processing-command sender 10 section identifies the chip ID, which has

rbeen-asgodiated wihth the identifieras deseribetkeartiet; landgnbeddthe By
chip ID associated with the identifier into the processing command. As

v fleseribedfalidve, aBcdrdiritoothe ignfloddimehntof dee prasSend irnention,
the client embeds the chip ID into the processing command and issues

hefeefroeessiig comrrand icitamyahe chp Dohe1E¢hif dfectyipy 1D
bypassing the server. By virtue of the identifier, it is possible to_identify
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the client, with a high,degree of reliabjlity. It E also possible. to
Tt is possible to provide the information

processing system with a configquration in which an
identifier used by the client in referring to the chip ID
extracted from the response data received 1is further
included in the ID acquisition command issued by the
server. In this case, the ID extraction section
associates the extracted chip ID with the identifier,
which may be expressed as an array of alphanumeric
characters.

According to an embodiment of the present invention,
the client embeds the chip ID into the processing command
(overwrites on a predetermined location) and issues the
processing command including the chip ID to the IC chip
directly by bypassing the server. By virtue of the
identifier assoclated with the chip ID, it is possible to
identify the correct chip ID, which is used in a process
carried out at a later stage (the process to embed the
chip ID into the processing command), with a high degree

of reliability.



provide the information processing system with a configuration in which
the chip-ID extraction section associates the identifier with the chip ID as
described before. It is possible to provide the information processing
system with a configuration in which the IC chip and the client carry out
radio communications conforming to near-field radio-communication
standards. In this case, the IC chip serving as a data-communication
object is normally embedded in an IC tag or an IC card. Such media is

exposed {0 the ais ismany cases so-dhatit i%possibledrcifestively carry
out non-contact radio 11 communications providing no contactor with the
paiscAB sexampleafatch armon-cantact tadia edmmunicationds asradidding
communication conforming to NFC (Near Field Communication)
pstaindacds. Sifcetietiitidizatovenge Bceordiigeddhe\NEC sidrnidardsis a
near field of about 10 cm, the communication conforming to the NFC
thandaids DHeisexetiiehesedurity efififiting dommBbiRaE6S IpeitriegBynd
a band action. 12 According to a third aspect of the invention, there is

LprvidedPd prSGrafitlovlse exetiitetbyPa ¢8mputdhe processing-

command sender section embeds the chip ID into the
processing command on the basis of the embedding position
information.

If the client 1is not capable of grasping the
purpose of a command necessary for the utilization of the
IC chip and merely relays the command received from the
server to the IC chip, the client will also not be
capable of knowing which portion of the processing
command to be relayed to the IC chip is used as the
embedding position of the chip ID. By virtue of the
embedding position information included in the processing
command, however, the client 1s capable of embedding the
chip ID into & proper positicon in the processing command.

It is possible to provide the information
processing system with a configuration in which an
identifier usable in the client as information for
identifying the chip ID is further included in the
processing command issued by the server. In this case, by

using the identifier, the processing-command sender

i0



connected by a communication network to a server for providing support
to drive an IC chip to carry out predetermined processing, said program
executed by said computer to carry out functions of: a
processing-command requesting section configured to issue a request to
said server as a request for transmission of a processing command to be
executed by said IC chip to carry out said predetermined processing; an
ID-acquisition-command sender section configured to pass on an ID

s@sgyisitioneqramandsregeivegfiom said servenhasasopyBand iociated
acquiring the chip ID of said IC chip to said IC chip; a chip-ID extraction

w Bestion eonfigured 10 extraet said chipdBdfrem rdata:givermbly saidd€schip.e
in response to said ID acquisition command; and a processing-command

clsepdéb sestion cenfiglred th: ehibedishid chipilBrextracted-frem said
response data into said processing command received from said server

P apdetfanismit sarinprocessing command including said embedded chip 1D
to said IC chip. According to a fourth aspect of the invention, there is
provideUsarifSiHiatRn FHBeassing: ffethétadopted thra ibmdonamsing *
an IC chip to carry out predetermined processing by recelvm? ,sup[%%rt:_mto
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the processing command and issues the processing command
including the chip ID to the IC chip directly by
bypassing the server. By virtue of the identifier, it 1is
possible to identify the chip ID, which has been acquired
and associated with the identifier by the client, with a
high degree of reliability. It is also possible to
provide the information processing system with a
configuration in which the chip-ID extraction section
associates the identifier with the chip ID as described
before,

It is possible to provide the information
processing system with a configuration in which the IC
chip and the client carry out radioc communications
conforming to near-field radio~communication standards.
In this case, the IC chip serving as a data-communication
object is normally embedded in an IC tag or an IC card.
Such media is exposed to the air in many cases so that it

is possible to effectively carry out non-contact radio

il



client, said information processing method comprising the steps of:
issuing a request to said server as a request for transmission of a
processing command to be executed by said IC chip to carry out said
predetermined processing from said server; passing on an ID acquisition
command received from said server as a command for acquiring the chip
ID of said IC chip to said.IC.chip; extracting said chip ID from response
R B by 1 cHib e SR AANG Shie oy 16 e o rora™

said response daltqa into said %roges%in% cgmmand received, from said
eXxaln e Q SUC ? NoN-~CoONtac acll o C%I‘MHU]H"! catlon 1s a
server and transmitfing Said processing command including said

- £ihedda chip 1B {9 saiddG. chip Acparding ig;a iy aspegt g the
invention, there Is provided a client receiving support provided by a server

capanasteddosaid clienthyacommunicationpetwork in.driving ap G chip
to carry out predetermined processing, said client comprising: a

adFreeessing-eemmandreguestingisection: sonfigurgd teissug arearestto
said server as a request for transmission of a processing command to be

1 @xeeytedy saidhl G chiptiocarryout saig predeteratigediprocessingsa :ans
ID-acquisition-command sender section configured to pass on an ID

o atguisitonoeomaandseceived fronEsdidrservesasawommand fam
acquiring the chip ID of said IC chip to said IC chip; a chip-ID extraction

paettionrs by a band action.



configured to extract said chip ID from response data 13a given by said IC
chip; and a processing-command sender section configured to embed
said chip ID extracted from said response data into said processing
command received from said server and transmit said processing
command including said embedded chip ID to said IC chip, wherein said
IC chip* traHeMitedata ifclobihsaid BRipIDIN fedponsd T8 safdip “here
iSacqui)sﬂ{ifti.o(gp@c eralnd rgﬁg%ivgg fE)oem es}%idC ID-ac uisition-c%m and sender
selktion 10 Sai cli%n(f);gproduces A restilt of determindtion”as to-whether or
id chip ID. e ' id processing ¢ and received from
“said %?(%gsg%ﬁg?cogr]n&r%%%%gs%%%%gigﬁgoﬁwi%T ’ er?t%g% v%i?h* Eﬂ%‘ch% D of

pm&ﬁt}i%é@&ﬂ”%%ﬁa{}% Rrgdetermingd processing in,,, .

accordance with said processing command if said result of said

pdetermination idicates thatnsaid chip:ID embedded in saidprosessing ¢
command received from said processing-command sender section is

cddenticat- with said:chipil of saiddCehip.ckhe eonfigiratien deseriigtknd
above is a configuration including a client and an IC chip integrated with
réhechentnin this capfiguratidn,dhed@ chip iss sutinza state ot being said
capable of making an 13b
server as a reguest for transmission of a processing
command to be executed by said IC chip to carry out said
predetermined processing; an ID-acquisition-command sender
section configured to pass on an ID acguisition command
recelved from said server as a command for acquiring the
chip ID of sald IC chip to saild IC chip; a chip-ID
extraction section configured to extract said chip ID from
data given by said IC chip in response tc said ID
acguisition command; and a proceséing—command sender
section configured tc embed said chip ID extracted from
sald response data into sald processing command received
from sald server and transmit said processing command
including said embedded chip ID to said IC chip.
According te a fourth aspect of the invention,
there iz provided an information processing method adopted
by a client for driving an IC chip to carry out
predetermined processing by receliving suppcert from a

server connected by a communication network to said

13



access to the client. For example, the IC chip is put in a state of being
embedded in the client as a chip for carrying out functions independently
of the client. It is possible to put the client and the IC chip in a
configuration wherein, while the client includes the IC chip, the client is

apaple of icating with ther external IC chijp. In this case, the
It o CAISS R HE o br BSrd i BN HHOGGEE L o1rd he

reader/writer also included iqlg]ée ccc)fnfiguration. In_order to solve the

Sﬂkn"per}aﬁleir)n (:je§"csriq“ki%fﬁng(S?iver,?nq acc%r ance with a still Turthér émbodimen
£Of the present Jnyention, there Is provided a server canpegted.by.a. . .o oy
communication network to a client for driving an IC chip to carry out

sPredeterpingd processing. the server includes a commands;groun sepder

section configured to send a processing command for making a request
£ fefthes predetermined:precessing and anib acauisition cammang forg

acquiring the chip ID of the IC chip with the same timing at a request
ranade by the cliert=Asia sequest fors transmissioniofithe processingg the

command from the server to the client. In the past, a server acquires the
chuniqueochip |Bagfdan ICchipintaccordancewith agrequestmadehy eaid

client as a request for processing of the IC chip. The
chip ID from response data gilven by said IC chip; and
embedding saild chip ID extracted from sazid response data
into said processing command received from said server and
transmitting said processing command including said
embedded chip ID to said IC chip.According to a fifth
aspect of the invention, there is provided a client
receliving support provided by a server connected to said
client by a communication netwcerk in driving an IC chip to
carry out predetermined processing, said client
comprising: a processing-command reqguesting section
configured to issue a reguest to said server as a reqguest
for transmission of a processing command to be executed by
said IC chip to carry out said predetermined processing:
an ID-acguisition-command sender section configured to
pass on an ID acquilisition command received from said
server as a command for acquiring the chip ID of said IC

chip to said IC chip; a chip-ID extraction section

configured to extract sald chip ID from response data



14 server then embeds the acquired chip ID in a processing command
and transmits the processing command to the IC chip. In accordance with
an embodiment of the present invention, on the other hand, a part of the
processing carried by the server in the past is transferred to a client in
order to reduce the magnitude of a load borne ‘b%/ the server. In this case,

9HE BeRver trandmits theBrocessing dohtmand ahd arciBracquisition e

command for.acquiring.the chip ID of an. IC chip with the same timing to
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s £xecuted by a computer; to. carry out the functions. of the server, and client

described above. On top of that, the present invention also provides an

= information processingmethod tg.he adopted by theservey angd;the glient

as a method for driving the IC chip to carry out predetermined processing.
1 nkhe-funetions obthedCechip aclient and serversdescribed.above Gan-alson

be combined in the configuration of a single apparatus. In this
saconfigurationp somezofsfunctions can hecswapped amongdhe 4C ohip, the

client and the server or shared by the IC chip, the client and the server.
rdamaddition; each confijuratign ielemeéntiofcommand received from said
ID-acquilsition=-command sender section to said client;
produces a result of determination as to whether or not
said chip ID embedded in said processing command received
from saild precessing-command sender section is identical
with the chip ID of said IC chip; and carries out saild
predetermined processing in accordance with said processing
command 1f said result ¢f said determination indicates that
sald chip ID embedded in said processing command received
from sald processing-command sender section is identical
with said chip ID of said IC chip.

The configuration described above is =

conflguration including a client and an IC chip integrated
with the client. In this configuration, the IC chip is

put in a state cof being capable of making an
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the client can be provided in another apparatus as an 15 element
independent of the other configuration elements. On top of that, the client
and the server may refer to another database in execution of an

application, As described above, in accordance with an .embodiment,of
e R e o A STALe I B T FSB 6 Feaide &

stptocesSingdbad bﬁnhedbgemeisem@ andithe nuamsber ofteigcetses made
cayhe, Server as,aceasses wlhe clientas well as the.number ot 1y ;¢

accesses made by the client as accesses to the server. Thus, the time it
Pogakel 16 chfryrolit ddeh proeess unitdcah beldecieased.As a result, the

copresent-inventionis. ;alse suitablefor an application gRtalling akhigh 1
access frequency and an ap%gcation with an access time limited to a

chipdetdifnindd 1engthS BREAREBE SERIBITBRIGE B DHRAWINGS HigT1
s xissachlotk diagram showing-a reugh segnfigusation ehan idfermatioates

RSk FEDIS5enig piScecamg. Sohro BULE) a'eleR 5 Ty o7
a leommmand:tiansmitteth éromatiservertoiam IC chip; Fig. 3 shows a
flowchart representing an

In ordexr to solve the problem described akove, in
accordance with a still further embodiment of the present
inventicn, there iz provided a server connected by a
communication network teo a client for driving an IC chip to
carry out predetermined processing. The server includes a
command-group sender section configured to send a
processing command for making a reguest for the
predetermined processing and an ID acguisition command for
acqguiring the chip ID of the IC chip with the same timing
at a reguest made by the client as a request for
transmissicn of the processing command from the server to
the client.

In the past, a server acguires the unigue chip ID of
an IC chip in accordance with a reguest made by a client as

a request for processing of the IC chip. The

14



information processing method according to a second 16 embodiment;
Fig. 4 is a block diagram showing a rough configuration of a client
according to a third embodiment; Fig. 5 is an explanatory diagram
referred to in describing a model of processing carried out by the client to
process an ID acquisition command; Fig. 6 is an explanatory diagram
referred to in describing a model of processing carried out by the client to
process a processing command; Fig. 7 is a circuit block diagram showing

s@reygheifigtialionsofithe chent.aceanding 1g thenthind embesimenti ng
Fig. 8 is a block diagram showing a rough configuration of a server
caenarting:toda fotathsettzodime nty Fig.«S: isian hlockrategrdmtshaviiag BC
rough configuration of an IC chip according to a fifth embodiment; Fig. 10
clisip circtit blotkedidgrare showngga reudhy ¢onfiguratién ohangCehimt
according to the fourth embodiment;
invention, on the other hand, a part of the processing
carried by the server in the past is transferred to a
client in order to reduce the magnitude of a load borne
by the server. In this case, the server transmits the
precessing command and an ID acguisition command for
acguiring the chip ID of an IC chip with the same timing
to the client.

In addition, the present invention also provides
programs to be executed by a computer to carry out the
functions of the server and client described above. On
top of that, the present invention also provides an
information processing method to be adopted by the server
and the client as a method for driving the IC chip to
carry out predetermined processing.

The functions of the IC chip, client and server
described above can also ke combined in the configuration
of a single apparatus. In this configuration, some of
functions can be swapped among the IC chip, the client
and the server or shared by the IC chip, the client and

the server. 1In addition, each configuration element of

the client can be provided in another apparatus as an
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Fig. 11 is a circuit block diagram showing a rough configuration of a client
according to a sixth 17 embodiment; and Fig. 12 is a circuit block diagram
showing a rough configuration of a client according to a seventh
embodiment. DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS Preferred embodiments of the present invention are
described in detail by referring to drawings as follows. It is to be noted
that configuration elements having essentially identical functional

<ConfigHrationsarendenated pydhe samereferenes pumeraldhraughadht s,

this patent specification and the drawings in the specification, and such
aonfiguratipntelamenthareddlergpeater rrerdeetovavoichdyplicationsykn
order to make the description of the embodiments better understandable,
aascdh exangptey reference taxa datance infareelesppriicandneynlC card is
imagined. A PC (personal computer) functioning as a client makes an
access tHardkss carth adickbingRides analCoghip entbredded htherein, by

way of a server. In this case, the server acquires a balance in the
BIBCIFEME oy @@a@fﬁﬁe%m@%%%nc%b%&héa e pssuftfofan

the
IC chip, it is possible to reduce a processing load horne

by the server and the number of accesses made by the
server as accesses to the client as well as the number of
accesses made by the client as accesses to the server.
Thus, the time it takes to carry out each process unit
can be decreased. As a result, the present invention is
also suitable for an application entailing a high access
frequency and an application with an access time limited

to a predetermined length.

BRIEF DESCRIPTICN OF THE DRAWINGS

Fig. 1 is a block diagram showing a rough
configuration of an information processing system
according to a first embodiment;

Fig. 2 shows a flowchart representing processing
carried out by a client to relay a command transmitted
from a server to an IC chip:;

Fig. 3 shows a flowchart representing an

information processing method according to a second
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acquisition on the screen of the PC. The PC is not allowed to acquire
information directly from the IC card 18 for a security reason. For
example, only the server is capable of generating a command for
acquiring a balance from the IC card. In this case, the server transmits
only the balance obtained as a result of the acquisition to the PC. A
concrete configuration of each of the embodiments is explained by
referring to drawings as follows. (First Embodiment: an Information
elRrockssig:System) Fig. 1 is a block diagram showing a rough
configuration of an information processing system according to a first
embodifiept. Theiimferniationkprbtagsing systeniingluales@wdicC chip 100
embedded in an IC card, a client 110 for requesting the IC chip 100 to
cenrky BUE picdeterpdingd ProcRREINg EiIrA 5819ef 236 ddhnedted to the
client 110 through a communication network 120 such as the Internet.
efRe$ERAE30 gives support to the IC chip 100 through the client 110 in

carrying qut the predetermined processing, The client 110 and/qr the |,
server gl%bgCangeéﬁ p& aeﬁag,gnﬁéctr%ééti%ﬁ,ag B (Iﬁcjaf%gr"faq iéffalj‘“n

ohRipant @ mobilghone. 8 portaie;audio player & home,gams,
client to process an ID acquisition command;

Fig. 6 is an explanatory diagram referred to in
describing a model of processing carried out by the
client to process a processing command;

Fig. 7 is a circuit block diagram showing a rough
configuration of the client according to the third
embodiment;

Fig. 8 is a block diagram showing a rough
configuration of a server according to a fourth
embodiment;

Fig. 9 is a block diagram showing a rough
configuration of an IC chip according to a fifth
embodiment;

Fig. 10 is a circuit block diagram showing a rough
configuration of an IC chip according to the fourth
embodiment;

Fig. 11 is a circuit block diagram showing a rough

configuration of a client according to a sixth
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machine, an information home appliance or a TV conference system. The
client 110 and/or the server 130 are capable of at least communicating
data with other apparatus by 19 way of the communication network 120.
In order to carry out non-contact radio communications with the IC card
including the embedded IC chip 100, the client 110 is connected to a
reader/writer 140. The server 130 has a security module for encoding

and decoding data exchanged with the IC chip 100 as data relevant to the

elgb%@gl%ggt‘[hgﬁgcurity module has a tamper-proof characteristic and
manages a plurality of keys used in encryption and decryption processes.

As ShOWﬁﬂ%Fia-b the IG chip,100;is useddn ag state of.being.embeddedingh

an IC card. However, the way of utilizing the IC chip 100 is not limited to

dhisrembediment. Fer examplen thes - ehip 109 may alse-ke rambedded
in an IC tag, an electronic apparatus such as a mobile phone, the client
chl®-ariaatier apparatus. In the configuration shown in Fig. 1, the IC
card including the embedded IC chip 100 is mounted on a reader/writer
140, which is connected to the client 110. In this embodiment, the IC chip

100 carries out non-contact radio
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Preferred embodiments of the present invention are
described in detail by referring to drawings as follows.
It is to be noted that configuration elements having
essentially identical functional configurations are
denoted by the same reference numeral throughout this
patent specification and the drawings in the
specification, and such configuration elements are not
repeated in order to avoid duplications.

In order to make the description of the embodiments
better understandable, as an example, reference to a
balance in an electronic-money IC card is imagined. A PC
(personal computer) functioning as a client makes an
access to an IC card, which includes an IC chip embedded
“therein, by way of a serxver. In this case, the server
acquires a balance in the electronic-money IC card and
displays the balance obtained as a result of the
acquisition on the screen of the PC. The PC is not

allowed to acguire information directly from the IC card
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communications with the reader/writer 140. An example of the non-contact
radio communication is a radio communication conforming to NFC (Near
Field Communication) standards. Since the utilization range 20
according to the NEC standards is a near field of about 10 cm, the
communication conforming to the NFC standards offers excellent security
of limiting communication partners by a hand action. In addition, since
non-contact radio communications of data can be carried out, a metallic

sigrminal expesed tq thesal is nphrequireds Thus i is,pegsible 4q-jender s

services exhibiting excellent maintainability and corrosion-proof
cepamscteristicg ¥itbput sagfificingiheappearancenfihe ilkgcardpdnlike-e
the magnetic-type cash card and the credit card, which have been used
f irvthemrast, thed€rchip 100 icdudessamemdry hawingea: large stordge only
capacity so that a plurality of applications can be used in one IC chip
theobTiatris o shy.ad pkilality of sewivelrovifletscars dbpegistéred ifian
IC card including an embedded IC chip 100 so that the user can receive a
tharidy of derdieas by ety dee IR Eafh EvEnsPalafémpbs made to

utilize the 1C chip _
embodiments 1s explained by referring to drawings as

follows.
{First Embodiment: an Information Processing Systemnm)

Fig. 1 is a block diagram showing a rough
configuration of an information processing system
according to a first embodiment. The information
processing system includes an IC chip 100 embedded in an
IC card, a client 110 for requesting the IC chip 100 to
carry out predetermined processing and a server 130
connected to the client 110 through a communication
network 120 such as the Internet. The server 130 gives
support to the IC chip 100 through the client 110 in
~carrying out the predetermined processing.

The client 110 and/or the server 130 can each be a
PC, a workstation, a PDA (Personal Digital Assistant), a
mobile phone, a portable audio plavyer, a home game
machine, an information home appliance or a TV conference
system. The client 110 and/or the server 130 are capablé

of at least communicating data with other apparatus by
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100 through the client 110, the client 110 is not provided with a
technology of directly operating the IC chip 100. That is to say, the IC
chip 100 is operated through the server 130 for maintenance and security
reasons. 21 If all commands given to the IC chip 100 as commands
relevant to services rendered by a plurality of service providers are to be
generated by the client 110, an updating work to reflect a new command
to be added for the services has to be carried out frequently and, in

w2glditien: a command generation applicatiomhaying a large size has to be

sustained in such a way that there is no effect on applications offered by
other seryiceeviders. cERus; from thesmaindenanse painkef view, a
configuration having a client 110 used for storing the command
coenerationtapplicatiant is notanteffective configuration; Inladditioneddeel 1C
whole management of the IC chip 100 is executed by the client 110, the
clelientl 0D, witlhize chpable df khoiing-datastbétshauid be hamdied/ by thiee ©
service provider at the server 130. Thus, also for a security reason, the
14&Bmmand generation application should not be provided in the client 110.

Thus, in order to refer to data stored in the IC
The server 130 has a security module for encoding

and decoding data exchanged with the IC chip 100 as data
relevant to the IC chip 100. The security module has a
tamper~proof characteristic and manages a plurality of
keys used in encryption and decryption processes.

As shown in Fig.l, the IC chip 100 is used in a
state of being embedded in an IC card. However, the way
of utilizing the IC chip 100 is not limited to this
embodiment. For example, the IC chip 100 may also be
embedded in an IC tag, an electronic apparatus such as a
-mobile phone, the client 110 or another apparatus. In the
configuration shown in ¥Fig. 1, the IC card including the
embedded IC chip 100 is mounted on a reader/writer 140,
which is connected to the c¢lient 110. In this embodiment,
the IC chip 100 carries out ncn-contact radio
communications with the reader/writer 140.

An example of the non-contact radio communication
is  a radio communication conforming to NFC {Near Field

Communication) standards. Since the utilization range
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chip 100, first of all, the user of the client 110 makes an access to the
server 130 through a web browser of the client 110. Recognizing
processing desired by the user, the server 130 starts a communication
with the IC chip 100 through the client 110. As the processing is
completed, the server 130 displays a result of the 22 processing on the
web browser of the client 110. In this way, the client 110 intervenes in the
execution of the processing of the IC chip 100 by merely relaying a

a&%@% pd;rapsmiftedifrem he sanvey 43940 1he, G, ehip; 100, 8. 2,04 ¢

shows a flowchart representing processing carried out by the client 110 to

16elax 2 eammapfntiansaitedrom e serveE 186 te e 1Gehipdd0aAsqs

an example, the server 130 starts a communication with the IC chip 100
o fifreygh dhe:eliantld Oda Quderty earryiauti predetersinech REAcessing in

the IC chip 100 to render a service to the server 130 as a service of
paraviding the versiondfakeyoused imenchyptdata, The vessiowofakeyact

is one of a plurality of key identifiers used in communications of encrypted
rajdia betwaem teaddronrs 130 add the (@ thipel 08 Mhieskbyovérsions are

used when there are a plurality of service
metallic terminal exposed to the air is not required.

Thus, it is possible to render services exhibiting
excellent maintainability and corrosion-proof
characteristics without sacrificing the appearance of the
IC card.

Unlike the magnetic-type cash card and the credit
card, which have been used in the past, the IC chip 100
includes a memory having a large storage capacity so that
a plurality of applications can be used in one IC chip
100. That is to say, a plurality of service providers can
be registered in an IC card including an embedded IC chip
100 so that the user can receive a variety of services by
utilizing one IC card.

Even if an attempt is made to utilize the IC chip
100 through the client 110, the ciient 110 is not
provided with a technology of directly operating the IC
chip 100. That is to say, the IC chip 100 is operated
through the server 130 for maintenance and security

reasons.
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areas in the IC chip 100 or a plurality of keys are used in one service
area. The server 130 receives the version of a key from the IC chip 100
and uses the key version to encrypt of decrypt data. If no key exists in the
IC chip 100, typically, a special value of FFFFh is returned to the server
130 as a key version. The special value of FFFFh notifies the server 130
that no key exists in the 23 IC chip 100. First of all, at a step S200 of the
flowchart, the user physically connects the IC chip 100 to the client 110.
The usarfmay physisaiiyneennect dre G chip< 00Xocthiesclient 146 by
adoption of contact connection such as a USB or RS-232 connection or
chyradopsion o©f aviort contast connectionccotdoratingp o thepNlECality of
standards as described above. For example, the user connects the IC
sehipl 880 Rrtheichens 180 by eloptomorarmheshitactt Beniektight 110,
conforming to the NFC standards by placing or mounting an IC card
anmndpding R 167eRip 160 émbeBaEd AhBRYN 6RATRE Nehdifg RsceftdRe for
reader/writer 140. Then, at the step 5202, the client 110 starts a

tREnHiTIA&Hoh Wt e sBver 136 by histit eifret Bt & brotwadtnd'ah

ggﬂcatlon which have been grOV{ded to_the cllentt_' 110 an, |nform ion
prow&er Su%sequen%fld raticon applicatlon having arge

size has to be sustained in such a way that there is no
effect on applications offered by other service providers.
Thus, from the maintenance point of view, a configuration
having a client 110 used for storing the command

generation application is not an effective configuration.

In addition, if the whole management of the IC chip
100 is executed by the client 110, the client 110 will be
capable of knowing data that should be handled by the
service provider at the server 130. Thus, also for a
security reason, the command generation application
should not be provided in the client 110.

Thus, in order to refer to data stored in the IC
chip 100, first of all, the user of the client 110 makes
an access to the server 130 through a web browser of the
client 110. Recognizing processing desired by the user,
the server 130 starts a communication with the IC chip
100 through the client 110. As the processing is

completed, the server 130 displays a result of the
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at the step S204, the client 110 and the server 130 authenticate each
other. Prior to execution of predetermined processing desired by the user,
the server 130 needs to acquire a chip ID assigned uniquely to the IC
chip 100. For this reason, at the next step 5206, the server 130 transmits
an ID acquisition command for acquiring the chip ID (by typically adoption
of a polling technique) to the client 24 110. The chip ID of the IC chip 100
is a unique number different from the 1Ds of the client 110 and the server

pASe ONEChip D €88 beassignagtereach 1EHchIR1000F, 83@N In this

alternative, if the service area of the IC chip 100 is divided logically into
wsyp-arras ehtkassadatetwidramapplicatiam @ ehip d caarbe-@ssigred
to each of the sub-areas. Subsequently, at the next step S208, the client
piAdOgrastey onfthe e atquisition ddimandmegeived froba thergerwer 130
to the IC chip 100 as it is. Then, at the step S210, the IC chip 100
Coranaist daasnéllbpg the ehipiBused for Identifying itssletol Eheklient
110 in response to the ID acquisition command received from the client
1840. The response given by the IC chip 100 is data because normally the

command issued by the server 130 is a command to read out data from a
Fig. 2 shows a flowchart representing processing

carried out by the client 110 to relay a command
transmitted from the server 130 to the IC chip 100. As an
example, the server 130 starts a communication with the
IC c¢hip 100 through the client 110 in order to carry out
predetermined processing in the IC chip 100 to render a
sexvice to the server 130 as a service of providing the
version of a key used to encrypt data.

The version of a key is one of a plurality of key
identifiers used in communications of encrypted data
between the server 130 and the IC chip 100. The key
versions are used when there are a plurality of service
areas in the IC chip 100 or a plurality of keys are used
in one service area. The server 130 receives the version
of a key from the IC chip 100 and uses the key version to
encrypt of decrypt data. If no key exists in the IC chip
100, typically, a special value of FFFFh is returned to
the server 130 as a key version. The special value of

FFFFh notifies the server 130 that no key exists in the
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predetermined area. In the case of an ID acquisition command, the
requested chip ID is included in the response data. Subsequently, at the
next step S212, the client 110 passes on the response data received from
the IC chip 100 to the server 130 as it is. As described above, the chip ID
is described in a portion of the response data output by the IC chip 100.
Thus, at the step S214, the server 130 extracts the chip ID from the
response data and embeds the extracted chip 25 ID in a key-version
T@cgHisjtiopgzpmmand to be issued as a processing command. This is
because, since the IC chip 100 is designed to give a response only to a

processing zoramand issugd by thesererd@0as agemmangdineiding he
the chip ID embedded therein, it is necessary for the server 130 to obtain
uike chipyPiatdhe precacirg stageh Byrinckiding dtdeastidhe iehipdDiefthe
IC chip 100 in the processing command, the processing command
1becontis:a wadid comymahy fardhé 1@ chipbed: tSuliseqlently) it tAd Stepo
5220, the server 130 again transmits to the client 110 a command
theelgdihgiie chib Ty eaiedtiéetherbirr-@E ey Clersioneuisiorruch as
command) serving as a request for a service. Then, at the step 5222, the
acﬂ&%:ﬁﬁ)Béﬁ%%gnpﬁ@ﬂ&§3%9§oﬁr by adoption of a non-

contact connection conforming to the NFC standards as
described above. For example, the user connects the IC
chip 100 to the client 110 by adoption of a non-contact
connection conforming to the NFC standards by placing or
mounting an IC card including the IC chip 100 embedded
therein on the reading face of the reader/writer 140.
Then, at the step 5202, the client 110 starts a
communication with the server 130 by using either of a
browser and an application, which have been provided to
the client 110 by an information provider. Subsequently,
at the step 5204, the client 110 and the server 130
authenticate each other.

Prior to execution of predetermined processing
desired by the user, the server 130 needs to acquire a
chip ID assigned uniquely to the IC chip 100. For this
reasgscon, at the next step 5206, the server 130 transmits
an ID acquisition command for acguiring the chip ID (by

typically adoption cf a polling technique) to the client
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acquisition command received from the server 130 to the IC chip 100.
Subsequently, at the step 5224, the IC chip 100 produces a result of
determination as to whether or not the chip ID included in the key-version
acquisition command received from the client 110 is identical with the
chip ID of the IC chip 100. If the result of the determination indicates that
the chip ID included in the key-version acquisition command received
from the client 110 is identical with the chip ID of the IC chip 100, the 26
11€.chiphkO0-¢arties bubtherpredeterwings processing aofregpandingtio r
the processing command at the step 5224. Since the processing
dicofemand i< therkeyheersion acquibidion tommuaridlin thistases theelGrer
chip 100 prepares a key version of its own, including the key version in
13@spofise datel ThEh, abthelbsteg S226nE@ ICTcHig 200 Manshies 0 or,
response data including the key version to the client 110. Subsequently,
25tife 3tpESPes e cliddt 1HE° passes 6f tier s pBhsé Bstalfo their 100
server 130, Then, at the step S230, the server 130 extracts the key

L 3erigh dfFomitRe %Eé&c}n‘éeldh‘ié’ aRbHoTdEME KeYersisn Tor- ﬁ‘r’@é?es@ﬂnbh

ancaarl%% gg:%"caitgk?ta € Eubsgl%entlx %tethESSLgned to each of the

sub—areas. Subsequently, at the next step 5208, the
client 110 passes on the ID acquisition command received
from the server 130 to the IC chip 100 as it is.

Then, at the step 5210, the IC chip 100 transmits
data including the chip ID used for identifying itself to
the client 110 in response to the ID acguisition command
received from the client 110. The response given by the
IC chip 100 is data because normally the command issued
by the server 130 is a command to read out data from a
predetermined area. In the case of an ID acquisition
command, the requested chip ID is included in the
response data. Subseguently, at the next step S212, the
client 110 passes on the response data received from the
IC chip 100 to the server 130 as it is.

Ls described above, the chip ID is described in a
portion of the reéponse data output by the IC chip 100.
Thus, at the step 85214, the server 130 extracts the chip

ID from the response data and embeds the extracted chip
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step 5232, the server 130 informs the client 110 that the process to
acquire the key version has been completed. It is necessary to strictly
protect information stored in the IC chip 100. In a communication with the
IC chip 100, the IC chip 100 outputs data encoded by using a key
identified by the key version. Thus, a desired service is started after the
client 110 or the server 130 acquires the chip ID of the IC chip 100 and a
key version at the start of a communication. In a configuration where the

1olient kl0ke|aysa commandraceivabiiomndhe senver 43040 theleghips a
100 27 as described above, the server 130 needs to execute at least

p pracessingatdbarfiateivingitivbsstage y€ trar stagesafracquirtng the uniguye
chip ID of the IC chip (2) a stage of issuing a processing command

1irtluding ¢hd greedired chivi® o driverthes€ obip Y08 ¢o eanpyroaessing
predetermined processing. In consequence, in the case of a client 110

CeBRARG ad acekAmblicalien $&hita skidh a3sadnesiiestivhel s uding
communication overhead increases and. the rising number of

CRnfmdmcatibriER ‘s hntéareid detdy mhB erErSprotessiig tittne

case of the embodjment of the present
server 130 to o ﬁgan thepchgp ID at the preceding stage.

By including at least the chip ID of the IC chip 100 in
the processing command, the processing command becomes a
valid command for the IC chip 100,

Subsequently, at the step $220, the server 130
again transmits to the client 110 a command including the
chip ID embedded therein (a key-version acquisition
command) serving as a request for a service. Then, at the
step 5222, the client 110 passes on the key-version
acguisition command received from the server 130 to the
IC chip 100.

Subsequently, at the step S224, the IC chip 100
produces a result of determination as to whether or not
the chip ID included in the key-version acquisition
command received from the client 110 is identical with
the chip ID of the IC chip 100. If the result of the
determination indicates that the chip ID included in the
key-version acquisition command received from the client

110 is identical with the chip ID of the IC chip 100, the
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invention, on the other hand, the server 130 does not carry out all the
processing of the above two stages. Instead, the client 110 performs a
portion of the processing so as to reduce the number of accesses made
by the server 130 and the number of accesses made by the client 110.
To be more specific, the client 110 caries out the processing to include
the unique chip ID of the IC chip 100 at a predetermined position in a
processing command, overwriting data existing at the predetermined

1position. By taking thesinformationpresessing-systemddesaibed-ahoye as
an example, the following description 28 explains an information
cprocessimgdnathoddor Heving @ne K thip tocarnyrolt predeternsineg 5224 .
processing. (Second Embodiment: the Information Processing Method)
SHy:8 dliowpadlonshangepespating the Hfernkationvsrogéssing method
according to a second embodiment. Also in this case, as an example, the
agaH? B staReEesHmUnicaios witche IERIT oG HBudh Othe client
110 in order to carry out predetermined processin%[in the 1C chip 100 to

PF&ERfer setvit Yo T SereriB0 thfoligithe ‘dient 16 ds B¥erlied of

rovjding the version of a key used to encrypt data.
vgrsiongjt.n response 5&%&. yp

Then, at the step 5226, the IC chip 100 transmits
the response data including the key version to the client
110. Subsequently, at the step 5228, the client 110
passes on the response data to the server 130. Then, at
the step 8230, the server 130 extracts the key version
from the response data and holds the key version for
processing carried at a later stage. Subseqguently, at the
step 8232, the server 130 informs the client 110 that the
process to acquire the key version has been completed.

It is necessary to strictly protect information
stored in the IC chip 100. In a communication with the IC
chip 100, the IC chip 100 outputs data encoded by using a
key identified by the key version. Thus, a desired
service is started after the client 110 or the server 130
acquires the chip ID of the IC chip 100 and a key version
at the start of a communication.

In a configuration where the client 110 relays a

command received from the server 130 to the IC chip 100
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First of all, at a step S250 of the flowchart, the user physically connects
the IC chip 100 to the client 110 in the same way as the first embodiment.
Then, at the step S252, the client 110 starts a communication with the
server 130 by using either of a browser and an application, which have
been provided to the client 110 by an information provider. If the browser
is used, the user makes an HTTP (Hyper Text Transfer Protocol) request
through the browser. Subsequently, at the step S254, the client 110 and

adhesserve 130 agihenticals, each.other by - sessien IR or (g.Ike: Atfhat

time, the client 110 issues a request to the server 130 as a request for

1&ransmyissien:aka REpGassingcammand diying.the 4ehin; 29 100 to carry
out predetermined processing from the server 130 to the client 110. At

(1he step:82596, e sererildhifansimitaiibgatoremeptiomedprocessing
command driving the IC chip 100 to carry outpredetermined processing

cland an ID acquisition command for acquiring the chip ID to the client 110
with the same timing in accordance with the request received from the

(Zlienel Eraga refuestfointearsnpission of thegprocassing comedanblfromt he

the server 130 to the client 110. As described above, one chip ID
acquired chip ID to drive the IC chip 100 to carry out

predetermined processing. In consequence, in the case of
a client 110 serving as a communication terminal such as
a mobile phone, the communication overhead increases and
the rising number of communications causes an extreme
delay in the entire processing.

In the case of the embodiment of the present
invention, on the other hand, the server 130 does not
carry out all the processing of the above two stages.
instead, the client 110 performs a portion of the
processing so as to reduce the number of accesses made by
the server 130 and the number of accesses made by the
client 110. To be more specific, the client 110 caries
out the processing to include the unique chip ID of the
IC chip 100 at a predetermined position in a processing
command, overwriting data existing at the predetermined
position.

By taking the information processing system

described above as an example, the following description
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can be assigned to each IC chip 100 or, as an alternative, if the service
area of the IC chip 100 is divided logically into sub-areas each associated
with an application, a chip ID can be assigned to each of the sub-areas.
Subsequently, at the step S258, the client 110 receiving a command
group including the processing command and the ID acquisition
command from the server 130 extracts the ID acquisition command from
the group. Then, at the step 5260, the client 110 passes on the extracted

o4 BcqHisition campand 9 the IC chip-100.as it Jsnsubseguently atthe a
step S262, the IC chip 100 transmits data including the chip ID used for

Tidenifying S Hsaltodhe qieatblQ invaseenss-indbedPngcquisition
command received from the client 110. The response data transmitted by

( the-a ehindRBiihekudes thecdaziredrehip R>at @ predeternages postian.
Subsequently, at the step S264, the client 110 extracts the chip ID from
the respgtnse dataleerived fronvthiealCtchip 06 sadt savestthe chip ID.

. Then, at the step 5270, the client 110 embeds the extracted chip ID into a

i@ﬁgﬁmgﬁﬁm@dgﬁQQquﬁmﬁemethod according to a second

embodiment. Also in this case, as an example, the server
130 starts a communication with the IC chip 100 through
the client 110 in order to carry out predetermined
processing in the IC chip 100 to render a service to the
server 130 through the client 110 as a service of
providing the version of a key used to encrypt data.
First of all, at a step 5250 of the flowchart, the
user physically connects the IC chip 100 to the client
110 in the same way as the first embodiment. Then, at the
step 5252, the client 110 starts a communication with the
server 130 by using either of a browser and an
application, which have been provided to the client 110
by an information provider. If the browser is used, the
user makes an HTTP (Hyper Text Transfer Protocol) request
through the browser. Subsequently, at the step 35254, the
client 110 and the server 130 authenticate each other by
a session ID or the 1like. At that time, the client 110
issues a request to the server 130 as a request for

transmission of a processing command driving the IC chip
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processing command received from the server 130 and transmits the
processing command to the IC chip 100. By letting the client 110 embed
the chip ID into the processing command, the number of communications
carried out between the client 110 and the server 130 can be reduced.
Subsequently, at the step S272, the IC chip 100 produces a result of
determination as to whether or not the chip ID included in the processing
command received from the client 110 is identical with the chip ID of the

146 ghip 1004 t%@%éﬁé&%@ﬁ&%@@%@@&@@g%@ﬁ thatihe ehipdRrver

included in the processing command received from the client 110 is
1 identical with dhe ghip 10 ©f the IC chip 100, the IC chip 100 carries out
the predetermined processing corresponding to the processing 31
commant attike stepbZl% Sincththesproeessing commarshistthet he
key-version acquisition command in this case, the IC chip 100 prepares a
akeyamesion of éd opare (rchsding tieenkeyrvérsion inlrespbhse 86taciThen1 00
at the step 5274, the IC chip 100 transmits the response data including
tehEREY VerSicn Rreradiernined SubsegeentyJatihd gkt Slép 5276, the

client 110 passes on the response data to the server 130 without
acquisition command for acquiring the chip ID to the

client 110 with the same timing in accordance with the
request received from the client 110 as a request for
transmission of the processing command from the server

130 to the client 110. As described above, one chip ID
can be assigned to each IC chip 100 or, as an alternative,
if the service area of the IC chip 100 is divided
logically into sub-areas each assoclated with an
application, a chip ID can be assigned to each of the
sub-areas.

Subsequently, at the step 5258, the client 110
receiving a command group including the processing
command and the ID acquisition command from the server
130 extracts the ID acquisition command from the group.
Then, at the step S260, the client 110 passes on the
extracted ID acquisition command to the IC chip 100 as it
is.

Subsequently, at the step 5262, the IC chip 100

transmits data including the chip ID used for identifying
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modifying the response data. At that time, if the IC chip 100 has a
plurality of key versions, all the key versions may be included in the
transmitted response data. If the IC chip 100 has no key versions at all,
on the other hand, a dummy value such as the value FFFFh may be
included in the transmitted response data to indicate that the IC chip 100
has no key versions at all. Then, at the step S278, the server 130 extracts
the key version from the response data and holds the key version for
i fseqessing wariet: aba tater stage. Subsequentlycatihe stgp S280, the
server 130 informs the client 110 that the process to acquire the key
awersien hasmheenmompletedcRecewingrthre hbkcecihilimating ifiat thghe
initial process to acquire the key version has been completed, the client
raqpmiaes ded desirad seividedirocorhparisdh with e cbdindnicaticies the
between the IC 32 chip 100 and the client 110, normally, it takes long
deifier 26 cafyout B comMuRiEaHsT BEINEESFthesehierorB0 afdReEent 1y,
110. Since the client 110 executes the stage of driving the IC chip 100 to

atalyout predetéfflinel froctd&Ry it hecSHEREs With HrotBesing P _
£ SEIIR g S anursd e 0 netegd el ey e 0L
saves the chip ID.

Then, at the step 5270, the client 110 embeds the
extracted chip ID into a predetermined position in the
processing command received from the server 130 and
transmits the processing command tc¢ the IC chip 100. By
letting the client 110 embed the chip ID into the
processing command,.the number of communications carried
out between the client 110 and the server 130 can be
reduced.

Subsequently, at the step S272, the IC chip 100
produces a result of determination as to whether cor not
the chip ID included in the processing command received
from the client 110 is identical with the chip ID of the
IC chip 100. If the result of the determination indicates
that the chip ID included in the processing command
received from the client 110 is identical with the chip

iD of the IC chip 100, the IC chip 100 carries out the

predetermined processing corresponding tc the processing
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time-consuming communications between the server 130 and the client
110 can be reduced. Thus, the magnitude of the communication
overhead can be decreased. As a result, the delay of the entire
processing can be shortened. In consequence, the information processing
method described above entails an additional special process of driving
the client 110 to extract a chip ID from response data and embedding the
extracted chip ID into a predetermined position in a processing command.

clnardes tocarproutihe adglifional special progess with ahigh degree.of i

efficiency, the embodiment provides a special packet to be used in

tsempunicationsRetwesn fhe sewer chithanditheclient 118-The spedalic

packet will be described later as the format of the ID acquisition
cEommany and tha-pwcessing cepynang. B follewingndesoiiplioding the

explains details of the configurations of the client 110, the server 130 and
kthe 38d€iehip M0rcompaosirg da irformation processing system capable

of implementing the information processing method described above.

(Third Eblsodimzit:tthe Glieap156)7Rig. 4liea Blockhdiagbe¥ showingied s

rough configuration of a client 110 according to a third
the response data including the key version to the client
110. Subsegquently, at the next step 8276, the client 110
passes on the response data to the server 130 without
modifying the response data. At that time, 1f the IC chip
100 has a plurality of key versions, all the key versions
may be included in the transmitted response data. If the
IC chip 100 has no key versions at all, on the other hand,
a dummy value such as the value FFFFh may be included in
the transmitted response data to indicate that the IC
chip 100 has no key versions at all. Then, at the step
5278, the server 130 extracts the key version from the
response data and holds the key version for processing
carried at a later stage. Subsequently, at the step 5280,
the server 130 informs the client 110 that the process to
acquire the key version has been completed. Receiving the
notice indicating that the initial process to acquire the
key version has been completed, the client 110 starts the

desired service..

In comparison with a communication between the IC
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embodiment. As shown in the figure, the client 110 includes a client
controlling section 300, a processing command requesting section 310, an
ID-acquisition-command sender section 312, a chip-ID extraction section
314, a client storage section 316, a processing-command sender section
318, a display section 320 and an input section 322. By receiving support
from the server 130, the client 110 drives the IC chip 100 through the
reader/writer 140 connected to the client 110 to carry out predetermined

ciprecessings Jhedgaden/wstar I40dnclydesan apfenna, eddE QiEsi, @ime
modulation/demodulation circuit, an encoder and a decoder. At least, the

t seaderiwriten 148 casies oLt semaiLnieations witthihedE€rchip 1000n and
communication domain defined by the NFC standards described earlier.
t Hdnecantenra, foPexafipie;aman be cibimetd asld) ioopanttémsa. thwe disnge
controlling section 300 is a 34 semiconductor IC (integrated circuit)
oinchrdirgroC ke (déntredl procesSingeuri Fiie edntRbAtBIAGRERES
300 is a section for managing and controlling all the other components
PRSI the diBRETER R PrbcBssingeorfiard e RIsHATLection

310is a
including an acquired chip ID instead of executing the

stage in the server 130 as described above, the number of
time-consuming communications between the server 130 and
the client 110 can be reduced. Thus, the magnitude of the
communication overhead can be decreased. As a result, the
delay of the entire processing can be shortened.

In conseguence, the information processing method
desqribed above entails an additional special process of
driving the client 110 to extract a chip ID from response
data and embedding the exiracted chip ID into a
predetermined position in a processing command. In order
to carry out the additional special process with a high
degree of efficiency, the embodiment provides a special
packet to be used in communications between the server
130 and the client 110. The special packet will be
described later as the format of the ID acquisition
command and the processing command.

The following description explains details of the

configurations of the client 110, the server 130 and the

33



section for transmitting a request to the server 130 as a request for
transmission of a processing command from the server 130 to the client
110 as a command for driving the IC chip 100 to carry out predetermined
processing. The ID-acquisition-command sender section 312 is a section
for transmitting an ID acquisition command received from the server 130
as a group including the ID acquisition command and a processing
command to the IC chip 100. The chip-ID extraction section 314 is a

18eetign: farrgceiving-datadransmitied bydihe Ha chi-OQ iy fegspopseds
the ID acquisition command and extracting a chip ID from the response
caath 1S pbssiblel terprovidesa carfigiidtamimtwbichpthedBsadquisitien: hod
command received from the server 130 includes ID location information
‘dshowirgetiiedbeation of the chip ID in the response data to be received
~ from the IC chip 100. In such a configuration, the chip-ID extraction
(Baétich Bmbesitacas the Ehp IDLF6Mthé liébponse data on the basis of
the ID location information. 35 Fig. 5 is an explanatory diagram referred

toin deStfbing aMoliePoPFTcEsSHG TRridePstitHY thetOfsHE 110 to

process the |ID acquisition command. Fig. 5 shows the concept,uacl1 format
lr

c%?ﬁﬁﬁﬁf&&ﬁﬁ&ﬁSﬁCéﬁﬁ&%ﬁﬂt 110 &according tc a th

embodiment. As shown in the figure, the client 110
includes a client controlling section 300, a processing-
command reguesting section 310, an ID-acguisition-command
sender section 312, a chip-ID extraction section 314, a
client storage section 316, a processing-command sender
section 318, a display section 320 and an input section
322. By receiving support from the server 130, the client
110 drives the IC chip 100 through the reader/writer 140
connected to the client 110 to carry out predetermined
processing.

The reader/writer 140 includes an antenna, an RF
circuit, a modulation/demodulation circuit, an encoder
and a decoder.  At least, the reader/writer 140 carries
out communications with the IC chip 100 in a
communication domain defined by the NFC standards
described earlier. The antenna, for example, may be
formed as a loop antenna.

The client controlling section 300 is a
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Referring to Fig. 5, the concept of acquisition of the parameter 372 is the
broader generalization of the chip ID acquisition, or the chip ID is one of
parameters 372 that can be acquired from the IC chip 100 by using the ID
acquisition command. In other words, the ID acquisition command can be
used for acquiring any of a variety of parameters from the IC chip 100. In
the following description, an ID acquisition command is explained as a
command for acquisition of a parameter 372 in place of acquisition of a

sSRIRIR, fo-hegin with ap D gcquisition cammand; ransmitied y thea,

server 130 to the client 110 includes parameter location information 350

(SERHRG @%@88@%@%&@3%‘9@6993“%_@ apaeapees sy 24ehipdP) s@ction
parameter ID (identifier) 352 used for identifying the parameter 372 (chip

34D). hespyametenlogationiiermatipra3k0 ivetuees Bl parpmeter stast
position (chip-ID start position) 354 and a parameter length (chip-ID
otérgth -3t okturst thestocatigr of the parametersdit? islexpressed in terms
of 36 the start position and the length of the parameter 372. However,
the locdtion afthe pardmeter 3MRaath aleobe séxpressaertiniteyrms b thes a

start and end positions of the :
section for transmitting a reguest to the server 130 as a

request for transmission of a processing command from the
server 130 to the client 110 as a command for driving the
IC chip 100 to carry out predetermined processing.

The IDb-acqguisition-command sender secticn 312 is a
section for transmitting an ID acquisition command
received from the server 130 as a group including the ID
acquisition command and a processing command to the IC
chip 100. The chip-ID extraction section 314 is a section
for receiving data transmitted by the IC chip 100 in
response to the ID acquisition command and extracting a
chip ID from the response data.

It is possible to provide a configuration in which
the ID acquisition command received from the server 130
inciudes ID location information showing the location of
the chip ID in the response data to be received from the
IC chip 100. In such a confiquration, the chip-ID
extraction section 314 extracts the chip ID from the

response data on the basis of the ID location information.
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parameter 372. The parameter ID 352 is for identifying one of a plurality
of parameters in case the client 110 handles more than one parameter. If
the client 110 handles only one parameter, the field of the parameter ID
352 is a reserved field or can be omitted from the ID acquisition
command. The client 110 extracts only the ID acquisition command
portion 358 cited earlier from the ID acquisition command received from
the server 130, and passes on the extracted ID acquisition command
portion B58 to the kT aohip: 400 aivkthat time i therelient £ 1@ savds the in
parameter ID 352, the parameter start position 354 and the parameter
destwgih I368gResposeldat ITooressitted byithé ¢d chil- 180 irkhe
response to the ID acquisition command 358 includes the acquired
c bagdthetet fcHip 1D 372 Sthe Bifent A 19K es™ R p &IFABA3 725 ¢ °
the response data 370. The location of the parameter 372 to be extracted
S%Wthgh?es‘b‘aﬂgé%%éﬁ REG&tErihed By tHe parafieiet fotgliorommand.

Rin ogrgtion %%O anludir%g thﬁ %argmneégr %tag ositio&\. :S%%fmgl th% ‘
(fc’)a?amet’r(l-:ﬁ:J length 386, which have et saved 37 earier i the client ’ff?o;

p%éé%%@%% ameter, loGapgn yafermatian 339 JLiys wayrtherglien s
1D acguisition, or the chip ID is one of parameters 372
that can be acquired from the IC chip 100 by using the ID
acquisition command. In other words, the ID acguisition
command can be used for acquiring any of a varilety of
parameters from the IC chip 100. In the following
description, an ID acguisition command 1s explained as a
command for acquisition of a parameter 372 in place of
acquisition of a chip ID.

To begin with, an ID acquisition command
transmitted by the server 130 to the client 110 includes
parameter location information 350 serving as information
on the location of a parameter 372 (chip ID), a parameter
ID (identifier) 352 used for identifying the parameter
372 (chip ID}.

The parameter location information 350 includes a
parameter start position (chip-ID start position) 354 and
a parameter length {(chip-ID length) 356. Thus, the

location of the parameter 372 is expressed in terms of
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capable of extracting the parameter (chip ID) 372 with a high degree or
reliability. Since the extracted parameter 372 will be used in another
command later, the parameter 372 is associated with the parameter ID
352 extracted from the ID acquisition command and saved earlier so that
the parameter 372 can be distinguished from other parameters.
Associated with the parameter ID 352, the parameter 372 is stored in a
client storage section 316 to be described later. The parameter 372

t1storeddr the slient sterage gseqtion 3l6ean thasiedeferredtorky-using
the parameter ID 352. Let us refer back to the configuration shown in Fig.

HdledherclienhstolagessdaiioncIl Gisa erordiag mediid  such as aa HD
or a memory. In particular, the parameter 372 stored in client storage

exgectons 846 isitheechip |D £3 7 assduiatedawith thepapameterdD=35%, the
which is the identifier of the chip ID 372. The processing-command

PTEpUefr sectbn2318 e serhenddeambBdding the chiprDiseardetdd by g
the chip- ID extraction section 314 as described above into the

onffoCdssingédthtahtitebdivea it itRrservdr F36and 38 transifting! 0

the processing command including the chip ID )
handles more than one parameter. If the client 110

handles only one parameter, the field of the parameter ID
352 is a reserved field or can be omitted from the ID
acquisition command.

The client 110 extracts only the ID acquisition
command portion 358 cited earlier from the ID acquisition
command received from the server 130, and passes on the
extracted ID acquisition command portion 358 to the IC
chip 100. At that time, the client 110 saves the
parameter ID 352, the parameter start position 354 and
the parameter length 356.

Response data 370 transmitted by the IC chip 100 in
response to the ID acquisition command 358 includes the
acquired parameter (chip ID) 372. The client 110 extracts
the parameter 372 from the response data 370. The
location of the parameter 372 to be extracted from the
response data 370 is determined by the parameter location
information 350 including the parameter start position

354 and the parameter length 356, which have been saved
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to the IC chip 100. It is possible to provide a configuration in which the
processing command transmitted by the server 130 includes embedding
position information showing a position to which the chip ID is to be
embedded in the processing command. In this case, the
processing-command sender section 318 embeds the chip ID into the
processing command on the basis of the embedding position
information. Fig. 6 is an explanatory diagram referred to in describing a
ednadel of procgssingicasried oubhy the alientle e-piecesaéie:r
processing command. Fig. 6 shows the conceptual format of the
1 peegessingicoinmmanti MudblikelRigt bl the ymoddlshowndnFid.16) ais
parameter 372 is used as a quantity generalizing the chip ID in a concept
cipedder thdn ¢y chipiDngo begirrwithie processihgrcohihand 2 with a
transmitted by the server 130 to the client 110 includes a parameter 1D
hgh (dedFeeidertiffgla Pataiidter (chip ID) 372 to be embedded in the
processing command, embeddin qgwposltlon information 382 (embedding

posnlonsiﬁfHFﬁm‘ﬁ}Bﬁ) S&VIRF e BARARG 61 azﬁgsltmﬁt&’\?/h}éﬁﬁﬁem

eter 372 i C{o]l‘ae embed ed in the rocessglpzcommand and a3
a ot er Ccomman ater, e para eter 18 assoclate

with the parameter ID 352 extracted from the ID
acquisition command and saved earlier so that the
parameter 372 can be distinguished from other parameters.
Associated with the parameter ID 352, the parameter 372
is stored in a client storage section 316 to be described
ilater. The parameter 372 stored in the client storage
section 316 c¢an thus be referred to by using the
parameter ID 352.

Let us refer back to the configuration shown in Fig.
4, The client storage section 316 is a recording medium
such as an HDD or a memory. In particular, the parameter
372 stored in client storage section 316 is the chip ID
372 associated with the parameter ID 352, which is the
identifier of the chip ID 372.

The processing~command sender section 318 is a
section for embedding the chip ID extracted by the chip-
ID extraction section 314 as described above into the

processing command received from the server 130 and
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processing command portion 384. Much like the parameter ID 352, the
parameter ID 380 is for identifying one of a plurality of parameters in
case the client 110 handles more than one parameter. If the client 110
handles only one parameter, the field of the parameter ID 380 is a
reserved field or can be omitted from the processing command. As an
alternative, it is also possible to provide a configuration in which the
parameter ID 380 is omitted from the processing command. In the case of

¢ this senfigurafjonnthepasametarn 372 isuead out ot a iredetpeminedy 10
storage location. When the server 130 generates the processing

t €oaeandta-be grangmitted to the client 110, the processing command
portion 384 does not include the parameter (chip ID) 372 since the
parameidr i$ mopkaowh liey the sereertB0.a hospihiedfistd nchudeidhinwthéch
processing command portion 384 as a field to be occupied later by the

tivaramete 37 2neandsatifettiufh withaddiray Ralubhsuchesvat akay of
zero or Fh bytes. The client 110 reads out a parameter (chip ID) identified

ipgHEPErSHBRAMD BBOFETH FHOBlidi fabRfe SELtiBA B iE  Sirfce the
parameter ID 380 of the processing command is identjcal with the

PR&fdmERer 1S 3B 6Pt D &lhtsitidh ESmharaCirfAaGaftG theliehe

processing command. In thils case, the processing-command
sender section 318 embeds the chip ID into the processing
command on the basis of the embedding position
information.

Fig. 6 is an explanatory diagram referred to in
describing a model of processing carried ocut by the
client 110 to process the processing command. Fig. 6
shows the conceptual format of the processing command.
Much like Fig. 5, in the model shown in Fig., 6, a
parameter 372 is used as a quantity generalizing the chip
ID in a concept broader than the chip ID.

To begin with, a processing command transmitted by
the server 130 to the client 110 includes a parameter ID
380 used for identifying a_parameter {chip ID) 372 to be
embedded in the processing command, embedding position
information 382 (embedding position information) serving
as information on a position into which the parameter 372

is to be embedded in the processing command and a
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40 110 reads out the parameter 372 acquired earlier by the 1D acquisition
command from the parameter ID 380. The client 110 then embeds the
parameter (chip ID) 372 at a position indicated by the parameter
embedding position 382 in the processing command 384 in order to
generate a processing command 386 to be transmitted to the IC chip 100.
Subsequently, the IC chip 100 carries out the predetermined processing
on the basis of the chip ID 372 included in the processing command 386.

pﬁgﬁrggq%tggm%e L emheddingposition 382 indicating a position

into which the chip ID 372 is to be embedded in the processing

commang.the cligat 11 iscapahla af- embedding hechin IR 3Z2dstothe
processing command 386 at a proper position. In addition, by using the

3paramneetes dDi 38083 e idendifier, te elient 4110 1S egpalsie oh wehrhlyrs
identifying the parameter (chip ID) 372 already acquired in the client 110.

iAsadeseribee abdienthelclienhhi@éxtsacts ahiindD anttepbedsthiser.
extracted chip ID into a processing command at a proper position. In

I addiiencthicsiient 100 hageblest have o wetfyrthaaietetractdd:ddtasd &
chip 1D and know how a plurality of commands will work. That is to say,

Oﬂwéiél%m?i{@f?ﬁ&%?y daddifitis a reserved field or can be

omitted from the processing command. As an alternative,
it is also possible t¢ provide a configuration in which
the parameter ID 380 is omitted from the processing
command. In the case of this configuration, the parameter
372 is read out from a predetermined storage location.

When the server 130 generates the processing
command to be transmitted to the client 110, the
processing command portion 384 does not include the
parameter (chip ID) 372 since the parameter is not known
by the server 130. Thus, the field included in the
processing command portion 384 as a field to be occupied
later by the parameter 372 can be filled up with a dummy
value such as an array of zero or Fh bytes.

The client 110 reads out a parameter (chip ID)
identified by the parameter ID 380 from the client
storage section 316. Since the parameter ID 380 of the
processing command is identical with the parameter ID 352

of the ID acguisition command, in actuality, the client
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data from the IC chip 100 or writes data into the IC chip 41 100 in
accordance with a command received as a packet from the server 130 as
described above. The server 130 executes management of actual
commands. Thus, the client 110 needs to have only a capability of
interpreting common and simple commands received from the server
130. Itis not necessary for the client 110 to interpret and hold a
command requiring a high processing performance to process a large

1 BONatsd @f data: IR BYCh axcondiguration; itbdsqaolergeraiecessarydo the
update applications in the client 110 every time a new service or a new

I toaun@ndsist added totienifdrmationlprocessangsyeste ML TRES, .a good
maintenance capability can be sustained at a low cost. It is also possible
to providlea cokfigaratiohlintividithethib ¢B achbisitoncomimand épaip 1D)
processing command transmitted by the server 130 each include a_

3'tdinfturd RIeAfifidrisabiel by e didiy 18bFoPEdlRizMY STEoMIHARA.
(For example, the identifier included in a command can be used by the

PRSI toideterihBEWRBRHS Hd BImAMAMBAES ek ot der to
command.) The disgl%section 320 ig %glgcl%/\cl)vhgg or

g ! A color dig lay unit.
ei'ﬂ"l%roal‘sp‘c‘iaff1 sBétion 3 I81%ptljaglns‘imaaserV|ce rendered B§?ﬁ1é5 (o1 cﬁl%gldbo by
tﬁémgéh%§¥ﬂlQkQNWﬂéubsequently, the IC chip 100 carries
out the predetermined processing on the basis of the chip
ID 372 included in the processing command 386. By virtue
of the parameter embedding position 382 indicating a
position into which the chip ID 372 is to be embedded in
the processing command, the client 110 is capable of
embedding the chip ID 372 into the processing command 386
at a proper position. In addition, by using the parameter
ID 380 as the identifier, the client 110 is capable of
reliably identifying the parameter {chip ID) 372 already
acquired in the client 110.

As described above, the client 110 extracts a chip
ID and embeds the extracted chip ID into a processing
command at a proper position. In addition, the client 110
does not have to verify that the extracted data is a chip
ID and know how a plurality of commands will work.

That is to say, the client 110 merely reads out

data from the IC chip 100 or writes data into the IC chip
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browser provided by the server 130 or an application. The input section
322 is an input unit such as a keyboard or 42 ten-key board not shown in
the figure. The input section 322 provides support to the display section
320 and is operated to select a service. A program can be provided as a
program to be executed by a computer to implement the functions of the
client 110. In this case, a recording medium used for storing the program
can be provided. (Embodiment Implementing the Actual Circuit of the

1Glienh 146rFigHdris@ Gircet blockodiagram showingeaireughs packet
configuration of the client 110 according to the third embodiment. The

f figuretshovesea veore Cohceete dasuit bbdhie aelilentd 10. We=shawwrvarthe30
figure, the client 110 includes a client communication section 410, a CPU

exe2ui RO Mg anRAM a1 6atheldidplapseeivhs320 Hegerbéd absve ent
and the input section 322 also explained earlier. The client

1 E8mmRfificatioh dEetien 2blis Rofifeded Libtite PéadethameF 14678 a
section for carrying_out data communicatjons with the IC chip 100. Itis

CPOESIBIe™ I ottt s cORfiration T wRichSfle gt the server 130

It is not necessary for the client 110 to interpret and
hold a command requiring a high processing performance to
process a large amount of data. In such a configuration,
it is no longer necessary to update applications in the
client 110 every time a new serﬁice or a new command 1is
added to the information processing system. Thus, a good
maintenance capability can be sustained at a low cost.

It is also possible to provide a configuration in
which the ID acguisition command and processing command
transmitted by the server 130 each include a minimum
identifier usable by the client 110 for recognizing a
command. (For example, the identifier included in a
command can be used by the client 110 to determine
whether the command 1s a read of-write command. )

The digplay section 320 is a black/white or color
display unit. The display section 320 displays a service
rendered by the IC chip 100 by using the GUI of a web
browser provided by the server 130 or an application. The

input section 322 is an input unit such as a keyboard or
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communication section 410 incorporates the reader/writer 140. The
configuration elements of the reader/writer 140 are an antenna, an RF
circuit, a modulation/demodulation 43 circuit, an encoder and a decoder.
The antenna can be a loop antenna. The modulation /demodulation
circuit is a circuit for modulating data, which is to be transmitted to the IC
chip 100, by adoption of a technique conforming to the NFC standards
and demodulating a modulated wave received from the IC chip 100. The

+ LRWALZJs aserpisendugionintegrated gincyitrtor progessing signals-anthn
executing management/control of all the other sections employed in the
3xtiept-10.dEensegipd ta the CPALAH2 by Babuss the ROM 234 isad is
memory used for storing programs in advance as programs to be read
oyt ahdddxecuted IzatheaCREA @ .control all the other sections
employed in the client 110. The RAM 416 is a memory used for
tempordrily SRR predetBimined dede Aadfig 2he® TP 312 EXebie
functions of the client 110 and for temporarily storing variables. Thus, the
XTGAEA &3h SIs6 DB Fad thel@RhESRTdge SR ctidin S b ¢feschded R

before. Since the display section 320 and the input section 322 have

LBty beln dedtribBd Banifi Shefr dethifde 119 medium used for

storing the program can be provided.
(Embodiment Implementing the Actual Circult of the Client
110)

Fig. 7 i1s a circuit block diagram showing a rough
configuration of the client 110 according to the third
embodiment. The figure shows a more concrete circuit of
the client 110.

As shown in the figure, the client 110 includes a
client communication section 410, a CPU 412, a ROM 414, a
RAM 416, the digplay section 320 described above and the
input section 322 also explained earlier.

The client communication section 410 is connected
to the reader/writer 140 as a section for carrying out
data communications with the IC chip 100. It is possible
to provide a configuration in which the client
communication section 410 incorporates the reader/writer
14C. The configuration elements of the reader/writer 140

are an antenna, an RF circuit, a modulation/demodulation
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descriptions are not repeated. (Fourth Embodiment: the Server 130) Fig. 8
is a block diagram showing a rough configuration of the server 130
according to a fourth 44 embodiment. As shown in the figure, the server
130 includes a server control section 500, a command-group sender
section 510, a display section 512, and an input section 514. The server
130 provides the IC chip 100 with support of predetermined processing
by way of the client 110, which drives the IC chip 100 to carry out the

c Predatermined HOcRRSING: Jhe-Seiuereriwol seglon 30RiHa can be a
semiconductor integrated circuit including a Central Processing Unit

146P W derexecutingrcontiotiiianagemantabalh the-atbar corponents a
employed in the server 130. The command-group sender section 510 is a

cinidar trimsmittidg heirboessikg epmimtanrthandsan ¢D laeqaisiiosmi t ted
command to the client 110 with the same timing in accordance with a

toeduest Iaddby thed@lienp 1 16 dard reguest for trardmission of thiforming
processing command from the server 130 to the client 110. As described

tpetdre, W& prdctdingtoninand ea dehmtdmtPior dROMGUAESE BRpe

100 to carry out predetermined processing. On the
received from the IC chip 100.

The CPU 412 is a semiconductor integrated circuit
for processing signals and executing management/control
of all the other sections employed in the client 110.
Connected to the CPU 412 by a bus, the ROM 414 is a
memory used for storing programs in advance as programs
to be read out and executed by the CPU 412 to contreol all
the other sections employed in the client 110. The RAM
416 is a memory used for temporarily storing
predetermined data having the CPU 412 execute functions
of the client 110 and for temporarily storing variables.
Thus, the RAM 414 can alsc be used as the client storage
section 316 described before.

Since the display section 320 and the input section
322 have already been described earlier, their detailed
descriptions are not repeated.

{Fourth Embodiment: the Server 130)
Fig. 8 is a block diagram showing a rough

configuration of the server 130 according to a fourth
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other hand, the ID acquisition command is a command for acquiring the
chip ID of the IC chip 100. The display section 512 is a black/white or
color display unit for displaying information on addition of a command in
the server 130, information on a browser 45 provided to the client 110 and
information on processing to change acontent. The input section 514 is
an input unit such as a keyboard or ten-key board not shown in the
figure. The input section 514 provides the display section 512 with

e Qf display funions.iip regRonseytorarequest reeived fiom the
client 110 as a request for processing to be carried out by the IC chip
i@y ik thesinfarmadion Precassingssystarorin HED past, daemsarver §30up
acquires the unique chip ID of the IC chip, embeds the acquired chip ID
santdearpropessing  Sdrdimanddinsktiansmiks-theqprobdssingrcomaranhput
including the chip ID to the client 110. In the case of the embodiment, on
salé btiverithd, d'pertiss ¥ tHe pedcassiigiciired bat By thddarvéf3eith
is transferred to the client 110 in order to reduce the load borne by the
SWepgar 30f 1) Hislehse RS SEnRF 130 HEaHRAIRYA PROCESSIHG Corfimbd®

and an ID ac%wsmon command to the client 110 with the same timing.
110, which drives the IC chip 100 to carry out the

predetermined processing.

The server control section 500 is a semiconductor
integrated circuit including a Central Processing Unit
(CPU) for executing control/management of all the other
components employed in the server 130.

The command-group sender section 510 is a unit for
transmitting a processing command and an ID acquisition
command to the client 110 with the same timing in
accordance with a request made by the client 110 as a
request for transmission of the processing command from
the server 130 to the client 110. As described before,
the processing command 1s a command for driving the IC
chip 100 to carry out predetermined processing. On the
other hand, the ID acguisition command is a command for
acquiring the chip ID of the IC chip 100.

The display section 512 is a black/white or color
display unit for displaying information on addition of a

command in the server 130, information on a browser
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A program can be provided as a program to be executed by a computer
to implement the functions of the server 130. In this case, a recording
medium used for storing the program can be provided. (Embodiment
Implementing the Actual Circuit of the Server 130) 46 The server 130
according to the fourth embodiment has almost the same circuit blocks as
the client 110 according to the third embodiment. That is to say, the
configuration of the server 130 includes at least a CPU, a ROM, a RAM, a

prdisplay seetion-aad anirpit sectionndhts, Sineesthexonfiguiationessing
elements have functions essentially identical with the configuration

t celementgeofa theothirdrembodinzent wlestrilzeseadrdier, 3id cosfigurationput
elements of the fourth embodiment are not explained in order to avoid

urdupliestidns: $F#thavbedimentthé ¢0 Oty 100RFY. 94§ athleekr in the
diagram showing a rough configuration of an IC chip 100 according to a

£ 3pr e mbddifmeh AT s fPthe Totire RA¥ 1E2Aip 160 dRaBdéy a chip
control unit 600, an antenna 610, a chip ID sender section 612, a chip-ID

Sefdtdrination Yddtibrs BRE SR aoﬁro‘éégﬁﬁé‘%x&?ﬂ?twgéﬁlon 616.

In response to a request received from the client
110 as a request for processing to be carried out by the
IC chip 100, in the information processing system in the
past, the server 130 acquires the unique chip ID of the
IC chip, embeds the acquired chip ID into a processing
command and transmits the processing command including
the chip ID to the client 110. In the case of the
embodiment, on the cother hand, a portion cf the
processing carried out by the server 130 is transferred
£o the client 110 in crder to reduce the locad borne by
the server 130. In this case, the server 130 transmits a
processing command and an ID acguisition command to the
client 110 with the same timing.

A program can be provided as a program to be
executed by a computer to implemeht the functions of the
server 130. In this case, a recording medium used for
storing the program can be provided.

(Embodiment Implementing the Actual Circuit of the Server

130)
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The chip control unit 600 is a semiconductor integrated circuit including a
Central Processing Unit (CPU) for executing control/management of all
the other components employed in the IC chip 100. The antenna 610 is
typically a loop antenna having a communication band for carrying out
radio communications according to the NFC standards. 47 The chip-ID
sender section 612 is a unit for transmitting data including the chip ID of
the IC chip 100 to the client 110 in response to an ID acquisition

commangdegeaived fromsthescliest- 410.4nder eonditnthel thaushientdeo:
is in a range of being capable of communicating with the IC chip 100,
hasich Badbe radio sameunicatian systesa typicadly woafarisdatha NFC
standards, and the client 110 is located within a distance of about 10 cm
adoor thiek thipti09. Thefdctetiat thenelient 11higtin asrange s&peinghe
capable of communicating with the IC chip 100 is automatically detected.
cammehgaftaitthen Codhip eosmevaes cliélt 1roc hutfentiebtesammeh cther &,
communication between the IC chip 100 and the client 110 is started
a gitbnatcdiftThée cﬁPpsiE)léé(teﬁﬁﬁﬁ%ﬁﬁﬁ SRBfbrRB14 PR tinf fet Lon -

extracting a chlp ID from a processing command received
us, since the configuration elements have functions

essentially identical with the configuration elements of
the third embodiment described earlier, the configuration
elements of the fourth embodiment are not explained in
order to avoid duplications.

(Fifth Embodiment: the IC Chip 100)

Fig. 9 is a block diagram showing a rough
configuration of an IC chip 100 according to a fifth
embodiment. As shown in the figure, the IC chip 100
includes a chip control unit 600, an antenna 610, a chip-
ID sender section 612, a chip-ID determination section
614 and a processing execution section 616.

The chip control unit 600 is a semiconductor
integrated circuit including a Central Processing Unit
(CPU) for executing control/management of all the other
components employed in the IC chip 100.

The antenna 610 is typically a loop antenna having
a communication band for carrying out radio

communications according to the NFC standards.
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from the client 110 and producing a result of determination as to whether
or not the extracted chip ID matches the chip ID of the IC chip 100. The
processing execution section 616 is a unit for carrying out predetermined
processing according to a processing command received from the client
110 if a determination result produced by the chip-ID determination
section 614 indicates that a chip ID 48 extracted from the processing
command matches the chip ID of the IC chip 100. Normally, the
predeterminech PEeCESSHIhISPrOGRSSHIHID altputidata hetdiin the4C chip
100 but is not limited to the processing to output such data. For example,
t the predeténmyndd prodessingidary beranycdnigpofMariofis #irdsiéf chip
processing such as processing to set a flag or switch in the IC chip 100
1Ghdt prddessingitentirniddloffaniEpRon fite like. imadditiondtHesdbtpan
data held in the IC chip 100 is not limited to_a parameter such as a user
CHHHH aiﬁeaﬁtvmnépﬁ@y} U‘i}?eth*éhhﬁl‘éa&aéow@RLC&rf%gr}Oﬂ that
information on a special thing or a place, detailed information, ma

UROMMAREH, A1 o SRearPAE. AbrigtaRPcAT BabIGuadd as a
Brogram 10,08 execyied by agompgier todgplement the funglions gi the
communication system typically conforms to the NFC
standards, and the client 110 is located within a
distance of about 10 cm from the IC chip 100. The fact
that the client 110 is in a range of being capable of
communicating with the IC chip 100 is automatically
detected. Then, aftér the IC chip 100 and the client 110
authenticates each other, a communication between the IC
chip 100 and the client 110 is started automatically.

The chip-ID determination section 614 is a unit for
extracting a chip ID from a processing command received
from the client 110 and producing a result of
determination as to whether or not the extracted chip ID
matches the chip ID of the IC chip 100.

The processing execution section 616 is a unit for
carrying out predetermined processing according to a
processing command received from the client 110 if a
determination result produced by the chip-ID

determination section 614 indicates that a chip ID
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IC chip 100. In this case, a recording medium used for storing the
program can be provided. (Embodiment Implementing the Actual Circuit of
the IC Chip 100) Fig. 10 is a circuit block diagram showing a rough
configuration of an IC chip 100 according to the fourth embodiment. The
figure shows a more concrete circuit of the IC chip 100. As shown in the
figure, the IC chip 100 includes a 49 loop antenna 650, a
modulation/demodulation circuit 652, a signal processing circuit 654, a
e diarvetatite Memory S 6p and espawer-sipphageneiatiom sectione6a8 {kher b
loop antenna 650 is formed to include a plurality of loops for increasing
ofthehecdptionh senditivity oRNther€ldhip 100 vendniatsmrali.spate. In this
way, the IC chip 100 is made capable of carrying out radio
PrsohemShiatidns pithase slion 1T inwonidimity twithelalNPT $tandafds.
In addition, in dependence on the adopted communication standards and
chib frdPiehEy of-thel eirriekiaved it 19 p& st B X6 €8/ i rddio Cutput
communications with the client 110 by using an antenna embedded in the

St 180 inlice SFeI5op HhferaeB5G.eTmined processing can

be any one of various kinds of processing such as
processing to set a flag or switch in the IC chip 100 and
processing to turn on/off an LED or the like. In addition,
the ocutput data held in the IC chip 100 is not limited to
a parameter such as a user ID or an amount of money, but
the data can also be URL or rough information on a

special thing or a place, detailed information, map
information, a fee or a time and date.

A program can be provided as a pro§ram to be
executed by a computer to implement the functions of the
IC chip 100. 1In this case, a recording medium used for
storing the program can be provided.

(Embodiment Implementing the Actual Circuit of the IC
Chip 100)

Fig. 10 is a circuit block diagram showing a rough
configuration of an IC chip 100 according to the fourth
embodiment. The figure shows a more concrete circuit of
the IC chip 100.

As shown in the figure, the IC chip 100 includes a
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The modulation/demodulation circuit 652 is a unit for modulating data to
be transmitted to the client 110 in a modulation process conforming to the
NFC standards and demodulating a modulated wave received from the
client 110 into original data conveyed by the wave. The signal processing
circuit 654 is a semiconductor integrated circuit for processing signals
and executing management/control of all the other sections employed in
the IC chip 100. The nonvolatile memory 656 is a memory having

1depctionsafbothia RAM anckRQ 8RB AN, Jbabigte say ceven if the powen

supply is turned off, the nonvolatile memory 656 does not lose data
a stargdatheseincEbys,rypersemin €hame, of amanagementiof dhendadahip 656
100 may rewrite data stored in the nonvolatile memory 656 and, even if
atiie power suppiyieiyned offrtheteaftere thieidata 6&mains in the
nonvolatile memory 656. The power-supply generation section 658 is a
unit forldonveeting ambReic wave tecefvateoinithe therdtuda0 into a
power while a radio communication with the client 110 is being carried out
P Hageskibplyind theoptiiert @8 tHe motiaftio s/ dehfodifstiontdirduit 652, the

signal .processir}:g circuit 654 and the nonvolatile memory 656.
sensitivity of the IC chip 100 even in a small space. In

this way, the IC chip 100 is made capable of carryving out
radio communications with the client 110 in conformity
with the NFC standards. In addition, in dependence on the
adopted communication standards and the freguency of the
carrier wave, it 1s possible to carry out radio
communications with the client 110 by using an antenna
embedded in the IC chip 100 in place of the loop antenna
650.

The modulation/demodulation circuit 652 is a unit
for medulating data to be transmitted to the client 110
in a modulation process conforming to the NFC standards
and demodulating a modulated wave received from the
client 110 into original data conveyed by the wave.

The signal processing circuit 654 is a
semiconductor integrated circuit for processing signals
and executing management/control of all the other
sections employed in the IC chip 100. The nonvolatile

memory 656 is a memory having functions of both a RAM and
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Since the power supplied by the power-supply generation section 658 to
the modulation/demodulation circuit 652, the signal processing circuit 654
and the nonvolatile memory 656 is originally obtained from an electric
wave with limited power, the modulation/demodulation circuit 652, the
signal processing circuit 654 and the nonvolatile memory 656 are each
designed from devices each having small power consumption. (Sixth
Embodiment: Another Embodiment Implementing the Client) Fig. 11 is a

a GlGMIt blogl diagriam showing ayaugh S epnfigurationefg.alient £00urned
according to a sixth embodiment. As shown in the figure, the client 700

o ffiGludes ardlienbeertrollingiseeiion 3005 ajquseeessing cemmatndta stored
requesting section 310, an ID-acquisition-command -sender section 312, a
tlohie D extrEtetion sectiene3b4, d cliehtstormagefsection dbeat of the IC
processing-command sender section 318, a display section 320, an input
clsbptidh B2Rasnd andCtehipld Le. e todfigiratidreonthetliéat20®is a

configuration obtained by combining the client 110 according to the third

MeIPRBOUifeht WA the YEehih 160 sadeerding Baelifthiembsdmfsht O Fen

though the IC . ) .
thereafter, the data remains in the nonveolatile memory

656.

The power-supply generation section 658 is a unit
for converting an electric wave received from the client
ilO into a power while a radic communication with the
client 110 is being carried cut and supplying the power
to the modulation/demodulation circuit 652, the signal
processing circuif 654 and the nonvolatile memory 656.
Since the power supplied by the power~supply gene;ation
section 658 to the modulation/democdulation circuit 652,
the signal processing circuit 654 and the nonvolatile
memory 656 is originally obtained from an electric wave
with limited power, the modulation/demodulation circuit
652, the signal processing circuit 654 and the
nonvolatile memory 656 are each designed from devices
each having small power consumption.

{Sixth Embodiment: Another Embodiment Implementing the
Client)

Fig. 11 is a circuit block diagram showing a rough
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chip 710 is embedded in the client 700, the IC chip 710 carries out its
functions independently of the client 700. Thus, configuration elements
essentially identical with the configuration elements of the third and fifth
embodiments described earlier are not explained again in order to avoid
duplications. That is to say, the following description explains only
differences between the fifth embodiment and the third and fifth
embodiments. As described above, the IC chip 710 is embedded in the
caliéngr0G thhus, the mairl elements of theceliedl KO0 tro ngexneeds, for
example, the client control section 300 for carrying out radio
ergonthumicationd forsdxehangimgt B2 daigywith the @ chibier: Thadis to
say, the main elements of the client 700 are connected to the IC chip 710
ingylaiBas of tifel filefor caniymg lout Mires e e intnieAtbon Al s dtg -
710. Thus, the reader/writer 140 is also not necessarily used either. The
CURBACFOG B BE pBSUREHI Lo mMiiniGition PiefmiHht ShéH 98 z9oBRand
~or a mobile phone._The communication terminal js capable of making an
> Gafde b5 Ghe SBrvat 180 BRI ) eGeiua & ek ibe FERCISNSA by b &

o FIRTIQ {Soyguin Enpodiment Angther Embociment ipplemening the

section 318, a display section 320, an input section 322
and an IC chip 710.

The configuration of the client 700 is a
configuration obtained by combining the client 110
~according to the third embodiment with the IC chip 100
according to the fifth embodiment. Ewven though the IC
chip 710 is embedded in the client 700, the IC chip 710
carries out its functicns independently of the client 700.
Thus, configuration elements essentially identical with
the configuration elements of the third and fifth
embodiments described earlier are not explained again in
order to avoid duplications. That is to say, the
following description explains only differences between
the fifth embodiment and the third and fifth embodiments.

As described above, the IC chip 710 is embedded in
the client 700. Thus, the main elements of the client 700
no longer needs, for example, the client control section

300 for carrying out radio communications for exchanging

52



Client) Fig. 12 is a circuit block diagram showing a rough configuration of
a client 720 according to a seventh embodiment. As shown in the figure,
the client 720 includes a client controlling section 300, a processing-
command requesting section 310, a ID-acquisition-command sender
section 312, a chip-ID extraction section 314, a client storage section
316, a processing-command sender section 318, a display section 320,
an input section 322, an IC chip 710 and a reader/writer 730. The

dgeafiguration gk thecclien $20i9a configuration ebtained by, adding:the
reader/writer 730 for communicating with an external IC chip 100
e peonvideds S3fseparatelyt ram the Client7 20 tantbetaiant 406G leccorinag i
the sixth embodiment explained above. Thus, much like the sixth
7éfBediraet sonfigiratiod ekemdins essenviaigidenticaliwith the
configuration elements of the third and fifth embodiments described
CeERieR df@ hdOBXphakidd &4&in 1 ofderto A¥8id diplitatioh8eThat is to
say, effects exhibited as a result of embedding the reader/writer 730 are
T BIPRIE At Be pEsehBtimbs fodtabcMGS oRAGM SludEs o pHotias a
communijcation terminal such as a mobile phone
° Thg J1£ent %Oé‘caé?%e presumably a communication
terminal such as a PDA or a mobile phone. The
communication terminal is capable of making an access to
the server 130 in order to receive a service rendered by
the IC chip 710.
(Seventh Embodiment: Another Embodiment Implementing the
Client)

Fig. 12 is a circuit block diagram showing a rough
configuration of a client 720 according to a seventh
embodiment. As shown in the figure, the client 720
includes a client controlling section 300, a processing-
command requesting section 310, a ID-acgquisition-command
sender section 312, a chip-ID extraction section 314, a
client storage section 316, a processing-command sender
section 318, a display section 320, an input section 322,
an IC chip 710 and a reader/writer 730.

The configuration of the client 720 is a

configuration obtained by adding the reader/writer 730

for communicating with an external IC chip 100 provided
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with reader/writer functions, which are capable of communicating with an
external IC chip 100 provided separately from the communication
terminal, in addition to the secure IC chip 710. By providing the
configuration with functions of both the IC chip 710 and the reader/writer
730, it is possible to not only utilize the functions of the IC chip 710 by
using the familiar communication terminal, but also easily make an
access to an external IC chip 100 provided separately from the

s&payRYRIcatign-terminal evendn anenyirepmentnet irgluding @ nearby
reader of the IC chip 100. As a result, the degree of freedom to use the
acopradnigaton terminrdlis risettalielprpromete sdlas of Ebcards afidus,
communication terminals. 54 It is possible to provide a configuration in
mwvttichl the redderatriteh 780k tegated withn theglC- eltipotl e tefernts
single unit. Programs can each be provided as a program to be executed
epyentdmplter iolfmplbaidnt whd funetiens enthbgeferit 7on siemendenet
720 respectively. In this case, a recording medium used for storing each

the tHdprodrand dafbe proiasd e pref&iisd RROdRASHL OF thge not

present invention . ) . . ,
explained again in order to avoid duplications. That 1is

to say, effects exhibited as a result of embedding the
reader/writer 730 are explained.

At the present time, researchers conduct studies to
provide a communication terminal such as a mobile phone
with reader/writer functions, which are capable of
communicating with an external IC chip 100 provided
separately from the communication terminal, in addition
to the secure IC chip 710. By providing the configuration
with functions of both the IC chip 710 and the
reader/writer 730, it is possible to not only utilize the
functions of the IC chip 710 by using the familiax
communication terminal, but also easily make an access to
an external IC chip 100 provided separately from the
communication terminal even in an environment not
including a nearby reader of the IC chip 100. As a result,
the degree of freedom to use the communication terminal
is raised to help promote sales of IC cards and

communication terminals.
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have been described by referring to diagrams so far. It is needless to say,
however, that the scope of the present invention is not limited to the
preferred embodiments. It is obvious that a person skilled in the art is
capable of coming up with a variety of changes and modifications within
domains described in the scope of claims appended to this specification.
Such changes and modifications are of course to be interpreted as
changes and modifications falling within the technological range of the
presentlinvestigre Jhab isstorsayp Hshodld ke amdetsfoed bydhose skiledh
in the art that a variety of modifications, combinations, sub-combinations
tlendr alidetions tarodcil in depandancetatdedigh rduysiréthents.and 10
other factors insofar as they are within the scope of the appended claims
toriReBqaivalerts 55 Widreof. For example, in the embodiments
described above, an IC acquisition command and a processing command

are traRSMAERI Forfithe $2AErRS thF BT GfAtRe s dnie Ihmfg &R e

pair of commands. However, commands transmijtted from the servey to

SARE IR ArE ribt it Mo thipai B E8iantE S SHEEmMBRS if e TG
cf{g%§ 9855%%ﬁ¢€%8agf§é%%j95%“@@%5%%@%%% J?LJ g'yﬂis case,
a recording medium used for storing each of the programs
can be provided.

The preferred embodiments of the present invention
have been described by referring to diagrams so far. It
is needless to say, however, that the scope of the
present invention is not limited to the preferred
embodiments. It is obvious that a person skilled in the
art is capable of coming up with a variety of changes and
modifications within domains described in the scope of
claims appended to this specification. Such changes and
modifications are of course to be interpreted as changes
and modifications falling within the technological range
of the present invention. That is to say, it should be
understood by those skilled in the art that a variety of
modifications, combinations, sub-combinatiocns and
alterations may occur in dependence on design
regquirements and other factors insofar as they are within

the scope of the appended claims or the equivalents
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this case, a portion of data read out by the read command is extracted
and embedded into the write command as itis. Then, the write command
is issued to the IC chip. In this way, it is possible to use a variety of
commands that can be used for reducing the amount of communication
traffic between the client and the server. In addition, in the embodiments
described above, communications between the IC chip and the client are
radio communications carried out by adoption of the non- contact

+ Heghnigue. However, the configuration of the information processing
system is not limited to this scheme. That is to say, communications
betweeHdlhe ¢ achip @ndithe tdienkodrdlbodetwirelcommlracatidnsve, an
carried out by adoption of the contact technique in place of radio

IGorrgudisaticescarvietaout byradioption of ¢#s Hod-cortactndclatigue. 56
It is also to be noted that, in this specification, processes of each

t iR bR clibed abbfe B8R HRY chRictNGut bt BRK iH Bibrelfesermsy
order along the time axis, but also concurrently or individually. Examples

L g bRscesied B Gt CRTRRARARY orimdRTR Iy SEPARIRI

rocesses and object-bhased processes. . .,
transmitted é% m the server to the client are not limited

to this pair of commands. For example, if the IC chip is
not secure, a pair of read and write commands is used. In
this case, a portion of data read out by the read command
is extracted and embedded into the write command as it is.
Then, the write command is issued to the IC chip. In this
way, 1t is possible to use a variety of commands that can
be used for reducing the amount of communication traffic
between the client and the server.

In addition, in the embodiments described above,
communications between the IC chip and the client are
radio communications carried out by adoption of the non-
contact technigue. However, the configuration of the
information processing system is not limited to this
scheme. 'That is to say, communications between the IC
chip and the client can also be wire communications
carried out by adoption of the contact technigque in place
of radio communications carried out by adoption of the

non-contact technique.
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57 WHAT IS CLAIMED IS: 1. An information processing system
comprising an IC chip, a client driving said IC chip to carry out
predetermined processing, and a server connected to said client by a
communication network wherein, said client includes: a
processing-command requesting section configured to issue a request to
said server as a request for transmission of a processing command to be
executed by said IC chip to carry out said predetermined processing; an
ID-acquisitioa-comnane serdersastionheanfiguredtoipassrertafibat ion,
acquisition command received from said server as a command for

pacqaingthe Chinlih of aidciGactipde saidillGechiph@ehipaEneXteaction
section configured to extract said chip ID from response data given by

caRitlrs! chiid; ameita prokessingecdammand seadalssttiondesnfijurad téhe
embed said chip ID extracted from said_response data into said

t HR6cessifty comamtieceivBd #oRt Kald séver BAd Trafdmitisaid

processing command including said embedded chip ID to said IC chip;
Examples of processes carried out concurrently or

individually are parallel processes and object-based

processes.
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said server includes: 58 a command-group sender section configured to
send said processing command and said ID acquisition command with
the same timing at said request made by said client as a request for
transmission of said processing command to said client; and said IC chip
includes: a chip-ID sender section configured to transmit data having said
chip ID in response to said ID acquisition command received from said
client; a chip-ID determination section configured to produce a result of
waetermnationras:to whether or not said chip ID embedded in said
processing command received from said client is identical with the chip ID
of saidllC ¢hip;ianthapaocaessingrexscstidn gesticiteonfiguned i Nagryan
out said predetermined processing in accordance with said processing
I¢ommiand i saidirestlt &f saitndeterrdhationdhdipates thatsaid e¢hip 1D
embedded in said processing command received from said client is
DRIt arRitE Sdidhes D of 8did 1€°¢hig. = X ERentFesdivingastippersaid

rovided by a server connected to said client by a communication
C éﬁﬁﬁk@ﬁ a communication network wherein,

said client includes:

a processing~command requesting section
configured to issue a request to said server as a request
for transmission of a processing command to be executed
by said IC chip to carry cut said predetermined
processing;

an ID-acquisition—~command sender secticn
configured to pass on an ID acguisition command received
from said server as a command for acguiring the chip ID
of said IC chip to said IC chip;

a chip-ID extraction section configured to
extract said chip ID from response data given by said IC
chip; and

a processing~command sender section
configured to embed said chip ID extracted from said
response data into said processing command received from
said server and transmit said processing command
including said embedded chip ID to said IC chip;

said server includes:
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driving an IC chip to carry out predetermined processing, said client
comprising: 59 a processing-command requesting section configured to
issue a request to said server as a request for transmission of a
processing command to be executed by said IC chip to carry out said
predetermined processing; an ID-acquisition-command sender section
configured to pass on an ID acquisition command received from said
server as a command for acquiring the chip ID of said IC chip to said IC

chip; a chip-ID extragtian=sestion copfigwedde extract saidehig 1:drem to
response data given by said IC chip; and a processing-command sender
sspdicreéanfigured s lombedsaidrchiz il extrdcted frome gaidsespomse
data into said processing command received from said server and
comnsimit said brodessimgrronihand havihgssaldietiaddet shipeDhy sailid
IC chip. 3. The client according to claim 2 wherein, ID location information
chhRingthedoERBIFST s&ichiy iy ifdaa %é’§pc§?‘fse5(fdt§ rBEAGEF froRD
said IC chip is included in said ID acqwsmon command issued by said

C%@Rﬁﬁ@aﬂf said client; and

said IC chip includes:

a chip~ID sender section configured to
transmit data having said chip ID in response to said ID
acqguisition comﬁand received from said client;

a chip-ID determination section configured
to produce a result of determination as to whether or not
said chip ID embedded in said processing command received
from said client is identical with the chip ID of said IC
chip; and

a processing execution section configured to
carry out said predetermined processing in accordance
with said processing command if said result of said
determination indicates that said chip ID embedded in
said proce;sing command received from said client is.
identical with said chip ID of said IC chip.

2. A client receiving support provided by a server
connected to said ciient by a communication network in
driving an IC chip to carry out predetermined processing,

said client comprising:
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said ID extraction section extracts said chip ID from said response data
on the basis of said ID location information. 60 4. The client according to
claims 2 or 3 wherein, an identifier used in referring to said chip ID
extracted from said response data received from said IC chip is further
included in said ID acquisition command issued by said server; and said
ID extraction section associates said extracted chip ID with said identifier.
5. The client according to any one of claims 2 to 4 wherein, embedding

positiondnfermation shewingnsaitd cembeddisg pegitionaf said ehintPgured
extracted from said response data received from said IC chip is further
tincludedsinzssaic precessing comiriane isseed by said sspreert andsaid
processing-command sender section embeds said chip ID into said
t processing icommang aprthedrasisgf saidremiseddindppositienuted by
information. 6. The client according to any one of claims 2 to 5 wherein,
SahJddntifieh iiBable if 3Rl cIEht a8 AhfbrREfiR FSriBéARYingrsie eRipDy
is further included in said processing command issued by said )

an ID-acquisition-command sender secltion cornfigured
to pass on an ID acguisition command received from said
server as a command for acquiring the chip ID of said IC
chip to said IC chip;

a chip~iD extraction section configured to extract
said chip ID from response data given by said IC chip;
and

a procéssing—command sender section configured to
embed said chip ID extracted from said response data into
said processing command received from said server and
transmit said processing command having said embedded
chip ID to said IC chip.

3. The client according to claim 2 wherein,

ID location information showing the location of
said chip ID in said response data received from said IC
chip is included in said ID acquisition command issued by
said server; and

said ID extraction section extracts said chip ID

from said response data on the basis of said ID location

information.
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server; and said processing-command sender section embeds said chip
ID associated with said identifier into said processing command. 61 7.
The client according to any one of claims 2 to 6 wherein, said IC chip and
said client carry out radio communications conforming to near-field radio-
communication standards. 8. A program to be executed by a computer
connected by a communication network to a server for providing support
to drive an IC chip to carry out predetermined processing, said program
executed by saidgoraputes i cagyrayt funcivnseE @ or 3 wherein,

processing-command requesting section configured to issue a request to
said server adareqfigstrfon teahsinissier of a jprocessing édmaiaind tofbe
executed by said IC chip to carry out said predetermined processing; an
exD g hisition-comarand sentieesectichadonfigared tepasson sl IC
acquisition command received from said server as a command for
chybguitifg tHe ERpNID-8Fdaided dhilp $638id 1€ HistE eRiplip er@fatiBRd
. section configured to extract
issued by sSaid server; and
sald ID extracticn section assocociates said
extracted chip ID with said identifier.
5. The client according to any one of claims 2 to
4 wherein, embedding position information showing said
embedding position of said chip ID extracted from said
response data received from said IC chip is further
included in said processing command issued by said
server; and
sald preocessing-command sender section embeds said
chip ID into said processing command on the basis of said
embedding position information.
6. The client according to any one of claims 2 to
5 wherein, an identifier usable in said client as
information for identifying said chip ID is further
included in said processing command issued by said
server; and
said processing-command sender section embeds said

chip ID associated with said identifier into said

processing command.
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said chip ID from data given by said IC chip in response to said ID
acquisition command; and a processing-command sender section
configured to embed said chip ID extracted from said response data into
said processing command received from said server and 62 transmit said
processing command including said embedded chip ID to said IC chip. 9.
An information processing method adopted by a client for driving an IC
chip to carry out predetermined processing by receiving support from a

server gonnegted: by angomeihication netwarkjosid elientisgifls 2 to 6

information processing method comprising the steps of: issuing a request
wiksaidrserver as a request for transmission of a processing command to

be executed by said IC chip to carry out said predetermined processing

from saislesietvarg pabsipg @mdars HJ dcquisition coanmand vdéceiettifrom

said server as a command for acquiring the chip ID of said IC chip to said
C{QuwHIp} eRtracting safr@éﬁm@ﬂoﬁﬂers@énfsééathcgimﬁw“said IC chip;

and embedding said chip ID extracted from said response data into said

CEFB@é%élﬁ@fcb%}nﬁﬁé ¢t from said

8. A program to be executed by a computer connected
by a communication network to a server for providing
support to drive an IC chip to carry ocut predetermined
processing, said program executed by said computer to
carry out functions of:

a processing-command requesting section configured
to issue a request to said server as a request for
transmission of a processing command to be executed by
said IC chip to carry out said predetermined processing;

an ID-acquisition—~command sender section configured
fto pass on an ID acquisition command received from said
server as a command for acquiring the chip iD of said IC
chip to said IC chip;

a chip-ID extraction section configured to extract
said chip ID from data given by said IC chip in response
to said ID acquisition command; and

a processing-command sender section configured to
embed said chip ID extracted from said response data into

said processing command received from said server and
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server and transmitting said processing command including said
embedded chip ID to said IC chip. 10. A client receiving support provided
by a server connected to said client by a communication network in
driving an IC chip to carry out predetermined processing, said client
comprising: 63 a processing-command requesting section configured to
issue a request to said server as a request for transmission of a
processing command to be executed by said IC chip to carry out said

tredstermined processingsan dD-acquisition:cemmand seadersestiotded
configured to pass on an ID acquisition command received from said

cserpernas acogamand foracquiring the chip ID of said IC chip to said IC
chip; a chip-ID extraction section configured to extract said chip ID from

respon$e daia givehchyrsdidld@ ghipicand arprovessing: contnyaretisdrndes

section configured to embed said chip ID extracted from said response
cdaitaritol saiddrdésuing sormantlteceived dony saldtsarvedang rnined

transmit said processing command including said embedded chip ID to
Hﬁﬁ§%§%hﬁﬁvﬁﬁwéﬁQ%&Ykﬁ%hﬁﬁpport rom a server connected

by a communication network to said client, said
information processing method comprising the steps of:

issuing a reguest to said server as a request for
transmission of a processing command to be executed by
said IC chip to carry out sald predetermined processing
from said server;

passing on an ID acquisition command received from
said server as a command for acquiring the chip ID of
sald IC chip to said IC chip;

extracting said chip ID from responée data given by
sald IC chip; and

embedding said chip ID extracted from said response
data into said processing command received from said
server and transmitting said processing command including
said embedded chip ID to said IC chip.

10. A client receiving support provided by a server
connected to said client by a communication network in
driving an IC chip to carry out predetermined processing,

said client comprising:
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transmits data including said chip ID in response to said ID acquisition
command received from said ID-acquisition-command sender section to
said client; produces a result of determination as to whether or not said
chip ID embedded in said processing command received from said
processing-command sender 64 section is identical with the chip ID of
said IC chip; and carries out said predetermined processing in
accordance with said processing command if said result of said

determination.ingdicates thab said chin- I embedded i saidbprossssingured

command received from said processing- command sender section is
rislentiealavith saigchip IR of saittlGehipegd INFQRMATION for

PROCESSING SYSTEM, CLIENTS, SERVER, PROGRAMS AND
tINFORMASTEION PRCGCESSING METHODABST RACTORXEButed by

DISCLOSURE An information processing system including an IC chip, a
selieht Brivirlyithe 1C chir ycartosi predeteasiied PictedsingC asepierd /

connected to the client by a communication network, wherein the client

has a pfecesRirRLedihmhhdTBaGESHIT St clibReBRTiGifedion configur ed

to pass on an 1D acquisition command received from said
server as a command for acquiring the chip ID of said IC
chip to said IC chip;

a chip-ID extracticn section configured to extract
said chip ID from response data given by said IC chip;
and

a processing-command sender section configured to
embed said chip ID extracted from said response data into
said processing command received from said server and
transmit said processing command including said embedded
chip ID to said IC chip,

wherein said IC chip:

transmits data including said chip ID in
response to said ID acquisition command received from
said ID-acquisition-command sender section to said
client;

produces a result of determination as to
whether or not said chip ID embedded in said processing

command received from said processing-command sender
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request for transmission of a processing command to the server; an
ID-acquisition-command sender section configured to transmit an ID
acquisition command; a chip- ID extraction section configured to extract
the chip ID; and a processing-command sender section configured to
embed the extracted chip ID into the processing command and transmit
the command. The server has a command-group sender section
s&onfighred to send the. gommand.ithe.lG chiphas achip-Ibsender, .,
section configured to transmit data; a chip-ID determination section
configuredit* 8EteTHine Whthdrafia Chip il fittHer 6ihfTartPis idlentical
a Wity thenebipdDeof theil€ ¢hipranrd apfocessing cexeculion seetignc o
Saciogfigg%%dr Itno:L carry c?rlilt Eigledipcrggetermined processing. Figjl 66 ‘
I tes that said chip D embedded in
sald processing command received from said processing-
command sender section is identical with said chip ID of

said IC chip.



INFORMATION PROCESSING SY¥STEM, CLIENTS, SERVER, PROGRAMS

AND INFORMATION PROCESSING METHOD

ABSTRACT OF THE DISCLOSURE

An information processing system including an IC

¢

chip, a c¢lient driving the IC chip to carry out
predetermined processing, a server connected to the
client by a communication network, wherein the client has
a processing-commanc reguesting section configured to
request for transmission cf a processing command to the
server; an ID-acguisition-command sender section
configured to transmit an ID acquisition command; a chip-
ID extraction section configured to extract the chip ID;
and a processing-command sender section configured to
embed the extracted chip ID into the processing command
and transmit the command. The servexr has a command-group
sender section configured to send the command. The IC
chip has a chip-ID sender section configured to transmit
data; a chip-1D determination section configured to
determine whether the chip ID in the command is identical
with the chip ID of the IC chip:; and a progessing
execution section configured te carry out the
predetermined processing.

Fig.1
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