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Receive a first message sent by a blockchain user, where the first message 

includes privacy-unprotected first data information

Store the first data information in a local database of a node device of a 

trusted user

Send a second transaction to a  blockchain, where the second transaction 

includes the second data information, so that the second transaction is 

recorded in the distributed database of the blockchain after being verified
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Obtain a  trust setting transaction from a  distributed 

database of a blockchain

Determine other trusted users trusted by a blockchain user 

based on the trust setting transaction

Transmit, using an off-chain method, a first message sent 

by the blockchain user to node devices of the other 

trusted user trusted by the user, so that the first data 

information is stored in local databases of the node 

devices of the other trusted users
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Obtain a second transaction sent by a node device of a trusted user from a 

distributed database of a  blockchain, where the second transaction includes 

privacy-protected second data information, the trusted user is determined by a 

trust setting transaction stored in a distributed database of the blockchain, and 

the trust setting transaction includes identifiers of all trusted users 

corresponding to a blockchain user

Receive privacy-unprotected first data information sent by the node device of 

the trusted user, where the first data information is stored in a local database of 

the node device of the trusted user

Verify whether the privacy-protected second data information is converted 

from the privacy-unprotected first data information
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Apparatus 60

Receiving unit 604
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