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PRE-CONFIGURE THE ACCOUNT VERIFICATION INFORMATION ~ — S110
FOR THE USER IN A USER VERIFICATION INFORMATION DATA
STORE BASED ON THE COLLECTED USER INFORMATION

;

RECEIVE A TRIGGERING REQUEST FROM THE CLIENT, THE — §120
TRIGGERING REQUEST INCLUDING AN ACCOUNT ID OF THE
USER

;

INQUIRE THE PRE-CONFIGURED VERIFICATION INFORMATION ~ — S130
ABOUT THE VERIFICATION INFORMATION CORRESPONDING TO
THE RECEIVED ACCOUNT ID, AND TRANSMIT THE SECURITY

CHALLENGES OF THE CORRESPONDING VERIFICATION
INFORMATION TO THE CLIENT

:

RECEIVE FROM THE CLIENT THE SECOND VERIFICATION ANSWERS — S140
CORRESPONDING TO THE TRANSMITTED SECURITY
CHALLENGES

:

COMPARE THE RECEIVED SECOND VERIFICATION ANSWERS WITH r— S150
THE CORRESPONDING FIRST VERIFICATION ANSWERS SUCH
THAT TO DETERMINE WHETHER THE PRESENT USER'S IDENTITY
CAN BE VERIFIED

FIG. 1A
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/

COMPUTE A PROBABILITY OF THE SECOND VERIFICATION ANSWERS — S151
MATCHING THE CORRESPONDING FIRST VERIFICATION ANSWERS
BY USE OF A PRE-CONFIGURED ALGORITHM

;

COMPARE THE COMPUTED MATCHING PROBABILITY WITHA  |— §152
PRE-CONFIGURED THRESHOLD VALUE SUCH THAT TO
DETERMINE WHETHER THE PRESENT USER'S IDENTITY CAN BE
VERIFIED

FIG. 1B
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PRE-CONFIGURE THE ACCOUNT VERIFICATION INFORMATION ~ — S310
FOR THE USER IN A USER VERIFICATION INFORMATION DATA
STORE BASED ON THE COLLECTED USER INFORMATION

|

INDETECTION OF THE USER'S OPERATION UNDER THE — S§320
ACCOUNT SATISFYING A TRIGGERING CONDITION, INQUIRE
THE PRE-CONFIGURED VERIFICATION INFORMATION ABOUT
THE VERIFICATION INFORMATION CORRESPONDING TO THE

RECEIVED ACCOUNT ID OF THE USER, AND TRANSMIT THE
SECURITY CHALLENGES OF THE CORRESPONDING
VERIFICATION INFORMATION TO THE CLIENT

|

RECEIVE FROM THE CLIENT THE SECOND VERIFICATION ANSWERS |— 8330
CORRESPONDING TO THE TRANSMITTED SECURITY
CHALLENGES

|

COMPARE THE RECEIVED SECOND VERIFICATION ANSWERS WITH r— S340
THE CORRESPONDING FIRST VERIFICATION ANSWERS SUCH
THAT TO DETERMINE WHETHER THE PRESENT USER'S
IDENTITY CAN BE VERIFIED

FIG. 3
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TRANSMIT A TRIGGERING REQUEST AFTER RECEIVING A — S410
TRIGGERING COMMAND
RECEIVE FROM THE SERVER THE SECURITY CHALLENGES OF  r— S420

THE VERIFICATION INFORMATION CORRESPONDING TO THE
ACCOUNT ID OF THE USER INCLUDED IN THE TRIGGERING
REQUEST

|

OBTAIN THE SECOND VERIFICATION ANSWERS CORRESPONDING |— $430
TO THE RECEIVED SECURITY CHALLENGES

|

TRANSMIT THE OBTAINED SECOND VERIFICATION ANSWERS TO  [— S440
THE SERVER

FIG. 4
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OF THE VERIFICATION INFORMATION
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¥

OBTAIN THE SECOND VERIFICATION ANSWERS CORRESPONDING
TO THE RECEIVED SECURITY CHALLENGES

— §520

Y

TRANSMIT THE OBTAINED SECOND VERIFICATION ANSWERS TO
THE SERVER

— §530
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