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METHOD AND SYSTEM FOR CARDLESS USE OF AN AUTOMATED TELLER
MACHINE (ATM)

Field of the Invention

[0001] The present invention relates to a method and system for cardless use of an

automated teller machine (ATM).

Background

[0002] A variety of banking services are available 24 hours a day through existing ATM
networks. As such, a user can withdraw funds and/or access other services such as
the checking of a balance and the depositing of funds in a plurality of locations at any
time of day. However, access to banking services through ATMs is exclusively card-
dependent. In other words, without a suitable card and personal identification number
(PIN) none of the services provided by ATMs can be accessed by a user.

[0003] US5650604 describes a system for transferring funds from a sender to a
receiver using an ATM. Although the receiver is not required to use a card, the sender
must use a card to initiate the fund transfer. The receiver is then required to enter both
the payment amount and a unique security code to access the funds from any ATM.

[0004] US2013/0339235 discloses a system for transferring funds from a sender to a
receiver over the internet and for the receiver to collect the funds from an ATM using a
card. Although the system may identify an ATM near a pick-up location, there is no

contemplation of a system for cardless use of ATMs.

[0005] There is therefore a need to provide an improved method and system for

cardless use of an automated teller machine (ATM).

Summary of the invention

[0006] In accordance with a first aspect of the invention there is provided a computer-
implemented method for cardless use of an automated teller machine (ATM)
comprising:

a) receiving as an input a user-identified ATM that the user wishes to use;
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b) generating and transmitting a one-time password (OTP) for the user to enter
at the identified ATM,;
c) receiving and verifying the OTP entered into the ATM; and
d) on successful verification, authorising access to services available through
the ATM, without use of a card.
[0007] Embodiments of the invention therefore provide cardless user access to a
variety of ATM services 24 hours a day, anywhere in the world. Notably, a user can
withdraw his/her own money from the ATM without use of a card. For security reasons,
the OTP will only be accepted at the particular ATM identified for use. This reduces the
risk of fraudulent access by a third party who may guess or otherwise obtain the OTP
but not know the location of the selected ATM.

[0008] Notably, US5650604 does not contemplate the case where the sender and
receiver is the same person. In other words, US5650604 does not address the
problem of a user wishing to access his/her own funds (or other services) through an
ATM, without use of a card. Furthermore, US5650604 does not disclose the
identification of any particular ATMs from which the cash (or other services) will be
dispensed.

[0009] The services available through the ATM may comprise any services currently
provided by ATMs or any services that may be added to ATMs in the future. For
example, the services may comprise one or more of the following non-limiting
examples: deposits, withdrawals, transfers, balance/overdraft information, pin services,
account services, card-blocking, topping-up of pre-paid cards and obtaining statements

of accounts.

[0010] The user may identify the ATM he/she wishes to use through use of a website
or mobile application “APP”. Advantageously, embodiments of the invention can be
implemented through a mobile device (i.e. smartphone or tablet computer) without
requiring the use of a card and it is envisaged that mobile transactions will eventually

completely replace card transactions using embodiments of the present invention.

[0011] The application may comprise one or more security features to prevent
unauthorised use. The security features may comprise a password, PIN code or

biometrics (e.g. voice/retina/fingerprint recognition).
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[0012] The method may further comprise a registration procedure in which a user is
required to register his/her bank account or payment card with the application. The
registration procedure may comprise the user answering one or more security
questions in relation to himself/herself and/or his/her bank account. One or more of the
answers may require verification by the user’s bank account or payment card issuer.
The registration procedure may comprise storing in a database contact details for the
user (e.g. a mobile telephone number or email address) such that contact details can
be used to deliver the OTP to the user.

[0013] Several options are possible for delivery of the OTP to the user. For example,
once the user has installed the application on his/her mobile device and authenticated
use of the application (e.g. via a PIN, password or biometrics), the application may
establish a secure channel (VPN) to the server, and the OTP may be transmitted
through this secure channel and displayed on the screen of the user’'s mobile device.
In other embodiments, the user may include his/her mobile phone number in a user
profile as part of the registration procedure and the server may send the OTP by
means of a text message to the mobile phone. In another embodiment, the user may
include his/her e-mail address in the profile and the server may send the OTP by
means of an e-mail which can be accessed via the user's mobile device. Other means
of delivering the OTP to the user may also be utilised (e.g. by voice telephone or

through a link to a personalized webpage etc.).

[0014] As used in this document, the term “payment card” refers to any suitable
cashless payment device, such as a credit card, a debit card, a prepaid card, a charge
card, a membership card, a promotional card, a frequent flyer card, an identification
card, a gift card, and/or any other device that may hold payment account information,
such as mobile phones, smartphones, personal digital assistants (PDAs), key fobs,
transponder devices, NFC-enabled devices, tablets and/or computers.

[0015] The registration process may further comprise storing details for one or more
user-identified ATM’s that the user wishes to be able to use without their card. The
ATMs may be identified from a map, list, search option, geo-location device, manual
input, electronic input (e.g. QR code or barcode) or otherwise. An ATM may be pre-
registered for use (i.e. by user pre-selection and subsequent storing in a database)
and/or an ATM may be selected at a time of need. For example, a user may choose to
pre-register an ATM conveniently located near his/her home or workplace. In addition,
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when the user is in another location the user may use a geo-location function on their
mobile device to identify an ATM near him/her and register that ATM for immediate use.
In a further embodiment, a user may visit an ATM and, if he/she does not have a
suitable debit or credit card with him/her, he/she may identify the ATM from its physical
environment or signage (e.g. by entering an ATM ID code, building name, street name,
post code or area into the application or by scanning a barcode or QR code with the
user's mobile device). The system will then retrieve details of the ATM from a suitable

database and will identify it accordingly.

[0016] In use, the user may logon to the application by satisfying the security features
provided (i.e. by entering his/her password). The user may then be presented with one
or more control elements which can be interacted with by the user (e.g. by clicking,
tapping or pressing via a user interface) in order for the user to select the ATM he/she
wishes to use. As explained above, this may or may not be an ATM already stored in

the database associated with the user’s account.

[0017] Optionally, the user may also select the type of service he/she requires from the
selected ATM and possibly also further details, for example, that he/she wishes to
make a withdrawal of $100.

[0018] The user may confirm the service required through use of a further control
element. This may cause a communication module to transmit details of the requested
service (e.g. identified ATM, service required, payment amount) to a server. The
server may then check that the user is authorised to use such a service (e.g. by
requesting approval of the withdrawal from the user’s bank account over a payment
network). If the requested service is authorised, the server may generate a one-time
password (OTP) and transmit it to the user. The user may receive the OTP through a
mobile device, for example, through the application (e.g. in response to a browser
refresh of a web page) or as an SMS.

[0019] ATM's may need to be modified to offer the user an option of cardless

withdrawal.

[0020] When the user enters the OTP at the selected ATM, the ATM will communicate
with the server to verify the OTP and, if successfully verified, the server will instruct the
ATM to provide the user with the requested service, without use of his/her card. Of
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course, if the OTP cannot be verified as correct (either because the password is wrong
or the ATM used is not the one that was identified), access to the ATM’s services will

be refused.

[0021] Notably, embodiments of the present invention can be considered to have two
levels of authorisation - one of which requires the correct ATM to be used and the other
of which requires the correct OTP to be entered. It is believed that this system mirrors
the level of authorisation currently associated with card transactions wherein both a
card and a password are required. In some embodiments, a further level of security is

operable in the form of a security feature for accessing/enabling the application.

[0022] Additional security features may also be employed. For example, a limit may
be placed on the amount of cash that can be withdrawn using the cardless method
described. Furthermore, the OTP may be configured to expire after a pre-determined
time period. An appropriate time period may be 15 to 30 minutes to allow time for a
user to arrive at the selected ATM and/or for the user to reach the front of a queue at
an ATM.

[0023] In accordance with a second aspect of the invention there is provided a
computer system for cardless use of an automated teller machine (ATM) comprising a

server configured to:
a) receive as an input a user-identified ATM that the user wishes to use;

b) generate and transmit a one-time password (OTP) for the user to enter at the
identified ATM;

c) receive and verify the OTP entered into the ATM; and

d) on successful verification, authorise access to services available through the

ATM, without use of a card.

[0024] The optional method features described above may be implemented using the
computer system according to the second aspect of the invention.

[0025] In accordance with a third aspect of the invention there is provided a non-

transitory computer-readable medium having stored thereon program instructions for
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causing at least one processor to perform the method according to the first aspect of

the invention.

[0026] In accordance with a fourth aspect of the invention there is provided a mobile
user device configured for a user to gain cardless access to an ATM in accordance

with the method described above.

[0027] In accordance with a fifth aspect of the invention there is provided an ATM
adapted to allow cardless access to services in accordance with the method described
above.

Brief description of the drawings

[0028] Embodiments of the invention will now be described, by way of example only,

with reference to the following drawings, in which:

[0029] Fig. 1 is a flowchart of a computer-implemented method according to an

embodiment of the present invention; and

[0030] Fig. 2 is a block diagram of a computer system according to an embodiment of

the present invention.

[0031] Fig. 3 is a block diagram illustrating a technical architecture of a server of

Figure 2;

[0032] Fig. 4 is a block diagram illustrating a technical architecture of a user device

which may be employed in the implementation of embodiments of the invention; and

[0033] Fig. 5 is a flowchart of a registration procedure in accordance with an

embodiment of the present invention.

Detailed description of certain embodiments

[0034] In accordance with an embodiment of the present invention there is provided a
computer-implemented method 10 for cardless use of an automated teller machine
(ATM), as illustrated in Figure 1. In particular, the method comprises the following

steps:
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[0035] Step 12: receiving as an input a user-identified ATM that the user wishes to

use,;

[0036] Step 14: generating and transmitting a one-time password (OTP) for the user to
enter at the identified ATM,;

[0037] Step 16: receiving and verifying the OTP entered into the ATM; and

[0038] Step 18: on successful verification, authorising access to services available

through the ATM, without use of a card.

[0039] Figure 2 shows a block diagram of a computer system 20 according to an
embodiment of the present invention. The computer system 20 is configured for
cardless use of an automated teller machine (ATM) 22, in accordance with the method
described above, and comprises a server 24 configured to: a) receive as an input from
a user device 26, a user-identified ATM 22 that the user wishes to use; b) generate and
transmit a one-time password (OTP) to the user device 26 for the user to enter at the
identified ATM 22; c) receive and verify the OTP entered into the ATM 22; and d) on
successful verification, authorise access to services available through the ATM 22,

without use of a card.

[0040] As illustrated in Figure 2, the ATM 22 has a user interface 28 through which the
user can enter the OTP. Notably, the ATM 22 is adapted to offer the user an option of
cardless withdrawal which, if selected, will present the user with the user interface 28
for entering the OTP.

[0041] The user device 26 (which may be a PC, smartphone or table computer) also
has a user interface 30 through which the user can identify the ATM 22 they wish to
use and a geo-location module 32 which is operable to determine the location of the
device (e.g. using GPS technology) so that a nearby ATM 22 can be identified.

[0042] A database 34 is provided to store user account details. Although not shown, a
further database may also be provided to store ATM locations.

[0043] Detailed operation of the present embodiment will be described below once all

of the hardware has been described.
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[0044] Figure 3 is a block diagram showing a technical architecture of the server 24
configured for performing the method 10 which is outlined above with reference to
Figure 1. Typically, the method 10 is implemented by a computer server comprising a
data-processing unit. The block diagram as shown Figure 3 illustrates a technical
architecture 220 of a server which is suitable for implementing one or more

embodiments herein.

[0045] The technical architecture 220 includes a processor 222 (which may be
referred to as a central processor unit or CPU) that is in communication with memory
devices including secondary storage 224 (such as disk drives), read only memory
(ROM) 226 and random access memory (RAM) 228. The processor 222 may be
implemented as one or more CPU chips. The technical architecture 220 may further
comprise input/output (I/0) devices 230, and network connectivity devices 232.

[0046] The secondary storage 224 is typically comprised of one or more disk drives or
tape drives and is used for non-volatile storage of data and as an over-flow data
storage device if RAM 228 is not large enough to hold all working data. Secondary
storage 224 may be used to store programs which are loaded into RAM 228 when

such programs are selected for execution.

[0047] In this embodiment, the secondary storage 224 has a component 224a
comprising non-transitory instructions operative by the processor 222 to perform
various operations of the method of the present disclosure. The ROM 226 is used to
store instructions and perhaps data which are read during program execution. The
secondary storage 224, the RAM 228, and/or the ROM 226 may be referred to in
some contexts as computer readable storage media and/or non-transitory computer

readable media.

[0048] I/O devices 230 may include printers, video monitors; liquid crystal displays
(LCDs), plasma displays, touch screen displays, keyboards, keypads, switches, dials,
mice, track balls, voice recognisers, card readers, paper tape readers, or other well-

known input devices.

[0049] The network connectivity devices 232 may take the form of modems, modem
banks, Ethernet cards, universal serial bus (USB) interface cards, serial interfaces,
token ring cards, fiber distributed data interface (FDDI) cards, wireless local area
network (WLAN) cards, radio transceiver cards that promote radio communications
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using protocols such as code division multiple access (CDMA), global system for
mobile communications (GSM), long-term evolution (LTE), worldwide interoperability
for microwave access (WIMAX), near field communications (NFC), radio frequency
identity (RFID), and/or other air interface protocol radio transceiver cards, and other
well-known network devices. These network connectivity devices 232 may enable the
processor 222 to communicate with the Internet or one or more intranets. With such a
network connection, it is contemplated that the processor 222 might receive
information from the network, or might output information to the network in the course
of performing the above-described method operations. Such information, which is
often represented as a sequence of instructions to be executed using processor 222,
may be received from and outputted to the network, for example, in the form of a

computer data signal embodied in a carrier wave.

[0050] The processor 222 executes instructions, codes, computer programs or scripts
which it accesses from hard disk, floppy disk, optical disk (these various disk based
systems may all be considered secondary storage 224), flash drive, ROM 226, RAM
228, or the network connectivity devices 232. While only one processor 222 is shown,
multiple processors may be present. Thus, while instructions may be discussed as
executed by a processor, the instructions may be executed simultaneously, serially, or

otherwise executed by one or multiple processors.

[0051] Although the technical architecture 220 is described with reference to a
computer, it should be appreciated that the technical architecture may be formed by
two or more computers in communication with each other that collaborate to perform a
task. For example, but not by way of limitation, an application may be partitioned in
such a way as to permit concurrent and/or parallel processing of the instructions of the
application. Alternatively, the data processed by the application may be partitioned in
subh a way as to permit concurrent and/or parallel processing of different portions of a
data set by the two or more computers. In an embodiment, virtualisation software may
be employed by the technical architecture 220 to provide the functionality of a number
of servers that is not directly bound to the number of computers in the technical
architecture 220. In an embodiment, the functionality disclosed above may be
provided by executing the application and/or applications in a cloud computing
environment. Cloud computing may comprise providing computing services via a

network connection using dynamically scalable computing resources. A cloud
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computing environment may be established by an enterprise and/or may be hired on

an as-needed basis from a third party provider.

[0052] It should be understood that by programming and/or loading executable
instructions onto the technical architecture 220, at least one of the CPU 222, the RAM
228, and the ROM 226 are changed, transforming the technical architecture 220 in
part into a specific purpose machine or apparatus having the novel functionality taught
by the present disclosure. It is fundamental to the electrical engineering and software
engineering arts that functionality that can be implemented by loading executable
software into a computer can be converted to a hardware implementation by well-

known design rules.

[0053] Figures 1 to 3 explain the invention in terms of the method 10 being performed
by a server. However, alternatively the method may be performed by a user device
having downloaded appropriate software from the server 24. The user device may
communicate with the server 24 to obtain data which is required, such as from the
database 34.

[0054] Figure 4 is a block diagram showing a technical architecture of the user device
26. It is envisaged that in embodiments, the user device 26 will be a smartphone or
tablet computer. The block diagram as shown Figure 4 illustrates a technical
architecture 320 of a user device which is suitable for implementing one or more

embodiments herein.

[0055] The technical architecture 320 includes a processor 322 (which may be
referred to as a central processor unit or CPU) that is in communication with memory
devices including secondary storage 324 (such as disk drives or memory cards), read
only memory (ROM) 326 and random access memory (RAM) 328. The processor 322
may be implemented as one or more CPU chips. The technical architecture 320
further comprises input/output (I/0) devices 330, and network connectivity devices 332.

[0056] The I/O devices comprise a user interface (Ul) 330a, a camera 330b and a
geolocation module 330c. The Ul 330a may comprise a touch screen, keyboard,
keypad or other known input device. The camera 330b allows a user to capture
images and save the captured images in electronic form. The geolocation module
330c is operable to determine the geolocation of the user device 26 using signals from,
for example global positioning system (GPS) satellites.
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[0057] The secondary storage 324 is typically comprised of a memory card or other
storage device and is used for non-volatile storage of data and as an over-flow data
storage device if RAM 328 is not large enough to hold all working data. Secondary
storage 324 may be used to store programs which are loaded into RAM 328 when

such programs are selected for execution.

[0058] In this embodiment, the secondary storage 324 has a component 324a,
comprising non-transitory instructions operative by the processor 322 to perform
various operations of the method of the present disclosure. The ROM 326 is used to
store instructions and perhaps data which are read during program execution. The
secondary storage 324, the RAM 328 and/or the ROM 326 may be referred to in some
contexts as computer readable storage media and/or non-transitory computer

readable media.

[0059] The network connectivity devices 332 may take the form of modems, modem
banks, Ethernet cards, universal serial bus (USB) interface cards, serial interfaces,
token ring cards, fiber distributed data interface (FDDI) cards, wireless local area
network (WLAN) cards, radio transceiver cards that promote radio communications
using protocols such as code division multiple access (CDMA), global system for
mobile communications (GSM), long-term evolution (LTE), worldwide interoperability
for microwave access (WiMAX), near field communications (NFC), radio frequency
identity (RFID), and/or other air interface protocol radio transceiver cards, and other
well-known network devices. These network connectivity devices 332 may enable the
processor 322 to communicate with the Internet or one or more intranets. With such a
network connection, it is contemplated that the processor 322 might receive
information from the network, or might output information to the network in the course
of performing the above-described method operations. Such information, which is
often represented as a sequence of instructions to be executed using processor 322,
may be received from and outputted to the network, for example, in the form of a

computer data signal embodied in a carrier wave.

[0060] The processor 322 executes instructions, codes, computer programs or scripts
which it accesses from hard disk, floppy disk, optical disk (these various disk based
systems may all be considered secondary storage 324), flash drive, ROM 326, RAM
328, or the network connectivity devices 332. While only one processor 322 is shown,
multiple processors may be present. Thus, while instructions may be discussed as
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executed by a processor, the instructions may be executed simultaneously, serially, or

otherwise executed by one or multiple processors.

[0061] In embodiments of the invention, the server 24 may generate HTML or XML
code which a browser of the user device 26 can use to generate a window presenting
data on a screen of the user device 26 for a web-based implementation. Alternatively,
the user device 24 may be configured to run an application (“APP”) through which the
user can carry out steps of the method described above in accordance with

embodiments of the invention.

[0062] Figure 5 illustrates a registration procedure 100 in accordance with an
embodiment of the invention. The registration procedure 100 comprises the following

steps:

[0063] Step 102: Install Application on user device. This may comprise the user
downloading the application from an internet web server and installing the application

to run on his/her local device (e.g. PC, smartphone or tablet).

[0064] Step 104: Create and store user account in database. This may comprise the
user entering personal details (e.g. name, address, phone number) into an electronic
form which is submitted over the internet to the server 24 which then stores the data in
the database 34. This may also comprise storing in the database 34 a mobile number
for the user device 26 on which the application is run so that it can be used for delivery
of the OTP. This may be achieved by the user transmitting the mobile number to the
server 24 during the registration procedure, for storing in the user’s account in the
database 34. The user may also set up a security feature (e.g. password, PIN or
biometrics) so only he/she can access the application.

[0065] Step 106: Link payment card details to user account. This may comprise the
user entering payment card details (e.g. card number, expiry date, CSV) into another
electronic form which is submitted over the internet to the server 24 which then stores
the data in the database 34. This step may also require the user to enter a password,
PIN or biometrics so that the user’s identity can be verified over the internet by the

user’s bank or payment card issuer.

[0066] Step 108: Store user-identified ATMs in user account. The user may identify
one or more ATMs 22 for storing in his/her user account in the database 34 for
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subsequent use. The user may identify the ATMs from a map, list, search option, geo-
location module on the user device, manual input or electronic input (e.g. by scanning a
QR code or barcode on the ATM itself).

[0067] In other embodiments, the user account may be stored locally on the user

device 26.

[0068] In use, the user may logon to the application by satisfying the security feature
previously set-up (i.e. by entering his/her password). The user may then be presented
with one or more control elements which can be interacted with by the user (e.g. by
clicking, tapping or pressing via the user interface 30) in order for the user to select the
ATM he/she wishes to use. As explained previously, this may or may not be an ATM
already stored in the database 34 associated with the user’s account. For example,
the user’s stored ATMs may be retrieved from the database 34 (after a communication
requesting this information is relayed from the user device 26 to the server 24) and
presented to the user with the most commonly selected ATM presented first. The user
may then select the ATMs he/she wishes to use from the list presented. Alternatively,
the user may input details of another ATM using the user interface 30. In which case,
the user may be presented with one or more of: a map which shows the current
location of the user device (as obtained from the geo-location module 32 in
communication with GPS satellites) along with the locations of nearby ATMs which the
user can click on to select; a list of ATMs that he/she scan scroll through; an input field
in which he/she can type in an address or ATM ID; or an option to scan/photograph a
barcode or QR code on the ATM itself.

[0069] Once the user has selected the ATM he/she wishes to use via the application,
he/she may also be prompted to select the type of service he/she requires from the
ATM and possibly also further details such as the amount of money he/she wishes to
withdraw. The user may confirm the service required through use of a further control
element. This will cause a communication module to transmit details of the requested

service (e.g. identified ATM, service required, payment amount) to the server 24.

[0070] The server 24 may then check that the user is authorised to use such a service
(e.g. by approving the withdrawal from the user’'s bank account over a payment

network).
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[0071] The server 24 will then generate a one-time password (OTP) and transmit it to
the user device. This may be transmitted in the form of an SMS or email that is sent to
the user device using the mobile number/email address stored in the database. In
other embodiments, the OTP may be transmitted to the user device by another known

messaging type.

[0072] At the ATM, the user will need to be able to select an option of cardless
withdrawal before entering the OTP. The ATM will communicate with the server to
verify the OTP (i.e. check it is the same as the one sent to the user, which was stored
in the user account database) and, if successfully verified, the server will instruct the
ATM to provide the user with the requested service, without use of his/her card. Of
course, if the OTP cannot be verified as correct (either because the OTP is wrong or
the ATM used is not the one that was identified), access to the ATM'’s services will be
refused. Once access is granted, the user may be able to use the ATM for any
services he/she requires in the same way as he/she would have, had he/she presented
a card and associated password to the ATM.

[0073] Advantages of embodiments of the present invention are that users need not
carry payment cards in order to withdraw funds (or access other secure services) from
ATMs. In addition, the ease of use and convenience of using a mobile device for

authorisation is believed to represent the future of the payments industry.

[0074] Although only a single system and method according to embodiments of the
present invention have been described in detail, many variations are possible in

accordance with the appended claims.
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Claims

1. A computer-implemented method for cardless use of an automated teller
machine (ATM), the method implemented using a computer system comprising a
server, the server including at least one processor in communication with a database,
the method comprising:

receiving, by the server from a mobile user device associated with a user, a
registration request for a computer application, wherein the registration request
includes user account information of the user and at least one ATM identifier selected
by the user, and wherein each of the at least one ATM identifier corresponds to an
ATM;

linking, by the server within the database, the user account information and the
at least one ATM identifier, wherein the link between the at least one ATM identifier
and the user account information represents that the corresponding ATM is authorized
for subsequent use by the user;

receiving, by the server from the mobile user device subsequent to the linking,
login information inputted by the user;

granting, by the server to the user, access to the computer application in
response to the login information matching the user account information;

causing, by the server, to be displayed on the mobile user device one or more
authorized ATMs for selection by the user;

receiving, by the server, an input from the mobile user device, the input
including a selection of a displayed ATM that the user wishes to use and at least one
service provided by the displayed ATM;

generating and transmitting, by the server, a one-time password (OTP) for the
user to enter at the selected ATM;

receiving and verifying, by the server, the OTP entered into the selected ATM,;
and

on successful verification, authorising, by the server access to the at least one

service available through the ATM, without use of a card.

2. The method according to claim 1 wherein the computer application is one of a

website application and a mobile application.
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3. The method according to claim 1 wherein the computer application comprises

one or more security features to prevent unauthorised use.

4, The method according to claim 3 wherein the security features comprise a

password, PIN code or biometrics.

5. The method according to claim 1 further comprising a registration procedure in
which the user is required to register a bank account or payment card with the

computer application.

6. The method according to claim 5 wherein the registration procedure comprises
storing in the database details concerning a mobile number or email address for the

mobile user device.

7. The method according to claim 1 wherein each ATM is identifiable from a map,

list, search option, geo-location device, manual input or electronic input.

8. The method according to claim 1 wherein the user is presented with one or
more control elements which can be interacted with by the user in order for the user to

select the ATM the user wishes to use.

9. The method according to claim 1 further comprising receiving an indication of a

type of the at least one service the user requires from the selected displayed ATM.

10. The method according to claim 1 wherein the user receives the OTP through

the user mobile device.

11. The method according to claim 1 wherein one or more restrictions are placed

on the at least one service available through the ATM, without use of a card.

12. The method according to claim 1 wherein the OTP is configured to expire after

a pre-determined time period.

13. The method according to claim 12 wherein the OTP is configured to expire after

30 minutes.

14. The method according to claim 1 wherein the at least one service available

through the displayed ATM comprises one or more of the following: deposits,
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withdrawals, transfers, balance/overdraft information, pin services, account services,

card-blocking, topping-up of pre-paid cards and obtaining statements of accounts.

15. A computer system for cardless use of an automated teller machine (ATM)
comprising a server, the server including at least one processor in communication with
a database, the at least one processor configured to:

receive, from a mobile user device associated with a user, a registration request
for a computer application, wherein the registration request includes user account
information of the user and at least one ATM identifier selected by the user, and
wherein each of the at least one ATM identifier corresponds to an ATM,;

link, within the database, the user account information and the at least one ATM
identifier, wherein the link between the at least one ATM identifier and the user account
information represents that the corresponding ATM is authorized for subsequent use by
the user;

receive, from the mobile user device subsequent to the linking, login information
inputted by the user;

grant, to the user, access to the computer application in response to the login
information matching the user account information;

cause to be displayed on the mobile user device one or more authorized ATMs
for selection by the user;

receive, from the mobile user device, an input including a selection of a
displayed ATM that the user wishes to use and at least one service provided by the
displayed ATM;

generate and transmit a one-time password (OTP) for the user to enter at the
selected ATM;

receive and verify the OTP entered into the selected ATM; and

on successful verification, authorise access to at least one service available

through the selected ATM, without use of a card.

16. A non-transitory computer-readable medium having stored thereon program
instructions causing at least one processor to:

receive, from a mobile user device associated with a user, a registration request
for a computer application, wherein the registration request includes user account
information of the user and at least one ATM identifier selected by the user, and

wherein each of the at least one ATM identifier corresponds to an ATM,;
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link, within a database, the user account information and the at least one ATM
identifier, wherein the link between the at least one ATM identifier and the user account
information represents that the corresponding ATM is authorized for subsequent use by
the user;

receive, from the mobile user device subsequent to the linking, login information
inputted by the user;

grant, to the user, access to the computer application in response to the login
information matching the user account information;

cause to be displayed on the mobile user device one or more authorized ATMs
for selection by the user;

receive, from the mobile user device, an input including a selection of a
displayed ATM that the user wishes to use and at least one service provided by the
displayed ATM;

generate and transmitting a one-time password (OTP) for the user to enter at
the selected ATM; receive and verifying the OTP entered into the selected ATM; and

on successful verification, authorize access to at least one service available

through the selected ATM, without use of a card.

17. A mobile user device configured for a user to gain cardless access to an ATM,
the mobile user device programmed to:

transmit, to a server, a registration request for a computer application, wherein
the registration request includes user account information of the user and at least one
automated teller machine (ATM) identifier selected by the user, and wherein each of
the at least one ATM identifier corresponds to an ATM;

transmit, to the server, login information inputted by the user;

receive, from the server, access to the computer application in response to the
login information matching the user account information;

display one or more authorised ATMs returned by the server, the one or more
authorised ATMs for selection by the user;

transmit, to the server, an input from the user, the input including a selection of
a displayed ATM that the user wishes to use and at least one service provided by the
displayed ATM, wherein the displayed ATM is one of the one or more authorised ATMs;
and

receive, from the server, a one-time password (OTP) for the user to enter at the
selected ATM; and
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display the OTP to the user, wherein the OTP is configured to be verified by the
server so that, on successful verification, the server authorizes access to the at least

one service available through the selected ATM, without use of a card.



