2244576 NETWORK AND | NTELLI GENT CELL FOR PROVI DI NG SENSI NG, BI 2%]76

' NI CATI ON AND  CONTROL BACKGROUND OF THE I NVENTION 1. Fiel .
I nYent kon The invention relates to the field of networks with distributed-

in elLl,,gence configuration and control .and intelligent 5 cells used in

networks, primarily where the networks age used for sensing, connunlcatlng

and cont roI ling. 2. Prior Art. There are many conmercially avail abl e

products whi ch provide seNE ANDNINTEHL L BCRATCCRIILFOR PROPITINGNSENSIRS wor k10
orvi T onment . These. pr 00 EEDTRSSTIGNAT (NN DATTONENARD EONERGIDOT SRSyt e

to sinple systens havi ngﬂ_%ﬁWWeen t he present

I nvention is directed towardsléﬁow din stemhaving a réelatively |arge

amount of i nt el BAGKGRENINE t'ﬁHiE)ll&NEN) Nbut at a low cost. 15

One conmmercial ly avajl able system "X>10 provides control, by way of
exanpl e, between a IT.ghtFiald @f dne Anveptionwen the Iight switch is |
P he T gt - The coties piavesition yalatas o foe felb &t prewdrhs| with r be ' orm
ecei ver, 1t i SiSHIEAEE: e”eﬁu*r&lqétil&v%%aﬁ{‘rﬁ S5 eomtidic ang rintéuigent
Mechami cal gdd 7lssI ll:%e?‘lﬂsn% ork rrsDI %%janfy where ttltle networks are used
| for sensmg. ‘communicating and controllrng
2. Pror AMt.
There are many commercrally avallable products whrch
provzde sensmg, control and communrcatrons rn a network
10. environment. These products range from very expensrve
Y o elaborate systems, to srmple systems hav:ng llttle mtellrgence
| As will be seen, the present mventron is dlreoted towards
: provxdmg a system havmg a relatxvely large amount of
mtel!.gence and computatlonal power but at a low cost
15 One commercrally avallable system "X-10" provrdes control,
by way of example. between a llght swrtch and a ‘lr\ght When the
light switch is operated a code pattern is transmrtted over the ,
power lines to a receiver at the lrght The code pattern is
transmitted twice, once in its true forrn and once in its
20 " complementary form When the code |s recerved by the receiver,
it is tnterpreted and thereby used to control the lrght

. Mechanical addressmgl means are employed to allow the



-2- transmtter at the switch to comuni.cate with the specific de5|red
receiver at the light. As wll be seen, the present invention

provi des substantially nore capability and flexibility than current /“v
systenms. SUMVARY OF |.NVENTION According to the present invention there
provided a .network for sensing, - comunicating and controlling haV|ng
a plurality of cells which connunicat% w th one anot her through

packets; a first plurality of said cellsS Being coupled to sense
conditions and for. transnlttlng packets i'ndicating a change in said.

condi ti onsCe| °A %a‘I t& urat} | Lhe! s%_lt%hcel | s ﬁ%hﬁpﬂgf %er ;ﬁft%r rgg Eglas

announcer Second sald _ I 'ng coupl €
control object sspwirﬁam)cdﬁﬁaimﬂ plrmveem gedtectightsai d packets, said .
second plurality of said cells hereinafter referred to as Ilstener cells;
at |east one of said announcer cells and l'istener " cells also perforn1ng
the function' of repeati®dy a¥iltasPesofeedy, sHhe pRkesenthcievaatiep

referred to as pﬁ:ﬁeﬁﬁ $€bstantially more capability and flexibility ]
- than current systems." . -
' SUMMARY OF INVENTTON =~
According_to the present inuention_there.is
provided a network for sensing, communicating and _
controlling having a ~plurality of -cells which
communicate with one another through packets,

1 a first plurality of said cells being coupled
to sense conditions and for: transmitting packets
indicating a change in said conditions, said first
plurality of said cells hereinafter referred to as

_ announcer cells; - -

“a secondl'pluraiity ‘of Said_ cells DYeing
coupled to control_objects in response to predetermined
ones of said packets,'said second plurality of said
cells hereinafter referred to as listener cells;

at least one of said announcer cells and

listener - cells also performing the . function of '
repeating at least some of said packets, hereinafter . g)
‘referred to as repeater cells; o

a first group of cells being programmed with
a first group identification number, said first group
'including at least one of said announcer cells, one of
said listener cells and one of said repeater cells,
said cells in said first group being programmed to
_perform a first group function. o i o
' _ a second group of cells being programmed with
a second group indentification number, said second
group including at least one of said announcer cells,



a first group of cells being programmed with a first group identification
nunber, said first group including at |east one of said announcer cells,

one of said listener cells and one of said repeater cells, said cells in
said Kirst group being programmed to performa first group function; a
second group of cells being programmed with-a second group

indentification nunber, said second group %ncludlng at | east one of said
announcer cells, - -3- one of said |listener¥tells and one of said repeater
cells, said celIsonesafdsaide1gtenerb@en;qwagdammxiob paitiorrepessanond -

“group function; s firs 0 uﬂygl t
wth first packet? d]’s]'aél'd |J%£stég;"é€%<eﬁ Anel ng 1ni &:é a‘{}ﬁ'? eé}g?;one oc}
sai d announcer cmﬂQ;nerﬁnﬂmia|seﬂoqﬂ(snpupufungtipnwxwuby at | east one of

said listener cells in saidddisteFoliRgrodp be Be0Nd caﬁaﬁpmaoéingc%&ng
omuni cating anong _ thensel ves mnth second packets, . said. secon

packets being i hemgelyes,with }%%tpa%sofsa%lfdl &ﬂf@%ﬁt%&?%”g n
said second group :amtmém bporatbywéstt eaae ofe @éicsaadnbuﬁt:eﬁerceqejé Sin N

sai d second said f1rst group and acted upon by at least one of said
listener cells in said first group, -

sald second ~group . of .cells  -eommunicating
among themselves with .second packets, said second
packets' being initiated by at 1least one of said

~ .announcer cells in said second group and acted upon by -
at least one of said listener cells in said second
group; | o | o
' , whereby communication occurs among said cells
O in said firSt and second groups to carry out said first

and second group functions.
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group; whereby comruni cati on occurs anong sald cells in'said first and
second groups to carry out said first and second group functions. BRI EF
DESCRI PTI ON OF THE DRAWNGS Figure 1 is a bl ock dlagran1lllustrat|ng e
typi cal application for the present invention. Figure 2 is a dlagran1dséh

“to illustrate the grouping of. 5 cells. Figure 3 is another block diagram
simlar to Figure 2 used to illustrate thgggrouping of cells.. Figure 4 is
a diagram used to describe subchannels. Fijure 5 is a diagramillustrating

a plurality. of cells; this 10 . diagramis used to-describe cell group
f ormati on enpl oyi ng the present invention. Figure 6 is a chart

illustrati ng BRIEFaDESCRIPTION OF THE DRAWINGSt invention. Figure 7 is

a chart illustrating.the designation |ist portion 15 ‘of the packet fornat

of Figure 6. Fi gurEigmrélﬂSis aa eblocls adiagrant mugmtlmg?dtymcabra\ppﬁcatnonow

of cell with the present invention. Figure 9 is a chart illustrating the
code assi gnnéor §He)rpnasarxth|mnﬁem x encodi ng used with the present
i nventi on.

Flgure 2isa dxagram used to |Ilustrate the grouping of

. 5 'cells. ' e
Flgure 3is. another block dlagram snmxlar to thure 2 used
to ilustrate the grouping of cells

Figure 3 |s a diagram used to descnbe subchannels.
Figure § is a d:_agram nllus_tratmg ‘a plurality of cells; this
- 10 diagram is used to desc.rib_e cell group formation .employing the
| 'Present mventaon o B o
Fxgure 6 is a chart. u!lustratmg the ‘packet format used -
with the present invention.
Figure 7 is a chart.illustrating the des'ign'ati'on' list portion
15 _of the packet format of Figure 6. |
- Figure 8illustrates a series of steps used in formmg a
group of cell with the present invention. . v

 Figure 9 is a chart illustrating the code assignments for
the three-of-six encodiﬁg used with the present.'invenﬁon. |
20 Figure 10 is a block diagram of the communication and
control cell.



20 - Figure 1Q is a bl ock -di agram of the communication and control
cell. 5 Figure 11 is a bl ock di agram of a portion of -the instruction
decodi ng logic used within the processor of the cell of Figure 10 Figure :
12 is\@ detail ed bl ock diagramof the process of 5 Figure 10. Figure 13 is
a timng diagramfor the processor of Figure-10; this- diagram also shows

| at ches and registers used to provide the pigelining enployed by the cell.’
Figure 14 is a block diagram iIIustrating.t£§ presently 10 preferred
enbodi nent of the three-of-six encoder. Figu 15 is .a bl ock diagram
showi ng the presently preferred enbodiment of the three-of-six decoder.
Figure 16 is a block Htgorenﬂsisa\a jockedia lga-aqmtefvaowm°nedfemwhsmnctxoﬁ
the three-of-six code verifier. ure 17 is an electrica
schematic of tidecoding logic 'usedow.trna tie tmecees&sei:thersell of Figurairle
18 is an electrical schematic of the counting and timng functions for an
1/ O subsection. Figure 19 is.an electrical schemati’¢ of the.control and 20

state machi ne for an I/O secti on. gure 20 is an electri.cal schematic for
the sanple and Figure . 12 is a detalled block dlagram of the process of
| 5 Figure I0.

Flgure 13 is a timing - dxagram for .the processor of Figure
o 10; this- diagram also shows latches and. reglsters used to provude
~ the pipelining employed by the cell. |
- --Figure 14 is a block-diagram. illustrating the presently
10  preferred embodiment of the three-of-six encoder.-
Figure 15 is a block: diagram- showing the presently
prefe'red embodxment of the. three-of-six - decoder.
| Figure 16 is a block. diagram showing the presently
preferred embodiment of the three-of-six cede verifier.
15 | Figure 17 is. an electrical . schematic: of the buffer section
of one of the I/O sections. . |
U , Flgure 18 is an electrical schematic .of the counting and
|  timing functions for an /O subsection. | | N
Figure 18 is an electrical schematic of the control and
20 state machine for an I/O section. - B
Figure 20 is an electrical schematic for the sample and

hold means associated with the I/O subsections.
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hol d neans associated with the I/O subsections. Figure 21 illustrates
the network formed within an 110 subsection to do digital-to-anal og
conversion. Figure 22 illustrates the network forned within an 1/0 se@on
for anal og-to-digital conversion. 5 Figure 23 is an electrical
“schematic show ng the communications portion of an 1/ O subsection. Figure
24 is a state diagramused for the |/ O subsections and for transm.ssion
contentions. Figure 25 1s a state diagragufor the link Ievel ARQ 10
Figure 26 is a state diagramfor primry ation connections. Figure 27 is
a state diagramfor secondary station connections. Figure 28 is a bl ock

di agram for a grofigurede@icilustfates theonetwddki formddagyithins lami WO t he

formin which the systemID is encoded for transm ssion by the packet and.

‘encoded wi t hsubgection & glo edigitaldosanalog aconversion. descri be the

PPeratton o 1° Kigure 28 ustrates the network formed within an. O

| sectlon for analog-to-dlgltal conversnon
5  Figure 23 is an electrical schematic showmg the
commumcatsons portlon of an lIO subsection.

~ Figure 24 is a state d:agram used for the /O subsect:ons |
and for transmission content:ons. u

Figure 25is a state Idiag'rar.n for the link level ARQ.

10 Figure 26 is a staté diagram for primary station
~ connections. -
. Figure 27 is a state diagram. for secondary station
connections. o

* Figure 28 is a block diagram for a grouping device.

15 . - Figure 28 is a diagram showing the form in which the
system 1D is encoded for transmission by the packet and encoded
within a cell. o | A

Figure 30 is a dia_gram used to describe the operation of |
.the inpuflou’tput section and semaphore register.



7 DETAI LED DESCRI PTI ON OF THE PRESENT | NVENTI ON An appar atus and net hod for
provi di.ng a comruni cations, sensing and control in a network is described.
Where-the network contains a plurality of Intelligent cells, the cells in
generialy are 5 programmebl e single chip renote control, sensing and

conmuni cation devices that, when interconnected (via various nmedia) wth
other cells, have distributed sensing , communication, control and network
configuration intelligence, configuration aﬁglcontror. The system conpri ses
a network of cell's organized in a 10 hierarchy based on conmuni cations
needs. CelLls are organi zed i nto working. groups" independent of the network

hi erarchy. G oupDETAIEED DESCRIPYION: OF cTHE! PRESENT INVENTIONNCt i on.

This function is carried out by the assignnent of tasks to cells within the

~groups. Cell's comuni ¢An eappardtus! anddnrathed i6r protidimgta ccommupicationss, .
each cell has a unique identificati-on nunber and performinformation S
processi ng t askssensingsandi conteol imranl networknisc desoribed: otWhere the network
i nput/ out put’ packet processing and anal og and digital sensing and control.
In general, the cpatains @ppluralityiof: intelligent icedls; the:reelis:tinr genecabfareo
stori,ng network configuring information that is distributed throughout the
system and dmprograrunable siagleahip remotal cantsaesensing and i s. Each

system al so has a unique ., =~ ", , L e e . e
' communication devices that, when interconnected (via various

media) with other cells, have distributed sensing, communication,

S . control and network configuration intelligence, configuration and
control. The system comprises a network of éells organized in a

10 hierarchy based oh'c_t':rﬁmunicat'i"ons needs.  Cells are organized
into  working "groups” independent ‘of the network' Rierarchy.
Groups 'o_f 'ce_lls'gen"erally" are-__uséd' to ﬁerf’orm-_ a gr__o'up function.
This function is carried out by the aSsignniént of tasks to cells

within the groups. Cells communicate, control and sense

15 information. In general, each cell has a unique identification

- number and p'erforrh information processing tasks such as:

Y | bidirectional communications ;irotocbl”,”"iﬁbutloﬂtp‘ut, packet
processing and analog and digital sensing and control. In general,
the system comprised of the cells has __the' ch'ara_cteristic'of' :

20  storing network configuring information that is distributed
'thrdUghoth the Sysiem; and ¢ommunic§ates' ‘automatically routed

messages among cells. Each system also has a unique
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identification (ID) which in the presently preferred enbodinent is 48 bits.
Moreover, it contains versatile programmble input/output I/O circui t/&\.vm' th
digital versatile programmng to configure cells to specific sensing
comuni cation, -control and 5 [/Q analog-1/O conmunication I/O and — -
communi cations bit rate sensing. In the follow ng description, nunerous
specific details are set forth such as s i fic frequencies, etc., In order
to provide a thorough understandi ng of t%cpresent invention. It will be 10
obvi ous, however; to one skilled in the art that these details are not
required to practice the invention. In other instances, well- known
~circuits, methods and the like are not set forth in detail in order not to -
unnecessari | jegrtificdtioah ' '\ [ G Ement '
- APPLI CATI ON g: THE PﬁR‘I:EgEKIlT mgil\tlilhl OQ %rei?o?g'eaéétcm i'ﬁf‘fﬁgRgr esent t _
i nvention i njgld@ibits.an WMorsoer; it neonfaifst yeiseileaprdgeahnable | | aid in
appreciation of 200 the details to follow In Figure 1, a sinple, typical

appli cation jmputioutpbtsFO ocirtbits uwitlef digitalorversatilenprogramming tone.

I n 9 Figure I, the switch .22 is.used through the- present-invention to °
control the topfigur@3cellse tar spegific:rserSingoneoimsrenication, 2ontrokcland
connected - e ARV S

5 VO, analog /O, communication VO and communications bit rate
sensing. o R | o |
In the fdllo’ﬁﬁng descfiﬁt.i_ori;'_humerous __s_pécific_ details are /.
‘set forth such as specific frequencies, etc., in order to provide a
thorough understanding of the pre‘s'erj:,t"ihv'e_n_ti.o_n.. it will be
10 obvious, however, to one skilled in the art that these details are
not réquired to 'p‘ractica'_the invéntioh. ~In_other instances, well-
known circuits, methods and the like are not set forth in detalil in

order not to unnecessarily obscure the present invention.

15

‘Before desc’ribin_g the preseﬁt invenﬁon ‘in detail, an
understanding of a _t&pical applicatién will aid in _appre'ciation of
20 the details to folwa -. In Figufe 1, a éimple, typical appliclation” is
shown based on the use of the present i.nv_en'tio_n in a home. In



to the swtch 22. The cell is also connected to a transceiver 29 5 which
couples data onto the lines 24 and 25 Power for the transceiver and
cell -are provided fromthe power supply 30 which receives power fromthe
kineseéA and 25. For this exanple, the lines 24 and 25 are ordinary

. household wiring (e.g., 110VAC) and the power supply 30, a five volt DC
supply. The cell 27 is 10 preferably an integrated circuit which is
described in nore detail beginning-wth Figur 0. The transceiver 29 nay
be any one of many well-known devices for-recewfing and transmtting
digital data and as presently contenpl ated does not perform any processing

t 1 tted dogt; h | dvit - R RA e ke
T winin an ordPyI8yR B Sifitc 22 WEHSEY. thigiph the; ResTR indEINOH &

an el ectrical svgdrsirol e dightn@@rent .21 again may-be small enough to fit
within a typical electrical dutlet box and includes a power supply 31 and

transcei ver 33 which nFhebarfaigyerhent 20 mgﬁsest aogell 27 hwhith iswerinected
supply 30 and transceiver 29, respectively. This cell 28 is coupled to the

transcei ver 30 antg theeswitchp2. 2T e oell: lis aalsbheonnected dooaetransdeiverce9
switch 32. Cell 28 may be identical to 10 cell 27 except for progranm ng

From the cel | 28 contror e Tine Soranord 35 (o apr aro o powbr sat ton gt ch
in turn transceiver -and:cell-are: provided- from: the -power -supply 30 .which
i .r'e_ceives power from the lines 24 -and -25." For this 'éxample. the
lines 24 and 25 are ordinary household: wiring’ (e.g., 110VAC) and
. the power: supply 30, a five volt DC supply?. The cell 27 is
10 preferably an integrated- cichi{' which: is 'described in more detail
begi’r_mih'g‘with Figure 10. -The_"t_ransc_:eiverizg may be any one of
many well-known -devices forf=-receiving':-énd ‘transmitting digital
data and as presently 6bntem’plated does not perform any
processing on transmitted data. The '-e.ntire":-' arrangemént 20 may
15  be small enough to fit within: én*ordinary-w_alimounted electrical
box which- normally- contains-an- electrical switch. - |
- . -~ The arrangement 21 again may be smali enough to fit within
R ‘a typical electrical outlet”box'-' and includes a power supply 31 and
transceiver 33 which may be identical in construction to the
20 power supply 30 and tranScéivér- '29,‘-respectively. This cell 28 is
. coupled to the transceiver 30 and power 's_ﬁpp'ly .29'_as well as the
- solenoid opérat_ed--poweir switch 32. Cell 28 may be identical to
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connects the light 23 to the power |lines 34 and 35. The cell 28, 5 as wll
be seen, can provide a digital or anal og output, which can control a
rheostat (not shown) or the like, thus enabling the dinming of the |ighj.
23. The break 26 in the power lines 24 and 25 i$ used to indicate that™the

power lines 24 and 25 may not necessarily on 10 the sane circuit as -
power lines 34 or 35. As will be seen, t ranscei ver 29 may not '
necessarily comunicate directly with transceiver 33, but rather '
communi cati on between the transceivers may requi.re |inkage through anot her

cell and transcelver whi.ch repeats packets sent between the 15-

~arrangenent s Gall @4 exceph Pfgﬂmethaaﬁsa& !dﬁ%ﬂf!@aﬁﬂﬂ Bﬂﬂﬂlﬁﬁmm cate
nuner bus-di { nwhich shajt b discussed oa eﬁgd%néﬁgéﬁt 3 ol erT'th
L R o b i S 1
I |hl;er g\a/telr C caﬁﬁ%n%ﬁ h‘ﬂ '9(\}4“} gbnfﬂ:ﬁh@a?@?ﬁrt 'I‘P%%u q‘ue?é‘ ﬁh@p@gﬁgég -
the ltor anséel ﬁjgﬁ é?%%nfqéﬁmﬂaé # @P}gﬁgr EQ% s@r‘m Wﬁghcg%)qe
transmi ssi on é@ﬁﬁﬁl Y Thbystal t(ﬁa?eéhoﬁﬁﬁf% %Pﬁl}e,f ?ﬁus enabhng the |

dlmmmg of the hght 23. .
" The break 26 in the power hnes 24 and 25 is used to
_ indicate that the power lines 24 and 25 may not necessarily be on |

S

10 the same circuit as power lines 34 or 35. As will be seen, the

| transceiver 29 may ndt ngcessarily 'communica_te directly with |
t_rahs_ceiv_er '33'._ 'bu_t rather comrn_uniéétion between the
tran._éce'iver.s may require Iinké'ge. through another cell and
transceiver whii:h repeaté backe__ts sent between the

15  arangements 20 and 21,

In Figure I the transcewers 29 and 33 communicate over |
power lme_s_. - The transceivers may cornm_um_cate with one another \.J
in numerous different ways over countless media and at any baud
rate. They may, for exa:n"aple.' each fransmit and receive radio

20 fréquenc_y or microwave frequency signals through antennés. The
* transceivers could be cohnécted to a communications lines, such
‘as an ordinary twisted pair or fiberoptic cable and thus



5 power lines. Much higher transm ssion rates are possible for radio
frequency, infrared, twisted pairs, fiberoptic links and other nedia.
Cel | 27.senses the opening or closing of the-switch 22, then prepares . a :
packé(,mhlch includes a message initiating the state 10 of the switch 22; -
t he packet is communicated to the cell 28 through transceiver 29, lines 24 .
and 25, lines 34.and 35, and transceiver 33. {fhe cell 28 acknow edges the
nessage by returning a packet to the cell 27%and al so acts upon the nessage
it received by turning on or off the Ilght 23'by operating the 15 solenoid
“controlled pomer switch 3 h cell has..a.,uni que 48 bit |dent|f|cat|on
nunber (1D nunhb&OM Eﬂeﬂqﬁepgﬁr Af raéhdoeeeéent Rfqtha powerlines.

S?EEEQL'yrﬁigfﬁéﬁqegbﬁglmmt me@lclaaﬁﬁll!a@ 50 MR STPIoYaS, HAteen
o et el A3 A AEIVEEE Patiofi°ad' bhtrifed Sﬁm“%m&é*q'e

ot tor how renPkel dfsRisgoN” rhtes, ﬁﬁéc@ﬁsb&%l’e B8R, (R Bt
accesses thesi il Ange! MUER Aitheio HaHlnBshi? aibs fe pocdinielibr |

addition, the grouping device con |n 0 gro

perform group 1 €rhﬁ&0"rfe‘f.':llFéncﬁf'5rnfrarecl twisted pairs, fiberoptic. finks and
other medra _

o . | Cell 27 senses the opemng or closmg of the swltch 22 then
| . prepares a packet w_hlch r_nglodee__a rness_,a‘ge-lmtlatmg_ the state
10 of the SWitch 22; the packet is communicated :to the cell 28 |
| through transcelver 29 lines 24 and 25 lines 34 and 35, and
transceiver 33 ‘The cell 28 acknowledges the message by
returning a packet to the cell 27 a_r_r_d_ also. acts upon the message
ot received by turning on or 'off the light 23 by operating the |
| 15 | solenold controlled power switch. 32 _ _

B Each cell has a unique 48 bit rdentxfrcatlon number (1D
number) sometimes . referred to_as the cell address. In the
currently preferred embodrment -each cell as part of the

| manufacturing process, receives this _permane_nt and unique 1D
| 20 nullmber. (it cannot be chen_g_ed:_-following _m_a_nufa_ctoring.) As will
t_S_e _epprecieted. ‘with epproximately.._2'4_3_.'possible 'lD numbers, each
cell will have a unique 1D number no matter how large a network
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For the illustration of Figure 1, cell 27 is designated as "A" to indicate
that its primary function is to "announce" that is, transmt the state of
switch 22 on the network conmunications lines 24 and 25, and 34 and 35.;0n
the other hand, cell 28 i's 10 designated with the letter "L" since if'g

primary function in Figure | is to "listen" to the network and in -
particular to listen to nmessages fromcel | I n subsequent figures, the
"A" and"L" designations are used, particul i n connection with a group

formation of nultiple cells to indicate an announcer arrangenment, 15 such
as arrangenent 20 and a |listener arrangenent, such as arrangenent 21. For

purposes. of @evormesoiot practical pinpuses|cor aic matikri Now 'maay’ natworks
- transmtting or receiving data wi thout reference to transceivers. (ln sone

-cases, the tzresinterconneetedic aThengtoupingsdevice:thenkaccessesithew res, ‘20
whi ch coupl e the input/output of a cell onto a line. As wll be seen the
/0 section individuabicell éBs andvassigns: pusystemAD foheach celin fnive a
twisted pair or the like. Thus the cells thenselves can function-as a‘'
transcei ver &dditiommethegroupingedevice configuress the aelis indodgreupsecto
subsequently are processors having, multiprocessor -attributes. They may be 5
progr anmel prperfora groun elated (tungtians.o perform their required

function, such as go apotfGetrafion of Eigure f"eeh27%ls adifnated’ 48144
to indicate that its primary function is to "announce" that s,
transmit the state of switch 22 on the network communications
lines 24 and 25, and 34 and 35. On the other hand, cell 28 is |

10 designated with the letter "L" since its primary function in Figure
| is to “listen" to the network and in part_iculér to listen to v
messages from cell 27. In subsequent figures, the "A" and "L"
designations are used, particularly in "cbnh_éction with a group
formation of multiple celis to indicate ‘an énn@:’;ncef arrangement,
15 such as arrangement Zo_énd_ a lis,'ten.e'férréﬁgement. such as |
arrangement 2I. - For purposes of discussion the cells themselves
are sometimes referred to as 'tr_én'sdiiﬂing-' or recéivi’ng data U
without reference to transceivers. (In some cases, the
transceivers may be a simple passive network or simple wires,

20 which couple the inputioutput of a cell onto a line. As will be
seen the /O section of the cells can provide output signals that



14 NETWORK ORGANI ZATI ON AND DEFI NI TIONS A. Definitions 5 Cell: A cell
is an intelligent, progranmble el enment or elenents providing renote
contrply sensing and/ or conmmuni cations, that when interconnected wi'th ot her
| i ke ®lLeénments forma comunications, control and sensing network or system
with distributed intelligence. 10 Announcer:* An announcer iS a source
-of group nessages. Listener: A listener is a gk of group nmessages. (An
announcer |In sonme cases may request state inf%‘ati on froma listener.)
Repeater: A repeater is a cell which_ in additi®n to other 15 functions
reads .packets from a medium-and rebrpadcgsts them_ Goup: A set of cells
whi ch work togettan doveaactwisteds pairt oortherf li_keexa’r,_rm_se,tﬁa_ cel's themselves
controlling a set of lights) is referred to as a "group”. In Figure 2, the
group 37 has an aa_nofuu%nomns, a itranrseeivepdor ssomeamedias)  and a |istener
40. A group 38 includgs an annguncer, 38a, listeners 38b and 38c and .t he

li stener 40._Figure Z%ﬁ'le 4 a_ais_aﬂﬁagsaa&w& decdescribed subsequpnily are

listener int |
$stener tn the processors -having multiprocessor attributes. - They may be
5 programmed prior to or after.installing to perform their required
| furiction.' such as _an,,annbung__a_; _pr‘_.__lis_tener\_ and_itzok grouping

; | combinations. .



e

15 groups. If-rannouncer 37a has a light switch function, it -can control
|l ights through cells 37b, 37c and 40. Simlarly, a SMAtCh associ at ed mnth '
announcer 38a can control lights through cells 37c, 37b, and 40. 5 /7
Figure 3, a group 42 includes announcers 44, ‘45 and | i steners 46 and XT)
The group 43 shares cell 44 with group 42; homever cell 44 is a listener

- for group 43. The group. 41 shares cell 47 wi.th group: 42; cell 47 is an
announcer for group 41 and for exanple, capggpnounce to the listener 48 of
group 41. Cell 47 also 10 operates as g | ener for group 42. A single -
cel | as shown may be an announcer for one group and a |istener for another
group (cells are programmed to perform:these functions, as will be '
di scussed). However, as presently" contenplated a S|ngle cell cannot
announce for nore than one group. 15 (In the currently pref'erred
enbodi nent each cell has three |nput/outpuf pairs.of l[-ines and a sel ect

line. Each IRETWOR f gines may be used -
K QROATZATION' ANDO DEFT regbﬂr

|ndependently for sonme functions where t ared resources do not
~conflict. InagthepefifRiongs. the lines are used as pairs. In this 20
exanple, a pair of leads fromcell 27 are coupled to a light switch and .

another gair are Qusitt f & cediignim dnteltigehtoPprogrammanies Slenetit 0?7 )
| elements 'providing"re'mote' control, sehsing and/or "
communications, that when rnterconnected with other like U
elements form a commumcatrons, -control and -sensing network or o
system w:th distributed mtelhgence |
10 Ann_o_ungg; ‘An announcer is a source of group messages
Listener: A listener is a sink of ‘group messages. o )
(An announcer in some cases may request state mformatxon |
from a listener.)
B_enga_t_e_[ A repeater rs a cell whnch in addition to other
15 fuhcttons reads packets from a medium and rebroadc_asts them.
Q;Q'JJ.D. A set of cells which work together for a common
“function (for example a switch oontrolhng a set of hghts) rs
referred to as a group _
| In Frgure 2, the group 37 has an announcer 37a. listeners
20 37b, and 37c, and a listener 40. A group 38 includes an announcer
38a, listeners 38b and 38c and the listener 40. Figure 2

illustrates that a single cell (cell 4'0) may be a listener in two



16 Subchannel: In Figure 4, a first plurality of cells are shown

communi cating through a common medi um such.as a IMASted pair 50 (cells are
shown as "C', announcers as "A" and listeners as "L"). This (e.g., tw sted
pair\§9) is defined as a -subchannel, that is, a5 set of cells all of
“which communicate directly with one another over the same nedium A .
br oadcast by .any nenber of the subchannel, such as the cell 49, wll be
heard by all nenbers of that subchannel overlgﬁf tw sted pair. 50. channel
A channel conprises two or nore subchannel s where all the cells
comuni cate using the sane medium In Figure 4, another plurality of cells

mun usi ahne LgY |
are shown coup ﬁwﬁm anglbb Jtitidr 87af Aag lehgﬁ(’%‘llﬁfclf‘fbhbﬁahe it dgsume

cells 56 and 5 et ween one anot through a twi $ted pair 72.

They formyet Wrdug eelise |37, 2376cantiedOw tSirhitarlys a tswittred
pairs 50, 52 and 72 co I se a S|ngle channél. Lt is possi bl e that -the

twisted pairs 5st§8|aated wWithranmoencent3sa @an toorstrel lights througineells
subchannel $0 so far apart fromthe second . subchannel 5 that the-only -

comruni cati ons §PeWdFb,sahdgDnel s is over the portion.of the twisted pair
72 running between cell's 20, .56 and 57. I'n this case the cells 56 and 57

are assi gne§ to be rémefigere"3; a grotp Aﬁnnclud/eatmmuooela 4f4un45 |ar|d t hey

may serve (e.g., announcer or listener). -
'llsteners 46 and 47 The group 43 shares cell a4 wnth group 42,

) _however, cell 44 rs a lrstener for group 43, The group 4| shares
N cell 47 with group 42 cell 47 is an announcer for group 4| and for .
-example. can announce to the lrstener 48 of group 4l Cell 47 also
10 -operates as a Irstener for group 42 A srngle oell as shown may
- be an announcer for one group and a llstener for another group "
(cells are programmed to perform these functrons. as will be
- discussed). However as presently contemplated a srngle cell
‘cannot announce for more than one group -
15 - {In the currently preferred embodrment each cell has three
input/output parrs of hnes and a select Ime Each parr shares a
() D - common - set of resources The lmes may be used rndependently
| . for some functions: where the requrred shared resources do not.
“conflict. In other functions, the lines a_re-used'as parrs._ ln this
20 example, a pair of leads from cell 27 are __ooupled to a light
switch and another pair are used for communications from the

“announcer, cell 27.)



17 A group 55 is illustrated in Figure 4 which conprises an announcer and
listener in the two different subchannels. Another group 75 is illustrated
conprising an announcer on one subchannel 51 and subchannel 52, mherezgnp
subchannel s are not- part of the 5 sane channels since they use differeft
medi a. Gateway: A gateway reads packet s fr'd%%mo di fferent nedia -and :
rebroadcasts them A cell may be a gateway muni cati ons bet ween channel s
is through gateway 54. In Figure 4, an additional subchannel which
includes the cell 10 58 is coupled to another medium 51, for exanple, a

- common power line. The cell 58 is shown connected to channel gateway 54
which in turn comnﬁnbﬂihaﬂnaf im&Figure aoapfirst pluraiihe Qacel?mamsbew
ather for t nEBARUSIFALEE BRME e COMBanoMediin SHED BScA-MEted Rafay
- Sunnetuor s nBO0 VRS ok S B S S URGerS 8k AT SR IStAnE s, as o1y,
home. may have e & ”!vg%tsmFﬁé'reéﬁ?p'rﬁgﬁﬁrspéggt §chiRhRonsl i,
ey be paré “bet "6t “Gfs At "6t WhitH " cofithuhicate’ *Eité‘ctty WRABne andtheP-
- over the same. medium. A broadcast by any member of the
subchannel, such as the cell 48, will be heard. by .all members of
that subchannel over the twisted pair 50. N '- M
| Channel: A channel oompnses two or more subohannels |
10 _where all the cells communicate usrng the same medium. In
Figure 4, another plurality of ce_lls are shown coupled to twisted
'pair 52 forming another sUbohannel Assume cells 56 and 57
cornmumcate between one another through a twisted pair 72.
They form yet another subchan_nel. The cells assoclated with the
16 twisted pairs 50, 52 and 72 comprise a single channel. Itis
possible that the twisted .pairs 50, 52 .and 72 are one continuous |
twisted pair with one subchanne! 50 so far apart from the second \J/
| subchannel 52 that the only communications between subchannels
is over the ._po,rtzon- of the twisted pair 72 running between cells
20 € and 57. In this case the cells 56 and 57 are assigned to be
"repeaters” in addltlon to whatever other function they may serve
(e. g announcer or listener).



Ful | Network: A full network may conprise a plurality of subnetworks each
of which has a different systemID; a communi cati ons processor is used for
exchangi ng packets between subnetworks. The conmmunicati ons processor
trangl ates 5 packets changing their 'SySteHEUE addr essi ng and ot her
I nformation. Two factory building may each » their own system | D, but.
control bet ween the two is used by changi ng system | Ds. (The word
"network"” is used In this application in its nore general sense and
therefore refers to other than a full 10 _network" as defined in this

h.) Qher t d re:.Ptqbe_Packet ket ted by
Dok b ki ch ‘accun BEUB 55 15 dBRBIER dnCRIGHTS wmsﬁiﬁeﬁtmﬁs"ﬁ%%n ne

o T out es  aonaRBPBCBodn e, if P8 B Siare R ShBcRaRR At RGEY
et rocs rardEHS o 18 HIASrbR BotiHingaR AnfRERchY of B8 Susadhel,
and hei =1 9124, ABCH{BKanng) £ SypEF e EIBNARNeis afé hat B Stthe ©

a group by a p
' 5 same channels smce they use dlfferent medxa

Q_atmx A gateway reads packets from two different
- medla and rebroadcasts them A cell may be a gateway
| Commumcattons between channels |s through gateway 54.
In F‘lgure 4, an add:txonal subchannel whrch mcludes the cell
10 58 |s coupled to another medlum 5! for example, a common power
line. The cell 58 |s shown connected to channel gateway 54 which
— | B m turn communlcates wrth the tw:sted parr 52, The gateway 54
| does not necessarlly perform elther an announcer or listener
"functlon. but ‘rather for the |llustrated embodrment performs
15 -only a channel gateway functzon by provrdmg commumcatnon
o between two. dlfferent media. | | |
,S_u_b_etm A subnetwork compnses alr the cells having
the same system rdentnfrcatlon (system ID). For example, all the_
' cells in a sxngle famrly home may have the same system ID. '
20 f Therefore the channels of Frgure 4 may be part of the same
subnetwork in that they share the same system ID



~device. Assume that the plurality of cells shown in Figure 5 are all 5
~connected to comuni cate over the power lines in a hone and are part of the

sanme channel . Further assunme that one cell, announcer 60, is to be grduped
with the listener 65. The |ines between the cells such as line 59 is used -
‘to i ndicate which of the cells can conmmuni e directly wth one another,

for instance, announcer 10 60 and cell 61 n comuni cate with one -

another. (Cells 61, 62, 63, 64 and 66 of course nay be announcers or -
| i steners in other groups, but for purposes of explanation are shown as "C'
in Figure 5.) Since announcer 60 and cells 61, 62, and 63 all conmunicate -

wi t h one anot her, Y Né§ ehks 62,
64, 65 and 66 are Mhanngi EW?‘@'O‘E‘%‘?’{%%% %hstgl #
Figure 5). | subrietwdrks eachyof whitho HEsa fiﬁffardnt ﬁm IG5 g@re in

di fferent subchannel s of 't he channel of Figure 5 af e numer ous

routes by \Ahlodmmmmms:?robeseossisdusedw@ﬂm Eeckets ener 65,
for exanple through cells 61 20 and .64 or through ce nd 64, etc.

Not e that evéetweemhsabhetworks! | She eomnmunreeaimsnczprmessoreva@fslates

house, they may not communicate directly with one not her. For
i nst ance, 5t h@packetsnchangingdheir system: 1D, ra:ddresdrnghand otfter coupled to

the Iistener rgfr’ortrrrr]aggrgth l'l%% lfaegt%trcsbgrldm;; may each have their own
system ID, but control between the two is used by changmg
system IDs. (The word network" is_ used in thss apphcatron in |ts
more general sense and therefore refers to other than a "full

‘10 network" as defrned in this paragraph)

o

Other terms used later are: - | | N\
Brobe Packet: A packet routed by ﬂoodrng which |
" accumulates routing informatron as it travels through the
network ' _
15 G_Qup_mg_D_uyg_g,_ A devrce that controls determrnatron of
| routes among cells assigns ceﬂs to groups, and assrgns function |
to group members. _ - . _ u :
Contention: The state which exists:uvhen-' two or more cells
~ attempt to transmit a broadcast on the same subchanne! at the
20 same time and their srgnals mterfere



wire running the length of a hone and a | ow i npedance bus bar of a circuit
breaker panel. The high frequency communication 5 nessages nmay be.
sufficiently attenuated through this path to prevent direct conmunications
betwegn/cel | s even though they are physically close to one another. For the
following description,. it is assumed that each of the cells can broadcast
wi thout interfering with the broadcast of. 10 her -cells. That is,
nmessages do not interfere wth one anot her . %)case where sone contention
occurs is dealt with under the protocol. sectiod of this application. In one
enbodi ment , - the group: of announcer 60 and: Ilstener 65 i's formed by using
t he groupi ng. devi ce shown in Fi gurer2{ efore this group is
formed the announcer 60 and | i stener | not de5|gnated
to bé an announcer Qulld iAdfiAfed H5tiBFp @ .
uni que 48 bit system : ' . - y pre.erred
enbodi-nent a 48 gevigminber is used): In the presently preferred 20 . -
enbodi ment, "a ce i's included with each gfouping device. The cell's ID .
becones t he systAssume Tthat thestpt&telltyaot cells shaummhasrgurml&qlm'esaﬂt em
| D. By way of exanple, each:hone has its ~ 21 -own grouping" device and
hence, "its ofn. soemeeoled torcommemhate \mrersthe;@ower irneshmna home apdtare
IDis used in ceI

part of the same channel. Further assume. that one cell, announcer_

60, is to be grouped with the l_ustener 6_5, _ -The-- lines between the

S | cells such as line 59 is used to f‘indic'ate whichof the cells can .
commumcate directly wrth one another. for - mstance. announcer
.10 60 and cell 6! can comrnumcate wrth one another.- (Cells 6l, 62,
63, 64 and 66 of course may be announcers or lrsteners in other |
groups, but for purposes of explanatron are shown as "C" in Figure
'5.) Srnoe announcer 60 and cells 6, 62, and 63 all communicate
| with one another, they are on the same ‘subchannel. -Similarly, '
15 cells 62, 64, 65 and 66 are another subchannel. -“"('Th'ere are other
| subchannels in Figure 5). !mportantly. -however, announcer 60 and |
U  listener 65 are in. different subchannels of the- channet of Frgure 5 |
' - . and there are numerous routes by which a message can be passed |
from _announcer 60 to listener 65, for example, through cells 6l
20 and 64 or through cells 62 and 64, etc. '
Note that even though all the cells are on the same power

system of a house, they may not com_mumcate directly with one
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packets for the subnetwork. In this exanple, the grouping device has

avail able the cell IDs of cells 60 and 65. (Various methods of 5 obtaining
cell IDs will be described later.) The grouping device is connected te cell
60 by .comruni cating through one of its three pairs of input/output (1

| ines of the cell (or the select pin) and t he grouping device reads the 48
bit 1D nunber of the cell 60. (Different nmejppods of 10 determining the
cell's IDs are described in the next secti The groupi ng devi ce next
generates a random bit binary nunber which in the presently preferred
enbodi nent is 10 bits. This nunmber functions as a group identification .

purber (ol 20 BAEMAET FO, Mol Be aRGAR) 40 mal) bl gHPoRgERaR 10, e

announcer 60 and I'i st ener groupi ng eV|c IS nunber

against ot heryfehiris! Bniyfésiipled hastis distene §@§§gﬁ“§ﬁr eaa@ et

the group ID s previ ously been used. 17 1t.

gener at es anoww ruumnq the(ldngithobf aghcm randifa/tm :rhpédahaaabas tsa:em

track of all the group 1Ds assigned in a single 20 hone.) The grouping

devi ce progr agscirbaitcbréakér gpamalnatThe highafretjuenty wommunicalion gr oupi ng
device may cause the announcer 60 to broadcast the group nunber in-a .

speci al p#ckemessagessimayaibe suffisiently rattertated thooaghn this patht te
nmessage if they have been designated as. a nenber of this group. This is
another way prevent direct: communications between cells even: though they
are physwally close to one another. "~ ' |
_ - For the followmg descnpt:on |t is assumed that each of the u
cells can broadcast without mterfenng wnth the broadcast of
| .10 .-other celis. That is, messages do not mterfere wnth one- another.
‘The case where scma contentnon occurs is dea!t wnth under the W
.protocol section of this application.
~ In one embodlment. the group of announcer 60 and hstener
65 is formed by using the grouping davu_:e shown in Figure 28.
15 Note that before this group is formed thé announcer 60 and
listener 65 are ordinary cells, not designated to be an announcer
‘and listener. Each grouping device may be assigned 'a_' unique 48 (¥
bit system ID at time of manufacture (in the p’ressntly preferred
embodimént a 48 bit "n'umbe'r is used). In the presen’t’ly preferred'
20 embodlment acell is mcluded with each grouping device. The
| cell's ID becomes the system ID. This assures that each system

| has a unique system ID. By way of exa_mple.'ea'ch home has its



5 to-verify that the group I D has not been used. The groupi ng device now

determ nes the I D nunber of the cell 65. This may be done by connecting:-the

groupi:ng devi-ce directly to the cell 65 even before the cell is installed

or by\avher nethods di scussed in the next section. (A cell and a group 10

can be assigned ASCII nanes, for exanple, "porchlight (cell nanme) and -
“exterior lights" (group nane) This is used t?& | | ow sel ection of cell 1Ds

or group IDs by accessing the ASCI|I ‘nane. Now @ groupi ng devi ce causes

t he announcer 60 to transmt a probe packet. The probe packet contains the

I D of cell 15 65. The packet directs all cells receiving the packet to

d di h
ecetving the proBY p;@E*’PP“‘@p e Wangh! s’ R s afl 1B Kdr he
own | D number. Eaghpy E!ﬁtfhé h%nﬁ“!@ré’%&%téﬁ'hﬂ)”%cﬂgédsm gt

preventing 'a probe packet r elng repeat ed t’han once Is

described later.)p ’ébaere'forgﬁré pnetvdrke Wﬁ%%ﬁbléhtﬁegﬁrdub(]ﬁgodéwce

rout es, - i ncl udi ng’ t hose whi I n the dlagranrappear to be nost
(via cell 62) andhasoavaliabié) theecklt il of esliS 60T 66.2 (ficus metitods of
It is dssuned that the first probe - packet. to.arrive at cell 65 took the

nmost diect rcslteobltdmm tbelleIDsewmeberdéecnbedrMterr)g. (Assune that this
is via cell 62.).. Cell 65 5. receives a packet  which i ndicates. that the .

probe packet was ° The groupmg device is connected to cel! 60 by
- o commumcatrng through ‘one of its three parrs of input/output

-~ (O} lines of the <ell (or the ‘select p_m) and the grouping device
reads the 48'6& 1D number of the cell 60." (Different methods of

10 determmrng the cell's IDs are descnbed in the next section.) The
_ \J - grouping device next generates a random bit’ bmary number which

in the presently preferred embodrment rs 10 bits. This number
~functions as a group identification nurnber (also referred to as _
the group address) for_ the group comprising the announcer 60 and -
15  listener 65. The grouping device checks this number against |
other group IDs which it h'as"' previously assigned to determine if
N - . . the group ID has prevrously been used lf 'i't has been already used
it generates another number. (A smgle grouping ‘device, for
" instance keeps track of all the group IDs assigned in a smgle
20 home) The grouping device programs the cell 60 desrgnatmg it as
an announcer. T o



transmtted by cell 60, repeated by cell 62 and intended for cell 65.

The ot her probe packets received by cell , 65 after this first pacget

are discarded by cell 65. Cell 65 now transmts an acknow edgenent Kg;k
to 10 announcer 60. This -packet includes the routing of the probe!
‘packet (e.g., repeated.. by cell 62). Th acket directs cell 62 to

repeat the packet to confirm. its, recei Af ter announcer 60 receives
the acknow edgerent packet for cell 65 it determ nes that cell 62 nust be a
_.repeater. The 15 groupi ng devi ces causes announcer 60 to send a repeater

ar oup manber and. oo fivice inal ketiGe, el SARlrier 6 1ol gEQS -
opet o or "BFbEBcRSt, thBgPoag umber i 8 SPac] babkel WhBACESKY, By 1°°
ressage s 5&8f|f‘°f£'ﬂ1§2&%‘t’%ﬂt 8" aRrisjuieage’ q@ee%gsr e e cc

repeat ed= by cée sighating ce ener, causi It to..act

upon messa0ehebfl designatet saf 8UdrBEY SIS M T PhRUS ERipANEr r‘r”e%fer

gr oupi ng deV|ce assi ghs nenbers a nenber nu h i1s sto .
cells. Thp oteuerify tivai the bedhaeqva beempeedin Figure 8 by 5 steps

or bIocks 68 through 72. Block 68 illustrates. the
The grouplng device now determines the ID number of the
~ cell 65. Thls may be done by connectmg the groupmg device
- directly to the cell 65 even before the cell is mstal!ed or by \J
_ other methods drscussed in the next sectron (A cell and a group |
10 can be assrgned ASCII names, for example. porchhght" (cell
- name) and extenor hghts (group name) Thrs is used to allow
f'selectron of cell le or group IDs by accessmg the ASCII name.
Now the groupmg dewce causes the announcer 60 to
| transmit a probe packet The probe packet contains the ID of cell
15 "65 The packet dxrects all cells recewrng the packet to repeat it
~ and directs cell 65 to acknowledge the packet. -_E_ac_h cell
receiving the probe packet repeats it 'and adds to the repeated
packet its "oWn ID nurnber Each celt only rep.eats' the packet once
(the mechanism for preventmg a probe packet from being repeated
20 more than once rs described Iater) |

~

_ The_ cell 65 receives the probe packet through numerous
routes, including those which in the diagram appear to be most



broadcasting of the probe packet (e.g., cell 60 transmts the initial
probe packet- to all cells). The packet includes the address of a =
destination cell. As the packet proceeds through the:network, the packet
and akcunul ates the . I D nunbers of those 10 cells repeating the packet
(block 69). Block 70 shows the acknow edgenent (reply) to the probe packet
~fromthe destination cell (e.g., cell 65). Th acket returns the ID
nunmbers of the repeaters contained in the fir ecei ved probe packet. _
Repeat er assi gnnent packets are sent out by the 15 announcer causing each
repeater to rebroadcast packets for the group; this is shown by bl ock 71.

Final | y, h > adyh |t g 6 LSyia
desi gnat ed as a STSEL P CelF 82 EndC ot gt Brp BAGRT Tof etaflor via .,

ing devi ce. b | ' wabieNn itgg 20
devi ces. for ool &l HRY P6asEIE assitfdling HaHirét crbpe"pacREPE] =0

type is a deviceafrfial &t ERNUBECtOORtHE FROLP difetdsfdute avld Js {thetbfanes the -

Anot her type of preinstallation grouping device I's one that a retailer

or other cell vesfEferrgy mﬁgo Kssumectiat IMSQFSJW..M‘_ @®2)i.ngefll 65t i on.
A groupi ng device assigns a cell to a group-and assigns the cell's

function(s) 6or teueivesoappatket which indidates dhatithel probe packeb wasystem
IDto the cell. The system I D assighed by a preinstallation grouping device
i s not necessarifransmittequby cell 60, . repeated by cell. 62 and - intended for cell
'  65. The other. probe packets received by cell. 65. after this first
~ packet are discarded by cell 65. | | | |
Cell 65 now transmits an. acknowledgement back to.
| 10 anno,uhger-ls,o,__._EThis.__ paélg’_.e,.t.-.._int:.lud_ee_s_.-.,the- routing of the probe
~ packet (e.g... repeated. by cell 62). The packet directs cell 62 to
~repeat the packet to confirm. its,receipt. . ... . |
~ After announcer €0 receives the acknowledgement packet
'for_lt.:_ell 65 it detefm_ine_s that cell. 62 must be a repeater. The
15 grouping devices causes announcer _sd..tq. send a repeater .
| assignment packet which includes. the unique ID number of _cell_
- 62, the gro'u;-:.nurnber and a message which informs cell 62 that it
| is assigned a re_peater' function for the.,g,roup-..'j‘_This causes cell 62
| to.rep'eat all those packets for the. grbup__ comp‘rising' annpuhcer
20 cell 60 and 65. Another message is sent from announcer 60 under
control of the grouping device repeated by cell 62, designating
- ca_!l 65 _aS__ a listaner; causing it to.act upon messages for the



system I D. (Postinstallation grouping devices assign a unique systemIDto
each system) One nethod that may be used by preinstallation'grouping 10

~ devices to generate a systemIDis to choose a systemID froma range”

the 48 hit address and system | D nunbers that have been set aside for se

. as-preinstallation system|Ds. Just as the IDs in the range 1-1023 .
have been set aside for use as group IDs ané?gLoup addresses, the cell IDs -
in the range 1024-2047 can be 15 set aside r. use as prelnstallatlon

systemIDs. It is desirable that grouping devices and ot her network control

devices be able to identify preinstallation systentIEB as opposed to

postlnstallatlon sy Slnce ostlnstall tem1Ds are enerated
by copying a &Bﬁﬁbﬁ @rﬂﬂpemﬁf“ anglgggﬂf&?mﬂgtqﬁvﬂgnge set
asi de for prelnstall stentID Ther fore range
woul d not be §§§f9ﬂ§d}1 a me Fi er WBEL‘I #@@i hjolnégﬁtpe!ets

t hat have beegﬁﬁ aSS|gned to a group by the manufacturer. The type of
preinstal Lati B?ouplng device used by the manufacturer assigns cells to

2o oo T AR a0 iaﬁshgperaba&qurﬁwrw
asst gnments by <feR@Shi bk BBOMAYPTE IBI6AE €8 HLgRdEEadNe e set of
- . broadcasting of the probe packet. (e g . cell 60 transmits the
initial. probe packet to all cells). The packet includes the address \J
of a destmatlon cell.. As the packet proceeds through the
 network, the packet and accumulates the ID numbers of those
- 10 cells repeatmg the packet (block 69). Block 70 shows the |
~acknowledgement (reply) to the probe packet from the »
destination cell {e.g., cell 65). This packet returns the ID o
numbers of the repeaters contained in the first received probe
packet. Repeater assignment pac'kets'_are_ sent out by the _
15 announcer causing each repeater to rebroadcast packets for the

group; this is shown by block 71. Finally, as shown by block 72,

the destination cell such as cell 65 is designated as a listener.

There may be several types. of preinstallation grouping
20 devices, for example, see Figure 28 for a device which may be
used. One type is a device that a manufacturer uses to preassign
cells to groups. Another type of preinstallation grouping device



subchannel. A user may assign cells to a group at the time cells are 10
purchased or at any other tine before installation. Such cells, unlike the
case pfevi ousl'y discussed, are not assigned to groups by the manufacturer

and - cal | ed unassi gned cells. Unassigned cells all have the same system
| D, a System.| D number that has been set asid r use only by unassi gned
cells. 15 The user assigns a set of cel 2, a group by using a

prei nstal | ation grouping device that nay be different fromthe :
“preinstallation grouping device used by a manufacturer. Typically, such a.
groupi ng devi ce j¢ bneothatt® retaitere or cdthert call tvetrdorT tapnssettor assigmiotdls
the grouping device to generate a_.20. new groeup..ID and system|D and then
each cell is contuacgmhps bbﬁomba\mstallahdmrn The operator comrands the

groupi ng device to assign a cell to the group while the cell is connected
to the: 27 groupi ngﬁdgroopmgldemotasslmsieauoedi tc <@ groupeand assignarthe
group | D and system ID until it is-conmanded.by :the operator to generate a

new group | D andcell'st function(s)efars thathrgyoupst Ahe grouping «device may 2alsad
it will operate 5. wthout use of a postinstali-ation- grOUpl ng devi ce _
provi ded t hatS t hassign & systerm Hitoc ellcaTbevsysterai iy assignechdyha . 3.
Unas__SI gned cell Sp%:%‘é‘i'aﬂgng?:dg?&':&néss evice nuts r\tfotterneoessanly a unique
system ID. (Postmstallatron groupmg devnces assxgn a umque
system ID to each system)
One method that may be used by prernstallatlon grouplng
10 - devices to generate a system ID is to choose a system ID from a
range of the 48 bit address and system ID numbers ‘that have been
set aside for use as prernstallatron system IDs Just as the cell
IDs in the range 1-1023 have been set a5|de tor use as group IDs
and group addresses, the cell IDs rn the range 1024-2047 can be
15  set aside for use as premstallatlon system le
o ltis ‘desirable that groupmg devnces and other network
‘control devrces be ab!e to |dentrfy premstallatlon system IDs as
N opposed to postunstallatron system le Smce postinstallation
sytem IDs aré generated by copymg a cell lD cell IDs should not
20 be- asslgned in the range set asrde for prernstallatlon system le.-,
Therefore, ID numbers in that range would not be assrgned to

cells as cell IDs.



Installation. Unassigned cells may create a- group and assign thensel ves 10
to the group after installation in the follow ng manner. The first .
announcer cell that is stinulated via its sensor input (e.g., light”
switch) controls the group formation process. It chooses a systeanD\Hdnber

- at random fromthe range of system | D nunb t hat have been set aside for

preinstallation grouping 15 devices. It c s a group 1D .nunber at . .
random It then broadcasts the group ID nunber in a packet that requests a
~reply fromany cells that are nmenbers of that group. If the transmtting
cell receives any such replies, it chooses another group ID at random The

cel | continues thi Calisondy by soid dAtsele thatOhaveresh preassigheddot ast i ng

to see if it is already in use until it finds a graup I'Dthat”is unused in

the system i rgrguptby tthes manofdctacer. - The type ofupedinstallationegrolping

configuration information.programed at the factory identifies its function

as either a |deviceeused by themmanefacturer fassignsscelisdocgroups by .
announcer’, it waits for its sensing input to be stinulated, and when it is

5 stimlat edwriting dhiel appropriate sodeskintodtiec cells' tmnvglamle memany. _
~unassigned cell is a listener, it listens after power-up for a packet. The
“cel |- t akeB ‘'t hBher uspr | may: installesuchsa satioft cellsrandi it cwilhroperade gns
tself to t-har}vrt%ro%lipas;?gen&eelnt tbi}e% s'pet'anso{rsns'callatron grcuplng device
- provided that the set of cells may cornmunrcate_ via a single .
subchannel. __ _. | ) | u.'
| A user'm'a'y assign' ce!!s tc a'grcup at the tirne cells are
10 purchased or at any other t:me before rnstal!atron Such cells,
unlike the case prevrously dlscussed are not assigned to groups -
by the manufacturer and are ca!led unassrgned cells. - Unassrgned
cells all have the same system ID, a system ID number that has
been set asrde for use cnly by unassxgned cells.

15 The user assugns a set of cells to a group by using a
premsta!latron grouplng devrce that may be different from the |
premstallatrcn groupmg devrce used by a manufacturer. v
- Typically, such a grouping. devrce will operate on one cell at
a time. The operator commands the grcupmg device to generate a

| 20 new group 1D and system ID and t_h_en_ each cell is connected to the
device in turn. The operator commands the grcuping-_device_tc

assign a cell to the group while the cell is connacted to the



reply to the announcer cell. This reply is not an acknow edgenent 10 only.
packet; it is a packet that identifies the cell as a listener in the group
and t he.packet nust be acknow edged by the announcer. This assures that all
of thwl stener identification packets will arrive at the announcer even

t hough there will be contention and collisiqgpg_in the process. 15 The
cell that transmitted the group announcenent 7 lds a |ist of group nenbers
as each reply cones in. It then sends a pack to each |istener assigning
that |istener a group nmenber nunber. 4. Unassigned Cells Joinind '
Preexi sting G oup After Installation. 20 : Unassi gned cells nmay be

added to existing syste and i gned to a- rpuplnaman er.simlar to -
t he above net ho.? g aﬁgﬁnggﬁe‘éﬁlﬂ% dgvioe, @ssignsg F@F%n?é?aﬁﬂme t he

Zi:ﬁrﬁ{”ea”g 2 O GBI s Z‘s”fssgﬁt?@?pﬁﬁr i é%seﬁfé%%@@?yofhsﬁaéfg pf 16"
fret Socei wod PADELRE & RehBeobd JOLER BB B cnt that occurs firat
timiated firse, ot qonans ey BeR SRt 3 RS ot Bells; abet oW qparate
above exanplg?. {itHdift YW GFY pitinstaliation grouping dev:ce ‘provided that

the set of cells can commumcate via a smgle subchannel.

| 3.
-~ Installati : |
-~ Unassigned celis may create a group and assign themselves
10 to the group after installation in the following manner.
The first announcer cell' that. |s stxmulated via its sensor

mput (e.g., light swn_tc_h) _controls the group formation process. It
chooses a system ID number at randoi'n from the range of system
ID numbers that have been set aside for preinstallation groupmg
15 devices. It chooses a group ID' number at random. It then
broadcasts the group ID number in a packet that requests a reply
— - from any cells that are members of that group. If the |
: transmitting cell receives any such replies, it chooses another
group ID at random. The cell continues this process of selecting a
20 -randorh gfoup ID and testing to see if it is already m use until it
o fmds a group ID that is unused in the system in Wthh it is
operatmg |



10 receives a group packet first, it joins that group as an announcer. It
then sends a packet to the group announcer requesting configuration o
i nformati on about the group (group size, nunber of announcers,etc.) ahd,the

assi gnnent of a group nenber nunber. 30 C. METHODS OF | DENTI FYI NG »CELL
FOR GROUPING In order for a grouping device to go through the steps _ ‘
necessary to forma group or add a cell t group, it nmust know the I Ds of
the cells to be added to the group. The g ing device 5 then uses those
cell IDs to address commands to the cells during the grouping process. The .
‘met hods that a user with a grouping device may use to obtain the cell IDs

are listed below. Note that a grouping_ device or other control device's
~ability to commnNht@&SS!ﬂ@gecB I'sn defaultoiconfiguratiempinformation | i mited
by security 10 procedures if used. The security procedures,. |imitations on
comuni cat | (PEOGraMmMad | at thes Jacteny, identifies itsi funclionoasheithessant :

AT it o Sassuacers o et thl i daksebugger ® "
SRR TOMEESER DILHEND (g T e R
cell- Thg ' iRiIGed R &8 HEnSRITS 4 Packet3ddrEssbl®tS"a dfoup.
If an unassigﬁed 'celll_-' is a listener, it Iist'_ens"after power-up
for a _pég:ket. _The cell takes tha"grcup.- ID from the first packst it W,
receives and assigns itself to that g}oup. The cell ihe‘h:sends a -
reply to the announcer cell. This reply ‘is not _ah 'é_cknowledgemen{.
10 only packet; it is a packet that identifies the cell as a listener in
the group and th_e packst must be 'aékﬁoWlédged by the announcer. o
This assures that all of the Iistenei_ iﬁentifit;ation packets will
arrive at tl'_ie announcer even though there will be contention and
collisions in the process. - o o
15 The cell that tr'ansmi'tted"the' group anhoUhceme'nt bui!d's a
list of group members as each reply comes in. It then sends a v |
packet to each listener assigning that listener a group member
number. . S

20 Unassigned cells may be added to 'existing systems and
~assigned to a group in @ manner similar to the above method



cell package and then send a nessage to the cell requesting its ID. 20
Physi cal connection can be used to find a cell's ID either. before or after
the celd is installed. Known neans can be used (e.g., a fuse or a
prograpned di sabl e command) to allow a user to disable this function in an
installed cell to protect the security of the system 2. Selection of the:
Cel|l Through Use of Special Pin The user may use the grouping device or
sonme other 5 sel'ection device to physically ct the cell by stinulating -
a cell input pin that has been-designated to % e the selection function.
The groupi ng devi ce communi cates with the cell through the nornmal :
communi cations channels and sends a .broadcast message  requesting that all
sel ected cel | s rdiscussedhin Sectian 3 iahove. OA \iisteaer doins theesystem and a
only that cell will reply to the req't_ljest .. Physi.cal selection can be used
to find a cel |_-_sgnqymibm¥hetﬁaaraam_adt@s in iRection 3 above:al | ed. Again; a
neans. can be provided,to.allow a user to 'ﬂi-sa-bl e this . feature to-protect
the security of the slRiia@ abovesexampia, Ahe AppEUNGerpvaitsote be Etisngiated
Cells It is assuned,in this exanmple {hat ASCLI. "groups” .and "cell)' nanme _
have been previ 8l S SANFRLIINRIL hABcknassianed Aiouncek waks for o st

e Sl | BacknShy Pl RS S R e BBl s eSe
using the groupigg, 9gvefts, e event that occurs first détérmines the -

subsequent actions of the announcer cell. =~

-~ If the cell is stimulated first, it controls a group formation
‘process just as in the above example.  If thé announcer cell
10 'race,i\'r_e's ‘a group packet first, it joins that group as an'anno_u’nber.
\/ It then sends a packet to the group announcer requesting

configuration information about the ‘group (group size, number of
announcers,etc.) and the assignment of a ‘group member number. -



user selects the nane of the group that is believed to contain the target

cell. The groupi ng device displays the nanes of all of the cells that
are in the group and their assigned tasks (announcer | i stener, repe Efj)
The user selects the name of the cell that is believed to be t he targ

cell. If the selected cell is an announcer, thé grouping device 5 pronpts
-the user to activate the announcer by stimml ating its Input. For exanple;

if the cell is attached to a light switch Jser turns the switch on and

off. .The cell sends announcerent packets to the group. The grouping device
- listens to the comunications channel and di scovers the group and nenber 10

numbers or other codes of the actrvated announcer 1f the selected cell is
a listener cqhl ME"’F! stpq qﬁ “q using the
group and nenber n rs for ressrn connan [ ggle its

out put. For exanpl I I flash on
aﬁdpgff Thi lerSrp Ig‘i ogavrg?[fﬁ(racﬁsdemg ée LQ?ohéﬁﬁﬂlsd Pect ecpst he :
correct cell nedussryuty formea gm@pmbaadpactsen ‘lﬁuﬁ'@!b OitPmiysl

nunbers for addressrn to the Target cell with a_.conman for the target

cell- to retuthel lBscmﬂ thé RellEhto beoaridenl ¢ \theegroup. kPhe grougiagodévice and
can proceed with the group assignnment 20 process. Querying .names is used
to find 65celthe$1 uSescthose welhiDsr to raddress commands to the cells during
the grouping process. The methods that a user wrth a grouping
device may use to obtain the cel iDs are listed below. Note that vy
a grouping. device or other control dthcé's ability to communicate
- with a cell m the followmg example may be lnmnted by securrty
- 10 procedures if used. The security procedures. hmrta rons on L
' communications and levels of secunty are not critical to the ~
present invention. The following example assumes that no
‘security procedures are in place. In particular, it may be |
~ impossible for a grdup_ing device to communicate with installed
15 cells unless the grouping device has the system key (system ID |
and encryption keys.) L . o U
1. ~ Direct connection to the cell. | |
- The grouping device may be ¢onnected to an /O line of the :
cell p_ackag_e and then send a message to the cell requesting.its ID.
20 Physigal_ connection can be used to find a cell's ID either before or

after the cell is installed. Known means can be used (e.g., a fuse



cell is install ed. 4. Stinmulate Goup. This nethod is used in a network
“in which group and cell ASCII names have been assigned. The user commands
the grouping device to wait for the next group announcenent. Then the user
5 stANuilates the announcer in the group of interest. For exanple, if the
announcer is a light switch, the user throws- swi tch. The grouping-

devi ce hears the announcement packet and extr the group ID fromit. The
user may verify that this group IDis for the desired 10 group by causing
the grouping device to send packets to all of the group |listeners

commandi ng-themto toggle their, out The user verifi-es that |t is the .
desired group byOS@ &g{gmmedaeﬂs%b gpmmand) §9eﬁg¢wcél user:io désémﬁl this
if the group ?SIStS of Ii t he ht fl ashes

how usi hg that oRanslion in s IpsBliadcE elgvtpcergmd SeGURRCIa, tHE system.
O rest T L ouad " TRETBE wcriééacﬁie Gl "rhbSugh uss Bs SrdelalcFiE |
know ng that cell" s, | Bg e RESEHe i URGuBR Relhd BLIEOEERAEES:  2°
Wi th chlesggg;e; gefdAEf agyicH Go" ByRILAI FdleEr'he baI By diftnifiiy A"t
o ce!l mput pin that has been. designated to serve the selection
functson.. The groupmg devnce,x.commumcates_ with the .cell
o~ o through the normal communications-channels and sends a
broadcast meSSag'e- requesting: that all selected cells reply with
10 'their.-ID.'_. -Only one cell is selected: so-only. that cell will reply to
the request. Physicet--selec';tion can be used to find a cells ID
'eit'her'befere or-after' the cell is insialled' Again; a means can be
prowded to allow. a user to dzsable this feature to protect the |
security of the system S
15 3. Query All Names of Previously Grouped Cells
It is assumed in this example that ASCH "groups” and “"cell”
names have been prevuously ass:gned to the cells. For this
‘method, the grouping device queries all of-the cells in a system to
report their group and cell names _(ASCIl--name). The user scrolls
20" through the list of group names by using the grouping device. The
- user selects the name of the group that:is beheved to contain the

.target cell. The groupmg device displays the names of all of the



| f the selected cell is an announcer, the grouping device pronpts the user

to activate the announcer by stlnulatlng its input. For exanple: if the

cell "is attached to a light switch, the user turns the switch on and/o

The grouping device is then able 5 to discover the group address and\ﬁénber

. nunber of the cell. If the selected cell is a |listener, the grouping deV|ce
Sends packets to tthe cell (using the group and . nenber nunbers, for

addressing) conmanding it.to toggle its ouggs&afFor exanpl e, if the cel
controls a light, the light will flash on This 10 allows the user
to verify that he has selected the correct cell. 5. Stinulate Announcer.

have been . adallfaiab e AR b‘?ehﬁn%bc&eﬁ‘ﬁ@?és?éﬁeéra"é{s {85rgHBERTThe
P o disteBes: TeRaliNC! e hbed 3elsiiel tne (ublty MFLURK RSP HHRE 5",
St e, WA b e Ralg B0 5 (e user Lo stimilate the
L o car " ShLIeihe HBRRANNGAN 5 R SASncie 4 drofing!cdeR s o0l
D § prompts the user to activate the announcer by stimulating its
'inpet' For example. if the cell is attached tc a light switch, the
user turns the: swrtch on and off The cell sends announcement [
packets to the group.. The grouping device hstens to the
_ commumca'aons channel and d:sccvers the group and member
10 numbers or other ‘codes of the actwated ‘announcer. |
| If the selected call is a listener cell, the grouping device '
sends packets to the cell (using the group and member numbers
for addressing) commanding it to toggle its output. For example,
it the cell contrals a fight, the light will flash on and off. This
15 allows the user to Verify that he has selected the correct cell.
| The grouping devrce sends a packet (using group and member -
numbers for addresslng) to the target cell with a command for
the target cell to return its cell ID. The greupmg dev!ce now
knows the target ID and can proceed wrth the group assxgnment
.20 process. _ |
Queryirrg "_nar"'nes is used to find a cell's ID before or after the - -
cell is installed.



35 There is a chance that another announcer cell will be stinulated at the.
sane tinme. Perhaps soneone else throws a light swtch or a tenperature
sensor. detects a tenperature change 'The user may want to verify that the
ID r&cdived is for' 5 the correct cell. To verify that the cell IDis .
the correct one, the user goes through the announcer stinulation process a’

second tine and verifies that the sane result cur. 6. Toggle Listener
This method is used-in a network in which no qﬁ%m cell 10 names have

~ been assigned. The  grouping device broadcasts a*facket that queries cells
that are listenes to reply with their ID. The grouping device needs to
limt the nunmber of cells replying so.the packet contains an ID bit - mask
to limt replied.to Qtisupdate émﬂl’fp-posm bl e ceI [ Ds V\hen the grouping
foo0l e cach 11 stoner Tolk mebid & ysat o c'netwqr!s i which! GrasR And el
heervps tne t SASETE Barhe Ve, bercatsighe.. Thi S35t cothirants ediorring
the gte: | Lo the groupi pg Jeiee Adnis BB 8RS UNUeHele B RHBouEEr
' 5 stimulates the announcer in the ‘group “of interest. ' For example, if
the announcer is a light swntch the user throws the swnch The
gronpxng device hears the announcernent packet dnd éxtracts the
group ID from it. T S
| The User may verify that this group ID i for the desired
10 group by causing the gr_onﬁing' device to’ send packéts to all of the
oo o group listeners commanding them to toggle their outputs. The
user verifies that it is the desired group by’ observing the actions
of the 'Iiefener' cells (for example, if the group consists of
lighting controls, “the light flashes). - -
15 Now using that group 1D, the grouping device broadcests a
H packet to the group requesting that each cell feply with its cell
N | ~ name until the cell of interest is found. The user sélects that |
name and t.he ‘grouping dewce. knowmg that cell's’ ID can proceed
~ with the group assignment process. o |
20 It a user elects. the ID of the cell may be verified before
| proceeding with the grouping :procedure. The folrowmg procedure

is used to verify that the ID is _for the targst cell.



Each packet transmtted by a cell contains nunerous fields. For exanple, a
format used for group announcenents is shown in Figure 6. O her packet
formats are set forth in Appendlx A. 5 Each packet begins with a prearnj Ie
used for synchronizing the receiving cells input circuitry. (bit synche

The particul ar preanble code used in the currently preferred embodi ment i s
described as part of the three-of-six conbmgglgori al codes (Figure 9). A
flag field of 6 bits begins and ends each. o ‘packets. The 10 flag
~field code is also described in Figure 9. As cdrrently preferred, each of
the cells reads-in the entire packet; does a cyclic redundancy. code (CRC)
calculation on the packet except for the contention tinmer -field and

conpares that resulft the tselebtedRell is|an dinnbdencer; cthee grpaping . dévieeALU 102
of 15 Figure 12 has hardware for cal culating the packet CRC and CRC -

regi st er s. 13(promp4s dthenqiser: to nactivate theuannouricerhbypstimulating dtsinot be
verified for an incomng packet, the packet is discarded. The packet CRC .
field is _16 tinputas ken example; nﬁdhecmuers @itached 1a ai light awiichothe
transmission in a 3-of-6 code 20 using ncodi ng, of Fiqure.9. (For, the
remai nder of USBLIWENSther SWBShePnf asdqeff; n he ﬂrsamng)rde\ttae is &lmn@b.lgt h

is described prigr to-encoding wth the 3- f ‘6 .conbi nat ori al, codes
Figure 9 b1 b dissevet e Ty, ACKisPRE ABRUTATERT MuTBbER®! e call T

~standard algorit hmif the selected cell is a listener, the groupmg devnce sends
| | .packets to the cell (using the group and memiber numbers. for _- u
‘addressing) commanding it to toggle its output. For example. if |
the cell contrals-':a'-lighi. the light wili--' flash on 'and off. - This
10. allows the user to verify that he has selected the ‘correct cell. __
5. Sti_mulat'e'_} Announcer. P o S _ U
- This method is used in a network in which no group or cell
ASCll names have been assigned but announcers and listeners
have béen assigned. The grouping device sends a packet to all
15  cells in the network commanding each announcer to broadcast a
| packet boataining its ID 'thé-next timé it is stimulated. The u
groupmg device then: prompts the user to stimulate the announcer
by actlvatmg its sensed device; . for instance, turn on a lnght
switch for a light switch announcer. Since the user will "
20 . stimulate only one announcer, the grouping' device will receive
only one packet with a cell ID. : |



[err] The system ID. -is a 32 bit field as currently preferred. The 5
other 16 bits. of the 48 bit systemID are included in the CRC.cal cul ation
but “not-.transmtted as part f the packet (Figure 29). The |link address
field\( s a.. 48 bit field. Wien this field is all zeroes the packet is
interpreted as a system-w de broadcast which is acted upon by all the

cells. For instance, a probe packet 10 has | zero field for the
l'ink address. G oup addresses are contai ned w the |link address. For
group addresses the first 38 bits are zero and the remaining 10 bits

contain the group address. (The cell 1D nunbers assigned at. the factory

rentoned eari'err andhdred 10 %hdrte at alietngH LrKBASEE B Gl BET Ve

15 for groups.) The l'ink address, In sone cases, Is an individual's cell's

address. " (For exgfipflatedost thecsames t#?ﬁé.ngﬁét?ﬁhglagg%mmﬁ%efweww

or listener.) The-contention timer 1s a 10 an additional 6

bi ts for a CRC fiightl $Attcht " achemtpeiatirg sehdar Rtbirs @ dskipdfatub! s of
the ti-ner field. Each cell which repeats apacket operates upon this field
if the cell nust chaingg.0 Thenaset rhay wankab. vefifydhaEthealD recedeed is for
transm-tted by other cells a cell nust wait to ~ transmt its packet, the
time it waitss ishendorrectccdl]. cTonvernidy dhat thee celinlDnis thetcorrect icnel. the
The rate at which this field is counted down can be programed in a cell :
and this rate isuser goes through the announcer stimulation process a second

time and verifies that'the same results oceur.” *
o S o

L.

Toggle Listener | | |
" This method is used in a"-‘ri'etwdrk in which no grbup or cell
10 names have been assigned. The'groliping device broadcasts a -
packet that queries cells that are li‘sté'n‘e'?s: to' reply with ;héir ID.
The grouping device needs to limit the number of cells replying so
the packet contains an ID bit riask to lifiit replies 1o a subset of
the possible cell IDs. When the grouping dévice has developed a"
15 ' list of listener IDs, it allows the user to toggle each listener,
causing the listenér-‘_ cell to tur its output on and off. The user
\/ .. continues through the list of listener cells 'until he observes the
| | target cell toggling its oﬁfp_ut.‘ " The user has then identitied the
B cell to the grouping de\)icé_and it can "‘proceed with the_grouping
20 operation. | o



function of the type of network. The field starts with a constant which
may be sel ected by the type. of network. Each cell repeating the packet -
counts down fromthe nunber in the field at the time the packet is IO

. received. Therefore if a packet is repeated four times and if each of%e

four cells involved wait -for transmtting, the nunber in the contention
field reflects the sum 10 of the tines %subtracted froma const ant
(e.g. all ones). Wen the contention ti | d reaches all zeroes, the -
cell waiting to transmt the packet discards the packet rather than
transmt it. This prevents ol der packets fromarriving and being

interpreted as being a new packep, BRACKET FORNHAT! oned, the contenti on
timer has its own 6 bit CRCfield If the contention timer field were

included in the Batht 8ﬁaﬁettﬂnan9uﬂtteﬂ BfCaceelidcontaine nemetout Hields, a |

packet coul d actually be transmitted. This would require many cal cul ati ons

in the.last Hmsnampieecarmm&tfusedaforrmwp snnoundemants dst ShowOin
probl enfa separate CRC field is used for the contention tiner field. If the.

content i on. Figure f6.c Othermpacket fermats:areyset forthbin Appendbe Aacket is
di scarded. . The hop count. field records the nunber of hops or
ret r anstB ssiBagh ipacket peging withea praamblarused rfgrasynchranizing:abeon.
This 4 bit field starts with a nynber which is the maxi mumnunber .of
retransm ssreeenangomila’ommxtpsammuva(btt synch). The particular
preamble code used in the currently preferred embodiment is |
described as part: of 'the three-cf-six combinatorial codes (Figure
8). A fiag field of 6 bits begins and ends each of the packets The |
10  flag ﬂeld code is also described in Figure-9.
~ As currently preferred, each of the cells reads-m the ent|re
_' _packet does a cyclic redundancy code . (CHC) calculation on the
packet except for the content:cn timer: field and compares that ,
~ result with-the CRC field of the received packet. The ALU 102 of
15 Figure 12 has hardware for calculatmg the' packet CRC and CRC
| registers. 130 for storing intermediate: results. If the packet CRC
cannot be verified for an incoming packet,. the packet is | o
discarded. The packet CRC field is 16 bits as calculated, then
converted into 24 bit fields for transmission in a 3-of-6 code
26 using the encoding of Figure 8. (For the remainder of discussicn
of packet fields in this section, the field length is described prior
to encoding with the 3-0f-6 combinatorial codes cf Figure 9.) In

)



5 packet and is decrenented by each cell repeating a packet. For exanple,.
I n a packet originated by a group announcer the starting "hop" count is the
maxi mum. nunber of retransm ssions that the packet nust undergo to reach all
of th& gells in a group. Wen this field bec s all zeroes, the packet-
I s discarded by the cell, 10 rather than bei ngﬁ_ansm’ tted. Therefore,
16 hops or retransmssions is the limt as cur l'y inplemented. The |ink
control field provides the link protocol and consists of 8 bits. This
field is discussed-in a subsequent section covering other |ayers of the
protocol. - 15 The randonf pseudo random nunber field contains an 8 '
bi t “random numeth%@ﬁehﬂxgprérfe@fedi gmbodithnPaRkeCHT isha CTITP'stahdardy
transmtting the packet i S. nunber is not regenerated when a packet is
repeated. This ngigeritltamused as wi [l be explained in conjunction with
Figure 8 to limt 0 rebroadcastl ng ‘of "probe packets; it also may be used
in conjunction. vm@tn Bexr 184 M”IS\MI]Q)G the entire packet is to be encrypted.
‘The network tontrol field (4 bits) indicates routing type or packet type,
for.instance, network HeetsysteryribDujs me321bit fieldbas rcursently preferréid:  The
source address field (variable size) contains, by way of 5 exanple t he 48
bit | D nunber5 of other ¢k |bits. iofi thet ABgbit syisﬁeam ID are included m the CRC

cajculation but not transmxtted as part f the packet (anure 29)
. The link address_ field is _a...,48___blt field. When this fneld is
SN . all ieroe_s.the packe.t.is_ig_terpre_t_e_d as a system-wi:de-__broadcest
which is acted upon by all the cells.. For instence.- a. probe packet
16 has -an all zero field for the link address. Group addresses are

- contained . within the_lmk address._ For group addresses ‘the fxrst_ -

38 bits are zero and the remaining 10 bits contain the group
address. (The cell ID numbers assigned at. the factory mentioned
earlier range from 1024 to.2_48 since 210'a_ddre_sses are reserv'_ed
15 for groups.) The link address, in some cases, is an individual's
cell's address. (For eiample, when a cell is being assigned the
O task of repeater or listener.) o
The contention -timer is a 10 blt field with an additional 6
bits for a CRC field (or other check sum) used to verify the 10
20 Dbits of the timer field.  Each cell which repeats a packet operates
: upon this. field |f the cell must want to transmit the packet If
packets are being transmitted by other cells a cell must wait to



For a probe packet this field contains the | D nunber of the announcer. For
an acknow edgenent the field contains the ID of the listener. For a packet
addressed to a group, this field contains the source cell's group nenber
nunber. 10 The destination list is described in conjunction wt
‘'Figure 7. The message field is variable in |length and contains the
particul ar nmessage being transmtted by theg@cket. Typical nessages are
contained in Appendix B. In the case of a WBe 15 packet the field
includes the routing; that is, each cell repeating includes its |ID nunber
to this field. The nessages, once a group is formed, will, for instance, is
“used by annouramsmtit its packet, thentimésitt wdits ris oindicaterht by ecounting -
_encryption field, when used; contains 16 bits used to 20 verify the .

aut henti ci ty dowsm theccoptentipactimer: figldal Mhe rate pat whichofthis fieldeis i s

- not changed when a packet is repeated. Well-known encryption techni ques may

be used. @Qu idowr ccan be proggammedrispaccetitand Khipsate da ar a
packet wrtich remains unaltered when a packet_is repeated. These fields are
used to |im tfunglionioh the type ofe netwerkoedThe fivld stamsowith an gonstaats.
° 5" which ayBe selected by the fypd ot network. °Each cell *"°""
repeating the packet counts down frori;- the number in the field at
the iime the packet is received. -Thef_efore. if a packet is |
 repeated four times and if each of the four cells_involved wait for
- transmitting, the ‘number in the contention field reflects the sum
19 of the times waited _s.ubtracted'ft-dm a con'stént. (e.g.. all ones). |
_When the conie_ntion timer field reaches 'a!l'zerpes. the cell u
waiting to transmit t_h_e_ packet discards. the packet rather than -
transmit it. . Th_i{pfavénts older packets from arriving and being
intérpréted as being a new packet. | | . |
15 - As mentioned, the contention timer has its own 6 bit CRC
field. If the contention timer field were included in the packet |
CRC, the packet CRC could not be computed unfil a packet could R
ab.tual!y. be transmitted. This would require many t_:aicula_tions in
the last few microseconds before a transmission. To avoid this
og Pproblem a separate__ CRC field is used for the contention timer "
field. If the contention timer field cannot be verified by its 6 bit

CRC, the packet is discarded.



in Figure 7. The destination list begins wwth a 4 bit field which indicates
t he nunber of nenbers in a group designated to receive a nessage in the
packet.. Therefore the packet can be directed to up:to 16 nenbers of a
group\_The nunber of each of the members 10 within the group is then
transmtted in subsequent 8 bit fields. The group nunber contained in the

| i nk address and nenber nunber contained.int estination list forns an
address used to convey nessages once the grougégg formed, If the
destination nunber is zero, the packet is addresSed to al| menbers of the
15 group. For some packet types this field contains the ID of the

3 E'Eé%g? N Fk&é?%ezﬁﬁé ﬂbévﬁﬂgfteﬁﬁﬁt@”ﬁﬁﬁﬁﬁﬁqt%&%532?5%“ "
ZEPGE“E lg?dggs%/. ° ?ﬁ%@f@k Eagﬁ?mcgor%%cr'gé k ntegafetgcéhtar &rt}i %teq* yaI | ows -
Shoul d be r acal I TRUgH: He . *H%ﬁ%ﬁ#?“‘%'# IR Wi o the

ngtg: . {Lafagfgh?gggﬂgﬁeﬁeeﬁ% fretar*a(i'ts‘tt‘iitsgit'orisr ifsived! fer %‘%éhﬁﬁﬂaFOf |
5 Ppacket and is decremented by each cell repeating a packet. For
| example, in a packet originated by a group- announcer the starting
"hop™ count is the maximum number of retransmissions that the
| packet must undergo to reach all of the. cells in:a -.g.roup.--When this_ :
| field becomes all zeroes, the packet is disoarded by the cell,
10 rather than being retransmitted - Therefore,. 16 hops- or
| retransmissions is the- limit as currently - implemented.
- The ltnk contr'ol- field- provides the link protoool and
| consists of 8 bits. This field rs discussed-in a subsequent section
_ covermg other layers of the. protocol
15 ‘The random/pseudo random number field contains an 8 bit
o randorn number which is generated for .each packet by the 'cell-
. originally transmitting the -packet. .This. number is not
| regenerated when a packet is repeated -This number is used as
w:ll be explamed in conjunction with ‘Figure 8 to limit
20 | rebroadcastmg of probe packets; it also. may be used in
| | oonjunctron with encryptxon where the entlre ‘packet is to be
| encrypted '



IS needed since at |east the hop count will change, requiring a new packet

. CRC field for the packet. This CRC field is different fromthe CRCfleId

di scussed in the next paragraph. 10 As each packet requiring
repeating is received, a repeater CRC nunber is calculated for the flﬁ-Ist
- extending fromthe begi nning of the link.control to the end of the
destination-list as indicated by bracket 94, Figure 6. As a cell
rebroadcasts a packet it stores the 16 bit eater CRC results in a

~circular list 15 of such nunbers if the same nunber is not already stored.

However, the packet is repeated only if the circular list does not contain

. the repeater CRC rgesults calcul ated for t eld 99. TherefqQre, as each
packet is received BﬁW@ﬁth@@trPe;fé%{ﬂl Z§ Lttﬁb indicates Jouting, tyee Ofic.

field 99. This is.s 3820 bl ock 73a f F| ﬁ8 Thi s nunber is
conpar ed wi t Pagkats Rﬁv hARstance, pe 4o cOTOUP cBIRSS30R: RIODE N
the cell indicat ock 73b. If the nunber is not found within the .

43 stored nUﬁ%@?gggPhee ew r epeat er " results are stored as indicated
7% found then the THEkERGREe n%qéﬁ%épﬁ?%ﬁ%@z%égﬁé 88 fainln JiY a8y 38
e e Reitle, g A8 pR°MD bk P né BRI Srighlfing# oo
. For a probe packet this f‘eld contains the D number of the
ar_mouncer_. For an acknowledgement the field contains the ID of [
the listener. For a packet addressed to a group, this field
contams the source cell's group member number
10 The destination list is described in comunction with Figure
| ~ The m'ess'age field is variable in lehgth-'end contains the |
particular 'mess_'ag'e being transmitted by the packet. Typical
messages. er_e' cohtéine‘_d in Apberidix B. In the case ef_'e probe
15 packet the field includes the routing; that is, eaeh cell repeating
includes its 1D. number 1o this field. The messages, once a group
is formed, will, for instance, is ‘used by announcer 60 to tell
listener 65 to turn-on a light, etc. o
The encryptlon field, when used cont ams 16 bits used to -
20 verify the authenticity _of an encrypted packet typically this
~ portion of a packet is not changed when a packet is repeated.
Well-known encryption techniques may be used.



.The use of the repeater CRC cal cul ati on associated with the field 99 and
the use of the circular list will prevent repeating of a previously
rebroadcasted packet. Note that even if an announcer 10 continually -
rebroidgasts the sane sequence of nmessages, for exanple, as would occur
with the continuous turning on and turning off aqf a light, a cell
designated as a repeater wll rebroadcast th4§ame nmessage since the
packet. contai ni ng nessages appears to be- different. This is true because
the 15 random nunber sent with each of the identical nessages wl|

presunmably be diffeéerent. However, in the instance where a cell receives
the same message i ncl Udwl beackeh anofsﬁrgeuref Berepreeemerﬂaer podtion nohiger ),

the packet -with its nmessage w I'l not be rebfoadcast. "This js particularly .
true for probe paoketswhrch rem;amsdrnaloeradqevlwr aaalpankeénns &p@ataﬂ; hese
di scussed above,: P; broadca ?be packets qui Cle LdJ

net work; ot hervmge S He limit Jepestingas (Yﬂlobe ﬁPﬁE“ e5u N ng

-unnecessary traffic,in the iﬂ K. F.  THREE- OF- S| X- COVBI NATORI AL 'CODI NG I n
many networ ks QPHB‘@Wéo@yHﬂ n'8H§ tBansni.ssion of 5 di gital data,

o 08 S oo Thg REAARAR AT HATHY Bl RACKEY, HEEGR B I ¥hgwn
codi ng my be usgf EuFA°9° The BastRLAoASTE bBghe WA a8 "BiHield Mnich

codi ng

mdrcates the number of members m a group des:gnated to receive

o : . a message m the packet Therefore the packet can be dlrected to

| up to 16 members ofa group The number of each of the members
10 within the group rs then transmrtted rn subsequent 8 b|t flelds

. 'The group number contarned m the hnk address and member |

\“ number oontamed in the destmatnon hst forms an address used to
convey messages once the group rs formed lf the destlnatron
number is zero, the packet is addressed to afl members of the

15 group. For some packet types thls fi eld contams the ID of the
recervmg cell (see Appendlx A) ,
_

E. MECHANISM FOR PREVENTING REBROADCASTING OF
CERTAIN PACKETS
| As prevrously mentroned the probe packets are repeated
only once by each of the cells after the packet |s mmally



described below is presently preferred. 10 A three-of-six
- conbinatorial coding is used to encode data for transnission in the
~presently preferred enbodinent. Al data is grouped into 4 bit nibbl and
for each such nibble, six bits are transmitted. These six bits almays ave
three ones and three zeroes. The transm ssion of three ones and three
zeroes in sone 15 conbination in every six bits allows the input circuitry
of the cells to quickly become synchronize it synch) and to becone byte -
synchroni zed as will be discussed In connect with the 1/0 section. Also
once synchroni zed (out of hunt node) the transitions in the incomng bit
stream are used to naintain synch. 20. - The right hand cal um of
Figure-9 |i stlarqa&ast po§§me dﬁechamsmspmgreremed)am ml'weértb
the bits are on?s aﬁ Sﬁe ze oe In the Iefth nd cohmgp
corr espondi ngCall$; allows, ?eFﬁ I8s g'mgmzehaal: pte W i pl'biﬁ eerFQ%tly
shown. For exaqﬁ ,f the cell is to transmit the nibble 0111, it is
converted to F tﬁ¢ segnent 010011 before being transmitted. Simlarly,

Coce vas-cne 6. o s 3 AhOHP B e ARelt GRS ot coll i o, o
DI PR SBS: oRRERERTIE £ Atk R RN H Madkid BRY fEIESRRIH © * b1
corr ESpO”d' ”gplée&des’%eeéﬂdaﬁéé Q”F‘SPtpsackBlg tl\'atefreoteﬁéated a new CRC
| s needed since at least the hcp count wxll change, requarmg a U
- new packet CRC field fcr the packet Thls CRC field is different
frcm the CRC field drscussed in the next paragraph
10 | As each packe_t _req_umng. repe_atnn_g is _re_cewed, a repeater
'CRC nurrlber_"ls- 'calcu'lated for the '-'fi_elds _extendin'g' from the ' O_
beginning of the link control to the end of the destination fist as
| mdlcated by bracket 99 of F‘gure 6 ‘As a cell rebroadcasts a |
packet it stcres the 16 bit repeater CRC results in a circular list
15 of such numbers if the same number is not already stored.
However, the packet is repeated cnly if the circular list does not
contain the repeater CRC results calculated for the field 99.
Therefore as each packet is received which requires
repeatlng. the CRC is computed for the field 89. This is shown by
20 block 73a of Figure 8. This number is ccmpa_r_ed with a list of 8
‘numbers stored within the RAM corttained within the cell |
- indicated by block 73b. If the number is not fcund within the



10 pattern 010101 is used as a preanble for all packets. The flags for al
packets are 101010. The preanble and flag patterns are particularly good

for use.by the input circuitry to establish data.synchronization since they-
have kepeated transitions at the basic data rate. The two three-of-six
patterns not assigned can be used 15 for s ma| conditions and

I nstructions. Accordingly, a cell prepares Ket generally-in_integral
nunber of bytes and each nibble is assigned a 6 bit pattern before

transni ssion. The preanble and .flags are then added. The circuitry for.
converting from the 4 bit pattern to the 6 bit-20 patterns and 3

Shown tn H gur eSS il Ui e tepelier TR I Sl gtecplqrey aerne e
Overvi ew of "t hejrfithtéd sy BIBERTIE dricIthe Packer R réseated C Ofethe other

nul ti processor 100, input?/output section 107-110, nenory-115 and associ ated .

timng circuitshamdwif thechbimiser is Foundcihentiee -pgdcketaisdnbt Mepeateder Alsor
I1l. Also shown is a voltage punp 116 used with the 10 nenory 115. This

cell is realizegresentlyr implementedgBitmsmbers Lates -stbyedein & circular dist, he -
mul ti-processor 100 may be fabricated using gate array technol ogy, such as
descri-bed irbU. $hat is, the -oldest numbers are discarded as new-ones are.
Ccomputed. . . o oo |
_ The use of the rep'eat_ér:.cﬁa calculation associated with the
o . field 99:and tﬁ_e use of the circular.list will prevent repeating of
" a previously rebroadcasted-packet.f-.-_-Npte that: even ::if'- an announcer -
10 'continually re__broad'casts: the -same sequence- of messages, for
example, as- would occur with the continuous-tur-n-ihg on and
turning | off of. a light, -a-cell designated-.as -a ..tepeater:--.will :
- rebroadcast the same message since the ‘packet- containing
messages appears to be- different. This is true because the
15 random number sent with each of the. identical messages will
| presumably- be-different. . -However,-in the. instance where a cell
o | .' 'Irece'i_ve's' the same mg_ss'age included within the same- field 99
| (same random. number), the packet with its message will not be
| fe_b_rpadca_s’t,. This is particularly true.for probe packets. - Thus, for
_:20_ th_é-_esta_bﬁshment of,groupfs;__ discussed above, the broadcast-probe
o : '_pa_ck_et__s Qu._ick___ly "die out” in the network; otherwise they may echo



Pat ent 4,642,487. The preferred enbodi ment of the cell conprises the use of
CMOS technology where the entire cell of 15 Figure 10 is fabricated on a
S|ngle silicon substrate as an integrated circuit. (The nulti-processor 100

is sometimes referred to in the singular, even though, as will be
described, it is a nultiprocessor, specifically four processors.) The

mul ti processor 100 is a stack oriented proce ~having 20 four sets of
registers 101, providing inputs to an arithmnet logic unit (ALU) 102. The

ALU 102 conprises two separate ALU s in the presently preferred enbodi nent.
47 The nenory 115 prOV|des storage for a total of 64KB in the currently

preferred enpodi nent, _alt this particular size is n critjca

portion of t m9yPP§ Qﬁﬁlﬁl{}ﬂesﬁﬁq i YRREGESFRRL t{ﬂ&iﬂ dBd 3_L15a) The
next portion gﬁvéﬁygznennry is5 a randon}access menory 115b which
conprises a ity of ordi-nary static nenory cells (dynamic cells can

I
o1 asabl ¢. aIEeef cctri Ob W‘P%& M%W%R#Mm sc. 1n
devi cbs havi hg. {1 o ﬁﬂ"ﬁat SWOTE wsitl i SehoRe U TSIt BE Y
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wnhxn the dastaprs(t)rveam One wsdely used encodmg methed is
' - Manchester codmg Manchester or other codmg may be used to o
encode the packets descrlbed above, however the codmg '
described below is presently preferred

10 A three-of-six combinatorial codmg is used to encode data

for transmission in the pre_sently preferred e_mbodxment. All dat_a. -

~ is grouped into 4 bit nibbles and for each such nibble, six bits are -
transmitted. These six bits always have three ones and three =
- - zeroes. The transmission of three ones and three zeroes in some
15 combination in every six bits allows the input circuitry of the
cells to quickly become synchronized (bit synch) and to become
“byte synchromzed as will be discussed in connectnon with the 1O
"sectron Also once synchromzed (out of hunt mods) the |
~ transitions in the mcommg bit stream are used to maintain synch.
20 The righthand column of Flgure ) hsts the 20 possxble |
combmatrons of 6 bit patterns where 3 of the bzts are ones and 3
are zeroes. In the lefthand column, the corresponding 4 bit



an "on-chi'p" voltage punp 116. The entire address space for nmenory 115
addressed through the ALU 102a which is one part of 15 the ALU 102. The.
ROM 115a stores the routines used to inplenent the various |ayers of the
prot osgl discussed in this application. This ROM al so stores routines :
needed for programm ng the EPROM 115c. The app] jcation programfor the cell
Is stored in ROM 11 5a 20 and, in general, iigoutine whi ch acts as a
"state machi ne' driven by variables in the EE 115¢ and RAM 115b. RAM
115b stores conmuni cati ons vari abl es and nessages, applications 48

vari abl es and" state machi ne descriptors. The cell ID, system1D and

conmuni cati ons apattepn! assigned tar thet threecof-six, pattern isingfownoenFer:

nunber, announcer/repeater/l i stener assignments) are stored in the EEPROM
115c. The porti oaxafnplbe it thecrsedMis 1t dransmitnthe heibbde| Dnnm.slt is
"write-protected” that is, once programmed with the cell - it cannot be
reprogrammed Theconyertedtputhe ebiti segotenth 8106411 b:ajopelbemg deansmitted.
subsections 107, 108, 109 and 110. Three of these subsections 107, 108 and -
109 have | eads 18#nil amly 00§0Lds coByetted, doy 013010 befaraubmmutrgnﬁmmeﬁ
net work and/ or. controlling_ and sensing devices connegted .to the cell

renai ni ng su§secW|'éﬁ|n 1QOCQESTQ§%Y$@I@BS§I bit: paiternse iteoavests B@"h&?d:

d
read i n command the corresponding 4 bit patterns

" There are 20 three-of-snx patterns and only 16 pcssnble 4
A - bit combinations. Therefore. four three-of-six patterns do not
have corresponding 4 bit pattern assignrnerjts. The three-of-six
10 . pattern 010101 is used as a preamble for all packets. The fla_gs'
for all packets-i:are_ 101010.. The preamble and flag patterns are
particularly good for use by the input circuitry to esta_inSh data
synch'ro_nization-since they have repeated transitions at the basic
~ data rate. The two three-of-six patterns not assigned can be used
15 for e'p_ecial ‘conditions and instructions. | _ -
Accordingly, a'. cell prepares a packet generally in integral
. ~ number of bytes and -eac_:h' nibble is assigned a 6 bit pattern b_efore
| transmission. _The preambie and flags are then added. The |
~circuitry for converting from the 4 bit pattern to the 6 bit
20 patterns and conversely, for converting from the 6 bit patterns to
- the 4 bit patterns is shown in Figures 14 and 15.



such as used to determne the cell's ID. As presently inplenented, the
subsection 110 is primarily used for timng and 15 counting. ‘The
i nput /out put section is addressed by the -processor through a dedicateg
address space, and hence, in effect appears to the processor as rr_em)ry
space. Each |/ O subsection can be coupled to each of the subprocessors.. _
This feature, along with the nmultiprocessor architecture of processor 100,'.
provi des for 20 the continuous (non-inte pt ed) operat.ion of the
processor. The I/ O section may be fabric romwel [ -known circuitry; the
presently preferred enbodi ment -is shown in Figures 17 through 23. The cel |-
of Figure 10 al so .includes an oscillator 112 and tim ng generator 111, the
latter provides thé timing signals 5 paMleularly needed for the

pi pel i ning shown in Figure 13. t|on nz rate for the phases 14
~of Figure 13 is currentl?QMM‘égll) 'QNISAMD)\QSN{FQM:QE L& nor
instruction cycle rate. Qher well -known lines associated with the cell of
Figure 10 are .not shown (e.g., power 10 - Al of the cell elenents
associ ated wAsh Overview ofe then Cell preferred embodi nent, incorporated on
a single sem conductor chip, as nentioned. B. PROCESSOR The currently '
preferre& enbodi ment - of the processor 100 is.

Referring to Frgure 10, each ced mcludes a multrprocessor
100, mputloutput sectron 107-110, memory 15 and assocnated

‘timing circuits shown specifically as oscillator 12, and timing U
~ generator lll. . Also shown is a voltage pump lI6 used with the -
10 - memory 1s. _'This cell is realized with ordinary integreted
-¢ircuits By Way of example, the'”mu!tipr'ocessor 100 may be '

fabricated using gate array technology. such as described in U.S.
Patent 4,642,487. The preferred embodlment of the cell
comprrses the use of CMOS technology where the ent:re cell of

15 Figure 10 is fabricated on a single silicon substrate as an

| integrated. circuit. (The multaprocessor 100 is sometimes
referred to in the smgular. even though as will be described, itis. U
a multrprocessor. specifically four processors) _ - -

The multrprocessor 100 is a stack oriented processor havmg "
20 four sets of.registers 10l, providing .inputs to an arithmetic logic | "
| unit (ALU) |02 The ALU 102 compnses two separate ALU's in the

presenﬂy preferred embodiment. -



15 shomn in Figure 12 and includes a plurality of registers mhlch

comuni cate with two ALU s 102a and 102b. (Ot her processor architectures
may be used such as one having a register based system as well as other
ALU aRd nmenory arrangenments.) The address ALU 102a provi des addresses for
the menory 115 and for 20 accessing the 1/ O subsections. The data ALU 102b
provi des data for the menory and 1/0 section he nenory out put i'n genera
is ~ so coupled to the processor registers. f?hgh regi sters 146 to DBUS
223. The 16-bit ABUS 220 provi des one input t he address ALU 102a. The -
base. pointer registers 118, effective address registers 5 119 and the

i el 5 ety 116 g s e Eaéé&xb?;me'

3T, B et ¢ ol il i
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ordinary static memory cells (dynamic cells can be used) The

. third portion of the memory compnses an e!ectnca!ly erasable
AN

and electrically programmable read-only memory (EEPROM) 115c.
in the currently preferred embodiment, the EE"PROM '11Sc'emplo'ys
10 memory devices having floating gates. Th_ése devices require é
\'/ - higher voltage (higher than the normal operating voltage) for

programming and erasing. This higher potential is provided from
én *on-chip"” vbltage pump 6. The entire address Space for
~ ‘memory lI5 addlfe'ssed through the ALU 102a which is one part of
15 the ALU 102." | | .
The ROM 115a stores the routines used to implement the
— . 'various'-layers' of the protocol discussed in this application. This
| " ROM also stores routines needed for programming the EPROM
115¢c. The application program for the cell is stored in ROM 115a
20 and, in general, is a routine which acts as a "state machine”
~ driven by variables in the EEPROM 115¢c and RAM 115b. RAM 115b
stores communications variables and message's. applications |



i nstruction registers 125 are coupled to the BBUS.. The CBUS 222 provides
the other 8-bit input to the ALU 102 through register 143. The CBUS is o
coupled to the instruction pointer registers 120, the 4 deep top of stagk.
registers 122, the 20 four carry flags 129, and the 4 deep CRC regi s™rs
130 and the 4 deep next registers 131. , .The MBUS, coupled to, the

out put .of the nmenory, can receive data frq@;?ie out put of the ALU 102b =
t hrough regi ster 145b, or fromthe nenory /0 sections (107-110). -This
bus through register. 146 and the DBUS 223 provides inputs to registers -
118, 5 119, 120, 122, 123, ‘124, 125. 130, 131 and to the carry flags 129.

TR b Sovhhotal (R SRR BB et aﬁﬁ%iﬁﬁﬁ p.chete 10°
overthe i ol POB: Pofhiiitofly Rl kofesrsh Bﬁ%ﬁ* B B U 0o
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of register 13ksihriBntd 8t dibPd ! H EEBAOMA 84| THa borfBhYE ST, 2

bi di recti onal ous)~ swap ta between regls ers S

o ur S o 5O R, e, Spfapould omi 1p s WhSbreleamTaRY e
programmed with the cell ID, it cannot be reprograrnmed
| The input/output sectmn of the cell compnses four o
- subsections 107, 108, 108 and HO. - Three of these subsections 107,
108 and 109 have leads 103, 104, and 105 respectively for
| 10 commumcatmg wzth a network andlor controllmg and sensing
| _devsces_ connected to the _cell. The remammg subsection 110 has u
a single select pin 106 which can be used to read in commands
such as used to determine the cell's ID. As presently B
implemented, the subsectioh IIIO is primari_ly used for timing and
15 counting. The inpuﬂoutpdt section ‘is addressed by the processor "
through a dedicated address space. and hence. in effect appears to
the processor as memory space. Each 10 subsec'aon can be | At
coupled to each of the- subprocessors. This feature, a!ong with
the multiproééSsor_ architecture df_ p'rdcessor-'loo, provides for |
'.20 the continuous (npnéinterrupted) operation of the processor. The

ffo] secticri may be fabricated from well-known circuitry; the



poi nter registers 120 or the instruction registers 125 through lines 139.
The pipelining (registers 141,142, 143, 145 and 146) of 20 data and
addresses between the registers, ALU, nenory and their respective buses is
descrihbgd in conjunction with Figure 13. = The data in any one of the
stack pointer registers 123 or any one of the rn pointer registers 124
may be directly increnented or decrenEnted'thMQE;ﬁ circuit 127. Both ALU s
102a and 102b can pass either of their inputs to®5 their output termnals,
.can increment and.can add their ‘inputs. ALU 102b in addition to adding,
provi des subtracting; shifting, sets carry flags 124 (when: approprlate)

ANDi ng, ORI ng, exclu5| e ORI N l.emept arithgetic. e 02b
in a single stepP Q&rpfﬁfﬁg‘? B°élfﬁ?@ ti§ showesyin, Eigures, 5913 :
and CRC registeré 130 (through paths 222. and 133) and conbine it mnth t he
contents of one ¢ the top of stack registers 122 to provide the next

e Use 11, e gl B e U 418 a4 GERURRY HoBne .
o her four gind g W Yy RS, S
| ggfﬂ ngﬁgﬂc't gsSeCﬁa&rb@arlw Ad¥aéd ot 1! FipBRAING '“§hc¥i4vhh|ri"‘l Pnb'i}%ela
Operation at a l6mHz rate for the phases l-4 of Figure 13 is
. currently preferred thus provrdmg a 4mHz mrnor instruction
cycle rate. Other well-known lmes assomated wnth the cell of
Figure ID are not shown (e.g., power)
10 Al of the cell elements associated with Figure 10 are, in
C . the -preferred embod:ment, mcorporat_ed on a smgle
'semlconductor chlp. as mentioned. |
B. PROCESSOR
The currently preferred embodrment of the processor 100 is
15 shown in Figure 12 and includes a plurahty of regusters which
communicate with two ALU's 102a end _102b. (Other processor
o - architectures may be used such-as one having a"'r_egister" based
.~ system, as well as other ALU and memory arrangements) The
~address ALU 102a provides addresses “for the memory li5 and for
20 accessmg the IID subsecticns. The. data ALU 102b provxdes data

for the memory and /O sectlon The memory output in general is



chip for a cell there are basic contact pads on the die for power 20 and
ground and all the I/O pins A and B and the "read only" pin 106
(subsections 107, 108, 109 and 110, Figure 12). These contact pad

used for attachnent to package pins for a basic i nexpensi ve package.
addition to the basic contact pads additio ads i-n the presently
preferred enbodi ment. will be provided with onnections to the ADBUS 224
and the MBUS 225 of Figure 12. One control contact pad may be provided to
di sabl e internal nmenory.. By activating the control contact the |nternal
menmory i s disabled and the data over ADRUS and MBUS i s used by

processors. Goupled| tandhenprocessar segisters thf&tllhsf@dstﬁfﬁaﬂ% tQODQlHS
cell. It is assuned that the additional contact pads may not be avail able-
for use when2 ceII Is in an i-nexpensive package. These additi onal

Chat “have more t naf ﬁé%ﬁ@ﬁﬁfaﬁﬁeﬁ{é%ﬁ%ﬁu 18"t giéﬁf;es
external * relE3- cFtecBash Reolsisregite o ntiasti e ”rreiss?atebée e
Eebrcw 008 | ! A e JRERGEHR B FoARsbra 2ol Bio° Bobabe! BLVIRT o

(0720 al | oniter (Pl Towk RohlHarkt orhir df the mbBid TodFho®®

desugnate these reglsters, there is shown an arrow with a L
- desxgnatnon "4, This is used to indicate that, for example the . .
base pointer register is 4 deep, more.,_spee;f'lc_ally. the base
10 pointer registér qdrftprt'ses 4._|6'-b_it- -l'eg.,ist'ers._pne for each
| proceseor" "'I'H'is'- |s a:'leo true for the effective address registers
and the mstructuon pomter regzsters) The BBUS 221 prowdes up
to a 12 bit mput to the ALU i02a or an 8 bst input to the data ALU
102b through regnster 142 The 4 deep top of stack registers 122,
" 15  stack pomter reg|sters 123 return pomter regusters 24 and
| anstructaon reglsters 125 are coupled to the BBUS. |
The CBUS 222 provndes the other 8-btt mput to the ALU |02 U |
' through regtster 143 The CBUS is coupled to the instruction
pointer regasters 120, the 4 deep top of stack reg:sters 122, the
20 four carry ﬂags I29 and the 4 deep CRC reglsters 130 and the 4

- deep next reglsters 131,



added at this time. Initialization prograns and test prograns are
wel | -known in the art. =~ 54 C. PROCESSOR OPERATION In general, nenory
fetches occur when the ALU 102a provides a nenory address. The nenory
address /is typically a base address or the |ike on the ABUS from one of
the base points 5 in registers 118, effective address registers 119 or

I nstruction pointer register 120 conbined witg=an of fset on the BBUS from
the stack pointer . register 123, return pointeESiegister 124, top of stack
‘registers 122 or the.instruction registers 125. Calculations in the ALU
102b nost typically involve one of 10 the top of stack registers 122
(BBUS) and the next registers 131 (CBUS) or data which nay be part of an, :
instruction . from one of hehMBUS: Gaupled ta:gheautpul of thanmemosy; gan receive

Fhe memor y' bei ng Getabitem: e utauicbh 3he;A8U 1B8hohroughs registas 145k, or
Mhput of ALU 1026/70R1 3¢ FRmpancer Do 8eFBbRs I/ 44RY off s cbBEidroLBh "
[eALSUET S, SO ol g ALCERRDS, B0 bR Bl e e g BT
and for. ex_a”ph‘?’ 192 125C 15891255 124, (35,0190, 131 and to the carry flags 129.

' | - There fs a I6—5it path 132 from the output’ of the address
ALU 102a to the registers 120. The ALU [02b includes circuitry
for performing CRC calculations. "This circuitry directly connects

_ with the CRC registers 130 over the bidirectional lines 133. The

10 top of s_tack registers 122 are connecte’d_to_'t_he next registers i3l

U N ‘over lines. 138. These lines aliow the contents of register 122 to
| ‘be moved into registers 131 or the contents of register 13! to be |
‘moved into registers 122. As currently implemented, a
bidirectional, (simultaneous) swap of data between these
15 registers is hot_ implemented. ‘Four-bits of data from the oufput
- of the memory may be ret-urne_d' directly either to the instruction
pointer registers 120 or the instruction registe_rs 125 through
_lines 139, - | |
) The pipelining (registers 141,142, 143, 145 and 146) of
20 data'and addresses ‘between the registers, ALU, memory and their

respective buses is described in conjunction with Figure 13.



t he operation of the processor. 55 In general, for nenory addressing, a
base pointer is provided by one of the registers 118, 119 or 120 with an

- offset fromone of registers 122, 123, 124 or 125. The address ALU 120& -
provi des these addresses. Also, in general, the ALU 120b 5 operates"ﬁﬁ'the
contents of the top of stack and next register; there are exceptions, for
exanple, the instruction register may profi# an i mediate input to the
ALU 1 02b. Specific addressing and ot her iEEﬂEuc ons are descri bed bel ow.
D. MULTI PROCESSOR OPERATION 10 The processor is effectively a

mul ti processor (four processors) because of the nmultiple registers and the

frenti oned: one_ acd1i% shEa; & A S & RE, SBck Hhitter reutiteR 123 of any
output i gnapBe Bt HHitBturE helrit Feolatelt LR AR, HOL BRI, " e use of
ot e, o SR 66 dBeimah el YhyBlghe pigbie BT o0 1o et
Doy oes o ¥ none B ALUS 0P Y 10281 cAR)pasy b (01 tnpls 46U
oper ati o of tHéif GURRA tetlfAls! %ﬁ%c?&n@?ﬁ 2aRgdcHR’ BddP theitOirputsY
* ALU 102b in addition to adding, provides subtracting, shifting,
sets carry-flags 124 (wh'en appropnate). "l__\_NDing, ORing, | U
“exclusive ORing and ones complement -arithmetic. The ALU 102b in
a single _sfep also can combine thg-contents of next registers 131 - :
10 __an'd'_C_R'C; ‘fégisters 130 (through paths 222 and 133) and _combihe it
' with the contents of one of-the'ibp..-of-Stack -r'egist_érs 122 to o/

. pro_\?ide the next 'nurribe_r used in the CRC calculations. |
Additionally, ALU 102b performs standard shifting and provides a
special nibble feature allow’inQ_. the lower or higher four bits to be

15 shifted to a higher or lower four bits, respectively. Also, ALU
~ 102b performs a 3-of-6 encoding or decoding described in Section
In the preferred embodf_ment_with a sihgle_ semiconductor -
_ chip_ for a _céll there .ake basic c‘dntact ‘-pa'ds“_on _the die fdr power
20 and_.gfound and all the /O pins A and__B-_an'd'the_ "read only™ pin 106
(sﬁbsectioris 107, 108, 109 and 110, Figure 12). These contact



The processing system has four processors sharing an address ALU, a data
“ALU and nenory. A basic mnor cycle takes four clock cycles for each
processor. The ALUs take one clock cycle and the nenory takes one clock

cycl e\_Fhe minor cycles for 5 each processor are effset by one clock cycle
so that each processor can access nenory. and ALUs once each basic ninor -
-cycle. Since each processor has its own regi sl]/&€set it can run
independently at its nornal- speed. The system pi pel i nes four

processors in parallel. 10 - Each register of Figure 12 is associ ated
with one of four groups of registers and each group facilitates the

mul ti processor Sldn u%%@l tSr & i,ﬁéﬁ%gasm'éj%#ggeﬁﬁg%g éllﬁselﬁf Fi gure

13. Each of the'tour groups Includes one regrster, fective

address regi st efjpekpansive |Ppackagdll er register, top of 15 stack register,
stack pointer register, return polnter register, instruction register, CRC

register, next registhy addifion fRthe bhsit cBatict padiscaddinemalopatiedirs thes

correésponds st 0 one of the four processors. Each processor. executes

i nstructions infnesantty/ohwfermmmbmml wiliobei provided withr cl ock

cycles. During. 20 the first clock cyclera processor wll gate the
T SIA L5, Pt e DB S abl i MBI et ity o
: g One control contact pad may-be- provided to disable internal
memory. By activating _th'é 'cohtrbl'cdntaci the "internal memory is
: A . disabled and the data over ADBUS and MBUS is u__sed by the |
processors. This allé\h?s the usé of a“memory that is external to
10 the cell. It is assumed that the__ _gddi}ionél__cqhtgct pads niay not
be avai!able_for use when the cell is in an inexpénSive package.
These additional contacts may be accessed by wafer probe
contacts or from pins in packagéé thét-'h;\}”ej more than the
“minimum number of pins. | |
15 The cell as manufactured require'_é' an initia!i_zatioh program.
At wafer probe time the external__,_m,emory ié used for several
Ao purpose, one or which is to test the 'cell._ Another use is to
N ‘provide a-program to write the cell ID into the EEPROM during the
ma’nufa&drin’g process. . Any nedéssary EE_PROM inéiruction_s to
20 allow power'up'bobt_.when the cell 'is later put in' use 'r_nay be
~added at this time. Initialization 'prbgréms and' test programs are
well-known in the art. | o ]



ABUS, BBUS and CBUS. Menory or 1/Owll be active during the third clock
cycle, with the address comng fromthe ALU 102a and data either being
sourced by nenory or the ALU 102b. The fourth-and final clock cycle wl
gate the results fromnenory or the 5 ALU 102b into the appropriate

regi ster via the DBUS. A processor can be viewed as a wave of data
propagating through the sequence descri bed oye. At each step the
internmediate results are clocked into a setapi peline registers. By using
these pipeline registers it is possible to parate the 10 individual
steps in the sequence and ther@f P'F?O&’QSU“” p@p uting

si nul t aneously. The four processors can operate wthout interfering vmth

one anot her even tml&}} m; RO H I control

circuits. The control a processor |nﬁ#§?%g t he epr;l p}gﬁ %IL%quib

under stood fr aRivress roqﬂfé@hehturgeauaresﬁ 8 fy £l and
EFV gur '{%

an instruction regl ster These are shown in Fi 11 as count

t hrough 137d b#ee addredy ob the Hie o 2hed ABUS. from @ing bt theSbaeet points
regi sters 125a through 125d,” respectively. Each of ttre instruction

regi st erssi s inoaegistersolld) effedtiies. address rezgrstertsr uct9 oor r rstauctions
| oaded, the instruction is.coupled to a PLA 21 Thi's PLA determ nes from

the i nstructipoirtten register (20 combinedrwithoan offsetoonxtiveit BBUS from

|nstruct|on and a 3 bit :
the stack pomter regrster 123, return pomter reglster 124, top of

i

stack regrsters 122 or the mstructron regrsters 125. | ' U

Calculatrons in the ALU 102b most typrcally rnvolve one of
10 the top of stack regnsters 122 (BBUS) and the next registers 131
(CBUS) or data whtoh may be part of an instruction from one of

the mstruotron registers 125. | "

While fn the presently preferred embodrment the processor

operates with the output of the memory belng coupled to the DBUS

15 223 through regrster 1486, the processor could also be
- implemented with data bemg coupled dlreotly to the input of ALU
102b.  Also, the functlon performed by some of the other
regrsters. such as the effectrve address regrsters 19 can be
performed by other registers, although the use of the effective
20 address regrsters. and for example. the CRC regrsters, rmprove |
the operatron of the processor



68 bi nary nunber i s then | oaded into the counter 113a or 113b or 113c or
113d, associated with the instruction register 125a, or 125b, or 125c or
125d being | oaded. For instance, for a CALL instruction |oaded into
.Tnstrugpion regi ster 125c, the binary 5 nunber- 010 (indicating three m nor

cycles) is |loaded into counter 137c. (Up to 8{fmor-cycl es can be used for
a given instruction, however, only up to 6 m ycl es-are used-for any of

the instructions in the currently preferred enbodi ment.) The count val ue
"000" is used to cause a new'instruction to be fetched. 10 The count

(e.g., 3 bits) in a counter and the instruction (e.g., 12 bits) inits
associ ated i nstructi dn geperalefor rmemons addressing, aobase pointasds These
15 bit inputs fromeach of the respective four sets of count registers and
four sets of inprovigecby eneswofr theuregisiersnt18) My opn20 with ran mffsetss
as will be described. The, 15 output of the PLA controls the o eratlon of -
the processors. fnqsneoage@t fﬁﬁ@fﬁﬁs 122;e1231 324007 1185 4 %H fGﬁstNe ABUS

BBUS d CBUS | 214, ALU . 102: | 215 .

ConS And BT b2l aroviced tiese Basrasees.  AlStr T GAMeE, iéelbwi?@ 108,
d 220 | 216 t d 20 t Fi

o) P0k o aPerates BT the:6oRtenE of bR 1SR ot $tadk dnd ek Febist€r o0

o e i o chiddh, Yo Ukl tha HUHLERAPegilhG: Hhiby "

t aken by the
- provide an immediate mput to the ‘ALU 102b. Specxf:c addressmg

o - and other instructions are desctibed below. "¢
| | D. MULTIPROCESSOR OPERATION' |
10 * The processor ts effectlveiy a mu!tlprocessor (four "
| processors) because of the multlple regtsters and the pipelining
which wnlll be described in conjunction with Figure 13." As .
mentioned, one advantage to this multiprocessor operation is that a
interrupts are not n_eéded-. 'partiCul;arly' for- dealing with input and
15 output signals. The rrtultiprocessor oberation-is’ achieved without
the u_sé of separate ALUs for each processor. In thé. currently
preferred embodiment, ecohpr'nie’s't of layout are obtainéd by using
two ALUs, (102a and 102b) ho‘WeVer; only one of the ALUs operates
at any given time.  (Note the BBUS provides an mput to both
20 ALUs) Therefore, the mu!txprocessor operat:on of the present
invention may b_e obtained using a single ALU.



59 processors to execute each of the instructions is described with the
instruction set. The outputs fromthe PLA on lines 213 are coupled directly
to the devices controlling data flow on the ABUS, BBUS, and 5 CBUS.. 'The S

signals controlling the ALU are coupled thr a one clock phase délﬁrf
regi ster 217 before being coupled to the AL ma the lines 214." Since all

the registers 217 are clocked at the same rare™ the register 217 performs
delay functions as will be described. Those signals fromthe PLA 136 used
for menory 10 control are coupled through two stages of delay registers

217 before being c led to the rrermrl\h,) thusf the signals on lines 215 are
del ayed for two cl rRGessing systefm, hak foupRrosessars sharing amme

Scets of del BRcragsALLE 8 piataALLL 356 APy coPass BNPRE dyoie 42688 and
Fegi ot or 5. 217100 QIBCK SHTgs toTcRRbh BRBeshns TN ALTIE HaRe: SBSERkIes
output cont oLy 153 el ks bHBL AR Byfle,, RbrRiRoE yctes dor
Bhase a1 v Rah, HfokRasar kool Wy e Bek gk B0y 4RER? 71
1216 During tiagobbbabr Ceftf 'adt@dsCn¥mBAF aind ALUs once each basic minor
' cycle. Since eéch-f‘procgssor has.-its‘ow_n regiStér-set it can run
~ independently. at its normal speed;' The system thus pipelines .
~ four processors in parallel. - a | o | |
10 Each register of Figure 12 ié associated with one of four
g'rou'ps of registers and each group._ facilitate__s the. _mu_ltiprocessorg.
operation and is associated with a processor (1-4) -of Figure 13.
Each of the four groups includes one base pointer register,
| effective addreéé-- fegistgr, instruction pointer register, top of .
15 stéck_ 'registér, s_t a_ck-- pointer register, return pointer register,
~ instruction regi.s_ter'.-: CRC register, next register, and a carry flag.
_Ea_ch related group of registers corresponds to ‘bhe of the four u
processors. _Each processor 'executes_ instructions in minor |
cycles, eaé_h 'm_ir_:or cycle consisting of four clock cycles. During
- 20 the first clock cycle a processor will gate the appropriate =~
registers onto the=ABUS, BBUS and CB_US; In the next clock &ycle
the ALUs will be active generating data from their inputs of the .



60 instruction cycle, the contents of the counter 137a and the
instruction register 125a are coupled to the PLA 136. During the second
cl ock phase, the contents of the counter 137b and instruction register 125b
are coupled to the PLA 136 and so on 5 for the third and fourth cl ock
phases. Assunme now that instructions have been | oaded into the instructien
" registers 125a through 125d and the counters t hrough 137d have been

| oaded with the correspondi ng binary counts d%; hé- m nor cycles needed to
performeach of the 10 instructions. For exanple, assune that register 1
25a is loaded with a CALL instruction and that 010 has been | oaded into"

counter 137a. DUABUS2BBUStahdsCBUS. dMemay of VO willBe #utive darihg the -
instruction for CALL are coupled to the PLA 136. Fromthis 15 bit input PLA

136 provides at third @locktcydle, with the addresgneomiriy fromedhd AbltdQ2atand
the first mnor <cycle of the CALL instruction (e.g., four clock phases) :
for the ABUS, BRistacBithertbeing sourted byrmnemory ohéthepABU. $02be (The dourthm
uses ptpelintng nultiprocessing, the control signals on lines 213 used to
carry out the fiand finaticlpekscycle will gata thesresultsotfomimemaery iof the
i nputs to the ALUBngUring this first clock phase the other cggtrol l'i nes
are control | Bng Ak A02b tinto theoRPPERRriale: registenviat the: ?}EU ssors, for
different instructi oni i n the.;gi pel iges;,) Dura',n%" . _ » .

| r can be viewed as a wave of data propagating

process
through the sequence described ‘above. At each step the
S ' 'intermediéte 'resutts _are_'c!ocked into a set of _p'ipe'line registers.
o | "By using these pipeline registeré it is“possible to separate: the
10 | individdal sfeps in_ the sequence and therefore have four steps:
| éxécuiing siﬁ*nulianeously. Thé four processors can operate
 without inte_ffeii_n_g wii_h one another even though they share the
* ALUs, memory, /O and many control circuits.
_ _-The cont'rol of a processor including the pipelining is best
15 understood ffom._ anui_e 11. For each processor there is a 3 bit
: c'ou'n_ter and an iﬁé_tru_étion register. These are shown in Figure 11
\/ . as ._ counters 137a through 137d, each of which is associated with
one of the instruction registers 125a through 125d, respectively.
__Eaéb__ofthe instruction registers is loaded through the DBUS. As
20 an instruction régi_ster. is loaded, the_instruction is coupled to a
PLA 212. This PLA determines from the instruction how many
minor cycles. ére re;qﬁ'ired to execute the instruction and a 3 bit



61 phase 2, the count in counter for 137b and the instruction in register
125b are coupled to the PLA 136. During phase 2, the signals on |lines 213

now control the ABUS, BBUS and CBUS inputs to the ALUs for the second . LI

processor to carry out the instruction 5 contained in register 125b.
During this second cl.ock phase, the signals on lines 214 control the first
processor and the ALU to performthe funciyeg)s needed to carry out the

- second cl ock phase of the CALL instructio tained in register 125a. - .
(Note a delay equal to one phase was provided by register 217.) Simlarly,
- 10 during the third phase, the signals on lines 213 control the ABUS,

contai ned | nDiBARG Muinbee I iR IB8R8A e Rieodler Dfsacs HIBE o
Thes 915 colddl et 1 HFSRIREY Wit the| Hsthicton (bl J488 B0, o,
1o, 0 L i o AR08 2 g PP A RS P
e COUDl ™ Yot pdbed e RF (S T2SEL Mg g9, 2o
our LD DgceTaApa01D et 1988 FhckoRtRs) IF e 66 outier L1
215 control Wm7eEOp @ & Minor cycles can be used for a given instruction, _
however, only up to 6 mirior cycles are used for ény of the iV |
- instructions in the currently preferred embodiment.) The count
value "000" is used o cause a new Instruction to be fetched.
10 The count {e.g., 3 bits)"in a counter and the instruction (e.g.,
12 bits) in fts associated instruction register from a 15 bit input W
fo the PLA 136. These 15 bit inputs from each of the respective
four sets of count registers and four sets of instruction registers
are sequentially coupled to the PLA 138 as will be described. The
15 output of the PLA controls the operation of the zp_ro'ce.ss'ors. More
‘specifically:. lines 213 control data flow on 'tﬁe ABUS'. BBUS and
CBUS; lines 214 control the ALU 1'02; lines 215 contra! the
memory; - (and, as will be described fater 1O operation of
~ subsections 107, 108, 109 and 220) snd lines 216 control data
20 flow on the DBUS. The specific outputs provided by the PLA 136
for a given"'instiuétio'n is "bes_t_ understood from the instructions
_set, set forth later in this application. The action taken by the _



out the instruction in register 125b for the second processor; and the
signals on lines 216 control the DBUS to carry out the instruction in

regi ster 125a for the first processor. After four cycles of the 16nHz cl ock

fhe caupt in register 5 137a decrenments to 001." Each register is

- decrenmented on the clock cycle follow ng the f the contents of the
counters contained by the PLA 136. The input agisie PLA-136 thus changes
even though the instruction wi'thin register.12%a? s’ the sane. This allows

the PLA 136 to provide new output signals needed for 10 the second mi nor

cycle of the CALL instruction. These control signals are rippled through

the control fhfolcpglbde‘s% of§"td Wxecii8® oikh oglﬂ-le %ﬁ?*rﬁ&tloﬂ@zésdgﬁ@é@eﬂrth

above. \When the unt 1n.a counter re I'S | nterpr

instruction fetchhborinstrictigrpcea@t.ed processor. Ther ef ore, each of -
the four processors may S|nultaneously execute an |nstruct|on ‘where each of

the instructions has aTHgf 6@ ﬂb@ﬁe!heopmcﬁﬁﬂméglﬁfw'ﬁréoboﬁplﬁ?ﬂ'cﬁrectly

reachlng the 4 magi nary line 219 for. any..given-clock cycle represent. control

signals for four tdi therdevicestonteoliingsdatal flow drouthei ABUS,NBBUS, and
processors. For exanple, the control signals associated with the first.

processor dur5hg @BUS st Thecsignate @ontrolling rthe ALYl adercoypleds throughcacone
on lines 214; during a third cycle on lines 215; and
clock phase delay regrster 217 before being coupled to the ALU -
via the lmes 214. Smce all the reg:sters 217 are -clocked at the
_ A~ | same rate. the regrster 217 performs delay functrons as will be
| | 'descrrbed Those stgnals from the PLA 136 used tor memory
10 control are _coupled through two stages of delay registers 217
" betore b‘eihg coupled.to the_rr_temory._thus the signals on lines 215
are delayed for two clock phases related to the signals on lines
'213. The 'co'ntrol' signals for the DBUS after leaving the PLA 136
are coupled through 3 sets of delay registers 217 before being
'1"5' " coupled to the Irnes 216 and therefore are delayed three clock
phases related to those on lrnes 213 The registers 217 are
— | ~ clocked at a 6mHz rate, thus when the PLA 136 provides output
) control srgnals for a given mstructron (e.g., contents of

mstructron regrster 125a) the control’ srgnals during a first clock

20 phase are coupled to lmes 213, dunng a second clock phase, lines

214. during a_ third clock phase. 215; and during a fourth clock
| phase to lines 216. During the first clock phase of each



63 during a fourth cycle on lines 216. The control signals needed by the -
second processor follow behind; those needed by the third and fourth :
processors follow ng behi nd those used by the second processor. 5 7 The' s
pipelining of the signals is illustrated in Figure 13. The nultiprocewsor
- operation of the processor 100 of Figure 10 is shown in Figure.13 as:four
processors, processors |, 2, 3 and 4. Each e of the groups of registers
i s associated with one of the processors. T§§ ur phases of a single
instruction cycle are 10 shown at the top ldure 13. In Figure 13,
regi sters 101 are used to indicate that the contents fromthe specific
‘registers called for in an instruction are placed on the ABUS, BBUS and -

o The  Bous; ThSEERs ©yHa: A8 canteioot v ety 1875 BR8 el niil 129
phase, si gnaligsfrugtion reyistepr 254 natd' ol [Fﬁﬂeé fo thel F‘lﬂS‘ISG gDuﬂ'ﬂHI

them) are gated fromthe registers onto ABUS, BBUS "and . CBUS

this is. occurggound lock! phaseptheteontenty ofhthercownter ¢87bt and are gat ed
fromthe-registers 141, 142, 20 143 into the ALU 102a and 102b.- This is

%Pr?UV\Tt Qﬂeghgdgfg#glt?nargggte‘éﬁ%mg Fgﬁdsltﬁggegﬁgalggb& :anr:% stuhe° nmem)r y
for § for the third and fourth clock phases. | :
| | Assume now that lnstruct:ons have been loaded mto the
instruction regxsters 125a through 125d and the counters 137a U
through 137d have been loaded with the correspondmg bmary -
| counts for the minor cycles needed to perform each of the
10 instructions. For example. assume that reglster 125a is loaded
“with a CALL mstructlon and that 010 has been loaded into counteru
137a. Dunng a f'rst mstructlon minor cycle, 010 and the 12 blt |
mstructxon for CALL are ooupled to the PLA 136. From this 15 bzt
input PLA 136 provides at its output all the control slgnals
15 needed to oomplete the f'rst mlnor cycle of the CALL mstructlon
e 9., four clock phases) for the ABUS, BBUS ceus the ALU, the

memory and the DBUS Since the ~system uses plpellnmg

'multlprooessmg. the control slgnals on lmes 213 used to carry

out the flrst clock phase of the CALL mstructlon which is the
20 | mputs to the ALUs. (Durmg this f'rst clock phase the other control
lmes are controlhng the ALU, tha memory and the DBUS of other

~ processors, for d:fferent_ mstructtons in the pzpelmes.)Durmg.



group 3 registers for processor 3. And, finally, during this first phase,

signal s associated with the group 4 registers are gated fromregisters 146 -

onto the DBUS. During the second phase, signals associated with a group

regi st\eys are coupled fromthe 5 ALUto registers 145. The data

associated with group 2 registers are coupled to menory. The data '

associated with the group 3 registers is coupled fromthe register 146 onto

t he DBUS. Those associated with the group 4 refji pters are gated onto the

. ABUS, BBUS and CBUS. And, -simlarly, during tﬁE)'hird and fourth phase 10 -
of each instruction cycle this pipelining contlnues as shown in Figure 13,

t hus effectlvely rovi ding, f our rocessors - PROCESS | NSTRUGTI'ONS | n

thi.s section eacf&'@%? écghSnCBP the. %‘P%@;{sfﬂf 1§7be§n§5'l @ onstrucliopnin WI th

bel ow & o | ndi cat deGELRTohaaR, 818 cotied: o e Rk Lakny Purfid,Brash Suitheor
Forth bel ow w  n SHPEE aof Bel 248 Adw:+Enirel Ve ‘ABUS, eéég’%d 5 EBUE ndiits
| 'OEEBFOFBS' CA;LS;')' ) thE”?\lU?tfb?qh%O's'}ES%d( brécBLis? to carry?But e thiRESfon
'5 contained in register 125b. During this second clock phase, the
~ signals Bn lines 214 control the first processor and the ALU.to'-
| perfofm the func_:tibns ne.eded toi carry 0ut_the s_ecohd clock phase

N~ ‘of the CALL instruction containéd in register 125a.  (Note a delay
equal to one phase was provided by régister 217.) Similarly,
10 during the third phase, the signals on lines 213 control the ABUS,
O BBUS, and CBUS for thé third proée_ssor_ to carry out the

" instruction contained in register 125::; the signals on lines 214
controllthe ALU to carry out the instructidn contained in regiéte_r
125b, and the signals on lines 215 cohtroi the memory to carry

15 -out the instructions in regisfer 125a for the first proceSsor
~ And, fmally, during the fourth clock phase the instruction from
- | -reg:ster 125d, along with the count m counter 137d are coupled
~ to the PLA 136. The signals on lines 213 control the ABUS, BBUS
and CBUS to carry out the .ihs.trudt.ioh contained within register’
20 125d fourth processor; the signals on lines 214 control the ALU
™ carry out the instruciibn in register 125¢ for the third

processor; 'th_e signals on lines 215: control the memory to carr_y'



5 | (not accessible to ROM based prograns) | r

instruction register (12 bits) 125 (not accessible to ROM based
prograns) 10 bp base page pointer (14 bits) 118 .
(fixed range of 8000 -FFFF) (wite only) ea effective address pointe(16
bits) = 119 15 . (not accessible to ROM based prograns) s p
data stack pointer (8 bits) 123 (positive offset frombp, grows

down) 20 rp return stack pointer (8 bits) (positive offset’
from bp, grows up) 124 66 tos top of stack (8 bits) ' 122
next item bel ow top of data stack (8 bits) 15 crc used as _
scratch or in - 130 CRC cal cul & ns (8 bits) ' flags carry

 the retlrn siGuk the Instsughnci d8pistes 1266.fan e SecenanBlasessorisand
' . physi cal l y Cﬁaet %?gﬁglsRél\r/ll li'ng‘gt 24 ticgﬂtroﬁgleeDBUS' to carry out the | |
_instruction in register 125a for the first process_br;
After four cycles of the 16mHz clock the count in register
5 137a decrements to Q01'. Each regisfelf is decremented on the
clock cycle"follo'wing the 'us'e of the qqntenfs of the cdunte_rs
contained by the PLA  1 36. 'The. input to the PLA'-136__ thus changes U
even though the instruction withih_ _fégist_e’r 125; is the _éam’e.' -
This allows the PLA'13_6_ td pro\_'l.idﬂe new _o_utpt_it'_ S_ignals- needed for
10 the second mino'r cycle of the CALL instruction. These control
~ signals are rippled through the control through the control lines
213, 214, 215 and 216 as described above. Whén the count in a
.countér rea.Ch'_es 000, this is interpreted as an instruction fetch
for its associated processor. N .
15 | Therefore, each of the four procesSo_rs_rt\_ay simuitaneously
execute an ihsﬁucﬁ_on where each of the in.structiohs has a v
different number of cycles. 'Th_e éontrol sinéls reaching the
imaginary line 219 for any given clock cyc_l_e represent control
‘signals for 'four' diffe're_'n't instructions and for four different
20 processors. For example, the control signals associated with the
first processor during é_ first cycle appear bn lines 213; during a
second cycle on lines 214; during a third 'cy'cle'.on lines 215; and



.15 CALL | aaa aaaa aaaa Subroutine call CALL |ib

. 0000 aaaa aaaa - Li brary call 20 _ BR 0010 | aaa
aaaa ..  Branch BRzZ _ ' 0010 OOaa aaaa Branch on TGOS==0
“67 BRC 0010.1laa aaaa Branch on Carry set CALL
I nt er Seg - 0011 LLLL LLLL - (Subroutlne) 5
0000 hhhh hhhh . Two word instructions LIT - 0101 Iffh
bbbb - Constant op TGS LDC - ’111h bbbb -Load -
Constant 10 ALU 0101 O0O0ef ff Top of Stack and NEXT

RET : 0101 0011. 1101 Return or Bi t set i n ot her
instruction 15 | e l/O

rr t

Regi ster LDST, dpwmg a fourthoeyde; ﬂﬂallaﬁﬁams Thﬁoﬁﬁmr (ﬁ‘gr@lﬁ needed By
11

ﬁlr)lro:rp) +a|_oad,0 S Waa aagergrocessor ’roo?low%t (hmdL gseR needed by the it 244V

3 fourth processors followrng behmd those used by the seoond
| processor | | | | .
5 The p:pehnmg of the slgnals is ||lustrated in .Figure 13.
' The' multnprocessor operatron of the processor 100 of Figure 10 is
. shown in Frgure 13 as four processors, processors 1, 2, 3 and 4.
Each one of the groups of regtsters is assoc.ated wrth one of the
'processors The four phases of_ a single instruction cycle are
10 shown at the top of Frgure 13. In FigUre t3 registers 101 are
| used to lndlcate that the contents from the specnfrc regxsters
_ alled for in an mstructron are placed on the ABUS BBUS and
| CBUS The reglsters are 118 119 and 120 on the ABUS; 122, 128,
124 and 125 on the BBUS; 120, 122._ 129, 130 and 131 on the
15 CBUS. o - o |
| - During a first phas_e, signals previously stored in the group |
o _ .registers (e.g., 't\r\ro of them) are gated from the registers onto the
ABUS, BBUS and CBUS While this is occurring, signals associated -
‘with the group 2 registers are gated from the regusters 141, 142,
20 143 mto the ALU 102a and 102b. This is shown in Figure 13 as
processor 2 under the frrst phase column Simultaneous signals

are gated from regrsters 145a and 145b into the memory for



- For each instruction, the operation, encoding and'tining are set forth

bel ow i n standard C | anguage notation. CALL Call Procedure 5
Operation: *rp++= |lowbyte (ip); *rp++ = hibyte (ip); 10 _ i p = desty;
Encodi ng: intra-segment: 15 - 1 aaa aaaa daaa.dest =ip + +
1, /* displacenent a is always negative */ inter-segment: 0011 LLLL LLLL 20
0000 HHHH HHHH dest = H:L; - /* 16 bit absolute address */ . library:

0000 aaaa aaaa dest - Ox8000 +*(0x8001 + a "1Lf tabl e | ookup call */ 5
Ti m ng: CALL type #clocks speci_

nennry operation 10
I ntra-seg _ 3 _ :

group 3 regrsters for processor 3. And, fmally, dunng this first
~ phase, signals assocrated with the’ group 4 regrsters are gated
~ from registers 146 onto the DBUS: D_urrng the second phase.

signals associated with a group | registers are coupled fro_r_h the
"5 ALU to registers 145. The data associated wlth group 2 registers

are coupled to memory The data assocrated with the group 3

registers is coupled from the register’ 146 onto the DBUS ‘Those U
' associated with the group 4 regrsters are gated onto the ABUS,

- BBUS and CBUS . And, similarly, durmg the thnrd and fourth phase
10' of each mstructron cycle, thls prpelmmg contmues as shown in
Figure 13, thus effectrvely provudmg four processors -

- E. PROCESSOR INSTRUCTION_S |

In this Section"-3each'lns't'ru'c:tion' of the -'p'rocess'or is set
15 forth, along with the specific regrsters and memory operations.
| Lower case letters are used below to indicate the contents of a
reglster For example, the contents of the instruction reglster
" are shown as "ip". The registers and flags are set forth below
- with their correlation to Figure 12.

20



2 *rp++ = lobyte (ip) 1 rp++ hibyte (ip) O ir =(ip= *dest) 15

I nt erseg 54 | obyte (ea) =*ip++ 3. hibyte (ea) = *ip 2 *
rp++ lobyte (ip) 1 * rp++ = hibyte (|p) 20 -
0 /=*(ip =*dest) library _ *rp++ = | obyte (ip) 2 .

rp++ = hibyte (ip) 1 Ip. dest 0 - |r :*lp Branch al ways
Operation: ip = dest; 10 Encoding: 0010 1 aa‘;&i ga dest =ip +a + 1; /*
di spl acenent a is sign extended */ 15 Tim ng ocks speC|f|c
menory operation

NTIFICATI!
_ 1p instruction pointer (14 bits) = 120
(fixed range of 0000 - 3FFF) |
5 o (not accessible to ROM based programs)
ir instruction register (12 bits) 125
i~ | - (not accessible to ROM based programs)
10 - bp base page pointer (14 bits) 118

(fixed range of 8000 -FFFF)

“ - (wnte only)
ea effective address pointer (16 bits) 118
15 ~ (not accessible to ROM based programs)
\_/ sp data stack poi'nter -] bits) o 123

(positive offset from bp, grows down)

20 rp return stack pointer (8 bits)
(positive offset from bp, grows up) 124



20

.10 ir = *(ip = dest) 71 BRC _ Branch

on carry Qperation: 5 iIf ( CF)ip dest; else ip++, Encoding: 10

0010 01 aa aaaa dest =ip +a + 1; /* a'is sign extended */ Timng: "™, - .-
#cl ocks - specific nenory operation 15 0 ir = *(ip = dest) or\if o
i = F(++ip); BRZ . . Branch on TOS== eration: 5 if (tos==0, o

t os=next, .next= *(++sp) ) ip =:dest; > . o :

10

15

20

tos top of data stack (8 bits) - | 122
- next item below top of data stack (8 bits) 131

crc used as _scratch'or‘in 130
CRC calculations (8 bits)

-
the

tlags  carry flags, (1 bit) 129 M
. processor 1D (2 bits) |

The top element of the return: stack is also addressable as a

register, even though it is physically located in RAM. o
ln_stfucfion- Table
CALL - 1faaa aaaa aaaa Subroutine call
CALLIlib  ~ 0000 aaaa aaaa Library call
BR | 0010 1aaa aaaa Bra_nch'

BRZ 0010 OOaa aaaa ~ Branch on TOS==0



el se ++ip; Encoding: 10 0010 O0Oaa aaaa dest=ip + a + 1;

[ * di spl acenent

a is sign extended */ 15 Timng: #clocks specific menory operation 2
1 tos = next; 20 : - ~ next
=+(+4Sp); O _ ir = *(ip =dest) 73 o0r O  ir =*(++ip) LDR  Move

register to.TGS 5
reference) Operation: (sp--) = next;

(includes certain indirect, indexed menmory
if (reg) ( next - =tos; tos-=reg }

el se { next = bp+TOS or next = (bp+2p)+TOS} 10 Encoding: 01 01 01 00

rrrrreg r /* see table /* Timng:

o]

BRC - 0010 11aa aaaa
| CALL. interseg . 0011 LLLL LLLL
5 : 0000 hhhh hhhh
LT 0101 1ffh bbbb
LDC 0101 111h bbbb

- 10 | | -
o/ .
ALU 0101 0Oef fiff
RET 0101 0011 1101
- IN,OUT 0100 Owrr rrr

o - o L . -

LD,ST bpsa 0100 1waa aaaa
20 LD,ST (bp'+p)+a 011p pwaa aaaa

LDRSTR r . 0101 010w mrr

Branch on Carry set

(Subroutirie)

Two word instructions

Constént op TOS
Load Constant |

Top of Stack and NEXT

Return or 'Bit- set

in other instruction
__ Reélerite /0 Register

'~ Load, Siore

Load, S__tore.

Lbad. Store CPU reg



#cl ocks specific menory operation 15 (i f (bp+p)+TOS) 54
| obyte(ea) = (bp+2p) 3 hi byte(ea) =(bp+2p+1) (if reg, bp+TOS) 32
sp-- =next 20 : : _ _ |f (reg) next’

tos; 1 if (reg) tos = reg el se next=bp+TCS, ea+TCS o -(+\1-3)
STR . Store TGS to register (includes certain indi rect I ndexed nmenory
reference) Qperation: 5 if (reg) ( reg =tos; tos = next } else
bp+TCS = next or (bp+2p)+TOS =.next '} next = *(++sp); Encodlng 0101 0101
rerr 10 - - reg r /* see table /* Timng: #cl ocks :

speci fic menory operat'.i on (if (bp+p)+TOS) - 5 4  lobyte(ea) =*(bp+2p)

68

"For each mstruction. the operat:on, encodmg and timing are set forth
below in standard c language notatlon
-CALL Call Procedure

'Operation:
‘rp++ = lowbyte (ip);
| *rp++ = hibyte {ip);
10 ip = dest; '
Encoding:
intra-segment:
15 1aaa aaaa aaaa
dest=ip+a+ 1 I‘ dasplacement ais a!ways negative */ : b
' inter-_se”gménti
0011 LLLLLLLL

20 0000 HHHH HHHH

‘dest=HL; /16 bit absolute address */



15 | | 3 hibyte(ea) =*(bp+2p+ 1) if

(reg, bp+TOS) 3 2 if (reg) reg = tos; else bp+TCS, ea+tTOS=next 1 if
(reg) tos = next; 20 _ . S next =
*(++sR)y 0 - ir = *(++ip); .. 75 Register assignnents 0 0 00 Fl ags
CFx 1D1. IDO 5 0001 CRC | ow byte (hi te in TGS 0 01 0

| owbyt e (bp) . S /* wite */ next (" " T'nstruction) /* read */
10 0011 hi ghbyte (bp) . /* wite */ tos ("DUP
instruction) = . /* read */ 0100 sp 01 01 rm15 0110
see RPOP, RPUSHO 1 1 1 - *(bp+TOS) ~/* indexed fetch,store '
20 ' 1000 - *(*(bp+0) +TCS) /* indexed indirect /* 1 00
1 - *(*(bp+2) +TOS)”brary:/* i ndexed indirect */ '

0000 aaaa aaaa ) |
dest = 0x8000+*(0x8001 + a);  /* table lookup call */

Timing:
| v.' - . CALL type  #clocks - . specific memory operation

10 ‘intra-seg 3 .

| | | 2  ‘*rp++ = lobyte (ip)
N\, - - SR | ‘rp++ = hibyte (ip)
| | | 0 ir="*(ip = *dest)

15 | inferseg - . b
| | | lobyte (ea) = *ip++
hibyte (ea) = *ip
*Ip++ = lobyte (ip)
" *rp++ = hibyte (ip)

20 ir = *(ip = *dest)

O =2 N W b

library 4



1010 *(*(bpt4) +TOS): ' I ndexed indirect 1 0 1

*(*(bp+6) +TOS) /* indexed indirect */. 5 RPOP pop return stack .
Qperation: 10 o *(sp--)= next; next tos; tos = Encoding: 15 0-10 1
01001 1.10Timng: 20 n #cl ocks - speci fiNas
menory operation 3 77 2 sp-- = next7ext = tos; 1 tos =rp--;; 0

ir = *(++ip) 5

*rp++ = lobyte (ip)

3
2  ‘mp++ = hibyte (ip)
) 1 ipw=dest
s 0 ir=‘ip
5 BR Branch always
- Operation: __
ip = dest; o S )

10 Encod'ing:

0010 1aaa aaaa
dest = ip + a + 1; /* displacement a is sign extended ‘l
15 | '
Timing: _
#clocks ~  specific memory operation
20 | | SRR 1

0 | ir = '(ip = dest)



RPUSH push tos onto return stack Qperation:- 1 0 *(++rp)=tos; tos
next; next = *(++sp); Encoding: 1501 010101 11 10T mng: 20

#cl ocks _ speci-fic memory operation 3 78 2 *(++rp) - tos; 1
tos =(ngxt; next = *(++sp); 0 . ir= *(++|p) 5 | - Mwve I/0
register to TOS Operation: *(sp-- = next; next tos; tos = reg;
Encoding: 0100 QOrr rrrr ‘ : :
BRC Branch on carry
‘Operation:
5 i {CF)ip=dest

else  ip++;

o Encoding:
Y s

10 0010 0Ot1aa aaaa

| dest = ip+a+ 1;/* a is sign extended */
Ui Timing: '
#clocks | specffic' memory operation -
15 | 1 | | - |
| 0  ir = *(ip = dest)
or ° |

0 ir = *(++ip);



Tini ng: 20 #cl ocks specific frermry operation 3 -

2 *Sp-- next. 79 next =tos; 1 tos reg O ir=*(++ip); 5 OQUT
Store TOS to I/ O register Qperation: reg = tos; tos = next; 10 - next =
*(++sp); Encoding: 0 1 00 O 1 rr rr r r 15 Timng: #clocks

specific menory operation 20 g ' 32 reg = tos Y
tos = next; : S 72 - .

BRZ B Branch on TOS;-O
- Operation:
5
if (tos==0, tos=next, next= ‘(+-|;sp) ) ip = dest;
else ++ip; —
Encoding: |
10
0010 00aa agaa .

desf - _ip +a+1;/* displacement a is sign extended' */

15 Timing:

#clocks Specific memory  operation oo

I - ' t0S = .
20 | | | next;

next = '(-++sp) .

0 ir=*(ip = dest)



next = *(++sp);
Operation: sp--
11 14 bbbb 15

3 2 * (sp--)

0 ir =*(++ip); LDC | oad constant (into TOS) 5
next; next tos; 10 tos = constant; Encoding: 0 101
if (H==0 constant = 00: bbbb; el se constant =
bbbb: QQQ00 Ti mi ng: #cl ocks. specific nenn???gperation 20 :
next; next = tos; 1 tos = constant; O ir  *(++ip)
- load from base page Operation: *sp-- next
or

1§

LD ( bp+a)
5
‘i\-/ .
10
oy
Y
20

0 ir= *(++ip)

LDR Move register to TOS o |
(includes certain indirect, index’ed':memory reference)
Operatibn:_ | | B
*(sp--) = next: S e
if (reg) { nexi = {0S; t0S = rég }
- else { next = bp+TOS or next = (bp+2p)+TOS }
Encoding: | i - |
| | 0101 0100 rrrr
reg=r /* see table */ |
Timing: B | | |
o #clocks specific memory operation
(if (bp+p)+TOS) 5 | |
o o lobyte(ea) = *(bp+2p)
3 hibyte(ea) =*(bp+2p+1)
(if reg, bp+TOS) 3 | :
- - 2  *sp-- = next
if (reg) next = tos;
1 i (reg) tos = reg )
else next=bp+TOS, ea+TOS



next = tos 10 tos = * (bp+source): Encoding: 0100 10aa aaaa 15

source = aa aaaa Timng: #clocks specific nmenory operation 3 20
2 Sp-- = next; next tos; 1 tos = *(bp+source); O ir =(++ip) LD -
(bp+p) +a load indirect. 5 - (TOCS with byte. addressed
poi nter at bp+offset then indexed by TOS) ation: 10 - sp- -
. 'next; next=tos tos - = *(*(bp+2p)+offset); di ng:- 15

Oll p pQCaa aaaa offset aa aaaa Timing:
D 0 ir = *(++ip)
 STR Store TOS to register |

| (includes certain indirect, indexed memory reference)

Operation: | _ | _

- if (reg) { reg =  tos; tos = next; } o |
else { bp+TOS = next or. (bp+2p)+TOS - next } st
next = *(++sp); | _

- Encoding: | R | v |
| 0101 0101 rrrr . B

10 o | 'reg_-}i' * I'" see table */
Timing: o | | .

: | #clocks  specific memory opéré_tio#

(f (bp+p}+TOS) 5 S o
| 4 lobyte(ea) = *(bp+2p)

T | 3 hibyte(ea) =*(bp+2p+1)

 if (reg, bp+TOS) 3 | |
| - 2 if (reg) reg = tos; u
else bp+TOS, ea+TOS=-next
1 . if (reg) tos = next |
20 __ - . next = *(++sp);
| o 0 it = *(++ip);



- «#cl ocks

| obyt e(ea)
next = tos;

-intO;@gﬁe page Operation: 10

=*(++

t 0s;

10

5
o
15
o
-

) Encoding: 15
Ti m ng: #cl ocks '

specific nenory operation 20 54
= *(bp+2p) 3 hi byte(ea) =*(bp+2p+1) - 2 *sp-- =.next; -
‘tos=*(eatoffset) O ir =*(++ip) 5 ST (bp+a) store
- *(bp+des '75tos tos  next; - next .
010 O a aa aaaa dest aa aaaa

_ specifjc menory operation 20 3 2 *(bp+dest)

Register assignm_ehts .

0000
0001
oo1q
0011
0100
0101
01;0 
0111

 1000-'

1001

*(*(bp+2)+TOS) I* indexed indirect */

Flags CF x ID11DO

CRC low byte  (high byte in TOS)

lowbyte (bp) St write ¢/

next ("OVER" instruétion) I~ read _'/ |
highbyte (bp) /* write */

tos ("DUP" instruction) I* read */

sp

rp

see RPOP, RPUSH

| *(bp+TOS) r indéxed fetch,store */
*(*(bp+0)+TOS) I* indexed indirect °/



1 tos = next; next = *(++sp); O ir =*(++ip) 5 ST (bp+p)+a store
indirect (TOS into byte addressed by pointer at bp+2p offset by a)

Operation: 10 *(*(bp+2p) +of f set) =tos; tos= next; next =* (++Sp)g_
Encoding: 150 1 1 p p 1 a a aaaa offset= aa aaaa Timng: 20 #cl ocks \/
=*(bp+2p+l1l) 2 *(eatoff)=tos 1 tos = n

specific nenory operation 5 4 {obyte(jﬁtg *(bp+2p) 3 hi byt e(ea) -

1010 *(*(bp+4)+TOS) ~  /* indexed indirect */
1011 . ‘("(bp+6)}+TOS)  /* indexed indirect */
5 . . .. ..
RPOP = pop return stack
Operation: - | | A
10 - *(sp--) = next:
next = tos; _ _ .
tos = ‘rp-- - o S o |
Encoding:
15 -
0101 0100 1110
Timing:
20 #cl_ocks' specific memory operation



5 - -next =(++sp) O ir =(++p)

[ALU Goup ] 10 Operation: if (r==1) { hibyte(ip) = *rp--; lobyte(ip) =
*rp--, 15 pipe = tos; /8 internal ‘processor pipeline */ tos -
ftos ofm_snext; switch (s) { case 0: next next; ~/* typi.cal unary op
*/ 20 ' case 1: next = *(++sp); r typical binary op */

Encoding: 0101 OOf ff f f op fffff /* s | ~.to high order f bit */
s = (1l==unary op), (O==binary op) Op Tabl e: ,cofle operation - _
carry state 10 00000 ~ . tos + next arith carry 00001
tos + next + carry arith carry 00010 ~ next - tos - arith’
borrow 00011 next - tos - carry  arith bor2ow *gpe- = next

next = tos;

1 tos = ‘rp--;;

0 ir = *(++ip)

S
RPUSH  push tos onto return “stack
A Operatiqn:'
10 ‘(++rp)-tos:
| tos = next;
v__ next = *(++sp);
Encoding:
- 15 .
0101 0101 1110
\J . 2
-Timing:
.20 . . o . #clocks  specific memory 6peration



00100 ' tos - next arith borrow 15 00101 00110 00111

01000 , tos AND next - unchanged 01001 tos OR next
unchanged 01010 ~tos XOR next unchanged 01011 01100 R
dr op unchanged 01 1 01 5 swap- dr op unchasged
01110 011112 CRC step unchanged 10000 asl (TOS)

. tos7 10001 : -asr (TOS) 0 10 - 10010 rotate
| eft (tos) tos7 10011 rotate rigt 0Ss) t osO 10100 - tos
parity(TOS) 10101 10110 15 . 10111 % 3of 6 .encode set if

not valid _ ‘ _ o
| | 2 *(++1p) = tos;

1 tos = next:

. : : | | o | next = *(++sp); |
o | | | 0 ir = *(++ip)
5 IN Move VO register to TOS |
Operat_ioh:- _ , o
| *(sp--) = next; |
10 next = tos;
tos = reg; o
(>
- Encoding:
15 . .
0100 00rr rrrr -
Timing: |
20 B o #clocks s'per':ific' -mémory operation

3

2  *sp-- = next



WD 89/ 04578 - ' . PCT/ US88/ 02390
11000 sl (TOS) 11001 Isr (TOS) 11010

shift left by 4 11011 -~ .~ shift left by 45 11100
swap \./ 11101 tos (NOP) 11110 NOT(TOS) 11111
3of 6 decode Timng: 10 s #cl ocks : - speci fic menory-.operation
1 2 (4) (if r==1) - - 3 Al e(ip) =*rp--; ) 15 .
(i f r==1) : 2 | obyte(ip) = *rp-- y 1 tos = al u -out put
0 ir = *(++ip) O _ 3 (5 (if r==1) 4 hi byt e(i p)
= *rp--; ) 20 (if r==1) - 3 | obyte(ip) = rp--; ) 2  tos =
al u -out put 89 D _ next = tos:
| 1 tos = reg ;
) - - © 0 ir = *(eip)
5 OUT  Store TOS to /O register
Operation:
N | reg = tos;

tos = next;

10 = next =-*(++sp);
~ Encoding:
0100 O1rr rrrer
Timing:
| #clocks  specific memory operation
20 - o 3

2 reg = tos;
1 tos = next;



1*(++sp) = next ir = *(++ip) SWAP special case 5 The exchange of TOS with
NEXT is a special . case of the ALU ops using the direct data path between

TOS and NEXT. The NEXT register receives a copy of the TGOS via.a pipetine
register, prior to TOS being |oaded with thg,conter of NEXT o

(non-sinul taneous transfer). 1 0 NOP - . . Operation: 15
++i p; Encodi ng: short : - 0010 10 00 00.20 |l ong .01
0l 0001 1101 90 Tim ng: #cl ocks ~ specific nenory operation 5 _
short (BR +1) o : O ir *(++ip) long _ w2

1 tos tos |
| next = *(++sp);

0 ir = *(++ip);

LDC load constant (into TOS)
5 |
Operation:
*sp-- = next: B o - U
| next = tos; | | o
10 . tos = constant:
- Encoding: | g v
0101 111H bbbb
15 if (H==0) constant = 0000:bbbb:
| ~else constant = bbbb:0000
Timing: '- - o | V)
o #clocks specific memory operation
20 | - 3 | .

2 *(sp--) = next;
next = tos:



0 ir = *(++ip) 10 RET return from subroutine Cperatlon hi byt e(i p)

* rp-- 15 | obyte(ip) = rp-- ++ip; Encoding: 20 01 01
0 011 1 1101 Timing: - #clocks - specific menory operation 4 5
3 Ribyte(ip) = *rp- 2 | obyte(ip) = *rp-- 1 tos =tos O ~ ir

*(++ip) [ LITERAL G oup ] 10 Operation: tos - op constant ;- Encodi ng: 15
0101 1ffH . cccc op ff if (H==D) constant .0 . cccc - ,

1 tos = constant;
o ir = *(++ip)

LD (bp+a) load from base page
Operation:
\\/ *sp-- = next
next = tos...
10 tos = ‘(bp-c-source);
I\, | Encoding:
| 0100 1_Oaa'aaaa'
15 source = aa aaaa
| Timing: |
: #clocks . ‘specific memory operation
20 | - . 2  *sp- = next;

next = tOS;



el se constant = cccc: 0000 Op Table: 20 code . operation

carry state 92 00 - tos + constant arith carry 01

‘tos - constant arith borrow 00 . ~ tos AND constant 11 -
constant (see LDC) Timng: #clocks . fic menory. operat| on 2 M
tos alu output 10 $2 ir *(++ip) F
THREE- OF- SI X .CI RCUI TRY As_previously menti “the ALU 102b cont ai ns nmeans

for 15 encoding four bit nibbles into six bit words for transnission

- (encoder ‘of Figure 14) and for decoding six bit words into the four bit _
ni bbl es (decoder of Figure 15). Both the encoder- and decoder use hardwi red -
| ogic permtting the conversion.to be per f or peel .ye#(ob dﬂ?b )Jn bot h
directions. Mreover, there is a circuit shown in Figure’6 to verlfy
that each six bit vvord received by the cell is in{fact ja .Eh‘Y(Q.Q:|p§ si x code,
that is, three zeroes and three ones (Figure

L_D (bp+p)+a  load indirect

5 ( TOS with byte addressed by pomter at bp+offset
then mdexed by TOS)

Operationf | S | | e

10 *sp-- = next:
. next=tos -
! v

tos  - *(*(bp+2p)+offset);

| Encoding:
15 011p pOaa aaaa
offset = aa aaaa .
Timing: | | . | | U
- o #clocks | _speéific memory operatidn .
20 5

4  lobyte(ea) = *(bp+2p) _
3  hibyte(ea) =*(bp+2p+1)



-9). 93 Referring to Figure 14 the register -142 is illustrated with four
bits of the register containing data DO through D3. If the ALU is commanded

to encode this data, the resultant six bits will be coupled into the latch
‘regi sterl 45b. To obtain the conversion shown {n Figure 9, the Do bit is
directty coupled into first stage of register b and becones EO the

encoded bit. Also, the bit D3 is directly coupled into the register and
beconmes E5. Each of the remmining bits El through E4 are provided by the

| ogi.c. circuits 153 through 150, respectively. Each of these logic circuits
are coupled to receive Do. 10 DI, D2 and D3. EachJogig_circuit ntains
ordi nary gates which inplenent the equati on showi Wt hi nSPrs Pe tive

bl ock. These equations are shovvn in standard "C' Ianguag_f)gn . ,Iogl cal

AND, "I|"= l ogi cal . NOT, and "1" = [dgical" 'OR) Thése equ ¢

inplenented with ordinary gates. 15 i -The, decoder. of. hown
inasimlar format. This time the’ six bits of thed':ncoc}gcl? da a-éégs':er‘]ti ,

in register 142. The decoded four bits .of. data are ghowyln +he pg

regi sterl 45. To inpl énment the pattern assi gnment shown inFig the EO
bit is coupted directly to the register 145.&nd.-bgcomes .Do- The E5- bit 20
i-s coupled Wirectly to the registerl 45 and becorres the D3 b|t Logi C

circuits 154 argl-rl!iﬁpq.[ﬂw de tggo,lg tﬁtoDEaSdeEée __ e

l\/ ' | Operation: | ‘-= oo " -'—’ e e -
10 *(bpsdest) =tos' - O AT T
tos=next; . - - % -
“ | next = *(++sp) BIECEE Y :
Encoding: :
15 © 0100. 11aa‘aaaa
. dest = a2 gaaa: T w -t
\./ w5 o N
' Timing: | : | |
 #clocks ~ - ' specific memory operation
20 R | |
. . i

2 . *(bp+dest) = tos;



respectively. Circuit 154 is coupled to receive the bits Eo,
E3, and E5 (E2 is not used to

"E5 while the circuit 155 receives EQ El

E3, E4

provi.de the Do through. D3 bits.) (Some of the six bit patterns are not-

used and others are used for_synchronizatioﬁs
~conversion into a data nibble.)' The circuit

d thus do not require \J/
154 and 155 are

constructed fromordinary |ogic gates and i npl enent the equations shown.

The symbol " A"
circuit of Figure 16, as nentioned,
words do contains three zeroes and three ones.
shown coupl ed

represents the exclusive OR function in the equations.
verifies that the received six bit

fromthe top of stack register 1221 nto tolsest mextul |
157 and 158. These adder stages are contained within the ALU 102b.

The
10 The encoded words are

Each

and

adder s,

adder receives an X,” Y and carry input and provides a dJigxtamd*fetsp);out put .
These ordinary adder. stages are each coupled to receive one bit of the 15

encoded " snord-as shown.
157 and 158 nmay be used.) The carry outputs of
coupled to the exclusive OR gate 159

O 28 2 8,° 28T ChpPp)HE i dithy

159 and 160 are

' Operation: .

*(*(bp+2p)+offset)=tos;:

(Any coupling of each bit

Qo ary #=n
t he adders

-AND gate 161.

10
tos = next;
next = ’(+Q|-sp)
Encoding: -
15
011p piaa aaaa
offset = aa aaaa
Timing:
20

‘#clocks
5

bi#+ip) address -
_ 157 and 158 are
the sum out puts of 'the adders 157
te 160. The output of the gates
termnals of an

regi st or 102 CSfm ains 19SS a%t %ﬁa@%«iw Relnr.Rl boaba ¢ o?tﬁq;upyoa)

specific memory operation



the gate 161 is inits low state (abort condition). The incom ng packets

are checked to. determ ne that each six bit word is valid, while it is
decoded into the four bit nibbles. IV. I NPUT/OUTPUT SECTION 5 A Gener al

The 1AQ/section includes a plurality of circuit elenents such as a ranp
generator, counter, conparator, etc., which ar@gmterconnected in different
configurations under software 10 control. Exa&Ss of this are shown below .
for the analog-to- digital (Ato D) and digital-to-analog (D to A) '
operations. These elenents with their software configurable _

i nterconnections provide great flexilibity for the cell, allowwng it to

erformmany tasks. The entire 1/0 section is prefegabl (
15 h | - : igEyteleay, & toplle)

sanme "chi p" which includes the processor. B. Buffer

Figure 10 and previously discussed, each of the celgs inﬁ]uﬂggeépupd(b +2p+1)
i nput/output |/O subsections; three of the subsections 107,” 108,  an f09 :

each have a pair of leads, 20 identified as Pin A and. P?{]g@,.oﬁ)e.tbgurt h

subsection <110 has a single "read only" pin-106: -Any-of the:four

subsections can comuni cate with any of the four supproctesa nexds shown in
5 o 7 next = *(+4sp)

0. ir = *(++ip)
L [ ALU Group ]

10 Operation:

i (ram1) { |
 hibyte(ip) = *rp-;
: I'obyte'(ip)' = *Ip--;
15 } |
pipe = tosﬁ | ~I* internal processor pipeline 'l
o  tos=tos d_p_next';_-'_ T
 switch '(;) {
: | case 0: next = next; '_ " J* typical unary op */
20  case 1: next = *(++sp); = /* typical binary op */

}



96 Figure 12, this is easily inplenented by connecting the address bus
(ADBUS) and the nenory bus (MBUS) to each of the four |/O subsections. Use
of the MBUS through the register 146 to the DBUS allows the 1/0 subsectjons -
to conmunicate with the 5 processor registers. Each Pin A and Pin B
receive and provide TTL |level signals and is tristated. In ‘the currently
- .preferred enbodi nent, each pin _can sink a% source approxi mately
~40m | i anps (except for pin 106). Al the A's can be programmed to
provi de an 10 . anal og out put signal and a digital-to-anal og converter-is
included in three of the.|/O subsections 107, 108 and -109 to provide an
anal og out \%b ggﬁnBS An. analog input signal. -on any of the Pin B's
can be con FegiIng: a digital count since three of the 1/0 subsections
include A to D convert r1s'°c§>upbe§‘|1ﬁ tQ?S' pins. Each 15 pin pair (Pin A
and Pin B) can operate as a di T'f€renti anplifier for input signals, a
differential receivergma dfﬁﬁdi f @r il 4l 1 I a aydifferenti.al
vol t age- conparat or. TFP 170 subsie.cﬁ %@aga%& beaﬁgghagf) _fpéﬁf 0_4 m nmany '
di fferent functions, fgop s it hi y of exanple, having
two pin 20 pairs coupﬁ egl. ﬁ%ﬁ?’ygﬁw{e %ﬁa@ﬂé??ﬁa stepping notor. The
circuite shown in Figures 17-23 are repeated in subsections 107, 108 and
109. Those circuits associated wi.th- : . '

- Op Table:

code operation ~ carry state -

10 00000 | to_é + next ~ arith carry

| 00001 _ tos + next + carry | arith carry ' ")
00010 - next - tos  arith borrow
00011  next - tos - carry arith borrow

| | 00100 tos - next arith borrow

15 00101 - |
00110 | .

01000 tos AND next unchanged



Pin A and.Pin B (such as the buffer sections of Figure 17) are not fully.
contai.ned in the 1/0 subsection 110. Only sufficient buffering to allow
data to be read on Pin 106 is needed. Referring to the 1/0 buffer section
of Fidure 17, outgoing 5 data.i's coupled to % t hrough the buffer 163.
Simlarly, outgoing data is coupled to Pin Bt ugh the buffer 164 after
the data passes through the 1/ 0O control switch 165. This outgoing data, by
way of exanple, is coupled to Pin Afromthe register 206 of Figure 23
t hrough gate 208 of Figure 19. The control" 10 switch 165 is used to enable -
outputs to Pin A throuﬁmre buffer 163, en enabl e A.(EN.A%-is igh (line
1166). Moreover, the sWi enabl es t HOSAHFHAEX 0 Pin B whHACBRBRRE B (EN. B)
is high (line 167) an | es out putgs_t th pins (wth the outgut to Pin .
"B being inverted) wheﬂ‘Ml e RS-485 t?’§ ngn P‘?ne 168) . "I’H@ﬁigge utgoing .
~analog signal to Pin p iO;“ rovi ded threugh the switch 175 when the enable - -
anal og out put signal é' gh. Incom ng signals to Pin A are coupled to one

input termnal of thepdiddgrential anplddier169. The ot her heLdkpal '

this signal receives Qﬂﬂqur ence- pot e?iq al (e.g., 2.5 vol ﬁ@?hﬁ#ﬁkg ?Oﬂm

anplifier al i ncl udgsgyd, an qmonl y used Jwst.eresi's ‘node to prevent

detection of ggoi se. Tﬁ?’séﬁr}?e I's activat edum%ﬁﬁ% enabl e hysteresis (Pin’
A) signal- coupled to gapf{fi er 169 is high. e ' _

-

01111 ~  CRCstep’~ ™~ Unchanged
o 10000  asi(TOS)- % ' ‘tos7
| 10001 asr(TOSfY T 7o
10 10010 - rotate’ left(to§)  tos7
| 1 0011 " rotate right (to§)  tosO -
— 10100  tos 77 ‘parity(TOS)
: 10101 S e e e s _
10110 | |
15 10111 3016 encode " set if not valid
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' 306 decode .
#clocks specific me'rﬁory operatibn
2 (4) _ -
(it ‘re=1) 3 hibyte(ip) = *rp-; )
- (if r==1) 2  lobyte(ip) = *rp--; )
1 - tos = alu output
0 ir = *(++p) U
3 (5 . .
(if rest) 4 hibyte(ip) = *rp-ic )
(if rm=1) 3 lobyte(ip) = *rp—: )
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a zero to one,
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or one to
erenti.al -

to anplifier 169. The anplifier A
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tos = alu output



The | oaded value is a 16 bit word |l oaded into a register of a rate
multiplier 178. The ratée multiplier conprises four 16-bit registers and a
16-bit counter chain. Four logic circuits allow selection of four different -
out put\signal s, one for each 5 subsection. Two bus cycles (8 bits each)
are used to load the 16 bit words into the register of the rate nultiplier
178. As can be seen fromthe above equation, a relatively w de range of

out put frequenci es can .be generated. These frequencies. are used for many
different functions as will be described including bit 10- synchronization.
The out put of the multiplier 178 in each-of-the-subsection is coupled to an
8 bit counter 179. The counter can be i ally | oaded froma counter |oad
regi ster 180 from.the data bus of the pg%ssors Thi-s r-egi ster can, for '
exanpl e, receive data froma 15 progra he count in the counter is
coupled to'a register 181 and. to -a:conparator-182. The conparator 182 also
senses the 8 bits in a register 183. The contents of this register are

al so | oaded from the data bus of ‘the processbrs. *Wasp) a=-maxth between the
contents in the counter -and the contents of reglster 20 183 is detected by
conmparator 182; the conparator” provides an ébent'éFgMﬂ*ﬁk)the state-
machi ne of Figure 19 (|nput to nultlplexers 190 and 191) The contents of

t he courter 179 can. too -~ . i S ' ‘

SWAP special .case.. =

5
N\ The exchange of TOS w:th NEXT is a specnal case of the ALU ops using
the direct data path between TOS and NEXT. The NEXT reglster receives a copy
of the TOS via a plpehne register, pnor to TOS being loaded with the conter
of NEXT (non- s:multaneous transfer). - I
“ 10 | Lo | - )
" NOP co ey
Operation:
15 ++ip;
Encoding:
~ short. 0010 1000 0000
20 | | |

long - 0101 0001 1101



be latched into register 181 upon receipt of a signal fromthe state

machi ne (output of the execution register 198 of Figure 19). The sane
execution register 198 can cause the counter 179 to be l-oaded from register
180. Wen the counter reaches a full count 5 (termnal count) a signaluis
coupled to the state machine of Figure 19 (input to nultiplexers 190 and
191). ‘D. 1/0 CONTROL AND STATE MACHI NE Referring to Figure 19, the
processor MBUS communicates 10 with regis s 185 and 186 both of which
perform nmaski ng functions. Three bits of t}\%gi ster 185 control the '
sel ection of one of the five lines.coupled Tothe nultiplexer 190
simlarly, 3 bits of the register 186 control the selection of one of the
five lines coupled to the input of the nultiplexer 191. The output of 15

t he maski ng Témiagers 185 and 186 are coupled to a multiplexer 187 The
five bits fromthe nultiplexer 187 are coupled to a register 198. Each of
these bits define a different function which is, in effect, executed by the
" state machine. Specifically, the bits control |oad counter,latch count,
“enabl e ranp switch, pulse 20 Pin#B8locksd pul se mpedificTimemony Wperation 90 -
and 191 both receive the term nal count signal fromcounter 179 of Figure

18, the conpare signal 101 from conparator 182, the ranp start signal
fromth'eganp ' - - .
- . short - 1 o _
© (BR+1) 0 ir = *(++ip) .
| s+ 1 tosetos |
| S | 0 ir = *(++ip) |
10 RET . return from subroutine - u
'Operation:' '
hibyte(ip) = *rp--
- 15 - lobyte(ip) = ‘rp-
| ++ip; | o | ~J
Encoding: |
20 - 0101 0011 1101

Timing:



generator 200 of Figure 20, and the transition A and B signals fromthe
transition detectors 171 and 172, respectively of Figure 17. The one bit
output from each of the nultiplexers 190 and 191 5 -is coupled to an OR
gate 188. This OR gate is biased in that if an output occurs sinultaneously
fromboth nultiplexers 190 and 191, priority i iven to nultiplexer 190.
The output of the nultiplexer 190 controls thg;r?ItLplexer 187 with the
signal identified- as which event". This sign s also stored in the 3x3
10 first-in, first-out (FIFO buffer 199. This signal indicates which MJX
190 or 191 has received an event and this data is stored along with the -
Inputs to Pin A and Pin B (Figure 17) in.the FIFO 199. The state machine

for each of the 1/0O subsections 15 rises 4 Dty e fl | ops connect ed :
in series as shown in Figure 19 Wthlgg{)‘?\%ﬁ%otted | i gly'? m%%PWpOPPéaﬁ_OD |

194 and 196 receive the 8mHz signal whereas the flip- flops 193 and 195 .
recei ve the gonplenment of this tinmng signal. The clocking signal (CLK).is
obtained fromthe Q output of the flip-fJop 194 20 and is coupled to

regi ster 198 and FI FO 199. The clear sidghal received fromthe Q termi nal of

flip-ftop 19 is coupled to the register 198. - 104 In i o0, -
maski ng regi sters 185 and 186 are | oaded ° % WSS’%C'B}] = h‘%p

2 lobyte(ip) = “rp--
- | . . 1 tos = tos |
o . - 0 ir = *(++ip)
[ LITERAL Group ]
10

Operation:
— tos = tos op constant;
Encoding:
15 0101 1ffH cccc
| op = -ff N
U o if (H==0) constant = 0000:cece
. | ~ else co_n‘stant = cccc:0000
'Op Table:
20

~ code  operation  ‘carry state



- output to occur on one of the lines fromre

under software control. The bits fromregister 185, for instance, cause the
sel ection of .one of the input lines to multiplexer 190, for exanple,
term nal count. Then the circuit of Figure 19 waits 5 for the signal
term nal count. Wien the signal term nal count occurs the state mach
begi ns operating and the five bits of data f regi ster 185 are connected
through nultiplexer 187 into register 198. Tﬁ;zgtate machi ne causes an

_ Fst®r 198 causing, for exanple,
a pulse 10 . to be generated on pin A. Simlarly, a word in register 186 can
be used to cause, again by way of exanple, the counter to be | oaded. The:
flip-flops 203 and @@ are clocked tas Wheongtant of regiaritty é&fry These
flip-flops allow the output signal to be controlled. The OR gate 208
permits data from aDghift register 1o -280nstamt gure 23 grithbebomgwed to
Pin A This register is discussed later. The Iow order 6 bits of the ADBUS
are input to decode®® in the 1/0 suioseANDneonstant108, 109 and 110 of
"Flgure 12." Two of the bits are used to select a specific 1/0 el enent and
the rest are 20 deddded to controlconstapt(seeohDChe PLA 136 of Figure 11
has generalized outputs 215 connected in parallel to all 1/0 subsections
107, 108, %09 and 110 to sel ect the ABUS cl ock cycle for data to be used
for controllin?.operation of the 1/0 subsections.

iming: : .

#clocks specific memory operation =
2 | v
1 toé - alu output -
10 - 0. ir = *(++ip) |
| 'F. THREE-OF-SIX CIRCUITRY |
| As previously mentioned, the ALU 102b contains means for
15 encoding four bit nibbles _iht_t: six bit words for transmission
(encoder of 'Figuré 14) and for decoding six bit words into the four |
bit nibbles (decoder of Figure 15). Both the encoder and decoder ur,
hardwired logic permitting the conversion to be performed very
quickly in both directioﬁs. Moreover, there is a circuit shown in _
20 Figure 16 to verify that each six bit word received by the cell is in-
fact a three-of-six code._that- is, thrée zeroes and three ones (Figure
9).



E. ANALOG TO DI G TAL AND DI G TAL TO ANALOG CONVERSI ON 5 Referring
first to Figure 20, the |I/O subsystemincludes a ranp generator 200 which
continually generates ranmps of a known period. The output of the ranp :
generator is buffered through buffer 201 and cted by switch 202. The
switch, as will be described, is selected at% count (tine) follow ng
the 10 start of each ranp, thereby coupling sanme potentlal to the
capaci tor 203. This capacitor becomes charged and potential is coupled

t hrough buffer 204 to Pin A when the switch 175 is closed. (Switch 175'is

anpl'e an boy 4 meanFiStaerilg' B Fifure P e register 320 ' lusithled° Wil °
e ot Pr o o B BT RN BRG e A B, f el
Stat e moh EZ”oegﬁfféﬁ?@%%‘*PGQBEBF’%“%“&?@?@“&WG Besilfct SCHLHEE,

to anal og convegsl aled AP IAEH rbbRIEALSL. | To 'chééFH ‘iﬁEerBQGPélbﬁeahown

rate nultiplier |gure 1 whi'ch~correspon

to the perigl ofn tﬁgurré”BS t'h@ By ISR cisdiréclly cotpleanmta! fifst2elagé’ 6f register

21) . A digital valu
145b and becomes Ep, the encoded bit. Also; the bit-D3 is directly

coupled into the register and becomes Es, Each of the remaining bits

'_i\/’_ o E1 through E4 are provided'by the logic circuits 153 through 150,

respectively. Each of these logic circuits are coupled to receive Dg,

10 D1, D2 and D3. Each logic circuit contains ordinary gates which
' implement the equation shown' within its respecﬁve block. These
“ : - equations are shown in standard "C" language ( "&" = logical AND, "I"=
| logical NOT, and " = logical OR.) These equatnons can be
‘implemented with ordinary gates. - |
15 “The decoder of Figure 15 is shown in a similar format. This
'_tirn_e the six bits of t_he'__encodeddata'are' shown in register 142.
The 'decoded four bits of data are shown.in the register145. To
_|mplement the pattern assxgnment shown . in Figure 9, the Ep bit is
, | coupled directly to the register 145 and becomes Dg. The E5 bit
_ 20 is. coupled dlrectly to the registeri45 and becomes the D3 bit.
. Logic circuits 154 and 155 provide the bits Dz and D1,
respectively. Circuit 154 is coupled to receive the bits Eg, E3, E4 |



whi ch corresponds to the desired output analog signal is |oaded into the

regi ster 183.

When a ranp begins the ranp start signal 5 is coupled

t hrough the state machine 189 of Figure 19 (for exanple, through the -
mul tiplexer 190) and the flip-flops). This g@es the counter 179 to se/

cleared (e.g

conparator 182 then conpares the contents

counts into counter 179. The
e counterl 79 with the

all zeroes). The fo signal t

contents of 10 register 183. Wen the two words are the sane, the conpare

to be activat

'_ signal is applied through mul ti pl exer 191 again causing the state nachi ne

d d SM | 189 tch 202 of th
sanpl e and h(ﬂeﬂd %ca 7 Q}/c%r“siﬁiéﬁc?%lﬁ%n&éhefmsg& EﬁnthS?(ﬁﬂ)'se not
t th t f 500 d .
T A O he' Nismd T Brovide 3R5. Dy hissioh B Bkl (orne %mr?”sgimgpi%ds
to the digital nb d t 183. On whi.ch,.t he ‘A-D
overst c?paﬁé RS, abe Hal vsOd! STH Sfhers are Used TRE SynshroRiaaN Aty

is applied to
ranp is appl
the ranp 's
| oaded fr

ﬁ WK 54 0 Pentrs BhfiRarsibe (o 4 48ls f‘rtubgkfi"pﬁé't?&# S o

§h< Bl 15 A8, BoRffilcliy 3289‘ YaalToue BMEL Sad "1 0.5

frequency g;ggg&gg&m eREtBRE' 8floRh: | 'fhé ¥fiibolReR + Pspitésaé}ﬁgtfh@

excluslve OR function in the equatxons

The circuit of anure 16, as ‘mentioned, venﬂes that the u

-i'ecelved six blt-words ‘do contain three zeroes and three ones.

10

The encoded words- are shown coupled from-the. top of stack

register 122 mto the two full adders; 157 and 158. These adder
-stages are conta_n_ned_. within the ALY .1-02b. Each adder recexves an

15

X, Y and-carry ih‘put‘and provides a sum and carry output. These
ordmary adder stages are each coup!ed to recelve one blt of the
.encoded word - as shown. (Any couphng of each bit to any input of

~ address 157 and 158 may be used.) The carry outputs of the
. adders 157 and 158 are coupled-to the exclusive OR gate 159; the )

20

sum outputs of the adders 157 and158 are coupled to the

exclusive OR gate 160. The output of the gates 159 and 160 are’
coupled to the input terminals of an AND gate 161. If the output
of this AND gate is in its high state the word in the 'regisier 102

- %

~ contains three ones and three zeroes. Otherwise, the output of



potential on Pin B and the ranp have-the sane potential, the state 5
machi ne 189 causes the count in the counter 179 to be latched into |atch
181. The digital word in latch 181 corresponds to the DC potential on Pin
B, thereby providing the analog to digital c ion. F /O COVMUNCATI ONS
10 As previously discussed, for instanSEﬁE;n conjunction with Firgure
1, each cell can transmt data over communi cafi'¥ns.lines or other |inks.
The cells in a subchannel transmit data at the sane rate typically -
determ ned by the conmunications |ink being enployed, for exanple, 10K BPS

1 on %S ST AT Y81, 5 i ts! e A TS B TR o,
rely upon RC oSGUAbREY Sre cRBEKbA! {oPUetbRmif #ak 0N AkVbR! 4R A Valid,

frequency vari at¥ ons occur tenperature and as a resu

processing vari abfles it 19'dékted 16 tie® far BRCAbBIEA I on 20 pr ovi ded
us, ce

bet ween cel ls, t eac must provide synchroni zation to the
incomng data in order to propegyy " INPUTOUTFUTOSECTION € of all cells
is that they detect and store the frequency of the incomng data and
when actknow gdgi ng a packet they can transmt at the frequency that the
origi nal packet was transmitted. This reduces the burden on cells to
synchroni ze whenAL he@Generalcei ving an acknow edgenment packet.

The IO section includes a plurality of circuit elements
su_éh _as a ramp géne_rator, counter, comparator, etc., which are
interconnectéd in different ,cbnfigurétions under software

10 .contro.l. Exémplés_ of this are shown below for the analog-to-
digital (A to'D) and ,d_igital-to-analog (D to A) operaﬁons. These = -
— ~ elements with their software cohﬁgurable interconnections
provide great flexilibity for the cell, allowing it to perform many
tasks. The entire /O section is preferably fabricated on the
® 5 _sa_me' "chip” which includes the processor.
o B B_uffer Section |
As shown m _Figure 10 and previously discussed, each of the
c_e!ls includes four ihput/output_ Vo subseqtions;--thr,ee- of the
| subsections 107, 108, and 109 each have a pair of leads,
~20 identified as Pir_l A- and Pin B. The fourth subsection 110 has a
-sihglé '_'reé_d only” _pin_' 106. _Any of the four subsections can

- communicate with any of the four subprocessors. As shown in



5 Referring to Figure 23 during the hunt node, an I/O subsection is
hunting for data. During this node, the rate nmultiplier provides a
frequency (fo) to the counter 179 and a nunber is |oaded Into register—183 . -
fromthe MBUS. Matches occur .and are deteglied by conparator. 182 at a/
‘frequency corresponding 10. to the.expecte€>!§goning data rate .
Specifically, the term nal count of counter I s synchronized to the
transitions. As indicated by the dotted |line 201, the processor continually
'searches for transitions fromthe transition detectors 171 and 172 of -
Figure 17. Wen transitions occur,, the processor. 15 detern nes whether the

transi ti ons Rigurer 82, dhisris easily: implamentadvibiaicannesting thenaddressst s
the f fo it t i | int . . t. th Ut ti t hat
the transi 1 e (ARBUS)asddnermemane usnMBUS) fo eaen ot 1e tawr VB (he
Floure 23 asupsaations.oUse o3 e MAUS dneduan SuBcteosier 148 $ocheres

i d ' hifL belween the tige at which Lransiti d th
Peal 11 me (OBLFS refigwe e FR. SlBsectant 18 2edmmifEie pith 3R8he ohif1ing

f data duri I L] , t unt 179 i | oaded .g., all

gachat?ngu{hﬂgg : Igéggﬁﬁpgglécggg?.ebhen'b:i ggngﬁrgniggt?on_gccgfgfoes)_
rate needed for tgg-R piy K4 Fif'B Cad t8cBive &ﬂadgrd\ﬁdatﬁﬁdle%i hin the

- processor

signals and is'_.'tristafed. In_the cu_rrenfiy.pketg:réd _gmbodimeni, _
each pin can sink and source approxi’mafely -40milliamps (except u
for pin 106). All the Pin A's can be programmed fo. provide an
10 analog output signal and a 'qigifaletb-an_alég_,qq'nver'terj:'i's iﬁclu_ded "
in three of the /O subsections 107, 108 and 109 to provide an
analog output on Pin B. 'An. analog input signal on any of the Pin’
B's can be converted 1o a digital count since three of the 1/O
subsgctions- include A to D converters _c_dubléd " to these pins. Each |
" 15 pin pair. (Pin' A and Pin B)_ can 'oper_até as a ._differeht'ial'ampl_ifier |
for input signals, a differential receiver, a,n'd'a' differential
transmitter and a differential vbltage éomparator; The 1O u |
subsections can be used to perform many dfffe_rént' functions,
from simple swi{ching-to, by way of 'e"xamp'le. having two pin
20 pairs coupled to drive the windingé'cf a stepp.i_ng_ motor.
The circuits shown in I"-'igufes- 17-23 are repeated in
 subsections 107, 108 and 109. Those circuits associated with



menory and used to set the transmt frequency when acknow edgi ng the packet
for which the rate was devel oped. This stored bit rate as di scussed |ater -
is used in the contention back- off algorithmallowi.ng slot periods (M to
“be-mat\¢ched to the last 10 received bit rate. onparator output is used
as a shift rate for a six bit shift register 208 fDuri ng the hunt node, the
data fromPin Bis continually shifted through register 206. The preanbl e
to a packet as shown in Figure 9 (010101-bit synch) is shifted along 15

the shift register 206 and the shifting rate adjusted so that
synchroni zati on/ | Birk Aend PinVBe(sudte asthetbuifar sactions! ob Figueni7) (aviebhot

synch-1 01010) the last two Stages of the register 206 will contain ones

and this will be fillyecomtained ia the YO subgactibnbiltd.y Onlyasufficientit put
of gate 207 ends the 20 "hunt node and provides the nibble synchronization.
Wien this occurs, bufferiag: to iallow «dataito be seadhensRir t106:4s sneeded. bi t s)
into a"data latch 235 and fromthere the data can be clocked into the
processor and convert elRafardng to tthei b huffen sestionciofcrigure:ah% putgoing
present- to detéct all zeroes in the,shift register 206. Wen this, occurs,
the processor Sangd@ta fis eeypledtor Pin:A thsough thenbufiee 168 Simiarly: oaded
into register 1.83 provides.a phase shift &, tween fhe tine at I C _
transitions occurOH 'PSedﬁa%a‘ﬁ_ Fpﬂﬂfﬁ t@h?iﬂ bé OPE‘E‘aﬁF Rutter . a?ter_ the
rehg' ster 2_06' Th aaPar_e:\:/aegéess ttp\?o_ugh the /O control switch 165. This outgoing
U | data, by way of_ example, is coupled to Pin A from the register
N 206 of Figure 23 through gate 208 of Figure 189. The control
10 _switch_ 165 is used to enable outputs to Pin A through the buffer
163, when enable.A_(EN.A)_is high (line 166). Moreover, the
o ~ switch enables the output to Pin B when enable B (EN.B) is high
~ (line 167) and enables outputs to both pins (with the output to Pin
| B being inverted) when enable RS-485 is high (line 168). . The
15 outgoing analog signal to Pin A is provided through the switch
175 when the enable analog output sighal is high.
- Incoming signals to Pin A are coupled to one input terminal
“of the differential amplifier 169. The other terminal of this
signal .r'eceive_s a reference potential (e.g., 2.5 volts). This
20 amplifier also includes the commonly used hysteresis mode to
prevent detection of noise. This mode is activated when the

enable hysteresis (Pin A) signal coupled to amplifier 169 is high.



shifting of data during transitions. Data which is to be transmtted is

transferred into the data register 205. (Note only 6 bits representing.” a
four bit nibble are 10 transferred into the data regi ster 205.) These, 6 = *
bits are then transferred into the shift register 206 and shifted out™at :
the shift rate. As nentioned, if the packgt being shifted out represents -
an acknow edgenent, the shift rate corr%n’ds to the rate of the incom ng
data. if the -outgoing ‘packet on the other hand is being sent to several

~.cells, the shift. rate is the nomnal shift rate for 'the transmtting cell:

For  ai f er ert SHbSE b, R 58t cSR4IR 0% tfghabih, HesBRgn™ 0,0
Ok e SRR TP Firkely ddiBels $APhTHATSIERT ARt s o
Subsect hons oS3 bOBYY Zefd 11T E.“Sife“i‘%' e’ rading 5 and
witing of these Tag é%tg tﬂ“ﬁﬁ Bpéfywe p{d)grmgﬁﬁmﬂt%egnf igures the -

1/0 subsystems for prper.operati.on | I Fustrat-es four 1/0

bl 51 dMerere g 1T0-ueR ey o e gAY
~one of the fpgg. | 'The amplsfner 170 recewes the enable hysteresls (Pin B)
| - gignal. The other input to amphfner 170 ane 176) can be coupled ‘
to recewe one of several slgnals lt can recewe a DC signal used U
for voltage compansons, a ramp whnch shall be d:scussed later,
10 - the srgnal on Pm A for d:tterentlal sensmg,_or a reference
potentlal (e g. 25 vo!ts) The output of the amphfer 170 can be
inverted through the exclusive OR gate 177 for some modes of
~ operation. A transrtlon detector 172 is assocrated wnth the Pnn B
-inputs, agaln to detect transmons of zero to one or one to zero.
15 C. VO Countingmm!ng | | |
| Each of the cells mcludes a tnmmg generator (RC osclllator)
~for providing. a 16mHz srgnal This signal is ‘connected: toarate |
multiplier 178 contar_ned in the /O section (:Fi'gure 1'8).. The
multiplier 178 provides output frequencies to each 1/O
20 subsection. This multiplier providee 'a _tre_on_eno_y fo _equat to:

fo =__16MhZ X (LOADED VALUE)
: 216 '




10 wunits and the remaining four bits are decoded to seiect one of the 1/0
control and status registers (described below) of that subsection. There
are two lines fromthe PLA 136 of Figure 11 to control the action of the .
/0 sipsections. One line is "Read" and the other line is "Wite". Wen
appropriate these lines are active 15 on p 3 of the clock cycles. The
|/ O registers, functions and bit definitions descri bed bel ow. WRI TE
REG STERS: (Controlled by the "Wite" Ilne) 20 Event 0 Configuration

Regi st er: reglster -maski ng, 185 Figure 19: Bit 0: . Upon event Toggle pin A

Bit 1. Upon eveyhe Toadkd 9th§ iSa 16 beWdelﬁﬁaedﬁhfd‘ ér%%isté?l&ft abidte3:

Upon event close Ranmp swi tch (nomentary on) on event Load

8 bit counter BirhgRiplier r¥8. Mrrhapksteermu@:elﬁ%orﬁpﬁses 16ur006—blt

Transition on pin A'001 Transition on pin .Term nal

Sgﬁgg ) :vgcg n?l _Jragmens ﬁhdparaasbitncoﬂmw chaim. stRour ¢ogict chQ:u:tsPaﬂoB:
- - selection of four different putput s:gn_als,. one for each |
5 'subsection. Two bus cycles (8 bits each) are used io. load the 16
| bit wor'ds.in__to '_the register of the rate multiplier 178. "As can be
seen frofn the above ‘equation, a keiatively wide range bf output
' frequencies can be generated. These frequencies are used for
_ rﬁany different functions as will be described including bit
'_10 synchromzatlon |
| - The output of the multlpher 178 in each of the subsection -
N\ o is coupled to an 8 bit counter 179.- The counter can be initially
| loaded from a counter load register 180 from the data bus of the
prbcesso.rs.l This registe‘r can, for example, receive data from a
15 _pfbgfam. The count in the counter is coupled to a register 181
o and to a cdr_npafa_tqr 182. The comparator 182 .élso senses the 8
bits in a register .183. | The contents of this register are also
loaded from the data bus of the processors.. When a match
| bétween the contents in the counter and the contents of register
20 183 is detected by comparator 182; the comparator provides an
..'event signal to the'state machine o_f_Figure 19 (input to |
‘multiplexers 190 and 191). The contents of the counter 179 can



10 Event 1 Configuration Register: masking-register 186, Figure 19; Bit O:
Upon event Toggle pin ABit 1: Upon event Toggle pin B Bit 2: Upon event
Latch 8 bit count Bit 3: Upon event close Ranp swi tch (nomentary on) 15

Bit 4: Upon event Load 8 bit counter Bits 5.7: Input Miltiplexer: NUX)191,
Fi gure 19 000 Tran5|t|on on pin. AO 01 Tr iorkon pin B0l O Termnal
Count event 20 011 Count Co e event 1 00 Ranp start

event 1 01 Pin B conpare event 1/0 REG STERS AND RESOURCE SHARI NG 25 8 Bit
Count er Load Regi ster: Counter Ioad reglster 180; Flgure 18 Bits 0-7 =

55 ks o7 bedlatanen o SRaIReE 1S brupe 'n:?qtq}lpatq o Rl e e O °
~shown) 35 (1 0gFRg HEEE butBSE drowte “éx utlon r%gls)trgfu?bﬁatofoﬁngusrgbﬁﬁtem
The same execution register 198 can cause the counter 179 to be |
loaded from reé'ister‘ 180. When the"' counter reaches a full count
5 (terminal count) a srgnal is coupled to the state machme of

Flgure 19 (rnput 1o multuplexers 190 and 191) o

D. lIO CONTROL AND STATE MACHINE “.
Refernng to Frgure 19, the processor MBUS commumcates
10 -wlth regrsters 185 ‘and 186 both of whrch perform maskmg
o functions. Three blts cf the reglster 185 control the selectaon of
" one of the five lines coupled to the multuplexer 190 slmrlarly. 3
bits. of the regrster '186 control’ the selectron of one of the five
lines coupled to the input’ of the multrplexer 191 The output of |
15 the maskmg reglsters 185 and 186 are ccupled to a multiplexer -
187. The frve bits from the multlplexer 187 are coupled to a
register 198 Each of these bits define a drfferent function which (-
is, in effect executed by the state machme Specaﬁcally, the
bits control load counter latch count enable ramp switch, pulse
20 Pin A,, and pulse Pin B. '
- The' multlplexers 190 and 191 both recerve the terminal
count slgnal from counter 179 of Flgure 18 the compare slgnal



M1 transmt and receive functions. Bit 0: 0 = Receive, 1 = Transmt Bit
1: NOP Bit. 2. " NOP 5 _ Bit 3: Shift Register enable Bit 4. Enter
Hunt Mbde Bit 5: NOP Bit 6:°"NOP Bit 7: NOP 10 Qutput Configuration
Regi st\et/’ 0: (not shown) (Ioaded from MBUS) Used for setting anal og and

digital pin configurations. Bit 0: Enable pi anal og out Bit 1: Enable
pin A digital -out 15 ‘Bit 2: Enable pin |lup Bit 3: Enable pin A
_puLIdOmm Bit 4: Enable pin B inversion Bit 5. Enable pin B digital out
Bit 6: -Enable pin B pullup 20 Bit 7:. Enable pin B pull down CQutput

Cont | Qur et LoD "ofifh eoipardr uing | AR oia P RUBPIAFUS0IAEC ©
Conpare pin B tOgé’ﬁbraw‘rezeocef Figure 20, and the transition A and B signals
‘ - from the transition detectors 171 and 172, respectxve!y of Fxgure
~ 17. The one bit output from each of the multiplexers 190 and 191
5 is coupled to an OR gate 188. This OR gate is biased in that if an
output occurs sxmultaneously from both multlplexers 180 and
191, priority is given to multnplexer 190. The output of the
N * multiplexer 190 controls the multiplexer 187 with the signal
o ldentxfxed as whuch event" Thls s:gnal is also stored m the 3x3
10 first-in, first-out (F!FO) buffer 199 Th:s sngnal mdlcates wh|ch .
MUX 180 or 191 has received an event and thls data is stored
N ) - along with the inputs to Pin A and Pin B (anure 17) in the FIFO
o The state machine for eaE:h of the /O Subsectipns
15 | comprises 4 D-type flip-ﬂops connected in series as éhown in
* Figure 19 within the dotted line 189. The flip-flops 194 and 196
receive the BmHz signal whereas the -flij_:'-'f’l’dp_s 193 and 195
receive the complement of this ti'm_ing-' signa!.'. | Tﬁé clocking
signal (CLK) is obta.in_ed'from'the' Q output of the flip-flop 194
20 and is coupled to register 198 and FIFO 199. The clear signal
received frorn__,,.t'rj“e_ Q terminal of flip-flop 196 is coupled to the
register 198. IR



Bit 2. Conpare pin Bto adjustable D.Creference Bit 3: Conpare pin Bto
"Ranp voltage Bit 4: Conpare pin Bto pin ABit 5 Enable RS-485 driver 30
. Bit 6: Enable Input hysteresis on pin ABit 7. Enable input hysteresis oni -
- pin B Qutput Configuration Register 2: (hot shown) (Ioaded'fron1NBUSV\u$ed
for setting pin logic levels. 35 Bi a Execute, load 8 bit counter

wth value in 8 bit Counter Load. Regi st Bit-1: Set pin Ato logic.

-level 1 Bit 2: Set pin Ato logic level O Bit 3:1 Set pin Bto logic |evel:

1 Bit 4

‘Regi ster:

Set pin Bto logic level O Lower Half of Rate Mul tiplier

rate multiler -178, Figure 18 Lower byte of rate multiplier 10

pper b1 of g Mg BB bR e B,

comPari son {iRder software control. The bits from register 185, for instance,

10

15

20

cause tha,s_electuo_n of one of the input lines to multiplexer 180,
for ex_ample. terminal count. Then the. c-ircu_it.o.f Figure 1-9- waits
for the signai terminal" count. When the signal terfninal count
occurs the state machme begms operatmg and the fwe bits of
data from reglstar 185 are connected through multiplexer 187

.
into regaster 198. The state mac_hma causes an output to occur on

one bf'the li_nes’_from- register 198 ban:sing.' for _e'ﬁcarh‘ple.-_ a pulse

to be g_ene_rated on pin A. ‘Similarly, a word in register 186 can be

“used to Caus'a._ _again by way of example, the counter to be loaded.

The flip-flops 203 and 204 are clocked by the output of
régis_ter 198. _TheSe ﬂip-ﬂops' allow the output signal to be
confrolled. The OR gate 208 pérmits data_ﬁom a shift register
206 of Figure 23 to be coupled to Pin A.- This register is
dzscussed later. | | | | | |

| The iow order 6 bits of the ADBUS are mput to decoders in
the 1O subsectlons 107, 108, 109 and 110 of Figure 12. Two of
the bnts are used to select a specific /O element and the rest are
decoded to control an opera'aon The PLA 136 of Figure 11 has
generalized outputs 215 connected in parallel to all Il__O o
subsections 107, 108, 109 and 110 to select the ABUS clock cycle



READ REG STERS: (controlled by "Read" line); Read Event FIFQO FIFO 199,

Figure 19 Bit 0: " O=Event 1 occurred 20 . - 1=Event O occurred
Bit 1: Pin A level during occurrence of event Blt 2: Pin B level during
dceur wce of event Read 1/0 Condition Regi st 5 1/0 Status: Bit
O: input pin ABit 1: Input pin BBit 2! |I=ra rrpaJe Bit 3: NOP 30
Bit 4. NOP Bit 5: 1=FIFO has data 0-FIFO enpty 8 Bit Counter Latch:
register 181, Figure 18 35 ‘Count Byte Communi cat i ons Data

Regi ster: data.latch 235, Figure 23 Data Byte - Conmuni cations Status
Regi ster: (not Sopwdatd rteate useUObe@ntEollmg opeﬁlﬁoﬁ’ of fegcl/Qe node:

1=data available in shift register Transmt O:transmt | at ch .r eady
Bit 1: 1=in Hursubbdetlbmn Fi gure 23
E. ANALOG TO DIGITAL AND DlGITAL TO ANALOG
_  CONVERSION |
5 Refemng first to Figure 20, the. Vo subsystem includes a
_ramp generator 200 whlch contmually generates ramps of a
_ known period. The output of the ramp’ generator is buffered
- through buffer 201 and selected by switch 202. The switch, as
- will _be described, is selected at some -c'oimt'(t'_ime) f'o_llowing the
- 10  start of each ramp, thereby cour;ling the same potential' to the
. | _ cabacitor 2_03. This capacitor beeorhes charged and potential is
U | coupled through---buffer.2'04 to Pin A when the switch 175 is
closed. (Switch 175 is shown in Figure 17.) The switch 202,
‘capacitor 203, and buffer 204 act as a sample and hold me'_an's.' |
- 15 In Figure 21 several of the circuit elements previously
_ described have been redrawn to describe how a digital to analog
conversion occurs and to show how the circuit elements of the
— VO subsection can be reconfigured through software by the /O
| ‘control and state machine of Figure 19 to perform different
20 functions. S

For a dlgltal to analog conversron an approprrate frequency
| (fo) is selected from the rate multlplrer 178 or counter 179 of



RESOURCE SHARING In the presently preferred enbodi ment there are five
resources shared anong the processors. They are the EEPROM and the four /0O
- 5 subsections. A hardware Semaphore Register"” (SR) and five words in RAM
are used in controlling resource sharing. M’e O illustrates how t
mul ti processors share comon resources. Th 95'of Figure 12 reads and
wites to bit 0 of the MBUS. Each RAMword will contain one state: 1dle,
Proc. #1, Proc.#2, 10 Proc. #3 or Proc. #4. A processor nmay interrogate a
RAM | ocati on before assignnent of resource to see if a resource i's busy. If
t he resour ce Figunet 18s whichd correspondsido the period ofSthetamps fbeing: er as
descri bed below. (Alternately, a processor may, skip the initial RAM
i nt err ogat i orgenerateddbyheamp: generatorn280i (RigurecR1).: WAadigitakvalue 15 t he
Sermaphore Register). [f the resource already busy the processor nust clear
t he Sermaphor whigh ©arresponds tondheadesired: oytpubianalog - signalcisolipaded s
-"1dl e" tHe processor- assigns a resource by changing the state of the RAM

Regi ster frorinto dhe registescl83. aWhenca @ampr beginsdhecramppostankegiosabr to
"0". Wien_the processor |Is finished with 20, the_ respurce, clears the RAM-
l.ocation o _"'SdG@”Piﬂ‘Eethskugb m%rﬁa@tmﬁERMr'géie@ﬂo ?ﬂsu.re i W8F phase 3

of its respective cle, if reguired. each processor - ccess [t SR In .
tinme sequenc@-xﬁmpjgnég“gugnasﬁ?h@ Pi%‘o%afrﬁ_&éggfﬁﬂgﬁ@@zgims

causes the counter 179 to be"clééred'(é,g;; all zeroes). The fo

signal then coun_t; into .;_coziniei 179. __'The:comparato_r 1_82 then o.
- compares the contents. of the counter179 with the contents of
1'0 rég_is_ter '183. When the two words are'- tﬁe' séme, the compare
| signal is applied thr_bugh m'ul'tiplexer 191 ‘again causing the sta"_te' -
machine to be activated as indicated by "SM1* , 189 and the W
 switch :202 of the sample and hold means to close. For each ramp o
- generated by the ramp .gfene_rator, the ramp switch 202 fs closed
15 (e.g., for 500 nanoseconds) caus_irig the capacitor 203 to be
| cha_rged.to_. a DC voltage which corresbonds_- to the digital number
~ placed in register 183. | o
| One manner in which'thé A-D cdnversion can be performed is
shown in Figure 22. The input analog’ signal is applied to one
20 input terminal of the differential amplifier 170. The ramp is
~ applied to the other terminal of the amplifier 170. Initially,
when the ramp is started, the state r-n_a'chine' 189 causes the



115 once on one of four successive clock cycles (e.g., phases). The SR 295
is normally set - to "0". In Figure 30, processors #1 and #3 are not
requesting use of the SR 295. Processor #2 |9 .accessing the SR If it
receiwes a "0" at the beginning of the cycle ‘égﬁé&gws nothing 5 is being
currently a55|gned or cleared and it sets tfie approprlate RAM | ocati on and
if it contains "ldle" the processor Inserts its "Proc. # thus assigning the
resource and then "clears" the SRto "0". If the processor found that

o BT Sl 128t 44 48886 B bt Yecisten B TR A a SrRsh “The:
2E80LrZyiﬁi'a;sfr?ﬂﬁt%ﬁ%@b@?éghéﬁ%aﬁaégré&w°&a£, SufRe e i8¢ hEGuchline
'thfoi_th?\?\ASth :tf?rbbgr at t%‘ﬁgg gﬁ%m%%%@gi’?o@ﬁtsﬁ%cce:ses
e and o PR °éRP§S§t i e’ (R haveCfig sdrms polendaCthelsiste .
295 and fings amakhihb 189'Eauk8E 8 £8Ant In! o churiter 7oty BuSlatmed ! ©

try again. e exanple in |gure 30 Processor I'S s own as needing a

sﬁ’ogzzzgfduggz‘)zﬂéf*eagrh 180 TG, SR wBRY . WEA 181 Sortdanondd g viBe
the test & set D@rﬁétem:dleenepsﬁ 1: Mefﬁyebruvﬂhgl the' an'dlog tc dlgxtal
- conversron BRER
~ | F 10 commuch'nons
10 - As prevrously drscussed for mstance, m conjunctron wnth
| Frgure 1 ‘each cell can transmlt data over commumcatrons lines .
_' or other lmks The cells in a subchannel transrmt data at the -
‘same rate. typically. .determrned by the communications link being
. employed, for example, 10K BPS m a ricisy' environment such as
15 . for power lines. - in-the currently preferred. embodiment, the cells
" do riot have crystal oscillators ‘but rather rely upon- RC
_ oscillators. “The latter are not partrcularly stable and frequency
— -~ variations occur bcth wrth ternperature and as a result of
| prccessmg vanatlcns Mcreover there is no synchromzatrcn
20 p_rovrded between cells, thus._ e_ach_cel_l must .prcvrde_
- synchronization to the incoming data in order 'tc properly read the

-

data. One feature of all cells is that 'the_y_: detect and store the



116 nust now wait and try again. It will keep trying until it gets access

- to the SR 295 and it finds the resource in the RAMword is "idle". V.
PROTOCCL 5 : A. CONTENTION IN GENERAL In a typical =~ -~ i
appli-cation the communi cations network anong the cells-is lightly Iodﬂeﬁ

and the cells will experience little or no contention delay. In the case of
heavy traffic, the network can 10 saturate heavy |load will generate
collisions.-and hence require retransn ssi¢n f ¥etransm ssions continue
to collide, the network can possibly satufate. The contention backoff

al gorithmused in-the network quickly spréeads the traffic over a |onger

- tinme period Sﬁehh@ndf@fsﬂﬁ fmeoming datecand Whﬁta&léidmdqilrlgtéepééke '

traffic is not spread over a long tine period, the systemw: |~ be ‘unstabl e;

it will not. rhyecanrtransatitrat the. fréquentcyt that thec briginal patket was
contention conditions is regulated by two nechani sns, deferring and backing .
of f. Deferri rfransmitted.! | This) reducesntive t buiden won wells ito synchrditize

acknow edgenents. Backing off is a traffic or |oad | eveling technique.

117 - ~when they are receiving an acknowledgement packet.

5 Referring to Figure 23 'E'mrin"g_ the hunt mode, an 1/O
subs_éctio_n is hunting for data. During this mode, the rate
multiplier_ provides a frequency (f'oi"td't_he' counter 179 and a
number is ldac_led:_i_nto__ register 183 from the MBUS. Matches occur
and _éfe detected by comparator 182 at a frequency COrrésponding- 5
10 td_'the. expécted__incoming data rate. Specifically, the terminal
| ~ count of counter 179 is synchronized to the transitions. As | o
indicated by the dotted line 201, the processor continually '
- searchés__for transitions from the transition detectors 171 and
172 of Figure 17. .When'trarisitiohs 'occ'uf. the  processor
15 defer_minaéﬁ whether the trafns_itidjns,' occurred before: oi' after the
_' terrhinal -count and then_adjdsts th_é frequency (fp) until the
terminal count bccurs at the same time that the transitions are o
detected. This frequency is the shifting rate for the shift
register 206. (The ste'ps’_per_fqrme'd by the processor are shown in
. 20  Figure 23 as blocks 2_1'0__and 211.) The number loaded into |
- register 183 '_ prﬁvides a phase Shlﬂ between the time at which |
tlfansitions occur and the ideal time to shift data in the register



‘Deferring consi sts of counting free slots. When the nunber of free slots
. that the cell has seen equals the defer count, the cell transmts its

packet in the next avail able slot. Wen backlng off,.the cell increases .its.
WaitiQg/tine before 5 attenpting to retrans packet that has suffered.
a collision. The anount of this increase is nctfon of the number of

collisions or retransnissions.. The algorithm.inplenenting this function is
called the backoff or contention al gorithm The network uses a carrier
sense nultiple access method of 10 resoIV|ng contentlon for the

conmuni cat | ons 20N Fhis WreYehts ole shitiAg7Lt 'date’ BTG HdndiibRs, "Nafws

to the comuni cations ¢ ear anot transmitting, It

waits for a cl gauntéryre :sweadéddgg [l 2zéroRd éemrtﬂhgea reééhéexa

del ay before transmtting. The netho etern1n ng that lay is

:det er-mi ned by témmbral ccount algorlthn1 Tlne on the channel .is neasured in
slotsS, eacn sl ot being Mbits at the-nost: recently det:ect ed receive baqd

rate (i.e., shift raWhenbins V\ﬁnchtdmﬂatlensoocurs,erateaneededi for. the waits
-~ an |ntegral nunber of slots. en a cell detects a clear channel; it 20

may délay &d syachrosization s(16:4iy wordy dssstared Mlﬁumertbesprocessmsmt on
a sl ot boundary. if a cell is transnitting-a packet t hat has suffered a
col lision, it memyaandnuspdr tQ)cSQieﬂ'tQ rtranemzt freqgency when
| aoknowledgmg the packet for whrch the rate was developed Thrs
U stored bit rate as dxscussed later |s used in the contentron back-
off algonthm allowrng slot penods (M) to be matched to the last
10 recewed but rate. |
| The comparator output rs used as a shtft rate for a six bit
Y o _' 'shlft reglster 206 Dunng the hunt mode. the data from Pin B is
contmuany shifted through reglster 208. The preamble to a
~ packet as shown in Figure 9 (010101-b:t ‘synch) is shifted along
" 15 the shrft reglster 206 and the shrftmg rate adjusted 80 that
| synchronrzatnonllock occurs. When the packet beglnmng ﬂag
appears (mbble synch-101010) the |ast two stages of the
'regrster 206 wrll contain ones and thrs wrll be detected by the
AND gate 207 A bxnary one at the output of gate 207 ends the
: 20' hunt mode and provides the mbble synchromzatxon When this
| occurs, the data Is clocked out of the shrft regrster (6 blts) into a

- data latch 235 and from there the data can be clocked into the



.. cause each of those listeners to send an ac

by the backoff algorithm Backoff delay is random zed uniformly over N
slots, Nis adjusted by the backoff algorithm Its smallest value is 2 and
it is adjusted upward by the backoff al gorithm before each retransm ssign
of a packet. Its maximumvalue is 5 210. B. GROUP ACKNOMEGEMENT PA
CONTENTI ON' A packet from-a group announcer to set of group listeners will
( Q&ed ement to 10 the
announcer. Wthout a nethod of'arbitratinq ntion anong those
acknow edgerents, they will always collide. To avoid this problem a built.
in reservation systemfor group acknomdedgenents Is.used. A listener cel
uses its grouprogcessor andLonverdedcintond biti oibbles: tAnathen circuik means
acknow edgenment. 15 G oup,nenber 5 will {ransm-t _its acknow edgenent in
the 5th free % @resantotd detest @l izaroes indhe st afegistare206rheWheni t is
that group member 1 will transmt its acknow edgepent in the first slot
f ol | owi ng_t hetliSi CEMrsp bR Proepssar rﬂs’ﬂééhﬁr\d ster: raizRi to ‘5‘? hunt

ko cogene o T itk ed HToblt v T Rt i
o o et Web iR ey Mo asyBos BoERE R CHY S8R R
slot. shift data in and out of the register 206. Th:s prevents the
shifting of data dunng transitions. . o
_ Data whach is to- be transrmtted ns transferred into the data -
register 205.. (Note only 6 bxts representmg a four bxt mbble are '
10 transferred. mto the data reglster 205) These 6 bits are then
transferred into the shift register 206 and shifted out at the
shift rate. As mentioned, if the packet being. shifted out |
represents an acknowledgement, the shift rate cerresporids to the
rate of the incoming data. _If the outgoing paeket en the other
15 hand is being sent to several cells. the shift. rate is the nomma!
shift rate for the transm:ttmg cell. -
(Note that in anure 23, data is shownlleav'in'g"' :the register u
‘to only Pin A. For differential modes, the complement of Pin A is- |
dnven onto Pm B and other vanatnons are poss:ble)



The. contention and 1/0 state di agramis shown in Figure 24. The foll ow ng
table sets forth the states and their descriptions. Contention: States

State Nane Description 10 0 I dle . Time the slot boundaries
whi | e \_goki ng for receive data transitior 1 Bit Sync . Establish baud
rate synchronization with  received signal. 2 Byte Sync- Wait for the
start of,picket flag. 3 Rcv : Recei ve the packet. 4 | PG Del ay -
Inter Packet Gap Delay. Delay for n bit tines after -the end of the packet

on the subchannel (whether 20 , o . this neuron transmtted it
or received it). 5. Backoff =~ Wit Mslots where Mwas set by the | ast
execution of the Delay - backoff algoritghm.or by the ARQ pr ot ocol _
software. 25 6. Xt Transm acket in the next slot. 7. Jam
Transnmit a jampattern (all ones).-for~ am per.i-od {specified In bit:

ti mes). Execute the backoff algorithmto, Set the backoff slot count. 30
Noxt rare 5”00 e EhEGIAteRS Wi mesblfibe sHerne 1 “51°5 0
0. Idle L Packghe cﬁd’@ubseeﬂoﬁ‘% a number of régls?ﬁ'gl\%fch'jﬁe\?g |
o bidirectional connections to the MBUS. These reglsters are in the
70 subsectrons 107, 108, 109 and 110 of Figure 12. The readmg
5 and writing of these reglsters under processor‘ program control -
U . configures the VO subsystems for proper operatlon~ - Figure 12
illustrates the four IIO subsectrons 107 108,~ 109 and 110 and
~ shows the connectlons to the low elght blts of the MBUS and the
, low six bits of ADBUS. Two ADBUS blts seiect one of the four o
(10 . units and the remalmng four bnts are decoded 1o select one ‘of the
IO control and status reglsters (described below) of that -
subsection. There are two lines from the. PLA .1536__ of Figure 11 to
control the action of the /O subsections; _'"-Or\'e:'lline"i_s *Read" and
the other line is "Write". ‘When appropriate these- lines. are active
15 on phase 3 of the clock cycles. o e
The /O registers, functlons and brt deﬁnmons are o
' descnbed below

'WRITE REGISTERS: (Controlled by the "Write" line).

20 Event 0. Conﬂguration Register:register, maskmg. 185 Frgure 19:
Bit 0: Upon event Toggle pin A ,
Bit 1: Upon event Toggle pin B R .
- Bit 2 Upon event Latch 8 bit count '
Bit 3: Upon event close Ramp switch (momentary on)



1. Bit Sync B. Sync Achieved none 2. Byté Sync 1. Bit Sync G

No Transitions - none - 4. | PG Del ay 10 _ Byte Sync 2.
Byte-Sync F. Hunt Tineout . none - 1. Bit Sync 2. Byte Sync C
Starting Flag none : 3. Rcv Detected 15 3. Rcv E. Abor

Det ect ed none . 1. Bit Sync 3. Rcv D. Ending Fl ag - Set.
Pckt Rcvd Flag 4. IPG Delay 3. Rcv. © N Packet--Too Long none

1. Bit Sync 20 4. I1PG Delay M Delay Done none - 0. ldle 5.
Backoff J. Delay Done none ' 6. Xnt Delay 5. Backoff A
Transitions Detected none 1. Bit Sync 25 Del ay 6. Xnt 1.
Collision Detected Calcul ate Backoff Del ay 7. Jam 6. Xmt H
Xmt Done - none 0. Idle .30 7. Jam K Jam Done.

none . 5. Backoff Del ay 35lmco_u SI ON DETECTION In the currently
i npl erent ed enbodi nent col |ision de

ion is not used. O’dl nary circuits -
can be used to prOV|de ' _ -

" Blit 4: Upon event Loed 8 blt counter -
BltsS-?. Input Multiplexer: MUX 180, Figure 19.
000 - Transition on pin A
oot _Transition on pin B
010 Terminal- Count event
~ 011 . Count Compare event
100 Ramp start event ~
101 Pin B compare event - -\

.|m

10 Event 1 Configuration Register: masking register 186 Flgure 19-
Bit 0: Upon event Toggle pin A :
Bit 1: Upon event Toggie pin B
Bit 2: Upon event Latch 8 bit count ' : _
. Bit 3: = Upon event close Ramp switch (momemary on). R
15 Bit 4: Upon event Load 8 bit counter
Bits5-7: Input Multiplexer: MUX 191, Figure 19
‘000 Transition on pin A
001 Transition on pin B
. - . 010 Terminal Count event
20 - 011 Count Compare event
: 100 Ramp start event
101 Pin B compare event

/0 REGISTERS AND HESOURCE SHARING : u
25 .
- 8 Bit (:oumer Lead Register: Counter leed register 180;
Figure 18
Bits 0-7 = eeunt

30 Write. Communieetlons Data Out REgister-- data register 205, -
Figure 23;

Bits 0-7 - dete

Write Communicetions configuretion Register. (not shown)
35 (loaded from MBUS)

Used to eonhgure the communications subsystem tor



this feature with the cells providing responses as set forth in | EEES802. 3.
Upon detecting a collision, the cell can transmt a janmm ng signal for one
slot tinme to nmake sure that all cells on the channel detect the.collision.
I't thé&n ceases transmitting -and 5 executes the backoff. algorithm The
backof f al gorithm adjusts the contention random zation interval. | EEES802. 3
uses the nunber of collisions experienced by the, packet to calculate the
backoff interval. The cell network may not always have collision detection
so the cell's backoff algorithmmmy use the protocol's 10 inferred
collision to calculate the . backoff interval-. If the cell has collision
detection, it detects a collision in the sane slot in which it occurs and
retries the transm ssion (after the back" interval). For cells without

col lision detection where a collision 15 !ccurs, the cell discovers it
when the protocol tineout period.ex | f. a cell "is sending a packet to
mul ti pl e desti nati thangmhe mmeceg’@)tunQﬂOHSers acollisionif at the
end of the protocoBitiGtefu= Radeive, Mo = dranemibave been received from any
of the destinati onBit11: evlNOBne reply is received, there was no collision
20 at the transm Bipo2nt NOPthe retransm ssi-on takes pl ace wi t hout an
increased gel ay dugit ogbaclghitt Regiswr! gﬁmeexecut es the backoff

al gorithmJust as it dges ‘Britee Rl tqmgaedet ecti on,: using -

Bit §5: NOP
Bit. 6: NOP AT
Bit. 7:. NOP. s e e

Output Contiguration Register 0: (not shown) (loaded from MBUS)
Used for setting analog and digital pin conﬂguranons.
Bit 0: Enable pin' A analog' out
Bit 1: Enable pin A digital out

15 Bit 2: Enable pin A pullup’ Sl

_ - Bit 3: Enable pin A pulidown

~ Bit 4: Enable pin B inversion |
- Bit 8: Enable pin B digital. out... . . ..,
- Bit 6: Enable pin B pullup
20 Bit 7: Enable pin B pulidown
Output Contiguration Register 1: (now shown) (loaded from MBUS)
Used for enable and compare functions. -
Bit 0: . Enable 8 bit counter
25 Bit 1@ Compare pin B to TTL reference ,
o Bit 2: Compare pin B to adjustable D.C reterence

Bit 3: Compare pin B to Ramp voltage
Bit 4: Compare pin B to pin A
Bit 5: Enable RS-485 driver e
- 30 Bit 6: Enable input hysteresis on pin A
. Bit 7: Enable input hysteresis on pin B

Output Configuration Reglster 2: (not shown) (Ioaded from MBUS)
Used for setting pin logic levels. -~ .
35 Bit 0: Execute, load 8 bit counter with valua In 8 bit
' _ Countar Load: Reglster -



the inferred collision count. After the backoff interval, the cel

transmts the packet. Therefore, the difference between collision detection
and collision inference is in the length of time it takes the cell to'5
di'scover that a collision has occurred. D. BACKOFF ALGOR THM The back'séf

al gorithmused in the currently preferred enbodinent is set forth in

| EEEBQ2. 3. standard, a truncated binary exponential backoff. The backoff
interval is an exponential 10 function of the nunber of collisions: -
(detailed or inferred) since the l'ast successful transm ssion. An
exponential backoff algorithmgives - the systemthe stability it needs to.
recover fromsaturation conditions. By exponentially spreading out the | oad
in a saturated system the algorithmallows the systemto recover. 15

Backoff interval in slots = R such R = random nunber 1inearly
di stributed over the interval: o <R P [m.n (10, n)] where n = nunber of
~collisions. 20 . Wien a cell has two transceivers attached, It

transmts every packet via both transceivers. Since the. transceivers access
di fferent subcBi#ngd s, Sd‘eplﬂ\ll Al tcchemldﬁ ferent load 123
condi tions. Eagit t2ans&¥tvpini A 16 gl Rsvel oeparate subchannel
Bit 3: Set pin B to logic level 1 -
Bit 4: Set pin B to-logic level 0 -
Lower Half of Rate Multiplier Register: rate' multiplier 178, ,
' : Figure 18 L i \J
. Lower byte ot rate multiplier ' " : ' -

10 Upper Halif of Rate Multrplier Hegister.-- rate 'rnultl"plier 178,
. Figure 18 - '
8 Bit Compere Load Register: compare |oad register 183
Figure 18 _ _
Byte ftor oomparison N o S

B_EALBEG_[SIEB_S_ (controlled by “Read"” line),

Read Event FlFO. FIFO 199, Figure 192
Bit 0: O=Event 1 occurred
20 ' 1=Event .0 occurred o
Bit 3: Pin A level during occurrence of event
Bit 2: Pln B level during occurrence of event

15

: Read 1O Conditlon Regieter. . . /
25 /0 Status: = - ; o
- Bit 0: Input pin A
Bit 1: Input pin B
.Bit 2 1=ramp compere
- . Bit 3: NOP -
30 Bit 4: NOP
Bit 5: - 1=FIFO has data
O-FIFO empty

8 Bit Counter Latch- regieler 181. Figure 18
- 35 Count Byte



and has its own backoff paraneters (collision eount and backoff interval).
The backoff paraneters are "kept" by the cells, one set for each

transm ssion. 5 The random number for the backoff algorithmis generated
by ong_of two methods: 1. by a pseudorandom nunber - generation al gorithm

. seeded with the 48 bit cell ID (guaranteed to be unique as di scussed), 2.
by running a counter and saving the | ow order bits when an -external event
is detected. 10 The slots are equal in durations to bit rate of the

| ast- received data. Note: if each cell used its internal bit rate, slot
durations would vary fromcell-to-cell. E. CONTENTI ON TI MER Packets that

have mul tiple routes to a -destination Q15 experience a long contention
del ay via one route and a shorter delay e traveling :

S|nultaneously via another route. If that contention delay is allowed to

be too Ilon t he Iater packet could arrive after the destinatign's

recei ve sequ "\HD{SEF oiss Rata Reglster: o data Jatgh s%@ﬁuerﬁiﬂuﬁﬁngé in the |

packet. A packet Pata dBYte thus arrive out of sequence without the ARQ
protocol detecting it. To prevent this*type of error; ‘eachi-packet uses the
cont enti on t Comnmfunicationsy Statas Register: d(f.rmter&lmwﬂ) bfreade ontbeMBUS)
slots 824 thatBithd:pacReceive mddex T=dataoravailable dh' asthift hegistera

_ Transmit mode: O=transmit latch ready
Bit 1: -In ‘Hunt’ Mode from Figure 23 :



nultlhop route. Wien the count reaches zero, the packet is discarded. F.
- ARQ PROTOCOL 5 - The cell uses a sliding window protocol with a w ndow
size of 1 and nodul o 2 sequence nunbering (equivalent to a stop and war't
protocol). The link.control nmechanismls very simlar to the HDLC
asynchronous. bal anced node. The principal difference being that with 1 bit
sequence nunbering i nstead of acknow edging 10 - packets with the pol!l/final
bit set, every information packet nust have an acknow edgenent. Before the
ARQ nechanlsn1can wor k, a .connection nmust be established between the two
conmmuni cat i ng devices_(cell or network control devices). The connection
process is described in 15 the "Conz section later in this
application. The ARQ .mechani smonly j%#ates when the cell -is in the
connect state. The ARQ states may be consi dered as substates of the connect:
state. Wien a cell transmts a nessage, it waits for a reply from20 the
destination. If the:cell does not receive an acknow edgenent within a
predefined time out period, it assumes that the nmessage was |ost and it

transmts W - 125" Two types of - packet rray be used to

carry an °
in the presently preferred embodlment there are five resources shared

- amdhg the processors They are the EEPROM and the four 10
5 subssctions. . ‘A hardware *Semaphore Register”. (SR) and five words-in '
RAM: are used in controlhr'g resource shanng anure 30 illustrates _ | V-
how the multlprocessors share common resources. The SR 95 of Figure .
12 reads a__nd writes to bit 0 of the MBUS. o o S
" Each RAM word wil contain’ one state: Idie, Proc #, Proc.#2,

10 Proc #3 or Proc. #4. A processor may rnterro'ate a RAM locatlon . U '
before assignment of resource to see |f a resource is busy If the
‘resource is not as_sldﬁéd it will then access the Semaphore Register as
described bel_ovr'. (Aﬁe'm'ately, a processor may, skip the initial RAM
interrogation step aridseheck the RAM location after it '-has accessed

15 the Semaphore Register). - If the resource.'already busy the processor
must clear the Semaphore Register to "0" and wait to try again. If the W,
resource is “idle® the processor assigns a resource by changing the
state of th_e-HA’M Register from "idle” to "Proc.#x" and then clearing
the Semaphore Register io *0". When the processor is finished with

20 the resource, clears the RAM location to "idle".

The SR is a one bit hardware register. During phase 3 o_f its
respective cycle, if required, each processor may ‘access the SR. In .
time sequence. this means that the processors may access the SR 295



acknow edgerrent an acknow edgerrent only packet or an information packet.
The acknow edgement is carried in the receive sequence number of the
packet. The acknow edgenent- 5 only packet has no nessage field and is
I"dent if i)ed by the ACK command in the link command field. An information
packet does contain a nessage field and is identified by the I NFO. command
in the link command field. Figure 25 is the link | evel ARO state diagram
and along with 10 the follow.ng table, defines the various ARQ states.

State Event: - ACt | on e - Next State D

I dle Message to Send "~ Build Packet ' 1. Idle 0. Idle
Packet to Transmt - . Send Packet o Contentlon 15 0. Idle
Packet Recei ved - Process Packe"5 1. Idle 1. Contention Packet
Transmitted Start Tiner. 2 Vit ACK > Wai t  ACK T Ti meout

Stop Tinor 20 . Build Packet 2

Wait ACK 2 Wait ACK Packet to Retransmt Retransm t- Pac
Cont ent i on 2NGQ; @n AOR ofafour suecessive clack eycles (&0opPhases)- The SR 205 0.

{/\g:te ;&rlzg%i@\éﬁaﬁlxﬁgi tﬂl\b eA%tlﬁﬁwt?nEﬁ E‘b‘%&ﬁeg %3%’2‘?%5%&% addressee-

‘é“oh[‘r ‘gf{‘oge{/frggﬁﬂs%l’lﬂ ?ggg?fvtllzr?‘Sﬂdégsss%%Qs&e#E is EHHowrﬁaB&é’éﬁlhg e 2
g, -a-cel save. . .
: If it receives a "0" at the beginning of the cycle it knows nothmg
5 is being currently assrgned or cleared and it sets the appropriate . RAM
\-s location and if it contarns *idle" the processor inserts lts “*Proc. # thus
assrgnmg the resource and then “clears® the "SR to "0". - If the processor
| found that another processor was usrng-the shared resource it does not
o asslgn its Proc. # and rt then clears the SR to "0" “In this event it -
v "10 : .must wait and try again. , '
_ Some operattons such as those on the EEPROM may take many
clock cycles so the processor should assrgn the RAM regrster but
release the SR 295 while rt is usrng the shared resource. When the
processor is through with its operatlon usrng the assigned RAM
15 location it accesses the- SR again untll it finds a "0". it then “clears”
the RAM locatron to "idle” and clears the SR 295 to *0". Whenever a
processor accesses the SR 295 and fmds a"1" it leaves the SR 295 in
the *1* state and must wart to try again. T
In the example in Frgure 30 Processor #4 is shown as needing a
20 shared resource. It interrogates the SR to find out if it is free. The
| processor uses a "test&set” operation and since the_Slll 295 was
already "1" the test & set operation leaves the register with a "1". It



t he recei ve sequence nunber of each source fromwhich it receives. A source
can be a cell, a group, or a control device. Wien a cell receives a _ -
message, it. checks the CRC on the nessage. If the CRCis not valid, jthe
cell does not reply to the 5 nessage. e cell receiving a nessage dal so
. checks the nessage's sequence nunber. igghe5sequence nunber indicates that
this is a duplicate packet, the cell acknow edges the recei pt of the packet
to the sender but does not pass 'the packet to the application software. 10
. The ARQ protocol uses a bit that means "this is a retransm ssion by the
sender”.- A receiver will not acknow edge a duplicate message unless the
message hmustt gometwaitsand toyt againThdt willl keapedrying untilah getsuabcessor
~the last received nessage for each group for which it is a listener. It has
a separ att9 thei SR1295 and i findsqthe cesaures inathe RAM W@'@l&el@equence
nunber for nmessages addressed with the cell address (used when
comupni cating with contral devices). Cell to cell comunications is via

o e onct one Tha eer T W1 BRBTRIRRIG ae e S S e o e

SﬁX'véﬁsat.SﬁtQ?ré SPCLL°i hiécm{rﬁﬁi‘@sfﬁeﬁ\? Géhfth can have onty one.

‘in a typrcal apphcatron the co"nmumcatlons network among y
the cells is lightly loaded and the cells will expenence little or |
no contentxon delay. In the case of heavy traffnc. the network can

10 | seturate._ A heavy load wrll_generate collisions and henoe_ _reqmre
retransmissions. If retransmissions continue to collide, _:th_e |
network can possibly saturate. The conteﬁtioo backoff algorithm
used in the network qurckly spreads the traffnc over a longer time
period so that the system can recover from saturation. If the

15 traffic is not’ spread over a long time period, the system will be
unstable; lt will not recover from saturatnon. _ | )

Access to a subohannel under contention ‘conditions is | s
regulated by two rnechamsms. deferrmg and backmg off
| Defernng is a collision avoidance technique used in group.

20 acknowledgements. Backing off is a traffic or load leveling

| tec‘hnique. ' | |



127 addresses because it has provisions to store only one set of those .
sequence nunbers. When a control device wi shes to communicate with a cell,
it opens conmunications by sending a packet wi connect 5 commmand in
- the I'\nk control field. That command initializ hei sequence nunbers.
After receipt of that command, the cell wll not accept nessages addressed
toit (via cell address) by another control device until the conversation .
"~ ends. The conversation ends when the control device sends the cell a 10

di'sconnect command. TrRefarringd w‘ndist@o?%uﬁtmg drdé glBts.s Wheﬁnthe number

-acknow edgenment of a nessage depends on the type. of routing used
general, the cel lof freleostotsnthaththe neell dias fseemaelqﬂals ¢her detfer fﬁoum the

destlnatlon pl us protocol processing tinme in the 15 destination cell and

the transit tinedell trarsmitsuits padiat inrthe mesthavailabtad sitgement . The
protocal timfout period for multihop.packets.is al'so influenced by the

col I'i sion count. Even Wherrbackingy off;vthercelhtincreases ite rwalting:| ymeh before

the reason a packet failed to 20 reach i.ts destination in tinme is due to a

cont enti on ra®heditermpting tonsetranismitear packehdhat hasksuffesedear codlision.

5 assumed TR0 e ‘amount of This increase s a funciion of e number of
collisions or retransmzssnons. "The: algonthm impl'ementing this
function is called: the backoff: or"éohieﬁti’bﬁ al'gérithm' |

A - The network uses a carrier sense mult:ple access method of

10 resqlvmg contention for the commumcatlons channel. When a cell

is ready to transmit it first listens to the communications
channel. If it hears another cell’ trinsmitting, it waits for a clear
channel.  Once it detects ‘a'clear channel, a cell may delay before
_transmittmg The method of determmmg that delay ls |
15 determined by the contentlon algonthm
- Time on the channel is ‘measured in slots, each slot bemg M-
bnts at the most ° recently’ detected receive baud rate (i.e., shift
p L | rate_). When a ce_li delays béfore transmitting, it waits an
| - integral number of slots. When a cell detects a clear channel, it
20 " may delay and t_hén when it is ready to 'tra'nsrni't. it attempts to
| tranér_ni.t_ on a slot boundary. If'a’cell is transmitting a packet
that has suffered a collision, it delays a time period determined



expected contention delay for a nultihop paeket. The delay period for
‘mul ti hop packets is adjusted upward as a function of collision count. The
ti meout period Is therefore a function of the transm ssion baud rate, hLPe
nunmber of hops and the collision 5 count. G LINK CONTROL COMVANDS Li
control commands control the operation of ARQ protocol and the Iink
connection process (see next section);'Theliﬁsk command field of a packet
al ways contains a link conmand. 10 ARQ Pr Commands | NFO

I nformation Packet (requires acknow edgement) ACK = . = Acknowl edgenent
Only Packet (does not require acknow edgerment) 15 Connection Control

Commands CONNpy the Gritio¥ @lggsithm. BWQEI%& is randorﬁiied uniformly

Initialization 20 -~ XND Exchange Netwo a Replies to Connection .
Control Comepyer Wblots, N Genadjusted byt thé batkoff algorithmiesitsDsavallestct
RI Request Initialization UA . Unnunber ed Acknomﬁedge

value is 2 and it is adjusted upward by the backoff algorithm
_be_fore-each retransmission of a packet. Its maximum value is
s 210, o o
| 'B. GROUP ACKNOWLEGEMENT PACKET CONTENTION

. A packet-from a group announcer to a set of group hsteners u
wnll cause each of those listeners to send an acknowledgement to |
10 the announcer. _ Without a method of arbltratlng contentton among
those acknowledgements. they will always colhde To avoid this ._U'
problem, a built in reservation system for group o
acknowle_dgeme'nts'ris used. A listener cell uses its group member
num_Ser to determine which slot to use for its acknowledgement.
15 Group member § will trans_mit its acknoWIedgemeni in the 5th
free slot following reception of the original packet. The result is |
', that group member 1 will transmit its ‘eckndwledgement in the U
first slot foltew_ing the original packet. 'G"roup member two will
transmit its acknowledgement in the first slot following first
20 group member's- acknow!edgement. T'his”prc':'cess continues until'_
the last .group member has replied to the original packet. If a



129 Only packets with the ACK and | NFO commands use sequence nunbering. The
| NFO packets have two sequence nunbers, a transmt sequence nunber and the
sequence nunber. of the | ast packet received. packets have both sequence
nunber\ _fj el ds but the transnit sequence nunbeﬂIEl Ignored by the 5
destination. Packets with conmands ot her than I NFO are cal |l ed .
unnumber ed packets. Unnunbered packets are acknomﬁedged In"a stop and wait' -
fashion via a UA command. - Unnunber ed packets do not contain a nessage

,E'oﬁlrgri ?ﬁt c wi {1900 TeiRer Haes.rot BRIy dnd ShOS: | %"%ﬁ)‘ﬁi%ﬁ@éﬁ omety.
c | .

put ting the contel T BoaR nenmet roglies B B et sh e rnection
establ i shment and mai Wh%”éﬁﬁ?eﬂ’@ﬁ% IFOSRIGOYRIGHEFh 1Y SAGWA IRFIHORS 24.

i-mpl emented 4 n software. ! An announcer c must establish
connection wi th Fhehfoll rtatstel sefs iforthothiep stAldsy artbrthigie destripstions.s
have been established ‘may the announcer communi.cate with the listeners.
Connections §re controlled by a subset of .the.link control conmmands.
Commands are i ssued by a prinmary Stabé’ﬂteﬁt orglgdpe s tation receives a
command and sends a reply to-the .20 pri-mary. :la-a group, the primry-
station is-the announcer. The listeners are secondarles When a network

control device cgﬁﬂgna%ﬁégs mnth; ﬁhﬁ”,the cont’r 6l * devi'cé i's the prlnary,.

the cell is4fghe gecon The '1'" the siot boundaries while looking for receive data transiti
U 1 Bit Sync Esiabhsh baud rate synchromzatxon wnth recexved s:gnal
| 15 2 °  Byte Sync Wa:t 1or the start of packet ﬂag | |
3 Rev _Recewe the packet. |
o~ 4 IPG Delay _ Inter Packet Gap Delay Delay for n bit times after the end of tl
- | ' packet on the subchannel (whether
200 "~ -7 this neuron transmitted it or received it). |
5. Backoff  Wait M slots where M was set by the last execution of the
Delay - backoft algorithm or by the ARQ-protocol software.
25 6. Xmt -~ . Transmitapacketin the next siot. -
| 7. Jam ~Transmit a jam panem (all ones) for the jam penod (specified
. | _ in bit times).. Execute the backoff -
~ o - algorithm to set the backoff slot count.

30



130 control commands and their reepOnses are shown bel ow. The I NFO and ACK
commands are ARQ protocol comrmands; the rest are connection control

commands. 5 Primary . Secondary - Description Command  Response

| NFO _ ' I nformation: valid only In connect state. KNFO
Information valid only In connect state. 10 - - ACK -

Acknowl edgenent . use sequence nunbers in p t . but do not update receive
sequence numnber. CMR - Command rtigis. §ent only by Secondary in
Connect State. Rebuild pckt and send it again™ R : Request
Initialization: Init secondary. ' ' . di sconnect
secondary. RD : Request Di sconnect: disconnect the secondary. DM

Secondary. is In the D| sconnect st it _
Acknowl edgenent 20.CMDR = é% l%nr §t%tc% Tran?'“@n‘?y by secondary

I n connect . Rebu Akt and send it equest
Initiali gat fg%;l ni t s%‘%&?& @gﬁ@t ﬁdary Conn dary 25
DM 0. idi sconlil_eg? g n the di sco _

Connect UA
' 1. Bit Sync B. Sync Achieved “ none - 2. By'!e Sync
1. Bit Sync G. No Transitions . . none 4. IPG Delay
10 Byte Sync T ) o
2. Byte'Syn'~ F. Hunt Timeout - " none . 1.BitSync o
2. Byte Sync C. Starting Flag _none , 3. Rev v
5 . Detected i -
3. Rev E. Abort Detected - none ~ 1.BitSync
3.Rev D. Ending Flag -. SetPckt Rcvd Flag 4. IPG Delay
3. Rev “N. Packet Too Long none -1. Bit Sync N
20 - 4.iPG Delay M. Delay Done none .. 0.idwe o
5.Backoff  J. Delay Done " none . .  &.Xmt
Delay ' _ - _ - .
~ 5.Backoff A. Transituons Detected none - 1. Bit Syne
25 Delay ' - ' -
6.Xmt - I Colision Detected  Calculate Backofi
: : - o Delay ‘ 7. Jam
6.Xmt  H.XmtDone _none 0. Idle
7.Jam ‘K. Jam Done ' none 5. Backoff Delay

35
| C. COLLISION DETECTION
In the currently |mplemented embodnment colhsuon
detection is not used_. Ordinary circuits can be used to provide



30 CVDR Command reject: sent only by Seconda'ry In

connect state retry CONN. R - Request Initialization: Init
secondary. disconnect secondary, connect secon . RD : ‘Request .
di scoQnegct : send DI.SC. 35 DI SC ! .Di sconnect UA
Unnunber ed ACK CVDR Corrmand reject: nt onI y by secondary In-
connect state. Retry DISC. 40 : Set

onnect State, RET f@ﬁtuw"h v RRFiog: MeslhseDiagper Y8k 1o
F)sfclhﬁn?ﬁel (EI)I gcy(remect state %?)ﬁ ﬂefgaﬂfb Ias c@‘%{anggn?De%%h Pﬁn%a The

S TRThY S aeontmming, slonl for on slot Sime tpRekdChur RpRsca L ol
the secondary rethendhawnw dafett the collision. It then ceases transmitting and
5  executes the backcff algonthm The backcf‘ algcnthm “adjusts |
the contention randomization mterva! IEEE8023 uses the number |
of collisions experienced by the packet to ‘calculate the backcﬁ
linterval. The cell network may_ngt_:,a_l___\_r.,r_eys have collision”~
" detection so the cell's backoft algorithim may use the protocol's
10 inferred collision to calculate :the.:b'aciicft;'iﬁtef\'rai:{..-? If the cell
N has collision detection, it detects a collision in the same siot in
- which it occurs and retries the transm:ssncn (after the backoff |
\/ ' "‘terva‘) _l . . e
- " For cells thhcut collision detect:cn where a colhsnon
15 occurs, the cell d:scovers it when the protcccl t:meout period 3
- expnres if a cell is sendmg a packet to rnu!tlple destinations (the
| ncrmal case), it mfers a coll:slcn if at the end of the protccol
tlmecut period, no replies have been received from any of the
destinations. If even one reply is receitled, there was no collision
20 at the transmit'pciht and the retranSmissioh takes place without
an increased delay due to backoff. The cell_then executes the
backoff _e_lgor‘ithm"just as it does with collision detection, csing



CVDR Command reject: sent only by secondary In connect state
D sconnect secondary; then try 15 . XND agai n.
The connection state diagranms of Figures 26 and 27 refer to primary and-
secondary stations. The primary station controls the connection. The \J
secondary can request that the state of th connecti on change but the
secondary cannot change the connection unloa onmanded to do so by the
primary station. PRI MARY STATI ON CONNECTI. TES 25 State

Event o Action . Next Stats 0. Start - Power Up
Initialize © 4. wWalt Init 1. Disconnect Connect Request Send CO\IN _
2. Walt Connect 30 1. Di sconnect Fat al Error or Rl Send Sl

Lo, L o o, s 4 SaS
Di sconnect - nore .1 Disconnect 1. Di sconnect
RD, CMDR - t"Hﬁaetry BP%CPaCkb 1. D sconnect 35.2. . Valt Connect

| Ees\e/\gl tse?-n:\ltmg \?/)\ét.rﬁyggnnedtt {\Igata a err%erﬁ% Eé“%?\%ﬁzrd&e@&g ghgc
g S\é\a't Di sc. collisfon Vitferéne@ it in! fiie  lefgth of ttmesﬁnthl@@%e cell to- Vélt
5 dxscover that a collision has occurred
| D. BACKOFF ALGORITHM
The backoff algorithm used in the currently preferred \J |
embodiment is set forth in IEEE802.3 standard a truncated bmary
exponential backoff The backoff rnterval is an exponential
.10 function of the number of collisions (detailed or inferred) since
the last successtul transmtsslon. An exponentlal backoff V
- algorithm gives the system the stability |t needs to recover from
saturation ccnditidhs. -By'exponentially'_spreading out the' load in |
a saturated system, the al'gorithm allbv"vs th'e' sy'st'eni' to recover.
,.15- ~Backoff interval in slots = R such that R = random number Imearly
- distributed over the interval: - OB

0 <R<2 EXP [min (10, n)]

“where n = nu‘mber of collisions.
20 - -~ When a cell has two transceivers attached it transmits
every packet via both transceivers. Since the transceivers access
different subchannels. they will experrence different load



2 Wit Connect DM Retry CONN 3. Walt Connect 2. Walt

Connect XND _ . Send.DI SC 5. walt Disc. 5 2. Wit
Connect Tinme out . Retry CONN -~ 2. Walt Connect 3. Connect

Fat al @ror or R Send St 4. VWl t: Ini CS)nnect Nonf at al -
error, RD, or disc Send DI SC : 5. i SC7 : _
request 3 Connect DM ' Send DI SC 1. Disconnect 3
Connect CMDR, | NFOACK ARQ Processing 3. Connect 3 Connect -

. )S(sﬁd DI SC °°§E%| t DEsaéCh jraﬁc%* '? ﬁéat?? recei.ve rate #bccp ﬂ%%

AN S lﬁﬁ ndihias He own BABRoffcparabters ieolisiin co% and' batidff

Valt Inlt thtenm)Rl Tﬁ@baﬁ@dflfyt:ﬂameters aré " \éﬁt‘! Hy‘&haZQellé o%' ket

I'nlt Trrre out Retry S nit°S. di sc
UA,” DM for each transmissiofn. D sconnect 5 Wait disc '. RI

~.Send Sl 4. Walt- Inlt 5. Walt disc Fatal error Send Si
4. Walt Init§25 5. VEhe réindom numbaR{ed theDbacketit algdvithnt is generated
Walt Disc. 5. Wit Di-sc I NFO, ACK Retry DIS.C . . 5. Wt D sc.
5. Walt Disc bytone ofitwo methodset ly byl scpseudoraadommumbec geaETatioRRY
STATI ON CONNECTI ON STATES 30 State Action

Next State 0 St sigorithm- seedpgt,\mtm;the 48 b|t catltlm(gmrameed to. be unique -
nitial I_ € "as discussed), 2. by runnmg a counter and saving the Iow order
AN . . bits when an external event is detected.

10 - The slots are equal in durations to bit rate of the last _
recéivéd' data. Note: ' if Ie_ach celi 'usé& tts inter_nal bit rate, slot -
 durations ‘would vary from celi-to-cell.

. E. CONTENTION TIMER-
~ Packets that have multiple: routes to a-destination may
- 15 experience a long contention delay via one route and a shorter
delay while traveling -_simultanequély:-.ﬁia another route. I that
- contention delay is -allowed to be-too-long, the later packet could
arrive after the destinetton's receive sequence number has cycled
| back to the same sequence number in the packet. A packet could
20 thus arrive out of sequence without the ARQ ""ﬁratocol_ detecting it.
To prevent this 'type of error, each pabket. uses thé dqntention
timer field (Figure 6.)' that is decrem.e:n‘ted" by_-.'the. number of slots



35 1. Disconnect CONN r ecei ved Send UA 2. Connect 1.

Di sconnect . Si received Initlallzation -3.- Initialize Send UA 1.
Di sconnect Fatal Error Send RI 4. Wal't Int. 1. Disconnect
XND "~ Send XND . . 1. Disconnect 40 1. Disconnect WO
ACK "Retry DM -~ 1. -Di sconnec Di sconnect - DS C

Retry DM .1 Disconnect 2. Connect !214 recei ved'

I ni.tializatlon 3. Initialize Send UA 4 Connect : DS C
received . Send UA _ 1. Disconnect 133 2. Connect- Fat al
Error " Send R - 4. Walt Init. 2. Connect _ Nonf atal error
Send RD that the @”ackechaWaﬂeﬁ for contéftionGit each hofiRihRaocessi ng
2. Connect 2. Connect Retry UA 2. Connect 5 .
2. Connect multnheqblfroute When thesccouritOreaches zdro, Bheopatketristi ali ze
DI SC recei ved Send UA " 1. Disconnect 3. Initiallze . INFQ :
~ACK, CONN  Radisgairded. 3. Initialize 3. Initialize S
Retry UA 3. Initialize 10 3. Initialize XND ' -~ Retry
RD 3. Initialize 4. valt Ihi tARQ PROTQCOkd 1Initialization

3. Initlallze Send UA 4. Walt Init | NFO, ACK Retry Rl 4.
walt Ini®  The cell uses a sliding wmdow protoco' with a window size

of 1 _and modulo 2 sequence numbenng (equwalent- to a stop and
wait protocol). The link control mechamsm is very similar to the
HDLC asynchronous balanced mode. The pnnclpal difference being g
that with 1 bnt sequence numbenng mstead of ackncwledgmg
10 packets with the poll/final bit set, every information packet
| must have an acknowledgement.
Before the ARQ mechanism can work a connection must be
est_ablzshed between the two commumcatmg devices | (ce-ll or
. hetwork control davices). The connection process is described in
15 the "connection” section later in this application. The ARQ
mechanism. enly operates when the cell is in the connect state.
" The ARQ states may be cons:dered as substates of the connect
state
‘When a cell transrnlts a message, it walts for a reply from
- 20 the destmatxon -1f the cell does not receive an acknowledgement' |
within a predeﬂned time out pernod it assumes that the message
was lost and it transrmts the message agam "



15 4. Wait Inlt DS C,XND,CO\IN- Retry RI - 4. Wit Init 5. ‘Error

Dl SC recei ved Send UA - 1. Disconnect 5. Error SI received
Initialization =~ 3. Initiali'ze Send UA 20 5. roo- | NFO, ACK
Ret ry{R 5. Error CONN, XND 25 -NOTE: 2s: A reply may be

retried N tinmes. The event that causes retry‘N+1 I's defined to be a fatal

error and causes initi-al | zation. The cell maintains one retry count and it
is incremented when a oto?er than INFO or ACK is retried. The retry
count is cleared whené P g’ﬁlﬂﬁn qfacketamay be used toocary 80 pri rrary cell .

a1 e BebrEagBRR RS SosFnasRy sl in 14,

D hessi on. A r cBfIHTANEn Bafid,) Tnl aBknbaisbop st s, 'GHRY | "ﬁeer of

oSt esuri or ¢ ibtpVe REBindd FRiroRE Gl uE, g, frY Bl PiviRoBRaRY |

the link is igleddly pagkel Had"db MissHye fieli ar 1k idknffed B fife e S :
command in the link commard ﬂeld An mformatson packet does
'_contam a message fleld and |s |dentnf|ed by the INFO command in
the link command ileld

10 the followmg table, defmes the vanous ARQ states

Com ¥

State . Evemt .. o Acuon " Next State
< e MessagetoSend . _ Build Packet : 1. kdle
0. idie Packet to Transmit T " Send Packet : 1. Contention
15 0. idls Packet Received - Process Packet 1. kile
1. Contention Paeket _Transmmed o - Stant Timer - ' 2. Wait ACK
2. WatACK Timeout. . .  Stop Timer . _ |
20 7T 7 Build Packet 2. Wait ACK
' 2. Wait ACK  Packe! to Retransmit _  Retransmit Packst 1. Contention
2 Wait ACK  ACK pckt Raceived or N ' Stop Timer ' 0. idle
) . retries = ' S _ o
N~ 2 Wait ACK  NonACKpcktRecsived Process Packet . 2. Wait ACK

25
| A cell must store a transmlt sequence number for each
- addressee w:th whom it commumcates An addressee can be a

cell, a group, or a control device. F_or receiving, a cell must save



violation. Wen a cell receiving a packet detects an abort sequence, it
di scards the portion of the packet that it has clocked in and begins
searching for a new packet preanble. The abort 10 sequence is also used :
for jammng after a collision is detected. J. SYSTEMID Referring to Eygure
.29, thenethod by which.the 48 bit systemIDis used within the packets is

illustrated. Thirty-two bits of the system hown as field 251 is placed"
directly into 15 the packet as indicated ;gtaﬁ field 255. The. remaini ng
16 bits are used in the cal cul ation of the et CRC. Initially, the CRC
regi ster beglns with all ones as indicated by the field 252 at the start of
- the CRC calculation. Then the 16 bit field 250 of the systemIDis used in

the CRC cal cghet receive sequette nifimbbt dfi @ach2Sourse frome whichdit253 is '
stored in:the EEPROM and used as a preset CRC field ea ch time a packet CRC

i s cal cul at eqeceivéimn A souice can be accell,aasgrioup;dop e eontrol dendee. fiel d
is stored, the stored CRCfield is coupled to the CRC register. The 16 bit

packet CRC fiWhen a cellceceives & imessags, itrchecks thel QRS omtke ot her
fields i the packet used to calculate the packet CRC. (Al 5 fields-
except the canessagen tlf the CRCdisanot walid, thehcellidaes b replyoto the
~system|ID are transnmitted within the packet. Wien a packet is received, the
processorScallogssage. a dhe ﬂ&" reeewmgeua/messagetalsp Ghﬂ@kspihﬁ:l ng its

stored CRC preset field
message's sequence number. " the _.se_quence number indicates

'that this is a duplicate packet, the cell adknowledges the o
receipt of the pac.cet to the sender but- does not pass the packet {
to the application softwars. IR

10 . ‘The ARQ protocol uses a bit that means “this is a .
o retransm:ssxon by the sender”. A recelver will not acknowledge a U

. duplicate message unless the message has its’ retransmlt bit on.
The cell saves the sequence nu_mbe_r_ for the last received message
for each _gieup for wnich itis a l_istener-., it has a separate 1 bit

15 transmit sequence' number and 1 bit re'ceive'seq'uence number for
messages addressed with the cell address (used when

~ communicating with control devuces) _

~ Cell to cell communications is via group addresses. _'
Direct a__ddress_ing_ with cell ‘addresses is used for network
20 control fu'n_ctidns. ‘The cell will be cemmunicating with a

~ grouping deViCe or network c.ontrolle'r'i'n.those cases. A cell

can have 'on!y one conversation at a _given time that uses cell



I'n its CRC register and then conputing the packet CRC (again, the 10
contention tiner field is not used). If the newy conputed CRC field does
not match the field in the packet, it is ass 't hat the packet has been
|nprop~/ly transmitted or that the transnitte cke®, if correct received,
has a different system|D and thus should be discarded., 15

VI . GROUPI NG DEVI CE The groupi ng device can take various forms and can be

realized with co cially avail abl.e hardware su per,sonal ter. -
These comput or o BHATBESEEABRFAUBRC, BRRNIOVSIRER G SiTR. LY A8 S&hBL i ons
described in theﬂ%g | i cat |on erformed by 20 the grouping device. For -
exanpl e, they ca gr% d to.provide.the packets needed to

communtCate W ih e Yo 4 faimgaem%‘%&“ﬂmﬂm@aswb@ cell
gener ated W 1 B AN SUiHiRaydfs Y b LT
STt o The Sonr@miaia o dnemYngocafes] da Phae WAERAT SlplgeE. |
- ;nggn‘;(gog} gugekgﬁgséqﬁéngepumﬁ FAﬂHl‘ Ele%&ptAéf Qhatpéomrnﬁ*aﬁ@r 'lﬁ‘é célpe
will not accept messages addressed to it (via cell address) by
another control devzce until the conversat:on ends The
conversatlon ends when the control devace sends the cell a
10 disconnect command. o
-~ 'The penod of time that the cell waxts for an
- acknowledgement of a message depends on the type of routing
o used. In general the cell allows enough tlme for the packet to
| arrive at its destln_atlon.- plus protocol proc__e;ss:ng__,tlme in the
15 destination cell and the transit time for the return packet
| carrymg the acknowledgement N R o
The protocol tlmeout period for multlhop packets is also
influenced by the collision count. Even in very noisy
environments, it is more likely that the reason a p‘acket-'f_ailed to
20 reach its destination in 'time is due to a contention rather than a
transmission error. When a packet is retried, it is assumed that_

the collls:on count is an mdlcatxon of system Ioad and the



etc., can be stored on the disk or stored in an EEPROM on a card. 10
In Figure 28, the elenments of a presently preferred grouping devi ce are
illustrated. They include a CPU 226 which may be*an ordinary - )
. m croprocessor. The CPU communicates with a nenmory whi ch. may conprlse\aiRAM
227, ROM 228 and storage nmeans 229 for storing the systemID. Were a
floppy disk is used the system 15 |ID and program (otherw se stored i n ROM
228 ) are stored on the disk, with the programbeing transferred to RAM for
execution. A display neans 230 such as a ordinary nonitor is coupled to the
CPU to provide a display to the user, for instance, the display can be used
to provide lists of the groups with their ASCII 20 'nanes. A keyboard 231
is used to allow conmands to be enter ynto the CPU. The CPU i s shown
coupled to a cell 232 with the cell m coupled to a network through
transcei ver 233. The cell 232 is part of -‘the grouping devices and the
cell's IDis used by the groupi ng devices as a systen1ID Typi cal nessages
transmtted by 5 the conputer to the cell are shown in Appendix B, for
exanpl e, bhpeotn:begatemoaséelgylhg ‘@ Imultihep i padket.n ‘Ehélddlay tpara':d anhouncer

G oupi ng. Tk, eatBaR. BasHRIA: B-aaeied Srwars 8n §rnetbn of ealisian of i he
L oe 5% RRuBk, .08 JHbeY pRERTS. Beford A Nipkigh b marooect fons o
: transmission baud rate, the number. of hops and the collision
§ count. . | o )
G. LINK CONTROL COMMANDS _
Link- control commands control the operation of the ARQ protocol and
'the lmk connection process (see next section). The link command fneld of a
packet, a_!ways contains a link commgnd. _ | : Y
10 ARQ Protocol Commands

INFO lnformatton Packet - (requnres acknowledgement)

~ACK " Acknowledgement Only Packet (does not requlre
acknowledgement)
15 Connection Control Commands
CONN - Connect
DISC  Disconnect
Sl Set [Initialization
20 X\D  Exchange Network Data

- CMDR Command raject

25 M Request Disconnect
Rl Request Initialization
UA - Unnumbered Acknowledge



the CPU 226 to be read to the fourth I/0O subsection. Thus, a network for
'sensi ng, comuni cating and controlling which has distributed intelligence
has been described. Wile in 15 - this application a sinple exanple of use
of cel{sS" in a hone enV|ronnent has been described, it-wll be obvious to
one skilled.in the art that the disclosed inventi.on may be used in numerous
ot her applications. Appendix Cto this application contains a |list of sone
" other applications In which the present invention may be 20 used. In
copendi ng UK patent application No. 9007630.8/ .fromwhich the present case
i s divided-out, there js described and clainmed a network for sensing,

conmuni cati ng and control ling, whi-ch i pendi ng UK application No.
9113030.2 (Serial No. 2244577) there |;2§§>cr|bed and clained a cell for
a

use in a network. -Appendi x A,. Packe mpl es Rout i ng Types for Packet
Exanples 1 ‘Full'y Addressed 2 Open Fl oodi ng 3 Restricted Flooding 4

o ser'eﬁzsaaﬁW& L VP 54 R AN bl MR B rBLARG.. Tre
to 3 of 6 CONT-'O ﬁack%tb/%h@éQWo sequence numbers, a transmit sequence number and
the sequence number of the last packet recelved ACK packets have both
sequence number t’eids but the transmit sequence number is ignored by the
5 - destination..

\J : - Packets with comrnands other than ACK or INFO are called unnumbered

' packets Unnumbered packets are acknowledged in a stop and wait fashion

via a UA command.. Unnumbered packets do not contain a message field.
. 'H. CONNECTION CONTROL |

., 10  Before a control device can communicate with a cell, it must
establish a connection with the cell. Establishing a connection consists of
initializing the sequence numbers and putting the control device and cell
into a known state. The connectxon establishment and maintenance
procedures are governed by state machines implemented in software.

15 . An announcer cell must ‘establish a connection with each listener cell
in its group. Only when the connections have been established may the
‘announcer communicate with the listeners. Connections are controlied by a
subset of the link control commands. Commands are issued by a primary
station. A secondary station receives a command and sends a reply to the

| 20 primary In: a 'group, the primary station is the annOuncer The listeners

| are secondanes When ‘a network control device communicates with a cell, -
the control device is the pnmary. the cell is the secondary. The link



Singl e Hop Packet Format: Preanble, 16 bits Flag, 4 bits Destination cell |
48 bits Contention Tinmer, 10 bits Contention Ti nmer

Addr ess,.
bits Hop Count,

bit Rcv
Cont r ol

. bits Message,

Checksum 6

4 bits- Random zer, 8 bits Link Controgl Retransmt Flag; 1

Seq. 1 bit Xmt Seq, 1 bits Unused, 1 bit Command, 4 bits NetwsLK .

Routi ng Type,
16 to 512 bits Message Type,

4 bits =1 (Fully Addressed) Source Cell

511 bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits

~ INFO

10
18
20
25
3.°
35

40

Addr ess, - 48

8 bits Message Contents, 8 to

control commands énd fheir respo'ns'es aré shown below. Tﬁe IN'FO and ACK
commands are ARQ protocol commands. the rest are connectlon control

commands.

'. Ftimary- Secondary . _Dq;crlptlon_

Command Response

S information: valid only ln connect sme. '
INFO Information: valld only In connect state.
ACK Acknowliedgement: use sequence numbers in
packet but do not update receive sequence number.
CMDR Command reject: sent only by Secondary
, in Connect State. Rebuild pckt and send it again.
Ri Request Initlalization: Init secondary.
disconnect secondary.
RD- - " Request Disconnect: dlsconnect the secondary
oM ~ Secondary Is In the Disconnect state
ACK Acknowlodgomcnt _
CMDR Command ro]ect- sent only by secondary in
- connect state. Rebulld pckt and send It again.
Rl ~ Request Initialization: iInlt secondary. '
' ' disconnect secondary. Connect secondary.
DM Disconnect Mode: SQeondaty is in the disconnect
statc. '
CONN Connect
VA Unnumbered ACK. ,
CMDR Command reject: sent only by Socondary in
_ connect state retry CONN: .
Rl Request Inltialization: init ‘secondary. _
disconnect secondary, connect secondary.
RD Request disconnect: send msc.
DISC : Disconnect
UA Unnumbered ACK
CMDR Command reject: sent only by secondary in-

connect state. Retry DISC.



139 Single Hop -Repl y Format: Preanble, 16 bits-Flag, 4 bits SystemID, 32
bits Destination Cell Address, 48 bits Contention Tinmer, 10 bits Contention
.Timer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Control

Retragspit Flag, 1 bit RCv Seq, 1 bit Xnmt Seq, | bits .Unused, 1 bit
-Command, 4 bits Network Control Routing Type, 4 bits - 1 (Fully Addressed)
Source Cell Address, 48 bits Encryption Check, 16 bits CRC, 16 bits Flag, 4
bits - . _ _
- 81 o St Inltialization .
S CMDR Command reject: Sent only by :econdary
In Connect State. Retry Sl.
5 - UA Unnumbnred ACK.
- XND | Exchango ID & Network data. 'l'hls command Is
- : sent only in when the prlmary is in the _
. disconnect state. . _
' - 'XND ' Exchange ID & Network data: The secondary sends
- 10 - an XND response only if it is in the disconnect
: S U state. If it recelves an XND while In any other
| : ' " state, the secondary responds with CMDRA. '
e : CMDR . . Command reject: sent only by secondary in
: oo S . connect- state. Disconnect secondary. then try
15 XND agaln. :
‘The connection. stata'diagrams.of Figures 26 and 27 refer to
O primary and secondary stations. The primary station controls the
- connection. - The secondary can request that the state of the
20 connection change but the sacondary cannot change the connectlon
“unless commanded to do so by the primary station.
PRIMARY STATION CONNECTION STATES
25 State Event | Action . . Next State
0. Start Power Up Initialize 4. Walt Init
~ : 1. Disconnect: Connect Request Send CONN. : 2. Wait Connect
30 1. Disconnect Fatal Error or Rl Send SI - " 4, Walt Init
- 1. Disconnect XND. Process XND 1. Disconnect
1. Disconnect INFO, ACK _ Retry DISC 1. Disconnect
1. Disconnect UA, DM - Ilgnore - ‘1. Disconnect
a5 1. Disconnect  RD, CMDR Retry msc 1. Disconnect
2. Wait Connect * UA  Reset Seq Nums 3. Connect.
. 2. Wait Connect Fatal Error or Rl Send S! 4. Walt Init
2. Walt Connect Nonfatal error, _
. AD, or CMDR - Send DISC 5. Walt Disc.



Cont r ol

Cel |
Cel |

10

15'._

20

25

30

35

40

45

Addr ess,

2.
2.
2-
2.

. 3..
3..

3.
- 3.
. COnnect

4.

4.

. Connect
Connect

140 Mul ti hop Full
~ System I D, 32 bits Next Cell
~Contention Tiner Checksum 6 bits Hop Count,
Retransmt Fl ag,
Conmmand, "4 bits Network Control
Address List Address Count,
48 bits Message,

Wait ‘connect
Wait Connect

Walt Connect
Wait Connect

Connect
Connect

Connect

. Wait lnu--'
' . Wailt Init
4,

Walt Init
Wait Init

‘Walit init

Wait disc
Wait disc |
Walt dise
Walt disc
Wait Disc
Walt Disc

State

1.
1.

1.
1.
1.
1.

Start

Disconnect
Disconnect
Disconnect
Disconnect

Disconnect
Disconnect

Connect

Connect

oo
- CMDR, lNFO ACK

Addr ess Packet - For mat :

Addr ess,

1 bit Rev Seq, |
Routi ng Type
4 bits Ad
16 to 512 b

INFO, ACK

DM
XND
Tlmo out

Fatal Error or Rl
. Nonfatal error,
.RD, or disc.

request

XND

"UA received
CMDR received -

INFO, ACK

. RD, DM,RI, be
" Time out

UA, DM

"Rl
" Fatal error
. CMDR,RD,XND

INFO, ACK

-Time out

Pr eanbl e,

48 -

Send DISC

" Retry CONN

Send DISC

‘Retry CONN

Send DISC

Send DISC

ARQ Processing

Send DISC
Send DISC

" 'Send DISC

Retry - Sl
Retry Si
Retry SI
Retry Sl

Send Sl
Send S!
Retry DISC
Retry DISC

. Retry msc

16 bits Fl ag,
48 bits Contention Tiner,
4 bits Random zer,
bit Xnt Seq,
4 bits 1

525

4 bits
10 bhits

8 bits

Walt Disc.

. Walt Connect

Walt Disc. :
Wait Connect -

Wait Init.
Walt Dlsc.

‘Disconnect
. Connect
. Wait Disc.

Wait Dise.

. Walt Dise.
. Wait Init

Wait init
Wait Init
Wait Init

Disconnect

Wait (nit
Wait Init
Wait Disc.

. Walt Dise.

Wait Dise.

' SECONDARY STATION ‘CONNECTION STATES

Event

Power Up

_ CONN recelved

S| received

Fatal -

_ _Eir_or
XND

- INFO, ACK

DISC |
st _rocelved- .

DIS C recelved

Actlon

Inmallzation

“Send UA .
Initialization
Send UA. '

Send RI

Send XND
Retry DM
Retry DM

" lnlthllzatlon' :

Send UA
Send UA

4.

1.

’ 1.-
1

3.
1.

Next State
3.

Initialize

Connect

Initialize

Wait Init.
Disconnect
‘Disconnect

- Disconnect

Initialize

Disconnect

8 bits Link .
1 bits Unused,\&/

(Fully Addressed).
768 bits Source
ssage Type

bi t



Message Contents; 8 to 511 bits Encryptlon Check, 16 bits CRC, 16 bits
Flag, 4 bits |\/Ll|tl hop Full Address Reply Format Preanbl e, 16 bits Fl ag,

4 bits System|D, 32 bits Destination Cell 48 bits Contention
Ti mer \_JO bits Contention Timer Checksum 6 Hop Count, 4 bits '
Random zer, 8 bits Link Control . . Retransm t Flag, 1 bit Rev

Seq. -1 bit Xnmt Seq, | bits Unused, 1 bit Commnd 4 bits Network Control
Routing Type, 4 bgbhnect (FU"hWr Efrdfd) Ce'éen%’ﬁiess List g, walt Init.

2. Connect " Nonfatal error Send RD 5. error
- 2. Connect INFO, ACK . ARQ Processing 2. Connect
-+ 2.-Connect C_ONN- .. ... “Retry UA - 2. Connect
5 2. Connect AND - Send RD 8. Error
3. Initialize DISC received = Send UA - 1. Disconnect
- 3. Inltialize INFO, ACK,CONN 'Retry RI! - 3. Inltialize
3. 'Initialize St Retry UA 3. Initlalize
- 10 3. Initialize XND - Retry RD 3. Initialize
4. Wait Init. Sl received Anitialization 3. Initialize
- ' . Send UA
4. Wait Init INFO, ACK Retry Rl 4. Wait Init
15 4. Wait Init . DIS C,XND,CONN  Retry RI 4. Wait Init
o . 5. Error DISC received = Send UA - 1. Disconnect
AN : 5. Error - 8! received - Iinitialization 3. Inittalize
o : . -.- Send UA
20 o - o _ o .
- . 5. Error ~ INFO, ACK Retry RD 5. Error
: : " CONN,XND 3

.25 .NOTI_E': 'Retries: A reply may be retried N times. The event that
| cauSé_s 'retr_y N+1 is defined to be a fatal error and causes
_inifiaﬁzat_ion. | The 'c,eil_' main_t_ains'one retry count and it
ihcrefnented when any reply other than INFO or ACK is retried. The

| ~ retry count is cleared whenever a non-retry reply is sent to the
o 30 primary cell. | = _

I. ABORT SEQUENCE

A cell transmitting a packet can abort the packet by
35 transmitting an abort sequence instead of continuing to transmit



"Address Count, 4 bits Addresses, 48 - 768 bits Source Cell Address, 48 bits
Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits 142 Open Fl oodi ng
Packet Format: Preanble, 16 bits Flag, 4 bits System D, 32 bits Broadcast
~ Address, 48 bits Al Zeros Contention Tiner, 10 bits Contention Ti ek’

. Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Control

Retransnit Flag, 1 bit Rcv Seq, 1 bit Xnt 1 bItS Unused, 1 bit
,Cormand 4 blts _ '

the packet. The Abcrt sequence is a group of at least 12 ones
fransmitted in success:_cn. A recelvmg cell |de_nt|ftes an abort
from the code .veriﬁe_r- of'Figure‘ 16. A receivihg pac'ket'tre_et_s any-
| 3 cf 6 code. violation as an abort.  One result of this is that a link |
5 idle condition results in an abort. If the link is idle (no |
transitions) for more than a bit time, the result is a code
violation. When a cell receiving a packet detects an abort
sequence, it discards the portion of the packet that it has clocked
in and begins searching for a new packet preamble The abcrt
10 sequence is also used for jammmg after a collision is detected.
~ J. SYSTEMID v
Referring to Figure 29, themethod by which the 48 bit
system ID is used within the packets is illustrated. Thirty-two
bits of the system ID shown as field 251 is placed directly into
15 = the packet as indic'eted by the field 255. The r’e"mainirig' 16 bits
are used in the calculation of the packet CRC. Initially, the CRC
register begins with all ones as indicated by the field 252-at the
start of the CRC calculation. Then the 16 bit field 250 of the
system ID is used in the CRC 'ca!culation to provide'a 16 bit field
20 253. The field 253 is stored in the EEPROM and used as a preset |
CRC field ea ¢h time a packet CRC is calculated.



Net wor k Control Routing Type, 4 bits = 2 (Open Fl oodi ng) Destination Cell
.Address, 48 bits Source Cell Address, 48 bits JMessage, 16 to 512 bits
Message Type, 8 bits Message Contents, 8 to 5]@35 £ncryption Check, 16
bits QRG, 32-bits Flag, 4 bits 143 Open Flo Repl y. For mat : Preanbl e,
16 bits Flag, 4 bits SystemID, 32 bits Broadcast Address, 48 bits = All
~Zeros Cont ention Tiner, 10 bits Contention. Tiner Checksum 6 bits Hop
Count, 4 blts Randomi zer 8 bits Link Control Retransmit FI ag, 1 bit

| When a packet is to be transmltted once the preset field is
stored the stored CRC field is coupled to the CRC reg:ster The 16
bit packet CRC field is calculated using this present field and hte
_other fields ll‘t the p_acke_t used t_o calculate the packet CRC. (All
5 fields "e'Xcept t'he'c'ontention timer' field are used.) The other 32
| btts of the system ID are transmltted within the packet.
When a packet |s recetved the processor calculates a CRC
for the recexved packet by frrst placing its stored CRC preset field
% " | in its CRC register and then. ‘computing the packet CRC (again, the
| 10 contention timer fxeld is not' used) is the newly computed CRC |
'fleld does not match the: freld in the packet, it is assumed that’ the
packet has been improperly transmitted or that the transmitted

~ packet if correct received, has a dtfferent system 1D and thus
B should be dtscarded '
15 . - Vi. GROUPING DEVICE | |
N The groupmg device can take various forms and can be
| realtzed with c_ommercnally available hardware such as a personal
o | | ccmputer ‘These computers can be readily programmed to perform

B _'the various functtons described in the application performed by

20 the grouptng dewce For example, they can be readily programmed _ |

o provide the packets needed to communicate with the cells for
'groupin'gl."'. Other functions such as the generation of the random



Rcv Seq. 1 bit Xm Seq. 1 bits Unused, 1 bit Command, 4 bits Network :
Control Routing Type, 4 bits = 2 (Open Fl ooding) Destination Cell Address,
48 bits Source Cell Address, 48 bits Encryption Check; 16 bits CRC, 16 blts

Flag, 4 bits

" Restricted Fl oodi ng Packet Format: Preanble 16 bits Rl 39,

4 bits System|ID, 32 bits Broadcast Address, 48 bits = Al Zeros Contention

Timer, 10 bits Contention Ti ner Checksum
Randon zer

10

15

20

pt.s Hop Count, 4 bits
8 bits Link Control Retransmt 8, 1 bit .

”

number used within the packsts can be g‘e:nera't_e'd. with well-known
. programs. - : R

" An Apple II computer, for instance," may be used as a

grouping device. The 48 bit system ID may be stored on a disk; or,

a printed 'cirouit'cafd"ma'y“be provided which engages one of the
slots of the Apple n computer the card can contaun the system ID
which is ‘taken from a cell such as cell 232 of Fzgure 28. As
groups are formed the assagned group numbers, member numbers
etc ‘can be stored on the disk or stored in'an EEPROM ona card

In- F’gure 28 the elements of a presently preferred grouping

-

device are illustrated. They mclude a CPU 226 which may be an u

ordmary macroprocessor "The CPU commumcates with a memory
which may compnse a RAM 227 ROM 228 and storage means 229
for storing. the system ID. Where a ﬂoppy dask is used the system

1D and program (othenmse stored m ROM 228 ) are stored on the
disk, wnth the program being transferred to RAM for execution.

" A display means 230 such as a ordinary momtor is coupled -~

to the CPU to provnde a dnsplay to the user, for mstance. the _
display can be used to provnde Iusts of the groups with their ASCH!
names. A keyboard 231 is used to aflow commands to be entered
into the CPU. - | |



‘Rev Seq. 1 bit Xmt Seqg. 1 bits Unused, 1 bit Command, 4 bits Network
Control Routing Type, 4 bits 3 (Restricted Flooding) Destination Cel
Address, 48 bits Source Cell *Address, 48 bits Message, 16 to 512 bits

Message jType,

8 bits Mes$age Contents,

511 bits Encryption Check, 16

bits , 16 bits Flag, 4 bits Restrlctggyﬁloodlng Reply Format:

Preanble, 16 bits Flag, 4 bits System I D

ts Broadcast Address, 48

bits - Al Zeros Contention Tlner 10 bits Cbntentlon Ti mer Checksun1 6

bits Hop Count,

5
10
u
15
“
20

4 bi The CPU is shown coupled to a cell 232 with the cell being
coupled to a network 'th'rou_gh transceiver 233. The cell '_'23'2 is
part of the grouping devices and the cells ID is used':_by the
grouping devices as a system ID. - Typical rr'\'essage's' transmitted by
the coinpUter to -the cell are shown in Appendix B, for example the

-message of assngnmg the destination cell to be an announcer ina

_desugnated group is a message generated by the grouping device.

The _g_r_oupmg”_devnce can comm‘umcate d:rectly with the -cell over |
one of 'the-- three pairs of leads which are coupled to the VO
subsectnons or thr0ugh the select’ pm whlch allows messages from
the CPU 226 tc be read to the fourth VO subsection.

Thus, a network for .sensin'g. commUhic__atin’Q and eon_trolling )
which has distributed intelligence has been described. While in

this application a simple example of use of cells in a home

environment has been described, it will be obvious to one skilled
in the art that the disclosed invention may be used in numerous
other applications. Appendix C to this application contains a list

of some other applications in which the pr_eseht invention may be

used. (Serial Ne. mmc)

- In copendlng UK patent appllcatlon No. 9007630. %{ from whlch
the present case is divided-out, there is descrlbed and claimed a
network for sen51ng, communicating and controlling,. whlch in co-pending
UK application No. 9113030.2 (Serial No. 2244577) there is described and
claimed a cell for use in a network.

R



Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnt
Seq. 1 bits Unused, 1 bit Commnd 4 bits Network Control Routing Type, 4.
bits = 3 (Restrict ed Fl oodi ng) Destination Cell Address, 48 bits Source.
Cel | Address 48 bits Encryption Check, bits CRC, '16 bits Flag, 4 hiys -
“Group Announcenent Packet Format: Pr ea% 16 bits Flag, 4 bits System ID,
32 bits Goup Address, 48 bits Contenti |rrer 10 bits Contention Timer
. Checksum 6 blts Hop Count, 4 bits: :
_ Appendix A, Packet Examples

Routmg Types for Packet Examples
1 Fully Addressed _
2  Open Flooding

8  Restricted Fiooding

4 Group Floodmg

:NOTE The packet sizes are in cell memory blts (before 3-0f-6

- encoding). A packet on a commumcatrons subchannel after conversion
to 3 of 6 code, is- 50% larger.

'-SmgleHop ' - S .
| Packet Format: - - .

Preamble, 16 bits . - -
Flag, 4 bits :
Destination cell Address. 48 blts
Contention Timer, 10 bits '
Contention Timer Checksum, 6 bits :
Hop Count, 4 bits ) _ _ S w/
‘Randomizer, 8 bits | | - | | |
Link Control =
Retransmit Flag, 1 bit

Rev Seq, 1 bit-
- Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

Network Control _
Routing Type, 4 bits. = 1 (Fully Addressed) . - B
Source Cell Address, 48 bits :
Message, 16 to 512 bits
Message Type, 8 bits

Message Contents, 8 to 511 blts
Encryption Check, 16 bits
-CRC, 16 bits

Flag, 4 bits



Seq. 1 bits Unused, 1 bit Command, 4 bi twork Control Routing Type, 4
bits 4 (Goup Flooding) Source Menber 8 ‘bits Destination Menber
NunbeEEJB bBimgle( Hfop br oadcast) Message, 16 to 512 bits Message Type, 8
bits Message Contents .Réply Forinat:ts Encryption Check, 16 bits CRC, 16 bits
Fl ag, 4 bi tpr a p1éng§incerrent. Reply Format: Preanble, 16 bits Flag, 4
bits. Syste B @%gs : .

Random zer, 8 bits Link Control Retranle ag, 1 bit Rev Seq | bit Xm
er

oup Address, 48 bi ts

System ID, 32 bits
~ Destinaiion Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomiizer, 8 bits
Link Control =
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
: Unused, 1 bit
- - Command, 4 bits-
- ‘Netwotk Control

N Routing Type, 4 bits = 1 (Fully Addressed) .
Source Cell Address, 48 bits
Encryption Check, 16 bits .
CRC, 16 bits =~
~ Flag, 4 bits



Contention Timer, 10 bits Cbntentioh Ti mer Checksum 6 bits Fbp Count, 4
- bits Randomi zer, 8 bits Link Control Retransmit Flag, 1 bit Rcv Seq, 1 bit
~ Xm Seq, | bits Unused, .1 bit Commang,, 4 bits Network Control Routing-Type,

4 bits = 4 (Group Flooding) Source Nurber, 8 bits Destinati-on Nefber

‘Nunber, 8 bits Encryption Check, 16 bi CRC, 16 bits Flag, 4 bits- 148

Probe Packet. .For Preanble, 16 bits Flag, 4.bits System|ID, 32 bits
*Kiihd mil'ull Address’ _g - it -

- Packet Format:
rreamble. 16 bits
Fiag, 4 bits
System ID, 32 bits .

. Next Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 blts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control _

Retransmit Flag, 1 bit

Rcv Seq, 1 bit | ey
Xmt Seq, 1 bits - ' o o
Unused, 1 bit | | K S o

Command, 4 bits
Network Control | o
Routing Type, 4 bits = 1 (Fully Addressed)"”"
Cell Address List -
Address Count, 4 bits - S
Addresses, 48 - 768 bits o - N
Source Cell Address, 48 bits : : :
Message, 16 to 512 bits
Message Type, 8 bits _
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



‘Broadcast Address, 48 bits . Zer 0s ntion Tinmer, 10 bits Contention
Ti mer Checksum 6 bits Hop Count 4 blts“dom zer, 8 bits Link Control
Ret ransm t FI ag 1 bit Rcv Seq, 1 bit Xnt Seq, 1 bits Unused, 1 bit

‘Commaqd, 4 g Routing Type, 4 bits 3(Restr|cted -
Fl ood| ng) ge&a&g Pess, 48 bits Source OeII Address, 48 bits
- Message, 49 to 769 b|t Qﬂ!ﬁs pe 8 bits Message Contents, 48 to 768
bits (RouteEleamer‘iﬁthl&l Check 16 bits CRC, 16 hits-Fl ag 4 blts
‘Probe Reply Flagyes: bits -
System 1D, 32 bits
Destination Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
- Randomizer, 8 bits
Link Control o
Retransmit Flag, 1 blt
‘Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
- Command, 4 bits _
U Network Control e
Routing Type, 4 bits = 1 (Fully Addressed) ST
Cell Address List e
' Address Count, 4 blts .
_ Addresses, 48 - 768 bits
‘Source Cell Address, 48 bits
% Encryption Check, 16 bits -
o CRC, 16 bits
Flag, 4 bits



Preanble, 16 bits Flag, 4 bits System|ID, 32-bits Broadcast Address, 48
bits = All Zeros Contention Tiner, 10 bits Contention Tiner Checksum 6
bits Hop Count, 4 bits Random zer, 8 ﬂi Link Control Retransmt Flag, 1
bit Rcv Seq, 1 . bit Xmt Seq, 1 bits Un 1 bit Comtand, 4.bits NetwagH
Control Routing Type, 4 bits = 3 (Restricted Flooding) Destination Cell
Address, 49 bhtsgo%djnge Cel | Address, 48 bits- Message Field, Message Type 8 -
bits Message cont ent padRgtt Fo'rh'ﬁ.{t Encryption Check, 16 bits CRC5 16 bits '

Fl ag 4 b'lsreamble, 16 bits
Flag, 4 bits
System ID, 32 bits ' e
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits '
Contention Timer Checksum, 6 bits
Hop Count, 4 bits.
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit ‘ ' o U
Command, 4 bits =~ | | R | . s
Network Control | :
Routing Type, 4 bits = 2 (Open Floodmg)
Destination Cell Address, 48 bits -
‘Source Cell Address, 48 bits S L o
Message, 16 to §12 bits i L : N
Message Type, 8 bits | | ' o SO
Message Contents, 8 to 511 bits
Encryption Check, 16 bnts
CRC, 32 bits
Flag, 4 bits



150 Broadcast Command Packet Format: Preanble,- 16 bits Flag, 4 bits System
ID, 32 bits Broadcast Address, 48 bits = pZeros Contention. Tinmer, 10
bits Contentlon Ti mer Checksum 6 bits, unt, 4 bits Random zer, -8
bits & N bk Co tro et ransmt Flag, 1 b|t Rcv Seq. 1 bit Xmt Seq, 1 bits.
Unused 1 bi nﬁEﬂémg bits Network Control Routing Type, 4 bits = 3
(Rest ri ct ed FI oodi ng) &teply( Boemat! oodi ng) Source Address, 48 bits Message,
16 to 512 biPredimblepgci@ybits 8 bits Message Contents, 8 to 511 bits

Encryption. q:&g( 41Bit8i ts
: System ID, 32 bits B
- Broadcast Address, 48 bits = All Zeros i
Contention Timer, 10 bits _
Contention Timer Checksum, 6 blts
-Hop Count, 4 bits
Randomizer, 8 bits ,
Link Control . _ T Y
Retransmit Fiag, 1 bit . o
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
o Command, 4 bits .
.\~ - Network Control
Routing Type 4 bits = 2 (Open Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
; CRC, 16 bits .
~/ - Flag, 4 bits



CRC, 16 bits Flag, 4 bits Broadcast Conmmand Reply Format NO REPLY
Appendi x B - Message Types Probe Function: Determine the best route from
t he announcer to the listener. Sourca oup Announcer Address Type cel |
Routi ng Method: Restricted Flooding S e Type: 2 (Nurrber for 8 bit\.
~ field) Message Content: Address Count (1 byte), (number of cell IDs in -
probe packBbstfiGied | F[dmn@nber of cells rebroadcasted packet) Address
Li st Probe Result Fu PR ‘the address list in the first probe -
packet . reﬁh\g&i‘ggé %ig%tl natlon Cel | . Soyrce Cel | previously addressed_
by a Prob s Type: Cell Routing Method: Restricted Flooding
Message TyiD@gd,34 bits - ' o
‘Systent ID, 32 bits :
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits =~
- Contention Timer Checksum, 6 bits °
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits - | | S
Unused, 1 bit - D )
Command, 4 bits o : | | o
Network  Control ’
- Routing Type, 4 bits = 3 (Rastncted Floodmg)_
‘Destination Cell Address, 48 bits
Source Cell Address, 48 bits - | - o |
Message, 16 to 512 bits - ' _ o
Message Type, 8 bits : - - -
- Message Contents, 8 to 511 bits
Encryption Check, 16 btts
CRC, 16 bits
Flag, 4 bits



Message Content: Address Count (1 byte), ress List Assign G oup
Announcer Function: Assign the destinati oﬁ to be an announcer in the
desi gnat ed group. Source: G ouping Device stination: Cell Address Type:
Cel | oG oup Menber Rout i ng Met hod:  Restricted Flooding or Goup Flooding
Message Type: Restrigtege Rlooding: G oup Number, Menber Number Deassign Group
Announcer Function: DeasReply tFerms@itination Cel | from serving as an
announcer in tg Blgjn Gecb,g‘.roup Source: Groupi'ng Device = Destination:
Announcer . Cel | drf itd Y Cell or G oup Menber Routing Mt hod:
Restricted FI@ 0l g B Fl ooding Message Type: 5 NEssage_ Cont ent: none
Assign G oup Lﬁt@ﬁb D e Assign the destination Cell to be a =
listener in tl&msia&ddrgss;uﬁﬁ bitsr ecAllCZenps ng Devi.ce.
Contention Timer, 10 bits -
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
- Link Control
Retransmit Flag, 1 bit
Rcv Seq, 1 bit
Xmt Seq, 1 bits
ot -Unused, 1 bit
Command, 4 bits .
Network Control
Routing Type, 4 bits = 3 (Restncted Floodmg) _
Destination Cell Address, 48 bits. -
Source Cell Address, 48 bits
- Encryption Check, 16 bits
CRC, 16 bits '
Flag, 4 bits



Destination: Cell Address Type: Cell or G oup Menber Routing Method:

Restricted Fl ooding or Goup Fl ooding Message Type: 6 Message Content:

~ G oup Nunber, Menber Nunber Deassign G oup Listener Function: Deassign-the’

. destination Cell fromserving as a | IS’% in the designated group. \J

Sour ce: G ouping Device Destination: er Cell Address Type: Cell or

G oup Menber Routing Method: Restricted Flooding or Goup Flooding I\/bssage

Type: 7 msm.@ekmumemeMne Assi gn Group Repeater. Function: Assign the

destination Cell toPaecket Fommater in the designated group. Source:

G oupi ng on: Cell Address Type: Cell or G oup Menber

Rout i ng P?%‘é Bl%;:ar [Bg'gsed Fl oodi ng or G oup Fl oodi ng Message Type: 8

Message 3&2 unber, -Menber ‘Nunber Deassign G oup Repeater
tlnatlon Cell fromserving as a repeater in the

Funct i on@
desi gnat & dress, 48 bits

Contantxon Timer, 10 bits
' Contention Timer Checksum, 6 bits
Hop Count, 4 bits -
Randomizer, 8 bits
Link Control :
Retransmit Flag, 1 bxt

Rev Seq’ 1 bit dfe T - o : | S = - | e
Xmt Seq, 1 bits : L _ -
Unused, 1 bit . o B S - N,

Command, 4 bits

Netwark Control

Routing Type, 4 bits = 4 (Group Floodmg)

Source Member Number, 8 bits o

Destination Member Number, 8 bits, C = broadcast) S W
Message, 16 to 512 bits - o |
Message Type, 8 bits _

Message Contents, 8 to 511 bits

-Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



or Group Menber Routing Method: Restri Fl oodi ng or Group Fl oodi ng
Message Type: 9 Message Content none Assi gn Repeater Function: Assign a.
Cell fo,act gas r peater {i to assign Cells that .are not normally
allowed to b rSUPe a.Cell with one transceiver on a nonradiated
medi um  Source: Control GE‘M E@TMH nation: Cell Address Type: Cell Routing
Met hod: Ful | Prédentseset® bjitsn Fl oodi ng, Restricted Floodi ng Message Type:

10 Message Cgppg nt4 bigge Shutup Function: Broadcast message telling all

Cells to sto g til commanded to resume. Source: Control -
-Devi ce Desti gﬁ % ?g % ess Type: Broadcast or Cell. Routing Mthod:.
Restri ct ed F Q}gﬂl ' -
Conten ion Ttmer 10 bns
- Contention Timer Checksum, 6 blts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control :
Retransmit Flag, 1 blt
Rcv Seq, 1 bit e
Xmt Seq, 1 bits ' o e
Unused, 1 bit :
Command, 4 bits
Ao Network Control
' Routing Type 4 bits = 4 (Group Floodmg)
Source Member Number, 8 bits
Destination Member Number, 8 bits.
-~ Encryption Check, 16 bits
_ ~ CRC, 16 bits
— Flag, 4 bits

Source: Grouping Device Destination: WRepeater Cell Address Type: Cell
i



Message Type: 11 Message Content: none Report your Input Function: Command
a Cell to report its input Source: Cell or Control Device Destination:

Cel | Address Type: Any Routing Met hod: Message Type: 12 Message .-
Content: |nput nunber (byte). Report y§ tput Function: Command a Qgy!
~to report its output. Source: Control vice or Cell Destination: Cell

‘Addr ess’ P¢pbe Any Routing Met hod: Any Message Type: 13" Message Content:
.Qut put nunber (bytep Function: Downl oad data or code Sour ce:

Control B%aﬁ?bgest‘bn%t.{son &@? ‘Addr ess Type. lAny N

Flag, 4 bits -
System ID, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, -10 bits

- Contention Timer Checksum, 6 bits
Hop -Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit -
Xmt Seq, 1 bits

~Unused, 1 bit

" Command, 4 bits
Network Control : ‘
Routing Type, 4 bits = 3 (Restncted Floodmg)

. Destination Cell Address, 48 bits

- Source Cell Address, 48 bits ' _ o -
Message, 49 to 769 bits | N o o W
Message Type, 8 bits - - . R
Message Contents, 48 to 768 bits (Route List)
Encryption Check, 16 bits
CRC, 16 bits :
Flag, 4 bits



Routi ng Met hod: Any Message Type: 14 Ne.ssiq_gontent Address, length, code
Set communci ation paranmeter Function: Set mruni cati on Paraneter in the
Cell Source: Control Device Destination: Cell Address Type: Any Routing
Met hocL;Any aage Type: 15 I\/Essage Content: Paranet er nunmber, val ue
Announcenen nctlon ensor Dat a Source: G oup Announcer
Destination; i%ég Group Broadcast ‘Routing Method: G oup
Fl oodi ng I\/EE§ﬁ§ l‘tﬁls\ssage Content: O - 255 (one byte) APPENDI X C
APPLI CATI O\lElag\T SUBCATEGORY ' e
APPLI CATI G\lsggmmllo 32 Bitgsi ng Functions
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 btts
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit o - R o
Xmt Seq, 1 bits - L
Unused, 1 bit S S ol T
Command, 4 bits - |
AU Network Control - i
‘Routing Type, 4 bits = 3 (Restncted Floodmg)
Destination Cell Address, 48 bits
Source Cell Address, 48 blts
Message Field,
. Message Type 8 bits
Y, Message contents, Route List
' Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

-3



Usage Communi cation Functions Control Functions Agriculture Crop -

Managenent’ Crop Sensop/Comm Irrigation Crl/Comm Land
Level er Sensor Comm Pest Sensor/ Co ; cell I'Ds ldentifying aninals)
Li vest ock . Dete racker Feed Sense/ Ctrl/ Comm\/
M | ker Sanse/ Ctrl/Conm Wi ght Sensor/ Conm Herder Signal Device Commerci al
Banki ng - Broadcast Command ATM Card El ectronic Money Commer ci al
Cash Regi ster Sensepﬁbkb/(q: Bfngtevat or Sense/ Ctrl/Conm Sl ot Machi ne
Sense/ ¢t rpr(e oen g ch| ne Sense/ Ctrl/Conm Commercial,Msc . .
ager Ct r1/ Conm Protechnics, Sensor Crl Stanp |I.D. \Wat ch

D aper S %ﬁ

Crl/ Cor tIC | - Decay Sensor/ Conm. Post  Sensor / Conm .
Ener gy » 32 bits ~ Sensor Sense/ Conm Ther nost at CtrL/ Comm

- Broadcast Address, 48 bits = All Zeros S

Contention Timer, 10 bits

" Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit -

Xmt Seq, 1 bits

‘Unused, 1 bit . o o | C
Command, 4 bits | . e ~-
Network Control = I |
Routing Type, 4 bits = 3 (Restncted Floodmg). |

or 2 (Open Floodmg) )
Source Address, 48 bits ' o |
- Message, 16 to 512 bits = - " | | W)

- Message Type, 8 bits '_ ' o . - |
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

Broadéast Command
Reply Format: ' _ -



Utility Sensor/Conm Vent Ctrl/Conm Security _ Lock

Sense/ Ctrl/Comm Smart Keys (Seri al#) Communi cation - Conmmuni cations - .
Cabl e EI i m nati on Channel Ctrl/Comm Network Configuration Ctrl/Comm Cell to -
Anyt hing Bridge Phone |.D. (Cell 1.D.) Phone to Cell Bridge Tel emetry
crl/ anrlng El i m nati on Conput er ' : '
Sl ow Dat a Net wor k Networ k- Archltecttlﬁ‘ . Art|f|C|aI
Intel ligence Configuration Ctrl Copy - Prot on Parall el Pr ocessi ng Nodes

Peri pheral . - Cabl e Eli mi nati on Keyboard Sense/ Conm
Mouse Sense/ Comm Wring Elim nat | on Devel OR‘I System_ -
e

Enul at or Devi ce Consuner ssage Types Sensor
Sense/ Comm _

Probe '
Function: Determine the best route from the announcer to the hstener.
.- Source: Group Announcer
Address Type: Cell
Routing Method: Restricted Floodmg .
_ Message Type: 2 (Number for 8 bit field)
o o Message Content: Address Caount (1 byte), (number of
A ' cell IDs in probe packet - this is the number of cells
rebroadcasted packet)
- Address List

_ Probe Result . '
| Y Function: report the address hst m the first probe packet received by

the destination Cell. ' _

Source: Cell previously addressed by a Probe message '
Address Type: Cell '
Routing Method: Restricted Floodrng
Message Type: 3 o
Message Content Address Count (1 byte), Address Lrst

Assrgn Group Announcer

i Function: Assign the destrnatron Ce!l to be an announcer in the

: designated group. :

. | Source: Groupmg Device

' Destination: Cell
Address Type: Cell or Group Member
" Routing Method: Restricted Floodmg or Group Floodmg

Message Type: 4. :
Message Content: Group Number Member Number

Deassrgn Group Announcer

Function: Deassign the destination Cell from sennng as an announcer in.
the designated group.

So_urce Gro_upxn'g pe‘vxce -



Swi tch Sense/ Ctrl/Comm Consuner, M sc - Det ector/Tr acker
(Elctronic Serial #) Low Battery Det ec; mar t Lottery Ti cket

Ent ert ai nnent Amus: lngark Ctrl'r Arcade Gane Ctrl'r
Cabl e TV Access Ctrl'r -Cable TV Sarrple Crl'r CDPIayer Ctrl'r Speci alu/

Effects Crl'r Ster o(;tr{I X r V Crl'r Home |nprovement
Central O ock Sys esHpatien; @BQHF%B 88nse/ Conm gar age  Door Ctrl'

I ntercom - I nthms Type: [Calbor Group Membar ¢ r1 / Conm Snoke/ Fi re
- Detector Wndow SerReufihg! MethodPRestricted Floodin 19 or Group Flooding

Det ect or/ Tr acker- (ﬁhggggggl'ry@rsal #) Pot Crl/Trainer Education

Education, M sc racti ve Book Sense/Ctrt/ Conrm Test
Sense/ Comm Message Content: hBh@

Assign Group Lnstener
Function: Assngn the destmatnon Cell to be a llstener in the destmated
group :
- Source: Grouping Devics
_ Destination: Cell
Address Type: Cell or Group Member _
Routing Method: Restricted Floodmg or Group Floodmg
Message Type: 6
,Message Content Group Number Member Number

Deassign Group Listener

Function: Deassign the deetrnatxon Cell from servmg as a listener in the

designated group.
Source: Grouping Device
Destination: Listener Cell. =
~ Address Type: Cell or Group Member. .

Routing ‘Method: Hestncted Floodmg or Group Floodmg
Message Type: 7

Message Content: none .

Assign Group Repeater

Function: Assrgn the destination Cell to be a repeeter in the desagnated |

group.
' Source: Groupmg Devnce
Destination: Cell _
Address Type: Cell or Group Member - '
Routing Method: Restncted Floodmg or Group Floodmg
Message Type: 8
Message Content Group Number Mernber Number

Deassrgn Group Repeater _
Function: Deassign the destination Cell from servmg as a repeater in
the designated group.
Source: Grouping Device .
- Destination: Group Repeater Cell
Address Type: Cell or Group Member
. Routing Method: Restricted Flooding or Group Floodmg



Engi neering Data Acquisition : -DAC/ ADC | nstrunent ati on

DAC/ ADC Switch Sense/ Ctrl/ Comm Hone - | ectrical
Li ght Ctrl/Conmm Recepticle Sense/ Conmi Ot Switch Sense/ Cirl/ Comm AI I
forrrs\,f, sensing All forns of control Ener Managenent
Sensor Sense/ Comm The Mesg®io qtyplgL Qorrm Utility Sensor/Conm - Vent

- Ctrl/Comm Hone Irrprovg@ég Con Central Cl ock Sys Curtain :
Ctrl/ Conm Door Sense/ %gar age ‘r IntercomlintercomCrl'r Pool

Grl'r Sense/ Crrl).Comm Snoke/ Fire Det ect or W ndow Sefise/ Ctr|/ Conm Secur i ty
Lock Sense/ ﬂgltlc%p P8 Keys (Serial# )

Function: Assign a Ceil toactas a repeater Used to assign Cells that
are not normally allowed to be a repeater, i.e. a Cell with one
transceiver on a nonradiated medium.
' - Source: Control device

Destination: Cell - | |
- Address Type: Cell '
Routing Method: Fully Addressed, Open Floodrng. Restncted Floodmg

- Message Type: 10 ' o
- Message Content: none

. Shutup '
R - Function: Broadcast message telhng all Cells to stop transmrmng untrl
) commanded to resume. .
Source: Control Device
- Destination: Cells .
Address Type: Broadcast or Cell . ..
| Routing Method: Restncted Flooding or Open F!oodmg
U - _ Message Type: 11 _
- ' Message Content: none

Report your input o

Function: Command a Cell to report lts input.
Source: Cell or Contro! Devrce
Destination: Cell
Address Type: Any

| Routing Method: Any

U . Message Type: 12 '

- Message Content: Input number (byte)

Report your Output
| Function: Command a Cell to report its output
Source: Control Device or Cell
Destination: Cell
Address Type: Any
Routing Method: Any
Message Type: 13
Message Content Output number (byte)

- Download



Vi bration/ Motion Sense/ Comm wi ndow Sense/ Ct-rl / Conm Spri nkl er Sys.

Timer Cirl/Comm Valve Crl/Comm Wet ness Sense/ Ctrl | ndustri al Ener gy
Managenent Sensor Sense/ Comm Thernbstat Ctrl/Conm Utility
‘Sensor/ Conm Vent Ctrl/Comm | ndustri al prent . oi |l Drill
Sensor/ Ctrl/ Comm Power Load Sense/ Ctrl Uility Sensor/Comm Securi ty
Lock Sense/Ctrl/Comm Smart Keys (Serial .#) Vibration/Mtion .Sense/ Conm .

. Wndow Sense/ Ctrl/ Cmn&wrmmbaduqafa ¥r code Copy Prot ecti on
Det ect or/ Tr acker (Els‘ﬁg,rdg [ Cﬁnﬁ‘iﬂ 3, Personnel Sedge |.D. Law

Security, Law - rotection I.D. Card (Serial #) Qun
|. D. Passport (Ser It?i?s% ﬁz r Detector Manufacturi ng CIlM
Artiflcial Intelllg Y nat i on _ - :
. ‘ Routing Method Any

Message Type: 14

Message Content: Address, Iength code

Set communcnatnen parameter .
: Function: Set a Commumcatnon Parameter in the Cell
- Source: Control Device :
Destination: Cell
Address Type: Any - S R
Routing Method: Any L o o “

Message Type: 15 : .
Message Content: Parameter number value

Announcement '
Function: Anneunce Sensor Data o - o
Source: Group Announcer | , W)

Destination: Group

Address Type: Group, Broadcast
Routing Method: Group Floodmg
Message Type: 16 :

Message Content: 0 - 255 (one byte)



Production Crl Det ect or / Tr acker (Electronic Serial #)

| nventory Sensel Comm Process Crl Li ne Bal ance
Producti on Automation . Product i 4!550W/ Sense Roboti cs
Det ector/ Tracker (Electronic Serial #) Rob Sense/ Ctr |/ Conm Medi cal

Medi cal, M'sc ~ Bl o- Feedback Bl oni csHandi capped _
I nteri sces Heart Pacer. | rrpl ants Medi cal KA$RENDUGeSe/ Conm Medi ci ne Al ert '
Sense/ Comm Pat i ent .Moni toring.Personal APRYEAIEINE r UConm Per sonal Monitors

Prosthetics Mlitary : Mlitary, Msc Copy  Protection
Damage Ctrl Sense/ Conm Detector/Tracker (Electronic Serial #) Personnl Badge
| . D. RedundammSDlsmsﬁmaW Conm : . APPLICATION

General 1 SOnslng Functions

Usage Communication Functions

Control Functions

Agrlchitun Crop | Managsment o Crop Sensocr/Comm Irrigation
S ' - Ctr/Comm Land Leveler Sensor Comm
Pest Sensor/Comm (with ceil 1Ds
) identifying animals)
. l.l__yutock _ : bouctorlTncqu
' Feed Sense/Ctri/Comm
o Miiker . Sense/Cirl/Comm
Y o . : . Weight Sensor/Comm
_ __ . Herder Signal Device
commor;lil. Banking o - ATM Card
o _ Electronic Money
\/ | ... Commercial ' Cash ﬂiglsur Sonui::trllt‘_.pmm
' Elevator Sense/Ctrli/Comm
" Slot Machine Sense/Cir/Comm
_ _ Vondlng Machine Sense/Ctrl/Comm
. Commorcill.ulse . _' Diaper Sensor/Comm

Pager CtryComm
Protechnics, Senser Ctrl

Stamp LD.
_ - Wateh CtrV/
b S _ Conastruction _ Decay Sensor/Comm
: . Post Sensor/Comm
Energy Management Sensor Sense/Comm

Thermostat Ctr{/Comm
Utility Sensor/Comm
Vent Ctri/Comm

.. - securlity Lock Sense/Ctr/Comm
' | Smart Keys (Serlal i)
Communication - Communications 'Cablo Elimination |

Channet ‘ctrllt:omm

Network Confliguration Ctri/Comm
Call to Anything Bridge

Phone "1.D. (Coll LD.)

Phone to Cell Bridge



Sonns Buoy Sense/ Conm Spyi ng Sense/ Ctrl/Comm Position Sense/ Ctrl/ Comm
System Di agnostics Sense/ Conm War

Secur i ty

_Vibration/Mtion Sense/ Corm W ndow Se
\Weat her/ Eart hquaks/ et c.
Ceneral sensing General
Sys Conpl ex Cable Elimnation Gauge Cirl
Panel Cirl License Plate I.

Garme Moni tor/ Si m Weapon Sense/ Ctrl/ Comm

Lock: Sense/CtrI/Comn Smart Keys (Seri al- #)
\J |

Sense/ Conr@anpyter Key's '&Ser ial #)

Network

Consumer ..

Education

Engineering

hitecture

Perlpheral

' Devélop. System

Appllances

. Consumer, Misc.

Entertalnment

" Home Improvament

Pets

Education, Misc

Data Acquisition

" Instrumentation

Elteméﬂ, .

sensor Transp
conmmuni cati on Gener al

D. & Comm Li ght CtrI/Oom*n

© Low Bamry Detector '\J

rI/OomﬂSC|ent|f|c.

Aut ormt | ve

% I ock Br eaki ng
,@ intHa st Q ™ | nst r ument
Regul at or

Siow Data Network

" " Artiticlal Intelligence

Contiguration Ctrl
Copy Protection

| _Panllol Processing Nodu

c_a_bu Elirhination

 Keyboard Senss/Comm

Mouse Sanse/Comm
Wiring Elimination.
Emuiator Device

s.na'oi' Ssnse/Comm :
Switch Smaolt:trllc::mm

Dstector/Tracker (E!letron!c Serial #)

>

Smart Lottery Tlckot‘
Amussment Park Ctrl'r

Arcade Game CtriT

Cable TV Access Ctri'r

Cable TV Sample Ctri'r :

CD Player Ctri'r - o=
Special Effects Ctri'r ' o

Stereo ctrl'r
TV Ctri'r
VCR Ctri'r

CQntril B Cléek -Sys

. Curtaln Ctr/Comm

Door Sense/Comm

" Garage Door Ctri'r

Intercom
Intercom Ctri’r ' o
Pool Ctri'r- Sense/Ctri/Comm NS

Smoke/Fire botoctor '
Window Sense/Ctr/Comm

o

Detector/Tracker (Electronic Serial #)

.Pot- Ctri/Trainer

interactive Book Ssnse/Ctri/Comm
Teat Sense/Comm

DAC/ADC

DAC/ADC
Switeh SonulctrIICemm

Light Ctri/Comm:

"Recepticle Sense/Comm/Ctri



‘Swi tch Sense/ Cirl/ Conm System Di agnostics Sense/ Comm Wring Elimnation
Avl onl CS Anti - | Br eaki ng  Sys Conpl ex Cabl e
El'l m nation Gauge ctrl | nstrunent Panel Li ght Ctrl/Conm Regul at or
‘Sense{ Comm Sensor. Sense/ Conm Switch Sensé/ Ct r1/ Comm Syst em Di agnostics -
Sense/Tonm W ri-ng Elimnation Transportation ?g‘ s"""c*"’c“'"""Em::rgency

Locator (ELT) Sense/ Conm Traffic I\/bnl tor/ Ctrl %:ﬂﬂa?

Sense/ Ctr |-/ Conm Tpy/ Hobby/ Spq. | 3-D .

"Chi p-Wts" Sense/ Ct EhimrrHlﬁlmgonCar d Sense/ EenseGAvpseCeomm/ ct r | / Conm
Hobby . . Canera Sense/ 'F'P%m?f B'By‘ Ki t

Sense/ Ctrl/ Conm Magi ¢ Equi prrent Sense/ Ct r UCo HPRin ctrl/Comm

Renote Ctrl Sense/ Ctrl/ Comm Sport

Locat or (ELT) Sense/ Gom l'l'lmde_mme Sensor _ Central Clock Sys
' Curtain Ctri/Comm
Door Sense/Comm

Enmer gency

Garage Door Ctrir
intercom .

Intercom Ctri'r - _
Pool Ctri't Sense/Ctri/Comm

Smoke/Fire Detector
Window . s.nsglcmlc‘mm :

| - ' - Securlty - Lock s.nsbiétrIIComm
o , . . S | o _Smlrt Keys (Sorlai #

_ Vibration/Metion SanICemm
_ window Senss/Ctr/Comm
Sprinkler Sys " Timer Ctr¥Comm
o : 7 Valve Ctrt/Comm
' w_otnou Sense/Ctr!

U industrial Energy Management _ . Sensor Sense/Comm

g - _ _ - Thermostat Ctri/Comm
Utility Sensor/Comm
Vent Ctri/Comm

" Industrial Equipment Ol Drili Sensor/CirVComm
- . Power Load Sense/Ctri/Comm
| Utility Sensor/Comm -
s_oeurlt_y '_ "Lock Sense/Ctri/Comm
| | - Smart Keys (Serlal #)

_ _ _ Vibration/Motion Sense/Comm
_ N : - Window Senss/Ctr/Comm

Socurlty' » Industrial - Copy Protection
S DouctorlTuekor (Elnctronle Serial #)

Personne! Badge 1.D.

Law , Securlty, Law . Copy Protection
N . . ’ GUI'I '-Do .
: ) Passport (Serlsl #)
Shopiifter Detector

Manutacturing - cm Artificial \ntelligence
o - Wiring Elimination -



Sport Accessory Sense/ Ctr/ Comm Toy Logo- Bot
Sense/ Ctrl/ Conm Medi a I nteractive Toy Sense/Ctrl/Conm Ani mated Toy
Sense/ Ctrl/ Comm - 160 - CLAIMS 1. A network. -for sensing, - -
communi cating and controlling havi@a plurality of cells whickJ/
. communi cate with one anot her. t hrough kets; a first plurality of said
~cells being coupled to. sense .conditions and for, transmttin :
packets i ndi cati nffogUEHRM R n sai d condi t i BYtestor/Trasker; ﬁ‘%’(‘"‘ﬂf‘hrs&”g'c W of
said cells hereinafter referred to as annougggdteqyelsense/8smmccond plurality
of- said. cells Pmicags @telpl ed-to control olipecBsance response to - -
predet er m ned oneBrasuction Aulemptlans saj d sclroductian, Fiaw/Senssf said cell s
herei nafter ref er pEfofifs @S |istener cells; Bit %{gﬁrgpcﬂ}e ﬂIct?ﬁi’?éﬂ Shpwcer
cells and listener cells .also performng gt -unctF'on of repeatrng at
| east sonme of said packets, hereinafter recRescteSsnsa/Cta/Compeater cells; -
a fi rst“%'glﬁp of ceI_I_slp.%kcr;g %.%grlam"re.d Wi t:| . Blo-Fesdback

- S _ " Blonics '

Handicapped- ln{dﬂl"cu_s"'-
Heart Pacer -

. Implants e
" Medlcal Alert Sense/Comm
Medicine Alert Sense/Comm _
Patient Monitering L
Personal Dispenser Ctrl/Comm o/
- Personal Monltors . .
-Prosthetics :

Military | ‘Military, Mise - . 'Copy Protectlon’:
' ' : e ) - Damage Ctri Senss/Comm
' - Detector/Tracker. (Eiectronic Serial #)

_Personne! Badge 1.D. - : \d
"Redundant Comm : -
SD! Sense/Ctri/Comm '
- Sonna Buoy Sense/Comm - .
Spying Sense/Ctri/Comm
- Poslition Sense/Ctr/Comm

System Dlagnostics Sense/Comm
War Game Monitor/Sim
N Weapon Sense/Ctr/Comm
Security ' Leck Sense/Ctrl/Comm
" Smart Keys (Serisi #)

. Vibration/Motion ‘Sense/Comm
Window Senss/Ctri/Comm

Sclentitic - _- . Wsather/Esrthquake/ste. sensor

Transpartation -Automotive General sensing _
: Genersl communlication

Genasral control '
.. Anti-lock Breaking Sys

o)

 Compiex Cable Elimination -
Gauge Ctrl
in Dash Map/Locstor
Instrument Panet Ctrl
License Plate 1.D. & Comm

Light Ctri/Comm



a first group identification nunber, said first group including at | east
one of 'said announcer cells, one of =g\ -| i Stener cells and one of said
repeater cells, said cel]s in said fimmup bei ng programred to perform
a fi rg_/group function; a second group of cells being programmed with a
second group |dent|f|cat|on nunber, said seconBegyisser Sensd/Qainmg at | east
one of said announcer cells, one of said |istcHeart Keys SSerith Mne of sai d
repeater cells, said cells in said second grougyhsi rg;nm,egf,md to perform.
a second group function; said first group of %’ FjRostica i Senge/CE8RMA0
“thensel ves with first packets said first’ _packwnmﬂblilmlgaﬁmtlat ed by at _
| east one of said an cells in - 161 Q.QuUP and acted -
upon by at | east oneﬁg gﬁd |istener cells in %tgfiagfé?ﬁ%ﬁ (yl’p said
second group of cell s communi cating anong Cérmes CabsElimination second-
packets said second packets being initiated b at |least one: of

sai d announcer ‘cells in said second group and Geuge 'pon by at |east one of
said |listener cells in said second -group; - ° instrument Panel Ctrl

. Light Ctr/Comm
Reguiator Ssnse/Comm
Sensor Senss/Comm
Switch Sense/Ctrl/Comm
. : : _ o - System Diagnestics Sense/Comm
= ' _ _ Witing Ellmlnnlon _
' U _ Transportation, Misc o ~ Emergency l.eenor (ELT) ScnuIComm
' ' ' | " Trafflc Monitor/Ctrl

_Trattle Signal Sense/Ctrl/Comm

prchébylSpe Gimo - o . 8D 'Chlp-wits' Sense/Ctri/Comm
S T Bingo Card Senss/Comm
\_ , _ _ R o _ . Game sense/Ctri/Comm
Hobby ' . Camera Sense/Ctrl/Comm

Hobby Kit Sense/Ctrl/Comm
Magic Equipment .Son.uICtrIICOm:'n

Miniature Train Ctrl/Comm
. Rometo Ctrl Sense/Ctr/Comm

Sport . . ' Emergency Locator (ELT) Sense/Comm
Tnp Line Sensor

A’\/ : - - o | Sport Acconory Sense/Ctrl/Comm:
. o . Toy ' l.ogé-lot Sense/Ctri/Comm
| Media Interactive Toy Sense/Ctri/Comm
Animated Toy Sense/Ctr/Comm 3



wher eby conmmuni cati on occurs anong said cells in said first and second
groups to carry out said first and second group functions. 2. The
network defined in claim 1l wherein each of said announcer cells and.
listener cells are associated with one or nore groups with each gr

- being identified with a different group identification nurber, however,
where each of said announcer cells announce g e of-Sduu group

identification nunbers for only a single oﬁ% f~said The
network defined by claim1 wherein one of sai d first |ﬂ|“ngm“E“m”H“|| s is
an announcer cell in tw of said groups. e ne defined by

‘claim1l wherein one of said second plural cells is a listener cell in

two of said groups. 5. The network defined by-claim1 or:4 wherein

each of said celfs is fabr c @%m{a 679 &ﬁéiﬁﬁ C%#,P,ﬁ‘gﬁgéﬁtéﬁg and

The network defi'ned by cla|n1 erein each o I nc a unlque
cell indentifi CQQWOHin‘-’!LGZhaVM%eraancP’d”E%Pfﬂ'-)ﬁal gfor &R3disi ng¥ iCh -

broadcasti ng de%%mhnicate with one another through packets;

a first plurality of said cells being coupled
to sense conditions and. for transmitting_ packets
.indicating a change in said conditions, said first

. plurality of said cells hereinafter referred to as
'announcer cells; _ - ' _
o a second plurality of said cells being W/,
coupled to control objects in response to _predetermined
ones-: of_said packets, said_second plurality of saidp
cells hereinafter referred to as- listener cells;

_ _ l at . least one of said announcer _cells and

' listener cells also performing the function of W
repeating at’'‘least some of said packets, hereinafter '
referred -to as: repeater cells; | '

a first group of cells being programmed w1th
a first group identification number, said first group
" including at: least one of said announcer: “cells, one of
said ~1istener . cells. and one of said repeater cells,
said cells in said first group being programmed to W,
perform a first group function,

(%

a second group of cells being programmed with
a second group identification number, said ‘second group
including at least one of said announcer cells, one of
said listener cells and one of said repeater cells,
said cells in said second group being programmed to
perform a second group function;

said first group of cells'communicating_among
themselves with first packets, said first packets beingi
initiated by at least one of said announcer cells in



uni que cell .identification nunber. 7. A. network _for sensing,
comuni cating and controlling having a plurality of «cells ' '

comuni cate with . each other ‘through packets: a fert'pIuLﬂl' I '
cells\being coupled to sense conditions and. for "tran ,WWIM"EWH"’
i ndi cating a change insaid conditions; . a second plufality of =
..said cells being coupled to control objects in response to- _
predet ernined ones of said packets; said net Wk being organized-into a
plurality of groups, each of said groups being assigned a unique group

i dentification nunber fand'.each of saj d%’rou’pS inc;bl udi ng at | east one of
said first cells &AFGEIRL OO FEAFeL AR PIcal Seasts ane of9aid

each of said groupsiineyr wellsaneddin (Bifst rgmupp functions, each of
said group functions bein CG 't g rrjed t i.d._.cell}s
%ﬂf& (Egggb%igﬁh%éf of % cell's l@é f%a%ﬁg*

in said group, the information neede ry out” said group runc

bei ng programnmed iamanandhingelivas ewitiongEeond caaakets saishig ogecad d
packets i ncl uding qng.Afe Saidh A U iieitidd | B | At NUES o  |F8S sl
of. said cells being programre o participate’in carrying out of at |east
two .of said group SHRUNGHE CELls in saifcsREPRBr ATauPi ARd AFtedjuRon by

wherein at at least one of said listener cells in said second
group; - ' _ o ' _

_ whereby communication occurs among said cells
in said first and second groups to carry 6ut said first
v - _ - and second group functions. ' )

2.  The network defined in claim 1 wherein each

of said announcer cells'— and listener cells are

associated with one or more-“"group's' with 'each group

being identified with a different group,identifica_t.ion'
number, however, where each of said announcer cells

announce. one of said group jdentification numbers for
- only a single one of said groups.

3. - The network defined by claim 1 whérein one of
said first plurality of cells is an announcer cell in
n . two of said groups. '

< S 4, The network defined by claim 1 wherein one of
o 'said second plurality of cells is a listener cell in
two of said groups. o ' '

© 5. ° . The network defined by claim 1 or 4 wherein
each of said cells is fabricated on a single silicon
substrate. - '

6. The network defined by claim 1 wherein each
of said cells includes a unique cell indentification



—_—
| east one of said packets includes a nenb nuan a different one of said

menber nunbers being assigned to each of sal d cel mmmmmum,mnl d groups.

1111 111 1111112121211711211711111111 * C
The network defined-in claim8 wherein sald packets Inctudt & systen1\_)

i dentification nunber. 10. "~ The network defined in claim7 or.9

wherein each of said cells is fabricated on a .single senlconductor_'

substrate. 11. The network deflnedlﬂ/kﬁ%u7n7 wherein each of said
~cells includes a- unlque ceII |dent|f|cat|on nunber and term nal for

enabllng broadc%ﬁﬁlg% téﬁgi "éé ena tié& *¥Aé’¢£%¥?hg of said

unique cell identification number.

7. : A network for sensing, communicating and
controlling - having - Tran plurality © of - cells which
communicate with. each other through packets; '

" a first plurality of said cells being coupled'
to sense conditions and’ ' for transmitting packets
indicating a: change in‘saidr-rconditions; A

second _Plurality. of . said cells being
coupled to control objects in response to predetermined
ones of said packets,' R IR
_ said network being organized into a plurality-.
of groups, . each _of saiad. groupssbeing assigned a unique
group identification number, and each of said groups .
.1nc1uding ‘at least one of said ‘first ‘cells and at least
one of 'said.isecond. cells,- said cells in each of said
groups being programmed to perform .group functions,
each of said group functions being a common task
Carried out by said cells in -said group, the
information needed to carry out said group function
being programmed into and distributed among said cells _
in said group, said packets including one of said group s
jdentification numbers’;" ' _
- at least one of said cells being programmed
to participate in carrying out of at 1east two of said
group functions.

8. -_‘The.networkgdefined_indclaim 7 wherein at
least one of said'packets includes a member number, a
.'different one of said member numbers being assigned to
each of said cells in each of said groups. |
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9. The network defined in claim 8_'wher_ein said
packets include a system identification number. '

10. The network defined in claim 7 or.9 wherein
each of said cells is fabricated on -a single
semiconductor substrate. ' '

“11. - The network defined by claim 7 wherein each

of said cells includes a unique cell identification

number and terminal for enabling broadcasting of said

unique cell identification number.




