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METHOD AND DEVICE FOR CONTROLLING SERVICE
OPERATION RISK

TECHNICAL FIELD

[0001] The present application relates to the field of computer technologies, and

in particular, to a method and device for controlling service operation risks.

BACKGROUND

[0002] With the development of information technologies, users can not only
obtain corresponding services from network platforms provided by service providers,
but also from other users.

[0003] Currently, a service demanding user (referred to as a first user) and a
service provider user (referred to as a second user) can perform service interaction by
using both conventional online method and offline method. For the offline method, an
end-user device used by the first user can be disconnected from the network. The
end-user device provides offline service information such as an account identifier and
a verification identifier corresponding to the first user for the second user by using a
two-dimensional code, sound wave, or near field communication. The second user can
send the offline service information of the first user to a corresponding server, so the
second user can obtain service resources in the first user's account and provide a
corresponding service for the first user.

[0004] In the existing technologies, in the previous offline service method, an
identity verification mechanism in the end-user device used by the first user can
ensure security of the first user's account. The first user can unlock the end-user
device by using a fingerprint, an unlock password, or a PIN code, to pass identity
verification on the end-user device. In other words, the end-user device can perform
the previous offline service operation only after the end-user device passes identity
verification. For example, in offline payment scenarios, after a merchant generates a
payment order, a user can perform identity verification on a mobile phone by using a

fingerprint or password. After verification succeeds, a payment code is invoked and
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displayed on the mobile phone. Then, the merchant can scan the payment code
displayed on the mobile phone and complete offline payment.

[0005] However, in the existing technologies, the identity verification mechanism
in the end-user device is the only guarantee of the first user's account security. If the
end-user device is held by an unauthorized user, once the unauthorized user unlocks
the end-user device by making multiple attempts or by using other methods, the
end-user device considers that the user has passed identity verification. Consequently
the unauthorized user can use the end-user device to perform offline service
operations, which causes a serious threat to the account security of the first user.
Obviously, the identity verification mechanism in the end-user device has certain

limitations, especially in offline service scenarios, and security level is relatively low.

SUMMARY

[0006] Implementations of the present application provide a method for
controlling service operation risks, to ensure security of an identity verification
mechanism in an end-user device in offline service scenarios.

[0007] The implementations of the present application provide a device for
controlling service operation risks, to ensure security of an identity verification
mechanism in an end-user device in offline service scenarios.

[0008] The following technical solutions are used in the implementations of the
present application:

[0009] An implementation of the present application provides a method for
controlling service operation risks, including: monitoring, by an application program
on an end-user device, a service operation initiated by a user for invoking offline
service information; determining whether the service operation is a risky operation
based on recorded historical operation data and at least one of a predetermined risk
evaluation rule or risk evaluation model after the service operation is monitored; if
yes, refusing to invoke the offline service information; otherwise, invoking the offline
service information.

[0010] An implementation of the present application further provides a method
for controlling service operation risks, including: monitoring, by client software, an
offline payment operation initiated by a user; determining whether the offline

payment operation is a risky operation based on recorded historical operation data and
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at least one of a predetermined risk evaluation rule or risk evaluation model after the
offline payment operation is monitored; if yes, rejecting the oftline payment operation;
otherwise, performing the offline payment operation.

[0011] An implementation of the present application provides a device for
controlling service operation risks, including: a monitoring module, configured to
monitor a service operation initiated by a user for invoking offline service information;
and a risk control processing module, configured to determine whether the service
operation is a risky operation based on recorded historical operation data and at least
one of a predetermined risk evaluation rule or risk evaluation model after the
monitoring module monitors the service operation; if yes, refuse to invoke the oftline
service information; otherwise, invoke the offline service information.

[0012] An implementation of the present application further provides a device for
controlling service operation risks, including: a monitoring module, configured to
monitor an offline payment operation initiated by a user; and a risk control processing
module, configured to determine whether the offline payment operation is a risky
operation based on recorded historical operation data and at least one of a
predetermined risk evaluation rule or risk evaluation model after the monitoring
module monitors the offline payment operation; if yes, reject the offline payment
operation; otherwise, perform the offline payment operation.

[0013] At least one of the previously described technical solutions adopted in the
implementations of the present application can achieve the following beneficial
effects:

[0014] According to the method in the present application, in a scenario that a
user uses an application to obtain an offline service, when a user holding an end-user
device passes identity verification of the application and initiates a service operation,
the application does not immediately perform the service operation, but obtains
historical operation data of all previous operations performed by the user. It can be
considered that there is a certain difference between an operation initiated by an
unauthorized user using the application and an operation initiated by an actual owner
using the end-user device. Therefore, based on the historical operation data and at
least one of a corresponding risk evaluation rule and risk evaluation model, the
application can determine whether the service operation initiated by the user is risky.
If the service operation is risky, it indicates that the user initiating the service

operation is likely an unauthorized user. Consequently, the application refuses to

3



10

15

20

25

30

invoke offline service information needed by the offline service, and the current user
of the application cannot perform the offline service. If the service operation is not
risky, it indicates that the user initiating the service operation is likely the actual
owner of the end-user device, and the application can invoke the offline service
information, so the current user completes the offline service.

[0015] Compared with the existing technologies, by using the previous method in
the implementations of the present application, when a user performs an offline
service, a process of performing risk control processing on a service operation of the
user is added in addition to identity verification of the application, to form a double
guarantee mechanism, thereby effectively improving security in offline service

environments.

BRIEF DESCRIPTION OF DRAWINGS

[0016] The accompanying drawings described here are intended to provide a
further understanding of the present application, and constitute a part of the present
application. The illustrative implementations of the present application and
descriptions thereof are intended to describe the present application, and do not
constitute limitations on the present application. In the accompanying drawings:
[0017] FIG. 1a is a schematic architecture diagram illustrating an offline service,
according to an implementation of the present application;

[0018] FIG. 1b is a process for controlling service operation risks, according to an
implementation of the present application;

[0019] FIG. 2a and FIG. 2b are schematic diagrams illustrating verification
methods in a process for controlling service operation risks, according to an
implementation of the present application;

[0020] FIG. 3 is another process for controlling service operation risks, according
to an implementation of the present application;

[0021] FIG. 4 is a schematic structural diagram illustrating a device for
controlling service operation risks, according to an implementation of the present
application; and

[0022] FIG. 5 is a schematic structural diagram illustrating a device for
controlling service operation risks, according to an implementation of the present

application.
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DESCRIPTION OF IMPLEMENTATIONS

[0023] To make the objectives, technical solutions, and advantages of the present
application clearer, the following clearly and comprehensively describes the technical
solutions of the present application with reference to the implementations of the
present application and corresponding accompanying drawings. Apparently, the
described implementations are merely some but not all of the implementations of the
present application. All other implementations obtained by a person of ordinary skill
in the art based on the implementations of the present application without creative
efforts shall fall within the protection scope of the present application.

[0024] As described above, in an offline service operation scenario, an application
used by a user has a corresponding identity verification mechanism, but the identity
verification mechanism of the application is the only guarantee of a user account’s
security. Once another user passes identity verification of the application, the another
user can use the application to perform any offline service operation, thereby causing
a serious security threat to the user account.

[0025] Based on this, a method for improving application security in an offline
service environment is needed. Therefore, in the implementations of the present
application, a method for controlling service operation risks is provided. In the offline
service scenario, even if a current user of an end-user device passes identity
verification of an application, risk determining can be performed based on a service
operation initiated by the user, to minimize the security risk caused to a user account
after an unauthorized user passes identity verification of the application.

[0026] In the implementations of the present application, the end-user device
includes but is not limited to a smartphone, a smartwatch, a tablet computer, a
notebook computer, and a desktop computer. FIG. la shows a schematic diagram
illustrating a relationship architecture of an offline service in actual applications,
according to an implementation of the present application. As shown in FIG. 1la, a
user uses an end-user device, a merchant obtains offline service information of the
user, and a server transfers a resource (resource that has a payment feature, such as an
amount, a coupon, and a virtual currency) from the user's account to the merchant's
account.

[0027] FIG. 1b shows a process for controlling service operation risks, according

to an implementation of the present application, which includes the following steps:
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[0028] S101. An application program on an end-user device monitors a service
operation initiated by a user for invoking offline service information.

[0029] The offline service information is information needed for performing an
offline service, and usually includes information such as user account information and
a service verification identifier. In actual application scenarios, the offline service
information can usually be in a form such as a near field communication (NFC) signal,
a unique digital object identifier (DOI), and a sound wave signal. It does not
constitute a limitation on the present application.

[0030] The service operation triggers the offline service. For example, the user
can click the "offline payment" function control element of the application, and the
click operation can trigger an offline payment service. In this case, the click operation
is a service operation.

[0031] The previously described application program (referred to as an
application below) has an offline service function. That is, the user can start the
application on the end-user device and initiate a corresponding service operation in
the application.

[0032] In the present step, the user can be considered as a user that currently uses
the end-user device. The user initiates a service operation, which indicates that the
user has passed identity verification of the application, but the user can be an owner
(namely, an authorized user) of the end-user device or can be an unauthorized holder
(namely, an unauthorized user). Therefore, it is necessary to perform risk control
processing on the service operation initiated by the user, that is, perform subsequent
steps.

[0033] S102. Determine whether the service operation is a risky operation based
on recorded historical operation data and at least one of a predetermined risk
evaluation rule or risk evaluation model after the service operation is monitored. If
yes, perform step S103; otherwise, perform step S104.

[0034] In actual applications, if an unauthorized user holds the end-user device,
the unauthorized user can perform multiple identity verification operations to attempt
to pass identity verification of the application. Although the unauthorized user can
finally pass the identity verification, the multiple identity verification operations
performed by the unauthorized user reflect an exception of the identity verification
process to some extent (it can be considered that, if the holder of the end-user device

is an authorized user, the authorized user should pass identity verification of the
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application at a time except in the case of a misoperation).

[0035] Apparently, operation data of various operations performed by the user on
the end-user device can be used as an important basis for risk control processing. In
actual application scenarios, various operations performed by the user on the end-user
device can be various operations performed by the user directly on an application that
has an offline payment function, and in this scenario, the application can record and
obtain operation data.

[0036] Therefore, in this implementation of the present application, the
application records historical operation data corresponding to various historical
operations performed by the user such as an identity verification operation and a
service operation. A process of recording the historical operation data can include the
following: The application monitors an operation performed by the user on the
application, and determines operation data corresponding to the operation after the
operation is monitored, and records the operation data as the historical operation data.
The historical operation data includes at least one of a total number of times of
identity verification success or failure in a historical time, a number of times of
identity verification success or failure within a predetermined time period, behavior
data of using an online service by the user, behavior data of using an offline service
by the user, and service environment data.

[0037] It is worthwhile to note that, because this method is applicable to an offline
environment, the historical operation data recorded in the application will be locally
stored in the end-user device. A log file can be used for storage. Correspondingly, the
application can obtain the previous log file to obtain the historical operation data. It
does not constitute a limitation on the present application.

[0038] After the historical operation data recorded by the application is obtained,
risk determining can be performed on the service operation initiated by the user. In
this implementation of the present application, the predetermined risk evaluation rule
and/or risk evaluation model can be pre-stored in the application locally. In a possible
method, the application locally has a risk evaluation function unit, and the risk
evaluation rule and/or the risk evaluation model can be stored in the risk evaluation
function unit.

[0039] The risk evaluation rule can include evaluation rules for different historical
operation data. For example, before the user passes identity verification, if the number

of times the user fails to pass identity verification is greater than 3, it is determined
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that the service operation initiated by the user is risky. In addition, the risk evaluation
rule can be a dynamic rule, and can be dynamically adjusted and optimized based on a
usage habit of the authorized user.

[0040] The risk evaluation model can be obtained through training based on the
usage habit of the authorized user and operation data of a large number of determined
unauthorized operations and authorized operations. It is not described in detail here.
In addition, the risk evaluation model can be a dynamic model, that is, the operation
data of the user can be continuously collected, and the risk evaluation model is
dynamically adjusted and optimized based on the usage habit of the user.

[0041] By using the risk evaluation rule and risk evaluation model, the risk degree
of the service operation can be quantized to obtain a corresponding risk
characterization value. Obviously, if the current service operation does not meet the
usage habit of the user, the risk characterization value obtained by using the risk
evaluation model will exceed a risk threshold, and it is determined that the service
operation initiated by the user is risky.

[0042] Certainly, in actual applications, risk evaluation can be performed on the
service operation with reference to the risk evaluation rule and the risk evaluation
model.

[0043] In addition, the risk evaluation rule and the risk evaluation model can also
be dynamically adjusted based on a use environment of the application. The use
environment can include time of using the application, a number of times of starting
and stopping the application, etc. It does not constitute a limitation on the present
application.

[0044] Based on the previous content, if it is determined that a service operation is
a risky operation, it indicates that the initiator of the service operation is likely an
unauthorized user. In this case, to protect the account security of the authorized user,
the application refuses to execute the service operation, that is, performs step S103.
[0045] If it is determined that the service operation is a non-risky operation, it can
be considered that the initiator of the service operation is an authorized user. In this
case, the application can execute the service operation, that is, perform step S104.
[0046] S103. Refuse to invoke the offline service information.

[0047] Once the application refuses to invoke the offline service information, the
user cannot perform the offline service. In this implementation of the present

application, if the offline service information is displayed in a DOI (including a
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two-dimensional code, a barcode, etc.) method, the application does not generate the
DOIL. Certainly, in actual application scenarios, a re-verification operation can further
be initiated to the user, and the method is described in the following.

[0048] S104. Invoke the offline service information.

[0049] In contrast to step S103, the application generates corresponding offline
service information to complete a corresponding offline service.

[0050] According to the previous steps, in a scenario that a user uses an
application to obtain an offline service, when a user holding an end-user device passes
identity verification of an application and initiates a service operation, the application
does not immediately perform the service operation, but obtains historical operation
data of all previous operations performed by the user. It can be considered that there is
a certain difference between an operation initiated by an unauthorized user using an
application and an operation initiated by an actual owner using the end-user device.
Therefore, based on the historical operation data and at least one of a corresponding
risk evaluation rule and risk evaluation model, the application can determine whether
the service operation initiated by the user is risky. If the service operation is risky, it
indicates that the user initiating the service operation is likely an unauthorized user.
Consequently, the application refuses to invoke offline service information needed by
the offline service, and the user cannot perform the offline service. If the service
operation is not risky, it indicates that the user initiating the service operation is likely
an authorized user, and the application can invoke the offline service information, so
the user completes the offline service.

[0051] Compared with the existing technologies, by using the previous method in
this implementation of the present application, when a user performs an offline
service, a process of performing risk control processing on a service operation of the
user is added in addition to identity verification of the application, to form a double
guarantee mechanism, thereby effectively improving security in offline service
environments.

[0052] For the previous content, it is worthwhile to note that, in an optional
method of this implementation of the present application, the previous method can be
executed by an end-user device operating system. The operating system can open a
corresponding application programming interface (API) to the application, so
different applications complete offline services by using the API. That is, the end-user

device operating system performs risk evaluation on the service operation based on
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the risk evaluation rule and the risk evaluation model, and opens the API to the
applications running on the end-user device, so each application obtains a risk
evaluation result from the APIL. It does not constitute a limitation on the present
application.

[0053] In the previous content, determining whether the service operation initiated
by the user is a risky operation will have a decisive impact on whether the application
subsequently performs the service operation. Therefore, the following describes the
determining process in this implementation of the present application in detail.

[0054] In this implementation of the present application, the process of
determining whether a service operation is a risky operation is mainly implemented in
two methods:

[0055] Method 1

[0056] In actual applications, if a user initiates a service operation, it indicates that
the user has passed identity verification of the application, but the user can still be an
unauthorized user. This is because the user possibly passes identity verification after
performing several times of identity verification, and in this case, the user is more
likely to be an unauthorized user. Correspondingly, the service operation initiated by
the user is also likely to be a risky operation. That is, if an identity verification
operation performed by the user currently using the end-user device has a certain
degree of risk, after the user passes identity verification, the service operation initiated
by the user also has a corresponding risk.

[0057] For example, when a user performs a verification operation for the
application, the first five times of verification failed but the sixth time succeeds. In
this example, although the user has been successfully verified, it can be considered
that the user is likely an unauthorized user because the user makes several attempts to
pass the verification. If the user performs an offline service operation by using the
application, the service operation is likely risky.

[0058] Therefore, a risk degree of an identity verification operation can be
determined based on the identity verification operation performed by the user before
passing identity verification, to further determine whether a service operation initiated
by the user is a risky operation.

[0059] In this implementation of the present application, the process of
determining whether the service operation is a risky operation includes determining a

first identity verification operation related to the service operation, determining a risk
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characterization value of the first identity verification operation based on a first
verification method corresponding to the first identity verification operation, the
historical operation data, and at least one of the predetermined risk evaluation rule and
risk evaluation model, and determining whether the risk characterization value
exceeds a predetermined risk threshold based on the risk characterization value and
the predetermined risk threshold; if yes, determining the service operation as a risky
operation; otherwise, determining the service operation as a non-risky operation.
[0060] The first identity verification operation related to the service operation
refers to identity verification operations performed by the user after the last time the
user passes identity verification of the application and before the user performs the
current service operation. For example, the six verification operations of the user are
all first identity verification operations. In addition, the word "first" used in the first
identity verification operation is merely used to distinguish from other identity
verification operations in the subsequent content, and similar descriptions in the
following are to play a similar role. Details are not repeatedly described subsequently.
[0061] The first verification method corresponding to the first identity verification
operation includes but is not limited to password verification and biometric feature
information verification. The risk evaluation rule and/or risk evaluation model can be
different when the user uses different verification methods. For example, for the
password verification method, more attention is paid to the times of password
attempts in the risk evaluation process. A larger number of attempts indicates a higher
risk. In the fingerprint verification method, more attention is paid to the detailed
feature of the fingerprint image entered by the user in the risk evaluation process. The
less the feature of the fingerprint image is, the more likely the fingerprint image is
stolen, and the risk of the fingerprint verification operation is higher.

[0062] Based on this, the risk degree of the first identity verification operation can
be quantized based on the first verification method, the historical operation data, and
at least one of the predetermined risk evaluation rule and risk evaluation model, that is,
the risk characterization value of the first identity verification operation is determined.
It can be understood that the risk characterization value reflects the risk degree of the
first identity verification operation, and a higher risk degree indicates a larger risk
characterization value.

[0063] After the risk degree of the first identity verification operation is quantized,

a comparison can be made with the predetermined risk threshold. The risk threshold
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can be determined by collecting known unauthorized operation data. It does not
constitute a limitation on the present application here.

[0064] Further, if the risk characterization value of the first identity verification
operation exceeds the risk threshold, it can be considered that the first identity
verification operation is more possibly initiated by an unauthorized user than an
authorized user. Therefore, the application determines that the current service
operation is initiated by an unauthorized user and determines the service operation as
a risky operation.

[0065] If the risk characterization value of the first identity verification operation
does not exceed the risk threshold, it can be considered that the first identity
verification operation is less possibly initiated by an unauthorized user than an
authorized user. Therefore, the application determines that the current service
operation is initiated by an authorized user and determines the service operation as a
non-risky operation.

[0066] Method 2:

[0067] In this method, in actual application scenarios, when an authorized user
uses the end-user device, a misoperation can occur or a password can be forgotten.
Once these cases occur, the authorized user can also perform several identity
verification operations on the end-user device. Apparently, if only method 1 is used to
perform risk control processing, the service operation initiated by the authorized user
can be rejected, causing inconvenience to the authorized user in use of the end-user
device.

[0068] Therefore, in method 2, the process of determining whether the service
operation is a risky operation includes determining a first identity verification
operation related to the service operation; determining a risk characterization value of
the first identity verification operation based on a first verification method
corresponding to the first identity verification operation, the recorded historical
operation data, and at least one of the predetermined risk evaluation rule and risk
evaluation model; when the risk characterization value exceeds a predetermined risk
threshold, initiating backup identity verification to the user; receiving a second
identity verification operation performed by the user based on the backup identity
verification, determining a risk characterization value of the second identity
verification operation based on a second verification method corresponding to the

second identity verification operation, the recorded historical operation data, and at
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least one of the predetermined risk evaluation rule and risk evaluation model,
determining whether the risk characterization value of the second identity verification
operation exceeds the predetermined risk threshold, if yes, determining the service
operation as a risky operation, otherwise, determining the service operation as a
non-risky operation; and determining the service operation as a non-risky operation
when the risk characterization value does not exceed the predetermined risk threshold.
[0069] The previous method for determining the risk characterization value of the
first identity verification operation is consistent with that in method 1. Details are
omitted here for simplicity.

[0070] After the application determines that the risk characterization value
exceeds the predetermined risk threshold, it indicates that the first identity verification
operation initiated by the user is risky, but can be caused by a user misoperation or
forgotten password. Therefore, in this method, backup identity verification is initiated
to the user. The backup identity verification is an offline verification method, that is,
the verification process does not need the end-user device to access an external
network. The backup identity verification includes but is not limited to password
verification, biometric feature information verification, service verification, and
historical operation verification.

[0071] It is worthwhile to note that the historical operation verification or service
verification is based on a historical operation or a historical service operation
performed by the user on the end-user device.

[0072] For example, if an authorized user changed a verification password of the
application in the historical use process, the backup identity verification can be
providing a password input interface in the current interface of the end-user device, as
shown in FIG. 2a, and prompting the user to enter the previous verification password.

[0073] For another example, if an authorized user uses the previous offline service
performed by the application and purchases a merchandise worth RMBI100, the
backup identity verification can be providing a verification interface in the current
interface of the end-user device, as shown in FIG. 2b, and prompting the user to enter
the amount paid for the previous offline service.

[0074] Certainly, the previously described two methods do not constitute a
limitation on the present application. Based on the previous examples, the application
initiates backup identity verification to the user, and essentially the application has

several predetermined corresponding identity verification methods. The application
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can select a verification method different from the first verification method from the
several predetermined identity verification methods to perform backup identity
verification. Therefore, the process of initiating backup identity verification to the
user includes selecting a second identity verification method from the predetermined
identity verification methods based on the first verification method and at least one of
the predetermined risk evaluation rule and risk evaluation model to initiate backup
identity verification to the user.

[0075] After sending backup identity verification to the user, the application
receives the second identity verification operation performed by the user based on the
backup identity verification. The second identity verification operation here is similar
to the first identity verification operation. If the user performs several second identity
verification operations, even if the user passes backup identity verification, it can be
considered that a risk degree of the second identity verification operation is relatively
high. Therefore, the application determines the risk characterization value of the
second identity verification operation based on the second verification method
corresponding to the second identity verification operation, the historical operation
data, and at least one of the predetermined risk evaluation rule and risk evaluation
model.

[0076] Apparently, if the risk characterization value of the second identity
verification operation is still higher than the predetermined risk threshold, it indicates
that the user holding the end-user device is highly likely to be an unauthorized user,
and the application determines the service operation initiated by the user as a risky
operation. If the risk characterization value of the second identity verification
operation does not exceed the predetermined risk threshold, it indicates that the user
holding the end-user device is likely to be an authorized user, and the application
determines the service operation initiated by the user as a non-risky operation.

[0077] It is worthwhile to note that if the risk characterization value of the first
identity verification operation of the user does not exceed the predetermined risk
threshold, it can be considered that the user is an authorized user, and in this case, the
end-user device does not initiate backup identity verification to the user.

[0078] In method 2, after risk control is added, the backup identity verification
method can also be used to perform re-verification on the user, so accuracy of user
identity verification can be further improved and security is further enhanced.

[0079] With reference to the previous two determining methods, in actual
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applications, any determining method can be used as needed to implement identity
verification in the offline service process, to ensure the account security of the
authorized user. In addition, the previous methods are applicable to an offline
payment scenario. Therefore, in this scenario, an implementation of the present
application further provides a method for controlling service operation risks, as shown
in FIG. 3. The method includes:

[0080] S301. Client software monitors an offline payment operation initiated by a
user.

[0081] S302. Determine whether the offline payment operation is a risky
operation based on recorded historical operation data and at least one of a
predetermined risk evaluation rule or risk evaluation model after the offline payment
operation is monitored; if yes, perform step S303; otherwise, perform step S304.
[0082] S303. Reject the offline payment operation.

[0083] S304. Perform the offline payment operation.

[0084] In this method, an execution body is a client software, and the client
software can be application client software running in an end-user device operating
system. The user can obtain an offline payment service by using the client software.
The client software can be provided by a corresponding service provider (including
but not limited to a website, a bank, a telecommunications operator, etc.). It does not
constitute a limitation on the present application. The client software has its own
identity verification method. For example, the client software itself has a
corresponding verification password input interface, and the user can use the client
software only after verification succeeds.

[0085] In the previous steps, recording the historical operation data includes the
following: The client software monitors an operation performed by the user on the
client software, and determines operation data corresponding to the operation after the
operation is monitored, and records the operation data as the historical operation data.
[0086] In this method, the historical operation data can include at least one of a
total number of times of identity verification success or failure in a historical time, a
number of times of identity verification success or failure within a predetermined time
period, behavior data of using an online service by the user, behavior data of using an
offline service by the user, and service environment data.

[0087] In addition, the risk control processing on the offline payment operation

initiated by the client software in this method is similar to that in the previous method.
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Determining whether the offline payment operation is a risky operation also mainly
includes two methods:

[0088] Method 1

[0089] Determining whether the offline payment operation is a risky operation
includes determining a verification operation related to the offline payment operation;
determining a risk characterization value of the verification operation based on a
verification method corresponding to the verification operation, the historical
operation data, and at least one of the predetermined risk evaluation rule and risk
evaluation model; determining whether the risk characterization value exceeds a
predetermined risk threshold based on the risk characterization value and the
predetermined risk threshold, if yes, determining the offline payment operation as a
risky operation, otherwise, determining the offline payment operation as a non-risky
operation.

[0090] Method 2: the determining whether the offline payment operation is a risky
operation includes: determining a verification operation related to the offline payment
operation; determining a risk characterization value of the verification operation based
on a verification method corresponding to the verification operation, the historical
operation data, and at least one of the predetermined risk evaluation rule and risk
evaluation model; and when the risk characterization value exceeds a predetermined
risk threshold, receiving an identity verification operation performed by the user
based on the backup identity verification, determining a risk characterization value of
the identity verification operation based on a verification method corresponding to the
identity verification operation, the historical operation data, and at least one of the
predetermined risk evaluation rule and risk evaluation model and determining whether
the risk characterization value of the identity verification operation exceeds the
predetermined risk threshold, if yes, determining the offline payment operation as a
risky operation; otherwise, determining the offline payment operation as a non-risky
operation; or determining the offline payment operation as a non-risky operation
when the risk characterization value does not exceed a predetermined risk threshold.
[0091] In method 2, for a specific form of backup identity verification, reference
can be made to the content shown in FIG. 2a and FIG. 2b, that is, backup identity
verification is not limited to password or biometric feature information verification, or
can be question and answer verification. The initiating backup identity verification to

the user includes selecting an identity verification method different from the
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verification method from predetermined identity verification methods based on the
verification method and at least one of the predetermined risk evaluation rule and risk
evaluation model to initiate backup identity verification to the user.

[0092] Other content is similar to that in the previous method. Reference can be
made to the previous content. Details are omitted here for simplicity.

[0093] Above is the method for controlling service operation risks according to an
implementation of the present application. Based on the same idea, an implementation
of the present application further provides a device for controlling service operation
risks, as shown in FIG. 4. The device includes: a monitoring module 401, configured
to monitor a service operation initiated by a user for invoking offline service
information; and a risk control processing module 402, configured to determine
whether the service operation is a risky operation based on recorded historical
operation data and at least one of a predetermined risk evaluation rule or risk
evaluation model after the monitoring module monitors the service operation; if yes,
refuse to invoke the offline service information; otherwise, invoke the offline service
information.

[0094] The risk control processing module 402 monitors an operation performed
by the user on the application, and determines operation data corresponding to the
operation after the operation is monitored, and records the operation data as the
historical operation data.

[0095] The previously described historical operation data includes at least one of
a total number of times of identity verification success or failure in a historical time, a
number of times of identity verification success or failure within a predetermined time
period, behavior data of using an online service by the user, behavior data of using an
offline service by the user, and service environment data.

[0096] In the risk control processing phase, in a method of the implementation of
the present application, the risk control processing module 402 determines a first
identity verification operation related to the service operation; determines a risk
characterization value of the first identity verification operation based on a first
verification method corresponding to the first identity verification operation, the
historical operation data, and at least one of the predetermined risk evaluation rule and
risk evaluation model; and determines whether the risk characterization value exceeds
a predetermined risk threshold based on the risk characterization value and the

predetermined risk threshold; if yes, determines the service operation as a risky
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operation; otherwise, determines the service operation as a non-risky operation.

[0097] In another method of the implementation of the present application, the
risk control processing module 402 determines a first identity verification operation
related to the service operation, determines a risk characterization value of the first
identity verification operation based on a first verification method corresponding to
the first identity verification operation, the recorded historical operation data, and at
least one of the predetermined risk evaluation rule and risk evaluation model; when
the risk characterization value exceeds a predetermined risk threshold, initiates
backup identity verification to the user, receives a second identity verification
operation performed by the user based on the backup identity verification, determines
a risk characterization value of the second identity verification operation based on a
second verification method corresponding to the second identity verification operation,
the recorded historical operation data, and at least one of the predetermined risk
evaluation rule and risk evaluation model, determines whether the risk
characterization value of the second identity verification operation exceeds the
predetermined risk threshold, if yes, determines the service operation as a risky
operation, otherwise, determines the service operation as a non-risky operation; or
determines the service operation as a non-risky operation when the risk
characterization value does not exceed a predetermined risk threshold.

[0098] Further, the risk control processing module 402 selects a second identity
verification method from the predetermined identity verification methods based on the
first verification method and at least one of the predetermined risk evaluation rule and
risk evaluation model to initiate backup identity verification to the user.

[0099] An implementation of the present application further provides a device for
controlling service operation risks, and is applicable to client software that has an
offline payment function, as shown in FIG. 5. The device includes: a monitoring
module 501, configured to monitor an offline payment operation initiated by a user;
and a risk control processing module 502, configured to determine whether the offline
payment operation is a risky operation based on recorded historical operation data and
at least one of a predetermined risk evaluation rule or risk evaluation model after the
monitoring module monitors the offline payment operation; if yes, reject the offline
payment operation; otherwise, perform the offline payment operation.

[0100] The risk control processing module 502 monitors an operation performed

by the user on the client software, and determines operation data corresponding to the
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operation after the operation is monitored, and records the operation data as the
historical operation data.

[0101] The historical operation data includes at least one of a total number of
times of identity verification success or failure in a historical time, a number of times
of identity verification success or failure within a predetermined time period, behavior
data of using an online service by the user, behavior data of using an offline service
by the user, and service environment data.

[0102] In a risk control processing phase, in a method of the implementation of
the present application, the risk control processing module 502 determines a
verification operation related to the offline payment operation, determines a risk
characterization value of the verification operation based on a verification method
corresponding to the verification operation, the historical operation data, and at least
one of the predetermined risk evaluation rule and risk evaluation model, determines
whether the risk characterization value exceeds a predetermined risk threshold based
on the risk characterization value and the predetermined risk threshold, if yes,
determines the offline payment operation as a risky operation, otherwise, determines
the offline payment operation as a non-risky operation.

[0103] In another method of the implementation of the present application, the
risk control processing module 502 determines a verification operation related to the
offline payment operation; determines a risk characterization value of the verification
operation based on a verification method corresponding to the verification operation,
the historical operation data, and at least one of the predetermined risk evaluation rule
and risk evaluation model; when the risk characterization value exceeds a
predetermined risk threshold, initiates backup identity verification to the user,
receives an identity verification operation performed by the user based on the backup
identity verification, determines a risk characterization value of the identity
verification operation based on a verification method corresponding to the identity
verification operation, the historical operation data, and at least one of the
predetermined risk evaluation rule and risk evaluation model, and determines whether
the risk characterization value of the identity verification operation exceeds the
predetermined risk threshold, if yes, determines the offline payment operation as a
risky operation; otherwise, determines the offline payment operation as a non-risky
operation; or determines the offline payment operation as a non-risky operation when

the risk characterization value does not exceed a predetermined risk threshold.
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[0104] Further, the risk control processing module 502 selects an identity
verification method different from the verification method from predetermined
identity verification methods based on the verification method and at least one of the
predetermined risk evaluation rule and risk evaluation model to initiate backup
identity verification to the user.

[0105] The present disclosure is described with reference to the flowcharts and/or
block diagrams of the method, the device (system), and the computer program product
according to the implementations of the present disclosure. It should be understood
that computer program instructions can be used to implement each process and/or
each block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a special-purpose
computer, a built-in processor, or a processor of another programmable data
processing device to generate a machine, so the instructions executed by the computer
or the processor of the another programmable data processing device generate an
apparatus for implementing a specific function in one or more flows in the flowcharts
and/or in one or more blocks in the block diagrams.

[0106] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or the another programmable data processing
device to work in a specific way, so the instructions stored in the computer readable
memory generate an manufacture that includes an instruction apparatus. The
instruction apparatus implements a specific function in one or more flows in the
flowcharts and/or in one or more blocks in the block diagrams.

[0107] These computer program instructions can be loaded onto the computer or
the another programmable data processing device, so a series of operations and steps
are performed on the computer or the another programmable device, thereby
generating computer-implemented processing. Therefore, the instructions executed on
the computer or the another programmable device provide steps for implementing a
specific function in one or more flows in the flowcharts and/or in one or more blocks
in the block diagrams.

[0108] In a typical configuration, a computing device includes one or more
processors (CPU), an input/output interface, a network interface, and a memory.
[0109] The memory can include a non-persistent memory, a random access

memory (RAM), a non-volatile memory, and/or another form in a computer readable
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medium, for example, a read-only memory (ROM) or a flash memory (flash RAM).
The memory is an example of the computer readable medium.

[0110] The computer readable medium includes persistent, non-persistent,
movable, and unmovable media that can implement information storage by using any
method or technology. Information can be a computer readable instruction, a data
structure, a program module, or other data. An example of a computer storage
medium includes but is not limited to a phase-change random access memory
(PRAM), a static random access memory (SRAM), a dynamic random access memory
(DRAM), another type of random access memory (RAM), a read-only memory
(ROM), an electrically erasable programmable read-only memory (EEPROM), a flash
memory or another memory technology, a compact disc read-only memory
(CD-ROM), a digital versatile disc (DVD) or another optical storage, a cassette
magnetic tape, a tape and disk storage or another magnetic storage device or any other
non-transmission media that can be configured to store information that a computing
device can access. Based on the definition in the present specification, the computer
readable medium does not include transitory media (transitory media), for example, a
modulated data signal and carrier.

[0111] It is worthwhile to further note that the terms "include", "comprise", or
their any other variant is intended to cover a non-exclusive inclusion, so a process, a
method, a merchandise, or a device that includes a list of elements not only includes
those elements but also includes other elements which are not expressly listed, or
further includes elements inherent to such process, method, merchandise, or device.
An element preceded by "includes a ..." does not, without more constraints, preclude
the existence of additional identical elements in the process, method, merchandise, or
device that includes the element.

[0112] A person skilled in the art should understand that an implementation of the
present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present application can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a
CD-ROM, an optical memory, etc.) that include computer-usable program code.

[0113] The previous descriptions are merely implementations of the present
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application, and are not intended to limit the present application. For a person skilled
in the art, the present application can have various modifications and changes. Any
modifications, equivalent substitutions, improvements, etc. made in the spirit and
principle of the present application shall fall in the scope of the claims in the present

application.
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CLAIMS

1. A method for controlling service operation risks, wherein the method comprises:

monitoring, by an application program installed locally on an end-user device, a service
operation initiated by a user for invoking offline service information to complete an offline
service, the offline service comprising a transaction initiated by a user of the end-user device in
an offline environment (S101);

retrieving, by the application program running locally on the end-user device, recorded
historical operation data associated with the end-user device from a log file that is stored locally
on the end-user device;

determining, by the application program running locally on the end-user device, whether
the service operation is a risky operation based on the recorded historical operation data locally
retrieved from the end-user device and at least one of a predetermined risk evaluation rule or a
risk evaluation model that are pre-stored locally in the application program running on the end-
user device (S102);

in response to determining that the service operation is a risky operation, refusing to
invoke the offline service information (S103); and

in response to determining that the service operation is not a risky operation, invoking, by

the application program, the offline service information (S104).

2. The method according to claim 1, wherein determining whether the service operation is a
risky operation comprises:

determining a first identity verification operation related to the service operation;

determining a risk characterization value of the first identity verification operation based
on a first verification method corresponding to the first identity verification operation, the
historical operation data, and at least one of the predetermined risk evaluation rule and risk
evaluation model;

determining, based on the risk characterization value and a predetermined risk threshold,
whether the risk characterization value exceeds the predetermined risk threshold;

in response to determining that the risk characterization value exceeds the predetermined
risk threshold, determining the service operation as a risky operation; and

in response to determining that the risk characterization value does not exceed the
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predetermined risk threshold, determining the service operation as a non-risky operation.

3. The method according to claim 1, wherein determining whether the service operation is a
risky operation comprises:

determining a first identity verification operation related to the service operation;

determining a risk characterization value of the first identity verification operation based
on a first verification method corresponding to the first identity verification operation, the
historical operation data, and at least one of the predetermined risk evaluation rule and risk
evaluation model;

initiating backup identity verification to the user when the risk characterization value
exceeds a predetermined risk threshold, receiving a second identity verification operation
performed by the user based on the backup identity verification, determining a risk
characterization value of the second identity verification operation based on a second verification
method corresponding to the second identity verification operation, the historical operation data,
and at least one of the predetermined risk evaluation rule and risk evaluation model, and
determining whether the risk characterization value of the second identity verification operation
exceeds the predetermined risk threshold, in response to determining that the risk
characterization value of the second identity verification operation exceeds the predetermined
risk threshold, determining the service operation as a risky operation; in response to determining
that the risk characterization value of the second identity verification operation does not exceed
the predetermined risk threshold, determining the service operation as a non-risky operation; and

determining the service operation as a non-risky operation when the risk characterization

value does not exceed a predetermined risk threshold.

4. The method accordingly to claim 2 or claim 3, wherein the first identity verification
operation comprises an identity verification operation performed by the user after a previous
time the user passes identity verification of the application program and before the user performs

a current service operation.

5. The method according to claim 3, wherein initiating backup identity verification to the

user COI’I’lpI‘iSGSI
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selecting a second identity verification method from a predetermined identity verification
method based on the first verification method and at least one of the predetermined risk
evaluation rule and risk evaluation model; and

initiating backup identity verification to the user by using the selected second identity

verification method.

6. The method according to any one of claims 1 to 5, wherein recording historical operation
data comprises:

monitoring an operation performed by the user on the application program; and

determining operation data corresponding to the operation after the operation is
monitored, and recording the operation data as the historical operation data; wherein

the historical operation data comprises at least one of a total number of times of identity
verification success or failure in a historical time, a number of times of identity verification
success or failure within a predetermined time period, behavior data of using an online service by

the user, behavior data of using an offline service by the user, and service environment data.

7. The method according to claim 1, wherein offline service information comprises
information needed for performing an offline service, including user account information and a
service verification identifier, and wherein the offline service information takes a form of a near
field communication (NFC) signal, a unique digital object identifier (DOI), or a sound wave

signal.

8. The method according to claim 1, wherein the predetermined risk evaluation rule and the
risk evaluation model can also be dynamically adjusted based on a use environment of the
application program, wherein the use environment can include time of using the application

program, a number of times of starting and stopping the application program.
9. The method according to claim 1, wherein prior to invoking the offline service

information, the method comprises obtaining historical operation data of previous operations

performed by the user.
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10. The method according to any one of claims 1 to 9, wherein:
the application program on the end-user device comprises client software;
the service operation initiated by the user comprises an offline payment operation;
refusing to invoke the offline service information comprises rejecting the offline payment
operation; and
invoking the offline service information comprises performing the offline payment

operation.

11. A device for controlling service operation risks, wherein the device comprises multiple

modules configured to perform the method of any one of claims 1 to 10.
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