WO 2006/031740 PCT/US2005/032433 SYSTEM AND METHOD FOR COMMUNICATING
BROADCAST MESSAGES IN A MESH NETWORK TECHNICAL FIELD [0001] This disclosure
generally pertsioszioswiieless communications and, more particularly, to asysigf,ethed, and
apparatus for meshing a network of wireless devices. BACKGROUND [0002] The monitoring and
controlling of devices located remotely from a central location has historically provided many

challenges. The abillty ydetent Ao dikPRGIFSR UBNvIRFBIGL RAgIeNG: (ppieIatse control over a
on nas o

system (such as turning a device off and on) -from a central locati entimes Been limited by
the distance of the central control locAAERFAHEREGAME HANETHEAREted or controlled. For
example, monitoring and controlling devices within a manufacturing facility or a power plant may be
accomplished by hardwiring the sensors and cgnt _%;lscwi h_maonitors and controllers in the central
control room that may be only a few hundred f m—m =hardwired monitoring and
controlling oféVices in aredbiwhiscdinutkezcamaltelpdocatethsenshrs ansinnonioleEsae pesitioned

miles away from the trol ar e f feet _hecomes impractical due to the ipability to
communicate eIectricﬁgﬁégg%ivﬁl:?s%%%{%égﬁet %(?éegﬁ}tgalagg%rtargf ro%rmniaer%l?ﬁeare?ﬁ%’fgf IBcated
sensor or controller. [G@Wéﬁsﬂéeé(ﬁ:@%(ample, utility meters for electricity, gas and water located at
residential homes dispersed in a geographical area have historically collected data locally. But to
collect that data, utility personnel have had to physically travel to each utility meter throughout the
geographic dispersal of meters to physically readiféhfelBE3UNH}
efforts have [66e2] made to decalomBstRMAE cBAR TR adi RS RIBS QL LElLY IMEIETS SUGR.AS

electricity, gas and w%er triggt s ¥hat avaid meter reading personnel physically inspecting each

individual meter within the gedgraphie ares SF s%éhﬁﬂﬁ?g%ste]yrﬂ% B Pate e 2powered
RF transceivers in thecnnétérm thatioroadsastsystensi infosmation:suc boagocensumption data, Thus,

the broadcast area may Rﬁn%Hé: Qtﬁgéi@}eg% ’é%%d'orx‘g .t]fom a central location has oftentimes been

limited by the distance of the central control focation from the device that is

monitored or controlled. For exampie, monitoring and controlling devices within
a manufacturing facility or a power plant may be accomplished by hardwiring the
sensors and controllers with monitors and controllers in the central contro] room
that may be only a few hundred feet away. However, hardwircd monitoring and
controlling of devices in areas wherein the yemotely locatéd sensors and
controllers are positioned miles away from the central control area instead of feet
becomes impractical due to the inability to communicate electrical control signéﬁs
between the central control room and the remotely located sensor ar controller.

16003] As an example, utility meters for eleciricity, gas and water located at
residential homes dispersed in a geographical area have historically collected data
locally. But to coliect that data, utility personnel have had to physically trave] 1o
each utility meter throughout the geographic dispersal of meters to physically
read the meters’ data. '

10004) However, in tecent years, efforts have been made to develop automatic
meter reading systems for ufility meters such as electricity, gas and water meters
that avoid meter reading personnel physically inspecting each individual meter
within the geographic arca of meters. Some such systems incorporate low
powered RI' transceivers in the meters that broadcast system informaﬁon, such as

consumption data. Thus, the broadcast area may be such that meter reading



WO 2006/031740 PCTIUS2005/032433 personnel may drive near the location of the individual meter
to collect any data stored in the meter. As a nonlimiting example, meter reading personnel may drive
along a streetv bgwiseTwith meters equipped with such RF transceivers taatoonsmmicate with
transceivers in the personnel's vehicle. The mobile transceivers collect and store consumption
information and other data received from the broadcasting utility meters. [0005] However, a problem

with this configurationdssthatdatayis 6ol ertedntrospaden ipdivd urli ater inihegeamaniic amga of
meters when the utiligg?%sor#ggl comes within the.broadcast range of the individual meters at each

location. While this i DrESERRaH: 008 LR BRPEEn T ARSI S p FRASTERI PRSPt 4 d read
each individual meterdrihe girollenstafethis bomdiguwrationds:thatitishdd relikssocheRiFumasctiretata

collection. Stated anqiher ay, e d2(a,eelleslion. BrogesgLeialns, At 1oastong magyalsiep, (0006] In
an effort to move meter reading to a complete'ily automate pchess, severa1 approaches have been
advanced. One propdsakisisivesclinchrahgenserninnghien copmmaiiticationowith dor escainplie, electric

meters, is carried outqising..the RRUSHIRRAMISsIeR line coupled to the individual residence or
commercial_location. In this nonlimiting example, communication takes place across the power line,

and the centP4PRcation pol%ofﬁ%"f"é*ﬁo?é‘wlf’d’&é‘@é PhistepHisiseicny. thabdaeds, @iseisidom
communicating the dataiadrassdhesame liresthatgaitiesedighnvaliaoeirleekdciihasensayntered

many difficulties, thereby making this roach less practical. Plus, in this nonlimiting example, other
types of meters, sucﬁoalxseavé’fé@%’nlﬁlaa%f ‘%dgct%slts,ragr%e noé? %beu S}é%’ ltﬁguﬁ]wéTf?é?Wo?f(,eﬂf}b & t8%act that
these are separate systemshiSasthisisglutieméstlimie diBtybestolo0 BrAdditiopialsadiémpts-trave

included instaling mogias, g ather Sammuniealion daosen fhe remetely oated meters that
couple to phone lines and other communication finks in the residence of commerdial location. As a
nonlimiting example, stigh anrfoblemrmEy cornedicwithe Hutebwehs tetlephbndatineotzgariodically

communicate usage %@e@g@mﬁg@%{g@im%@ppublicly switched telephone network to a
55 I I ]

modem at the central monitoring and control location. However, the problem with this proposal is that

it involves dfif¥fharties, sulthais AirsteishBRECBfpardaL plePREIIRG tha EysaseA Arreesiso

several approaches have been advanced. One proposal involves an arrangement
in which communication with, for example, electric meters, is carried out using
the power transmission line coupled to the individual residence or commercial
location, In this nonlimiting example, communication takes place across the
power line, and the central location polls the remotely located meter periodically.
However, difficulties in communicating the data across the same line that carries
high voltage eleciricity has encountered many difficulties, thereby making this
approach less practical. Plus, in this nonlimiting example, other types of meters,
such as water and gas meters, are not coupled to the network, due to the fact that
these are separate systems. So this selution is limited, at best.

[0007] Additional attempts have included installing modems and other
communication devices in the remotely located meters that couple to phone lines
and other communication links in the residence or commercial location. As a
nonlimiting example, such a modem may connect to the homeowner’s telephone
line to periodically communicate usage data and other information over a
publicly switched telephone network to 2 modem at the central monitoring and
control location. However, the problem with this proposal is that it invoives
other parties, such as a telephone company, for implementing the system and also

suffers from a lack of priority. For example, when the homeowner is using the



suffers from a lack of priority. For example, when the homeowner is using the 2 WO 2006/031740
PCT/US2005/032433 telephone line, the modem in the meter cannot acquisition the line. Requiring
utility consumers teopnacure second telephone lines for meter communicatipgigsinprastieable and still
suffers from the fact that reliance on other parties is required. [0008] Various types of wireless
proposals have been advanced as solutions to this problem. One such proposal involves providing

each utility meter withytheneapailitynefnirelassirommuynicatingwithsathervtility-metessiwithin a
predetermined communication range. However, these wireless communication propaosals suffer from

several drawbacks antHHESIERENES 1L REHE SHANE (£ TR MBI SRS Hh &9 BBHINARMAEE with
each other due to the refaivalyttiossd peaXimitteef fgir tespretivetorations, @etding thergdatasback to
the central monitoringr anqe%ontrol location has proven to be yet another obstacle. Solutions have
included locating a porefﬁ}uor Other type of data gathering device near each individual meter and
communicatlf§8ata back tovirecentrel mbmitorieny andosehtichiodatiordvimsdimitatidntioas previously

meant that a data gathging,ie¥icomusihelogatar WitNm e hatcommunication.Fanee gl each

wireless transceiver, or that separate repeaters must be used to repeat the a from the remotely
located meters to the pEitBIEEo thatEaiersinetePaankaraunichto st ddibiliprsethaiihi the central

location. [0009] Thesepiyaas-afislutignshaveisisaheen Riagues hy-comimsRicalian BrRRIRMS,

including bottlenecks and breakdowns in the chain. Battery and memory concerns render some
remotely located metePCRSRSRLTBTT O 6N A cLaNRRFIS 4% Stahilifierd &l FHETEHe WHHIA & given
geographical area canngeiie dnelegedrinthecanmmsnkcaidnaaiwaik. (00 10]onsanuentissthe

inability to network the var.iouts %%oglr%phicall dis{ributed meters inlho a&aggtggrgteg a}/stem V\{fherein

data can be monitoreap %’rﬁn 5I"§o con?rolfgﬂ)?%lﬁ%ea %Céartm ?3?10%63{.‘8% ﬁaes catiseéd sotme of ﬁ%gtf% erior

solutions discussed abwé@ﬂg&i@pm@ﬁt@dﬁgm@aqummd@ mmqgmmsmmos drive
through areas where mefers ara.aquipRgd Wih limiedhrpadcast capalilities, Mokeover: e,

prohibitive costs associated with installing a great
_individual meter and communicating data back to the central monitoring and

coniroi location. This limitation has previously meant that a data gathering
device must be located within the short communication range of each wireless
transceiver, or that sepafate repeaters must be used to repeat the data from the
remotely located meters 1o the portals so that each meter can communicate its
data up the chain to the central location.

[0009] These types of solutions have also been plagued by communication
problems, including bottlenecks and breakdowns in the chain. Battery and
memorty concerns render some remotely located meters inaccessible, thereby
resulting in a system where all meters within a given geographical area cannot be
included in the communication network.

[0010] : Consequently, the inability to network the various geographically
distributed meters into an integrated system wherein data can be monitored and
also controlled from a central location has caused some of the inferior solutions
discussed above to be implemented, such as requiring meter reading personne! to
drive through areas where meters are equipped with limited broadecast
capabilities. Moreover, the prohibitive costs associated with installing & great
number of portals and/or repeaters in an area so that each individual utility meter
can be networked has stymied the development of wireless automatic meter

reading networks.



number of portals and/or repeaters in an area so that each individual utility meter can be networked
has stymied the development of wireless automatic meter reading networks. 3 [0011] As a result, a
heretofoi@Whdddressed fieed axsls ta oberelonvecthenafistietspéicsahdeshvktclmivigscdaseribed above.

SUMMARY OFg HE INVENT QN I004H &) dasareerdapce with a first aspect of the present invention,
there is provided a method for a gateway node to wirelessly communicate with a plurality of satellite

nodes, each satellite node coupled to a sensing device or an actuator and the gateway node coupled

to a computer, comprising the stepsiof/genRratg Bl oRdcastm@ssage for communication to the
plurality tellite nodes, transmitting during a gateway node transmit communication time, the
broadoadt étage ron T GABIA, HUS L GhEs! HIoPS Saieie RAHES o Gt OIS Ty er of
satellite nodes thahatefwithipaaebagpadehstsanjelofthewateway nedeitecepingtie bfomddast
message from tha, dateway nade atone or f“aOE)S sagllite nedas.on the first 10igal '@éega?é aellite
nodes; executing Iinstructions contained i the roa castgmessage at the one or more satellite nodes;
repeating the brodelcaspiriessageiepoise. combprsiaddiorabsatslignesdes erbddgigianiesiegbeyond

the broadcast range, pile grisvay MedauaNd.communisatingan feknowlsdarms, aar%%w back to

the gateway node indicating receipt and execution of the broadcast message. [001 Ib] In accordance

with a second #$PEHBFHHE PPEYBHEIFRIERI SO HERe NN RHIBE A MTATINIBS IR o ipled to a

Sensor or an aghatar eenfighigaldmaeless\reamipliaicateih agRWRIAOdRCAdPIetie &
computer, comprising: a wireless transceiver configured tq wirglessly transmit and receive
tes d s i

communication& O3hTeif e FHERGE NP AT TR/ b 48k SRR Cton irectly or
indirectly from theegatewais nodes amemosyteleetnodly cotiptdd tolthecalileless fisardteiverd$sr storing

logic refated to proadest communication eesivad Y e Wircless.ranseelyer & Rigeessen glectrically
coupled the Wireless fransceiver con Igured to execute OgICé?InS'[ﬁJCtIOI’]S stored in memory related to
the broadcast cofsmurisation;theghtosidresd masregroly erdexactread by ohel srscdisssodonfigured to

determine _Wheﬁ%&fa&!}%%9%%%%9@%5&9%@%}?5&%@ Qﬁf%‘&@%%&&cﬁk\éeﬁoﬁ{?ﬁuﬁ&%% by the
processor in accordancé with" predetermined identification information _ _
acknowledgement message back to the gaieway node indicating receipt and execution

of the broadcast message.

[0011b] In accordance with a second aspect of the present invention, there is
provided a communication device coupled to a sensor or an actuator configured to
wirelessly communicate with a gateway node coupled to a computer. comprising: a
wireless transceiver configured to wirelessly transmit and receive communications,
wherein the wireless transceiver may receive a broadcast communication directly or
indirectly from the gateway node; a memory electrically coupled to the wireless
transceiver for storing logic related to broadcast communication recetved by the
wireless {ransceiver; a processor electrically coupled the wireless transcelver
configured to execute logical instructions stored in memory related to the broadcast
communication; logic stored in memory and executed by the processor configured to
determine whether the broadcast communication has been previously received and
executed by the processor in accordance with predetermined identification information
contained in the broadcast communication; logic executed by the processor configured
to implement the wireless transceiver to transmit the broadcast communication to one
or more other communication devices within a transmission range of the

communication device but beyond a transmission range of the gateway node; and logic



contained in the broadcast communication; logic executed by the processor configured to implement
the wireless transceiver to transmit the broadcast communication to one or more other communication
devices within exaerembasiba prIvgesor tesligomminitation asvlisevoinlbyysrebectransniissionitange of

the gateway nogle; adaeie hENEHBRRY R PIRER3SRr GARiged 40 Inplemanithe wirelsss

transceiver to transmit an acknowledgement communication message to the gateway node indicating

that the broadEE¥4CERANMREANGATST EtEIvRid AN SSEEHEA Y the CURRINFEHABADEce.
DESCRIPTION OF THE DRAWINGS [0012] Many aspects of the disclosure can be better understood

with reference to the following drawings. ' rawings are not necessarily to
scale, emphasis instead being plg\g@%&gﬁ%ﬁﬁﬁ %ﬁ%ﬂéwgﬁﬁcipals of the present disclosure.
Moreovef{ri 2he drawingsidikeasgkansndetintidiecaisute signate beoerespendong! pards thiougkotut the
several views. J0013] FIG. 1.is a.diagram of the mesh. nefwork with an.a s node.and a plurality of
racio nodes. (004 I T e s Tor
the radio nodesmshbesis. [0825] PrEIBHEecdiagntishthe iesnegvbekroricld ofitha piergld radio

node on layer g highlighted fg-diystratetheepepigrselection prpgessimplemented by.tadig nodes.

[0016] FIG. 4 is a flow chart diagram of the process which the radio nodes of FIG. 1 implement for
selecting a repE&HSFPOF M AR EHIMNG ROith 1B CE¥EHOUEVBY FIG. 1. [0017] FIGS. 5A and 5B comprise

a flow chayg tiagram of thegegisiratipRRMCEIR: IMRBManies i@ radiecpadeat BHd a1y {PR#8] FIGS.

6A-6E are diagrﬁm .0of a mesh network like the network of FIG. 1 with all radio nodes in an
unregistered sta é?’%bli FIG. 7is a diagram of two mesh networks (both similar to the mesh network
of FIG. 1)(@héfein selectiHdi& nedesimaynredister mitth eithenrheshHiGtwiorkit{0B2 @) dieetdhiala
diagram of the m&gq neﬁ%v&gk; afgifoFASSdJ %lowmg the dynamic reconfiguration of the networks. [0021]

FIG. 9 is a diagram of the mesh networks ot FIG. 7 with the radio nodes dynamically adjusted and

load-baldifged] FIG. 3 1s a diagram of the mesh network of FIG. 1 with a single radio node
on layer 3 highlighted to illustrate the repeater selection process implemented by radio
nodes.
[0016] FIG. 4 is a flow chart diagram of the process which the radio nodes of FIG.
1 implement for selecting a repeater for communicating with access node of FIG. 1.
[0017] FIGS. 5A and 5B comprise a flow chart diagram of the registration process
implemented by a radio node of FIG. 1.
[0018] FIGS. 6A-6F are diagrams of a mesh network like the network of FIG. 1
with all radio nodes in an unregistered state,
[0019] FIG. 7 is a diagram of two mesh networks (both similar to the mesh
network of FIG. 1) wherein select radio nodes may register with either mesh network.
10020} FIG. § is a diagram of the mesh networks of FIG. 7 showing the dynamic
reconfiguration of the networks.
[0021] FIG. 9 1s a diagram of the mesh networks of FIG. 7 with the radio nodes
dynamically adjusted and load-balanced.
[0022] FIG. 10 1s a chart representing the distiibution of time slots for

communication between the access node and various radio nodes of the mesh network
of FIG. 1.

4a



[0022] FIG. 10 is a chart representing the distribution of time slots for communication between the
access node and various radio nodes of the mesh network of FIG. 1. 4a WO 2006/031740
PCT/US2005/032433 [0023] FIG. 11 is a diagram of a mesh network similar to the mesh network of
FIG. I illustratifg messdd& consolidation. [0024] FIG. 12 is a flow chart diadiaHFStE#RESsage
consolidation process, as shown in FIG. 11. [0025] FIG. 13 is a diagram of the process for
consolidatin Lg].found messages, . also.shown in FIG. 11. [0026] FIGS. 14A and 14B comprise a
flowchart di%ﬂoé of the ste?:j??al&idsnﬁaﬁr@éifu‘i‘e“ﬁ%d?ﬁ QHicsa it At APtk Biccess
node of FIG. |. [0027] & 11Bustatidiggiesngd eomekrhadefivork similar to the mesh network of FIG. |

illustrating t 3larm reporti@%orpfess ﬁg@l%gﬁldé}A andOJTAt é[;(l)—'028 FIGS. éga.and 16B comprise
: a

flow chart diagrams of the process for communicating large Scale broadeaSi IdLgREthE mesh

network of FIG. 1. [06ROVFIGFIG. ikla diagram of a mesh network that is an alternative embodiment

of the meshrpgiwiork of FIGxi;[QQ30LF-G. - iSrardiagram. of, multipl h networks similar to the
mesh netwgrk of FIG. | coupled to a baé:kgrend comp%ter via a%&é%ggg]%zt\?v%rqu ?ff%%slg isa
diagram of an exempPl#) $8875iBdE%d Shown and described in this disclosure. [0032] FIG. 20 is a

nonlimiting ¢xeBplary diagrare 9 am aseesmnesisasshovn ardaigsshbaddn dis disglosue
DETAILED DESCRIPTION [0033] In additi o0 the drawings discussed above, this description

on.t
describes one or mor& &MESaIM nfé“&%a}ﬁt?g gléafiﬂl‘ﬂﬁ&sa*ﬁ&baﬂ%@%%@&ooéFé@idgs. However, there
is no intent {60&jt this disclBBard iaasiigieaenmifedimeintenesibemintents tlatase sisqlngas herein.

On the contrary, the i t ver al %lternative modificati quiyalents included within
the spirit and scope of this ?ﬂllfggr{)gstﬁ?r%%%w %dg?ﬁ]xﬁggo@r?ﬁgsgggé}%sgg %é%ﬁg? 34] A gateway node
that commulfiéatés with a plilfafity 6fsatdlitéhonesprise flow chart diagrams of the process for

communicating large scale broadcasts throughout the mesh network of FIG. 1.

[0029] F1G. 17 is a diagram of a mesh network that is an alternative embodiment
of the mesh network of FIG. 1.

[0030] FIG. 18 is a diagram of multiple mesh networks similar to the mesh
network of FIG. I coupled to a back end computer via a wide end network.

[0031] FIG. 19 is a diagram of an exemplary radio node as shown and described
1n this disclosure.

[0032] FIG. 20 is a nonlimiting exemplary diagram of an access node as shown

and described in this disclosure.

DETAILED DESCRIPTION

[0033] In addition to the drawings discussed above, this description describes one
or more embodiments as illustrated in the above-referenced drawings. However,
there is no intent to limit this disclosure to a single embodiment or embodiments
that are disclosed herein. On the contrary, the intent is to cover all alternatives,
modifications, and equivalents included within the spirit and scope of this

disclosure and as defined by the appended claims.
[0034] A gateway node that communicates with a piurality of satellite nodes
| positioned is disclosed. Satellite nodes on a first logical layer of nodes operate as
repeaters for nodes not on the first logical layer. The gateway node and each
satellite node communicate outbound messages during a synchronized outbound

communication time. Satellite nodes execute a receiving communication time



positioned is disclosed. Satellite nodes on a first logical layer of nodes operate as repeaters for nodes
not on the first logical layer. The gateway node and each satellite node communicate outbound
messages duri @@Qchronized outbound communication time. Satellite nodes execute a receiving

a
communication time 51 2006/031740 PCT/US2005/032433 that overldsS WRF & HMSitting

communication time for a satellite node on a logical layer that is one layer closer to the gateway node
during the outbound communication time. The satellite nodes also communicate messages to the
gateway node during By ZE0 AT SRR CRsTAMERU e iRa AT s parlh Bade e Butes a
transmitting communikiiaih tive that tvertapswitiactegetin garommunicaliohgme farsosatellite node
on a logical layer thatcigncl)rg‘emlﬁggr closer t(i. the ag[gﬁ?t\(cva% ode durig&é&;e inbound communiﬁzgtion time

so that messages are communicated to thehSa?eway no &S[(ﬁl&)‘;ﬁSf URIES &[le‘ilgﬁlsraagrfﬁso’ifJ m&sh

network 10 comprisinaamessqqied@r'l@aﬁd@hmb@tr@bmtﬁ@mwesicsﬁoh maaﬁi@hgnteinté. The
radio nodes may be rﬂ@&'@@}'yc&é@%e@a%iegfg%b/ngmﬁkesﬁo%feH{adtﬁa%%%g@@f%aw%m gls as a

controller for the group and also as a gateway to a back end system (see FIG. 18). Access node 12
may be coupled by a RIS ERERIRRWEIK '35 1Rtrdite Byde Ehadsital|iurmibetts ane BYICkseEr system

360 (FIG. 18) that may e fsithesinee: chvipiethéad aait@i ndatai el arinscoleatiamandier control
area (such as units 362 and 364% FIG. 18%&003@% Each radio node (such as radio node 14) can
B

communicate with acE8EEHYEE tI?/0 ‘indirectly through other radio nodes. In this
nonlimiting €Xaifiple, the radiiinddes dreriagicdiyeghaupedrin layeisitisie@rsespenddnae tdhe number

of links to communicate with access e hus, in this imiting example in.FIG. 1, radio nodes
14, 16, 18, and 19 arétl %ﬁ%%é)%ﬁrﬁge@ggéé}%%gé r:éa%é?onﬁ%&ée{;gr?g\%% ?ré}gf;%!la ire cﬁ%ﬁ%}%?ﬁ]&/vith
access node 12. [003HEa P iGelks ravks) arguathe- ¢S smaylavitetddslyactmmrinioais leidan RF

modem (or other compuRicAIANITIRBRS ASENAYLIR haasthhatds canfisnrerkio camunypicate two

ways via RF links, as one of ordinary skill in the art would know. Furthermore, éach radio node
includes an RE mode? sy §R& Ry a wide area network 359 (FIG. 18), such as the Internet, to

the back end system 360 (FFIG. 18) that may be furthermore coupled to a central
data monitoring, collection, and/or control area (such as units 362 and 364 of
FIG. 18). | |

[0036] Each radio node (such as radio node 14) can communicate with access
node 12 either -diréctly or indirectly through other radio nodes. In this
nonlimiting example, the radio nodes are logically groﬁpe;i in layers in
correspondence to the number of links to communicate with access node 12.
Thus, in this nonlimiting example in FIG. 1, radio nodes 14, 16, 18, and 19 are on

-layer O ’oecaﬁse those radio nodes have a direct bidirectional link with access
node 12. .

[0037] Each of nodes 14, 16, iS, and 19 may wirelessly communicate via an RF
modem (or other communication means, as known in the art) that is configured to
communicate two ways via RF links, as one of ordinary skill iﬁ the art would
know. Furthermore, each radio node includes an RF modem and one or more
application dependent devices that perform functions such as the following
nonlimiting examples: data acquisition, information display, power up, etc. Thus,
as-a nonlifniting example, radio nodes, such as radic node 14, may be coupled to
an electric meter, gas meter, water meter, or other monitoring device such that
data that 1s monitored and collected may be communicated by the radio node to

access node 12 for communication to the back end system. Likewise, the radio



application dependent devices that perform functions such as the following nonlimiting examples: data
acquisition, information display, power up, etc. Thus, as-a nonlimiting example, radio nodes, such as
radio node 14W'(P%§(}b/8 coupled to an electric meter, gas meter, water meter, or other monitoring
device such thaf Hata1hatis monitored and collected may be communicat8§ By ¥HEY&RBhode to
access node 12 for communication to the back end system. Likewise, the radio 6 WO 2006/031740
PCT/US2005/032433 nodes may be coupled to controlled devices, such as a pump, which may be
turned on and off by tH& d%aﬁol?feﬁ?HB{?‘il"PiﬁgﬂEEHB‘ﬁ deHiTRtnesie By RREPardusl msebe2. [0038]

As indicated above, raatinedagesntidofl byliBe antid dake peataed pRrRiAYEs:0 canchakeammypicate
directly with access nodees%zn.ol eqtzleast this nonlimiting example, as shown in FIG. 1, these radio
nodes 14, 16, 18, and'19 are the only radio nodes in FIG. 1 that may communicate directly with
access nodéM28because adedsdipmed 4R Ve, withinbdecdhnmaniGatioh range loteathrddierriode 14,

16, 18, and 19. [0039L?f&‘§15?@m{ﬁg&f?%f?@tﬂ%@ﬁ%@@ ) gr?g {%ossgt%'%%% Stick ]ﬁ]hat their

respective transmissions cannot be received by access no . Similarly, “transmissions ffGm access
node 12 cannot be reE&NERI B FETEmMEIAHSG radisspoatie. mudssefbrd Sndb.omy 49 rexlibnodes 14, 16,

18, and 19 serve as deuicesdass fawatsing informatiendhatissellasied atihat lagical lagation, but

those radio nodes als{% relrgeat wireless transmissions received from the other radio nodes in mesh
network 10. [0040] In BRERSARTRRP S AN B R farBNa Tl KB TEneS Fhathyais naden4include

layer O, layer 1, layer 26 Jagesd, Bnd layer 4. The various radio nodes are logically located on each of
these five | But as indicated above, just radjo .nodes 14, 16, 18, and 19 have a direc
bidirection;m??vlvith acqegsdﬁﬁeogem 1% ijﬁé)ynr%dsel%éno%l%}é%%ﬂ%/ #B%OQPf'}tﬁ?gcgf‘Hé? 8o nodes
use a nearby radio nodleiorespeldtyic dtdugraisshvas isamlos b toethiy atbepsswrededti2 1ar cmimihicating
with the access node 1.2, Radignodes anlayardeqmmupisate yithadig nades onlayer 0.in order to

communicate with the access node 12. Radio nodes on layer 2 communlcyate with
nodes. Therefore, not only do radio nodes 14, 16, 18, and 19 serve as devices for

- forwarding information that is collected at that logical location, but those radio
nodes also repeat wireless transmissions received from the other radio nodes in
mesh network 10.

[0040] ‘ In this nonlimiting example, mesh network 10 contains five layers, which
include layer 0, layer 1, layer 2, layer 3, and iayer 4. The various radio nodes are
logically located on each of these five layers. But as indicated above, just radio
nodes 14, 16, 18, and 19 have a direct bidirectional link with access node 12, as
they reside on logical layer 0.

[00417 - The other radio nodes use a nearby radio node on a logical layer that is
closer to the access node 12 for communicating with the access node 12. Radio
nodes on layer 1 communicate with radio nodes on layér 0 in order to
communicate with the access node 12. Radio nodes on layer 2 communicate with
radio nodes on layer 1 to communicate with the access node 12. Layer 3 radio
nodes communicate with layer 2 radio nodes, and layer 4 radio nodes
communicate with layer 3 radio nodes.

[0042] As a nonlimiting exampie, radio node 22 on layer I communicates with
access node 12 via radio node 19, which serves as a repeater for communications
between access node 12 and radio node 22. To communicate, radio nodes 22 and

19 are placed within each other’s communication range.



radio nodes on layer 1 to communicate with the access node 12. Layer 3 radio nodes communicate
with layer 2 radio nodes, and layer 4 radio nodes communicate with layer 3 radio nodes. [0042] As a

nonlimiting e@@%&/@g& node 22 on layer 1 communicates with access node 12 via radio node 19,

which serves as a repeater for communications between access node 12 SR YaHEEdE>22. To
communicate, radio nodes 22 and 19 are placed within each other's communication range. 7 WO
2006/031740 PCT/US2005/032433 [é(a)§043] In similar fashion, one or mare radio nodes on layer | may
serve as a p&ter for the FAGIPHYESHMIY 9 BT EMHSrBOPEHI A nBIEs by &35Sy serve as

repeaters for the radiepadgesantayedid nbizaly, theradiburddesas, layks iddaaysage aswapeaters

for one or more of the adip nodes.arvlayer 4410944l shovld-becholid Hhal a6 yarious Iaxers of the
mesh network 10 do not necessarily correspondn 5 an individual node's distance Trom access node 12
or any other radio noblmainsstewgchsadpsaserisioremstetragrtogficht spheaaled ¢ Hoyerrlecessarily a physical

grouping of fgig nodes. Agananliifing£<amale: fadifsnagss op the-samedavst A actialy be

located at varying physical distances from the access node a’nd may not necessarily be grouped
together, but may stilP§5at the Qarp@hiper criispsdregeaditsine Gecedsrsded  ebertheless,

a communication bidigctianal didkoneyde iastallished detwean aay-sadisndea0thinesagsess node
12 of the mesh network 106%%)745\%}??’361 nonlimitin exgmgél)e communic?ﬂon ath 20 ayc?e
established from radfS 58 172 RIS BARDEPA 138'% S nBA& BTG AT g Example,

radio node 17 commumnidates: with sackolmede Ry anibyebS, ivdaich alsargmmmpiunicatesswiibesadio node

24 on layer 2. Radio node 24 on layer 2 ¢ icates with radio node 22 on layer 1 which,itself
communicates with 1l e e s e Bl S e
directly with access nbtle 1 sauis thvantsidireetione tika29 imdy becestaiokished Wroutisitise repeated

hops or transmissions ShrauglIagioRELES.AR 124 Ay 8BLsahilHus Ridlectionallink e engples data

to be communicated between radio node 17 and access node 12. [0046] As discussed in more detail
below, a radio node afteAsestGHinimpidggnesh network 10. . :

[0045] As a nonlimiting example, communication path 20 may be established
' from radio node 17, which is on layer 4, to access node 12. In this nonlimiting
example, radio node 17 communicates with radio node 27 on layer 3, which also
communicates with radio node 24 on layer 2. Radio node 24 on llayer 2
communicates with radio node 22 on layer 1 which itself communicates with
radio node 19 on layer 0. As discussed above, radio node 19 communicates
directly with access node 12 such that bidirectional link 20 may be established
through the repeated hops or transmissions through radio nodes 19, 22, 24, and
27. This bidirectional link 20 enables data to be communicated between radio

node 17 and access node 12.

[0046] As discussed in more detail below, a radio node attempts to minimize its
distance number by preferring shorter routes to longer routes, thereby placing
itself as logically close as possible to access node 12 in terms of the number of
repeats or hops for communicating with access node 12. In this way, each of the
radio nodes of mesh network 10 may be bidirectionally linked with access node
12 through the radio nodes logically located on a lower level, thereby creating the
mesh network 10 of FIG. 1. |

[0047] ~ FIG. 2 is a diagram of the mesh network 10 of FIG. 1 with the
bidirectional links for all the radio nodes in this mesh network shown. As stated

above, each of the radio nodes on the higher logical layer attempt t¢ minimize



distance number by preferring shorter routes to longer routes, thereby placing itself as logically close
as possible to access node 12 in terms of the number of repeats or hops for communicating with
access node éw% &51 %H%W‘B‘y’ each of the radio nodes of mesh network 10 ma /Ube bidirectionally linked
with access node ?; through the radio nodes logically located on a lower Ilével, %ﬁ%ﬂrségﬁﬁgf’eating the
mesh network 10 of FIG. 1. [0047] FIG. 2 is a diagram of the mesh network 10 of FIG. 1 with the

bidirectional links for gl}:eﬁh(?isrt%ggo ?89&% inntg\'s ?}eghsgae}%ork hown. As stated iab ve, each of the
radio nodes on the higher oglca?layer a‘cﬁempet 6 Rinimize 8 ?56%75?107?36 PETI985605/032433
their distance to accepssiivdedl? bycswaretirg fon fepedersmmat closeh?dgicalty goasitipned to
access node 12. In fogysipg.nn ragie nqde 19, itiserves gsa & eater for I oth Ik dig nodes in
this nonlimiting example. Although q(r)mmunic%tion link 20 fag?%rleaé§£oe§r§§§§érib§%] aoggré, radio
node 33 on layer 3 cEPAALECALSS Witk 28875 Aberd pReshIferctibed rhats.riedie poderd Iagrelayers a

repeater for communigagiRg:with4adio aedaitoddkewiseniadianonRi3sef/aves, 3 5emmunicates with
radio node 36 on layer 2, which itself communicates with radio node 22. And, as discussed above,

) A
radio node 22 commUFREAIES Rifi? PABIL F5HE 18P 2 ReRedib et du66% 50028 Rt hEBEIY supports

an additional bidirectidrahiinkicarshethautishiodighoraditanedeswadniayetdmhanediayend, and 44

on layer 3 to radio nod%. 46 on ﬁyer 4, Conse uegtl access nod may maintain bigireé:tional links
. . rla l% néu e 22 Anc, as {iscuss bve ll'fl 10 node COTITL nscatcés wit aa lf
with a theoretically unlimited number of radio nodes logically groupéd around access node 12,

provided that a sufficiepdenlintedasttivedabliomodes may serve as repeaters for nodes positioned on

logicaly lowghgimbered laygs, (30491,9usaballe rasianades Winkshate e samepes(ic laver

number, some may be more suitable than others for serving as a repeater for radio nodes on logically
higher numbered layefs0sth 43dig Bifereltritdetlebhyadiyaicdesd Hisuulietidegieaesteability to

serve as a repeater, egChnrasliernde i JaRSAINCANREK A0R0MPHISS Ahidetermings: dishRowRs number.
In at least one nonlimiting example%,?iadio nodes with higher power number values are generally

deemed to be more stithbfelBROTE ke R PR RTTIRS TR 1BGAss Jesieally grouped around

access node 12, provided that a sufficient number of the radio nodes may serve as
repeaters for nodes positioned on logically lower numbered layers.

[0049] Out of all the radio nodes that share the same specific layer number, some
may be more suitable than others for serving as a repeater for radio nodes on
logically higher numbered layers. So as to differentiate between radio nodes
based on the degree of ability to serve as a repeater, each radio node in mesh
network 10 computes or determines its power number. In at least one
nonlimiting example, radio nodes with higher power number values are generally
deemed to be more suitable as repeaters than radio nodes with lower power
number values. As discussed in more detail below, each radio node computes its
own power nuinber and periodically informs its neighboring radio nodes of its
determined power number. The process of doing this may be worth given some .
consideration: '

[005G] ‘ As a nonlimiting example, the power number may be in the range ofOto 1
and may be computed based on the following formula: |

PN = Xbattery * Xbuffer
In this nonlimiting example, Xbattery is a coefficient in the range of 0 to 1 that
corresponds to the battery status. A value of 0 corresponds to a discharged
battery, while a value of 1 corresponds to a fully charged battery or constant

POWCET SoUrce.



number values. As discussed in more detail below, each radio node computes its own power number
and periodically informs its neighboring radio nodes of its determined power number. The process of
doing this ma%@B% worth given some consideration: [0050] As a nonlimitin%exam le, thegﬁower

number may PRE ARG Gifén 985?8?% a: PN =

e in the range of 0 to | and may be computed based on the
Xbattery * Xbuffer In this nonlimiting example, Xbattery is a coefficient in the range of 0 to 1 that
correspond&to the battery gtatus. A value of O corresponds to a discharged battery, while a value of |

correspond{6 H fully char élbeﬁ'éﬁ‘fe&b&}f?&&hss?a?ﬁeﬁt}w}éﬁ' Thiie e end Lo pTerRpnding to
PCT/US2005103243the]253ddkiketisaraxbButieavai kisioefieinny indhalirngfoabréopbads iespeonding to
the message buffer siaus, o1, Avaianie memany  Ayalue.ofd£areaponds tohe otign thay the buffer
memory of the radio node is tull.' Tn this' Sttation. the radio ‘node cannot serve as a repeatér due to the
fact that its memory isdd¢l chnursérg ssaaaegptatdue itvstantes Weiyto crameydh fhlit tetadie node

stores messages  recgived:ffom,nadgs-emshighenlayers.iharapytilizing a,gertain.amaunief memory

in the radio node. Thus, if the radio node has o available memory for storing such messages, it
cannot act as a repedféfiYSRelifEe nedesi R JrEheT treBuffasrabatddilininma treitaine 4MeY8REGE buffer

memory is empty anchgbBiQrethinessageddn mansit (RORZ:Fash.afdthesadianodaspbrmeash network
10 has limited visibilit%/ and communicability in the network topology.. Stated another w%y, ach radio

node is logically awat &3PG B APEEARETy HISBPLCT G SRR TERRAS e st i A rbin iFe t
communication. As desfitibetiabovezwhint alradienage préparasmorseiidempnessagariosageess node

12, the radio node makes an ins{antatneous decision about which of its nearest neighbors to use as a
messages 11 ransi

repeater for relaying a message to the access node 12. Likewise, the radio node that is selected as a
repeater in t0MA2follows theFsamelipliocest anddshodsassbnecob ik ndabast imigidbuistohtn dower

numbered layer for S%B‘Q%ﬂﬁcéo{ﬁg‘%ﬁtﬁ{etﬁef&%@téﬁéis : dé‘&?eé’r%né{laé?i%é@?&& Ay asHenal

communication link, such as link 20 in FIG. 1, is establishe
logicaily aware of its nearest neighbors, to which it may establish and maintain

direct communication. As described above, when a radio node prepares to send a
message to access node 12, the radio node makes an instantaneous decision about
which of its nearest neighbors to use as a repeater for relaying a message to the
access node 12, Likewise, the radio node that is selected as a repeater in turn
follows the same process and chooses one of its nearest neighbors on a lower
numbered layer for serving as a repeater to reach access node 12. In this way, a
bidirectional communication link, such as link 20 in FIG. 1, is established
between nodes that may not directly communicate with access node 12.
Nevertheless, each of the radic nodes in mesh network 10 makes s own
determination as to which radio node to use as a repeater, which may periodically
change’ based on power numbers and other criteria, as described below.

[0053] | FIG. 3 is a diagram of the mesh network 10 of FIG. ! with radio node 33
on layer 3 highlighted to illustrate the repeater selection process, as described
above. Radio node 33 has a communication range 49, which means that radio
nodes 17, 27, 38, 42, 24, and 36 are within range of direct bidirectional
communications from radio node 33. Likewise, in this nonlimiting example,
each of radio nodes 17, 27, 38, 42, 24, and 36 have a transmission rénge that
overlaps and includes radio node 33. (The transmission ranges of these
respective nodes are not shown for clarity, but in this nonlimiting example, their

transmission ranges each encompass radio node 33.) In this nonlimiting example

10



between nodes that may not directly communicate with access node 12. Nevertheless, each of the
radio nodes in mesh network 10 makes its own determination as to which radio node to use as a

repeater, Whiggﬁga%lgﬁqg ically change based on power numbers and otkll%rTcUriterOig as described
below. [0053] . 3'Is a diagram of the mesh network 10 of FIG. 1 with radio AR %’53 3?13Iayer 3
highlighted to illustrate the repeater selection process, as described above. Radio node 33 has a

communication range 49, which means that radio nodes 17, 27, 38, 42, 24, and 36 are. within range of
direct bidirectional c&f %&?ﬁ‘gﬂ f@nﬂi&%‘rﬁad@%.nff%\ﬁsgf‘ﬁ tﬂ?%e%ﬁﬁm‘ﬁ%ﬁﬁ’e%faﬁ fe, each of
radio nodes 17, 27, 38ydéR, 124 2dnd B6tha¥é ar ténsmidstoresangepthet tvertaypsianchimgudigls radio

node 33. (The transmisgégsnn{)%qgg of these respective nodes are not shown for clarity, but in this

nonlimiting example, their transmission ranges each encompass radio node 33.) In this nonlimiting
example 1000%8)2006/031740 PG HOS200810522438 Df pddBh preesssrio ¥ariebFIGio31a¢is ide 33

must determine whichof (aelior RRCSS dk/inihe 3 nfdvort PO PR REICR, A3 BIRREARPINer for

communicating with access node 12. [0054] FIG. 4 is a flow chart diagram 51 of the process in which
radio node 33 (or an§EHRIHERHBE U IrfFiESh PRAGdrk 10YBRRCERBYTEIERIe i PP TEPedter for

communicating with aggessnedepdadel) pARGRMETNEINGHIE Progesmivica/lBcING AsERAtST, radio
node 33 monitors for ¢ mmur&ications}%}/ other neaery rg%io nodes, as shown in st;g §4. Thjs
monitoring process isrﬁ()%ﬁorrl&éea’ 65ri% |‘c7"élll3}lb)? e gdi I(gdg?,nétﬁﬁnfﬁ dVESEY ShePHORTTH ing
example, this monitopiwr@qﬂuaﬁss_hyisﬂwmrﬁtedq&b&stadtﬁm Ralisinade 33 dngagesimtpis tls'kening
mode because other pegiyadiegedes mavnelude Raft e IRyalo NRbesand.pawerymber in

. I
regular RF transmissions. While continuously receiving these transmissions; radfo hode 3

establishes a list of négitijnsoiede fhserihe it cordmurtdationsy deciiswbrih sep®Tr In at
least one nonlimiting gxaople,dHisdist s.sartintousiadivsted, Hiking dist mayalsa bR adysted

according to any predetermined period, as one of or_dinaéy skill in the art would also know. [0055]
Once the list is estabf&HaUPFatierhSHETESingagrdin WEp 38, stiRkiiissHelist of nearby nodes

from the monitored communications, as shown in step 57. In at least one
nonlimiting example, this list is continuously adjusted, but the list may also be
adjusted according to any predetermined period, as one of ordinary skill in the art
would also know. |

[0055] Once the list is established, radic node 33 engages in step 58, which is the
ordering of the list of the nearby radic nodes based on the layer number,
ascending, as primary criteria, and on the power number, descending, a secondary
criteria. The following table represents the ordered list of nearby nodes for radio

node 33 (FIG. 3) based on its surrounding neighbors within communication range

49 (FI1G. 3).
Node Number Laver Number Power Number
24 2 1
36 3 0.75
27 3 i
38 3 0.5
17 4 0.9
42 2 0.2

Table 1. Ordered List of Nearby Nodes for Radio Node 33 of FIG. 3

3!



ordering of the list of the nearby radio nodes based on the layer number, ascending, as primary
criteria, and on the power number, descending, a secondary criteria. The following table represents
the ordered Iist8f nearbénodes for radio node 33 (FIG. 3) based on its surrounding neighbors within

communicatioh razﬁ%6é03 {(FIG. 3). Node Number Layer Number Power NUTHBErs 2. 5513129?5’6 20.75 27

31 3830.5 1740.9 4220.2Table I. Ordered List of Nearby Nodes for Radio Node 33 of FIG. 3 11
WO 2006/031740 PCT/US2005/032433 [0056] Radio node 33 advances to step 61, which directs
radio node $¥t8move to A AEFiRANERSE FaGIEPd iR ses bRt P BRSPS than a

configurable thresholeheAsoatardimitngexamyale, iomdionade s configured: sudksihakany power
number less than 0.5 is deemed tp b usable as, a repeater, radio ngde 4 uld be.moved to the
bottom of the list aCCOCtpdll(%l% ggsfg’etgrg%(%%er& tﬁgﬁﬁlﬁnﬁl% e o‘?ﬁér‘%ﬁﬁ% (:?roe5Vr¥e;’)yésr(‘f.]n g\%uaegcussed
above, radio node 42 swdythabwvey ppeweumbmidesschn 2 dues tizdisdd v battengadilanemoryestatus. Thus,

because of this low nuRer, 39w Nd8 g3 WdsSabIe 8% 37 GRS ARELLIR, aeFdinaly

eliminated from further consideration as a repeater. [0057] After reorganizing the list of radio nodes,

radio node 33 thereaftéfugiatbihiimadanseEreeaYrs ~numishcasserahaf ROHPREaE tBBYof the list

is -above the configurahle thipsheldufingt simenaing:that thawemernymbemisyoalaw 0. Fiigsthis
nonlimiting example - radio nog 33 resorts back {o step 54 and again commences monijtoring for

communications by n&8FBYHOGEET R PR JAEI PARTtinY HGTHRP FatiG ATRFE Bhal Al Serve as a
repeater. [0058] In thiscoemingitng exanepl&andasahoniderdiablesls frgdiadode 24 does indeed have

a power nuiplgsfhat s orealeInan0.2: 450 G A1RY SOMEHL4a004055.24N3 HausRgumber of
. Radio node 36 in this nonlimiting ‘

determines whether the power number of the radio node at the top of the list is

above the configurable threshold. If not — meaning that the power number is

below 0.5 in this nonlimiting example - radio node‘33 resorts back to step 54 and

again commences monitoring for communications by nearby nodes for the

pufpose of detecting another radio node that may serve as a repeater.

f0058] In this nonlimiting example and as shown in Table 1, radio node 24 does
indeed have a power number that is greater than 0.5. Table 1 alsc shows that
radio node 24 has a layer number of 2. Radio node 36 in this nonlimiting
example also has a layer number of 2; however, its power number is 0.75, which
18 lower than the power number of radio node 24. Accordingly, radioc node 36 is
rated below radio node 24 as a potential repeater for radio node 33.

{00591 Radio node 27 has a layer number of 3, which is higher than the layer
number of both radic nodes 24 and 36. Accordingly, even though radio node 27
has a higher power number than radio node 36, its higher-valued layer number
causes it to be placed third in the list of potential repeater nodes.

[0060] Likewise, radio node 38 is placed fourth in the list of potential repeater
nodes behind radio nodes 24, 36, and 27 due to the fact that it is on layer 3 and
has a power number of 0.5, which is at the minimum threshold. Finally, radio
node 17 is placed last on the list of nodes that may be used as a repeater
(irrespective of disqualified node 42) due to the fact that radio node 17 resides on
logical layer 4. | :

| [0061] After radio node 33 has executed steps 54, 57, 58, and 61 of FIG. 4, radio

node 33 selects the node at the top of the list, which in this nonlimiting example

12



example also has a layer number of 2; however, its power number is 0.75, which is lower than the
power number of radio node 24. Accordingly, radio node 36 is rated below radio node 24 as a

%Eﬂ%{jio node 33. [0059] Radio node 27 has a layer number of 3, which is higher

potential repe&;grzg
than the layer number ot Both radio nodes 24 and 36. Accordingly, even tﬁ&jﬁﬁsﬁgﬂ‘?@%?ﬁa 27 hasa

higher power number than radio node 36, its higher-valued layer number causes it to be placed third
in the list of potential repeater nades. [0060] Likewise, radio node 38 is placed fourth in the list of

potential repeater nofe@Behiff$atiio nBade W63 3893 adis PRAfact tifat & EERARIEY &3 and
has a power number of:@ubuniithgissaihiheduninods threshkeddy Firallygradiadinadedk! ismplaged last on
the list of nodes that may be u epeater (irrespective of disqualified nqde 42) due to the fact
that radio node 17_reS|d‘}e('§'nof'£1l o§i'c;aezxsl %ﬁ%ﬁﬁﬁéﬁ%@e? ngig{rn%léghﬁ “éogﬁlei cfﬁ%%’%ﬁsé %54, 57,
58, and 61 of FIG. 4, satdis dictrsBdaienisitie todeptatiectopiahte kshsvhictdianthisiodifikhiting

example 12 WO 2006(031140.P] (5705105705 imearlnadk 24 Rasinungds, 37 selegts radio

node 24 as a repeater for communicating with’access node 12, thereby forming a rectional link as
shown in FIG. 2. Bec&O8diEnsitafidi#i8de of mesh network 10 executes this series of steps

independenthdhie repeating seustescace1constinalag andhivodiiadidynamicaily ﬁ&dxﬁpmfwwsly by the
mesh network 10 itself based on the actui!i 1]%? ditions jn the field. [0062] Access node 12, according

to this nonlimiting exathFE WAL RS ABLE S KPRFAHIE SPUSRADIIY 1B F%?f@fﬂﬁﬁa%{g§5s shown
in mesh network 10 oFIBIG. 2!dnitimeraradinodeses afeshesbrneiivotk il mryngbangripositiar in the

network (such as, as ge%&limgirgg %ample if.a radio node is egsaitii%ed on a floating% ﬁevice such as

ad d
. a5 a nbnhrm%n £xX O NOAES. 1§ DOSIHL 11 ,&
a buoy that moves in and out Fcommunication ranées o ‘other Vafious Tadio nodes A eoreby

resulting in the periodﬂ%éi@(@)ﬂlﬂéﬁ)fudf tedesetiesrop steps foi seledtingmenicepeatmgaoates to
-access node 12. Accqiglinglyy; He- kol aede et Showm i F}Hﬁe%) ¥ipsriogically chapae, thereby

g
ensuring that each individual radio node has a list of potential can i%éltes for serving as a repeater for
communicating to accsEEsfieps for selecting new repeating routes to access node 12. Accordingly,

the list of nodes as shown in Tabie 1 may periodically change, thereby ensuring
that each individual radio node has a list of potential candidates for serving as &
repeater for communicating to access node 12. |

{0063] . Asan additional nonlimiting example, radio node 33 of FIG. 3 may be a
node that is newly introduced to the mesh network 10, or a radio node that has
reappeared due to a recent power failure, etc. In this case, radio node 33 is
configured to implement a registration process with access node 12 after initial
power or after having lost communication with all known neighbors to transfer
from an unregistered state into a registered state.

[0064] FIG. 5A is a flow chart diagram 68 of the registration process of a radio
node to the access node of FIG. 1. As indicated above, when a node is nttially
powered up or has previousty lost communication with all known neighboring
radic nodes, the radio node proceeds to re-register with the mesh network 10.

[0065] Steps 54, 57, 58, and 61 in FIG. 5A are executed, as déscribed above in
regard to FIG. 4. After determining that the power number of the node at the top
of the list is above the ‘configurable threshold of step 62, which in this
nonlimiting exampie is radio node 24 for radio node 33 in FIG. 3, radio node 33
thereafter sends a registration request message to the access node 12, as shown in
step 69 of FIG. 5A. More specifically, radio node 33 wirelessly communicates a

registration request message to radio node 24, which serves as a repeater for

13



[0063] As an additional nonlimiting example, radio node 33 of FIG. 3 may be a node that is newly

introduced to the mesh network 10, or a radio node that has reappeared due to a recent power failure,

etc. In this cags, 59%948#9%? 33 is ‘configured to implement a. registration RIRGESS with access node 12
er

L ) o ) . S2005/032433
after initial power or a aving lost communication with all known neighbors to transfer “from an

unregistered state into a registered state. [0064] FIG. 5A is a flow chart diagram 68 of the registration
process of a radio node to the access node of FIG,.1. As indicat boye, when a node is initially
owered up o has pARTETS T SROTERIO AT AR D ASORG TS TS5 e radio
node proceeds to re-rgyisteshwith thestmasiZnatd/ Gk AOF[0D6T]. Steps®i 53(&82ane26knd FIG. 5A are
executed, as desc“b?%@%\éﬁé'@teéﬁg?idak% RIS of-iiess ,t%%'“é@%@%t aﬁaﬁowserreumb&w the

el oV Ido

node at the top of the listis a the configurable thresho step 62, which in this nonlimiting
example is radio nodédaersrirdlibnduie BetinnGtheg, messegsoragBisaieshftemsedds rode didtration
request message to the f6GeSS BREe4.2, as shown in step 69 of FIG. 5A. More specifically, radio

node 33 wirglessly communicates a registration request message to radio node 24, which serves as a
repeater fortP880 2006/&1%@%%)%?@/6@&9%&%%%%%%%%@ 5540 nodes

22 and 19, and then aheteepeass odehilohphsviliovihénnsienid Zrarttd 4 MfdGpadiiAsyadio nodes

24, 22, and 19 implemen sieps 12,80, 14,01 FIG, B cach.f these nodes insers fis,qun address
into the data section 6f the messaae communriicated from radio nodeaéa?,, §4%hotun i setnep . [0066]

Eventually, the messagessachés’dcoatshotiect oadwiri’gtmmgfttam@dﬁmahe Fepesatingiroute
through which the message fravsledl, More.sesificalisibe; [egisiration raquest message would

include in its data section the sequence of repeaters 24,722, and 19. Access node 12 thereafter saves

this route anB¥8dés it in rev@r§E&fo? Botisminieenidefuliieanressagis 1fd madisheose 183067 In FIG.

513, step 77 providesdhat aeCRs5:RAGeh 1RJHaY #RA0SR taARCRRIPhAEM; thesagisiratiopKeguest
message from radio node 33 based on the DNA number of requesting node 33. The DNA number is

an identifier that indicAtEP Y& CRLFUEE S MHormatiol SUCA JASDERSIBnah ERRUSRE Hihanditres

application device specific information such as version, hardware capabilities, application
ID, owner ID, etc., as nonlimiting examples. ,

[0068] Access node 12 may be configured to accept or reject classes of DNA
numbers. As a nonlimiting example, access node 12 may be configured to
support several different types of applications on the same infrastructure, or may
be likewise configured to restrict usage to one or a fevﬁ select applications. Asa
further nonlimiting example, access node 12 may be configured to accept DNA
numbers corresponding to electrical meter applications, gas meter applications,
water meter applications, or some further configuration thereof.

[0069] Access node 12 determines whether 1o accept or reject the registration
request from radio node 33 based on its DNA number in step 77. If access node
12 denies the registration request from radio node 33, radio node 33 resorts to
step 54 (FIG. 5A) and again begins monitoring for communications by nearby
nQdes"bin an attempt to find another access node for establishing communication.
However, if access node 12 accepts the registration request from radio node 33,
access node 12 stores the repeating route (via radio nodes 24, 22, and 19), as
shown in step 79. Furthermore, access node 12 communicates acceptance back
to radio node 33 via the same route, but in reverse. More specifically, the
communicated acceptance travels from access node 12, to radio node 19, to radio

node 22, to radio node 24, and finally to destination radio node 33.
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ID, owner ID, etc., as nonlimiting examples. [0068] Access node 12 may be configured to accept or
reject classes of DNA numbers. As a nonlimiting example, access node 12 may be configured to
support sever&l d#fﬁe{%}g%pes of applications on the same infrastructure, or may be likewise

rc

configured to reos ic /usage to one or a few select applications. As a furtherr ﬁ%‘fﬁ’ﬂ@zggample,

access node 12 may be configured to accept DNA numbers corresponding to electrical meter

application meter applications, water meter gpplications, or same further configuration thereof
10069] Accald Ride 12 detéhrireL UHBMEP R B ERIcTb A Y YUBAHEHGRO KBRS Pradio
node 33 based on itsBddAingINtber insisjoiing If modessonatiecct 2 geniemitwisagistatiomeadguest from

radio node 33, radio nagERIESRIGIEP B (I, SkANG againbeaine mopliorng for o
communications by nearby nodes in an attémpt to find another access node for estan |snf$ing
communication. Howd&iiéH1irieeéwnpogdty peagidupisahiediegistetiohhrentiekbdrom ratiionadele 33,

access node 12 storeg{ie GRGAMIEINE LUAJPHIO ROHES iR d r8RE 1Sle %%agﬁﬁ@%ﬂé&‘é’tp 79.

Furthermore, access node 12 communicates acceptance back to radio node 33 via the Same route,

but in reverse. More SPERFAEAHT TRPOREtmirHaliralor sigRre YH\ & R HTaRsPEEE R0 dE2ED , 10 radio
node 19, to radio nodep®?, tenfisiosivedend, andttinallyda-destination meio RodedB. 14 Wik

2006/031740 PCTUSSZ%%}?{Q%%Q?& [191 70 @s a n?glimitin exagjlﬁ)lg, in(ﬁtead of a neng installed radio
node initially resorting X0 4 moni oring rﬁo £'18 detet Commudmitationt 8n’i“?ﬁj§apﬁ)§)’ e fing radio

nodes, the radio nodesettay ansteadredin transmitiengriknd inkiakzationgignalit ds:neighbasitg radio
nodes. The neighboriﬂgtﬁg%%ﬁq%%%mthin the transmission area of the newly installed radio node
may be configured to thereafter respond to the initialization signal with a reply transmission. Each
reply transnif$sibh may confeigipevady nlimsarstiativasivetiiastides 3syacheonizatiiflinfamaation. The

newly installed radio peglgimayithereafish salesha seneatenradia nede Aadesaibesabqyg.and

register with the-access_node in the mesh network. [0071] Additionally, the registration of radio node

33, as shown in FIG. BENad s ety if Bt Gad iFE 3etenr d0dS @ ORFSE REWEH 10

where other However, circumstances may arise when mesh network 10 is composed of 100%
unregistered radio nodes around access node 12, In this situation, none of the
radio nodes transmit a registration request because the radio nodes do not proceed
beyond step 54 of FIG. 5A due to the fact that each radio node remains in an
endless loop of monitoring for communications from other radio nodes. Stated
another way, each of the radio nodes listen for one another to initiate a
communication, but becausé none of the radio nodes are registered, no
communication is initiated from any radio node. Accordingly, FIGS. 6A-6E are
diagrams of a portion of the mesh network of FIG. 1 configured such that all
radio nodes are at least initially in an unregistered state.

f0072] To initiate the registration process of the radio nodes in mesh network 80
of FIG. 6A, access node 12 broadcasts a synchronization message which extends
to broadcast range 81. Broadcast range 81 encompasses radio nodes 82, 85, and
87 on level 0. Radio nodes 82, 85, and 87 receive the synchronization message
from access node 12. Because each of these radio nodes determine that they may
directly communicate with the access node 12, they logically orient themselves
on layer 0 in mesh network 80. The synchronization message broadcast by
access node 12 s broadcast periodically by access node 12, as access node 12
may be unaware of any power outage causing all radio nodes to resort to an

unregistered state.

15



radio nodes are already registered and mesh network 10 is an operating network. However,
circumstances may arise when mesh network 10 is composed of 100% unregistered radio nodes
around acce §99 %32'.7|n this situation, none of the radio nodes transmit g regﬁistration request

[ es

because the radio no 480 not proceed beyond step 54 of FIG. 5A due S AP A R ch radio

node remains.in an endless loop of monitoring for communications from other radio nodes. Stated

another wa h of the radio nodes listen for one another to initiate a. communicatign, but because
none of theﬁoﬁj nodes ar§F§§@8f§ai W nc%ﬂﬁ‘gﬁ?ﬁ‘igﬁf @ﬂ%&%@ﬂ%ﬁ??ﬁdﬁ% Hotales
Accordingly, FIGS. 6A26E5aned diagraimts ofith portiomaddtie meskvnatinariedf detGofkc@infigBréd such

that all radi d ast initially, nregister tate, 10072] To initiate the registration
Drocess of the racio 1o B1e e e S ] S B

synchronization mess&gesiabléshadenedidr i Hsk rapgaSEsBrodritast range 81 encompasses
radio nodesi§#:485, and 87pndevel . Radio Bodas 8285, gnd.B7 regeivedhesypchigRization

message from access node 12. Because each of these radio nodes determine that they méﬁ/ directly
e

communicate with the" 4 URSSIARTEIEbAGeESy M9Gfck S Hshitvd L stdis nedrtal e r’d:iR mEshHetwork
80. The synchronizatiha: messae oadeasiinatiaecesganetadid inisogdcastpargnlisatyohy access

node 12, as access nodg, 12 may.be unaware qof a wer. out causing.all radio nodes to resort to
an unregistered state. E%vé%o&%féﬁf‘?% 5@??&%2%5%%2%%38f0ﬁ?3?ﬁ%\?§%ée soslfdu n
broadcasting the syntiwedizsitiongnessagess racio hhdes 821 85yandiBy registeiwiimascesshode 12,
as shown in mesh nefjo ind . ifical radi s lagigally orignt
peotto 8Q 16 er%?ir MQE&&H%M %%1 l‘g}ﬁﬁaﬁm@‘%@dé‘s‘)@? . ,2_5 03!%5 g9

themselves on layer O and establish a direct bidire access node Once these

nodes 82, 85, and 87¢cateblishiemsal viseds nedpeetilesitd damiskionsrolitembreseiandd £3. and detected

by radio nodes 91, 9305, aRd: 9/ thak-are iR thacormuRication sangs.afikadi rgsles 82, 85, and
87, as shown in FIG. 6C. These radio nodes 91, 93, 95, and 97 are positioned beyond the broadcast

range of ac¢&¢&hode 12, biif ABEREYSHE %Wé‘oiﬁlﬁ%i@?ﬁé‘?ﬁé’ﬁﬁ@%ﬁ@ﬁ@%ﬁ&é&i%ﬂﬁi&eépf
Accordingly, each of radie nares 8193985 IndeB dogical layer 1 are detected by radio nodes 101,

103, 105, and 107. As likewise discussed above, these radio nodes 101, 103, 105,
and 107 iogicall.y orient themselves on layer 2 and utilize the radio nodes on layer
1 and layer O- as repeaters for communicating with access node 12. Thus, the
mesh network 80 of FIG. 6F is reestablished as all nodes in the mesh network are
registered and bidirectional links are established with access node 12.

[0076}] Each registration request message received by access node 12 contains the

repeating route. For example, in FIG. 6E, a registration request message sent by

- radio node 105 contains in the data section of the message the sequence
pertaining to radio node 95 and radio node 85. Access node 12 stores this route
in a table and uses it when access node 12 sends a message back to radio node
105.

[0077] Each time radio node 105 chooses to use a different repeater to send a
message (assuming as a nonlimiting example that a node appears on level | as an
alternate to node 95, which is not shown in FIG, 6E), the new repeater inserts its
address into the message, thereby informing access node 12 of the change. This
rule is repeated by all repeaters on the path between radio node 105 and access
node 12 so that all changes in the route are captured in the message, thereby
informing access node 12 of the latest repeated route to radio node 105, Thus, as

a nonlimiting example, if radio node 105 had an alternate route through radio
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establish themselves as nodes on logical layer 1 and rely on the nodes 82, 85, and 87 on laver O for
communicating with access node 12, as shown in FIG. 6D. [0075] As furthermore shown in FIG. 6D,
the wireless %qg{w&i&ﬁ&gns ranges of radio nodes 91, 93, 95, and 97 on Io%ical Ia%/er | are detected
by radio nodes ) , 105, and 107. As likewise discussed above, thed& é‘éﬁ%"%‘b‘é§3101, 103,
105, and 107 logically orient themselves on layer 2 and utilize the radio nodes on layer i and layer O

as repeaters for communicating with access nqd . Thus, the mesh petwork 80 of FIG, 6E is
roestbishod 26 all TR TS FOT BRI 05 e S NEEHBP ST R B betabishedt

with access node 12.tf00gH ﬁd@n@@%&%m@mmquemmsage raesivediby amsdimgla@ contains
the repeating route. EaExaMmplg. EIRalie [E9 AT BRIRAUSSHIGSER0R SENLPY Ao pode 105

contains in the data section of the message the sequence pertaining to radio node 95 and radio node
85. Access node 12 shsresuthistrigtecinnatatdoager usedablghenaleessndbe raisenddeal fessage

back to radio node  1Q7,[RQZELEACHE #adiQ noden > whoasesie- uss A diMargRbIeRealar to send

a message (assuming as a nonlimiting example that a node appears on level | as an alternate to

d
node 95, which is notERbWH IR BB BT e Hépedntrnmed td i llehesuinfehdsiadsage,

thereby informing acagsteodesl2cetitlie Glfanggiobhis rigdsirapeasam byt repeaters amdhke path
between radio node 105 and.access. n% el2sot atlglél changes in the route are ca red in the
elet

t
. pbmmunicatlons back 1o 1 Q . revious routes are not
message, thereby |mporm|ng access node fﬁ O? ﬂweﬁatest repeatedrroutge 0 radio rl(i3 e g%-eThUS, as

a nonlimiting examplejnfradiscd edelkdfahac anthitessatkatobeepthfeughrratier 184 @ @00B4331740
PCT/U82005/0_32433n&q9§n9azeﬂp\1%¥£r 1_, radic_) node 105 could use the route through radio node 97
or through radio node 95 for cornmunicating with access node 12, depending upon whatever route
was availablé®dRH most dediretrat gt qdinsverorfinfraameriberatiess fuifsd deivarasvifonger

available to radio nodg,1{l>, fadigenode.l Asaworidigelaaline,olle that is,assurping thgsihe other
was still available at that time. Either way, access node 12 is informed of the latest route and

thereafter updates ittt MASTREatolEth e g4 PHIO - ARFhERE 1085 1B CATKINIEHR IMCalfons back
to radio node 105. Preitiouts radtesaibniiahseleiegiduiddenode 105 could be configured to notify

the access node 12 that it had selected a new radio node, such as radio node 97, as
its repeater for communicating with the access node 12. Upon receipt of this
message, the access node 12 could be configured to save this new routingr
information in similar manner, as described above.

{0079] The discussion to this point has involved a single access node with
logically positioned radio nodes around the single access node, such as access
node 12 in FIG. 1 of mesh netwofk 10. However, a situation may exist where
multiple access nodes exist in geographical proximity to each other such that one
or more radio nodes may dynamically align from one access node to another,
depending upon the relative logical layered positions that the radio nodes can
achieve respective to the access nodes available. As a nonlimiting example, the
access nodes from a plurality of different networks may be in proximity to each
other where the radio nodes may be able to comumunicate with multiple access
nodes, even though the applications associated with each access node may be
different. Nevertheless, even in this situation, as long as the access nodes do not
deny registration to the various radio nodes dispersed in the mesh network 10,
then the various radio nodes may register in each o.f the networks at different

tirmes.

17



simply used as alternatives in the case that the preferred route or latest route does not ultimately
work. [0078] As an alternate embodiment for informing the access node 12 of a position change in the
radio nodes etwork 10, specific route change messages may be issued by the radio
nodes each gﬁhg%]ﬁé&c%r%%n%nication route is altered. As a nonlimiting exam I%?/%Pgsﬁ%g@i%‘ could be
configured to notify the access node 12 that it had selected a new radio node, such as.radio node 97,
as its repeater for communicating with the access node 12. Upon receipt of this message, the access
node 12 co @%Bj configurg%? %2 vé ?grﬁ%ﬁ%ﬁ iﬁ_rbeg'h'f(‘?)ﬂﬁ H"ﬁﬁ%’rﬁﬁ%‘? Frannar, 5‘3%’5‘}§&ibed
above, [0079] The diseissionio thikpaintpasmuotuber @ Sithgleadcassveddesiitin [Bgieally positioned
radio nodes around M EingleaRERA UGBS AP AECEIRANANEGHS I G QM asNEMOTK 10.
However, a situation may exist where multiple access nodes exist in geographica prommHﬁy o each
other such that one cicAieTETERIID harres speapdyrrsimicaNg b frerpdormemscesss maltel 1§ afother,
depending upon the relativslagiaak layarpePeRiioRs dhat theraliadedes calAehiguR rRsRRCtive to

the access nodes available. As a nonlimiting example, the  access nodes from a plurality of different

networks may be in pFoSRRREF RreEeRCSter Whide 1L Faamhiee enthyneratid 18 commtmitate with

multiple access nodesiueaien tioagb Hadaphisations.esspaiatedniti@aaharsess Inde may be
different. Neverthelesizevgn in this situation, as, long,as thc? ai% SS no%les do .not l|ﬁdgny registration to
the various radio node¥ disSet<SH T HHESSEEMPEBIR 189hen tRBLArd L LB ho e thal register
in each of the networkseal differsht 1 imesd 17\ 200610B174DPE FAISA005/08243 30080 FIG. 7 is
a diagram of two mes 2rei S S select radio nodes to register in
either of the mesh ne&%ﬁ@lﬁﬁ%ﬁx%@gﬁg} ?ﬁq?:&l%%?the?am%g%g%ﬁ(e?t\f\%}ﬁs% tOI%tc(rié1 %ﬁgﬁ%%r?ged of a
first network 114 aroutfiicacdésds node 1916 ahd’a seébntamieshradavorkit18 Baseehuporicatesess node
119. In this nonlimiting gxamplaimesh Redyork ik ngudes aalwalit ofviadio nodes dispersed over

layers LO, L1, L2, and L3, whereas mesh network 118 comprises a plurality of radio nodes dispersed

over three levels includfi¢PRIyeTs B0 ppdgad2o, 128 and 129,

[0081] In this nonlimiting example, a situation may arise where mesh network

118 is introduced around access node 119 such that radio nodes 134 and 136
create a communication link to access node 119. Upon introduction, the two
mesh networks 114, 118 begin to balance fheir respective loéds.

[0082] FIG. 8 1s a diagram of the pair of mesh networks of FIG. 7 showing the
dynamic reconfiguration of the network. In this instance, transmissions from
radio node 134, which may comprise communications with radio node 136, are
also monitored and detected by radio nodes 123 and 124 of mesh network 114,
As discussed above, radio nodes periodically adjust their repeater table, as shown
in Table 1 above, for determining the shortest path to an access node.

[0083] As a nonlimiting example, radio node 123 is estéblisbed as a layer 3 node
that communicates with radio node 126, which is a layer 2 node for ultimately
communicating with access node 116. Likewise, radio node 124 1s a layer 3 node
that maintains bidirectional communication with radio node 125, which is a layer
2 node.

[0084] Upon detecting communications from radio node 134 of mesh network
118, it is determined that radio node 134 is a layer 1 node and therefore closer to
an access node than either of radio nodes 125 or 126. Assuming in this
nonlimiting example that the power number of radio node 134 is above the

minimum threshold of acceptable power numbers, as discussed above, radio node
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L2. As a nonlimiting example, radio nodes 123 and 124 are initially a part of mesh network 114 and
reside on level L3. More specifically, radio node 123 communicates with access node 116 via a

repeated rou H@ includes radio nodes 126, 128, and 129. Similarly, ra(;i,o ‘Eﬁ 4 communicates
bidirectionall;g/&wn tOzi%l(%)((:%eligs(?node 116 in mesh network 114 via the repeate rCO% egﬁﬁ Thcitides radio

nodes 125, 128 and 129. [0081] In this nonlimiting example, a situation may arise where mesh network
118 is introduced aro access node 119 such that radio nodes 134 and 136 create

communication ink 1§ SEABL S BHEETS A RIS SRS LD HER TR PEAS 135 begin to
balance their respectirel |Gdfr [O082h&d€3. 18 4saaddidgrasspet tivel paiE afmitshe petveorksndkFG. 7
showing the dynami,(geqnfigursiion alie:nalarle. iR IpspnGs. iBRSMissiane fiam,gagio node

134, which may comprise communications with radio node 136, are also monitored and detected by

radio nodes 123 and 1ot 7AasH hétwiitk tilpraer drstossls Abbee arsneritodes petibaiesly adjust

their repeater table, asshiewne it Tabledabeve, Qe detesmigingshe shorgsbratirtaran aceess node.
[0083] As a nonlimiting example, radio .node 123 is established as a layer 3 node that communicates

with radio node 126, WHIERTE'RY SRt B AN P T B RTHIR Tt WRAAIO8ES node 116.
Likewise, rgdigeppde 124 ispadayes 3 dieglanihatimamtains-igike ationdl IOmMboicaiiethwitdikadio node

125, which is a layer 2 nod{F. [%984 Ugdon %ﬁtg@%ﬁl&g%mmun&c ions from radig.node 134 of mesh
d .

L nodes ically.adjus alanc recogruzing radio node 134 as
network 118, Iitis determlney af I’aHIO hO IS a layer Fno e anf?her ore closer 10 an access

node than either of raglizefedestpSer 226, Apsaienihpimatlis mdnliRiiegabkamp e ibitethiepdwer

number of radio node,; X ve ini I :
discussed above, rad}ﬁ%%al%%ng‘%&rgéé@?%ép@gpﬁu%%%%%%gg%% P(15%%\/4%(85\]/} el%gllrell%ge ata

higher position in the tegrearadmablé ovemibeln rsiesades! 2hestabddersradiginesdiesa Iwkandth 23,

respectively. Even if theipayae nambgeah s2dipRadad 344sless tharihe:pawer numpgrgtsadio
nodes 125 and 126, radio nodes 123 and 124 will still prefer radio node 134 as a reé)eater due to its

closer positioning to &8cEedE nbie 2R VSNBSS SOBBIGREGHBVFE 1% Wit at e%%meSh_

network 118 instead of access node 116 of mesh network 114. In making this
dynaniic adjustment, radio nodes 123 and 124 improve their respective layer
number from layer 3 to layer 2 in each instance.
[0086] As a further nonlimiting example, radio node 141, which may
| communicate with access node 116 via a repeater route comprising radio nodes
144,145, and 129, may similarly dynamically adjust its repeater route from
éccess node 116 to access node 119 via radio node 123. As a nonlimiting
example, if the power number of radio node 123 is higher than radio node 144,
radio node 141 may adjust its repeater route so as to establish a bidirectional link
with radio node 123 for communicating with access node 119. In this case, radio
node 141 remains a layer 3 node, as it would be one layer higher than radio node
123—a layer 2 node. Thus, this instance is one wherein the dynamic adjustment
of repeater routes is based on i:ower number, which may be in regard to battery
status and/or memory availability in the respective radio nodes 123 and 144. As
the power number of each of these nodes adjusts over time, radic node 141 may
osciilate back and forth betweeﬁ the repeated routes in mesh networks 114 of the
aforementioned repeater routes in mesh networks 114 and 118,
[0087] As indicated above, mesh networks 114 and 118 may actually be
networked for unrelated applications; however, radio nodes 123 and 124 may

select communication routes through either mesh network 114 or 118 due to the
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node network, a registration process will be executed, as described above. [0085] FIG. 9 is a diagram
of the mesh networks 1 10 of FIG. 7, but with the radio nodes dynamically adjusted and load
balanced. In ¢ ,802%1&?&51% radio node 134 as a preferred repeater over repeater 126, radio node 123
establishes a bidirectional link with radio node 134, which is linked to radid HEYEH SR 633
communicating to access node 119. Similarly, radio node 124 establishes a bidirectional link with
radio node 134 instead qf radio node 125 of mesh network 114, In_each case, radio nodes 123 and
124 now communicatSWHAHCEEEE Fots PRIOSP IS SHONSRTIREY il drssas rodes asesRb s 16 of
mesh network 114. Inensking: thigudyn éomie giditisionent sradiowiadiisd 23aai0:] 24dimpoduel Meir

respective layer number fr,(())m |§}Xeﬂa g tPOIaXer g“ifgregg tinsg&gg ([ﬂQL S%As gefu&g ’ Qoeralir{:gyng
example, radio node f’ﬂ, which ay commgnic_ate WItlT access node T8 via a.repgafer route

comprising radio nodesmmm,im,g&*@t_lizgy mmilanlmnam@aw_ kejustritslrdpedatermetite from
access node 116 to a&&e@mq@eﬁ vigsadig.pade 143 Asanulimiing, exampleyifthe power

number of radio node 123 is high an radio node 144, radio node 141 may adjust its repeater route
S0 as to establish a bfdEBHBIFATNARPIATANIS AGd <At ofof BRIV AREEHMPIAM access node 119. In

this case, radiggnode 141 remainstadayan 8 Radeoapit:wosldsh hparealayarhighet thae-tadionode
123-a layer 2 node. Thus, this instanc%'s one wherein the dgnamic adjustment . of repﬁater routes is

based on power numB&¥, HieR MEB 5i,{qre§g?al}gng§ﬁgg’yg St 0L HRRS MR A R URASHIRE) in the
respective radio nodethdt 28fanehiikd. tAsithiae thovaercnumbethef eachltfdhesativdeadjisstsdaver time,

radio node 141 may ill 5 nd (lort .between the repeated routes in.mesh networks 114 of the
aforementioned repegtzgr' rﬁgt‘\égs%frfw r‘%é’sﬁ ﬁ%?lejlgrvé %iga%ebﬁf .S['Ef)od%pic]1 s &igli |crf1310t%€c§ gb\%\féf,a%esh
networks 114 and 118riraypaictualipbe diétwotketptdicanretate dhapphicaitions choweveopradisi nodes

123 and 124 may selgahcommunication tRutes soHohfikier mesh nehiarki34 giy118 dug to the 19
WO 2006/031740 PCT/US2005/032433 similarity of the mesh protocol of each network if the access

nodes accept their reXFeEipsEqDEStSHBPTERsk AGHFOTA S Ahenildftiiy erativsief rdgisrseidie 123 may
be coupled to a powegsgiit e aodmaRa eaninyed 0kt comprise the network. It should

also be understood that each of mesh networks 114 and 118 periodically
rearrange themselves automatically as radio nodes are added and deleted from the
networks and as the power numbers of the respective nodes change.

[0089] This rearrangement or realignment of radio nodes to a different mesh
network may also occur if an access node fails. As a nonlimiting example, the
radio nodes of mesh network 114 may realign to mesh network 118 if acéess
node 116 fails. In this nonlimiting exampie, the radio nodes of mesh network
118 will migrate towards other nearby mesh networks, such as mesh network
118, as described above. This self-healing provides network redundancy in the
event of an access node failure.

[0690] Returning to FIG. 2, from a timing perspective, communication is
organized among the various radio nodes and access node 12 in periodic cycles,
each cycle having an outbound and an inbound period. The outbound period is
used to indicate the flow of messages sent from the access node 12 to the various
radio nodes; such as radio node 17 on layer 4. The inbound period is used to
indicate the flow of messages from the radio nodes, such as from radio node 17 to
access node 12, Each layer of the mesh network 10 is configured with its own
commumcation time period and sleep period during both the inbound and

outbound periods of the cycle.
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communicating electricity consumption to a centralized location. Likewise, mesh network 114 may
also comprise radio nodes coupled to electric meters for communicating application related data for
electricity con}i, @{}%%}11;9{088] Mesh network 118 may comprise radio nodes COlSJ%ﬂed to ?as meters
(as a nonlimiting examples for communicating gas consumption to access’node t19 ##4tis forwarded
to either the same or another centralized location as access node 116. Nevertheless, even though

these netwc omprise radiq nodes that relgy .information for different applications, the similar
constructioﬁ‘:&é%&ﬁ communﬁ@ili@d o‘f;tﬁeg%%a% ks SRISBTES PRAiBEN lagglfé%g)a%d 494 t5°Eorfimunicate
over either mesh networnkhivdcetidil Berrespebtiweaftheogdpetifiand pplicatiandid thedssdofiduethradio
nodes that comprise th Vxﬁ‘&g]"%k- J%SSE%&'&@%'%%Q\% updersiad, that:each of 'ﬂe&*\‘dg%‘g}%{gs 114 and

. . 1
118 periodically rearrange themselves automatically as radio nodes are added an eted from the

networks and as the pothenmliptiend dfthendespestivensoreswhadhde. 19089] theivveamvangadhent or
realignment of radio nagesto ehiiffesant seshsetwork maY,alsearel JhanAGCEsRNER.faYs. As a

nonlimiting example, the radio nodes of mesh network 114 may realign to mesh network 118 if access
node 116 fails. In thisT9ERTiIMHIAG SsRABled (AN AR S BE MG HERBIR LR RAI #Igrté towards

other nearby mesh nebwatkssshied ag, nesh petiarks ddBcasdesedbiethabereadhisisalt-healing

provides network redyndancy in the event cc de failure. [0090] Returning to FIG. 2, from

a timing perspective, Ii%’ﬁ{ Lﬁ%f%ﬁt?é%\oi‘gné?gggzld %rm@ A6t é’oolggﬁgésegre ‘r@gaé%{é s node 12

in periodic _cycles, eachnsydlernpving g autegediarid aniinodandshesiodn ‘F}h@.oiﬂbmuﬁdl\@@}iod is

used to indicate the f'%ﬁﬁ%&%ﬁﬁrﬁ%’?ﬁéﬁ% &B%%&é?&%sﬂ%%%s‘% %Fl%’)@#%og&dé?eq ges; such
he inbou OW 0

as radio node 17 on layer 4. . period is used to indicate the messages from the
radio nodes, such as frspiviagionbee 1f7 fisinsewsstisdecronmrienigayemef A8 mesHhaetwark 10 is

configured with its owg. comMpydicatian:ime @ﬁ@@i@g’“«‘ﬁ%sﬂ&%& Refigd:dyrngkotnibe inbesad and
outbound periods of the cycle. 20 WO 2006/031740 PCT/US2005/032433 [0091] FIG. 10 is a chart
151 representing the &'@Qﬁﬁﬁfﬁdﬁeﬁ@’ﬁﬁ%éc&ﬁfgfdr nodes during the latier portion of communication

transmit time 159 to layer 1 nodes, and so forth. For nodes on layer N-1 where N
is the highest layer of the mesh network (N would be layer 4 in the mesh network
10 of FIG. 2), the communicatic;n time 162 for nodes on this layer would include
a first receiving portion to receive messages from the next lower layer of nodes
and then a transmit portion to transmit messages to the nodes on the most outer
layer of the mesh network.

[0092] During the transmit portion TXMT of the communication time 162 for the
second to last layer of nodes, nodes on the outer layer are in the receive portion of
their communication time 165. Thus, at the end of the receiving time of
communication time 165, all ouigoing messages have been propagated
throughout the mesh network 10 of FIG. 2.

[0093] . During the latter portion of communication time 165, the most outer layer
nodes begin inbound transmissions back toward access node 12 in reverse
fashion, as described above. Communication time 164 for layer N-1 nodes
includes a receiving portion TREC that coincides with the transmit portion
TXMT of communication time 165 for layer N nodes. Thus, the outer layers
continue to transmlit toward the access node 12 such that nodes on layer 0 have a
communication time 167 that includes a receive and transmit portion, wherein the

transmit portion overlaps with communication time 169 for access node 12.
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communication between the access node 12 and various radio nodes of mesh network 10. As
discussed above, the communication cycle is divided. into an outbound period 153 and an inbound

period 155-,\/@8%3? Sg%gound and inbound times 153, 155, respectivelypét%%gtcce s.node and each
es

. o T o 20013703243
layer of radio no ave a designated communication time. Within communication time 157 for

access node 12, a first portion is dedicated to receiving communications from layer 0 nodes (shown in

FIG. 10 as TREC) and a second portion is, designated for transmijtting outgoing messages to layer 0
nodes (sho@rq%ﬁFIG. 10 a %%I\/I .EODL?ﬁ%ﬂ%?R trénSHiN pSP’t‘fben (5%‘%orWﬁ¥un Eatlﬁr?ﬁﬂg% 57 all layer O

nodes are.in a recgivTW@@&MT&ﬁ%Bti\&yc@mﬂmmmumeﬂ&gtm thvatagayowecess node
12 transmits OUtgo'”%BYA?&x%?%%i 9 L%){Fe%%&‘,o&ﬁém‘%mc .’4}%%3{39&{5%5‘%H%'%f@“@f?%ﬁ%%%é@yer 1

nodes during the latter porti communication transmit time 159 to layer 1 nodes, and so forth. For
nodes on layer N-1 witéteéuR Hatigie Rrytraed [ayerdseiprsnibshdnenspile (ot pairijien 4iRtthe mesh

network 10 of FIG. Z)pdianpammpuinicalionetitg 162 for nades emthisdayepwoildincide.adirst
receiving portion to receive messages from the next lower layer of nodes and then a transmit portion

to transmit messages 1 PR RHE ST RBABLIS et D BaPtHEABE I HBRNE 20D SO Dt the
transmit portion TXMbeoldhesednimiseationtinaitbuiardbepteronaititasiflayerdinaeasigodes on
the outer layer are in tge rggglvgéogartlo%f%helr %oemng{g{%gtg%gtgme 165. T urfsia%tltiggﬁe nd of the

receiving time of communication e e:gﬁ't_gomg messageseﬁév\?é”b%agn propaga as[ﬁ‘roughout

the mesh network 10 piﬁMp{mamd@mﬂaﬂMmeﬁmﬂmmtodtﬁoabthmtiﬁﬁnﬂu'e most
outer layer nodes begip [baund ifa0syissions hack oWRd 3R858PAdE: 12 KR SRafaghion. as

described above. Communication time 164 oﬁayer N-i nodes’ includes a receiving portion TREC that
coincides with the trafiFiegORIBEETTNT BRdbieifthrsitonMprRae D fordesperd Nehgillasilizhgs, the

outer layers_continuee ransmitawasthifgressss fnde F2oupl thabnpdssondayeng-have a

communication time 167 that includes a receive and transmit portion, wherein the transmit portion

overlaps with commufREBHSHIRHEM 69 fEPraBtaBR fotls T2o%MARENSHiEkIo 3199 ¢ BT #AF8D65/032433

. communication time of the various radio nodes and the mesh network 10.

[0095] Nevertheless, the sleep time TSLEEP of the various radio nodes and
access node 12 can be increased without resiriction. In so doing, the average
power consumption can be reduced, thereby extending the battery life of any
battery-powered radio node. However, by increasing the sleep time TSLEEP of
the radio nodes and access node of mesh network 10, the side effect is realized in
the decreased overall speed of the network. Accordingly, for each practical
application for mesh network 10, a reasonable compromise is generally achieved
between the battery life and the acceptable network speed. As discussed above
the communication time is comprised of two components, the transmit and
receive times. During the transmit time, the radio node’s main function is to
transmit messages. Likewise, during the receive time, the radio node’s main
function is to receive messages, either from the access node or from one of the
other radio nodes. |

[0096} As a nonlimiting example, each transmission between radio nodes and the
access node may include an ACK and a NACK response. Even during the
transmit period, a radio node may receive an ACK/NACK message as a response
to transmissions. Likewise, radio nodes, even in the receive communication
period, may also transmit the ACK/NACK messages as a response to receive

messages.



[0094] Each radio node has a duty cycle that may be represented as TCOMM/TCOMM+TSLEEP. By
decreasing the duty cycle, the average power consumption is decreased, making it possible to extend

the life of radltg; éjg&%% ﬁt)fbt are battery powered. To decrease the duty cycle, the communication time

TCOMM can ecreased and the sleep time TSLEEP can be increased,P?ﬁ%%%zgﬁs %3r%ﬂ§/3from one

another. The amount that the communication time can be decreased is related to the minimum

accepted c jlity of the ragdio node o repeat the message that is received. Stated another way,
each radio i%%?ihas a mini ﬁ?nsf)?‘élég?glymﬁ?é UATSHHTHT rg{ﬁg}ﬁs%ﬁ f?ﬂ'nglg 4 FPBBHENH e to
transmit the messagecdidca tnaamesdaensuk the Highestdewsl ehprabioiiyGKattiipe message is

received by the intenc(j:(q]rtlzll Sgﬁaﬂ&eﬁ%ﬁ%é gé Jgggggjf%fng)thwgiIi&gn?éng%hﬁe%ﬁ%%gﬁi%gqmmunication

time TCOMM. Moreover, the speed 6f communic r, for examp ) andwidth, may
also determine comnidricdidritimessisnaoparion’s rhgiscAutRY arfiderenmesh HeRErRIO [0095]

Nevertheless, the slegq time TSLERRAS te HQ{EQH$&?ﬁ%99@$aﬁ6%r%€&%iﬁ%%el%&%ﬂ(f@.e

increased without restriction. In so doing, the average power consumption can be reduced, thereby

extending the battery 118 ot GRNH&te FEpBRR Fad raiydi0ds. AuReven sy MerssitgtReSigep time
TSLEEP of the radiomdesmanimptesssandeiohimesh prvarkikOsithessidepifest isrralizen in the

decreased overall speed r%%rgg {network. Acco%dlngglﬁg for each ?;r)lrgctlcal })}/%ﬁghcatl%n for mesh network

10, a reasonable comcpc))rn(f)lmlse ?s“é%r?grvéﬁry%lc isve %e%lé)é]nt E%é]t%%‘ ¢ 8Nt 0erfaocceesp?fglble

network speed. As disppssebltapegéatheicmdcgstﬁﬂgaﬁmiﬁfngﬂsti@mnbpm m:idin@odyapm&mts, the
wansmit and. receive s DUAG e RS i, thedadigande s malRdingions otansmi

messages. Likewise, during the receive time, the radio node's main’ function is to receive messages,
either from the accesSITEEERIBEYGAYBIHE SPEMRINGAGY T AGIE AoRLsCFID 96 LI AR RnmesEREStample,

each transmission betwagn,radig HRLESARY 1863662358046 MAY HakidesanAKAnd & NACK

response. Even during the transmit period, a radio hode may receive an ACK/NACK message as a

response tdM8Rkmissions SCikEHidEe raiRrHode Te g8 ihRRE redide BeRSTNRIfORPI5ErRid, may
also transmit the ACKdiyAk IessagesesRiReRoRSe-H0 faeeiveiMesgagaaple includes in the

link ACK/NACK message date and time data that is synchronized with the access
node.  More specifically, ACK/NACK messages sent from a lower Jogical
fayered radio node to a higher logical layered radio node may include a date and
time value of the lower layer radio node, which is itself synchronized to either
another lower logical layered radio node or fo the access,node. Thus, the date
and time value of the access node gets propagated throughout the network
regularly using reguiar RF traffic, particuiaz'}y the link ACK/NACK messages
transmitted on the outbound path in this nonlimiting example. Therefore, all
radio nodes in the network have a date and time value synchronized with the
access node.

[0099] As discussed above and shown in FIG. 10, during the outbound
transmission period, a radio node is configured to communicate with radio nodes
on the higher ordered layer. Similarly, during the inbound transmission period
155, a radio node communicates with radio nodes on the lower order layer. Thus,
communications flow from the access node to the radio nodes on the outermost
layer, and then back te the access node.

{00100} As another nonlimiting example, the ratio of transmission time to receive
time may be adjusted so as to allocate more or less bandwidth for inbound traffic

as compared to outbound traffic. Thus, as a nonlimiting example, an application
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22 WO 2006/031740 PCT/US2005/032433 [0097] More specifically, each transmission from a radio
node to another radio node or an access node is followed by an ACK/NACK type message

communicate‘qlggﬁtg%%ge%%iving party to the transmitting party. This link ACK/NACK message

I . TGS Z00a/032433
represents the recipient’'s agreement or disagreement to assume responsibility for furthier
retransmitting and/or processing the message. This ACK/NACK message may include the power
number, as described ahove. Thus, this imt?leme tation is at least one nonlimiting ample for

periodically commurREaSRg B8 IAR AGHAFTRBH HEH 10 HE AR b SHIG PG5 ho de &5

| Fis nglposed to
regularly broadcasting, thisiiafemnaatioeatietvwiented dio drodes coditoh neoulcheorss tmmsnvandwigth. In

either instance, neighhoring radio nodes, conti Y M itor unication traffic, §ipt of
ACIINACK messagomm B O e
above. [0098] So thathhébariodsHovioand TRRansE b dx bibenkse rueltibah Sukeaopmisdiaedént Levels

are synchronized, at least,eng;Rqpimiingiexamre Wshees idhe, link ACK/NACK message date and
time data that is synchronized with the access_node, More specifically, ACK/NACK messages sent

from a lowdbital layeredrraier o duntrznBharatleaddpered salmons Jeesy fheyai % ate and
time value of the lowerdayeaio@gdionoge, whikhnisnitsalf sypchionizesite eitherbanath@glemetdogical

oropagated througho e HEVOR TEGTAAr LR 1EGOTar RE AT e eLtary SRR ACIINACK
messages transmittecitarutkderatfibou redipatbdin whil gnowminvipiergee xaesgges Tharefos dyi g rldid nodes in

the network have a caje A e yalys ANPHUENZSA NI, B556sS Doy 9991 AR sscyssed

above and shown in during the otitbound transmission period, a radio node Is configured to
communicate with radighddednoretiechifhbisedersertaper ISimmaspagunritgmsiitbbundotshsmission

period 155, a radio ngde,cepmiRicalRuNYIHY radic:nadrponoterigueaisaeder layer. Thus,
communications flow from the access node to the radio nodes on the outermost layer, and then back

to the acce®9Hide. [00100F K3 ahbtie? rbramMiRg xRl théorkiod or HeRISHRSTERSAHAZYES receive

inbound and outbound messages. Access node 176 communicates with various
radio nodes over layer O through layer 4. |

[00103] As messages are communicated from nodes on the outer fayers 4 and 3 to
the access node 176 across the inner layers 2, i, and 0, the messages are
consolidated by the various nodes in route to access node 176. Thus, for a
message communicated from radio node 178 to access node 176, the message is -
communicated to radio nodes 181, 182, and 184. However, if at the same time
radioc node 186 is communicating an inbound message as well, it is
communicated to radio node 188 and then to radio node 184. At this juncture,
radio node 184 may consolidate the message contents into one single message
that is thereafter communicated to radio node 191.

[00104] At the same time in this nonlimiting example, radio nodes 194 and 196
may communicate inbound messages to radio node 199, which consolidates the
two separately received messages into a single message that is communicated to
and repeated by radio nodes 201 and 204 until reaching radio node 191. Radio
node 191 consolidates the message from radio node 204 and the message from
radio node 184 into one single message that is thereafter communicated to access
node 176. By consolidating messages, each radio node sends fewer messages
and is able to fully communicate its payload within its designated transmit time

because the length of the consolidated message 1s not significantly longer than a
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time may be adjusted so as to allocate more or less bandwidth for inbound traffic as compared to
outbound traffic. Thus, as a nonlimiting example, an application 23 WO 2006/031740

PCT/US2005/032433 performing data acquisition may have a transmission to receive ratio of less
00631740

than 1, whilean aBpHcatlon directed to device control may have a transmiSSIOT IR rARERT ratio
greater than 1. Likewise, an equally balanced network in terms of the inbound and outbound traffic
may be configured such that the trani‘rgi sion to receive ratig is exactly 1, which is shown in FIG. 10.

[00101] In order to mitfifnifz& REWEfi R8s dBiidoREBatsEiPhadaficiide i Rolds of the
mesh network, the rachesnbdesmaynbssaanfitdreduitngonsalidate ithasnessaesi dosdeatn imtbund and

outbound traffc. In the gse.of; dnbound raflienaneadia nade il group togeiher messaoes fiom the
higher level layer radio nodes uring a receive period of its communication time, as shown in FIG. 10,
into one consolidatedchﬁe%ag@nw&amé%@g%ﬁs translated to a lower layer repeating node during the

transmit pefieghgf that nodet§0192] Fldleing HAgRAMeT R MESl e MRHERAGPRIGLNY as

consolidated inbound and outbound messages. Access node 176 communicates with various - radio

nodes over layer 0 thBOgR el 1do 131 hesegoedie restn Meirearsy $BinenbtESENthe outer

layers 4 and 3 to theiageessrRean /HR6408s dhe:inRerMayersm alhighs CyhenbaeSSAaRS, ake
consolidated by the var&ous nodes jn route tgﬁ]cce S ntgide 176. Thus, for a messa%e communicated

from radio node 178 {§URHPSE REUE TH6ITR 89S BIFHASRIABE 16N AEEhABES 1¥E 182, and
184. However, if at thendamentitiee aracko nodle if8Hdseccommunigading mnbnbeaundibessageias well, it is

communicated to radig g 168 g e foadle;1nge A8, ALISdynglurs, fadio.nods. 184 may
consolidate the message contents into on€ single message thatis thereatter communlpaféaato radio
node 191. [00104] Attbrseainsdimesinghis sroviiniithdgexampie athdichsodes ved masrd E9 ramay

communicate inboundhMRS3ANES, P £AGI0 AORAOmhisheenselidalss e fueisepaiaiglydeceived

messages into a single message that is communicated to and repeated by radio nodes 201 and 204

until reaching radio n§¥erad? NRIFFEHBHR LS Enh sontRiidattdaneasade HortraiEKedw 04 and

the message from  and/or to the access node, as shown in step 216. Finally, in step 218, the
consolidated message reaches the access node. Thus, if radio node 184 (FIG. 11)
receives messages from radio nodes 188 and 182 (both of FIG. 11) during its
receive time, radio node 184 consolidates those messages and then forwards the
consolidated message to radio node 191, which itself may consolidate a message
‘ received from radio node 204 in its communication time to access node 176.
[00106] As a result of consolidating messages, the time for initializing
communication between radio nodes one layer apart is significantly reduced due
to the fact that the higher layer radio node is only transmitting a single packet
preamble instead of a packet preamble for every message that it itself received.
Because the initialization time is constant for messages sent between radio nodes
regardless of the message size, a reduction of the number of messages sent
resulting from message consolidation furthermore results in a reduction of the
overall radio frequency traffic. Consequénﬂy, the likelihood of rﬁessage
collisions ts significantly reduced.
[00107} Message consolidation may also be implemented for outbound traffic from
access node 176 of mesh network 175 as well. In the case of outbound traffic,
the access node 176 may group outbound messages together that share a common

sequence in the initial portion of the respective routes.
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radio node 184 into one single message that is thereafter communicated to access  node 176. By
consolidating messages, each radio node sends fewer messages and is able to fully communicate its

payload Withi@vgsz&@ %ﬂg%ed transmit time because the length of the consPo#i%% %90%%%?6‘99 is not
significantly longer than a” 24 WO 2006/031740 PCT/US2005/032433 singlée messz?lge. Each

message has a header section and a data section. By consolidating n messages, the resulting

message will have one heagder section and n data sections. Also the ACK/NACK corresponding
response \@é&lﬁ once in thgl%‘agé df d'c Iﬁgfﬁiaa%éﬁ ﬁé&%g@?f@ﬁg%‘] ﬁ?&oi‘gﬁg%ﬂ%%ﬁ% t diagram
of the message consatictation, prsoessoasn shdld. in FIAn1dtein 222p 1RO Yceashnattiolnedeidetermines

during its recelve time Wiy, SNIEISRARaNEIS Iaaelvedhlion A NaneRIYer nodauiagl the

radio node performs step 11"8nd sends a me sage to the next lower layer node and/or to the access
node, if indeed a messagwie tertressepie Hodvaver ditemines g ét ibaceansssh &y apadieutateadio node

during its receive timega eggsqlidated message I&axﬁm%c%rﬁgmam@%&ngé%dﬁc%@@s |
messages from the higher level nodes, as shown in Szthe)P 14. Once the message is constructed, the

radio node communicYBEHaPESFEBIRdAtR PrAEs bl tRBhHESE iByRIEE e PeA8/at ko tHE access

node, as shown in stepRibuFalhetivetapadliSntide 2eonsalidaledmessstmsRrichesdibaagsess node.

Thus, if radio node 182%F£§ 1a13 rz%%eivl?snmessa%%s from.radio nodes 188 and 18 (P%htgg FIG. 11)
€

during its receive time, radio’noél 4 consSHgates trﬁ(l)]tseelﬁweestggﬁglg aﬁa HenToNErds the
consolidated messagectesasidnedé kOdsadhickiaps2lt ey sodsblidaterasmiessaiymeseggivedtfrom radio

node 204 in its commynication time to ode, 1 7€ ul onsolidati
messages, the time f(ﬁ%ﬁ%ﬁé}}nﬁ%m%%ﬁ%goﬁ%@%v%%;%%%%%gﬁ%ﬂss %ﬁeE %%P%géﬁgé rélgge;nificantly

reduced due to the faltamaingsethigie biyeerdticlercaatisronilaraisniftingnd iifgle packet preamble
instead of gppeiet preamble farevery:-Mmegsagedhal ikitpelbigceiiad, BRease ninitigizagion time

is constant for messages sent between radio nodes regardless of the message size, a reduction of
the number of messaf¥E i FERIGRIABEFORt Il LR! S B RS ADRIHRFIBFS PEYHRR AU reduction

of the overall radio fremagneytiiraffic ré&paspguesiiorhefikainareofdnessAdRessage. In this
nonlimiting example, access node 176 constructs a single message for radio
nodes 258; 251 and 266 comprising the common routes described above and the
iﬁdividual messages and remaining routes for each of the individual radic nodes.

[00110] As a mext step 229, access node 176 communicates the consolidated
message along the common route, which, according to this nonlimiting example,
includes just radio node 241. When the message reaches the end of the common

" route, as in step 231, the node at the end of the common route splits the
consolidated message into its original messages, as in step 233. Thus, radio node
241 separates the message component for radio node 258 from the remaining
consolidated message for radic nodes 261 and 266. So according to step 235,
radio node 241 separately communicates the original message to radio node 258
and a still consolidated message along a common path to radio nodes 261 and
266.

(00111} In this nonlimiting example, the message communicated to radio nodes
261 and 266 remains consolidated because the route is common for each radio
node 261 and 266. Thus, as required in step 229, a consolidated message 1s
communicated along this common route and in step 231 reaches radio node 259.
At this point, radio node 259 splits the consolidated message into two individual

messages according to step 233, which is thereafter communicated to radio node
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collisions is significantly reduced. [00107] Message consolidation may also be implemented for
outbound traffic from access node 176 of mesh network 175 as well. In the case of outbound traffic,
the access no‘%ﬁ }&%gg}ﬁ%group outbound messages together that share a common sequence in the
initial portion OF the respective routes. 25 WO 2006/031740 PCT/1552005/885483 %5268 FIG. 13 is
a diagram 220 of the process for consolidating outbound messages, also shown in FIG. 11. In step
222, the access nodeztg?terrinine% wgﬁther an outbgﬁunéi messages_contain a common route. Thus, as
a nonlimiting exampl&® a2RedEhd a4 P8 ARIPERRPARHE thatat A0 derned Sarwnrds hesrriiaes 261,
266, and 258. In this tordiifitingeRa6npiclathe Messageredute shakis3 SQRIINT betieen yadig nodes
258, 261 and 266 incl io node 241. The common route between radio nqde 261 and radio
node 266 includes ragi{)gl%%{%%géfﬂgﬂg%ar?\%“%@% ff{ggi %fﬁ%ﬁ%%e?gﬁﬁgﬁ%%%ﬁéﬁ%ﬁg y*4c¥ess node
176, the access nod&VRill Pivseéetiastep@es and swaes thedanidnsetid atedhwigssagistosiso

destination route. HoWGHRIMLANSAORITUIGEXATIOR SOMMINI NS As, Aefeined o exist
between ﬂlﬁ. de élnatlon nodes 258, 261, and 266. [00109] Access node 176 performs step 226, which

includes ¢ glulé ting a corldIiMSREdRweEadd BmtdmitRsa B rhabangiesradin fredes tey common

route along with the kkmeaininpipertignsiebihesoehoaeachy messauenddhis  RoRlimiting.example,
access node 176 constrycts a sintglel ess gef r radio nodes 258, 251 and 266 comprising the

common routes described abBva and th&THURAGEAP ME&<RgEEShAL FSMNTgP SOREEYBIER of the
individual radio nodesi4004 1@fAscdmioxt step@2 % acceksaadelt Zeemivi)isaiesdhecaasolidated
message along the copamen raute; which,. according to this nonlimiting example, inclydes just radio
node 241. When the message reafc%eégrﬁ% nga 0 tr%éo%%n%%o% I!%ﬁ%cgag rinrse,rfl’é%leﬁl,%h‘ﬁ’% rﬁa%le at the
end of the common réBESpliretfdicandoithtdd paasimgetintitsdirigin ateriessagescastintstep 233.

Thus, radio node 241,36patale8dN RN GISRYLSALBPOR I ﬁ%séaggéoa&%%;?% TR, e RIR IO

consolidated message for radio nodes 261 and 266. So according to step

separately'@8hiriunicates thS GrifiRHMiREs S tadidhEde 258 2etasansiie doibsbtamst message
along a common pathoighacid nesas2aldanRekd for radio node 255 on logical layer 3, a previous

route may proscribe that the message is communicated from the access node 176,

to radio node 241, to radio node 247, to radio node 253, and then finally to
destination radio node 253. However, if radio node 255 is able to detect and
receive transmissions from radio node 247 on logical layer 3, radio node 255 will
receive the communication from radio node 247 that is otherwise intended for
radio node 253. Upon receiving the transmission from radio node 247, radio
- node 255 recognizes that it is the intended recipient for the communication.
Thus, rather than waiting to receive the communication a second time from
repeating radio node 253, radio node 255 instead proceeds to execute the subject
of the communication, Thus, radio node 235 essentially elevates its iogical

' position to logical layer 2. _

[00114)] In similar fashion, if radio node intercepts the communication from radio
node 247 but instead recognizes that the intended recipient is, as another
nonlimiting example, radio node 258 on logical layer 4, radio node 255 may stil}
intercept the communication. In this instance, radio nede 255 may intercept the
communication and forward the message to the intended recipient rather than
waiting to receive the transmission from radio node 253, which is according to a
previous communication pathway. This process shortens the communication

time of the transmission from the access node to the final destination. So by

27



266. [00111] In this nonlimiting example, the message communicated to radio nodes 261 and 266
remains consolidated because the route is common for each radio node 261 and 266. Thus, as
required in st%ég%}%ma?’cl:onsolidated message is communicated along this common route and in step
231 reaches radio Node 259. At this point, radio node 259 splits the consoRGA{ESAEL2452 into two
individual messages according to step 233, which is thereafter communicated to radio node 26 WO
2006/031740 PCT/US2005/032433 261 on layer 3 and then to radio node 264. Radio node 264
forwards the messag& 18 F4H1§ Ao S8 PBESHILYS 2 W48 Maivedin Ghpo9%s Hy P3PBYEs. 13. By

consolidating outboundfriessagesimtbis fashioh, bottlenecks can be reduced or even eliminated, as

opposed tgdhaceess node wer g?ﬁ wise configured.to, communicate one message at a time to
radio node(ts, havirfg commoﬁ%utelsg. %Ol%ﬁijrﬁgsﬁwé% Wr?gt(wiodr:léri nt#a)? brgagonﬁﬁgclﬂgbggheéﬁtﬁwat the
radio nodes may det&R4CRAHINEESPPITesatges Mkith ¢dediifgnhatuddies npuiecasoataepnafize or as a -

final recipient. If a radip.pRdecis abigin dIGELANIHRERINE AEOMTYBISANOR, fﬁ%qw@dd&{l%ge two or

more layers closer to the access node, and the message includes the intercepting radio node as a

repeater or recipient, BIBALEALC FAPcRIt G aBTS: ibtle MR e ik gEFmRtde terRrnaliaTeyasesive and

execute the messageridtagnhihas wadingnioSmeehelanTRessans ARSUIRIa 3 PLeNioMs Jpute.
[00113] As a nonlimitiag example, if in.FIG{ 11 acces; n(i%e 176 transmijts an outbound message

9 S-
addressed for radio n6 (Saeégéhgns‘}fglﬁéﬁﬁaﬁ 37 rﬁ%—ﬂ/fb - IBEfRIRSPIrs Seb atRIPpiHe shadsage is
communicated from thie ageessmenegty 6inoltadiousigde Pbivcieradio noge 24ifnanagiomnade 253,

and then finally to degfinagion jadio,nede.203; 40 if radio node 255 js able to detect and
receive transmissions from (r}adio noade 247 o%@é?\ga?{ é{s%éeﬁ,r?gﬁig%%%zgeg% SV%S FoCENETS
communication from diyinptecDUE amsotheise datamdabeforcesidiodrode 253. Upon receiving the

ransmissignofes) radio node:24%gian0ede- 255 seaanizesdhaitis Weintended agien for the

communication. Thusf, rather than waiting to receive the communication a second time from' repeating
radio node 253, radio ABReBB 5! RstdR Belds Rslioxaedss wieapjdet efmvevaitingmbation. Thus,

radio node 255 essendiallyiteleyaiasdtadegicabde 12 of FIG. 1. As set forth in process 240, each
radio node of mesh network 10 of FIG. 1 implements the following set of steps
before sending an alarm message to access node 12, In step 241, the radio node
tnitially assesses the alarm condition, and in step 244, the radio node thereafter
prepares an alarm message including the alarm code and the node address of the
reporting radio node.

[00117] In step 246, the radio node waits for its next receive period TREC (FIG.
1) of its communication time TCOMM 'for possible receipt of alarm messages
from higher layered radio nodeé that communicate with that particular radio
node. In step 249, the radio node receives such alarm messages from higher
fayered nodes (in this nonlimiting example). Once all of the alarm messages are
received, the radio node, in step 251, filters all of the received alarm messages
with the same alarm code and same time stan';p as the messagé prepared in step
241, It should be noted that a configurable time deviation is allowed to
accommodate for differences in the clock synchronization between the various
radio nodes of the mesh network 10 in FIG. 1. In step 254, the radio node
extracts the sender addresses from ali of the received messages filtered in step
251 and then includes the extracted addresses in the prepared alarm message that

the radio node constructed in step 244,
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position to logical layer 2. [00114] In similar fashion, if radio node intercepts the communication from
radio node 247 but. instead recognizes that the intended recipient is, as another nonlimiting example,
radlo node 2%9(99%18%%@%@@ 4, radio node 255 may stllll intercept the C%@HQ&%@){?{%%E thls
instance, radio node may intercept the communication and forward the message 10 the intended
recipient rather than waiting to receive the transmission from radio node 253, which is according to a

previous c ication pathway. This process shortens the communication time of the fransmission
from the ag(ib(l[:]sgﬂode to tha(g)ﬂﬁ%l Heltint ﬁoﬁ% Y By g”?’?/v FIDGBIGETT 48 PET RIS /ﬁt@'ﬂ%
monitoring all commm@&@s&ﬁmt&ﬁsﬂi@m@r,lﬁ% fﬁiﬁp méﬁesamwihmlbaﬁetmemeﬁicwnw f[he mesh
network. [00115] The jadig 9%%%%@%3&%%% 14 BiGicl MR e ARAHOUTRE 19alPRognIze and

report various alarm conditfons, suc ower outages, fire alarms, etc. When an alarm condition

affects several radio reeafisr welicks teonpred tosradicr moaesi etionasrigfey WAy EdEh Altetipt to send

an alarm message _ inﬂ&%ﬂ&ﬂﬁ@d@%@ﬂi@&ri@%ﬁl %&ﬁ'%'ﬂ cengdiionaiNanRemAtiREsHRgtantially
close to the same time for each radio node, the radio nodes each attea%)t to send the alarm

messages simultanedfM i ofevnsHidads a8 MaHRES ol orepirtiyile Rt atasiari{ Bhdition
messages may createbitienaakaciidhiiassage noatisianmpeiwrrRAtRAMIMAR fagdinades and the
access no 16] Accordingly, the e scale rocess 240 in FIGS. 14A and 14B sets forth
the steps |$|8\9v{1?§# the radio%ogé%éklé[}(é%% esfg?o&c)sr%arin%{)rq?ggqieﬁd Saiggrrr%gué:gﬁdmgr%setéutrﬁélgdgge%ses node 12
of FIG. 1. As set forthtiansnaississ 24 @haach atadidirodeeahmsshsietuyenkal thefsEi@. dnmpldhents the
following set of steps belara SECING AR ARIMMESAAGR AGFERD 1048 han ISIER. 2tk (g radio
node initially assesses the alarm condition, and in step 244, the radio node thereafter prepares an
alarm message includitfdethelaiamydisde may thEIHaE aoaesstel thliteporiig iadigamrie 1/00117] In
step 246, the radio nodg\waltsfer disnexreceie PeHed dREGJRliRnd brobdiscrmmunicatign time

TCOMM for possible receipt of alarm messages from hi%h‘er layered radio nodes that communicate
with that particular radip the radio nodes to the access node 12 is sighificantly reduced by having each

radio node consolidate all of the similar messages transmitted by the radio nodes
on higher order layers into one single or just a few number of messages per alarm
condition. Process 240 also results in increasing the overall percentage of radio
nodes that are able to transmit information to access node 12 in the event of a
large scale alarm. ,
[00120] FIG. 15 is a diagram of mesh network 275 comprised of access node 276
and assorted radio nodes on layers 0 through 4. In this nonlimiting example,
radio nodes 278, 279, 283, 285, 287, 289, 291, 295, 296, 298, 299, and 301
experience ajarm conditions in substantially the same perioa of time (within the
predetermined deviation of time mentioned above). In this case, radio nodes 298
and 299 transmit alarm messages fo radio node 296. Radio node 296 generates
its own alarm message and includes in it information from radio nodes 298 and
299 that also transmit alarm messages. At that point, radio node 296 discards
messages received from radio nodes 298 and 299 and transmits an alarm message
to radio node 285. Radio node 285 receives the alarm message and listens for
any other alarm message during its communication receive time. Upon receiving
no other alarm messages, radio node 285 communicates its alarm message to
radio node 279 after including its own infbrmation, which communicates an

alarm message to radio node 278, after including its own information as well,
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node. In step 249, the radio node receives such alarm messages from higher layered nodes (in this
nonlimiting example). Once all of the alarm messages are received, the radio node, in step 251, filters

all of the rece&/sqog messages with the same alarm code and same t%%@fé%@ é%& E&e message
0

prepared in step 241. It should be noted that a configurable time deviation is allowe
accommodate for differences in the clock synchronization between the various radio nodes of the

mesh netwggk 3 in FIG. |. l stgp 254 the radig nqq extracts.the sender addresses from all of the
received \rlxessa es filtered in step 25 eaﬁg] ?hehninc ﬁdgg Ifﬁén g[i?lgacet)é%mfgedrerggzos in‘the r§F§pared
alarm message that fe8radis#fotancasriRaesddn tepdinla008 IR0 WDOB/BIePdeded to radio

PCT/US2005/032433,J00348] @nceiallafihesadciessesaye hressincludas indhe prsnased alarm

message of step 254, step 259 (FIG. 14B) prescribes that the received alarm messages from the
higher layered node dBYAA8SSAVRECHT OB THEHING FoaE thiBiealtaPwmRies for HfameRetFaRfsmit

communication periodrdXMiithiGielRofanthaldadicnedenaspiassiinaddnistepe6d; sorihat the radio
node can thereafter traé{nsmit the consolidated alarm message in step 264 that has each of the
g ey SheRJRaft,

addresses of the higher'la)}r/lé)?ee fogel L S e STER CaRshRieRd PRSG145) REBEE It of this

process 240, order issatrogeaced thaorthigotimideg26P thentransmissionabathatesolzallofdthe tiafsmissions
happen at the same time. This consolidation eliminates collisions that may otherwise occur in the
case of a large scale alarm, which may otherwise cause the radio nodes to attempt to communicate
at the sam&@%ihdé] In additiod peerensiningr dfrmeseugess hamsnidiediodystAeranic? Bddeditonts access

node 12 is significantlygegugeddoyihaving sachtagio madﬁlaeaésoil'l %‘Eﬁe?éh@?e@lg%ﬁﬂﬁ“{ﬂé fgEsages

transmitted by the radio nodes on higher order layers into one single or just a few number o

messages per alarm ISKaiTsAIPHEaEEo4D His drsstits Trainerbssalicronvrairsedderiadie of radio
nodes that are able taansnal informatiemiorasee 550N 1R dnihe By antef aeslateg-aealeoaiarm.

LOOOdleZSOE)rI?II(;. 15is a drigaq‘%a%ng [i%fs ?%an?%o%(ﬁgé?gcongg%ed of aceess noSde 276 agd assorted radio
yers 0 throtugh 4. 1i thi$ AOniftiiti e, N diBS o aau Hissses 19 g5co810987 289,
291, 295, 296, 298, 298;.and@84 node 276, upon receiving the alarm condition message from radio
node 278, recognizes that the alarm condition is a large scale alarm sensed or
detected at each of the radio nodes 278, 279, 283, 285, 287, 289, 291, 295, 296,
298,299, and 301. |
{00123] The access nodes of this disclosure may be configured to efficiently
| broadcast large sized data blocks to all the radio nodes of the mesh network.
Thus, the access nodes may remotely upgrade each radio node’s firmware or
some communication parameter tables. A large size data block may be split into
several messages of a maximum allowed size which may then be reassembled by
the radio nodes. The layering scheme and communication timing schemes
described above may be implemented to broadcast these messages.
[00124]' FIGS. 16A and 16B comprise flow chart illustrations of the process for
communicating large scale broadcasts throughout the mesh network shown in
FIG. 11. In step 307, the access node 175 (FIG. 11) may be configured to
“generate a list of messages uniquely identified and having a type broadcast.
Thereafter, in step 309, the access node 175 waits until its transmit
communtcation time for communicating with radio nodes on layer 0 (such as
radio node 241 in FIG. 11). At that point, as in step 312, the access nt;de ‘275
transmits the first message in this list, identifying the broadcast type in the

message header. Radio node 241 on layer 0 receives the broadcast and performs
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experience alarm conditions in substantially the same period of time (within the predetermined
deviation of time mentioned above). In this case, radio nodes 298 and 299 transmit alarm messages

to radio nod 8%&;&9{9490% 296 generates its own alarm message and,| in_it information
from radio nodes 298 and 299 that also transmit alarm messages. At tha%%%#%%%ﬁ@%‘é%e 296

discards messages received from radio nodes 298 and 299 and transmits an alarm message to radio

node 285. Radio nod rece thealar ssage and listens for any other.alarm message
during its communica%lt%r? ggﬁ:ggf?/le&%é g‘s %gansqgreﬁég %ﬁg%ﬁoqgﬁﬁrgrs%ﬁgfvme e Sblsf,%]éadﬁ%e%s%% 285
communicates its alab#s rrésdegdtdeeadresivete 7adiftecitc Aiding ttesowrsiedotMatiatip whieh

communicates an alagy Jesade feuadincacdr wdPofisr incldiog I's Qv dpfarmatign s yell- 29
WO 2006/031740 PCT/US2005/032433 [00121] At the same time, in this nonlimiting example, radio

node 301 communicdfssraHuRR e Hsfgedtothadrssitfel Pt wHizing tokasradurtberasiéomode 283

via radio node 287. \Wherpaxi, Hiede@8 63 mtarsiaaRiner Adsmm INes $A063 BrinssilSe has
communication recei\rlle 1thé|e it re.ce%Yes an alarm message from radio node 289 that includes an

alarm condition for rad?o Sgereﬁ@lf;e hus, radio node 283 communicates this alarm condition to radio

node 278 {RitiAdlthe same pficiodeghdt Sadiat iodE1RT dccommudnicatesyithatamsapessage tedadio node
278. [00122] Upon recaivi & io.nodes 279 and.283 0 node 278
SEEL AT eSS AN BRI RS

generates its own alarm message and include e address of all the radio no
above in the messag&¥atUBIEABREER toiamedieftedh &5 radio nadee22¢ endR #iaafgdiat, liddio node

278 discards the mesgages reegivied flomwadianRadesAf KR8 and ansmiis.fae singlg alarm

message to access node 276. Access node 276, upon receiving the alarm condition message from

radio node 278, recod¥iés HartrE AAbE CBritES Y daarbrern il amfricRenseindhedeacted at each

of the radio nodes 278 #¢ 9wB&3, 285c&&7glﬁ§ﬁe%%n2ﬁﬁs Zﬁfmb&%gé@ﬁa ?M&Qg{ %%%%]EThek
access nodes of this disclo onfigured to efficiently broadcast large sized data blocks to
it

all the-radio nodes of h& ?hés ‘Thus, the access nodes may remotely upgrade each radio
node's firm@HHor After completion of step 321, radio node 241 on layer 0 waits until the

next transmit TXMT period with the access node 176 begins, as in step 324, In
step 326, once the transmit time TXMT of the access node 176 begins, radio node
241 on layer 0 transmits a message back to the access node 176 an ACK message
to the radio node indicating the message identifier. The ACK message
communicated to the access node 176 indicates that the broadcast messages were
received by the particular radio node {241 in FIG. 11) on layer 0 and thereafter
broadeast to radio nodes on higher numbered layers.
[060127] In steps 329 and 331, the process is repeated for nodes on layers higher
 than layer 1, wherein the broadcast message 15 propagated throughout the mesh
network to radio nodes on the outermost layers. As the message propagates
throughout the mesh network, each radio node forwards an ACK message back to
the access node indicating to the access node that the broadcast message was
received by that particular radic node. This process is again repeated until the
access node 176 receives ACK messages from each of the radio nodes in its mesh
~ network 175,
[00128] As indicated above, one of the factors that affects the power number of a
particular radio node is its battery status. As discussed above, a discharged
battery results in a power number of 0, while a fully charged batter): ot constant

power source results in at }east a battery coefficient of 1.
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some communication parameter tables, A large size data block may be split into several messages of
a maximum allowed size which may then be reassembled by the radio nodes. The layering scheme
and communi ig é}@g& schemes described above may be implemented to broadcast these
messages. [0 4{55 . 16A and 16B comprise flow chart illustrations of?ﬁ?ﬁ?&%@é‘??ﬁs
communicating large scale broadcasts throughout the mesh network shown in FIG. 11. In step 307,

the acces 175 (FIG. 11) may be configured to generate a ist of messages uniquely identified
and having(%ﬁ%%}e broadcaé?‘)’?ﬁ@gﬁ?te‘ll, hRIEPPS08 eiene dhed gk warsnyarerensth S tFshsmit

communication time fehaorhayunicatingiwithnjadicaodéh endayerdestehcasodadiFreder24 L in FIG.
11). At that point, as i& tep 3 g acces e 175 transmits the first message in this list,
identifying the broadca?%%egﬁﬁtjﬁgle rrﬁeésgg%gg%?egégr. ﬁaacﬂoa]rt\%r&é% ?ﬁleglnqg%er% ?géé?vréls? e
broadcast and perfori$»3tk\eid EH06/08 17eb PECTRSHE0HB8MBBlctRd ajsplicmishtepacificstask

triggered by the respegtivie, lgssaRRelf meklip&é%amnaa%_a%ﬁ'r%ﬁl%?%ﬁa{gﬁ?@sm@ o node

241. Thus, in step 314, radio node 241 on layer O determines whether or not the message has been

received. If so, the rdil W4 S Lo uried adithasessddehisisposreasiberdrds sdoradimedesstion. In

step 318, the radio naden2Al-Ndayre G perfesmsdhedtask ihthemesspandias Thet e wesgived.
[00125] After step 318,dthat ia, if the actio _indi?t%%Sy the message Is executed, radio node 241 on
layer 0 waits until the TS IRISSIGRTHRS PUOTSiveY AFBemHmEEh G RRRCFAGRS fOBE Euch as

radio nodes 246 and 2péathEiGutidjoahe layersinas i Etep &S Wiheboike transmit time TXMT arrives,
aclo nodeygisgn 1aver O Watfeced e messas. AL Nas beet used asalcReater o past X
IS configurable), cast,

hours (where X transmits the messagé as a bro as shown in étgefaa 21 (FIG.
16B). [00126] After cavfisietériatisipar darimied modes R4t copréhitbted (vatsserviihghe mpxdteransmit

TXMT period with the@ceessnfie biRRRAESASHLSIED Bake! 2160 356 QLB ansit time
TXMT of the access node 176 begins, radio node 241 onc%(zr 0 transmits a message back to the

access node 176 an R@@%%@@%ﬁh@?ﬁ&%rﬁ@&@m ebfeddade ideHfieasTHEACK

message _ radio node 346 is disqualified from serving as a repeater, as described above. In
having a power number of 0, the radic nodes cannot serve as repeaters and do not |
arranged themselves on layers, as the AC powered nrodes suéh as radio node 344,

[00131} Each battery-powered radio node, such as radio node 346, is configured to
communicate directly with at least one AC powered radio node, such as radio
node 344, Accordingly and in this nonlimiting example, battery-powered radio
nodes 346, 347, and 348 communicate with AC powered node 344 on logical
layer 2. So even though radio node 346 does not serve as a repeater, it is still
able to communicate with access node 342 via a repeater route comprising radio
nodes 344, 349, and 351. In this way, battery-powered radio nodes 346, 347, and
348 act as satellites for AC powered radio node 344,

[00132] ~ Also in this nonlimiting example, the AC powered radic nodes may
maintain receiving mode even during sleep time, as described above and as
shown in FIG. 10, since power consumption is not an issue for these nodes.
Consequently, the battery powered radio nodes, such as radic node 346, wake up
periodically and initiate communication with their respective AC powered radio
node repeater, which in this case is radio node 344. As stated above, radio ndde
repeater 344 receives the message transmitted from the battery-powered radio

node 344 and forwards the message to access node 342,
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communicated to the access node 176 indicates that the broadcast messages were received by the
particular radio node (241 in FIG. 11) on layer 0 and thereafter broadcast to radio nodes on higher
numbered Iay‘%@.zg(gglzqoln steps 329 and 331, the process is repeated for nodes on layers higher
than layer 1, w efei the Broadcast message is propagated throughout the"MESR2HENRIR to radio
nodes on the outermost layers. As the message propagates throughout the mesh network, each radio

node fOI’WTé%? ACK meﬁsa%ge black t? thg?ﬁcg,ess node indicating to the access node that the
broadcast Message was received By tHACSAPRAIRPAAD TR Frilihrbbdbs Reugitiepledted until
the access node 176bateeivesvaCR mdssagels fsamlieachiof e nadibnadadynitemmesh Thatwork 175,

[00128] As indicated ﬁ'ﬁ?\é‘ﬁab% %f tth J clors that ffects.th wer number of a, particulay radio
node is its battery status. As d%cugse% gbov%?%%?sc Héerg%ga %b%ﬁgrier%&lsaﬁ? s%ﬁta‘&ﬁﬁéﬂ%’ er of O,
while a fully charged BRfssjérenstemmepsdbwersskirce results in at least a battery coefficient of 1. 31

WO 2006/05d1549 PCT/US2005/982433 diQpdadbievanhielessqt isRaseible o sxigngdngdife of

battery-powered devices when the)ﬁare used in conjunction with AC powered radio nodes. FIG. 17 is a

diagram of mesh net8M¥°35d WAIChIS ah telrddoe st and EnblsmRE e Y naRg o BPIIG. 1. In

mesh network 340, actesseose:R424s, Guuplad tOvariopsHesRAWGRLANMESS andavrisbRs LI, and
L2. In this alternative &g%t%)dirgeent onl thefiAC owef[efd radio nodes, which are shown as the dark

8o FORL B £ B’é’ét%"r%.a‘?ﬁ’@ wchSGABfed radio

colored nodes, such as 12410 Motle 34 ,%Fe’éﬁ 5
nodes (such as radio moderB44yranangeithdradetveson |Agoracand constivatnsepeatingyrauéas to the

access node 342, as ¢ .[00 this alternativ. bodiment, the battery-powered
nodes, such as radio gnse(g%ge ei%%%n%gr%% r%g%r\%g']ézrﬂg hgﬁ%&fg‘gﬁ%ﬁg%ﬁdﬁég@?&ﬂ %%:F\ﬁsré(%%
repeaters. In at least@fesnphiinhitinglesathopadtte Yowernurivbr forgadhaf theabattehyitawered

radio nodes, such as g node A A 0GALI0 Gl AL Gase AR BCiRRRRS A4S i disaualied

from serving as a repeater, as described above. In having a power number of O, the radio nodes

cannot seive as repeStEfERRICGFTb oIS H TN OBnRsget 048 IMERE piweledRodes such

as radio node 344. Each radio node periodically communicates power consumption data to the
access node of mesh network 352, which is then forwarded by any one of a
number of communication links, as one of ordinary skill in the art would know, )
to wide area network 359. Server 360 is likewise coupleé to wide area network
359 and may receive the data communicated by the access node in mesh network
352, |

[00135] In FIG. I8, mesh network 352 may, as described above, be associated with
radic nodes coupled to power utility meters. Likewise, mesh network 354 may
inciude an access node with a plurality of radio nodes coupled to gas meters in a
different geographical area. Furthermore, mesh network 357 may include an
access gode with a plurality of radio nodes wherein some radio nodes are coupled
to gas meters, some coupled to electric meters, and others coupled to water
meters, but yet all a part of mesh network 357.

[00136] The radio nodes of FIG. 18 therefore may be coupled to any type of sensor
or other device that provides a signal to the radio node for communicating data
back to an access node for ultimate transmission to the server 360 across wide
area network 359. As an alternate embodiment, one or nﬁore of the radio nodes as
shown in FIG. 18 may also be coupled to an actuator such as a pump or other
device to be controlled. Thus, a signal communicated from the computer server

360 and across wide area network 359 may be communicated to an access node
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[00131] Each battery-powered radio node, such as radio node 346, is configured to communicate
directly with at least one AC powered radio node, such as radio node 344. Accordingly and in this

nonlimiting e ﬁ} ry-powered radio nodes 346, 347, and 348 co I ' e iEQsAC powered
node 344 onﬁ@&%f a?léar%z. So even though radio node 346 does not serrr\géea@ga rerﬁate?, it is still

able to communicate with access node 342 via a repeater route comprising radio nodes 344, 349, and

351. In this way, battery:powered radio no 6, 347, and 348 act as sa éllites or AC powered
radio node 344. [0015% A?scﬁn tﬁsls nfgn ?rﬁgggn%; g%n?ﬁfg,ﬁt Hégfeep%rwrg%% CFI; i6 ﬁaoapegaé%gymmaintain
receiving mode even de#Hneesked e, as described above and as shown in FIG. 10, since power

consumptigf g Aot an issu {05 A3 MOMARS .s GARRRAHEIN Y RERATERY RowEHRH 1adiRipgass. such as

radio node 346, wake up periodically and initiate communication with their respective AC powered
radio node repeater, oA th R CALeIss AR hisgardng, irdustated aieh ragNdrsoRfiFsdater 344

receives the messagedtansmitiedieom headatelyspeweiacitadiooRosessdmandiforwakds the
message to access node %2.0%2 O 200(?/031740 PCTI1US2005/032433 £00133 In this alternative
.17

P TRE BRHER RS SFERE SaB T FEWEIRE ROWECUMHET o node

embodiment, as showi in /
346, may be greatly xtendedwideusiedhizmmiiodifiiemtmayesitebid, the wimdefor tattenpieglacement,

which may be expengiye.in alarge mesh network, [Q013 G i iagram of multiple mesh
networks similar to the mesh network 10 %qf FIG. 1 co%pl&j%(% agt%agcl?%%rfj as%&ﬁﬁ via é”\llg?d%esq;rea
network. Mesh netwSHBRIECHEA R ISHFE graysiepdsehmtieacssprradd mesh networks that may

be geographi¢ally separatedhframRach athesidoyeha parhefdhesamss nebvar cammuaigating back
to server 360 across wide area network 359, such as the Internet. More specifically, mesh network

352 may include an at®REhByseasa AP uidigsHFiagidthalies Grlleriane @abrridodpleamrds a
nonlimiting example, ppRagsadtility meter. Thus, the power utility meters sense power consumption

and commuyni that dat the access.node innesh network 352. Each radio nade periodically
communicﬁ%ﬁégwer cons tig% &aﬁaa@%ﬁaéna’cﬁg ABdE* S RASh et aIEsss, WA fithen

forwarded by any onedefcatbed in this disclosure. One of ordinary skill in the art would know that
multiple‘ configurations and implementations of radio nodes may suffice, and that
this illustration is merely a nonlimiting example of one such implementation.
Thus, as a nonlimiting example, radio node 370 may be comprised of the
processor 371 that communicates by a local interface 373 with memory 375, An
operating system 376 and application specific software 378 may be contained in
memory 375. The application specific software 378 may include one or more of

the processes described above and shown in the figures. |
[00140] As indicated above, a radio node may receive a signal mput from another
' device, such as an electric, gas, or water meter, or can send éontroi signals to an
actuator, which may be represented as device 379 of FIG. 19. Accordingly, a
signal 1s communicated from device 379 to the interface 380 for processing by
processor 371. Radio node 370 also includes RF transceiver 382 which may
receive and transmit communications with other radio nodes and/or an access

node of the mesh network via antenna 384.

[00141] FIG. 20 is a nonlimiting exemplary diagram of an access node 12 as shown
and described in this disclosure. Access node 12 is comprised of the processor
395 that communicates by a local interface 397 with memory 398, which may
include an operating system 401 and application specific software 403. Access

node 12 includes an RF transceiver 393 that communicates via antenna 391 with
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number of communication links, as one of ordinary skill in the art would know, to wide area network
359. Server 360 is likewise coupled to wide area network 359 and may receive the data
communicated By the aceess node in mesh network 352. [00135] In FIG. }M@itw&%ygk 352 may,
as described above, be associated with radio nodes coupled to power utility meters. Likewise, mesh
network 354 may include an access node with a plurality of radio nodes coupled to gas meters in a
different geographical,areg- firhermorg, esachuarks7, may include an Aceess Rode with a
plurality of radio nodes wherein some racﬁo nodes are coupled to gas meters, some coupﬁe&to
electric meters, and ofFef@Eotiider wowarariqeiEne @yasatyedeadres parvofnidShvidwet o 35Pr400136]

The radio nodes of FlgyL8stharefare-mayse souried 19 By tyype of sensor or other device that

provides a a(%gal to the radio node for communicating data back to an access node for ultimate

transmissiote the server 366 M Es dovitPaRsze e (RS bR e seribRdaembeiBumtetbne or
more of the radio nodgsn#iighgwkaipldCard Guialy A6RiBR: COUPIBR QO RRNEHAIRREYE) A8 pUMP Of
other device to be cont{rq]llet% El'hus, fi Si nzal comgmunicgt d from the c m%l%ter erver 360 and across
wide area network 359 may be tommunicatSE 1 ahe e bl TS BB 5566/03 a0 Many
PCT/US2005/032433vsuithasan medifinaiwor kn3h 2donacientsaliingbone deseribed . efthelitackio fyodes in
mesh network 352. 1004S b M AeLATk e AR BUIINS. SXATRIS AN couplgi wide area

network 359 by wireless means according to tower 366, which may be configured according to one or
more wireless standaPigcidce sesepwdiraripsialiisugiernadiirntienkandyvaistons atimitergedimple, in
areas where wired copaMcRIORHNKSAenH B ARajeelratks3aR e mnauai BRIR A yVisgless
communication scheme such as.implemented by tower 366 may provide a wireless communication
path to the access no@él%‘f’m%gﬁlﬁlétwork 354. [00138] In addition to server 360, one.or more
computers 362, 364 may also be coupled to server 360 for assisting in data collection analysis and
control applications. [00139] FIG. 19 is a diagram 370 of an exemplary radio node as shown and
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described in this disclosure. One of ordinary skill in the art would know that multiple configurations
and implementations of radio nodes may suffice, and that this illustration is merely a nonlimiting
example of onEGedkamplementation. Thus, as a nonlimiting example, radi@neged/smnay be
comprised of the processor 371 that communicates by a local interface 373 with memory 375. An
operating system 376 and application specific software 378 may be contained in memory 375. The
application specific software 378 may include one arimdn®f the processes described above and
shown in the figurgg, &%)&140] As indicated above, a radio node may receive a signal input from another
device, such as an electric, gas, or water meter, or can send control signals to an actuator, which may
be represented as device 379 of FIG. 19. Accordingly, a signal is communicated from device 379 to

the interfage 80 for progessing, BeREaTEsak Ak, RANASANR AR A0 NGRS Jranscelver 362

which may receive and transmit communications with other radio nodes and/or an access node of the
mesh network viaRiRHH A8k o aodes reshoaisdl sersaRmmimi é ke ashaydilyieneoimn access node

12 as shown and=destcsied md@&edésylweeﬁﬁg@&sﬁ&ﬁﬁﬁ%@?%ﬁﬁiﬁﬁ%@@t@&%@cessor 395 that
communicates by a local interface 397 WitQ memor 398, which may include an operating system 401
and application specific softwafs 403 K& B8 Fﬁf&lé‘ﬁaﬁ%If?&égraﬁ‘ﬁiﬁ%’é’ﬁstééh@@@@%%ﬁ
communjc&tes via antenna 391 with 84<WE2086/031740 PCT/US2005/032433 one or more radio
nodes, as ghown in FIG. 19. A%ca%g%lqt%ge %%gtlsao leu{g\l\fes %ntinterface 404 for communicating over a
wide area network 359 with one o more- 8evmges,gsuc A8 VAP IR0 REIHIWATATFIE S 185 [00142] It
should be emphasized that the abovertedesits et erisddimeahtscatesy2nonlimitingexamples are merely
possible eyamples of implementations, @il sebipiti{eid, £laat ndeisianding of e prnciples
disclosed herein. Many variations and modifications may be ‘'made to the above-describe
embodime%t(s) and nonlimiting exami&&nsitetdasangEstisstamtamatrdm the spirit and principles
disclosediherein. All such modificationsansrvariationssaiednisndad 4. ke ingluogd.herein ithin the

scope of ﬁis disclosure and protected bg/ the following claims. .
satellite nodes on the first logical layer of satellite nodes;

12 executing instructions contain_ed in the broadcast message at the one or

13 ‘more satellite nodes;

14 _ repeating the broadcast message to one or more additional satellite

15 nodes on a logical layer beyond the broadcast range of the .

16 gateway node; and

17 conununicating an acknowledgement message back to the gateway

18 : node indicating receipt and execution of the bmadcast'me:ssage.
1 2. The method of claim 1, wherein the broadcast message is repeated to
P the one or more additional satellite nodes on a logical layer beyond the broadcast

42

range of the gateway node if the satellite node has been used as a repeater during a

4 configurable previous period.

] 3. The method of claim 1, wherein the acknowledgement message is
2 communicated back 1o the gateway node to indicate receipt and execution of the
3 broadeast message during an inbound communication time for the satellite node.
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35 WO 2006/031740 PCT/US2005/032433 CLAIMS We claim: 1 1. A method for a gateway node to
wirelessly communicate with a 2 plurality of satellite nodes, each satellite node coupled to a sensing
device or an Waciwatemand the gateway node coupled to a computer, comprigiRgotRestags of: 4
generating a broadcast message for communication to the plurality of 5 satellite nodes; 6 transmitting
during a gateway node transmit communication time the 7 broadcast message from the gateway node
to one or more 8 satellitétnode S nneefinat dgiaahlayriotsateliianeadgs thatare 9 within a broadcast
range of the gateway node; 10 r%%eivig iEhe br(t)adcast message from the gateway node at one or
more 1 | satellite nodes on the Tirst ogical layer Gf SateINEh SFREN T Sk 4R GRREPHEEAIE s contained
in the broaticast message at the one arkii8vindgensatetiitesngeles:kld tepeatingithedaroadcast message
to one or more additional satellite 15 nodes on a logical layer beyond the broadcast range of the 16
gateway node; and 17 communicating an acknowledgement message back to the gateway 18 node
indicating feceipt and executior BF BRNSFR{EE Méasheecompisiretimeathndost claim |, wherein the
broadcast nessage is repeatedg@jziﬁga@r@dgﬁgggrgﬁggé@%@ s%?éﬁi@%&%q)%sag%ﬁé i i%‘l,jdayer‘

beyond the broadcast 3 range of thegateway node if the satellite node has been usedas a repeater
during a 4 configurable previous periBiS1°3 S HE MAABHIBIR IBRIE M B ST askaowedgement

message i$ 2 communicated back toltigigatewayanaentolintispie cecrint angheygeutiongfthe 3

broadcast gnessage during an inbounlg\ co%ngg eﬁt;?é[ion time Fi%)r the satellite node, 36 WO
2006/031740 PCT/US2005/032433 14 oA°SF QRIELSHRSIAb TS TS tep of: 2

e me
waiting unfil a next gateway node tramsgt;time to communicate the

7 A executing instructions contained in the broadcast message by the
8 satelitte node on the outer logical layer of satellite nodes if the
9 broadcast message has not been previously received; and
10 transmitting an acknowiedgement message back to the transmitting
1t sateliite node indicating receipt of the broadcast message and
12 execution of one or more instructions contained in the
13 - broadcast message, the acknowiedgement message transmitted
i4 during an inbound communication time for the satellite node on
5 an outer logical layer of satellite nodes.
1 6. The method of claim 5, further comprising the step of:
2 repeating the broadcast message to one or more additional satellite
3 nodes that are one logical layer further away from the gateway
4 node than the satellite node, if the satellite node has been used
5

as a repeater during a configurable previous period,

1 7. The method of ¢laim 1, wherein the broadcast message contains

]

firmware update information for the plurality of satellite nodes,

1 8. The method of claim 1, wherein the broadcast message conteﬁns atype

2 indication and configuration parameters,
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3 acknowledgement message back to the gateway node. 1 5. The method of claim 1, further
comprising the steps of. 2 receiving the broadcast message at a satellite node on an outer logical 3
layer of satellfeOrrotiessiremm a transmitting satellite node on a 4 logical layardhaimmsnglogical layer
closer to the gateway node 5 than the satellite node on the outer logical Jayer of satellite 6 nodes; 7
executing instructions contained in the broadcast message by the 8 satellite node on the outer logical
layer of satellite nodes ifthe 9Troaddastshelasade hasaaidagrnipravioush rgceived; and 10
transmitting an acknowledgem%ggnma?slsa%%g% tgﬂtheltr nsmittin% | 1 satellite pode indicating
receipt of the broadcast message and T2 execution of 0n& or Mors F&FLEEhE if%d in the 13
broadcastimessage, the acknowledgemetitynéssatjadranbmitet! 14 during an inbound
communication time for the saigliiaaade ot ANQuedoical e o satellis nedes. L6, The
method of claim 5, further comprising the step of: 2 repeatingthe broadcast message to one or more
additional $atellite 3 nodes that are oR&igYRA% Y RigHBCaWassSram thetgetewel/bv thode than the
satellite nade, if the satellite node haghegiyused. 5 as a repeater during a configurable previous
period. 1 7. The method of claim 1, wherein the broadcast message contains 2 firmware update
information for the plurality of satellite nodes. 1 8. The method of claim 1, wherein the broadcast
message dontains a type 02 inditatientaddtdafiguration-parmetom a3 M 2006/331¢40
PCT/US2005/032 1.9, The method of clajm 1, further. comprising the steps of: 2 maintaining a list
of acknow(%edgemé%% r%fggsgggg%gg%ggmomet Oethg?;luraa%’ﬂtt\ﬁloofs% aﬁtgoﬁgﬁ&%ﬁ? A'retransmitting
the broadcast me&saee teyere branbite rededlitatihduelforcBsivnichagn iackrdvetetigemeantmessage is

not received by the, & JRIGWRY BRER: most outer logical layer of satellite nodes.

5
] 11, The method of claim 1, wherein the one or more satellite nodes
2 executes the broadcast message if the broadcast message has not been pre\;iously
3 received by the one or more satellite nodes.
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1 10. The method of claim 1, wherein the broadcast message propagates 2 outwardly from the
gateway node to the plurality of satellite nodes arranged on 3 logical layers of satellite nodes until the
broadcast meg¥nzfga83géeived by one or more 4 satellite nodes on the mestrai@niogieast layer of
satellite nodes. 5 1 11. The method of claim 1, wherein the one or more satellite nodes 2 executes the
broadcast message if the broadcast message has not been previously 3 received by the one or more
satellite nddes. 38 WO 2006/03134hRETAIS2DOTO 324133 ltd 2 séneoromunicatinn deyvigereoupled to a
sensor or an actu .confi to. wir ly communicate wit ateway node caupled to a
computer,élcomprigi}r?gl:&%&a%%ﬁ%&éﬁ%&gg}?gr&é@rﬁ@ﬁga%tgovt& rlle‘q“'Fe{s{j‘js%ycfjr%i1 éxr%rit anaFreciie 4
communications, wherein the Wirdreksizanseeivacardigrece ivev Beiepadoast commugiication directly
or indirectly from the 6 gateway node;dfiemapk\ertichli cquled b e wieless dansgeiver for
storing 8 lpgic related.to broadcast communication received by the 9 wireless transceiver; 10 a
processortlectrically coupled. the wifePEaltrsheRBREPIEaHAD (ewwHy o1 indisestlyt&oyibal instructions
stored in nsemory related to the 12 braagaastemmunication; 13 logic stored in memory and
executed t:}y the processor configyred to .14 d(%ﬂermin \%hether the broadcast communication has
been 15 previously received afl SRERLET RS SHELES IO R W A SR it SieiR&ermined
identificatin information 17 containelgh thinfrbadeasi communicationyd &tepicdexeguted by the
processor §onfigured to implement th‘% i\%\éilreeslseégn S%%%afmsceiver to transmit the broadcast
communication to one or 20 more other communication devices within a transmission range 21 of the
communié8tion device but beyémaogersamsaisieh ranugée PR ohindegatewsy inaderdind2a togic

executed yy the processor CO“fiQUfe%@cmggﬁ%mrmﬁﬁ‘ﬁ@?%md in memory related to the

12 broadcast communication;

13 logic stored in memory and executed by the processor configured to
14 determine whether the broadcast commuﬁication has been

15 , previously received and executed by the processor in

16 accordance with predetermined identification information

17 contained in the broadcast communication;

18 logic executed by the processor configured to implement the wireless
19 transceiver to transmit the broadcast communication to one or
20 more other communication éevices within a transmission range
21 ‘ of the communication device but beyond a transmission range
22 , of the gateway node; and

23 | logic executed by the processof configured to implement the wireless
24 transcelver to fransmit an acknowledgement communication
25 message to the gateway node indicating that the broadcast

26 communication is received and executed by the communication
27 device. |
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24 transceiver to transmit an acknowledgement communication 25 message to the gateway node
indicating that the broadcast 26 communication is received and executed by the communication 27
device. 39 W&2006/@314040 PCT/US2005/032433 1 13. The communicattor/temesoafschaim 12,
further comprising: 2 logic executed by the processor configured to cause the 3 communication device
to disregard the broadcast 4 communication if the broadcast communication has been 5 previously
received dnd implemented by Tie conuminideatiode Gaeickih 14, fﬁhﬁsmmmniﬁgiion device of claim
12, Whel‘eﬂﬁ the broadcast 2 CQ%%EQ%QE%%Q%{chggppg&sss%rflé@\?/are ypda ate fO{hthe communication
device such that 3 the process updates a firmware portion ofthe commtinication device contained in
4 memory? 1 15. The commumcaﬂon@@%‘i@@@ﬁmﬁﬁmze Whéirehgatretiorbamidastt2 communication
includes ap update to one or more confighrAtion RAAMAIRIS SO IREmAcAMMLRicatQn device, 1 16.
The communication device of claim 12, wherein the communication 2 device transmits the broadcast
communication to one or more other BEHHAMIHICatibYEpR IBBISHiH#Y BitiBhSATSBIHEFEAYe of the
communication device but beyond a 4dvanasmission range of the gateway node if the communication
device has been utilized 5 as a repeater communication device within a previous predetermined time.
1 17. The communication device of claim 12, wherein the communication 2 . device transmits the
broadcastlcommunicatidd.to ofiotamorendtiemotevinewfichtion] 3 dhvieesiwitivadcisansmission range
of the communicagy Y&%ﬁo%uéogﬁg 0d 2l ”%'S‘ar%rﬁ's Ie% &2 ecg&tnﬁ‘ﬁng% lea exq()de hhe
communication dev ice has been eS|gnate as a r%pea er communication device b y 0n& or more
other comunicatiirrecdespicerdaies a firmware portion of the communication device contained in

4 memory.

1 15, The communication device of claim 12, wherein the broadcast

2 communication includes an update to one or more configuration parameters for the
3 communication device,

| 16, The communication device of claim 12, wherein the communication
2 device transmits the broadcast communication to one or more other communication
3 devices within a transmission range of the communication device but beyond a

4 transmission range of the gateway node if the communication device has been utilized
5 as a repeater communication device within a previous predetermined time,

1 17. The communication device of claim 12, wherein the communication
2.

device transmits the broadcast communication to one or more other communication

3 devices within a transmission range of the communication device but beyond a

4 transmission range of the gateway node if the communication device has been

5 designated as a repeater communication device by one or more other communication
6 devices.
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