A nmethod and apparatus for authenticating a digital file operates by
generating an inmage file (40) or other data file in a first device such as
a canmera (10). The file is processed (46) using a function to generate a
second data file, which is stored in the device. It is then determned if
a suspect data file is identical to the inmage file by processing (64) the
suspect data file with the same functiog, and conparing (66) the result
with the second data file. The second data files for a multitude of inages
may be permanently stored in the device, and the function used to generate
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Abstract

A method and apparatus for authenticating a digital file operates by generating an
image file (40) or other data file in a first device such as a camera (10). The file is
processed (46) using a function to generate a second data file, which is stored in the device.
It is then determined if a suspect data file is identical to the image file by processing (64) the
suspect data file with the same function, and comparing (66) the result with the second data
file. The second data files for a multitude of images may be permanently stored in the
device, and the function used to generate the second data file operates to ensure that the

second data file is much smaller than the image data file.
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