WO 01/ 45387 PCT/ 1B00/ 02022 -1 RECEI VER/ DECODER ACTI ON The i nvention
relates to a receiver/decoder, and in particular to receiver/decoders used
in broadomsi1/s3s8t ens, such as for television, radio, cellptpaBghoore or

ot her such systens. 5 Broadcast systens are used for transmtting signals,
such as digital or anal ogue television signals, froma broadcast centre to
a user, via a mediumsuch as a satellitel-cable or terrestrial broadcast

| i nk. Receiver/decoders at the user end are used for receiving and/or
decodi ng the signals, typi caARECEBWERMECODERACIION si on set. In the case
of digital 10 transm ssion, digital channels are encoded into a digital
data streamat the transmtter end, and are decoded at the receiver end
using a recqgihéghvéftivadelates Wbk edteiveyddcpdércald iv pagticulir ttd esceivier/deodiders tuséd
set-top box (DSTB) or in an integrated digjtal television. In the case of
anal ogue t r &mBiARdEAshIystemsy %Bia%gqrfﬂ%‘ﬂ%%ﬂ%fe@élab?}&ﬂﬂed)éd’ﬂﬂ SHHESYSSES: t o
convert the transmitted signals into a format for input to a television
set. 15 I'n known broadcast systens, actions may be taken at the -

recei ver / de Bodasicastsystempargased for trapsmitfing signals, sushiasdligitpb pr angipgme tplevisign be

I nput by a re e i i ncl.udesgha

channel or g%gg\}shggﬁﬂé%g%aggﬁ%co&%ﬁ??ﬁ%&?%?ﬁ%ﬁco erChrélgﬁ1l t"héﬁdsg’cérs%léﬂgr 20 In
addi ti on, i ndreestrial broadeastlinkd iRegeivéralesaders at ¢he wer gulraneresedrfor reteiving and/or

recei ver/ degodey. be di spl ayed. on scree so. th t:he, user . Vi ew
them The pﬁﬁ%‘@fwg% @lﬁfl?lﬁ’ntsyggéﬁ% C%?rolquﬁéoﬁ Qf)lF Blﬁﬁogngé'e r%@otﬁg tcg‘?ee gp%}gt"ﬁiet he
abovedpgioor uaﬁsﬁmési&? digirabeltinhels i:feeﬁcoﬁéd fito zﬁ@igﬁﬂtdfltgfsu’eigﬂ at mysaahéngirter dndgre is
provi ded a nmet hod, of requesting from .a recejver coder. (in a hr ast
Cyat em i nf SR4raS Grofe] B nageer et Fol pelie? FFISECBRRS WAL TR HOGRD b
conpri sing t#gpsAaldiging sa-@?muﬂsm) $118 aheReEueNd dgkadeevidion. dn Hedaseast

system the command 1nstructing the receiver/decoder to send the
i nf or mat i onof Alopye TAPSBIsIPR R IBPeVATecodenmay e REAVAGR #tthe user tosoryertdbe can

be obt ai nedgf bl §ignals into a format for input to a television set.
15

In known broadcast systems, actions may be taken at the receiver/decoder in response to
a command from the user, such as may be input by a remote control device. Such
commands may include changing channel or showing the status of the receiver/decoder
on the screen.

20
In addition, information regarding the settings or parameters of the receiver/decoder may

be displayed on screen, so that the user may view them.

The present invention seeks to remedy problems encountered with the above prior art.
25
According to a first aspect of the invention, there is provided a method of requesting from
a receiver/decoder (in a broadcast system) information relating to the receiver/decoder,
the method comprising transmitting a command to the receiver/decoder via a broadcast
system, the command instructing the receiver/decoder to send the information. |
30
The invention provides the advantage that information can be obtained from the
receiver/decoder without requiring manual intervention of the user of the
receiver/decoder. By transmitting the command (from a commercial operator, for

example) via a broadcast system, the need can be avoided for a separate medium to be



recei ver/ decoder without requiring manual intervention of the user of the
recei ver/ decoder. By transmtting the command (froma commerci al operator,
for exarwbe)43s8m a broadcast system the need can be avopdrmBdOR022
separate nmediumto be WO 01/45387 PCT/ 1B00/ 02022 -2 provided for
transmtting the conmand. The broadcast system preferably includes a

br oadcast nedi um such as a satellite |ifnk; cable (including optical

fibre), or terrestrial broadcast, as well as a transmtter for 5
transmtti NGréM&dd fonerabsmpintipatié commaiandn Pref erably, the broadcast systemis
used to broadcast audi o and/or visual signals such as radio or television
signals to the receiver/decoder. Thus it will be appreciated that a nedi um
Whi ch is useg) 3)90%&9@1?&&&1 préfefibly/ iMbiBde] a BlodfkEmBEMmbRIcH 6 d sarRllite JARYM t
the conmand. 10 The I nformation preferab[){ conprises information_ relating
to at | east cable (dicludingvpteal fibselelor daresHia r%‘eﬁrggéﬁé’v%é’egrasoﬁtﬁﬁﬂ%mﬂféﬁif%) , a
devi ce nager | ' ' | ) as a
channel - anafar g tapBRrfF bioeit HABlad RS, HELEIRE RS B &

oper ati ng sysdadoasti nslicalahéOr ivisuah eignelsesuchr sl easivol @, tebayishom signalsi ta dlag

machi ne, |ibrar r Il catian.interface), .15 The inf. i rably
consi sts of T5¢§ e{!@??&??f?&h‘&? lté’&‘@é’§sapprr‘?f“(§fe§at{l?tc?ﬁ? e#ﬁyﬁ%%%e&’ﬁoﬁ( g{lcedggc ause
the exi sti ngudigRisudDéighdlSmal beagsdso tansmitiaoneaiidig bet ween a

recei ver/ decoder and a commerci al operator, such as broadcast EMVs, for
exanple, are generally specifically designed to transfer conditional
access ipf Oﬁ“H?tiﬁtQPmat?&l pragerivl e6Mphisel InfoRvati@IRIALHS tb At WabBéreosT 4 @sdesli ng
one or nore of the settings and paraneters of the receiyer/decoder,
actions car (suchiasan inpyt demise opewpHtalerige); 8 devicemanageh AR FEPICIIQRATUNMNE Yt h.

Thus i nf or gL loRg, ¢ hYAIchgsaRE Shphigione rrae%x'l'ﬁ%iﬁgtion
renotely. gﬁlghpél?:ﬁif’vglr/anéndtopgrh sﬁ%@mgeﬁﬁcg]g%? %gé %xgg‘pl el, ag statistical 25
i nf or mat i onapplication)) dndwntoperating systea (isstalted imthetregeiver/degodsr sudtareyirusl be
nodel | ed renotely.,., I n part.icul information may be related to a
faul t assocﬁnﬁflgﬂgﬂﬂqrﬁytoﬁgpﬁl%céﬁgﬁ?gderr/%‘%g%oder, and thus can be of use in
faul t-figpdi ng and debugging. The information preferably conprises
user-custo mTt?éa gllt'()ennlagfor? {)1%?&5&9 consists of non conditional access information. This can be

useful because the existing non-audiovisual means for communicating between a

receiver/decoder and a commercial operator, such as broadcast EMMs, for example, are
generally specifically designed to transfer conditional access information.

20
The information may comprise information regarding one or more of the settings and
parameters of the receiver/decoder, actions carried out by the receiver/decoder and
channel signal strength. Thus information relating to the receiver/decoder can be
retrieved remotely. Such information may be useful, for example, as statistical

25  information or to allow the internal state of the receiver/decoder to be modelled remotely.

In particular, the information may be related to a fault associated with the
receiver/decoder, and thus can be of use in fault-finding and debugging. The information
preferably comprises user-customisable information.

30
Preferably, the information is assembled by the processor of the receiver/decoder, and is
preferably sent by the processor of the receiver/decoder. It is preferably not sent by the
smartcard. By using the receiver/decoder itself rather than, for example, the smartcard

to send information, it is possible to avoid the use of confidential and/or sensitive



30 Preferably, the information is assenbl ed by the processor of the
recei ver/ decoder, and is preferably sent by the processor of the

recei ver d@eonasss? It is preferably not sent by the snartearmooByo2asi ng the
recei ver/ decoder itself rather than, for exanple, the smartcard to send
information, it is possible to avoid the use of confidential and/or
sensitive WO 01/45387 PCT/1B00/ 02022 -3 4 nformation. Thus encryption of
the informati on may not be necessary. The information fromthe

recei ver / deg@olalatidRY TRS GRRptibR offhe MESrmAonahdyaic1dt nvedsyaryhe i nf or mat i on
may be sent to an apparatus which can comrunicate with the 5

recei ver/ decoder, such as a conputer or a testing device. The apparatus nay
be connect tQ ' - r ' t hiterh&tBrely the

Fecei ver | defBugroalcBiEin He REGRERlecder FRY bF S0 L B A, M Bl e i

pref erabl y fnfisrnitionc amgyr ibsesertr tnsni appamfus Woigheein commuicate ovier thgecoder
10 via the broadcast .,system the ¢ i t ng | oder
to carrydoutecayer g%ctofi n 58& & ¥ guq%as ef ttgsﬁi%‘égﬁ ‘%i g‘ggaa#g%g{ru\%?éf%g

recei ver / degpghetted TbWise tdceiver/dsesdirar endyorontthenisae twitlgtheamekiver/decodenmbyer s of
t he recei ver/decoder to be altered. renotely, for exanple by a commerci al
operat or. 1Ghemmeanssyeh an#h ‘“ﬁéﬁdﬁ}”é is al so provided i ndependently.
Accordingly, in another aspect there is provided a nethod of carrying out
an action to alter a setting and/or parameter of a recej ver/dg}g&der t he

met hod conpFhesneihod peafesably further corasispeimnsmiting a compans {othy rreelyardecoder o
broadcagp sy : 58;9?3 ' tihfifhchihe tHeGe8diV&/ded6aR 4 Earry?Butlad Carry
out the?gct%%?l}%@lrﬁé&%ftg o?{’]tqlréaér?%ﬁét{{ailng tc%egcormand i nstructing the

recei ver / destideiof aieritig asettingarsiéorpiarageterrod ths repeiver/decederof t he

recei ver/ decoder may be taken in response to the information received from
the receiver/decoder. Thus greater interaction can be obtai ned between a

25 conmmer ciPlusqpie passitile férahe sxtingy bud/orpatanhdters 10€ theireesiYetideendier to beraltered

I nportant feature be ovi ded i ndependently. Accordingly, in another
aspect thép@%@%ﬁ%’f%&ﬁbﬁé{’ﬂ&&%g‘ OE’SF# 51 1ing a receiver/decoder,
conprisiég transnmtting a command via a broadcast systemto the

recei ver/ decoder, the command i nstructi t he ] )
This important feature is also provgde 1n&e%en(§]ently. Accordingly, in another aspect

there is provided a method of carrying out an action to alter a setting and/or parameter of
a receiver/decoder, the method comprising transmitting a command to the
receiver/decoder via a broadcast system, the command instructing the receiver/decoder

20 to carry out the action.

The step of transmitting the command instructing the receiver/decoder to alter the setting
and/or parameter of the receiver/decoder may be taken in response to the information
received from the receiver/decoder. Thus greater interaction can be obtained between a

25 commercial operator, for example, and the receiver/decoder.

This important feature may be provided independently. Accordingly, in another aspect
there is provided a method of controlling a receiver/decoder, comprising transmitting a
command via a broadcast system to the receiver/decoder, the command instructing the
30 receiver/decoder to send information relating to a setting and/or parameter of the
receiver/decoder, and transmitting a further command via the broadcast system to the
receiver/decoder in response to the information, instructing the receiver/decoder to carry

out an action to alter the same or further setting and/or parameter of the receiver/decoder.



30 receiver/decoder to send information relating to a setting and/or
paraneter of the receiver/decoder, and transmtting a further command via
t he broadvast/4systemto the receiver/decoder in responserPtDIBGM2022
information, instructing the receiver/decoder to carry out an action to
alter the sane or further setting and/ or paraneter of the receiver/decoder.
WO 01/ 45387 PCT/ 1B00/ 02022 -4 Either ordboth of the above settings and/or
paranmeters are preferably user-configurable. This can allow a renote

oper at or t OERhéRbr Bbth cfitled atoive settiygsandioe paraffisersare poafengblyfuseaennfigutabler
conprises correcti a fault associatedq wth t cei ver/ decoder. Thus
t he owner oTh&sr%n?Q%@ﬁf@@f’ﬁé@&@i‘?ﬁﬂé‘EH’qﬁSPPiﬁ’%‘;y]“ebaVng“%grt in the process of
curing the fault, and tinme and cost can be saved. The setting and/or

paraneter preferably relate to at | east one of . a deizi g{e s%suc{é as'tﬁnt i nput
devi ce or oUhgunethiediprelerably durgher ccomprings rcormseiing, a1 faulte posReigtet nRithg™Sn t he
10 receiyer/ ﬁ“’ 1 oD derided :0t pRa @t in the
confi gurgt i g;g?lg%gﬁcggﬁf‘g%ugﬁlgﬁo qneggllgrrgété?‘%gugﬁgt em (i ns?a?lag%pi n the
recei ver/ deprodess of suthg the faultsiand tisle and ehstisan be favsdary or appl i cati on
interface). The action may conprise at |east one of changi ng channel s,
changing the tuning of a 15 channel and scanning channels. The scanning
channel s acTh@settiryandrphrageten pfefiirably cdate to at leastoneoff adeyiae (suglt asaninpfe

and/ or an update scan, The changi .of channel s i f ar . _effeqgted

usi ng Di gi t $VisE o OBPYY é(é‘?ing ? y I??ﬂag?rl’ra%? c?ﬁpir?%ﬁ 5 iﬁrgh%ﬁggt Eié fle
channel 39  hgveriRcoderRMEh sauclRnad chaiging giplivativn dra chnfigiramyegppbvation),l t he
user has changed the, settings of the recejver/decoder. In ’Ig@'af) case, t he
recei ver / deansdar oparating systeyn Gpgialied ip\jhe TosgIVEHAcROAgh SEN 35 ¥ mf?thlﬂ t0 one

or nore recg f Gh@na&hs. The action may further conprise at |east
one of put fﬁ]rég{irga%ﬁegaglfo\?er/decoder into standby node, rebooting the
recei ver/ decoder to a given channel nunber, rebooting the receiver/decoder
to a given channel LiRGofg! dnitndk, cRETHHE B tuARE A%
downl oadi ngﬁ%%cqbqnoxgé?cr eggﬁ%rl%g%éd)gﬁ sogt\%/are (such ags{,gf_or exgrrpl e,
newer Vvessi¢hasinelahd sdaaningehatniclsg Thy stasningcbannets agkipy may comppse + Htll ¥48, and
so on). Cearly, .further actio er t dhafindiéds Wr&erdBi al so
be provi ded? SC?ﬁagaPﬂif%Wé? %rfd;cﬁr a(r)lglfgflgtteg?&fray eﬁgénﬁilgfgﬁéﬂghangeﬁhg ttélni ng
of a recei vgtdcebdaRiigDigdtl Video Bebadcasting (DVB) information relating to the channels.

The use of DVB can enable the channel to be changed even if the user has changed the

settings of the receiver/decoder. In this case, the receiver/decoder preferably stores DVB

20 information corresponding to one or more receiver/decoder channels.

The action may further comprise at least one of putting the receiver/decoder into standby
mode, rebooting the receiver/decoder to a given channel number, rebooting the
receiver/decoder to a given channel DVB number, downloading a list of services, and
25 downloading the global receiver/decoder software (such as, for example, newer versions
of the operating system, device drivers, applications, and so on). Clearly, further actions

of a general or specific nature may also be provided.

Thus the commercial operator may update or change the tuning of a receiver/decoder

30 remotely.

Preferably, the method further includes the step of performing the action at the
receiver/decoder in dependence on the command. The method preferably further includes

the step of subsequently deleting the command. This can reduce the risk that the same



Preferably, the nethod further includes the step of perform ng the action
at the receiver/decoder in dependence on the command. The net hod

pref er abiwobustsker i ncludes the step of subsequently del pCi/mgpotobe2comrand.
This can reduce the risk that the sane WO 01/45387 PCT/ 1B00/ 02022 - 5-
command is carried out again. Preferably, the command is transmtted as
part of a nessage, and preferably the message is in the formof an
entitlement nanagenent nessage. This can allow further information 5
regar di ng t bemaandincinaedonthagainr ansmi tting of the command to be included in
the nmessage. Entitlenent nmanagenent nessages (EMMs) are normally linked to
access control, and have a certain structure such as a header and a data

field It wldterhslyalpeanhah@s thshited ad faldfesageagtpand mriferdhpthcandssager be
based on the struCture of, an entitlenent mnagﬁ%% mame,, | t hough it
may not necisdn theifpym pean ensiflement MAASHNG MEHEES: | _allw gé%@gnm or
may not @e F%gf&{ﬁ%% AmaAd LAY Ttﬁeotr iR tRe SdmiaRd 16 \WRhtRAed i IR
nmessage Can e suth t%at no confirdential or sensitive information (for
exanpl e 15mesdagéing to a snmartcard or encryption codes) is included in the
nmessage, and the nmessage need not be encrypted. This may be advant ageous

regarding the efficiency of transmtting and receiving the nessage.

Pref erabl y Ehgldman aghaganén ereseapep(EMbE) are nodealty finked tofaceess oonteol cin|
operator. Since 20.the nessage will .typi.c manat romthe rcial
operator, tRAVE ety f%@ﬁéug%m%e@dﬂ%/ﬁpﬁﬁa%@é%gg?@l %8 aP%rgﬁ'ﬁeﬁi 2 The
met hod §gy fiéshfemag iR theSorh oFbabastd dnlie sthudaié bf, laffentitlerhtnti mgmigeihbrtr
stored at the receiver/decoder and perform n? the action, jin dependence on
the result oessege aktbowslyit 88y nof Reqersarly g used IrapansgngfOtisMePhat only t hose
recei ver/ decoders for which the commercial operator has responsibility are

affected by 25 the command. Preferably, the nessage conprises an .
i denti fi er Tlie messhgeinay ohmay petdieearyied.odesording ip erpodimGhiTRS the iReantignt s t he

at |east ong recel [ i }i9B-infoMnBtER TR dxaiipled
command t o B8 AR S 06 S thPnf SLAITALE, B0 inbukacr e cailp
recei vel$ deehiag o a sB@tcEhkommenpyen nwdes)is inphidsd imtheimkssage and thefmessage one
receiver/d ee relcr)fbeaeggw{)gﬁ. PHI§ may be advantageous regarding the efficiency of transmitting

and receiving the message.

Preferably the message further comprises an identifier of a commercial operator. Since
20 the message will typically emanate from the commercial operator, this can allow the
source of the message to be identified. The method may further comprise comparing the
identifier to an identifier stored at the receiver/decoder and performing the action in
dependence on the result of the comparison. In this way it can be ensured that only those
receiver/decoders for which the commercial operator has responsibility are affected by

25 the command.

Preferably, the message comprises an identifier of at least one receiver/decoder, and the

command instructs the at least one receiver/decoder to perform the action. This can allow

a command to be directed to a particular receiver/decoder or groups of receiver/decoders.
30

The message may comprise an identifier of only one receiver/decoder, and the one

receiver/decoder may perform the action. In this way, it is possible to cause a

receiver/decoder to carry out an action from a remote location, the action being specific

to that receiver/decoder. As is described below, this feature is particularly advantageous



recei ver/ decoder may performthe action. In this way, it is possible to
cause a receiver/decoder to carry out an action froma renote |ocation,
the acti omobwiisg7 specific to that receiver/decoder. As iBCTO&mon2ded bel ow,
this feature is particularly advantageous WO 01/45387 PCT/ 1B00/ 02022 -6 in
the nmonitoring of receiver/decoders and in the debuggi ng of

recei ver/decoders. Preferably the messfge is generated by a Subscri ber

Aut hori zation System (SAS). 5 Preferably the command is sent by a

Subscri ber ManagasiEwLnSysteetivéavB)derpartdia thealdbyeging of reagVeBdscodeSon Syst em
(SAS) for transm ssion. Preferably, the command is transmtted by the SAS,
by which it will be appreciated that the conmand nay be sent to a separate
transmi tterpf.ol. bkans HeSabOR gedétaibd b9 .a Subsaiber AfithorieaticanBystinaESAS).t he SMVS
generates a conmand to be sent to a receiver/decoder, and sends details of
the command to the SAS for transm ssion to the receiver/decoder.
Preferably ph i SR¥ly) tbbr RAGAeHin0 Systent (BMS) to the

recei ver%de%‘&?g%rr?é?ﬁ%g?ﬁ@%gtlﬁgg? thegg&% can,b_eﬁgc nf i ”yi eghto accept and
to transm t SulseyibenAntindzationtSystem (SA SIS mmtonn}ém ¥ %‘é‘”ﬁ’ﬁ‘ﬁ%‘?% when

C

ol

a new type of 1 L S L OniPE 1SR belBplebRtddaRfitNEEdifiRaAd fiay bERentTet hod
may further“%‘bﬁ%ﬁFéB%%%sqyc‘g??ﬁgaﬁﬁgeﬁggsage, t he aut henti ca':Eyi on process
preferably goigpafitdgahitades tiansmisignature in the nessage to verify that

t he nessage has been generated by a trusted source. This can avoid
unaut horised interference wwth 20 the operation of the receiver/decoder.

Prefer al?by, ?B‘Eﬁ iﬁogrgpéjaj-éds ?ﬁ&b@dﬁéﬁh{, tthel dSlM)S g}ederagy abeommané dg e gﬁ}lt itpa
processor of the receiver/decqder, ref er )

transmi t t edreceiveridecoder; ardseads é?}aﬂ%%fiatgﬁ C&F}E‘apg goe{%éstﬁ% gof:i'gl([: Ié%fgtS §’§| t? W#eat her
t han, for examg:egdecgpgr_ PIBeLBR) thet QABCESeMes?D masagenfls, traifsniissigo ssithe e t o

avoi d the ursecgelo confidential "and/ or sensitjive infornmation.in,.the coprrand.

Thus encr ypieceinerddecodrz. Borthismerthary heotAD sambe eandighied to 3eeept AR fotraspit; o
advant ageous for the,r favst LRE 1686 apaited avlipard aewntape afti on
to be sent a‘&if’%‘@ﬂ%dtsgﬂt ehfe%gﬁv‘g?}%ugglggdéﬁéi tselt. 30 The corrrrat?élbis

pref erahky ssfinahd istodelsentdo therrecaivaridscodesm t he recei ver/ decoder. Thus the
nmet hod provides a way in which the settings and/ or paraneters of the

recei ver/ decoder can be determned froma |ocation renote fromthe

recei ver/ degpaigietholl @iay further comprise authenticating the message, the authentication process

preferably comprising processing a signature in the message to verify that the message

has been generated by a trusted source. This can avoid unauthorised interference with

20 the operation of the receiver/decoder.

Preferably, the command is transmitted to and may be processed by the processor of the
receiver/decoder, and preferably the command is not transmitted to the smartcard. By
using the receiver/decoder itself rather than, for example, the smartcard to receive
25  commands, it is possible to avoid the use of confidential and/or sensitive information in
the command. Thus encryption of the command may not be necessary. Furthermore, it

is advantageous for the request for the receiver/decoder to perform an action to be sent

directly to the receiver/decoder itself.

30 The command is preferably sent from a location remote from the receiver/decoder. Thus
the method provides a way in which the settings and/or parameters of the
receiver/decoder can be determined from a location remote from the receiver/decoder, for
example the commercial operator. Thus, if a fault occurs in the receiver/decoder, the

cause (and effect) of the fault can be analysed without requiring an engineer to travel to



exanpl e the commercial operator. Thus, if a fault occurs in the
recei ver/ decoder, the cause (and effect) of the fault can be anal ysed
wi t hout m™e@ui/4i3gy an engi neer to travel to WO 01/45387 PCRCT/BOO/0OR2022 - 7-
the | ocation of the receiver/decoder. Correspondingly, the invention also
provi des a nethod of determning a setting and/or paraneter of a
recei ver/decoder froma location renote’fromthe receiver/decoder, the 5
met hod conprising the step of transmitting a command fromthe renote
| ocati on Viige BchtfioRdE httreceyret/decdler.t he recei ver/ decoder, the command
instructing the receiver/decoder to send information relating to the
setting and/ or paranmeter of the receiver/decoder. Preferably the
recei ver | dqcgtiabohdinglys HidhRntios alsy provitis adesthathf debermiining rsattingmni/er sent
fromthat one recei vér/ decoder. 10 The invention .al Sg]eprf&\{b%%c@de?%&'od of
altering a meametayohamcsiveydecade Em grlocation gemets fromy e Feealvelitseote 1ocation
remte oM Lhg, LESHEEAPARTEH arsiifif bloomman0 N Siengmbteivsationtiiag a

€ renote

command 1 r dif |'ocati on via a broadcast, syst.em. o

t.he
recei ver / dagostizast systemdo threemetiver/deqoder, theFonmranddpgifurbipg thedseryerdseodF or o
setting 15 and/ar.paranmeter. of, t i t SGRIEES -of ke Sedetver/dequdesi bl e
for the settPiSﬁ@g 1 f?%f‘(%ﬁorbéeﬁ%f tgrtggg%tﬁ?ﬁgﬂ%cgi ver/ decoder_ to be altered
remotely, fEreaaymhercbsiver/deoodeeici singlepereiterdecoder mecibe infagmateds seler
aspect of the invention, t{@er is provided a nethod of instructing a
recei ver / defteradhatQng reCehCHAEO4ST system) to performan action, the nethod
conpri swg transmtting a conmand to the receiver/decoder via a broadcast

system "the command instructing the receiver/decode £
action. 25 T mventionaoapeyides tah’é‘e'i’é’fli reliFEe b 3T éeﬁlgllo?gﬁ%é%} Eetati ng

and/ or _par aIEL 61y Mleohll® iohP G loihd esser frofus: rawiwoticags thedfnethod
paraneters '6f“'a recel ver/ decoder can be altered r.em)tellgr bg & cg{m}a{oci al
oper ator. Alosprisingteausinitingla seromand fRm the fS1BOFC REFUAD KT TEICERIRG
information from.th r i fine W £ddeivBlydérodemfooditental setting

rel ating tdPERECHYT @eﬁ‘%}’d@%?ﬁéﬁ*‘gg?%@g% e, the recei ver/ decoder may
performa calddigakaméter aftheréceiver'daspden to the commercial operator, or
el sewhere.

Thus it is possible for the settings and/or parameters of the receiver/decoder to be altered

remotely, for example by a commercial operator.

20 According to another aspect of the invention, there is provided a method of instructing
a receiver/decoder (in a broadcast system) to perform an action, the method comprising

transmitting a command to the receiver/decoder via a broadcast system, the command

instructing the receiver/decoder to perform the action.

25  As mentioned above, the action may comprise altering a setting and/or parameter of the

receiver/decoder. Thus the settings and/or parameters of a receiver/decoder can be

altered remotely by a commercial operator.

Also as mentioned above, the action may comprise sending information from the
30 receiver/decoder, which may be information relating to the receiver/decoder. For

example, the receiver/decoder may perform a callback, to send information tp the

commercial operator, or elsewhere.

In particularly preferred embodiments of the invention, the receiver/decoder is first



In particularly preferred enbodi mrents of the invention, the

recei ver/decoder is first WO 01/45387 PCT/ 1B00/ 02022 -8 requested to send
i nf or mat ivomor/ed38ti ng to the receiver/decoder and subsequerCtyBmheo22setti ngs
and/ or paraneters of the receiver/decoder are altered. Such a nethod is
particul arly advantageous where a fault is identified. For exanple, first a
request is made for information regardithy the fault; subsequently, a
command is sent requesting that the 5 receiver/decoder performan action
to rectify tdymeftadito sefichaformationirolating s ther rsesivierdlegodes rapd tsubseguenflyathef or

[ f.rh | bl
roct um havi FEICOF PRl RelRIAFTS SF ETERNRRHARE e LS TR FlelfoB7EE ) G

e met hods
descri bed apgvieuladl) alvanaipessevhessapfanlt isddertified.i Foremsmple, filses eqiest smadeded
apparatus fqQr .generating g nessage for transm ssion.via a broadga

SyStem - conriRTA LR TE CAGE ARG FEURRER IS eh SRS UG Bl the
conpri si By A EREPBEGhdeRSdiotalangtiéDR reanPitefhiecoder to send information
relating to the receiver/decoder. The nmeans for generating the nessage may
be, for 15 exanple, a suitably programed processor. The information
preferabl v SRURIARSn aflb YrifldsHedrh e fideteth £ cL@gag oS Phf MeRMUHGR 2
devi ce manager, an application, and an ‘operating system dnd the

i nf or mat i ondgscebet atoivg, and eceinputsr rshdabdemedingi hdvarestored deereon apgram fom. 20
The information ma i se info | regardi ng one or nore of the
settings antfor"e Sétr%n&erq%g%es’%%tboé%%e%%eg{b\ygr%decoder, actions carried out by
the recepver/decoder, and channel signal strength. The information nay be
related to a fag_lgeté associated with.the rec iver/d‘ec?der. {2?? The nmeans for
gener ati ng gePeckoldpe pyention therg 45 proyided apparafus Jor SEnPrRfpg 8 MERSARE, e
the furtherfpBasa6iesi6®vialal rbatikad soQEMPEsnprikiig mednsfor pdirrdtigahy fiessgeoder
to carry out an action of alterin(g_a sefting and/? &aFFametgr. f the

recei ver/ delBemessags GOMRANHNE & FNENd %thzngt%‘ieéelf'%r ‘{9F Roen Hbtg%‘ftli’_él f or
gener ating R AR3SBAfe feivel/AARALS ST mehPfo? dRhaAdh@ e DKL MaGBE ForSi NY

means for generdting the nessage, the nmessage
15 example, a suitably programmed processor.

The information preferably comprises information relating to at least one of a device, a
device manager, an application, and an operating system, and the information preferably

consists of non conditional access information.

20
The information may comprise information regarding one or more of the settings and/or
parameters of the receiver/decoder, actions carried out by the receiver/decoder, and
channel signal strength. The information may be related to a fault associated with the
receiver/decoder.

25

The means for generating a message is preferably adapted to generate a further message,
the further message comprising a command instructing the receiver/decoder to carry out

an action of altering a setting and/or parameter of the receiver/decoder.

30 In arelated aspect, there is provided apparatus for generating a message for transmission
via a broadcast system, comprising means for generating the message, the message
comprising a command instructing the receiver/decoder to carry out an action to alter a

setting and/or parameter of the receiver/decoder.



conprising a command instructing the receiver/decoder to carry out an
action to alter a setting and/or paraneter of the receiver/decoder. WO

01/ 45387 WRC#1/4880D/ 02022 -9 The apparatus preferably further/monpi22si ng
means for transmtting the command, the means for transmtting the conmmand
preferably being adapted to transmt the command in response to the

I nformation received fromthe receiver/dReoder. 5 In a rel ated aspect,
there is al so provided apparatus conprising neans for receiving

i nf or mat i on TfheGPpararqRefeablydfenectommitthgmedns fdrarangmittng thegnamad; skge,

t he nmessage conprising a comrand instrugting tQ@Prgceiver/decoder to carry
out an acti Wafl'é.%lt’faéfmlétmgs@? P‘P‘Hﬁ’aﬁ%ﬁrﬁfﬁ’éf’&?%i‘ te ft‘? traesTrit dhs cpomengt oder |
and being def erBh R0 kit ihEHRANSErdcived ROA RO REBaed from the

recei ver/ decoder. The nmeans for generating a nessage 10 may be adapted to

generate a nmessage to correct a fault associated with the

recel ver /degodeladhapRe! Hoi Nt BlovRRhBkELsRORERLAR Mkl @) Sodehi

| east on evi ce, evi ce nager n appl i Cation, and an operating
system 15 Tifermationdrommayecedrepdecdentnd srans fongensfatingamgessage; thamedsage

changi ng the tuni.ng of a hanne). and scanni.ng.channel s. The scannin
chanvel o ac cPURTHAS » Somfrnd SRR e SR NAMAGAG 1B 1A%, Byt I Ses R8BS,
and/ or an ugélghg atéan parhfiRtes HAMY fREeivdr/debodenaind bethgndetdratindd in regfdneeted
using Digital Video Brqadcasti ng (DVB),.information relating fto the
channel s, 2EMaRBAIGES LAV EORARS EavaBPEdscReTe Halk TaFans dobgene HGATIEFRSE | f

the usenghagchaaosmptddeto $ehdrhRR0s MbsshBl® t6 CoRie¥e s/ BRMOUociatdl WIS theAse,
t he receiver/ decoder preferably stores DVB information corresponding to

one or nor erqceiver/desodefecoder channel s. The action may further conprise at

| east one of putting the receiver/decoder into standby 25 node, rebooting
the receiver/decoder to a given channel nunber, rebooting the

recei ver/ deThelsetting amdfpir \paranadtemprsferahlp relateiterat leasivone adi ndevice,i adevige

services, and__d %LaiﬁﬂéaqgggQ@g{%@%%l‘rg%(ggtie%.er/decoder software (such as,

for exanpl St sion 'ng system device drivers,
appl i cattsons, and so on). Cearly, further actions of a general or
specific n%l‘ijer Ectﬂ)arP’ mgyll %gmgﬁsep arltq\éa!lsq %gé o? Qhanging channels, changing the tuning of a
channel and scanning channels. The scanning channels action may comprise a full scan,
a scan of a part of a range and/or an update scan. The changing of channels is preferably
effected using Digital Video Broadcasting (DVB) information relating to the channels.
20 The use of DVB can enable the channel to be changed even if the user has changed the
settings of the receiver/decoder. In this case, the receiver/decoder preferably stores DVB

information corresponding to one or more receiver/decoder channels.

The action may further comprise at least one of putting the receiver/decoder into standby
25 mode, rebooting the receiver/decoder to a given channel number, rebooting the
receiver/decoder to a given channel DVB number, downloading a list of services, and
downloading the global receiver/decoder software (such as, for example, newer versions
of the operating system, device drivers, applications, and so on). Clearly, further actions
of a general or specific nature may also be provided.
30
The message may be in the form of an entitlement management message (EMM), which
may or may not be encrypted. The message may further comprise an identifier of a

commercial operator.



The message may be in the formof an entitlenent nmanagenent nessage (EMV),
which may or may not be encrypted. The nessage may further conprise an

i denti fi avoo0f/45387 conmer ci al operator. WO 01/45387 PCT/ 1BOBCOPRIBD202210 The
nmessage may conprise an identifier of at |east one receiver/decoder, and
the comand may be for instructing the at |east one receiver/decoder to
performthe action. |In one enbodi nent - iohe nmessage conprises an identifier
of only one receiver/decoder, and the command is for instructing the one
receiver/ ded@ﬂemessagpena‘yocampm aic identifiersofTiteleast g recerngr/degedancand thepr i se

an identifier of 9 recelver/d |

per f or nmi ng Fﬂ@%ﬁ %/Y e’rl}e'é éwgpﬁf}{f F?ﬁﬁOJ%F cﬁ%e]%éaco‘iéretgzjeﬁg%%ef%?géend i ng
t he nmessage 14 @né enbbainidnkakic méssageitdinpriseatn eniHiatod manAﬁ:)reé@Ver/decoder
transm ssi on, and may further conpri.se means fa trans kgg?the message

via a broad@ﬁéfhes%%’ﬂ%ﬁ'id i laﬁ&fflagﬁge%eé?@f'vﬁf Vopﬁrrtlohﬂ?F &8 neans
for genersating an authenticatable signature, and may further conprise
means for conbining the signature and the nessa 15 Preferably the
appar at us i ftieuniessage may es@npissranridentifisr efwrﬁg o ECGPREE 6OdgT, tthe afifot her
signal, such signal. Preferably the apparatus is
adapt ed to &% %ﬁle?/flg&% g%g)qéﬁ[gp‘rﬁg?g?da |y as part of the nultiplexed signal)
to a broadcast system for transm ssion. 20 The apparatus may be further

adapted to |ncI ed Subscri.ber Authori zat i e -and may
further i nc équar@ Wd%’é?%‘f‘*&?seflgfarﬁeﬂg% d{%rgg&t@ c% wégﬁ‘?%acm?‘gr
nmessage 19en@ugiodizafion Systemr BAS) ot ransimissiagjeand iney imﬂaaradouqarrmyneahsn foher
include an SAS for transmtting the command, and may include an SMsS for 25
sendi ng t heTABHREHE srqqggiggp(gqlarpaqlqagtrgﬁﬁegg, on. The apparatus may further
i nclude an information receiver for receiving information sent by the

recei ver/ decoder. In another related aspect, there is provi ded apparatus
for transm The agparatisrireistabhyo fusther sempusss/Means doF esnesating iy autbeaticatabls em

the appar at 4s., 4 PiddTha\PRfthEr ARHst hiehns BF combining the signature and the message.

15
Preferably the apparatus includes a multiplexer for multiplexing the message with another
signal, such as a audio and/or visual signal. Preferably the apparatus is adapted to send
the message (preferably as part of the multiplexed signal) to a broadcast system for
transmission.

20

The apparatus may be further adapted to be included in a Subscriber Authorization
System (SAS), and may further include a command generator for generating the
command, and/or message generator for generating the message. The apparatus may
further include an SAS for transmitting the command, and may include an SMS for
25 sending the command to the SAS for transmission. The apparatus may further include

an information receiver for receiving information sent by the receiver/decoder.

In another related aspect, there is provided apparatus for transmitting a command to a
receiver/decoder via a broadcast system, the apparatus comprising a transmitter for
30 transmitting a command to the receiver/decoder to instruct the receiver/decoder to

perform an action.

In a further related aspect there is provided apparatus for generating a message for

transmission via a broadcast system, comprising means for generating the message, the



30 transmtting a command to the receiver/decoder to instruct the

recei ver/ decoder to performan action. In a further rel ated aspect there
is provi deoosppar at us for generating a nessage for transpCEEBON20228 a
broadcast system conprising neans for generating the nessage, the WO
01/ 45387 PCT/ 1B00/ 02022 -11 message conprising a command instructing a
recei ver/ decoder to performan action.-1ln a yet further rel ated aspect
there is provided apparatus for transmtting a command to a )

recei ver/ degd@be ¢bipfisiap @admagind sysstueting 4 reecizgiiecedan o perdgrm an agjloa.
transmtter for 5 transmtting a command to the receiver/decoder to
instruct the receiver/decoder to performan action. In another related

aspect of t ﬂf"a g&‘fﬁﬁﬁérQQa{e& QéRct tRerR isptbelas appanatfostrimmigmger ammandito
message for transm ssion I n a broadcast system cor@[ll smgﬁrreans for

generating &heceived/deeadeayia a breaderss Bl domPRMAETRC &apﬂgiﬁﬁﬁg?ri ng a
recei ver/ de&Oder'nﬁﬁ’ RElhBh R RSt leQiver/HRG IR InshiREt ARNREEV L& WBSSage
may be, Por T8 eg a suitably “programmed processor. The apparatus my be
i ncl uded i np@féubacadtivar Aut hori zati on System (SAS). The SAS 15 may be
adapted to receive a conmmand sent by a Subscriber Managenent System ( SMbB)
and to generate the nessage in dependence on the command. The apparatus nmay
be adapted fPaidthdtiréRtdddspédiRf kienins@mionhyert heprositied wppdrdws dolegenertingite
invention further provides, apparatus for transmtt.in .

recei ver/ demigesage \f?ratraélsﬁ}*ﬁéfﬁ’c‘&ﬁb@?‘z‘f‘%trﬁ' StEWe CARRAY AR eg%%#’p%ﬁ?rﬁglﬂéﬁle
transm gper m}%rage,gn@a%gghgé LdhshridinpQ ePRifariddnitheting aetsiver decmiteto pafamst r uct
the receiver/decoder to performan action to altefq a.setti n% and/.%h

par amet er ofin aetéon: e ThE iaeang dob afierating th JRessags| Pay be 5 SxAuPls 3 tHRENes a
command gener a Qhm ating the conmand. Preferably the command is a
part of a s age lcz?t(:}])Bro'(t{]'ﬁgeyal:'ransm'tter is adapted to transmt the nessage
to the receiver/decoder. Preferably the apparatus further includes a
message geperator for ner at.i Aatibh SLRERANISAS) NG he SAS
transnmitter %apé’dﬁaﬁ'fserﬂa)?ge F%ﬁé@n&égﬁégﬁgﬁrmngoto lonl§ll one %)

recei venhdeg@agee addpref lrredzive d domrandrsenti bytasSubiseriber ManagementSystesm§Mehe

command to the R OSE RO medlagh I alpRhaints bh ¥ GtBhand.

The apparatus may be adapted to receive information sent by the receiver/decoder.

20 The invention further provides apparatus for transmitting a command to a
receiver/decoder via a broadcast system, the apparatus comprising a transmitter for
transmitting a command to the receiver/decoder to instruct the receiver/decoder to

perform an action to alter a setting and/or parameter of the receiver/decoder.

25 Preferably the apparatus includes a command generator for generating the command.
Preferably the command is a part of a message and the transmitter is adapted to transmit

the message to the receiver/decoder. Preferably the apparatus further includes a message

generator for generating the message.

30 Preferably the transmitter is adapted to transmit the command to only one
receiver/decoder. Preferably the transmitter is adapted to transmit the command to the

processor of the receiver/decoder.

Preferably, the apparatus includes an SAS for transmitting the command, and preferably



Preferably, the apparatus includes an SAS for transmtting the command, and
preferably WO 01/45387 PCT/ 1B00/ 02022 -12 the apparatus further includes
an SVS f wosewmdsng the conmand to the SAS for transm ssipar/isweteeably t he
SAS is adapted to generate a nessage for transm ssion to the

recei ver/decoder. 5 Preferably the apparatus further includes an
information receiver for receiving infd2mation sent by the

recei ver/ decoder. Preferably the SAS includes the information receiver. In
anot her asp@gt afardtie fimtheg rihéladest dre SMY forpsendingettie aconeuamidy tr fhteSA8efor
conprising a 10 receiver for recelvin command froma.ransmtter, and a
processor f@anssaipsiphgPreferakly ﬁlﬁtf‘%‘ﬁlsraéllagt?aﬁ‘bg?ﬁmtt%%n}e T08F J arRmisIon P
response tothg}gc- Bsljer. The processor may provi de an execution environnment
for running an application, for exanple by providing an operating system
on which the application can run or by 15 providing a virtual nachine on
whi ch th l.l caf j . f e leSei pt ed
to recei g/eagﬁ%é?{ﬁﬁé} ;&Ebc%s%s:ygg |oﬁ§rn cg@egi %ﬂ%ﬁﬁg?i%@:&é&\;\ﬁ%ﬁgﬁ? hﬂg\éleelaﬁgen
transm t t edinformatioe statdydbarteisgridesoder TRecfersblydheS ASyndudesrthe infermation wi t h
such signals. .The receiver/decoder may be, for exanple, a DSTB. 20 The

i nf or mati on™pf¥Ferably conprises information relating to at |east one of a
device, a device nmanager, an application, and an operating system and the
i nformation preferabl onsj sts,. of _non._conditjonal . ac eSS, infornmation. 25
The i nf or ol STPther, B (e ivRRISMFICR PrOgardf RS e AER e PamBroink &
settinggg anr‘é(f Ver AR REBVRESa dminaAfd RfeIaVRidsaftagand aapiocessor fardendihgout by
t he receiver/decoder, and  channel signal strength. The information may be
rel ated to iafdrmation seating tattheregeiver/desader in rsporseig theq@Bmmansh The processor
is preferably adapted to assenble the information, and is preferably
further adapted to send the information. It may also conprise neans for
sendi ng t heThenprocessoi may paovidAg orectibomanvipnpareat (oy TMANIBE B APPHEAHAIN T at e

comand, 1 e B R g A ek R Bt Bt PP AT g gh e i of vy e

15 providing a virtual machine on which the application can run.

Preferably the receiver/decoder is adapted to receive signals such as audio and/or visual
signals which have been transmitted via the broadcast system. The message may be

multiplexed with such signals. The receiver/decoder may be, for example, a DSTB.

20
The information preferably comprises information relating to at least one of a device, a

device manager, an application, and an operating system, and the information preferably

consists of non conditional access information.

25 The information may comprise information regarding one or more of the settings and/or
parameters of the receiver/decoder, actions carried out by the receiver/decoder, and

channel signal strength. The information may be related to a fault associated with the

receiver/decoder.

30 The processor is preferably adapted to assemble the information, and is preferably further
adapted to send the information. It may also comprise means for sending the information

an SAS or to an apparatus which can communicate with the receiver/decoder.

The receiver may be adapted to receive a further command, the processor then being



- 13 further adapted to carry out an action of altering a setting and/or
paraneter of the receiver/decoder in response to the further conmand. The
nmeans forw@er/438m ng an action may be, for exanple, a subPCHDB/HOpI22gr antred
processor. 5 1n a related aspect, there is provided a receiver/decoder,
conprising a receiver for receiving a csnnand froma transmtter, and a
processor for performng an action of -d tering a setting and/ or paraneter
of the receiver/decoder in response to the command. T processorfﬂ%% be
adapted to dcmthercadaptefl 40 carry s @naaction Wl pHeRngea ﬁé@@&ﬁ@&%éﬁ%@?‘%}

altering the set t)dtre\go%?ﬂf ge%g@ggqg?ﬁeeﬁmhg Eondfiild. TOhERGAR fRHepfdRhig an

preferably FeACRYE one of a device, a device nmanager, an
appl i cati on gedtiman bepfer etdnte,sysiitably pidgrathmedprocessohay conpri se at | east
one of changi ng channels, changing the tuning of a channel and scanning
channel's. The scanni ng channels action may conprise a full scan, a scan of
a part ofs ayf angeateddépect, aherd gl prévidehnn recEhver/déxade, rogmprisizigammesiesver Sor
preferably effected usi n% Digital Video %r oadcastitnlg Y(‘fg(\)/r?%l i%%{i@ﬁ 'gpn
rel ating toredsévingarfeemand froq 2 feansgytich AR ARFOEGTRY) 18T P ahAeI*“T o be
changed even] H@ﬁdh 2GRRRGRH tHetBcedibraetddeniSresfornisé & the command.
recei ver/deglcg%ﬁanréyferﬁt |gn%§se, th?grece(i: ver/ decoder f)ﬁreferabl y stores DVB
i nformati on corresponding to one or nore receiver/decoder channels. The
action may rther ' I o ithNBe FReRievaédodecpeer
into standb eRﬁoc‘fgfsgfrg%gg§?%%%%@@%gggs;gg;%Sg%%%ltg‘?g'tl%l a given channel
nunber, peebanéringotheBetting and/ecparametedecoder to a gi ven channel DVB nunber,
downl oading a |ist of services, and downl oadi ng the gl obal receiver/decoder
software (such as, for exanple, newer versions of the operating system
devi ce drivemg,sehitigl indiri gifsmeten greferatoly )relatdl aatl lgastfametdfez davice.ondevied a
general or specific nat],ure na?%/ al so be provided. 30 The receiver/decoder
may further MasagRT ¥eaPPlsEH 46‘?01%?6?%?@5@ nds received, and the
recei ver/ decoder may be adapted to consult the buffer before performng the
action. For exanple, the receiver/decoder nmay be alda ted. t cglgi;l)aref
i nconi ng 5coffiraradominal compmsa Atlsastiase & chapgingchipnpelsy, changipg; tae fujng Qt a
duplicate cg PR oY t afifel® hctRndn®} comprizeadtll scanjray be
FAPACan Bl 0 gt

avoi ded. WO° -14 . .
a scan of a part of a range and/or an update scan. The changing of channels is preferably
effected using Digital Video Broadcasting (DVB) information relating to the channels.
The use of DVB can enable the channel to be changed even if the user has changed the

20 settings of the receiver/decoder. In this case, the receiver/decoder preferably stores DVB

information corresponding to one or more receiver/decoder channels.

The action may further comprise at least one of putting the receiver/decoder into standby
mode, rebooting the receiver/decoder to a given channel number, rebooting the
25  receiver/decoder to a given channel DVB number, downloading a list of services, and
downloading the global receiver/decoder software (such as, for example, newer versions
of the operating system, device drivers, applications, and so on). Clearly, further actions

of a general or specific nature may also be provided.

30 The receiver/decoder may further comprise a buffer for storing commands received, and
the receiver/decoder may be adapted to consult the buffer before performing the action.
For example, the receiver/decoder may be adapted to compare incoming commands with
commands stored in the buffer, and to delete duplicate commands. In this way the

execution of a duplicate action may be avoided.



Accordi ngly, the receiver/decoder preferably further conprises neans for
performng the action at the receiver/decoder in dependence on the
command, vemdi/pa3ef erably further conprises neans for subseqoesilogodel eting
the command. 5 Preferably the processor of the receiver/decoder is adapted
to send information fromthe receiver/decoder in response to a command
recei ved by the receiver. The command r§4‘preferably adapted to be received
as part of a nmessage. 10 The nmessage may be in the formof an entitlenent
managenent nessage (EMVM), which nmay or may not be encrypted. The nessage

may further é%%q}ﬁ{dg ﬁtt}?egeée%eg@géoidgﬁr pérgifseliaﬁla/ GRRETRESpAtes ARBRSTR berfdiifing@e S age

may conpris et a ne recel ver/decoder, and the 15
comand may z&eonf &trthe Redeiwee/edodet inalependeneson theeomaanidy and grederaldy fudhgser f or m
the action. 1In one enbqdinent, the, nessage conprd ses an identifier of only
one recei veﬁ?lﬁ%iﬁ‘dé??ansgﬁé@ﬁ@“@ﬁ&nﬁﬁ“ﬁ?&%@%&ructi ng the one

recei ver kdecoder to performthe action. The nessage may further conprise
an identifier of only one receiver/decoder,, tﬁ&?’%ﬁ 2(?. recei .veré% decoder
per form ng Preferaldlyitkmproquseonob ghsiroesiverdecodenis adapted foshad information droghtigs ¢ o
aut hent | cat } g L RediBSSAGEspoil S a IRANMARERIAIIDY the 6Nk SThe SBtMand
processing a signature 1n the nmessage to verify  that the nessage has been
gener at ed byrefertblysilapted tubectsceiVed as pastrof avegser8enaut hori sed 25 interference
with the operation of the receiver/decoder. The receiver is preferably

adapted to receive the command froma Subscriber Authorizati on System
(SAS), 3pd The Peshgs aay Pe atihpfath dfanpatdendnt managrarant message (EMMcwdicdr . 30

The receiver is preferably adapted to receive ; r tion
remot e froninay g8 ‘?@'c@?\a/léer %Efé\%g{er ?h%ﬁ’c?ssr?ﬁf/ e g%rtc‘g(g ﬁ 0 rigcl{ealg?\l/tgﬁ r%g‘%
command fro&glﬁngfcpﬁ@?a&or, system WO 01/45387 PCT/ 1B00/ 02022 - 15 The

recei ver/ decoder preferably further conprises a detachabl e conditional
access nodule, the command then being not passed to the conditional access

modul e. Thi $y £@lkssage may comprise an identifier of at least one receiver/decoder, and the

15 command may be for instructing the at least one receiver/decoder to perform the action.
In one embodiment, the message comprises an identifier of only one receiver/decoder,

and the command is for instructing the one receiver/decoder to perform the action.

The message may further comprise an identifier of only one receiver/decoder, the one

20 receiver/decoder performing the action.

The receiver/decoder may further comprise means for authenticating the message. Such
means preferably comprises means for processing a signature in the message to verify
that the message has been generated by a trusted source. This can avoid unauthorised

25 interference with the operation of the receiver/decoder.

The receiver is preferably adapted to receive the command from a Subscriber
Authorization System (SAS), and is preferably adapted to pass the command to the

Processor.

30
The receiver is preferably adapted to receive the command from a location remote from

the receiver/decoder, and may be adapted to receive the command from a broadcast

system.



ensure that the conditional access nodul e perforns none of the processing.
51n arelated aspect, there is provided a receiver/decoder conprising a
recei ver woni1/433etei ving a conmand from a broadcast systenranmmmarez for
perform ng an action of altering a setting and/or paraneter of the

recei ver/decoder in response to the command. [In another aspect there is
al so provided a receiver/decoder conpridbfng neans for 10 receiving a
command froma transmtter, and a processor for perform ng an action in
response t oThé@ecdveraiacodet Ipeeferahlys furthee coppas§ar aldetachinbla gopditionad facgess

br oadcast system . There i§ also provid recei.ver/deco oRprJ SiNng
means for r@duk;hge g being g’ﬂ’i %?Sf)eﬁggglﬁafg{lgg%ﬂl 8?ﬁe§%%%§%1§h ?ﬁ}socran

per form ng aRuACihaPiheicBndifsmd B6kss Mothlle peddriaibne of thelprocssinfler aspect of
the invention there is provided a receiver/decoder conprising a receiver
for receiving a coomand froma transmtter, and a processor for performng
an actign jn,r LO € iS IR a YORRE/Beddder EdAPEsThE taFectiVer for
preferably Ipng?tr_%%?&g%gr (’)adcasltgsysterrail 20 In a rel at egﬁas%ect of the

i nventi on teeecizingsa peromiatd fom 2 broadeast yygisopansk mewinien RerfRImiRg#s actfogyof
recei ving a.comand fr ) an
notion i'n pEpBAse s A pEARHRAS! wRHRERAHBRIAERALRY: BT MBI T
a message for transmission in a broadcast system conprising a command

i nstructing a regceiver/decoder to send jnformatian | ating. to_t

recei ver/d H‘é?tﬁerTﬁ@e?tn&‘SF%ﬁt 25 pﬁ‘?vé?eéir 35@“&%’#&?9({56 s° %’T%V’ﬁ&?’ieg‘gs i% ating
to at | g@streedifingfa a%rﬂﬁﬁn@ _ﬁo?ﬁa trafbniletyr, asd Wb or fafpeftﬁpinu"ltgif #n actjonaind an
operating system and the i rmation prefer ._consi.sts non

condi t i onalTesRangs & thsrcammandy .etr?ﬂ%mi“ﬁgﬁrl’e#éﬁa}%h&?&?%é’ﬁﬁﬁ’?@&%ﬁ@?f& i on
regardi ng one or nore of the settings and/or paranmeters of the

recei ver/decoder, actions carried out by the receiver/decoder, and WO
01/ 45387 PCtier8t0aleppreyided ngeesivanderodsr GorAPTISRE BIFGRHIOT TERSTVIRG 3 CRB¥RANY nay

be related £o aifaubis %&%&ﬁﬁﬁ%ﬁé\ﬁ‘ E}St %n% %gs‘d'tfxsﬁ'h{ 850186 o thd BSmARAG A0

may further conprise a-“comrman recei ver/decoder to carry

o

15
In another aspect of the invention there is provided a receiver/decoder comprising a
receiver for receiving a command from a transmitter, and a processor for performing an
action in response to the command, wherein the transmitter is preferably part of a
broadcast system.

20

In a related aspect of the invention there is provided a receiver/decoder comprising means
for receiving a command from a broadcast system and means for performing an action

in response to the command.

25 In another aspect there is provided a message for transmission in a broadcast system,

comprising a command instructing a receiver/decoder to send information relating to the

receiver/decoder.

The information preferably comprises information relating to at least one of a device, a
30 device manager, an application, and an operating system, and the information preferably

consists of non conditional access information.

The information may comprise information regarding one or more of the settings and/or

parameters of the receiver/decoder, actions carried out by the receiver/decoder, and



5 out an action of altering a setting and/or paraneter of the

recei ver/decoder. In a related aspect there is correspondi ngly provided a
nmessage fwo ot/4s8sN ssion in a broadcast system conpri si pgr/aoeromnd
instructing a receiver/decoder to carry out an action of altering a
setting and/or paraneter of the receiver/decoder. 10 The setting and/or
paraneter preferably relate to at |east16Re of a device, a device nmanager
an application, and an operating system The action may conprise at |east
one of changhfifersigndlatrengthhangiin@rton nay bigrebdtecato alfult hssonmkedawith teanni ng
channel s. The scanni ng channel s action may conprise a full scan, a scan of
a part of aI%@h@Hdﬁﬁﬂkbr an update scan. The changi ng of channels is
preferably effected using Digital Video Broadcasting (DvB) information
relating to the channels. The use of DVB can enabl e the channel to be
changed eveffhe message mayrfuitizes cempmsgecronteanddestiurtingsthe reqekier/dgeqdet &y 9 oder .
[n this gase, Lhe o8 aoLSHlAPRRtEl i LErARIY P8k RRcedflrl f Or mat i on
correspo d|86 0 one Or nhore recei ver/ decoder channels. The action nay
further conprise at |east one of putting the receiver/decoder into standby

node, rebooting the receiver/decoder to,a QiVv C : ting
the recei vie'} i @&@gé"lsp?cg there, 18 Sofrespend ety &%‘%ﬁ%@%ggo&ﬁ%%ﬁafogqﬁ%st of
services, apfaddustiesrhnashpasiide connhad inseaeinge reddeeartizcodafto varpogtsanch as,
for exanple, newer versions of, the ﬁger attj(gg s%ﬁt %% gevi ce drivers,

appl i cat i onactiopf altgring§ setingand/or PHYREELG ACTCHNEVAEPAT: general or
specifiggnature nmay al so be provided. The nessage may be in the formof an
entitlenent managenent nessage (EMM. The 30 nessage y Qr .may not be
encrypt ed, %he isetligs and/os paramectererreforably elptsfo At leask Oﬁérs@a?g evigg, |3 dgydce
necessary. Ih S : f e (1 an identifier of a conmercial
operator. ﬂgg?%g’s%g%ﬁgg@%&%{p%alihs(fepegﬁfﬂlgcfzﬁﬁnfier of at |east one

recei ver/ decoder, and the WO 01/ 45387 PCT/ 1B00/ 02022 -17 comrand nay be
for instructing the at |le i decaoge . . i.on.
I one. enbolhasior ik chEEake 816 SAF b S fRETAEAD RiLiRE e AERTrL

r ecei ven 4 degadfél,and ackiiningehaometsa Mheissanhong chamtelsastiom gaylvompniee a full scan,

et LR S ot il e Y SAAIAE okl WIFIGRBIP o

effected using Digital Video Broadcasting (DVB) information relating to the channels.

The use of DVB can enable the channel to be changed even if the user has changed the
settings of the receiver/decoder. In this case, the receiver/decoder preferably stores DVB

20 information corresponding to one or more receiver/decoder channels.

The action may further comprise at least one of putting the receiver/decoder into standby
mode, rebooting the receiver/decoder to a given channel number, rebooting the
receiver/decoder to a given channel DVB number, downloading a list of services, and
25 downloading the global receiver/decoder software (such as, for example, newer versions
of the operating system, device drivers, applications, and so on). Clearly, further actions

of a general or specific nature may also be provided.

The message may be in the form of an entitlement management message (EMM). The
30 message may or may not be encrypted, although in some cases encryption of the message

will be necessary. The message may further comprise an identifier of a commercial

operator.

The message may comprise an identifier of at least one receiver/decoder, and the



I ndi cat ed above, there are advantages in sending a conmand to a single
recei ver/ decoder. The nessage may further conprise a digital signature,
whi ch caweabi/esst he message to be authenticated. The nesBapsBmwmyo2al so

i nclude a paraneter associated with the 10 command. For exanple, if the
command i s a change channel comrand, the paraneter may be one of channel
nunber and an identifier of a broadcastl%rgnal. In a related aspect of the
i nvention there is provided a nmessage for transm ssion in a broadcast
system t he smRsaadmagdEms instigting the anikast ohoreceiserdecodarhe perfomi theractiewoder

15 to performan action. In a further rel ated ect of the Lnvantion there
i s provi dedimonfeanhgdiment thejaesspes JOypriges %@gqtﬁie?pﬁg{}@cw r?%e“éer@%éé%&’ast
systemto pg,;& e ToftnAalis findthRLiNE &S JUE réceiver/ dctoder ta performitcactioni nst r uct

t he receiver/decoder to performthe action. 20 The invention also provides

a system conprising apparatus for generating a nessage in any of the forns

descri begdgiggé %gg%]egmgﬁ (e}?‘g?aﬁ‘f"ﬁ%% ﬁ? il Oftifler dPOMY bhéGedehRr/ABRARLE A0 @

receiver er, er conprising a receiver/decoder in
any of the indiated alees; ticbeate abomtageis sdiiding asommansHofsinglerecgves(degeder.

system conpri sing apparatus for generating a conmand in any of the forns
descri bed above and a broadcast systemfor transmtting the conmand to a

recei ver/ demdﬁfessaga ¢hayfefiesrabipribeis tipitn] <igmureswhigh zan eldew tierheksegeitor i n
any of the forns descrihed above. 30 a;Ihe. B vention aek)esfoasgrco%(gesi aysystem
i ncl udi ng abe PESHIERT: fIOF MEssAsGIRY i 1y H‘B’gﬁr&ﬁﬁrm} 2P AP S der
via a bngadgashaiy St 8xamplt, [fihé Ehmasdra chenge ¢hahrel@onmidmdpthegaramaeapt ed
to performan action in response to the ﬁgqmér&n . The action preferably
conpri ses ameebe age af denneliymhennet apleaiiarol a quﬁést!s%‘é'ver/decpder.
Details of actions WO 01/45387 PCT/ 1B00/ 02022 -18 which are possible, and

various corresponding limtations, are given above. Preferably the system
further i nclnualedated pspestigbthganeantion thareis previsied @ MESSAEHES JEAFEMISSION| A ng

the command, the f sryg{%ﬁurrkﬁet &Essggé @&n&%ﬁ’é £0ohahd & ERhcttherddBSsa@&okier t he

15 to perform an action.

In a further related aspect of the invention there is provided a message for instructing a
receiver/decoder in a broadcast system to perform an action, the message comprising a
command to instruct the receiver/decoder to perform the action.

20
The invention also provides a system comprising apparatus for generating a message in
any of the forms described above and a broadcast system for transmitting the message to
a receiver/decoder, and preferably further comprising a receiver/decoder in any of the
forms described above.

25
The invention further provides a system comprising apparatus for generating a command
in any of the forms described above and a broadcast system for transmitting the command
to a receiver/decoder, and preferably further comprising a receiver/decoder in any of the

forms described above.

30
The invention also provides a system including a transmitter for transmitting a command

to a receiver/decoder via a broadcast system, and further comprising a receiver/decoder
adapted to perform an action in response to the command. The action preferably

comprises altering a setting and/or parameter of the receiver/decoder. Details of actions



5 receiver/decoder. Preferably the systemincludes an SM5 and an SAS, the
SMS bei ng adapted to generate the conmand and to send the conmand to the
SAS, the vBABI/B8Ng adapted to generate a nessage based orCtT/imnomeomand and
to transmt the nmessage to the receiver/decoder. 10 In another aspect
there is provided a conputer program product for programmng a
recei ver/ decoder to perform any of the hethods described above. In a
further aspect there is provided a signal enbodying any of the nessages
described Bichhsypossible, andvirsusaspesponding timitaionsy; 8w given P0¥Fgnal enbodyi ng
any of the above conputer program products. 20 The invention al so provides
a nethod and apparatus substantially as described with reference to and as

I lustrat edPljeEerﬁlh tHES YIS 16018Ws AgBessigagenemsorafor garcratigee messagebe
applied to othe '

r aspects; simlarly, thod features may. be jed to
appar at us aisplding thecommandy é"KstéﬂnS‘?ﬁtegS%‘Pg rap@geci g%frﬁ?ségl¥ e rpﬁ%gg‘li {é’s%ﬁt
inventiop wll. n escribed, purely by way of exanple, with reference
to the agcoﬁ?ﬁ%{ﬁﬁlr?#ﬁgg?rgm ngs, in which: Figure 1 shows an overvi ew of a
typical digital television system 30 Figure 2 shows an overview of a

condi tional_agcess  system. Ei qur ﬂ% B5d SV BiSe da tEehdrhenent
Managenent %&%ﬁ%ﬂmm m?—l}l‘geérag Sill% oWs %ﬁ struct ur%lzg of pgéaSu%gcri ber
Aut hor i zat | @B cSvfiaatand t@send the ¢enraartd to ke ShSotha $ASK being adapteddp 2gperaiGer ;
Figure 6 shows the_architecture of a, receiver : &bder.
PCT/ 1B00/ 020mgssagq §ased iy e?%m@ﬁﬂ‘&g‘“%‘ﬁg‘ F‘F“ué%%’?‘g&ggé %?ntY‘\iQﬁ |~v‘ié§§al BSTB
Action mmand; Figure 7b shows the structure of an Audi ence DSTB Action
command; ~ Figure 8a shows the structure of an |ndividual .DST cli: EMM
and  Fi gur elnginothesvspediehere s PFQYidedgt CORPYETRTRFAN ck&ri P&%’@R)ﬁﬂ“ﬁg a

receiver/decoder to perform any of the methods described above.

In a further aspect there is provided a signal embodying any of the messages described

15 above.

In another aspect there is provided a signal embodying any of the above computer

program products.

20 The invention also provides a method and apparatus substantially as described with

reference to and as illustrated in the accompanying drawings.

Features of one aspect may be applied to other aspects; similarly, method features may
be applied to apparatus aspects and vice versa.

25
Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-

Figure 1 shows an overview of a typical digital television system;
30 Figure 2 shows an overview of a conditional access system,
Figure 3 shows the structure of an Entitlement Management Message (EMM);
Figure 4 shows the structure of a Subscriber Authorization System;
Figure 5 is a block diagram of a receiver/decoder;

Figure 6 shows the architecture of a receiver/decoder;



System Overvi ew An overview of a digital television system1 is shown in
Figure 1. The invention includes a nostly conventional digital television
system 2 what/4i38es t he known MPEG 2 conpressi on system t BCTABIOS22L
conpressed digital signals. In nore detail, MPEG 2 10 conpressor 3 in a
broadcast centre receives a digital signal stream (typically a stream of
video signals). The conpressor 3 is conh®eted to a nmultiplexer and
scranbler 4 by Ilinkage 5. The multiplexer 4 receives a plurality of
further input Siﬁfg%ke?/a@%&e@c&mcmbeoﬁmmapmmmsmsmmmomndransm‘ts

conpressed digital nals to a trans t%e&. 6 q&,{ﬁu&cproadcast centre
| i nkage 7, whi cthgall‘P showis thgestrugiuge gt f} ABUGRGS PR FARMARd] | g ng
tel ecommuni cat i Oﬁ%u}é %owlgﬁ‘e stu%%ﬂr?@bf 4P dfiduaBDSTB ActRIngENIVOER@Net i C
signals via uplin 8 towards a satellite transrgonder 9, where they are

el ectronical | y pFiguesSteshowsthaxtosticasf an Apéiengst SHRACHEMEMMK 10 to earth
receiver_12, conventionally in the formof a dish owned 20 or rented by the
end user3 O her transport channels for transm ssion of the data are of

cour se posssﬁlt@nowrhlews terrestrial broadcast, cable transm ssion,

conbi ned satellite/c

, |
recei ved byARE¥EVIFEO af?fhg%aLte{ém@%ﬁtglglgol? net%{%%er a:rgh lgig%é;%\&}er ecoder

13 25 owneg n%stlyemxﬁz@n@dhal 1&mdekﬁx@fona§5dte@mm&mt aded thd keowndMPES-2s
t el evi si on set The recei ver/decoder he co r Slﬁlg% V EG 2
’t

si gnal i nt ccompressiqn Sistsm i EEmik gympressed §1§P oI
separat gy 1 %%#%séﬁ&%&adcﬁst%%ebﬁiv&'agﬂiélﬁﬂ dignilitrearh ioaﬂwadmm&if may

al so be par an | ntegrated ital tel evision. use ei term
"receiver/ dﬂdwenghalshcﬂ’gﬁe@nareswpérlét@nﬂ@é@ Pet Pﬂ’é‘Qgﬁ’&ﬁr an &Eﬁnggerai E’éft -top
box, and 30 a t | evi si on having a receiver/decoder integrated therewth.

In a nmulti Hﬂﬁ?ﬁ% system the nultiplexer 4 handl es audi o and vi deo
information received froma nunber of parallel sources and interacts with

the transmjter roadcast
number of cHiHEIEISRR s daaer o e BHER AR A R e BNl P RREPE 0.
-20 infpg n%;egﬁ,mmﬁ@gg&;oﬁjpram digizdlisignsls oo a transmuttérey ofthe broaficadt ¢antegl  dat a
may be 1 ntroduced ) of these channel s.ihtefl Wt R t he
transnitt edvidi Bpkage gud‘fqga‘ar?anv? SOUTSE nFE ke TS, varide) " §F '1855¢' ikbibli
telecommunications links. The transmitter 6 transmits electromagnetic signals via uplink
8 towards a satellite transponder 9, where they are electronically processed and broadcast
via notional downlink 10 to earth receiver 12, conventionally in the form of a dish owned

20 or rented by the end user. Other transport channels for transmission of the data are of

Vi a

course possible, such as terrestrial broadcast, cable transmission, combined satellite/cable

links, telephone networks etc.

The signals received by receiver 12 are transmitted to an integrated receiver/decoder 13
25 owned or rented by the end user and connected to the end user's television set 14. The
receiver/decoder 13 decodes the compressed MPEG-2 signal into a television signal for
the television set 14. Although a separate receiver/decoder is shown in Figure 1, the
receiver/decoder may also be part of an integrated digital television. As used herein, the
term “receiver/decoder” includes a separate receiver/decoder, such as a set-top box, and

30 atelevision having a receiver/decoder integrated therewith.

In a multichannel system, the multiplexer 4 handles audio and video information received
from a number of parallel sources and interacts with the transmitter 6 to broadcast the

information along a corresponding number of channels. In addition to audiovisual



5 A conditional access system 15 is connected to the nmultiplexer 4 and the
recei ver/decoder 13, and is located partly in the broadcast centre and
partly i wohe433erei ver/ decoder. It enables the end user poT/EwL@®I®2di gital
tel evi si on broadcasts fromone or nore broadcast suppliers. A smartcard,
capabl e of deci phering nessages relating to commercial offers (that is,
one or several television programes sol2) by the broadcast supplier), can
be 10 inserted into the receiver/decoder 13. Using the receiver/decoder 13
and snar t cafgforrhitéon, aressagesor applicafionsdrang othensvetrofidigitabddte nmyibe isttddneed a
subscription node or. a_.pay-per-view .node. ment i.on above, programes
transnitt ed byopper &Y of Bﬁ'g‘?ﬂa@"@ﬁlf Mﬂaéﬂgﬁ'fthﬁfe“ a@gntﬁqﬂe%gﬁg fo %ﬁd ﬁﬂ?
condi tions and-gisn/Ption keys applied to a given transm ssion being
determ ned by the access control system 15. Transm ssion of scranbl ed data
inthis way is well known in the field of pay TV systens. Typically,
scranbl ed data _i:5: ) ] q I

deser anbl ng. GpARisEeRRpE i 15 RIShRIal ol (bls: FantBicted floridenader |
so-cal | ed exp) mid istlocatedpartly il ther tanadvasticentré andepastly pn gt feosimer/@odere It

scranbl ed data,a ner ed cont.rol r.d a eceiy b h

recei ver/ degléag’é‘?sr}gi%n%g%e?hoggca?gﬁse(égl%ilé&g\ﬂgg Eﬁ)\?g%]ag%té?lg%flﬁg’gg%? %1;0?1 485n key

stored on asgphieisc A sinanced, tcapablé of ddetphedngemessagetaehtiag té ootaeraigitofiche

encrypted control word and ereafter descranble , the trapsmtted data. A
i dtsehipris)

pai d- up subgté?ti ig,ePNS 91 Seveial ielgyision progEming 91d Py, the BroadeasLSiPPASIEAR M y EMV

(Ent it q@eninsMeaaemetechResda6dertiRe (kMY Mk takiveldéRMeNES @sbahittdaft, thiecr ypt
the encrypted control word so as to permt viewi ng of the transm ssion. An

i nt eract i veersuserimay purchyss sompisrad tip cither a hseipi BRI ARV IFE View
receiver/deﬁgggr 13 and again |located partly in the broadcast centre and
partly in the receiver/decoder, 30 enables the end user to interact with
various applications via a back channel 17. The back channel may be, for

odemed btk enkfed BEFe FOBRARG QEHRARC by T by RaR g sckanliod LML

may al s®5bemukiptextod, thocomditions andercrysion keys apgpdied dmdigivenrtednsmissimdbeingst em
15. WO 01/ 45387.PCGTE/ 1B00/ 02022, -21- Ltional Access m Wt h
Foieronce SEmEYIRe feos Ao LA iR o SR F I iy

i ncl udes a is well known in the field of pay TV systems. Typically, scrambled data is transmitted

together with a control word for descrambling of the data, the control word itself being
encrypted by a so-called exploitation key and transmitted in encrypted form.
20
The scrambled data and encrypted control word are then received by the receiver/decoder
13 having access to an equivalent to the exploitation key stored on a smartcard inserted
in the receiver/decoder to decrypt the encrypted control word and thereafter descramble
the transmitted data. A paid-up subscriber will receive, for example, in a broadcast
25 monthly EMM (Entitlement Management Message) the exploitation key necessary to

decrypt the encrypted control word so as to permit viewing of the transmission.

An interactive system 16, also connected to the multiplexer 4 and the receiver/decoder
13 and again located partly in the broadcast centre and partly in the receiver/decoder,
30 enables the end user to interact with various applications via a back channel 17. The back
channel may be, for example a Public Switched Telephone Network (PSTN) channel (for
example, a modemmed back channel) or an Out of Band (OOB) channel. The back

channel may also be used for communications used in the conditional access system 15.



Subscri ber Authorization System (SAS) 30. The SAS 30 is connected to one or
nore Subscri ber Managenent Systens (SMS) 32, one SMS for each broadcast
suppl i er woy1/&387 1 i nk 34, which nay be a TCP-1P |ink or opteiBimpp&20f |ink.
Al ternatively, one SM5 could be shared between two conmerci al operators,
or one operator could use two SMSs, and.  so on. First encrypting units in
the formof ciphering units 36 utilisi'r?d"rmther" smartcards 38 10 are
connected to the SAS by |inkage 40. Second encrypting units again in the
formof ci@éeditiogal/Atdess $temi | i sing nother smartcards 44 are connected to
the nul ti pl exer b | i nkage 46. The r | . ah¥e8esa
"daught er " \yhtﬁrrleg"JF%ceéfS.qugi f%%‘éelwlg‘ryltgg?g%cg?&?dg%g%ﬁ%]g%%gqui rectly to the
SAS 30 Vi a SYIRNpéCALtheREation Sysem (SAS3A. Thb & ASoibineennesiaddo OREPREIOTE 7. The

SAS sends anpbngst ot her things su | pfion right gr
smart card dSubserihesManagerpens %?t?%%fﬁ\géi@%ﬁ §Nisg%)f ¥ ent?rf)aacfbalgt%g ggﬁrr%}??}t'cig from
one or npre. Sj@"al drthaPHed BEPIB link Shetherthped efilinks Antetmatively,ameSpS sou

di ffere% 3!’%‘ s’otlﬁdn}g{;%ages and the "daughter" smart&ﬁ%ds dewgt a’%e
messages, e sharey Hetwesntwe commplrcial OBeralgrss 8T OBRPRFFAPT GOMAPSE e Bifllre 2,
in the broadcast centre, the digital video signal is first conpressed (or

bit rate re@ffd), using the MPEG 2 conpressor 3. This conpressed signal
is then transmitted to the multiplexer and scranbler 4 in order to be

mul ti pl exed , with ot her .dat suc 1 EPORE e SRER- snaPtcalds 38
scranbl er @%F%@t‘%%ﬁm@fﬁ r%c@lgﬁhgﬁﬁ?ﬁe sclf%gl#bl_i ng _pr?ocegs and

I ncl udfﬂ% i ,rhr?tzbﬁlé%@ol | Zl(ljéSSAS&glllinka%eLM. nSdcping brorpting unm%ggn@m fopref i s
generated internally and, enables the en .

recei ver / deciphesing paits 42 H%g%?%{%’ﬁ@r f‘??@n??f‘gsnglg%ésn%{e géess aupl eexreirg,by

| ndi cati ng gk R, DI ARERc/BcoQ8eS Goadiveed, "daughial’ somatiued 48l
MPEG 2 stream ~The programe may be congéglﬁl Lsed in el tohereg)%sca‘v%
nunber of resaibsiderqser Sronpested Sirgeiy g,th gP vip GoppLpce? nsI§ay er Vi ew'
(PPV) nodes, or e - bSHd AERBndDaRongshethen chingsesubseriygiomi bes
to one or %P@%%%?%P%ﬁmg% erlg? or " bouqrtljets", gtshus getting the rights

t o wat cps evigghts hthe detghitersndetcadonaegitasiuet s. I n the WO 01/ 45387
PCT/ 1B00/ 02022 -22

The smartcards contain confidential information from one or more commercial operators.

The "mother" smartcard encrypts different kinds of messages and the "daughter"
smartcards decrypt the messages, if they have the rights to do so.

20
With reference to Figure 2, in the broadcast centre, the digital video signal is first

compressed (or bit rate reduced), using the MPEG-2 compressor 3. This compressed
signal is then transmitted to the multiplexer and scrambler 4 in order to be multiplexed

with other data, such as other compressed data.

25
The scrambler generates a control word used in the scrambling process and included in

the MPEG-2 stream in the multiplexer 4. The control word is generated internally and

enables the end user's integrated receiver/decoder 13 to descramble the programme.

30 Access criteria, indicating how the programme is commercialised, are also added to the
MPEG-2 stream. The programme may be commercialised in either one of a number of
"subscription” modes and/or one of a number of "Pay Per View” (PPV) modes or events.
In the subscription mode, the end user subscribes to one or more commercial offers, or

"houquets", thus getting the rights to watch every channel inside those bouquets. In the



Pay Per View node, the end user is provided with the capability to purchase
events as he w shes. Both the control word and the access criteria are
used to wobd4ss7 Entitl ement Control 5 Message (ECM; thPeTiBoa20mssage
sent in relation with one scranbled program the nessage contains a
control word (which allows for the descranbling of the program and the
access criteria of the broadcast prograg®-The access criteria and control
word are transnmitted to the second encrypting unit 42 via the |inkage 46.
In this uni pay Bér VEEM mbde, dRrad aseds previded/witletheaaghbilita rspirthasel ecemts a3 Hehe
mul ti pl exer and scranbler 4. 10 Each service broadcast by a broadcast
supplier i nWish§&t a stream conprises a nunber of distinct conponents; for
exanple a tel evision programme includes a video conponent, an audio

conmponent, a sub-title cog*ponent and so on. Each of .these conponents of a
service is Bntli thedwatrpl werst andithe accgsscriseria rpused toduild apayitlepienhCeniielast .

In respegt Pfecsahn waﬁﬁé{;@ s HRBOPAlYeldlon Wi SF h&ifled pIGRAADIE ECM

i's required. exer 4 recelves electric sign I SI ng
encrypt ed Endssage contsinea Saxtirol 801d (hichyabiowd fdE@hdsdeserambling o§be pragrampandpt i ng

unit 42 and_conpressed. progr s  fromt conpr.e 1 i pl exer 4
scranbl es t 1 35FS rcmogtﬂﬁg%%hﬂogr%%a%g?sac %é%g‘bdr %—%ﬁgmw}eo@ R{ehe
encrypt ed Esnifel folthe 89t6hd riceybtingMaitaQ vid thetlinkages4 @ riml this unit, for BENE St
system 54, which may be for exanple. a sa&lgllnl&gﬁ@ag satggm as ?hown in Figure

1, or ot her 2EcHMeh SEETYRIFdanf transitted or fQ, SHAMPITi%| exes t he

signal s{po obtain scranbled programmes with encrypted EMW and encrypted
ECMs. 25 The receiver/decoder receives the broadcast signal and extracts

the MPEG 2 Beshasestieebivadcast bya prosdeashivpplier o @rdafitedm qomprises & PYRPFIRIc oder
13 extract Sdi%tﬂﬁ:t ﬁ&{]f,&%@%{&?@ﬂ}lsa tge‘;}{tgl]otn o inShid8SAVRRY cORpSEst! he

ECM to the aughter™ smirtca. e en user. This slots Iinto a
housi ng i n arhadiecempenentecbigitlel@mpthent@dad ghoar Eaglof theseicompongaistaf@ s

whet her the_en . ' t Vi e 30
pr ogr ame. e tdvidiin) sttt @ind ReBiEE ghEaladbRRlct MieaRa e |
to i ndi ¢t ecachatrambled qungementaf tieasendte, heepkrste BCMIiethquiredt he end user does
have the rights, the ECMis decrypted and the control word extracted. The

decoder 13 can then descranble the programe using this control word. The
MPEG 2 st r epiphSltigR&RerPreesiverklevhital sighas edrashisingémerypted BeMsirgmahe SAIS

onward tr an3s()r,n.er?csriy}g)t2d Hi%l\t/lg Ifr((a)\r/ni t?)le ggco% tenéLrL)l'j)ting unit 42 and compressed programmes
from the compressor 3. The multiplexer 4 scrambles the programmes and transmits the

20 scrambled programmes, the encrypted EMMs and the encrypted ECMs as electric signals

to broadcast system 54, which may be for example a satellite system as shown in Figure

1, or other broadcast system. The receiver/decoder 13 demultiplexes the signals to obtain

scrambled programmes with encrypted EMMs and encrypted ECMs.

25 The receiver/decoder receives the broadcast signal and extracts the MPEG-2 data stream.
If a programme is scrambled, the receiver/decoder 13 extracts the corresponding ECM
from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 48 of the end
user. This slots into a housing in the receiver/decoder 13. The daughter smartcard 48
controls whether the end user has the right to decrypt the ECM and to access the

30 programme. Ifnot, a negative status is passed to the receiver/decoder 13 to indicate that
the programme cannot be descrambled. If the end user does have the rights, the ECM is
decrypted and the control word extracted. The decoder 13 can then descramble the
programme using this control word. The MPEG-2 stream is decompressed and translated

into a video signal for onward transmission to television set 14.



WO 01/ 45387 PCT/ 1B00/ 02022 -23 If the programme is not scranbled, no ECM
wi |l have been transmtted with the MPEG 2 stream and the receiver/decoder
13 decomwessesst he data and transforns the signal into PCwig®®2®@2gnal for
transm ssion to television set 14. 5 The Subscri ber Managenment System ( SVB)
30 includes a database 52 which nmanages, anongst others, all of the end
user files, comrercial offers (such as-Rariffs and pronotions),
subscriptions, PPV details, and data regardi ng end user consunption and

aut hori zat i pfithe progranidie ¥Ryt 2eanitied; no EICM wilthavt bednrtoansmitted SAH thd BIPH@2SMS 32

transmts rressages o0 the SAS ich i I Ifications tpo ar creations
of Entit ! emskeamend ﬁ??ﬁ‘t"emg%@ég}f S?%‘hggg? E?HS? tﬁ% agl'&tger s.
The SMB 32,3}&8 ssgxﬁnmﬁaﬁsrﬁﬁﬁaaaﬁﬁletvmamt £AS 30 which inply no
m)dlflcatlons or creations of EMMs but inply only a change in an end
user's state (relating to the authorization granted to the end user when
ordering pr u ed
The: sas sh" 3fEShserh %}%gaggzﬁga% (s yﬁ’?‘é‘gﬁgﬁ‘?‘a‘#ﬁ? 52 WhickPmafiefl©c)

cal | - back i Bfnongeit dtbersonll hifl the nepdi wéeorfites, i commercial eéfesMBugl2 assteriffhaandi t

wi || be apparent. that, commun i.on..bet
Enti t | ement PREHAPEL AEbS téoé'ée@?YI‘:dﬁ%g é%%]? e%%ﬂ}%pgngﬁﬁ%\gggge iR ed 1o
an i ndi vi dUé’thh&MtiéﬁefI‘héSmﬁxﬁybephymﬁlly&embtalﬂfbmfhe834:& users, only, in

contrast with an ECM which is dedicated to one scranbled programe only
or a set of scranbled programmes if part of the sanme commercial offer.

Vari ous épeﬁaé $Krst3nResshfts EMhadso ﬂfem@é(ﬁwml:mdhpa Mﬁdiwﬁs folog citedbmat ed
to 25 individual subscribers, and are |callé use n the prOVIS!OH of

Pay Per Vi eof EnditemeaManagrmest M@‘ﬁ@gﬁsrﬁE )de be ‘Pleéii“éfﬁﬂ Mssi ti on
of the subsgy glpoe&aﬁsgm? m@gssa%gg%g |§§§| @?&dﬂ.ﬁg 1m§ig%9no§ﬁ9§tfddsr& LRRLGNM\Gr ar e

dedi cated t0 groups are typically used
in the admi Wgﬂtmply@iﬂmmgn lend)usedmstste (relating to the antherzatioEpmted: o

dedi cated to entire audience ribers
30 havi ng stie eéﬂdduser h@ﬂ eélrngt 83@%@? er a ‘E}Fcﬁe}% ﬁ)'fel er %&%ﬁlﬁ%‘é
Fi nal | yi5a cHangedile The NS 305alsal thrﬂs Sxmisages '(tlyplcu]ﬂ]y cpqeestdgnhfmnomﬁuqm

t d. The i f
oot meni sAPRB OB B R CHOPBRTR e e R s ea Rl B Fhpenr
EMM  whi ch tht domith@iiedtionbetfecn the two is two-way.

Entitlement Management Messages (EMMs)
20 The EMM is a message dedicated to an individual end user (subscriber), or a group of
end users, only, in contrast with an ECM, which is dedicated to one scrambled

programme only or a set of scrambled programmes if part of the same commercial offer.

Various specific types of EMM are possible. Individual EMMs are dedicated to

25 individual subscribers, and are typically used in the provision of Pay Per View services;
these contain the group identifier and the position of the subscriber in that group. So-
called “Group” subscription EMMs are dedicated to groups of, say, 256 individual users,
and are typically used in the administration of some subscription services. Audience
EMMs are dedicated to entire audiences. An “audience” is the totality of subscribers

30 having smartcards which bear the same Operator Identifier (OPI). Finally, a “unique”
EMM is addressed to the unique identifier of the smartcard.

The general form of an EMM which is used in the preferred embodiments is now

described with reference to Figure 3. Basically, the EMM, which is implemented as a



WO 01/ 45387 PCT/ 1B00/ 02022 -24 series of digital data bits, conprises a
header 60, the EMM proper 62, and a signhature 64. The header 60 in turn
conpri sew@ot/ype7 identifier 66 to identify the type of EMMT/aBdoergh
identifier 68 which gives the length of the EMM an optional address 70 for
the EMM an operator identifier 72 and a key identifier 74. Finally, the
signature 64, which is also 5 optional,-2¥-ovides a nunber of checks agai nst
corruption of the remaining data in the EMM The type identifer in the
?gaAcSi)er NLdentséxﬁésQﬁdﬁgial dﬁsgage%mp%ﬁga%ﬁdm@ummba _pmml ] ,gﬂid Zé 'lla(?lﬁre&ﬁtem
ssages _ geperate t he are passed Vi I nkage to the
Subscri ber gﬂ‘@@&ﬁ%é&?&%ﬂ%ﬁﬁ“@%ﬁ%‘ﬁﬁ"{@ﬂ@)ﬁ%&t "?%‘I@’&‘ﬁm pdgngth
messages acknaviieres Mhidstédhe 1&@&6}%}1@2&9@%% genaraufds by fdrfife BMM32 and
passes these acknow edgenents to the SMS 37. ssages whi ch may be passed

to the SAS ianeperdwr idspifen Beandakepddentiber, 74f diinallyxthasignatude 64, whick is-gdsoy ment
subscrib N o1 AR f ? . 3 ci al
o for s, andSpuouHicE oy e itk BETRIT SeoiS cthurkBHRY e RELAANP SERITRAS
nmode. The SEMMOD Thertypesleutifenbathe heddeaidentificsahe messsgansian BMMI | subscri bers
declared by the SMS 32. According to the status and the various nessages
sent by the SM5, the SAS generates EMVs for the subscribers' smartcards.

The EMVE ar gubsditsresuthyrizigo tél (SAshering units 36 and sent to the
mul tipl exer 4. To ensure that t M\ are receive by the subscriber, the
SAS sends t Messsagss sengated by the S2THiE W%qdevﬁelﬂgﬁag ¥t the Subssaber  Emv

but is tyypi GatHoyizARINESRR 80 RAEcIPRGurd GefErittd Bds T ' ation
of the SIAS 30 i SZShOV\;n\mi #@@re 4. CI n ov%?vi ew thesa E\S %ﬁg%gﬁ%gﬂes a

Subscri pti oof tieanessages Lenepted dygthe SMY §hend pasessilisecadkpowdadgaments 4o thet o
renew t he rggft 9‘%@@ I ;q?%}s r el ar ea
102 to gi vespllrgi%ﬁ&gsf r g%%hel%{/a nts, g@gg&?ne W}{F‘%@P E{%&}ﬁ?glggg%ns%gsf&ng _
EMVE cr eat eekample, iue tsnbs-prypeito subsocbemodificationafoe asarnpletth @ddok rémdexer
and scranbl gr a 0 .t he [ wi.th EMVE. |f. r
rights are ?eg aéiec%{r:‘]]grel gdg ?%t% ﬁlt“gg%lx%?%%’ogﬁ ee%‘?%?e?%ﬁﬁ)w 7 ﬁte¥er}tﬁn ? hgecase

of downlipadmade.conputer software to a user's Personal Conputer, other
simlar areas are al so provided. One function of the SAS 30 is to manage
the access rights to tel evision programes, '

The SAS 30 manages databases that store the status of all subscribers declared by the

SMS 32. According to the status and the various messages sent by the SMS, the SAS
generates EMMs for the subscribers’ smartcards. The EMMs are ciphered by the SAS

20 cyphering units 36 and sent to the multiplexer 4. To ensure that the EMMs are received

by the subscriber, the SAS sends these messages cyclically. The cycle depends on the
type of EMM, but is typically between 30 seconds and 30 minutes.

A typical configuration of the SAS 30 is shown in Figure 4. In overview the SAS 30
25 comprises a Subscription Chain area 100 to give rights for subscription mode and to
renew the rights automatically each month, a Pay Per View (PPV) Chain area 102 to give
rights for PPV events, and an EMM Injector 104 for passing EMMs created by the
Subscription and PPV chain areas to the multiplexer and scrambler 4, and hence to feed
the MPEG stream with EMMs. If other rights are to be granted, such as Pay Per File
30 (PPF) rights in the case of downloading computer software to a user’s Personal

Computer, other similar areas are also provided.

One function of the SAS 30 is to manage the access rights to television programmes,

available as commercial offers in subscription mode or sold as PPV events according to



avai l abl e as comercial offers in subscription node or sold as PPV events
according to WO 01/45387 PCT/ 1B00/ 02022 -25 different nobdes of

conmer ci aVo sm#i3en ( pre- book node, inpul se node). The SAS BOr/1BMGe@2di ng to
those rights and to information received fromthe SM5 32, generates EMVs
for the subscriber. 5 The Subscription Chain area 100 conpri ses a Command
Interface (Cl) 106, a Subscriber TechniZal Managenent (STM server 108, a
Message Generator (M5 110, and the Ciphering Unit 36. The PPV Chain area
102 conpri sdsffannmmpﬂm@fmnnmmsesauen (#redpok micgle, impudgsasedede Mg SAS 30, 116

whi ch t I d d
i o cont o0 el 55 Bt gl 0s kekls mipise o
Br oadcast er f¢:3RByutistfibera Message Generator (M35 122 whose function is

basically the same as that for the Subscription Chain area, and C phering
Unit 36. The EMM I njector 104 conprises a plurality of Message Emtters

(MEs) 124, %6 sSubLBiptiamdhdia@reando S@ﬁpﬂ@éedw{rﬁmﬂlmm& (Cﬂ\&%?isﬁ&%naad 134.

In the preferred enbodinment, 15 there are _two MES, &4&6126f0
Message Gen@ﬁduueallena&ﬁmht SHM)osenes %awégssa&ﬁs(?s}%f‘aa@% 110pan age
Gener at or n uhAAS

128 and 130 r n%%ﬁ? gdq?%gtﬁng%ﬁf&%%% e&ngﬂ?\%lsagé\ e Geralléérigts %} %%?\End

122 transf oﬂl’ridbatnlmsd§emaﬂéé bl6 whish stnainoglatindal databases faringrelevant
respectivel rakli %96@] f

em ssi on of M?tﬁé E%%us;%&@g%ﬁ%a?%ﬂe hﬁ@%ﬁtgéggeﬁ'&f’%&gﬁ % te &

ci phering Brdddcastérd§PBhED), p&ﬁessdgb@enéqatwr(kiﬁ)ﬂ&l?/lw}mse ﬁmctles pehasically Migs
which transnmit th aII . As sho . _Fi nore than one ME
can be conn?&?%ﬁ&ﬁ% r%‘?(’éc %{BTJIBB%I%ITC ﬁ/l%ﬁg{a?énlg det erm ned by
the MG according to the operator referred to in 25 the EMM During the
lifetime of iven EMM the MG stores it | ILts.o , e EMV
is erased fmgm Ipigetgh Hidecomprisessplyeality %} lgérf%‘g? Wlﬁﬂ%?ﬁ@%@ 5{]

This dat abﬁ&ﬁ@%ﬁ@@ﬁwﬁ&%ﬁlﬁbﬁﬂ&h’(ﬁhﬂ%? 32 4R I8 hste y@ferire&aem%aﬁagﬂ
Emtters 124, 126, 12 130 receive EMVE fromthe respective along 30

with seusr athersara g %; 124 pad 126 forrtheNiessage Sieasptondds WlB?@S&@‘&E fw%{\’é%s dat e,
and br oadcaisist %r?d’ gﬁ@form@yf@agE ReReR1G. tNEs 10228396 & cdhiRcEYMS the

according to ecl f raneters.
SMUX 132 whilst MEs 128 and 130 are connected to the SMUX 134.

The Message Generators 110 and 122 transform commands issued by the STM 108 and
20 the OCS 118, respectively, into EMMs. The MGs determine the duration and the rate of
emission of the EMMs. The MGs also cipher the EMMs using a dedicated ciphering
unit. They then pass the ciphered EMM to the respective MEs, which transmit the EMMs
cyclically. As shown in Figure 4, more than one ME can be connected to a single MG,
the appropriate ME being determined by the MG according to the operator referred to in
25 the EMM. During the lifetime of a given EMM, the MG stores it inside its own database.
The EMM is erased from the database as soon as its emission duration has expired. This

database ensures consistency between the MG and ME.

The Message Emitters 124, 126, 128, 130 receive EMMs from the respective MGs along
30 with several parameters, such as broadcast start date, broadcast stop date, and broadcast
cycle. The MGs then manage the broadcast of the EMMs according to the specified

parameters.

Receiver/decoder



Recei ver/ decoder WD 01/ 45387 PCT/ 1B00/ 02022 -26 Referring to Figure 5, the
various elenents of receiver/decoder 13 wll now be described in terns of
functi onavobl/exskRs. The recei ver/decoder 13, which nmay be, péDIBwwaoRl e, a
digital set-top box (DSTB), 5 conprises a central processor 220 including
associ ated nenory el enents and adapt ed %) receive input data froma seri al
I nterface 221, a parallel interface 2224°a nodem 223 (connected to the
modem back channel 17 of Fig. 1), and switch cont act? 224 on tgig frbogt
panel of thRefdringieFigureS;thevarsse plvmentg o saaverdecoer i3 PhapY PeLasared ¢ o
receive inputs froman.inffa-yed renote control 225 via a control unit 226
and al so po’é’s‘@’?%%%%loﬂ‘}g?l?%asfd readers 227, 228 adapted to read bank and
subscription smartcards 242, 240 respectively. The subscription smartcard

reader 228 engages wi.th an_jnserted subscrinpti C ) '

condi ti onal Tl&%é@é"e\gﬁ?@dﬁﬁ ’t‘?ﬂmglﬂlﬁrbaly;bet’ & %ecé’géggr?gg‘gﬁst%%ii m’mb?gﬁ?ai 15
gemjljt i pk ex rﬁ%{‘fs@%%@&g}aﬁbrdoa&@orltZZOQmﬁﬁhﬂg hdsaciaa@my:pmagjelbnomdmmm‘t@ml dt 0
e descianbl ed. The decoder also. inglu a_copventionab,d uner n
denpdul at orrepgive inppt datacirom aa??é}ab%g“ﬂa g’?iﬂ 3 H%ra@étl ﬁeff??ee&%%’aanrglr%dégi]zoz%
before bei g Euhdel 416 thedhienti5aekhinlbroRst Eay 1)h8d Witth 3aGhets 2244 ths ot n

this descrilptl on, an application is preferably a piece of conputer code for
contr ol | i ngpdnebf thewdetodeuncti ons of preferably the receiver/decoder 13. For
exanple, when the end user positions the focus of renote control 225 on a
button object seen on the screen of the television set 14 and presses a
val i dat jgn Keyrecéiner/densderticadditombly adapted toxsesivd imputg figm pn infea-KdiemAte s

run. 25 An inter i ve appli,cat.i LOpAaSe $RC! frpprds  at
t he requestc%!“qlﬁég Véhy © “&Hc?(}grag‘\giagsgspogg{gg&@f’gste to t'?lgérggrgp’o.se of
the appl i cajdagidd téall beik indREbsoRptionsmarichide 242, 240 teepectiaglyl Thaswhsasptiamat
I's, stored in the ROM (ar. FLASH or . ot het on-vol ati.l e ) Qf

recei ver / detorrégard Jeadst 238 o2Nga8Est W daIHBWﬁB%ga‘é c‘ﬁé{lé)n tcfr{]ieangé% aﬂﬁW%Q%FLASH
mermory of t &%dat?&ﬁh\/%deekecmw 2438 tcAPtpbBAt thensiecussargt @ortoli nwomdmotoy a

| ocations in the recei ver/decoder 13 and rﬁelgresent edd onal b
15 demultiplexer/descrambler 230 to enable encrypted broadcast signal to be

descrambled. The decoder also includes a conventional tuner 231 and demodulator 232

to receive and demodulate the satellite transmission before being filtered and

demultiplexed by the unit 230.

20 As used in this description, an application is preferably a piece of computer code for
controlling high level functions of preferably the receiver/decoder 13. For example,
when the end user positions the focus of remote control 225 on a button object seen on
the screen of the television set 14 and presses a validation key, the instruction sequence

associated with the button is run.

25
An interactive application proposes menus and executes commands at the request of the

end user and provides data related to the purpose of the application. Applications may
be either resident applications, that is, stored in the ROM (or FLASH or other
non-volatile memory) of the receiver/decoder 13, or broadcast and downloaded into the

30 RAM or FLASH memory of the receiver/decoder 13.

Applications are stored in memory locations in the receiver/decoder 13 and represented
as resource files. The resource files comprise graphic object description unit files,

variables block unit files, instruction sequence files, application files and data files, as



as resource files. The resource files conprise graphic object description
unit files, variables block unit files, instruction sequence files,

appl i cat ivomof/ed3es and data files, as WO 01/45387 PCT/ 1BOOPORORIB/ 026227
described in nore detail in the above-nentioned patent specifications. The
recei ver/ decoder contains nenory divided into a RAM vol une, a FLASH vol une
and a ROM vol une, but this physical org&di-zation is distinct fromthe

| ogi cal 5 organization. The menory may further be divided into nmenory

vol unes assdescaibed imirtoe détail inathe eboyeimengiohed paentEpearieationpoi nt of view, the
menory can be regarded as part of the hardware; from another point of
view, the nenory can be regarded as supporting or containing the whole of
t he syst em gihewteipidecddendontdins teamoiadieided htd\s RAM eotumies adfLASH volume

recei ver/ decoder _T recei ver/ decoder.contains .five soft e | rs.,
or gani zed s@nd h%.tR$§ﬂE VQIC}’FTE tg‘énp Sica ﬁﬁ%ﬂ?‘édsi‘ﬁgﬁ}? %éﬁ%gpglﬁ@koder
and with 5an£f)%fafzraﬁbﬁ. Mo Eth & m dribB QividedThte WiednorP volufifes ¥sbtiated wig t var e

| ayers are I cation Layer "250, Application Progranming Interface (API)
| ayer 252, thervauigus imerfacss Fropeeneompnt gfigvedhe mgmorpea bvgeaged aypart

Sof t war e/ Ha Y, | Cat.i TRETR

applicati ong}% }(ﬁ%{wﬁ?,ﬁ@%ﬁ%ﬁrﬁé&t?ﬁﬁ{e {Nf ﬁl%g?é?n ﬁg\)/ém%:i ggg%ﬁ g%t he Ring or

r ecei ver/ decodeininglthe wholgofithe systesr stownvapagfpim thethapdsargsed by cust oners,
witten in, for exanple, Java, HTM.,, MHEG 5 or other | anguages, or they 20
may be applications used by the receiver/decoder to run such applications.
This | ayer WUgchitaserk efireceisaideebdapen Application Progranm ng | nterfaces

APl s rovided by the .Virtual _.Machine |ayer. This, syst al ows
ol bt ondhs BN eTRRTATes sOUARE GV SIbrATe 14U g s 4, o can be
recei ver/ degpslememed i@ryfrbtivef/dQ@ddstaemandth ahy@paihg Satent rRa‘aeImF t@Pigule

transmtted in conpressed or, unconpressed format_using protocols such as

Data 25 St obathe V@S selbwarslayean arechprlication banesy -0, giRhispion-Prograsaning
(NFS) or ot ﬂﬁérfao@r(WP?P%&éx}252[“\1%1?&%e\’&i&0194§e§QS&HD&Vi@é EayPRisk @ad is98@nt hat

the user interacts with] for exanple, to oObtain product’s and services,
such as 18| eSoftwaredasdwaredmyguid®es, tel ebanki ng applications 30 and ganes.
The followi ng resident applications are used to nanage interactive

appl i cations: . . .
The Application Layer 250 encompasses applications that are either resident in or

downloaded to the receiver/decoder. They may be interactive applications used by
customers, written in, for example, Java, HTML, MHEG-5 or other languages, or they
20 may be applications used by the receiver/decoder to run such applications. This layer is
based on a set of open Application Programming Interfaces (APIs) provided by the
Virtual Machine layer. This system allows applications to be downloaded to flash or
RAM memory in the receiver/decoder on-the-fly or on demand. The application code can
be transmitted in compressed or uncompressed format using protocols such as Data
25 Storage Media Command and Control (DSMCC), Network File Server (NFS) or other

protocols.

Interactive applications are applications that the user interacts with, for example, to
obtain products and services, such as electronic program guides, telebanking applications
30 and games. The following resident applications are used to manage interactive
applications:
. Boot. The Boot application 260 is the first application launched when the
receiver/decoder is powered on. The Boot application starts the different
"Managers" in the Virtual Machine, the first being the Application Manager 262. -



Boot. The Boot application 260 is the first application | aunched when the
recei ver/ decoder is powered on. The Boot application starts the different
"Manager wWoon4i38e Virtual Machine, the first being the AppCTamiioooe2Manager
262. WO 01/45387 PCT/ 1B00/ 02022 -28 Application Manager. The Application
Manager 262 nmanages the interactive applications that are run in the
recei ver/decoder, that is, it starts, S%bs, suspends, resunes, handl es

events and deals with conmmunication between appli c%hi ons. | .ajﬁl ons.
mul tiple appli cahppheation Manegar B Appligstion Manage 204 aanages {hg 1pyEacty

all ocation 5 of resourc bl | ithAd, Atdr®, S6PE) bedpehds,
transparent to t P ﬁ%é@gﬁla?ge%?%ﬁ)&qﬁ_ ;c%ﬂ%réigg%&df the SetUp g%%lﬁ:pgtion 264

.

is to configure fdg@mes, Barilssavénte antidaals with eemunjcatinn befwesn apphgatipps.i & ysed.

It perfornms actions such as scanning far TV : | ho&tdat e and

time, establishi ﬂ&’%ﬁs‘@?lnﬁgé‘%ﬁ“@%‘ésst?gméﬁdmg% aﬁ&%lqlgslv%zoel?@& {nhtgg &et Upl

appl i catkon can Peressi@éksatnoaheh. MEhibypplibationdecompltelydranbparens to He user.

recei ver7/ decoder confiquration. appi The .Z i appl i ' i's

used to change chetipel sThesPHEPOEH L &Fog‘gyﬁw ﬁﬂﬂhcgﬁ)‘gb:}gf‘ngot%%g}ﬁgg%ﬁzn@r%i c

keys. When anot her £ 00 8fierZ SRRhAG thé first /it fsAsed: X ppifermd dutiong buch dsanner
t

(pilot) application, e Zapping application is sto d. 15 | | back. The
Cal | back appl i casdaoming for(TSbchannels setfing thedpte %p@ggsggﬁ%g BEEPTEA et er s

stored in the regel ver] d3600RT JIESDILY MPfcdith il bt et wa Wife Bythe higer

commer ci al opera modemre annel 17, or by other neans. The
APl |aygp 252 previhdege the géveiverdecoder ¢anfiguratibnr i nt er acti ve application

devel t. 20_1t .i d . - - | |
BB ! e petkapcaupiod; 03¢ PP e RER ISP T Rbge eyt cve

interactive appl p@atdnng, pﬁ@p&sﬁgﬁnmmakmswn@noﬁ}erfm ab#APPEE | ons.

In a preferred enbodj nent the APl |s.ada tQ i '%g)t-lg wektten in

the Java 25 pr o’@r“é‘?ﬁ#‘ﬁ&xf“&%dgﬂ’é‘.gh ?B?Wﬁg{lpﬁlﬁpe@?pll“%mgg’ﬁﬂ%% rpé) g’tsp and

ot her formats, sg&‘fb 4. MG 5. Besides these interpreters, it also includes
e

ot her packages an rvice nodules that are detachabl e and extensi.ble as
requi rensnts di c€adkackThEhe/Celibagk applisatioa i 3% tc?@’ﬁtr?%%e%%%lg%g?g?’h F‘gsnguage

interpreters andpﬁf%kt@&%t&@cf’ﬂll tG8 receiver/decoder memory and return these values to the

commercial operator via modemmed back channel 17, or by other means.

The API layer 252 provides high-level utilities for interactive application development.
50 It includes several packages that make up this high-level API. The packages provide all

the functionality necessary to run interactive applications. The packages are accessible

by the applications.

In a preferred embodiment the API is adapted to run applications written in the Java
25 programming language. Furthermore, it can interpret HTML and other formats, such as
MHEG-5. Besides these interpreters, it also includes other packages and service modules

that are detachable and extensible as requirements dictate.

The Virtual Machine layer 254 is composed of language interpreters and various modules
30 and systems. It consists of everything necessary to receive and execute interactive

applications in the receiver/decoder.

The Device Interface layer 256 includes a Device Manager and devices. Devices are

software modules which consist of the logical resources necessary for management of



30 and systens. It consists of everything necessary to receive and execute
I nteractive applications in the receiver/decoder. The Device Interface

| ayer 256vonnkisees a Devi ce Manager and devi ces. Devi ces PCEIB®ObRd22ar e
nodul es whi ch consi st of the |ogical resources necessary for managenent of
WO 01/ 45387 PCT/ 1B00/ 02022 -29 external events and physical interfaces.
The Devi ce Layer nmanages communi cati on-2%hannel s between drivers and
applications and provi des enhanced error exception checking. Some exanpl es

of managed dauinafevéiteand pliydicabafi@fRes. TPHE Mevice Elayer ManageChbinfuhRatisonal
Computer Menory Card International Association), LED.di sA and 5.so on.
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258 is provi acturer of the receiver/decoder. Because of
t he modul arPEMEA (ﬁ’hreom}@mmt@nhleb@ma@@rd IemgtionebAssapipliondLERdisplay@né oS

(such as event Sﬁgfgq?%;’}le?ss&pg“ n(r)r?rt%/d&ggﬁ&eﬁﬁ%ﬁrﬁgﬂeﬁf@n&fm& L’@I‘{é Jual

Machi ne, are real -time operating
SyStem(RT%troIchéde‘acwﬂ‘dmew\&r processor. Rece| ver/ decoder actions 15
Wth reference to Figures 1 and 2 above, the present broadcasting system1
is adapted to send commands fromthe commercial operator (broadcast

supplier) afhd B9stOMSSSRwaré/Hardwire IAyer3858 isOpravided rbyStHeemanwfed:dxfbeGﬁdhé 13,
i nstructing the recej ver/decoder to perform gem 4c actions. or,

exanpl e, t Hecavardereder| Besgusef ghe mednlagty t thg sy b@éﬁ%ﬁewl“reﬁﬁ i on,
for expyplg @E 8¢ s‘ﬁe‘ﬁ lﬁﬁdeﬂzﬂf @dﬁ@&ﬁ anarlﬂéﬁnsrpqnmgehm) dqaedsiTthe Virtydi ch

case it sends a so- ed cal bac comand recei pt of this command,
the recei vdvmdmd@rhlelm tayens are 1o tied to magh@flartrﬁfé-tw eretingFasemdREOS) f r om
Its menory an es back to the comercial operator in the
formof a & t?B ﬂ:ﬁla}ggo&éé% he cal | back command can be 25 used to request
any type of |nforrrat|on fromthe receiver/decoder, such as status or setup

opti ons. e comercial operator may wi sh to check the
signal | e%ece'rVQE@%rﬂP?We recei ver/ decoder fromthe satellite dish. The
si gnal jsvekitgiefeeneato Finudéschdridinatoive theplesent bioadsaating system 1 $s atapteddo | y
orientated s‘é‘Q cé“rﬂﬁfaﬁ‘ rﬁénqether go%\e/r%ga(l (gggrg%r r(broadcast supplier) at the SMS 32, via

an SAS 30, to a user’s receiver/decoder 13, instructing the receiver/decoder to perform

specific actions.

20 For example, the commercial operator may wish to request certain information, for
example of selected parameters, from the receiver/decoder, in which case it sends a so-
called callback command. On receipt of this command, the receiver/decoder extracts the
values of the relevant parameters from its memory and sends the values back to the
commercial operator in the form of a callback message. The callback command can be

25 used to request any type of information from the receiver/decoder, such as status or setup
options. As an example, the commercial operator may wish to check the signal level
received at the receiver/decoder from the satellite dish. The signal level gives an
indication of whether the satellite is correctly orientated and whether the receiver/decoder
is correctly tuned. The callback command can instruct the receiver/decoder to send the

30 value of the signal level back to the commercial operator. This can help the commercial
operator to track any reception problems that may occur. Alternatively, the channel to
which a receiver/decoder is tuned, or options selected by a user, could be sent back to the

commercial operator using the callback command.



Is correctly tuned. The call back conmmand can instruct the receiver/decoder
to send the 30 value of the signal |evel back to the commercial operator.
Thi s canwebp4i3Be conmercial operator to track any receppcDmB@eizkens t hat
may occur. Alternatively, the channel to which a receiver/decoder is
tuned, or options selected by a user,véﬁgld be sent back to the commerci al
operator using the call back comrand. 1/ 45387 PCT/ 1B00/ 02022 -30 O her
i nformati on which could be sent by the receiver/decoder
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cal | back si srézaivei/@stoaer] fobyxdrhsie settingsahosahdnotie userj fos exdmpla dangyage gngy/or
exanple, by the smartcard. Furthernore, the call back is made to the 10
SAS. The caftiiiler sAiP8he made, for exanple, using a tel ephone link, or in
any other way. Alternatively, the commercial operator may w sh information

relating to the receiver/decoder to be sent.to another ar.at uch as
a conput er Asrdesenibed lﬂ@quﬁéetaiﬁ’eloébéﬁl‘?/@”% Ed’é?‘}egf%‘f g@ﬂi @veﬁ'fiécgg?ri al

interface 2 ! [ 1 pUHESIR@E Sthe callbadkisinade t6 teh as
f)tseegfaar@q{o@, fbleéxa.\érﬁ){lé'tb "111;17 sirtcatd) BuMbe ec

that descri ove Is s e apparatus. |In another exanppl e, tghe
commer cilal SASt aFter calibgclnghnbe madewforexample, ssingadelepiRnsdink. Ppin Hur9t8ey a

scanni ng operation. Scanning is the operation of tuning channels on the 20
receiver to™Bérticul ar frequencies which carry broadcast signals. This can
be done automatically, for exanple by searching for frequencies which carry

thecase. of AUFGIRHARYL BESRPPRE OREAPe FL oV igs bl BB aaaenges. 1n
particul ar RyeRegastodad BNl selytoratien gpharais, ahich/agie computendomsticd do (IBVB)
T et o S A o2, P B
i n which cagg@ldtionsh&fIMeRsd RScrifed ab6vdiRentad thedppamngnal s assi gned
channel s, or partial, for exanple to find new signals.
In another example, the commercial operator may wish to cause the receiver/decoder to
perform a scanning operation. Scanning is the operation of tuning channels on the
20 receiver to particular frequencies which carry broadcast signals. This can be done
automatically, for example by searching for frequencies which carry signals and setting
the receiver/decoder channels to those frequencies. In the case of digital broadcasting,
it is also possible to identify the particular broadcast signal by reading Digital Video
Broadcasting (DVB) identifiers in the signal. In this way it is possible to assign particular
25 broadcast signals to particular channels. Scanning can be either full, in which case all

frequencies are scanned and all signals assigned channels, or partial, for example to find

new signals.

A commercial operator may wish to force a receiver/decoder to carry out a full or partial
30 scanning, for example to ensure that the user has all channels tuned in, or because new
broadcast signals are being supplied and the tuning of the receiver/decoder should be
changed to allow the user to view the new signals. To effect scanning, the commercial
operator sends a scanning commanci to the receiver/decoder. The scanning command

may be either to perform full scanning, or else to scan selected channels and/or frequency



A commercial operator may wish to force a receiver/decoder to carry out a
full or partial 30 scanning, for exanple to ensure that the user has al
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an action, the comercial operator ds a command mthe SMS 32 to
the SAS 30. thmr@ewmﬁéefréy | $Esh. pEngpcelpt| of A ?RIH'E?&P‘; [Sg?ée‘ﬁ&‘ﬁf)gﬁ%d%f
command, in M}{’g&ﬁﬁﬁe‘éﬁﬁiﬁe@dﬁahﬁ@i! vi dual receiver/decoder is to perform
t he action, or Tan "Audi ence DSTB Action' 'command in the case where all
recei ver1/5decoders or a group of receiver/decoders, are to performthe

action. 25 é?@} Qﬂ@?&@ t &fért«:&s /decoder at
recei ver/ delgﬁ)laer&\#ﬂ rom tgtbgg%\ cﬁ%?th&t I rect Ilss the ve.r Ae\godeés?c?l bed

bel ow, the PprA8ercomined tiotes fax exanpleithe clEvivel may be changed at a predetermined time.

In order to instruct the receiver/decoder to perform an action, the commercial operator
20 sends a command from the SMS 32 to the SAS 30. This command may either be an
“Individual DSTB Action” command, in the case where an individual receiver/decoder
is to perform the action, or an “Audience DSTB Action” command in the case where all

receiver/decoders, or a group of receiver/decoders, are to perform the action.

25 It will be noted that the command is sent to the receiver/decoder from the SAS and not
directly from the SMS. As described below, the SAS constructs a suitable EMM for

transmission to the receiver/decoder.

The structure of an Individual DSTB Action command which is sent from the SMS 32
30 to the SAS 30 is shown in Figure 7a. Referring to Figure 7a, command 300 includes a
command identifier 302, operator identifier 304, smartcard number field 306, type of
action field 308, and parameters field 310. The command identifier 302 identifies the
command as an Individual DSTB Action command. Operator Identifier 304 identifies

the commercial operator from which the command originates. The smartcard number



transm ssion to the receiver/decoder. The structure of an |ndividual DSTB
Action command which is sent fromthe SM5 32 30 to the SAS 30 is shown in
Figure 7avORe#s8Ting to Figure 7a, conmmand 300 incl udes arCT/aBnonne2
identifier 302, operator identifier 304, smartcard nunber field 306, type
of action field 308, and paraneters field 310. The conmand identifier 302
identifies the command as an | ndivi dual2 DSTB Acti on conmand. Qper at or
Identifier 304 identifies the conmmercial operator fromwhich the conmand
ori gi nat es.fielh@06 oentsinsthe smarttrad niib& bf HEZeEIvRrRFCOEODVBIEE 3910 PEISTNRE § 306

contains the s card nunber | WiHhGE td Be faR form
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structurg (ghgg_ge.Audi ence DSTB Action conmmand which is sent fromthe SM5 32
" _

to the I's shown in Figure 7b. Referring to Figure 7b, comrand 320
includes a command identifier 322, operator identifier 324, type of action

field 326, 'ﬁ%gsu%wd&rﬁué&ckﬁﬁ Adhn chignmarvieisise@ritdn tRrSM832 to

identifies as an ence DSTB Action comand %o,erglt or
| dent i fi er 824 ASIBMs slioss infgwre ive Reiferring e Feas? 7pr MmAIELH0 RIS Anand

originates. The tynge ion fi . | f4 typge ' whi ch
is to be taﬂ?@fﬁnﬂfly ‘Eﬂgﬁ{%?g#’yg?r/a{%gdgg%g%%%%’%%égaﬁg?%?gldf%yzg adlgfspééﬁ%éct)ﬁ?ai ns
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nunber to which the 5 receiver/.decoder s ' . somrand
320 incl ude%CtH)nfcioél“ba‘é?,@’pG@Fﬂriﬁ? ‘Efﬁr %géé%ﬂ?&gr%@ecl gen?ﬁq ?lioggétoahrﬁ?%%}ﬁcgent ify
a particul gp. 85RMAN@brigiases. VEid Wpceetion fikld 326 aperifies the typsrofactinn whichon.

For exanple, the identifiers nay identi a qgraqu f.receiver/d rs
based on orie torbenigken by he rﬁ‘tel‘feéféE‘iOdﬁ%og-ﬁ%M%“%?%at?elg L??g oér?\é?mé:saﬁégoor Y,
comer ci al off 61 SARSH 3R AWERED AN the4cddH Cduch usohanneDapebetita gvideh thiee

I npl ement atfion, only one identifier may be used, or a plurality of

i dent i f i$r gecaiyerkiecodesdhould changel atter case, the plurality of identifiers
may be conbi ned using | ogical operators such as AND, OR, XOR and/or NOT.

Further details of the use of identifiers specifying groups of us ri for
whom nessaggsticnakly, command 320 includes a field 330 containing one or more identifiers whic

identify a particular group of receiver/decoders which are to perform the action. For

example, the identifiers may identify a group of receiver/decoders based on one or more
20 of at least geographic area, customer category, commercial offer, session number and
product number. Depending on the implementation, only one identifier may be used, or
a plurality of identifiers may be used. In the latter case, the plurality of identifiers may
be combined using logical operators such as AND, OR, XOR and/or NOT. Further
details of the use of identifiers specifying groups of users for whom messages are
25 intended are given in co-pending European patent application number 99401958.6 in the

name of the present applicant, the subject matter of which is incorporated herein by

reference.

When the SAS receives (from the SMS) an Individual DSTB Action command or an
30 Audience DSTB Action command it constructs a special EMM, referred to herein as a
DSTB Action EMM, in order to transmit the command to the appropriate
receiver/decoder(s). Referring again to Figure 4, the command sent from the SMS is
received by the Command Interface (CI) 106 and passed to the Subscriber Technical
Management (STM) server 108. The STM server 108 identifies the command as a DSTB



25 intended are given in co-pending European patent application nunber
99401958.6 in the nanme of the present applicant, the subject matter of
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command, San Audi ence DSTB Action EMMis generated. 5 The structure of an
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an oper at or dent |f er. 360 nb her
0t of et onaath SBHeRAING signagre, Tk et PN Fline A B iR 358 S ortfudl,
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Identifier 360 ideptifies th I al oper.at or. l.ch.. sent conmmand,
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which identifies the EMM as a DSTB Action E of actlonfleld 366

whi ch 15 spssst thecommand; Wfbﬂléfsn’aéﬁlréﬁluw‘i’ie’éﬁelﬁ@@GOB'@“tsék%ﬁnWaF gumber
recei ver/ de&% Ireci 6%{ ?éceﬂ%r/de@ GO B MAP de%k@m RbRpASEOs MeRAHY 36y t he

action, and esava is specific to that
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EMM proper pafdmetars 36B twhichedrt yssecigted witheh8a@ioni-Herabiadex3 769 whinhueles avalyepe
which is specific to that particular EMM, so that that EMM can be identified.

The structure of an Audience DSTB Action EMM is shown in Figure 8b. As in the
20 Individual DSTB Action EMM, the Audience DSTB Action EMM 370 contains a header
372, EMM proper 374 and optionally signature 376. Header 372 includes a type
identifier 378 which identifies the EMM as an audience EMM and an operator identifier
380 which identifies the commercial operator which sent the command. The EMM
proper 374 comprises an identifier 382 which identifies the EMM as a DSTB Action
25 EMM, type of action field 384, which specifies the type of action which is to be taken by
the receiver/decoder(s), a list of parameters 386 which are associated with the action,
optionally, a field 388 which specifies groups of receiver/decoders which are to carry out
the action, and index 389 which takes a value which is specific to that particular EMM,
so that that EMM can be identified. The index is incremented by one for successive

30 messages, but may be generated by alternative means in variants of the preferred

embodiment.

It should be noted that the SAS 30 does not need to recognise the particular action that
is to be taken by the receiver/decoder; it merely constructs an EMM which includes the



identifier 378 which identifies the EMM as an audi ence EMM and an oper at or
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comrand. Wite1/E881 proper 374 conprises an identifier 382 wmhiasooodentifies
the EMM as a DSTB Action 25 EMM type of action field 384, which specifies
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of paranmeters 386 which are associ ated A#4-h the action, optionally, a
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conpri ses an signature, to provide means of authenticating 15 the
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St hent: cat gmeR sReseth i ol fdce s B SulkdBCeurBMe g message
t her eby but is not otherwise involved ~ its involvement is peripheral to the operation. In variants

of the preferred embodiment, different authentication systems are used, and the

authentication process may take place within the receiver/decoder itself, thereby

20 eliminating entirely the involvement of the smartcard in the operation.

As well as generating the relevant EMM, the MG 110 also determines the broadcast start
and stop time and cycle rate of the EMM. The length of time for which a EMM is to be
broadcast and the cycle rate are generally set to a certain value for DSTB Action EMMs,

25 but they might be altered, for example, at the request of the operator, or in dependence
on the global bitrate of the broadcast signal. Once the EMM has been generated, it is
optionally ciphered using Ciphering Unit 36. In many cases, however, ciphering of the
EMM will not be required.

30 The EMM, together with the broadcast start and stop time and cycle rate, are then passed
to the EMM injector 104. The EMM injector is responsible for inserting the EMM into
the broadcast data stream at the appropriate times, in dependence on the broadcast start
and stop time and cycle rate. The EMM is stored in a database at the Message Emitter
(ME) 124 or 126. The EMM is inserted into the broadcast data stream by the appropriate



20 elimnating entirely the invol vement of the smartcard in the operation.
As well as generating the relevant EMM the MG 110 al so determ nes the

br oadcastweva#i3s7 and stop tine and cycle rate of the EMM pdhveBdompgeh of
time for which a EMMis to be broadcast and the cycle rate are generally
set to a certain value for DSTB Action EMVs, 25 but they m ght be altered,
for exanple, at the request of the operai%r, or in dependence on the

gl obal bitrate of the broadcast signal. Once the EMM has been generated, it
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injector 104. The EMMinjector is responsible for inserting the EMinto

t he broadcast data streamat the appropriate tinmes, in dependence on the
br oadcast stlﬁfrfﬁmﬂar?da@tté Figurers, thebrasgedstsignal s reveiuedand demerdubatediby Aingr
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Fecel ver | decBtiardepler AT Ak RERALS bt e ytien BB € B G are pased
recei ved ando dediiatl ptoressthgonit (OPE) 20%and btoredlindebuifbyl at or 32 respectivel y.

The denodul ated signal is passed to demultiplexer 30, which separates the
vari ous conponents of the signal. Audio signals are passed to audio

decoder 33, ThedReIvel/@dale 1@%&@6&%&9% agsﬁcédﬁﬁma &%mn%ﬁmlg%&@

passed to central processing unit and store in a buffer.” 10 The

recei ver / de€pdirst dgenmneﬁewh tthoE 1% ﬁba%@CF@&M andpdiyidual EMMKby62 i n

::Ing:J\r/?dual Mytq ec elﬂﬁget et t??gpehque %M}dfll er mé‘ggwl\éﬁ ﬁi% s an

i ndi vi dual Ehtcard nghberlis thelsmartsard numbefield A62of thanMM te ger if aotrespondse r

the recei veld HEERARA Ry ol e BOLIARRRR, Fronk BbidGnd RENER' Dpduil, O

kept; iflSnothe ENIM s kelpts dl'md,eths di'stwerdeelc dhe e¢ceiler/detodet tlhem delietraines tiexypdie

type of E xtrctln t er. field 362,
535° 1 ¢ heOEER Y Edgaind e froming EOAU idkGuBR s B iRl n iRt Bs ¢ ne
EMM as suchg USKTHAﬁi‘bnGEMI\/ﬁQIﬁéSrecélhﬁ/deycﬁk&r @fentifiés the\ EMM a6 stictk dntheh ertridie t ype

f act field 366, .384, t t.ed
of action Ih% type of action to be talc(jenEf mt g (t)y%le%f action field 366, 384, and the associated

parameters from the parameters field 368, 386.
20
In the case of an Audience DSTB Action EMM, if field 388, which specifies groups of
receiver/decoders which are to carry out the action, is present, the receiver/decoder
extracts the values from that field and compares them to the values of corresponding
parameters stored in the receiver/decoder memory or in the smartcard. Stored in the CPU
25 memory are various user identifiers, such as geographic zone and customer category of
the user, and commercial offers, products and sessions which the user has purchased.
The receiver/decoder compares the identifiers extracted from the EMM to the
corresponding user identifiers. =~ Where logical operators are included, the
receiver/decoder extracts the logical operators and applies them to the identifiers. In this

30 way, the receiver/decoder is able to determine whether or not it should perform the

action.

So that repeatedly broadcast commands are only executed once (two successive identical

commands sent by the SMS are considered as two different commands), the DSTB has



paranmeters fromthe paranmeters field 368, 386. 20 In the case of an

Audi ence DSTB Action EMM if field 388, which specifies groups of
recei ver dd@ovods38s which are to carry out the action, is prpewaBi/2he
recei ver/ decoder extracts the values fromthat field and conpares themto
t he val ues of corresponding paraneters stored in the receiver/decoder
menory or in the smartcard. Stored in 13 CcPU 25 nMenory are vari ous user

identifiers, such as geographic zone and custonemcrﬁ]ego.r of the,user,
and commer dogicalotuffars fo gorsduetioussgoinmansgsi Jrenihe reCeives @ femaiddhased.
The receiver/de | [ ; oht edvelvieg. BN to the
correspondichﬁgﬁggéj&:iffg%ﬁ)%{;gﬁg {eag’gy%%’g‘?@g‘f‘dgg%{agﬁﬁg are included, the
recei ver / degohSTBewill acttexettheit] ogi cal operators and applies themto the
identifiers. In this 30 way, the receiver/decoder is able to determ ne

whet her or not it should performthe action. So that repeatedly broadcast
conmandss ar@n@hy L¥6E b ®8 takeBcandt the associnesisparametasnhavedicen eatractedistheent by

the SMS are considered as two different conmands he T [ 45387
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command i dentica one received. If so, the DSTB wll|l not execute
it. 5 Once the action to be taken and the associ ated paraneters have been

Xhnact od. ANCaliBEE i Hid 456A9E o PRIEPCHAENIAPRCART e A5 theonapdial | On 15

taken in t eco ing the appropriate application in
the recg) veipptemiane268, Epcifyimgtht eharintl numabexde vduch theirgcavraidgeodsaheidd, t hen

acall is made t Z i.ng.. 10 | ' Wf Wi nnel
unber to VG A DD VR BRuAic 8P Sehf ol Shohthe SRECoHaKho Wikt

char act er i stigoer@ecdédee shorld alnec OFHeasEaivatidegodeo kedps actablernfl charnelhinghthe he
recei ver/ decoder shoul.d_tune. The receiver/de . kee . .
channel s ar?@rrﬁﬁffl’é’nﬁ’é‘gi?gg ﬁgﬂa?twt’ﬁ/@rcmtﬁttg? ﬁﬁ@? {fe%’f ((E)}ﬁh%'(lgﬁn%% go‘? Ve
triplet, ofyd Q%nﬁélga?é @nb® Whhkhvayl i redvivendesoder eart deterhiné whidhi chanagl, t he
recei ver/ decoder [

can determ ne which channel 15 .corr nds_to .whic
i ncom ntp sicgraspondsigsvhiglyinspmingrsignaly Thys, lD\@%’%HP&&"’?%ﬁ%?Ftep\é&s’ g")farrpl e
the DVB trighbie b BVB FHRAYr thesigh 66 whith the saieiarksaner sioukhameritboune,
e

receiver/decoder can tune to the correct signal even if the user has retuned the

receiver/decoder.

20 If the action is to reconfigure the receiver/decoder, then a call is made to the SetUp
application 264, specifying that the receiver/decoder is to be reconfigured. If the action
is to rescan some or all channels, then a call is made to the SetUp application 264,
specifying which channels and/or which frequency ranges are to be rescanned. If the
action is to report on the receiver/decoder status, then a call is made to the callback
25  application 270. The callback application then extracts the values of various parameters
stored in the receiver/decoder memory and returns these values to the operator via
modemmed back channel 17, or by other means. Parameters which may be returned by
the callback application include the last 50 actions performed by the receiver/decoder, the
channel to which the receiver/decoder is tuned, the frequency to which the
30 receiver/decoder is tuned, signal level at the input to the receiver/decoder, options chosen
by the subscriber, such as language, subtitles or personal preferences, or any other

information available to the receiver/decoder.

Finally, when the receiver/decoder has received a DSTB Action EMM, it “bumns” the



recei ver/ decoder can tune to the correct signal even if the user has
retuned the receiver/decoder. 20 If the action is to reconfigure the
recei ver Md@ovods387 then a call is nade to the SetUp appl i par/irnm/2e4,

speci fying that the receiver/decoder is to be reconfigured. If the action
Is to rescan sone or all channels, then a call is nmade to the SetUp
application 264, specifying which chanh&ts and/or which frequency ranges
are to be rescanned. If the actionis to report on the receiver/decoder
status, thepnvavosl thatithe amtide ismt tepeated| Tiiniskloasbyppnpasiagiinepming EMis to
cal | back application the xtracts e val ues. AR stored
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t uned, t?e frequency to which the 30 receiver/decoder is tuned, signal -
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carried out SHRSGHLPRS the cbRaRIMAdpertsrder by the commercial operator,
W t hout them(r%gtsa%ldflor t é con’mgrcial opgrdator to visit the subscriber to

i nspect and/or test the subscriber's 10 equi pnment. The exanple illustrates

ecerver | doasp i e R P voder  mmy Send

recei ver/ de idi vidual" receiver/decoder rraé/ send
i nf or mat 5 oncHaanéInks, of hiseccdivdr/depadeatiorthis Aeteor BSAB- tthe Sbsaiberppiacts the

subscri ber Qo%nelgrc%d %%gltatdciri gra!axa?r];plg b@h@ﬁﬁﬁéme) f R R¥&PUR poor signal. The

commercial operator causes a command to be sent to the DSTB of the individual
subscriber to request from the DSTB information regarding the tuning of channel 16 and
its signal strength. On receipt of the command, the DSTB sends the requested
20 information to the commercial operator. The commercial operator analyses the

information and can then, for example, send a further command to the receiver/decoder

to perform an action to improve the signal of channel 16. That action may be, for

example, a forced retuning of the channel to improve the signal.

25  Thus it will be seen that the problem experienced by the subscriber, in this case the poor

signal, has been overcome without requiring a visit to the subscriber’s home by the

operator.

In summary, the commercial operator can send a message to order the DSTB of a
30 subscriber to perform a particular action:
. Change the current channel with the channel being defined by the number (but

this number can be redefined by the subscriber, so this is only useful to a

particular operator).
. Change the current channel with the channel being defined by the DVB channel



15 channel 16, of his receiver/decoder, in this case a DSTB. The subscri ber
contacts the commercial operator (for exanple by tel ephone) and reports

t he poor wognai3s7 The conmercial operator causes a comuanBCT/Bd®2@ent to
the DSTB of the individual subscriber to request fromthe DSTB information
regarding the tuning of channel 16 and its signal strength. On receipt of
t he command, the DSTB sends the request-@8-20 i nformation to the comerci al
operator. The conmerci al operator analyses the information and can then,
for exanpl e, sendharatweristicdr conmand to the receiver/decoder to perform an
action to inprove the signal of channel 16. That action may be, for

exanple, a forced retuning of the channel to inprove the signal. 25 Thus it
wi || be seefpntBahnidigialvpehtéBa %RE keI @dsshye fofedaruhes DSITBesf,alli subsdribersc ase

t he poor signal, has been overcone without requiring a visit to the
subscri ber' §>ﬁ@ﬁ§nb§P@Wé“abﬁ3K@tor In summary, the commercial operator can
send a mMgssgge t@lﬁh%ﬁfhetéﬁ?reﬁﬁm‘igl with tﬁ@cﬁ&x‘ﬁéloddl defined rtﬁ@mﬁheer (but

particul ar action ange the current channel with the channel being
defined by the ntiserungsnicanttsi redefinedeyy Sgrsubscritsnetol ey ignly HiseBhe & i ber

so this is only u articular operator). Change the current
channel with thepéﬁ%ﬁin%w%rgm g defined by the DVB channel WO 01/ 45387

PCT/ 1B00/ 02022 (Bﬁnge:ﬁarcamteﬁt clsnhelswitln ¢hecdrameeldieing deforedttyr D¥@hckangel send
a nessage to ordeﬁ & STB of all subscribers to performa particular
action: 5 ChangE8M¥AHeEHFent channel with the channel being defined by the
nunber (gut this nunber can be redefined by the subscriber, so this is

only useful to a rticuylar operataqr) urr nt ch el_with
t he’ channel Itl?\éllr‘?@“& rﬁtﬁ@aﬂﬁyﬁ’B\PBesé‘Héﬁ‘f?éPO%?‘Fg%é&dﬁq gvfd“ﬂr? ys'&y T&he

under st ood } > aBA SRR cAiBHENM dedl] ADehRATR WiSSHE ltlh&@dpélbﬁme imeentby. by
way of exarrp e, ‘and nodifications of detail can be made within the scope

of the invention.
Each feature disclosed in the description, and (where appropriate) the claims and

15 drawings may be provided independently or in any appropriate combination.

Reference numerals appearing in the claims are by way of illustration only and shall have

no limiting effect on the scope of the claims.



Each feature disclosed in the description, and (where appropriate) the
clainms and 15 draw ngs may be provided i ndependently or in any appropriate
conbi nat ivom01/838Er ence nuneral s appearing in the clains arer/iBoowaye2of
illustration only and shall have no limting effect on the scope of the
clainms. WD 01/45387 PCT/1B00/ 02022 -39- CLAIMS: 1. A nethod of requesting
froma receiver/decoder information rel'a3t9|'ng to the receiver/decoder, the
met hod conprising transmitting a conmand to the receiver/decoder 5 via a
broadcast syGELARMS:he conmand instructing the receiver/decoder to send the
information. 2. A nethod according to Claim1l, wherein the information
conprises information relating to at |east one of a device, a device
manager, an iappl ixahéthod ofimehustingpfomtd rgeiveéfdepdereimfortatidn relatingl tadheor di ng
to daim1l or 2, erein the informati on consi sts of n, conditional
access i nf oFFRsHYegHecofsr, ﬂ?enﬁ? GPPISRE SRR e S cﬁﬂwa@aqﬁh&irﬁ%ﬁlvfr/figcog,ﬂ

wher ei n the vi Nt 05FRAdSN sy\ZEHR the BomnhdHdOmBRIdLAR the gadeiven@ecdir @6 seml ehedf the
settings and/or paraneters of the receiver/decoder. 5. A nethod according
to any of ClizfoRsat1ion-o 4, wherein the information conprises 20 actions
carried out by the receiver/decoder. 6. A nmethod according to any of the

precedi ng clainms, wherein the information conprises channel signal
strength. 23.7. A metheddcenrdiog th Glgim @, whsreipfthagnfarmation comprisespafoanatiathe

information_i.s.rela . i i cel &g.%r. 8.
A net hod acéﬁ?tgil%{go %tgg%sﬁég% E{ﬁée%%l’ g?é‘ﬁ?%g‘ta@?gﬁwﬁé‘ Thpmg?t{ecﬁlhgftm}:g éﬁe?or tion
is assqmbl egstdig. t he processor of the receiver/decoder. 30 9. A nethod

according to any of the preceding clains, wherein the information is sent
by the processor of the receiver/decoder. 10. A nethod according to any of

the precedi ng cl a ARthodREGidhg! toeClaind 0roi @} wbBreirbthe information consists of non

conditional access information.

15 4. A method according to any of Claims 1 to 3, wherein the information comprises
information regarding one or more of the settings and/or parameters of the

receiver/decoder.

5. A method according to any of Claims 1 to 4, wherein the information comprises

20 actions carried out by the receiver/decoder.

6. A method according to any of the preceding claims, wherein the information

comprises channel signal strength.

25 7. A method according to any of Claims 1 to 6, wherein the information is related

to a fault associated with the receiver/decoder.

8. A method according to any of the preceding claims, wherein the information is
assembled by the processor of the receiver/decoder.

30
9. A method according to any of the preceding claims, wherein the information is

sent by the processor of the receiver/decoder.

10. A method according to any of the preceding claims, wherein the information is



WO 01/ 45387 PCT/ 1B00/ 02022 -40 sent to an SAS or to an apparatus which can
comuni cate with the receiver/decoder. 11. A nethod according to any of
the preceaddng4sBai ns, further conprising transmtting a pomEo®242 t he
recei ver/ decoder via the broadcast system the command 5 instructing the
recei ver/decoder to carry out an action 8f altering a setting and/or
paraneter of the receiver/decoder. 12. -AVet hod of carrying out an action

to alter a setting and/or paraneter of a recei_ver/d@gtgder,.tr}g r’rﬁtrhod
conpri si ng beransan SASTMY te e appasits Which gan sURBIYISRIF JaGE FeceEr §F Ry

broadcast system the command instructing the receiver/decoder to carry out
the action. 13. A nmethod according to Claim11l1 or 12, wherein the step of
transmittingithe A anethed dictordingutt ianyg afhtber preesding clime g BItheh COMPESINGhe
setting and/or paranmeter of the 15 rgaceiver: SlcaltSvitekCthel dningaiaonse
to the i nfofABSRIGHELLORIY t??tbeﬁef%%erﬂg%)géﬁevggﬁgggoger. Y14.” A met hod of
contr ol | isNg; AR i8S FeteReg@dcodeompedrsi ogt an actémi of aligring ecweitingdandjera a
broadcast systemto the receiver/decoder, the command instructing the 20
recei ver / depaametear §f hedacsiyirsiericton rel ati ng to a setting and/or paraneter
of the receiver/decoder, and transmtting a further command via the

broadcast systemto the receiver/decoder in response to, the infgrr&ti on,
i nstructingizhe reowthasr sfieasnirg onloan aptiop toorlter ansetiing and/pLPYRMSIET Ol E sane

or a further setti / T i RinghREMIMMAALIBRPERIVer/dEcolier A
met hod accoF?‘fFW&I/{l%g%%;tggﬁ{e#%c%sﬁﬂfﬁh%ggnlsrérll? lfnt%rat her conprising correcting a

fault aggociilebroaidast dysten, sbecoemantbinstiactingthe reseivet AerPdstiosamy Ryt the any

of Clainms 11 to 15, wherein the setting and/or 30 paraneter relate to at

| east one of“Yhevi ce, a devi ce manager, an application, and an operating
system 17. A nethod according to any of Clains 11 to 16, wherein the

action comptj ses , CRANG NG, A TCbhim 17 FH2 SleiR Tlé SRBY AR Aitting the
command instructing the receiver/decoder to alter the setting and/or parameter of the

15 receiver/decoder is taken in response to the information received from the

receiver/decoder.

14. A method of controlling a receiver/decoder, comprising transmitting a command
via a broadcast system to the receiver/decoder, the command instructing the

20 receiver/decoder to send information relating to a setting and/or parameter of the
receiver/decoder, and transmitting a further command via the broadcast system to the
receiver/decoder in response to the information, instructing the receiver/decoder to carry
out an action to alter the same or a further setting and/or parameter of the
receiver/decoder.

25
15. A method according to any of Claims 11 to 14, further comprising correcting a

fault associated with the receiver/decoder.

16. A method according to any of Claims 11 to 15, wherein the setting and/or

30 parameter relate to at least one of a device, a device manager, an application, and an

operating system.

17. A method according to any of Claims 11 to 16, wherein the action comprises

changing channels.



-41 18. A nethod according to Caim1l7, wherein the changing of channels is
effected wusing DVB information relating to the channels. 19. A nethod
accordi ngvoo1/&397 of Clainms 11 to 18, wherein the action cPaPIB®®30225
changing the tuning of a channel. 20. A nethod according to any of C ains
11 to 19, wherein the action conprises_gscanning channels. 10 21. A nethod
according to C aim 20, wherein the channel scan conprises a full scan. 22.

A et hod ac¢grding.t ai m,20 or-,21 yvgﬁr i : . jses a
scan of a pigt ofr‘l‘ H‘eﬁ’éﬁ&%‘.’or%‘gégq%mn%t’ hogleegrgtclz%lra gl ngg gg@%@ﬁ %}é‘lsé?i;é?{r}ag 20 to
22, wher ei nytiRg DVBMMfetm&ateladngny the esarmelsupdat e scan. 24. A net hod
according to any of the preceding clains, further including the step of
perform ng the action at the receiver/decoder in dependence on the command.
20 25. A neyhod acgpilidicsQing @i dily2f Clhitist e 18N ahegdim thet dbtios empribes
subsequently deleting the command. 26. A nethod according to any of the
precedi n§ ckhanging tha&yengof sehagaeland is 25 transmitted as part of a
nmessage. 27. A nethod according to Claim 26, wherein the nessage is in the
formof an entitlenment managenment nmessage. 30 28. A nethod according to
Clai m 26 or2@7, vheetiod dcherdmestoayy of Claiots driorlppwdgrein iy achopspmprises
according to an.¥ ofh Clainms 26 to 28, wherein the nessage further conprises
an identifi g5 rcial operator. WD 01/45387 PCT/ 1B00/ 02022 -42 30.
A nmet hod according to any of Clainms 26 to 29, wherein the nmessage conprises
an identifier of at%tgeé’:lst ope recgei v&g/ gngOdt%{:’handlf wher ei n.therﬁac)lﬁmrand

i nstructl® t Rk at Ameheq acsprlingtodi I 404y SO6EE be SPEFF SR FYARSER #1054 31. A
met hod according to Caim 30, wherein the nessage conprises an identifier

of only one receiver/decoder, and wherein the aqne receiver/decoder
perforns th&2.act Agnethod according to Claim 20 or 21, wherein the channel scan comprises a

scan of a part of a range.

15 23. A method according to any of Claims 20 to 22, whe;ein the channel scan

comprises an update scan.

24. A method according to any of the preceding claims, further including the step of

performing the action at the receiver/decoder in dependence on the command.

20
25. A method according to Claim 24, further including the step of subsequently

deleting the command.

26. A method according to any of the preceding claims, wherein the command is

25 transmitted as part of a message.

27. A method according to Claim 26, wherein the message is in the form of an

entitlement management message.
30 28. A method according to Claim 26 or 27, wherein the message is not encrypted.

29. A method according to any of Claims 26 to 28, wherein the message further

comprises an identifier of a commercial operator.



32. A nethod according to any of Clainms 26 to 31, wherein the nessage is
generated by a Subscriber Authorization System (SAS). 10 33. A nethod
accordi ngvoo1/&397 of the preceding clains wherein the cormpatiBm/og@at by a
Subscri ber Managenent System (SMS) to a Subscriber Authorization System
(SAS) for transmssion. 15 34. A nethod according to Claim 33, wherein the
command is transmitted by the SAS. 35.42% nethod according to any of O ainmns
25 to 34, further conprising authenticating the nessage. 20 36. A nethod
accor di ng typ, anyAafiethdieacpodediongy of Glams 2Ge?%iwherdie thedRaaARe gagnprses

transmtted to the processor of .the,receivaer ;
accor di ng ta ideRpfisr %f aldeast gﬁ%ﬁfﬂﬁe@eﬁ?‘iﬁ’, an\'t}hv(g%géiﬁ ﬂﬁ]cg n%%anr’}%gir? gﬁls ég@@g At

froma | ocaLi®ans sereiverdsconedtbpeifoseiheartislecoder . 38. Apparatus for
generating a nessage for transm ssion via a broadcast system conprising
means for generating the nessage, the nessage conprising a conmand

i nstructj ng,,t he j : ereltfthé madsagdicongprizes agidentifidref
receiver d%CIOderA%%y%éaﬁp%%g?g%@%gg’gr ing.to G%% wherein the

i nf or mat i orontyope reseivei/dicoderaanidonhereial the PrEFeE@VA{dePALL PERRENLC Ry ce, a
devi ce manager, an application, and an operating system WD 01/45387

PCT/ 1B00/ 02022 - 43 40. Apparatus according to Claim38 or 39, wherein
the i nfor megy on goenshal fcafingao anycof Clainmssfeto 3Acwhersinithy Beswags isgenerated

Appar atus according, to .of. Cl.ai ns o0 40, wherein the information 5

conpri ses ihif%%%ﬁf:ﬁh‘?’f‘?‘ggé?ﬁuﬂﬁsgﬁtgmﬁ% tre of the settings and/or

paranetgrs of the receiver/decoder. 42. Apparatus according to any of

C ai to 41, wh in the inf i ' [ i t b

thgl rr'rgce| Vé(')sl- decém}e r_loedl arécordi%gltg al('l)yr (r;rp &113 8%ce(ﬁggnatmlrr§se\§he?gl}lltﬁé1§0n%ﬂgﬂd iQQGrRu y
by a Subscriber Management System (SMS) to a Subscriber Authorization System (SAS)

for transmission.

15 34. A method according to Claim 33, wherein the command is transmitted by the
SAS.

35. A method according to any of Claims 25 to 34, further comprising authenticating

the message.

20
36. A method according to any of the preceding claims, wherein the command is

transmitted to the processor of the receiver/decoder.

37. A method according to any of the preceding claims, wherein the command is sent

25 from a location remote from the receiver/decoder.

38.  Apparatus for generating a message for transmission via a broadcast system,
comprising means for generating the message, the message comprising a command

instructing the receiver/decoder to send information relating to the receiver/decoder.

30
39.  Apparatus according to Claim 38, wherein the information comprises information

relating to at least one of a device, a device manager, an application, and an operating

system.



10 43. Apparatus according to any of Clains 38 to 42, wherein the
informati on conprises channel signal strength. 44. Apparatus according to
any of Civedonr4387t0 43, wherein the information is rel at eBcT/ifnote02a faul t
associated wth the receiver/decoder. 45. Apparatus according to any of
Clainms 38 to 44, wherein the neans for %ﬁgerating a nessage is adapted to
generate a further nmessage, the further ssage conprising a connand
|nstruct|ng t he receiver/ decoder carr an act on of alterin

setting 2048nd/ dPRgERUEAEEang o @i@@#é@égw%ea%w&ép TRBUOTAGONSSL
generating @oﬂﬁﬁéﬁﬂ%w&ﬂéu&&ﬁﬂﬁﬁhss'0” via a broadcast system conpr|5|ng
means for generating the nmessage, the nessage conprising a conmand
instructing the receiver/decoder to carry out an action to alter a setting

and/ or para .t6?f fngha?Js §pcﬁ§ |ng ans&g&gg 38% 46\p&p&%§m%ﬁ%ﬁeﬁﬂamto

Cl ai m 45 or er co I “transni e conmand. 30
48. Appasat u@npﬁmndfomngamm fegardingdohe ovtraoreiof thdﬁsettmmsd/fommatan&mrmf theng t he
command is ad g g transmt the command in response to the information
received fFe5/ FH €GO8E%i ver / decoder. 49. Apparatus for controlling a

recei ver/decoder, conprising a receiver for receiving V\D 01/ 45387

PCT/ 1B00/ 02022 -44 informatjion froma receiver/decod and neans for
generat i ng 42-mes@gRratIsRECHRIEE, e any HpFladmh g 8atoc B 8“"Ph§1!er PRI e

recei Ver/defd}ﬂ;ﬁﬁse&‘ﬁct?&{s %Htou%ﬂﬁtrb&“vérﬂe@dcfeﬁr a setting and/or

paranmeter of the receive ecoder, and being determined in response to
i nformal@on received fromthe receiver/decoder. 5 50. Apparatus according

to any of arhfs “Rcordil r% Oa% ! ec@ﬁﬁﬂf 3800 Qf’n@'ﬁérte%r{e‘glewﬂ;[fﬁﬂ?ﬁgﬁe i's

adapted to énera? a nessage ault assocl a
recei ver/dmscsﬁmﬁ&lmmparmgﬂs according to any of Cainms 45 to 50,
wherein the setting and/or paraneter relate to at | east one of a device, a
devi ce manager, an application, and an

44.  Apparatus according to any of Claims 38 to 43, wherein the information is related

15 to a fault associated with the receiver/decoder.

45.  Apparatus according to any of Claims 38 to 44, wherein the means for generating
a message is adapted to generate a further message, the further message comprising a
command instructing the receiver/decoder to carry out an action of altering a setting

20 and/or parameter of the receiver/decoder.

46.  Apparatus for generating a message for transmission via a broadcast system,
comprising means for generating the message, the message comprising a command
instructing the receiver/decoder to carry out an action to alter a setting and/or parameter

25 of the receiver/decoder.

47.  Apparatus according to Claim 45 or 46, further comprising means for transmitting

the command.
30 48.  Apparatus according to Claim 47, wherein the means for transmitting the
command is adapted to transmit the command in response to the information received

from the receiver/decoder.

49.  Apparatus for controlling a receiver/decoder, comprising a receiver for receiving



operating system 52. Apparatus according to any of Clains 45 to 51,
wherein the action conprises 15 changing channels. 53. Apparatus according
to C ai map/eser ei n t he changi ng of channels is effectedpcDsBag20yB
information relating to the channels. 20 54. Apparatus according to any of
Clains 45 to 53, wherein the action conprises changing the tuning of a
channel . 55. Apparatus according to any4df- Clains 45 to 54, wherein the
action conprises scanning channels. 25 56. Apparatus according to Claim
55, wher ei njitbgnsioareh a s&aiver@sodérs sl mednslfor gonanting 3 Tnessqgeathatnussage
according to Cl aim55 or 56, V\:hEl’EiE t he, ct) nngl scan conpri ﬁgs a_, scan of
a part of acempgang8somgandFisHpcHnRhe EFeava ‘3&50 gtgﬁ@rr)bgutgxaqc nfgalfg a5
wherein the &ngash/o%ﬁa&ne&?mﬂeﬁe&ia@/&mmna%mg RRrmAdanatyponeceor di ng
to any of cai 38 t0 58, wherein the nessage is in the WO 01/45387

PCT/ 1B00/ 020d@rmatim renivadofom thegigesiveridegeier.nanagenent nessage (EMV). 60.
Appar at ug according to any of Clains 38 to 59, wherein the nessage i s not
encrypted. 5 61. Apparatus according to any of Cains 38 to 60, wherein the
message furs@er Appamtussesrding tocmptof Olams 65 ted%; ohersircthg mespefoa generatg,

Appar atus according.to,any, of Clainms 38 to 61 r.ek Mt
conpri ses idn%ﬁﬁaggé%?‘ﬁpf%ir to,pengtaty é‘dg?ssg%ee?or g%r\é\éfzzggr% gc%g%@égﬁg%vﬁgr ein
t he command;depistr/dédodert he at | east one receiver/decoder to performthe

action. 63. Apparatus according to Caim62, wherein the nessage conprises
an identifier of only one receiver/decoder, and wherein the one

recei vegdegpder ARghfafis"Rchbidthgdff ayof Cldims 45 to 50, wherein the setting and/or

parameter relate to at least one of a device, a device manager, an application, and an

operating system.

52.  Apparatus according to any of Claims 45 to 51, wherein the action comprises

15 changing channels.

53.  Apparatus according to Claim 52, wherein the changing of channels is effected

using DVB information relating to the channels.

20 54.  Apparatus according to any of Claims 45 to 53, wherein the action comprises

changing the tuning of a channel.

55.  Apparatus according to any of Claims 45 to 54, wherein the action comprises

scanning channels.

25
56.  Apparatus according to Claim 55, wherein the channel scan comprises a full scan.
57.  Apparatus according to Claim 55 or 56, wherein the channel scan comprises a
scan of a part of a range.

30

58.  Apparatus according to any of Claims 55 to 57, wherein the channel scan

comprises an update scan.

59.  Apparatus according to any of Claims 38 to 58, wherein the message is in the



64. Apparatus according to any of Clains 38 to 63, further conprising nmeans
for sending the nessage to a Subscriber Authorization System (SAS) for
transm ssvon1/4887 Apparatus according to any of C ai ns 38p¢DIEW/0202ar t her
conprising means for 20 transmtting the nmessage via a broadcast system
66. Apparatus according to any of Clains 38 to 65, further conprising neans
for generating an authenticatable signdPure. 25 67. Apparatus according to
Claim 66, further conprising neans for conmbining the signature and the
message. 68 forAppfamcniglemeobmanaggment mesgagse (E8M).ns 38 to 67, further
conprising a nmultiplexer for nultiplexing the nessage with another signal.
30 69. Apparatus according to any of Clains 38 to 68, adapted to send the
message to 6@, br ogsimesths aydtding tohnyt 6ACHINS SBa0. 597 Kherip alicainessage dohdi ng to
any of Clains 38 to 69, further adapted to be included in WO 01/ 45387

PCT/ 1B00/ 0268%YPted6 a Subscri ber Aut hori zation System (SAS). 71. Apparatus
according to any of Cains 38 to 70, further including a command generator
for generating the conmand. 5 72. Apparatus _according to_any of Cainms 38

to 71, furtfbr i AdipaeAtwRcsoTdngstagay ofdrlaims 88 ¢ 6P, Wheremathe weessaae fiEbenge.
73. Appar at Hémn?]ﬁ é}:}%‘i?%u*ﬁ%r@mcogﬁn}%c@a&ggerﬁ%rto 72, further including an SAS

for 10 trans e comman aratus according to any of O ains
38 to 73, further including an SMs for sending the conmand to the SAS for

transm ssio 15,75, par at.us. accordi.ng t.Q a j to 74.. further
i ncl udi ng 2524 nf érpﬁ-ﬁ‘iaﬁigr?°°°|"i‘€%f°v“é’ny @a’?‘&% t?%gg’ui‘ﬁrgé‘?{rlr‘gﬁ%%gg%?‘pgﬁeﬁ he
r ecei ven)degpiientifisttof alkpstioat v efver/dédodas and thagirmthe commrdtinstancts the at

recei ver/ decoder via.a hroadcast _system. the apparatus conprising a
transrritterleﬁﬁronﬁfﬁ??é‘?ﬁr}l‘)i?‘?oﬁﬁrtgp&gﬁﬁéﬁ}&e?%‘Whe 20 receiver/decoder to

instruct the receiver/decoder to performan action to alter a setting
63.  Apparatus according to Claim 62, wherein the message comprises an identifier
of only one receiver/decoder, and wherein the one receiver/decoder performs the action.

15
64.  Apparatus according to any of Claims 38 to 63, further comprising means for

'sending the message to a Subscriber Authorization System (SAS) for transmission.

65.  Apparatus according to any of Claims 38 to 64, further comprising means for

20 transmitting the message via a broadcast system.

66.  Apparatus according to any of Claims 38 to 65, further comprising means for

generating an authenticatable signature.

25 67.  Apparatus according to Claim 66, further comprising means for combining the

signature and the message.

68.  Apparatus according to any of Claims 38 to 67, further comprising a multiplexer
for multiplexing the message with another signal.

30
69.  Apparatus according to any of Claims 38 to 68, adapted to send the message to

a broadcast system for transmission.

70.  Apparatus according to any of Claims 38 to 69, further adapted to be included in



and/ or paraneter of the receiver/decoder. 77. A receiver/decoder conprising
a receiver for receiving a conmmand froma transmtter, and a processor for
sendi ng iwbor/mssi on relating to the receiver/decoder in PETAE®pPREe to the
command. 78. A receiver/decoder according to Claim77, wherein the
information conprises information relating to at |east one of a device, a
devi ce manager, an application, and an'4Q)perati ng system 30 79. A

recei ver/ decoder according to Claim77 or 78, wherein the information

consi sts of Sutaeribematithorigatibn SysemdSAS).or mati on. 80. A recei ver/ decoder
according to any of Clains 77 to 79, wherein the information WO 01/45387
PCT/ 1B00/ 02022 -47 conprises information regarding one or_nore of the
settings angy or R@?ﬁﬁﬁl&@bﬁordﬁhgu@aﬂy v& Cliime B8 de d0.d@rthesincludinges epBRNdecoder
according to any of Clains 77 to 80,, wherein the information 5 conprises
actions carganetatesiior gsperatiae e aBiidiecoder . 82. A recei ver/ decoder
according to any of Clains 77 to 81, wherein the information conprises

channel signal strength. 10 83. A receiver/decoger cordi t f
G aims 77 t72.82, Apharr@is @cediding i Gryngd i(JAms; Pe?ﬁtféﬁﬁ?fom& uflthg § ibdteet ¢ o
with the recei v%{lﬁpg&q%?ﬁ%m@ssgg&ei ver/ decoder according to any of

e S

Clains 77 t&FES ern e processor is adapted to assenble the
information. 15 85. A receiver/decoder according to any of Clainms 77 to 84,

wherein the processor, is fur r t d airiRRr infl@din@ah ®AS & A
recei ver / detbder BB‘ES'I“&iaﬁﬁor#%%gﬁﬂn%gg?ﬁé%ﬁt%e%?), furt her 112%1@” si ng means

20 for sendiiinfiftidgithd @nwaandn to an SAS or to an apparatus which can
comuni cate with the receiver/decoder. 87. A receiver/decoder according to
any of Clains 77 to 86, wherein the receiver is adapted to receive a

further comgand, Aapstaiul@cdr@iag3s afy os Claims 8rto ddapirthr inslusting gn SMS for

sending the command to the SAS for transmission.

15 75.  Apparatus according to any of Claims 38 to 74, further including an information

receiver for receiving information sent by the receiver/decoder.

76.  Apparatus for transmitting a command to a receiver/decoder via a broadcast
system, the apparatus comprising a transmitter for transmitting a command to the
20 receiver/decoder to instruct the receiver/decoder to perform an action to alter a setting

and/or parameter of the receiver/decoder.

77. A receiver/decoder comprising a receiver for receiving a command from a

transmitter, and a processor for sending information relating to the receiver/decoder in

25 response to the command.

78. A receiver/decoder according to Claim 77, wherein the information comprises

information relating to at least one of a device, a device manager, an application, and an
operating system.

30
79.  Areceiver/decoder according to Claim 77 or 78, wherein the information consists

of non conditional access information.

80. A receiver/decoder according to any of Claims 77 to 79, wherein the information



25 an action of altering a setting and/or paraneter of the receiver/decoder
in response to the further command. 88. A receiver/decoder conprising a
recei ver won1/488®ei ving a command froma transmtter, andrar/mooe®zor for
perform ng an action of altering a setting and/or 30 paraneter of the
recei ver/ decoder in response to the conmand. 89. A receiver/decoder
according to Claim87 or 88, wherein thd7processor is adapted to correct a
fault associated with the receiver/decoder by altering the setting and/or
par anet er . Yé@nphiseSiatmein fgadigPar2or mdré dddhe skttings @nd/er paromtes ofitheor di ng
to any of Caims 87 to 89, wherein the setting and/or paraneter relate to
at | east onECBIVeHUG®HLe " a device nmanager, an application, and an
operating system 5 91. A receiver/decoder according to any of Cains 87 to
90, wherein the action ri ses, changi nggfhan A recej ver/decoder

co nels, 92. /
accor di ng t 81- aifnfegeiver{geadst recPring 1948y Ok & laims Zﬁ%ﬁ%w@e@ thi(bmj@\'r\f“élﬂned
usi ng DVB | pfn5 AR Rfo&aiddnfit b tdtecaiamBbdr. 93. A recei ver/ decoder

according to ahy of Clains 87 to 92, wherein the action conprises changi ng
the tuning of a channel. 15 94. A receiver/decoder according to any of

Clains 87 tg, 93, el ' j i A
recei ver/ de dderAyég%féi{aﬁ%&?B&gB%% tgj,ﬂ %ﬁg’i}gﬁ%&fﬁ;ﬂ éﬁgﬁ%gfﬁ g?gﬁn%%ﬁ%ri ses
a full scancon2ris®s chénebugnal strémpicoder according to Caim 94 or 95, wherein
t he channel scan conprises a scan of a part of a range. 97. A

recei ver/ decoder according to any of Clains 94 to 96, wherein the channel
scan 2ppcogmri sagesdivepidedider s66rdingd8 anyof ERehy BT foB2e odiereirathe diftinigion0 any

of Cainms 77 to 97, further conprising nea for performng the action at
the recei vesrelaeddes Fult ﬁéﬁf%ﬁ@ﬁ&h e HESTIROAST .

84. A receiver/decoder according to any of Claims 77 to 83, wherein the processor

is adapted to assemble the information.

15
85. A receiver/decoder according to any of Claims 77 to 84, wherein the processor

is further adapted to send the information.

86. A receiver/decoder according to any Claims 77 to 85, further comprising means
20 for sending the information to an SAS or to an apparatus which can communicate with

the receiver/decoder.

87. A receiver/decoder according to any of Claims 77 to 86, wherein the receiver is
adapted to receive a further command, and the processor is further adapted to carry out
25 an action of altering a setting and/or parameter of the receiver/decoder in response to the

further command.

88. A receiver/decoder comprising a receiver for receiving a command from a
transmitter, and a processor for performing an action of altering a setting and/or

30 parameter of the receiver/decoder in response to the command.

89.  Areceiver/decoder according to Claim 87 or 88, wherein the processor is adapted

to correct a fault associated with the receiver/decoder by altering the setting and/or

parameter.



30 99. A receiver/decoder according to Claim98, further conprising nmeans
for subsequently deleting the command. 100. A receiver/decoder according
to any ofw@brisss7 77 to 99, wherein the conmand is adapt eBcT/mBdom202cei ved
as part of a nmessage. WD 01/45387 PCT/ 1B00/ 02022 -49 101. A

recei ver/ decoder according to C aim 100, wherein the nessage is in the form
of an entitlenment managenent nessage. 10%8- A recei ver/decoder according to
Claim 100 or 101, wherein the nessage is not 5 encrypted. 103. A

recei ver/ decoder according to any of Clains 100 to 102, wherein the nessage
further co ises,an i.dentifier of .a commercial. opgratyr. .10.104. A.
receiver/ dg@rgder %Crgg?l&?réc&c?%er gﬁgfrglpg ﬁw?fgﬁwgk%ltﬁﬁmm%ﬁ ﬁeénﬂ%ssage
conpri ses amnd/e phrairietst rélite & atll@RSdne@ia deGies ia\ievice anatgsr, arfdpplishtirgand t he
command instructs. the at |east one receiver/decoder to performthe action.
105. A receid}OPFRAPESEHMecording to C ai m 104, wherein the nessage
conprisess an 15 identifier of only one receiver/decoder, and wherein the
one receiver/decoder perforns the action. 106. A receiver/decoder

accordi ng t §lany Afregigrigecadso ageprding to fapy ©of &flaigsndr tosPhgvhereiaribe fagtion

aut henti cat i : ; 107. A receiver/decoder according to any of
Clains 77 tg%gggﬁéﬁglﬁgﬁﬂ%&glgbei ver is adapted to receive the command
froma Subscriber Authorization System (SAS). 108. A receiver/decoder
according tg,any 0 s 27 1o 107, erein the.receiver. is. 25 apt ed
to pass thegg'o gec?ll c‘)’%{/%eé:oé?roa@‘é%régﬂg.to m N whersit e changing Pf hangelsiihg t o
any of tilbe e€ifedtad usidg DVH Gformdieneelatiid® theckinvels. i s adapted to receive
the conmand froma location renote fromthe receiver/decoder. 30 110. A
recei ver/ decoder according to any of Clainms 77 to 109, further conprising a

det achabl e gpndi i ptelverasRdsr AREHIRy t Rty vhENAIR §7'® R WKL the RefioPassed
to the conditional access nodule, 111. recei ver/ decoder according to any

of O aims 7Somprises ghanging e funing of ekanpek | s

15 94. A receiver/decoder according to any of Claims 87 to 93, wherein the action

comprises scanning channels.

95.  Areceiver/decoder according to Claim 94, wherein the channel scan comprises
a full scan.

20
96. A receiver/decoder according to Claim 94 or 95, wherein the channel scan

comprises a scan of a part of a range.

97.  Areceiver/decoder according to any of Claims 94 to 96, wherein the channel scan

25 comprises an update scan.

98.  Areceiver/decoder according to any of Claims 77 to 97, further comprising means

for performing the action at the receiver/decoder in dependence on the command.

30 99. A receiver/decoder according to Claim 98, further comprising means for

subsequently deleting the command.

100. A receiver/decoder according to any of Claims 77 to 99, wherein the command

is adapted to be received as part of a message.



WO 01/ 45387 PCT/ 1B00/ 02022 -50 adapted to receive the command from a
broadcast system 112. A receiver/decoder conprising a receiver for

recei vi ngvaonesssend froma broadcast system and neans fopCpesdoeeoz2ng an
action of altering a setting and/or 5 paraneter of the receiver/decoder in
response to the conmand. 113. A nessage for transm ssion in a broadcast
system conprising a conmand instructi-ﬁa'a recei ver/ decoder to send
information relating to the receiver/decoder. 10 114. A nessage according
to C ai m 11801.whe¥ miceivenidecpder acconding to Claiml08.exhergin s megspghisaethefory to at

| east one of .a device Vi C er, an application, and an operating
system 1159f?{1ﬁré§tle§'§eén§1cagg egfeﬁtg’g?%g ‘aim 113 or 114, wherein the
information consists of 15 non-conditional access information. 116. A

message according to any.of Claing 113 0 , rejn t i nf-ormatign
conprises i Wor rr%t F‘iﬁﬁ‘vFé%"ﬁPéﬁr ﬁﬁcogﬁ*égé? Cﬁ?d?‘}e’]o@for\tlyﬁz’ %‘é“r“ﬁ’i”ﬁﬁ% MERes s no
par anmet egs E}fcr_%@d. recei ver/ decoder. 20 117. A nessage according to any of

Clainms 113 to 116, wherein the information conprises actions carried out
by the receiver/decoder. 118. A nessage according to any of Clains 113 to

117, wher el fjyf he Al REQULRIcL QR c%érdﬁ&’?%hfgﬁci‘ﬁ'ﬁﬂ@ﬁ‘@d 105i@Nheth] @RGidisaghl9. A

message according to any of alns 1 18, wherein'the information is
rel ated to furthautempesssah adeatified afla cohunereigbopesatotiecoder. 30 120. A nessage
according to any of the Clainms 113 to 119, further conprising a conmand
instructing the receiver/decoder to carry out an action of altering a
settingiloantjdor Aaeesiwdrdecodtr 4cherdingae aneof Qlroos£0Q tollDB, wherrastha geestage

t i ssion in.a broadcast i si d WD 01/ 45387
PCT] 1800/ 0APEPYises P AELTES A8 1 JEadl PR g EY HeoR ot VAT PyfRe SPRIALct i on
of alteringngnssé thicn@ leasine redRMededoder togerfohis thearioner / decoder .

105. A receiver/decoder according to Claim 104, wherein the message comprises an
15 identifier of only one receiver/decoder, and wherein the one receiver/decoder performs

the action.

106. A receiver/decoder according to any of Claims 100 to 105, further comprising
means for authenticating the message.

20
107. A receiver/decoder according to any of Claims 77 to 106 wherein the receiver is

adapted to receive the command from a Subscriber Authorization System (SAS).

108. A receiver/decoder according to any of Claims 77 to 107, wherein the receiver is

25 adapted to pass the command to the processor.

109. A receiver/decoder according to any of the Claims 77 to 108, wherein the receiver

is adapted to receive the command from a location remote from the receiver/decoder.
30 110. A receiver/decoder according to any of Claims 77 to 109, further comprising a
detachable conditional access module, and wherein the command is not passed to the

conditional access module.

111. A receiver/decoder according to any of Claims 77 to 110, wherein the receiver is



122. A nessage according to Caim 120 or 121, wherein the setting and/or
paraneter 5 relate to at |east one of a device, a device nanager, an

appl i cat ivomp1/a3387 an operating system 123. A nessage accpcUiBug/oke2any of
Clains 120 to 122, wherein the action conprises changing channels. 10 124.
A nmessage according to O aim 123, wherein the changing of channels is
effected using DVB information relating0to the channels. 125. A nmessage
according to any of Clains 120 to 124, wherein the action conprises 15

changi ng t hglabieRite geceiveahetvmnnatd frdRG bréadvrs spgemaccor ding to any of O ai ns
120 to 125, erein the action conprises scanning channels. 20 127. A
nmessage according to Claim 126, wherein the channel scan conprises a full

scan. 128. Ao MesSgagRedeo@caidcontprisidti Ardetbvepfod feteivirtyeh alomrhirel foanael
scan conprisés a scan of a part of a range. 25 129, A nessa ccqrding to

any of O aibread@st systargndwhesnsi far PRECEHAR 7B acdioRPT AFHDE; & § 1&2 Pat e
scan. 13 SéA‘aﬁanrfxatgfi ggtgg?gc%fvg}/?&oﬁgr iﬁ?élsipgflse%%é%n%ﬁgnéo 129, wherein the

message ormof an entitlenment managenent nessage. 131. A
nmessage according to any of Clains 113 to 130, wherein the nmessage is not

ted. WD 01/45387 PCT/1B00/.02022 - . '
of Ol i s 3. { ATBREE TGRS 0 1AL sy ey SPRBTp AR Eictihah? ANV

operat or . 13rudfingRssageeraecset i @nt dnfanyativin rélatingrto the 3ecetver/dgcodenr t her
conprising an identifier 5 of at |east one receiver/decoder, and wherein
the command instructs the at | east one receiver/decoder to performthe

act i on. 10“Lf”‘11-1f4.A RS SRE8 8 CRE6dinY t8 CIEini 1131 3Bheréinir thee informations cogprises
i dentifier of on one . .
informatign relating to at least one of a device, a device manager, an application, and an

operating system.

115. A message according to Claim 113 or 114, wherein the information consists of

15 non-conditional access information.

116. A message according to any of Claims 113 to 115, wherein the information
comprises information regarding one or more of the settings and/or parameters of the
receiver/decoder.

20
117. A message according to any of Claims 113 to 116, wherein the information

comprises actions carried out by the receiver/decoder.

118. A message according to any of Claims 113 to 117, wherein the information

25 comprises channel signal strength.

119. A message according to any of Claims 113 to 118, wherein the information is

related to a fault associated with the receiver/decoder.

30 120. A message according to any of the Claims 113 to 119, further comprising a
command instructing the receiver/decoder to carry out an action of altering a setting

and/or parameter of the receiver/decoder.

121. A message for transmission in a broadcast system, comprising a command



recei ver/ decoder,

including a paraneter 15 associated with the command. 137. A system

conpri sing apparatus according to any of Clains 38 to 76 for generating a

command and a broadcast system for transhitti ng the conmand to a
recei ver/ decoder. 20 138. A system according to Caim 137
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relate to at least one of a device, a device manager, an application, and an operating

system.

123. A message according to any of Claims 120 to 122, wherein the action comprises

changing channels.

124. A message according to Claim 123, wherein the changing of channels is effected

using DVB information relating to the channels.

125. A message according to any of Claims 120 to 124, wherein the action comprises

changing the tuning of a channel.

126. A message according to any of Claims 120 to 125, wherein the action comprises

scanning channels.

127. A message according to Claim 126, wherein the channel scan comprises a full

scan.

128. A message according to Claim 126 or 127, wherein the channel scan comprises

a scan of a part of a range.

129. A message according to any of Claims 126 to 128, wherein the channel scan

comprises an update scan.

130. A message according to any of Claims 113 to 129, wherein the message is in the

form of an entitlement management message.

131. A message according to any of Claims 113 to 130, wherein the message is not

encrypted.

and wherein the one receiver/decoder perforns the action.
10 135. A nessage according to any of Clains 113 to 134,
a di gi t alwoei/gisat ur e.

further conprising
136. A nessage according to any of erwiBmw/0i®@2 to 135,
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132. A message according to any of Claims 113 to 131, further comprising an identifier

of a commercial operator.

133. A message according to any of Claims 113 to 132, further comprising an identifier
of at least one receiver/decoder, and wherein the command instructs the at least one

receiver/decoder to perform the action.

134. A message according to Claim 133, further comprising an identifier of only one

receiver/decoder, and wherein the one receiver/decoder performs the action.

135. A message according to any of Claims 113 to 134, further comprising a digital
signature.

136. A message according to any of Claims 113 to 135, including a parameter

associated with the command.

137. A system comprising apparatus according to any of Claims 38 to 76 for generating

a command and a broadcast system for transmitting the command to a receiver/decoder.

138. A system according to Claim 137, further comprising a receiver/decoder

according to any of Claims 77 to 112.

139. A computer program product for programming a receiver/decoder to perform a

method as claimed in any of Claims 1 to 37.
140. A signal embodying a message as claimed in any of Claims 113 to 136.

141. A signal embodying a computer program product as claimed in Claim 139.



