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APPARATUS AND METHOD FOR FABRIC ORDERING LOAD/STORE AND 

DIRECT MEMORY ACCESS TRANSACTIONS· .. · 

TECHNICAL FIELD 

The present invention relates in general to data processing systems, and in 

particular, to transaction ordering in multiple processor node data processing system 

architectures. 
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BACKGROUND INFORMATION 

Modem data processing systems incorporate a plurality of processing nodes. 

Each node may itself include one or more central process~g units ("CPU"), system 

memory, which may itself include cache memory, peripheral devices, and a 

peripheral host bridge (''PHB ") coupling a -system bus to a peripheral bus. 

Additionally, modem data processing systems having multiple p_rocessors may 

implement a shared memory environment. In such environments, a processor, or 

processors, in one node may access the memory in the other nodes. Typical 

environments for implementing shared memory across multiple nodes are the 

non-uniform memory access (NUMA) environment and the cache-only memory 

access (COMA) environment. Additionally, it is desirable in these systems to 

implement direct memory access (DMA) by devices in each node, to both local 

memory and remote memory. 

The nodes in such a NUMA or COMA system are coupled via a device, 

referred to as a "fabric," which mediates the transactions therebetween. Node-node 

transactions across the fabric, which may include load/store operations to system 

memory and DMA transactions to system memory, may give rise to coherency loss, 

unless the fabric includes a mechanism for transaction ordering. Coherency 

constraints may be imposed by the architecture of the CPUs in each r;i.ode, and may 

also be imposed by the architecture of the buses in each node. Additionally, 
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transaction ordering must be imposed to avoid deadlocks and assuring data in the 

coherency domain ,of the system following J/O interrupts. Thus, there is a need in the 

art for an apparatus and methods for implementing. transaction orderliig ttiles across 

the fabric connecting multiple nodes in a shared memozy environment that preserves 

coherency and avoids transaction deadlocks. 
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SUM:MARY OF THE INVENTION 

The aforementioned needs are addressed by the present invention.· 

Accordingly, there is provided, in a first form, a data proc~ssing system including a 

fabric bridge. The fabric bridge is operable for mediating transactions between nodes 

in the data processing system, the fabric controlling a sequence of transactions 

between the nodes wherein the fabric bridge determines an ordering of~ preceding 

transaction and a subsequent transaction. The ordering is one of the subsequent 

transaction may be allowed to bypass, must be allowed to bypass, and must not be 

allowed to bypass, the preceding transaction. 

There is also provided, in a second form, a method of mediating transactions 

between nodes in a data processing system. The method includes the step of 

controlling a sequence of transactions between the nodes by determining an Qrdering 

ofa preceding transaction and a subsequent transaction, the ordering is one of the · 

subsequent transaction may be allowed to bypass, mu5t be allowed to bypass, and 

must not be allowed to bypass, the preceding transaction. 

Additionally, there is provided, in a third form a computer progr~ product 

operable for storage on program storage media, the program product operable for 

mediating transactions between nodes in a data processing system. The program 

product includes programming for controlling a sequence oftransacti,ons between the 

nodes by determining an ordering of a preceding transaction and a subsequent 
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transaction, the ordering being one of the subsequent transaction may be allowed to 

bypass, must be allowed to bypass, and must not be allowed to bypass, the preceding 

transaction. 

The foregoing has outlined rather broadly the features and technical 

advantages of the present invention in order that the detailed description of the 

invention that follows may be better understood Additional features and advantages · 

of the invention will be described hereinafter which form the subject of the claims of 

the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, and the 

advantages thereof, reference is now made to the following d~scriptfons taken in 

conjunction w_ith the accompanying drawings, in which: 

f'.IGURE 1 illustn;ttes a shared memory data processing system in accordance 

with an embodiment of the present invention; 

FIGURE 2A illustrates, in block diagram form, a fabric bridge in accordance 

with an embodiment of the present invention; 

FIGURE 2B illustrates, in block diagram form, a :(abric bridge in accordance 

with ari alternative embodiment of the present invention; 

i FIGURE 3 illustrates, in flowchart form, a method of transaction ordering in 

accordance with an embodiment of the present invention; and 

FIGURE 4 illustrates, in tabular form, ordering rules implemented by the 

methodology in FIGURE 3. 
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DETAILED DESCRJPTION 

The present invention provides a mechanism for ordering transactions through 

a fabric coupling multiple nodes in a shared resource data processing· sygtem 

environment. Load/store and DMA transactions across the fabric are controlled by a 

state machine which orders the transactions. The state machine detenµ.ines whether a 

subsequent transaction may bypass a preceding transaction in accordance with a 

predetermined rule set. Transaction ordering in a bus bridge has been disclosed in 

eommonly assigned U.S. Patent No. 5,694,556 to Neal, et al, and which is hereby 

incorporated herein by reference. The present invention provides a transaction 

ordering mechanism in a NUMA or COMA environment 

In the following description, numerous specific details are set forth to provide 

a thorough understanding of the present invention. However, it will be obvious to 

those skilled in the art that the present invention may be practiced without such 

specific details. In other instances, well:.known circuits have been shown in block 

diagram.form in order not to obscure the present invention in unnecessary detail. For 

the most part, details concerning timing considerations and the like have been 

omitted in as much as such details are not necessary to obtain a complete 

understanding of the present invention and are within the skills of persons of ordinary 

skill in the relevant art. 
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Refer now to the drawings wherein depicted elements are not necessarily 

shown to scale and wherein like or similar elements are designated by the same 
... ,· . 

reference numeral through the several views. · ·· · · 

Refer now to FIGURE 1 illustrating a multi-node data processing system 100 

in ~cordance with the principles of the present invention. Each node 102 includes a 

plurality, N, of CPUs 104 coupled to a system bus 106. A portion of system memory, · 

memory 108 is also included in each node, and is coupled to system b11$ 106. 

Peripheral devices reside on a peripheral bus 110, and are interfaced to the 

system bus via a peripheral host bridge (P:HB) 112. Additionally, the peripheral 

devices, such as devices 114 may themselves reside on one or more sub-buses 116 

which are coupled to peripheral bus 110 via periphe,al-to-peripheral (denoted PtP o~ 

FIGURE 1) bridges 118. Such an implementation may be employed in order to meet 

fanout specifications with respect to peripheral bus 110. For example, peripheral 

bus 110 may, in the embodiment of the present invention, be a peripheral component 

interconnect (PCI) bus wherein each bus of this type supports ten loads on the bus. It 

would be understood, however, by an artisan of ordinary skill. that the present 

invention may be provided in other embodiments of shared memory data processing 

systems, and is not re~tricted to systems in which peripheral bus 110 is a PCI bus. 

Nodes 102 are coupled via fabric 120. Fabric 120 includes fabric bridges 122 

and multiple node fabric interconnection 126. Devices within first npde 102, such as 

CPUs 104 or one _of peripheral de\ ices 114 may engage in transactions with another ~ 
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device, or memory, in another of nodes 102. These transactions are mediated by 

fabric bridge 122. Fabric bridge 122 and multiple node ~bric interconnection 126, 

for example, may be in an embodiment of the present invention a scal"iible coherent 

interface (SCI), or, alternatively, an electronic switching fabric. 

In an embodiment of the present invention, bridge 122 may mediate load/store 

transactions to system memory, wherein syste~ memory includes memory 108 in 

each of nodes 102. ·Additionally, transactions. may include DMA operations to 

·system memory. Although system 100 in FIGURE 1 has been illustrated as having . 

four nodes 102, it would be understood by an artisan _of ordinary skill that a 

multi-node data processing system 100, in accordance with the principles of the 

present invention, may include any predetermined number of nodes 102, and such an 

e~bodiment would be within the spirit and scope of the present invention. 

Refer now to FIGURE 2 illustrating fabric bridge 122 in further detail. 

Bridges 122 are coupled to each· node via a multiple node fabric interconnection 126, 

which communicates data and control signals between the node and the bridge. The 

control signals inform the interconnection of the transaction to be performed. Data to 

be transferred in a transaction may be posted in buffers 202. For example, for a 

delayed read request to system memory in a DMA operation, the requesting 

device 114 in a first node 102 may attempt a read request that is targeted to a 

memory 108 that is physically located in a second node 102, which i$ then buffered 

in fabric bridge 122. Then fabric bridge 122 forwards the request to memory 108 in 
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the second node 102. The data received from memory 108 in the second, destination, 

node 102 may then be stored· in buffer 202, and forwarded to the requesting PHB 112 

and then provided to the requesting device 114 when the requesting devi6e 114 

re-attempts its request 

Transaction reques~ executed on the system bus 106 by the PHB 112 that are 

destined for another node 102 are then accepted by the fabric bridge 122 in the 

requesting node 102. These transactions are then buffered in buffer 202 and are 

received by control and routing logic 204 and state machine 206 perfonns the 

operations for controlling the particular intern.ode transaction. In an alternative 

embodiment of fabric bridge 122 illustrated in FIGURE 2B, CPU 205 perfonns as the 

ordering rules state machine, in accordance with a program of instructions stored in 

memory 207. Transactions to or from a system at a node 102 exit or enter the fabric 

bridge at node interface 208. Similarly, transactions to or from other nodes 102 exit 

or enter the fabric bridge at fabric connect i~terface 210. 

T~actions between nodes 102 are continually being communicated across 

fabric 120 in FIGURE 1. In order that data coherency be preserved and appropriate 

ordering constraints which may be imposed both by the architecture of CPUs 104 and 

peripheral bus 110 be observed, state machine 206 or, alternatively, CPU 205 under 

the control of instructions in memory 207, must implement transaction ordering 

rules, whereby the execution of a subsequent transaction is constrained by a 

preceding transaction. In other words, state machine 206 or, alternatively, CPU 205 .. 
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determines, from a set of ordering rules, when a subsequent transaction either may be 

allowed to be performed ahead of.a preceding transaction if it has become 

temporarily stalled, must be allowed to execute ahead of a preceding ttaDsaction, or 

must be executed in order, that is, must not be allowed to execute ahead of a 

preceding·transaction. State machine 206 or CPU 205 determines orderings in 

accordance with the methodology 300 illustrated in flowchart fonn, in FIGURE 3. 

Methodology 300 initiates in step 302 and detennines if a preceding 

transaction is a load or store to system memory or ·a load completion from system 

memory, step 304. An instruction in which the transaction corresponds to a data 

read, is implemented as a read request. That is, the initiating device issues the 

request, and is then free to perform other tasks. If the transaction is destined for 

another node 102, then the fabric·bridge 122 in the source node will accept the 

transaction and route it to .the appropriate node. If the transaction is a delayed 

completion transaction from another node 102, the fabric bridge 122 will forward the 

transaction to the appropriate CPU 104 as in the case of step 304. A load instruction 

is turned herein to a load to system memory and is routed t9 the appropriate system 

memory 108. 

If, in step 304 the preceding transaction is a load or store (US) to system 

memory or a load completion from system memory, then in step 306, state 

machine 206 in accordance with methodology 300 determines if the subsequent 

transaction is a load to system memory or a load completion from system memory or 
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a DMA transaction to system memory of any type, that is, a write request to system 

memory, a read request to system memory, or a read completiOn from system 

memory. Then, in step 308 the subsequent tr~action is allowed to bypass the 

preceding transaction. OtherWise, if in step 306 the subsequent transaction is not a 

load to system memory, a load completion from system memory or a DMA 

~action to/from system memory, methodology 300 proceeds to step 310. 

· CPUs 104 may implement instructions that. impose an ordering on bus 

transactions. For example, the Power PC architecture ("Power PC" is a trademark of 

IBM Corporation) implements sync and eieio (enforce in-order execution ofl/O) 

instructions. Execution of the sync instruction ensures that all load and store 

instructions prior to the sync instruction are completed on the bus before program 

execution proceeds past the sync instruction. The eieio instruction execution causes 

all load and store instructions prior to the execution of the eieio instruction to be 

marked for performance on the bus before any load and store instructions subsequent 

to the execution of the eieio instruction. 

Therefore, in step 310, methodology 300, which may be used in a fabric 

bridge 122 in FIGURE 1 supporting the Power PC architecture, determines if a 

subsequent transaction is an eieio or sync instruction. If, in step 310, the subsequent 

transaction is an eieio or sync then, methodology 300 inhibits the subsequent 

transaction from bypassing the preceding transactioU: in step 312, and ordering 

methodology 300 then ends in step 390. If, however, in step 310 bridge 122 



13 

employing methodology 300 is embodied in a data processing system 100 in which 

CPUs 104 do not implement a sync or eieio instruction or the subsequent transaction 
. • • r ;" • 

is not an eieio or sync, methodology 300 proceeds to step 390. Returning tO step 304, 

if the "No" path is taken, methodology 300 moves to step 314, and if the preceding 

transaction is not an eieio or sync transaction, state machine 206, FIGURE 2, 

executing methodology 300 goes to step 313 and recognizes that the· previous 

transaction is a US to system memozy and the subsequent traruiaction is a store to 

system memory. It is then determined, in step 315 if the previous and subsequent 

transactions are to the same address. If so, methodology 300 does not allow the 

subsequent transaction to bypass the preceding transaction, in step ·312. Otherwise, 

in step 315 the "No" branch is followed and the subsequent transaction may bypass 

the preceding transaction, in step 308. 

Returning to step 314, if the preceding transaction is an eieio or sync 

instruction, then the subsequent transactions are then tested. If the subsequent 

transaction is, in step 316 an US to system memory or an eieio or sync iruitruction 

then a bypass is not allowed, in step 312. Otherwise, in step 318, methodology 300 

determines if the subsequent transaction is a load completion from system memory. 

If so, bypass of the preceding transaction by the subsequent load completion from 

system memory is allowed, step 308. Otherwise, if the subsequent transaction is a 

DMA write or read to system memory, in step 320, then bypass is permitted, in 

step 308, and methodology 300 terminates in step 390. 
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If, however, a subsequent transaction. in step 320, was not a OMA write to 

system memory or a DMA read to system memory then, in step 322, state 

machine 206, FIGURE 2, executing the steps of methodology 300 recogniZes that the 

subsequent transaction is a DMA read completion from system memory. Then, in 

step 324 it is determined if the destination node for the data being returned in the 

read completion is the same in the subsequent and preceding transactions. If ~e 

destination nodes are different then bypass may be allowed, in step 308 ... Otherwise, 

in step 324 it is determined the destination node is the same, and, in step 326 the 

subsequent DMA read completion must be allowed to pass the preceding eieio or 

sync transaction from step 314. Then, methodology 300 ends in step 390. 

Return to step 313, if the previous transaction was not a IJS to system 

memory, then methodology 300 goes to step 317. If the previous transaction was a 

load completion from system memory, and the subsequent transaction was a store to 

system memory, then the subsequent transaction is allowed to bypa5s in step 308. If 

not, the methodology 300 ends in step 390. 

Returning to step 317, if the preceding transaction is not a load completion 

from system memory, then methodology 300 recognizes, in step 328, the preceding 

transaction is a DMA read transaction to or from system memory. That is, may be 

either a read request to system memory or a read completion from syst~m memory. 

Methodology 300 then determines if the subsequent transaction is a write request to 

system memory or a read request to system memory or a DMA read completion in 
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step 330. If "Yes", then the subsequent transaction is allowed to pass in step 308. If 

not, methodology 300 ends in step 390. Returning to step 328, if the previous 

transaction was not a DMA read to/from system memory, then go to step 332. 

In step 332, it is determined if the preceding transaction was a DMA write to 

system memory. If the preceding transaction is_ step 332 is a DMA write, then in 

step 334, it is determined if subsequent transaction is a DMA write or read to system 

memory, and methodology 300 determines in step 339 if the previous and subsequent 

transactions are from the same node. If so, then bypass is prohibited, in step 312. 

Otherwise, if in step 339 the previous and subsequent transactions are from different 

nodes then bypass of the preceding DMA write to system memory by the subsequent 

DMA transaction may be allowed, step 308. If, however, in step 334, the preceding 

transaction is not a DMA write to system memory then, in step 340, the fabric 

executing methodology 300 recognizes that the subsequent transaction is either a 

DMA read to system memory or a DMA read completion fr<?m system memory, or a 

US to system memory or a load completion or an eieio or sync and bypass of the 

previous DMA write by the subsequent DMA transaction may be allowed, step 308. 

If not, then methodology ends in step 390. 

The ordering protocols implemented by methodology 300 may be summarized 

as illustrated in the table in FIGURE 4. The table in FIOURE 4 defines sets of 

transaction pairs that are ordered as indicated by the corresponding entry in the table, 

where "A" indicated preceding/subsequent transactions in which the subsequent 
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transaction may be allowed to bypass the preceding transaction, "Y" indicates the 

subsequent transaction must be allowed to bypass the preceding transaction, and "N" 

indicates the sub.sequent transaction must not be allowed to bypass the.preceding 

transaction. 

The present invention provides a mechanism for a fabric bridge in a 

multi-node, multiprocessor data processing system. Under control of the state 

machine included in the fabric bridge, transactions between nodes mediated by the 

fabric bridge may be ordered in accordance with the methodology executed by the 

state machine. The bridge thereby orders transactions mediat~d by the bridge so that 

coherency requirements are preserved, and deadlocks avoided. 
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WHAT IS CLAIMED IS: 

1. A ~ta processing system comprising: 

a fabric bridge operable for mediating transactions between nodes in said data 

processing syst~ said fabric bridge being operable for controlling a sequence of 

transactions between said nodes wherein said fabric bridge determines an ordering of 

a preceding transaction and a subsequent transaction, said ordering being one of said 

subsequent transaction may be allowed to bypass, must be allowed to bypass, and 

must not be allowed to bypass, said preceding transaction. 

2. The data processing system of claim 1 wherein said ordering is said 

subsequent transaction may be allowed to bypass, said subsequent transaction must 

be allowed to bypass, and said subsequent transaction must not be allowed to bypass, 

when said first and second transactions are in one of a first, second and third 

predetermined sets of transaction pairs, respectively . 

. 3. The data processing system of claim 1 wherein said fabric bridge determines 

said transaction ordering according to a predetermined protocol. 
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4. The data processing system of claim 2 wherein said first, second and third sets 

are determined according to a predetermined protocol. 

5. The data processing system of claim 1 wherein said fabric bridge further 

includes: 

·control circuitry operable for controlling said sequence of transactions 

between said nodes, said control circuitry determining an ordering of said preceding 

transaction and said subsequent transaction. 

6. The data processing system of claim 5 wherein said control circuitry includes 

a state machine, said state machine determining an ordering of said preceding 

transaction and said subsequent trarisaction in accordance with a predetermined 

protocol. 

7. The data processing system of claim 5 further including at least one buffer 

operable for storing transaction information, said buffer communicating transaction 

information in response to a signal from said control circuitry. 

8. The data processing system of claim 1 wherein said sequence of transactions 

includes direct memory access (DMA) to system memory and load/store to system 

memory. 
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9. The data processjng system of claim 8 wherein said sequence of transactions 

further includes eieio and sync instructions. 

10. The data processing system of claim 1 further including a plurality of central 

processing units (CPU) coupled to said fabric bridge, each CPU being operable for 

generating one or more transactions of said sequence of transactions. 

.. 
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11. A method of mediating transactions between nodes in a data processing 

system comprising the steps of: 

controlling a sequence of transactions between said nodes by determining an 

ordering of a preceding transaction and a subsequent transaction, said ordering being 

one of said subsequent transaction may be allowed to bypass, must be allowed to 

bypass, and must not be allowed to bypass, said preceding transaction. 

12. The method of claim 11 wherein said ordering is said subsequent transaction 

may be allowed to bypass, said subsequent transaction must be allowed to bypass, 

and said subsequent transaction must not be allowed to bypass, when said first and 

second transactions are in one of a first, second and third predetermined sets of 

transaction pairs, respectively. 

13. The me~od of claim 11 wherein said tr~saction ordering is determined 

according to a predetermined protocol. 

14. The method of claim 12 wherein said first, second and third sets are 

determined according to a predetermined protocol. 
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15. The method of claim 11 wherein the step of controlling said sequence of 

transactions includes providing control circuitry operable for COI_ltroliihg~~d 
sequence of transactions between said nodes, said control circuitry determining an 

ordering of said preceding transaction and said subsequent transaction. 

16. The method of claim 15 wherein said control circuitry.includes .it state 

maclii.ne, said state machine determining an ordering of said preceding ~action 

and said subsequent transaction in accordance with a predetermined protocol. 

17. The method of claim 15 wherein the step of contrplling said sequence of 

transactions includes further includes: 

providing at least one buffer operable for storing transaction information; and 

communicating transaction information via said buffer in response to a signal 

from said control circuitry. 

18. The method of claim 11 wherein said sequence of transactions includes direct 

memory access (DMA) to system memory and load/store to system memory. 

19. The method of claim 18 wherein said sequence of transaction~ further 

··includes eieio and sync instructions. 
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20. The method of claim 11 wherein said sequence of transaction includes 

transactions generated by one or more central processing units (CPUs). 
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21. A computer program product operable for storage on program storage media, 

the program product operable for mediating transactions between nodes in a data 

processing system, the program product comprising: 

programming for controlling a sequence of transactions between said nodes 

by determining an ordering of a preceding transaction and a subsequent transaction, 

said ordering being one of said subsequent transaction may be allowed to bypass, 

must be allowed to bypass, and must not be allowed to bypass, said preceding 

transaction. 

22. The program product of claim 21 wherein said ordering is said subsequent 

transaction may be allowed to bypass, said subsequent transaction must be allowed to 

bypass, and said subsequent transaction must not be allowed to bypass, when said 

first and second transactions are in one of a first, second and third predetermined sets 

of transaction pairs, respectively. 

23. The program product of claim 21 wherein said transaction ordering is 

determined according to a predetermined protocol. 

24. The program product of claim 22 wherein said first, second and third sets are 

determined according to a predetermined protocol. 
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25. The program product o~ claini 21 wherein said programming for controlling 

sai9 sequence of transactions includes programming for con~ol circuitry operable for 

controlling said sequence of transactions between said nodes, said control circuitry 

determining an ordering of said preceding transaction and said subsequent transaction 

in response to said programming. 

26. The program product of claim 25 wherein said control_ circuitry .includes a 

state machine, said state machine determining an ordering of said preceding 

transaction and said subsequent transaction in accordance with a predetermined 

protocol in response to said programming. 

21: The program product of claim 25 wherein said programming for controlling 

said sequence of transactions includes further includes: 

programming for controlling at least one buffer operable for storing 

transaction information; and 

programming for communicating transaction information via said buffer in 

response to a signal from said control circuitry. 

28. The program product of claim 21 wherein said sequence of transactions 

includes direct memory access (DMA) to system memory and load/stpre to system 

memory. 
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29. The program product of claim 28 wherein said sequence of transact~ons 

further-includes eieio and sync instructions. 

30.· The program product of claim 21 wherein said sequence of transaction. 

includes transactions generated by one or more central processing units (CPUs). 


