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| NVENTI ONwe 02/@6fani cal Field: s s The present invention rglgy@&silyegeneral
to comuni cation networks and, in partjicular, to an IP-centric

conmmuni cation network. Still nore particularly, the present invention
relates to an | P-based comruni cati on network including a network access
system havi ng distributed and separated routing, signaling, service

trol, filtering, ' i ‘ | P
e 53 O omAgu o Apispmore on
ec

_generally be defined as a worldw de Co tron of heterogeneous

conmmuni cati on networks and associ ated gateways, bridges and 3s routers that
ail enploy the TCP/IP (Transport Control Protocol/Intenet Protocol) V1-' O
- 02/ ~~9%~ PCT/ USOL/ ~-439 suite of protocols to communi cate data packets

bet ween a source and one or nore destinations. As is well known to those
skilled in the art, the TCP/IP suite of protocols corresponds to |ayers 3
and 4 (the network and transport |ayers, respectively) of the seven-Ilayer

I nternational Organization for Standardi zati on s Open Systens

I nterconnection (1SO CSI) reference nodel, which provides a conveni ent
framewor k for discussing communi cation protocols. The | SO OSI reference
nodel further includes physical and link layers (layers 1 and 2,

respeggi vely) below the network and transport |ayers, and session,
presentation, and application layers (layers 5 through 7, respectively)
above the network and i a transport |ayers. Figure 1A illustrates a
metropolitan | evel view of an Internet Service

LT
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20 BACKGROUND OF THE INVENTION
1. Technical Field:

25 The present invention relates in general to qommunication networks and,
in particular, to an IP-centric communication network. _St_il_l more particularly, f.be
present invention relates to an [P-based commurication network including a
network access system having distributed and separated routing, signaling, service
control, filtering, policy control and other functionality from IP forwaxding.

30

2. Description of the Related Art:

The Internet can generally be defined as a worldwide collection of
heterogeneous communication networks and associated gateways, bridges and

s routers that all employ the TCP/IP (Transport Control Protocol/Internet Protocol)



Provider (1SP) network 30 through which custoners can access the Internet.
Starting fromthe left hand side, many custoner Local Area Networks (LANs}
14 is intQrd @¢Qofs0 | SP network 10 via a variety of metropldd@n; azeess
networks 16, which enploy any of a nupber of network technol ogies; for
exanple, Time Division Multiplexing (TDM, Asynchronous Transfer Mde
(ATM, and Ethernet Furthernore, as is typical in larger netropolitan
areas, there axe multiple levels of hierarchy in nmetropolitan access

net wor ks 16, w: ' ' edid Hdwe

aggregati on S%%*&gﬁéﬂ%@% :fopI@OerR.ﬁrl E)]\%\j/é}gtt:é d(lé%{}% 3ﬁf!iattéggr eg%f?gﬁh%t %H;é?ete%d? (?1&5 a
hi gher -1 evel égtnagaki @ is wedl. knbyymi to aldsy skitlbdiretheraxt, the TOR/P suifeens

ronol 1 an Bhumolhoger A S e LA Ghndtel SeRBERT B (e 17, A1)
nme I‘O_pO I tan . ( _ r_e .
traffic from g, é&ﬁtvag%fm%'\ée%-@sﬁ@@éfﬁ%hacbr L@ zEdGSRr Q%@mﬁaﬁe{aynet wor ks

to 2 s this aggregatron site 17, re aggregation routers 12 app

pol i cysdri venOpereSystems Iferchnastipnl(iSQ/Q§]) raferdacagiodah wwhidinprewidesmacont r ol .
Aggregation routers then roq‘tgtl% the traffic either back toTEnw [ Icustomsr
LAN 14, or el SOVPRICROIAMFEREGHT FECYSIE PRSP BRI HEr Y% s TRy to some
mor e di stant L 2ahb @4 furdhd® idd18d&iY SicA fand iRk Myerd (layeRf 84d glesign to a

| ar ge extent %?eccrt&%t es the network %eps%?g% shown ir?EFi%hlﬁe 1A because routers
are expensi vereapattively) belosr the @aetyork ahd gimispor dayesy and sessionf presentitions. A
principal cansideration jn t desi gn of .such . VA 2/~~91~ PCT/]: SO

/. 139s. net wor R FRPLCRIQR hyﬁqsgﬁaym? tﬂﬂ’ﬁ‘ﬁé? g {gﬁpchy%{y}a%oqlgéhq ﬂe;,]Rvo &9 outi ng
protocgl wi ||tr§ﬁ‘5?bﬁ1§}é}§cti vely. This neans that a nunber of functions are
concentrated 1 n these roisters: routing, policy database storage, and
policy enforcenent. In the prior art, roister architecture is generally
nmonol i thic and proptietar e ; r { j.ces that a
service provider cEWFﬁgiqu%Rg%ggﬁe%béﬁga%%gflc‘ﬁ%ggﬁ% L&gﬁgf %‘%%}Qse limted
by the contr obrsadd ESPY metviekad thiouph indichreustenees can detesadat Inteiet. t he

O g nal 1y | nSwAtIEHOBY e LbhiTg 4. Al EvHPet Coh A N BRI 16r
ext ended i thoul.oLeh) IEHEN 00 e, I Br 0Lk Ban FOBSTRROIAL BEC and

proprilét ary d conventi onal rolsters preésents a nunber of Pproblens
addressed by WWhchpsresiontany BY & atunber of nebworkttechhelogiesefor exatiplesTimedi ti onal |y

have a single contraller providing is all seryvices for ssage types,
edge roister &ﬁﬁ@élMﬁlﬁ‘@lixéﬁfﬁj(%MgeAﬂ’&F SO PR Mﬁﬁ‘? %Wﬂ%d?fi cult and
expensi ve to WESRRYIGSS. s Sl i 18P hERGARAY IS thSa . TeSUI L,

the tinme to nmarket for new roi ster-gdase Er;g’grw ces is exténded and is
usual | y dependantiplspevelsiefitdenaschyds prtdpolgan accsssneatwerks A6y witbmultipigest s t o

i npl enent new services. wthin their proprietary .roister..2,0 architectures.
Srengoncl%0 c onve ARESFHRIIERERE P USIORST &4 B EgFesoh its AELTRIE lg erc’tggﬁ?ﬁl y
scal abl e, whi gggﬂegaﬁ%ﬁs %eeah%}éﬁﬂgﬁa%varag@eﬁo%ghes Y picaRy phereiraey be

particularly i ght of the phenonenal gro\ Internet traffic. 25
Consequent | y, onlya fevorgssegatignsiipmhere nggrsgaiongewresyldare éeplosedingannot

easily be scal ed to.kee e W pncreasing traffj . ead, A gervice
pr ovi )d/ers WSP%RP8H§§@P%?83?‘FPB%;$ sh?wﬁ'%ng?g%%f‘%ﬁtaa EF0T %ttl(}adr]%%gﬁrr%gt the
demands of i ngfE@sREmtd @fstder ISAN 181k batkhaed g thess apgrepatinn tdtivorksao st er’

designs also have limted flexibility and extensjbility. For, exanple, the
preserds i nventhis AgEreeBiny sitesl7; Wherq ageisation toutegel? ARRYY BOLEHAYY R of t he

rapid growth of | &SRSl ad Sfclde makBng, and admission control. Aggregation routers

then route the traffic either back to another customer LAN 14, or else to core

router 18 for transmission across core 20 to some more distant destination.

30 The state of the art in router design to a large extent dictates the network
design shown in Figure 1A because routers are expensive and must operate on

highly aggregated traffic flows. A principal consideration in the design of such



WO 02/.1.191.1 PCT/US(11 /-4.39s dynam cally provision, configure, and/or
real | ocate access capacity to | Pbased services. Because access capacity is
necessari{y iy ,ed and providing additional access capacipldisgdz9R) Or
cost component of networks, the enforgenent of intelligent ac}m' ssion
control policies and provision of differing qualities of service is vital
to the efficient utilization of avail able access capacity. However,
conventional edge roisters are not capable of classifying a wide variety of
traffic types while enforcing policy controls ox of responding to dynam c
requests for c i Eplgﬂn-ﬁ]ﬂ' L i i ithd § b i por at e
W thin current%&ggﬂé%?{%g/e rmnoeftih% ﬁ?@bgﬁgﬁbgﬁssétoﬁgtﬁér@%? epgdg?](%dl'ﬁgn
" invention accodcdierdifeytivalyodhivmsanstihat a tumben oflfunetichssire adricentraep othese t he
above as well as additional .policy control etwor k.noni tori ng, diagnostic,
“and security SOMFEEESUERE PE W%Ff@&aﬁa%‘#’é’yeﬁ;ﬂr@@ rmtting these
services to be tailored to neet the needs of individual custoners and
service providers. 15 Fourth, because of the proprietary nature of roister
architestures and shrtheqeor aitf roxtes @rahitgetups ig genpsallyompreitBicasist er s from
mul tiple vendors i.n a cqnmuni catiqn net th QA | ces
i npl enent ed byPTORECETF-f ‘P%Sﬁflu?rgfys rra%%er\q%f;cir%ga W‘ﬁ?é%r%%{ ansg%:\géés/%r??{dé}

i nter-operate. c.@f%&%aaa&aén t6 B facket AU W ldaial By derohrslbiwaee pur chase
roisters and swtches fromone vendor and purchase service contro% sof tware

from anot her veffered byFauteheendsrs, Inaddision;, the Daeka-PERSESERGRRUEHPRAT 4 ¢t 5

conmmuni cati on network as | atform for . ol.asal vid f4f er

val ue- added dafOiEéy 5?%6@?%&”1’%9;%%8%% §]Iga>l<l' St "geﬁ@g%oggsﬁ'éf V\%Fl& ca%gbi lities.
25 I'n vigew of thsof BE eestinded anektasibdtvigivalt rpleeinenndifniysertire tdwerpriter art,
the present invention recognizes that it would be desirable to inérroduce a

new net wor k accwaslithicaid poprgary dest ooy eional FUSTSRTESHE2 TyyRb
limtations of gconventi opal i thi i architectures. 30 V1 O
02/ ~~91~ PCT/ Unglio)g%%%‘{%sﬂg@E@w%‘%@{ Wﬁﬁc\l The present invention

i ntroduces a distributed network access system architecture including at

| east an external processor and a progragﬁragl € access e\{' ce. lcgma
preferred embodi menfFirst hecarse FRitRrs dpdEaally bayas 08¢ AAFTQSEPIROEE 8N access

router coupled o the 8 rOl8M GRirollde tRY ke b ghitdr ocessor
i ncl udes a ser éléﬁwécgﬁ?élgﬁ%g&?gg%r&%@?dés at_ least one ser\%i ce for,
network traffi gomplexeamiiyg ipdiffiesls and ¢xtpenhsipe traldsey seenoasri maiages for

service processing by to ~ the service.controlle and [olo] % e
access device EBHIRBFHEICENAS I HFPR L BHATGH Fﬁﬁ%lrgﬁslgé%gé%%%e in
response to seryLg &Gk Bﬁ[ﬂl?_rdr%g&?c&hf‘%aod\Fenﬂ&s@&ﬁaﬁuiﬂ@&ﬁm&@r the
external processor S incl ude primary and secondary service controllers for
a particul ar serovide rsquestsap,implenidng npwisaenices Sathin beir PRI YR | s, the
secondary service . controller can support the particular service on the

pr ogr andabl e a@é&g c rce. In preferred enbodi nents, the service 15

controller further includes a reporting processor that provides an
interface through which reporting nessages received fromthe Eéggrannable

access device can beSasonduaonyentiahal mopplihicaioyier architH et FEMOLEYY si gnal i ng
control ler that_forwards,signali Yigets0 establish
request ed net V\oslcﬁla IShW ip(g%sse. %%@?%?%g@%@g%ﬁgﬁfé%@ef grabl y further
supports a SerVﬂaﬁ@mﬂ&l)}Migmwtﬁeapignbﬂmenalghomioﬁnmmtgeﬁﬁvi ce controller

i i Si f i.bl 2 L :
can red g 5e st po (Ilggseguegﬂ;! t%résproée%g?ng cgga%?ﬁtg)es%f Ei%ﬂ%e% rout(e):r Qh§easity BE"

scaled to keep pace with increasing traffic. Instead, service providers must

purchase additional or replacement routers to meet the demands of increased

traffic.

30 Third, conventional monolithic router designs also have limited
flexibility and extensibility. For example, the present invention recognizes
that it would be desirable, in view of the rapid growth of Internet traffic, to



Thus, in accordance with the present invention, conventional nonolithic,
proprietary edge routers are replaced with a distributed network access

system t hglp @ldso@ates the functionality of traditional edgerhrylefss (as
wel | as additional functionality) anogg three |logical nodules: a 2 5

programmabl e access device, an external processor, and an access router.
According to a preferred enbodi nent of the present invention, basic routing
of packets between input and output ports of the access network is
perfornmed by the access router. However, forwarding and generic tragic
condi tioni ng f dgaimivaly psuvidiomsonfigle ind/grotdllocaty acaeencdpacityng, IPshapi ng, and
filtering, are_ inplenented in the programuabl e access .device, and service

" functions, suckayd %?E‘g%eég&e@a‘@eiaﬁfeﬁ RICUY }Sdﬁ«,cesgil%lﬁjm}lpf&ang@ﬁq\ggmgn

control, and pg?g@l}{,{%@\ggﬁgt&%%ﬁ %#a%?lc?%ahﬁgnéﬂ_om&ﬁ&emgal processor.

~As detailed in unctronality results in numerous
advant ages, i nehfodcargerit wp imeltigers @dinddsidni dopfrof padicidsiaknd pyovisot efisi bi lity,

i nteroperabilit security, and.service ptovisioning. .3 5.Additional

obj ects,S feat ur‘%@?%%&é%?f%_@@%e ’éf"“_ta'ﬁté) Lb‘? é@fﬂ?ﬁf P@%@HPP 8ﬁa‘(ﬁaf’feb_ecoms
apparent in thecial E%’éﬂc% %%béﬁ%ﬂehﬁéx%g%ﬁ%hte%dr@ﬁot caphle Gf2/ 1 - 191 -t
PCTI USO1/ -t -t 395 BRI EF SCRI PTI ON OF THE W NGS The novel features

bel i eved char aclassifgng e vafle virgety of eafficoypesrhileanidroing poliay timrodgpprerfded
clains. The invention itself however,. as we|l as.a preferyted e of use,
further object §C?H88§§G%aﬂﬁ%’§ TeqHeRts dor CW‘F*Y’ %@W%@Mg’t%%ﬂﬁ??
reference to thg ﬁ&tﬁ&x&%ﬂ&&&&é&& HerF/el Blon8hthef ede rokikds thhabiasent

embodi ment when read in conjunction with the acconpanying draw ngs,
wher ei nmo Fi gur énveitios agcardinglyretogrizes Whasii wiuld bp desirablgrte provida thet servi ce

provi der io network containi aggregation,and cpre ¢ rs. Figure 1Bis a
net ropol i tan viBA'o#s %(gﬁ Fﬂ?%cﬁﬁ%qaﬁlggﬁ% %oé%ﬁll’g\?ﬂvaoégmﬁoélp\gﬁg’ dliargngét%dr dance
with the presendisBMeRYy k&Wicet i foeMER alizeERirdvarepwhild perstittagith@eenbodi ment
of a communi cation network in accordance with the present invention; Figure
3 is a nol e detsaiviess thbe tklogedigrrasat gic negdex muyf CIFIPHRRTRRR SeHYiCcY
programmuabl e access device (PAD) in accordance with the present invention;
zo Figure 4 is péoYfé?ré' detail ed bl ock diagram of an exenplary enbodi nent of
an extegyal processor in accordance with the present invention; Figure 5A

illustrates exenplary signaling between a progra bl e access 2 s device
and an external proc%’é%’%‘lﬁ bwm@ftaeewppem&mwﬂ%%aa&ww ce

controller due fo.fal jrurerile §BGidRE 14P6 BBEN thidin GRIMPIOVESors ina -
communication network, the proprietary services implemented by the differeht
router vendors will not necessarily inter-operate. Consequently, service
20 providers are not able to purchase routers and switches from one vendor and
purchase service control software from another vendor. Furthermore,a
service providef cannot offer its communication network as a platform for a
wholesale provider to offer value-added data services utilizing the existing
base network capabilities.
25
In view of the foregoing and additional shortcomings in the prior art,
the present invention recognizes that it would be desirable to introduce a new -
network access architecture that addresses and overcomes the limitations of
conventional monolithic router architectures.

30



Figure 5B depicts exenplary signaling between a programuabl e access device
and an external processor during a swtchover froma secondary service s 0
control | efygf@4aori mary service controller follow ng rest @i Bhsthe
prinmary service controller; V1'O112/-491.1 PCT/U S01 /~~39s Figure b
Il lustrates exenplary si gnal ing in a network access systemin accordance
with the present invention to support service reservation utilizing
Resource Reservation Protocol (RSVP); Figure 7A is a state machi ne di agram
illustrating the operation of an exenplary programrabl e access device
during a TCP session; Figure SBVIMARYORTHR INVEMTION ng the operation of
an exenpl ary programmabl e access devi ce and associ ated service controller
"in the event of a io TCP state nenory full condition; Figure 7C depicts
exenpl ary si gnal i ngp, Bre@n&ﬂemknn%&&@éﬁ,m&&fﬁmk %9&%9&5‘&&1%\%9 the
. present- invention during TCP session estab Lgure 7
i || ustrates exesHsingaiieastassemal gropsisonad@psrammable arssss @"'y‘éi éﬁ??fﬁfe‘a@cor dance
\c/im th the preSl&ﬂiboduﬂ&fﬁmﬂelnedWofqudeﬁgysznﬁﬁiﬂ{(éﬂﬁﬂﬁdeﬂﬂl aracfess&ouTeEEbuﬁlecstslttﬁn Fld gure 7E
epi cts exenpl ar Ln a network access systemin . . accordance
with the presepn?gﬁmrwggta‘f%sﬁg?vﬁceresponse to an authorized request for a z o ~
TCP session; Figure 7F illustrates exenplary signaling in a network access

system'in accor danoﬁne\éﬂn&haltpﬂ&sﬁf ﬁx@lﬁ&k&akeM&QBﬂn@&rMﬁﬁ%vﬂeJ@Pass&ﬁ%érﬁee fol meS
out; 25 Figure 7G deg% cts exenp ,Ith naling in a network access E stemin

accordance wi tH™® e%‘é??fag?i’ffi"éf‘?f’ 1S i RS S FUBTRISET S &Y oses;
FigureiBA ill uBetsfeatceSoneMErmhcwgtogangmmle|a¢ugss|dem@cmbmmktpmgmas&esyst emin .
accordance wt aggram3 o
Pr ot ocol ) sess‘n %%E'ﬂz aa@{e%&@%ﬁe\)é%\{rgxﬁ%bxggto s&vﬁééoﬁp(%ﬂeédg?c\@ﬂs@ M?,%{ at h Fi gure
8B depi cts exehpixgmal Péﬁ’fgﬁﬁ%ﬂt? ﬁe}uderpnaarﬁé@%‘fonxﬂﬁt%@scg capfreliess ruaﬁamcular service

so that, if the primary service controller fails, the secondary service controller can support the

particular service on the programmable access device. In preferred embodiments, the service

15 controller further includes a reporting processor that provides an interface through which reporting
messages received from the programmable access device can be communicated to the service
controller and a signaling controller that forwards signaling messages to the network to establish
requested network connections. The external processor preferably further supports a service policy
interface through which the service controller can request policy decisions from a possibly remote

20 policy server.

Thus, in accordance with the present invention, conventional monolithic, proprietary edge
routers are replaced with a distributed network access system that allocates the functionality of
traditional edge routers (as well as additional functionality) among three logical modules: a
25 programmable access device, an external processor, and an access router. According to a preferred
embodiment of the present invention, basic routing of packets between input and output ports of the
access network is performed by the access router. However, forwarding and generic traffic
" conditioning ﬁinctions, such as marking, policing, monitoring, shaping, and filtering, are
implemented in the programmable access device, and service functions, such as message
30 interpretation, signaling, admission control, and policy invocation, are implemented in the external
processor. As detailed infra, this distribution of functionality results in numerous advantages,
including improved scalability, flexibility, extensibility, interoperability, security, and service

provisioning.

35 Additional objects, features, and advantages of the present invention will become

apparent in the following detailed written description.



WO || 21~~91~ PCT/ US01/ ~~395 accordance with the present invention in the
case where packets in a UDP session receive best-efforts delivery rather
than enhapgap, 3 Figure SCillustrates exenplary signal ipggidg;@39€t wor Kk
access systemin accordance with the gresent invention to tear down a LDP
session that has tinmed out; Figure 9A depicts exenplary signaling in a
networ k access systemin accordance with the present invention during
Session Initiation Protocol (SLP) call io establishnent; Figure 9B

illustrates exenplary si (ﬂ@; i tgjgﬁ c i n accordance
with the present invention tf?lggg cgwq%e?ﬁgw:é? Figure 9C
~depicts exenplary signaling in a network access systemin accordance with

the present invention tqo_conclude a SIP call fol I_ov_vigﬁg detection of a tine
out by the network; Fi guhg oorelifeatyssibatieedoharsgienisyc of e ivention aregehet wor k

_access systemgl - Wt ] resent-.invention to conglude a SIP
call follow %&%éﬁlce)%?%gﬁgngg ggwﬁe?%%lg%%{l}mﬁﬁe egrl}?gvreg?ﬁ*rﬁsowg 3%%8’5626% i ce;
Fi gur e s9E depineide ofxesyilakier objegtiadndradvaniages NBdresr, wildBest 56 ubdezitesd b
accordance with the present invention during SIP call negotiation; 25
Fi gure 10A deptferesce fellapving gatailechdescriptiomed anoillsteative §mbedisnaatinhen
accordance w t: i i . .| 7€ fstration of a
mul ti cast groh%l;d ‘Q%S’%Eﬁgﬁﬁwﬁgw?ﬁ@?@t@%%ﬁ r%é’g’giéﬁ'gnm ing in a
network access systemin accordance with the present invention in response

to an unaut hori zed ,ttenPt_to regisfer a | ticast group; . WO 02/-1.191a
PCT/ US(I 1/ ~. 1395 igure 1A is a metropolitan view of a prior art Internet service provider

10 network containing aggregation and core routers;

Figure 1B is a metropolitan view of an Internet service provider network

in accordance with the present invention;

15 Figure 2 depicts an illustrative embodiment of a communication network

in accordance with the present invention;

Figure 3 is a more detailed block diagram of an exemplary embodiment of
a programmable access device (PAD) in accordance with the present invention;
20
Figure 4 is a more detailed block diagram of an exemplary embodiment of

an external processor in accordance with the present invention;

Figure SA illustrates exemplary signaling between a programmable access
25 device and an external processor during a switchover to a secondary service

controller due to failure of the primary service controller;

Figure 5B depicts exemplary signaling between a programmable access
device and an external processor during a switchover from a secondary service
30 controller to a primary service controller following restoration of the primary

service controller;



Figure 10C depicts exenplary signaling in a network access systemin
accordance with the present invention in response to an authori zed
mul ti castwegy@uyqenmber ship query; s Figure 10D illustratesexRiplasy
signaling in a network access system ikn accordance with the present
invention in response to an unauthorized nulticast group nmenbership query;
to Figure 10E depicts exenplary signaling in a network access systemin
accordance with the present invention in response to receipt of authorized
mul ticast packets fg i i1 daali ' RetwBfk dckk
exenpl ary signali ngﬁfagpe?ﬁgl%%taﬁiié%ccess {sgl?gltuggm&i%\ i5 - acpégr%zgﬁ%gﬁm th the
present i nventdoonddnge mathpbe preses imemtibpto sfpportsarieer iesesvhtion| utilicagt packet s
" fromoutside the network; Figure 10 icts exenplary signaling in a
network acces e%%‘f%ﬁ%eﬁvaé@eg}r%ﬂt&ﬁ%le&ﬁn%’the present invention in response
~to receipt of authorized s o nulticast packets fromthe network; and Figure
10H il lustrates exenplary signaling in a network access systemin
accordance with th&igureskkis d siste macbinediadramdilestighing theorersign ofibn i cast
packets received fromthe network. ~5 . WO 02/ ~Ql~ PCT/11SII1/~~39s 111
DETAI LED DESCEXPHRIAN Eﬁggﬁnﬁ’ﬁé\é&éﬁfﬁﬁ %%'Wﬁ%??sf%t ed Network Access
System Architecture Wth reference again to the figures and in particul ar
with reference to Figure 2, there is depicted a high-|evel block diagram of
a portion of a comMigursatB s diagrapy ilugrtingvhgpegatiinsafiangsemalanet wor k access
system 31 in accordance wi.th ithe pr nt._inventj.o I sirat
conmmuni cat i oonf@FWB%(Pcﬁ%V dB%m%gﬁf%ga&#gaégﬁiéﬁ#@%?ég "’g‘lt%ueyﬁgtr(ﬁgﬁ

.

custongrs (ongCH stilingdindry fuBRbEdAM;ed by a custoner router 32) by an
access line 34. As. in Figure 1, access i o line 34 may enpl oy any of a

nunber of comonly utilized transport network technol ogi es, such as

Et her net, SONET, Awémﬁ?ﬁg%re%ﬁﬁ?fygﬂg?ﬂ%tﬁ yr gz%rkiagé‘ésé’gﬁtéﬁmd | ustrat ed

aggregati on har dwa onve wor comuni‘cat 1 on network
30 includes i acevidaree With te pegsentdavention dating TUH seksioB&st{tdishment; r unk | i nes)
coupled to one or nore core routers 36. However, in contrast to

conventional comrunication networks, such as that illustrated in Figure I,

cust Ongr r outer 32 quﬁxse 9 Hlustrates exemplary signaling in a network access system in

accordance with the present invention during disconnection of a TCP session;

Figure 7E depicts exemplary signaling in a network access system in ..
accordance with the present invention in response to an authorized request for a

20 - TCP session;

Figure 7F illustrates éxemplary signaling in a network access system in

‘accordance with the present invention when a TCP session times out;

25 Figure 7G depicts exemplary signaling in a network access system in

accordance with the present invention when a TCP session abruptly closes;
Figure 8A illustrates exemplary signaling in a network access system in
accordance with the present invention to establish a UDP (User Datagram

30 Protocol) session having an enhanced quality of service (QoS) path;

Figure 8B depicts exemplary signaling in a network access system in



interface to communi cation network 30 via a nonolithic, proprietary edge
router. Instead, custoner equipnent, such as customer router 32, interfaces
z 0 Wth gemumGation network 30 via a network access syst¢iselfhat
distributes the functions of traditiogal edge routers (as well as
additional functionality) anong three | ogical nodul es: a programrmabl e
access device (PAD) 40, an external processor 42, and an access router 44.
According to a preferred enbodi nent of the present invention, basic routing

of packets 2 5 between .input and output ports of the access network is
performed by A6RESAncE Jjthethe preseyt ipusriion it dheicgsy wheta markets inadyioP sessien
_determ ned by Eo¢heriQf o5k 08N, ER) [nterior Gateway Protocol
(IGP) routi ngrt aE)I ese 5% and 54.e I-%mhg\géﬂ}afl(e1'orv?/gér{1gérslg and generic traffic
condi tioning functions, such as marking, policing, nonitoring, shaping, and
filtering, are inplenented.3 o in PAD 40, .and service functions, such as
message i nterpret atI‘ﬁ%‘l'Ee @?&f‘ﬁf’?ﬁé?x‘%{ﬂﬂlﬁ@'ﬁ‘ 188 M £ BEEWORRACCRE Systpm in

i nvocatd on, akLged ' q ] : L: LS::

G Str But 1 on OF P iRsE AL S prite b Lih SIaF AR5 L3 s Byh s pe

PCT/ US(I'l / ~~3%st;l | packets are typically comuni cated between core

comuni cation Links 38 and custoner router 32 via P 4D 40, access router
44, and core router 36 (and optionally additional swi tching the access
networ k, such as ampitdid ®K N | {EIANE [ ' ring
functionality of PAD@ZO Sget %F%%S%Efp?@%?gﬁﬁﬁ%ﬁ%ﬁgu %Iis%#aﬁpser Vi ces
are required, afDlage patsis pagspricprémios dusing Sgssion Initixive Pretbcqd (S sallr 42
for service proc ing.via a Message, Reporting, and Control Interface

(I ~I CR9 58, Wﬁ%%@?fgﬂ’be accessed via an Application Programmng Interface
(APl') on PAD 40 and external processor 42. Distributing functionality
between access router 44, PAD 40x and external .; . io processor 42 in this
manner gives the sdiiguredBilbisiraies examplayyetignaling in a nétwork adcess)systhm ir eedom
to extend and _nodify exi,sting ser.vices r.ea n servij.ces, "or add nore
processi ng pode Orglqg%g)glg}%l&pgig%tégggﬁph ?ﬁ%ﬁ?ﬁﬂﬁm@%‘?’y affecting the
f orwar di ng performance of PAD 40 and the routing performance or
functionality of access router 44. is To inplenent a desired functionality
fox PAB 40 and ext diiguxe ¢ derisissremplary signaagyn a aelyesl peress fystemeiren a
custoner or aaEéHrﬁé}lcF%{H’ﬂle?ﬁé},e %&{é&ﬁiop% l:&}’cgﬁdé'a%gl)' c@lltf&?m%ﬂg'd@éc& abase
46 of one or nore policy servers al'so referred to as a polrcy déecision
poi nt ( PDP)) . oPaltinyowg &y\iee nét®otiien z o makes policy decisions that control
the functionality and operation of PAD 40 and external processor 42 by
reference to the policy rules stored in policy database 46. Policy server
48 conmuni cat es polg; F1%| gls_,osq' -ed- i I Lefpgeters
for external procegg"%‘;{r%gﬁgﬁgésgg%nﬁo to%@gﬁgpé%@%gi%%%y% via a
Servi a® Pol i cyctardanck adth thSRrdsesicnventiontio cancluse ad¥iPasl dollowing deectiexanpl e,
via an A Pl onfg | i C t}er er 48 andlélext er ngl .processor 42. Communi cation
via SPI S6 caf %’fﬁeo(%}ll HEOPTOSTHMB YT 2B1°SHOT Y query protocol s, incl uding
Common Open Policy Service (COPS) and Lightweight Directory Access Protocol
(LDAP), .which are respectively defined by Internet Engineering Task Force
(1 ETF) |ZFCs 2748 &ngure depipis exermplary sigealingime agtvdrip a¢rgpssystepyinr ef er ence.

e, P!, 00 S5 R8ct vl B r A MR A STPOR Rlgbal PAD 40 11 any

25
Figure 10A depicts exemplary signaling in a network access system in
accordance with the present invention to authorize registration of a multicast
group;
30 Figure 10B illustrates exemplary signaling in a network access system in

accordance with the present invention in response to an unauthorized attempt to

register a multicast group;



WO 02/e91-4 PCT/USII1/.1~39s 12 As discussed further below, network access
system 31 al so permts the service provider (or even a third party) to

depl oy adgigdxaads functionality in external processor 42 peaeiehpi ng a
service controller to support the funetionality and installing the service
controll er on external processor 42. Additional functionality can also be

i npl emented in network access system 31 utilizing NM5S (Network N anagenent
Systen) 72, which is also referred to as an OSS {Operation and Support
Systen). NMB 72 nonitors, controls, reports alarnms for, and configures
(e.g., assigns an I P address to) each of the conmponents of network access
_system 31 via integ: e i - r-ef I k.0 billing
and accounti ng fa?l%?fﬁeg%&?ﬁégwaﬁyﬁggﬁﬁ%%sﬁ?’g lﬁg(r?{e@?rd\éiagéegs%g %‘%%i%f)l} opriate
cust omer s, f aiccendamgel with the presspoinsention imesspagestofan enthbhieed mmuiticast
controllers in external processor 42. As further illustrated in Figure 2,
network accesEOWRSCEREEIRAUY e ~5 present invention pernits flexibility in
t he pl %cemant and i nplementation of network sw tching. For exanple, an ATM
or MPLS (Mufti-Protocol Label Switching) network can be utilized to couple
one or nore PADS 4Pigupe hODtillndtrates eaemplasy signaling id4 netwaskighceansysivhar  MPLS

switch 60, therebhy perpaitting signaling and policin unction | ocks 62

and 64 to be 4%9‘[%‘?’5&@ Heg"-‘ébH’?’SF%?W%FF%PRP%@@@%‘H&PE?EQE@C?,R however ,

signaling is ] : cess router 44, switch 60 can be elim nated.
R B

Switch 60 can"a tively be interposed between access router 44 and
core router 36 an aggregation switch. Furthernore, access router 44 may be
i npl enented by an gxter rocessor, 42 runni ng routi software .
contrdPling a lar ‘@RB_T%:£E§%‘8@PW§%§@§%Q%S%GSE @'\,g\%mli%f erring
now to Fi gur e;3ordai&d @ith$he prlebis irfeBEoRinYeHonbetoabediptaTisuthosigeam of the

| ogi cal el ements conprising an e:cenplary enbodi nent: of a PAD 40 in

accor dance wi tnitichst packste from oivside themetwerkhot ed above, PAD 40 is 3 o a
programuabl e access device containing required forwarding and packet
classification functions along with other optional traffic conditioning
functional nodul espidhagt 10FRIIGHRNs ckBypREsiipedingdfiaineeidrRacadss spstdth g, VWO
(12/.4.191 PCT/US(I17~~39 13 policing, nonitoring, and shaping for incom ng
and ousgoi ng- peeokdenes with the piesens dnveakieroi Tesapnse toaRrupt ofamapiho ted as a
conbi nati on of sof twar c ' Oi ster hardware that cooperate to
provi de the f%@?ﬁ%&?ﬁfﬁ?@%ﬂ ?ﬁéﬁgﬁe%%%%kéd nodul es. (In Figure 3, dashed
line illustration is utilized to indicate s optional functional nodules.)
CGeneral |y speaking, the functional nodules of PAD 40 gre |ogically arranged
in incomng (e.g., Figwnl0Gdemies cronelay sigpng e B‘m’vﬁg? ﬁ‘:é’efsgsyétaem%o :
customer rois i@ the tSventibh th felSorse PRI MRdufhdrdeliudi ng packet
i o header fi[tdt gf%%?“n%r‘ée%feggéiceeﬁ 82, m)gﬁtor{s) 4, forwarding table
86, amgd out pumnihidabepmckens droe thechekworkg@id The out going path similarly - '

i ncl udes packet header filter 90, forwarding table 86, nonitors) 92,

mar ker / shaper 94, and out put buffers and schedul er 96. The functions of all

of these functi Onawim@%milﬁ@ﬁaﬁgem&tﬁ%g%mmgmﬁtw@ﬂt sutesy sypteaginanmed
by an external i5 processor 42 through I~ 58. I ncom nguiackets recei ved

from cust oner acaudaze thathe preserbiveantian to handlq wraathorizehpyuliaeagh RACKPtS ¢
processed by packet header filter 80, which distinguishes between various
nessage typesQ‘E@fvﬁSfEﬂW&lﬁfée rtka conbi nation z o of the protocol type,
Sour ce,Address (SA), Destination Address (DA), Type O Service (TOS),

D ffserv Codepoirt (DSCP), Source Port (SP), Destination Port (DP}, and
other fields of a packet (e.g., layer 4 and higher |ayer fields




such as the SYN, ACK, RST, and FIN TCP flags) upon which packet header
filter 80 is configured to filter. Inportantly, in addition to filtering on
| ayer -3 2wg danfionmati on, packet header filter 80 has the girlishys39s
identify higher layer (i.e., layer 4-4} nessage types or specific fields
and forward those nessages fromto external processor 42 based on the
configured filter paranmeters. Thus, based upon its filter configuration and
the fields of an incom ng packet, packet header filter 80 directs the

o speci 11c maieribbEtBEsE Rty off's Wil fe ol ERABOMENC o

interface 100 may al so inject a packet specified by external processor 42
“into either of packet header filters 80 and 90. WO 02/ ~~~)1-4
PCT/ LISOL/ ~. @W@M a stream of packets from
~ packet header filtgr:80 rker/policer 82 | i ces the .packet stream by
appl yi ng one or mﬁéth[rgﬁeéﬁ%&ag ‘Eiﬁ%ﬁ%‘ﬁaﬁ B&?H%‘ﬁ?é“ﬂﬂ”& BRithe whet her
the pagket stFigafe ZoRtRliFteficled athigh-lval H6clPdhaR] 6f Spsabablished by
control interface 104. As a result of the policCing function, marker/policer

82 may di scar®nHBRRIGHIGY BatWeThoE heving 2 distributesheswodtasceny spsiekeXisin( e. g. |

wi th a higher | - P4 Or it and/ or , count nenconf or.m n acket

dependi ng upozfr‘l:&:';rtd'é18 céon%‘ﬁé‘ﬂﬁ rtef%% iinvlefl l%r‘f{‘f‘ ﬁg’_‘;ﬁte ’_e‘iﬁ’ff”?‘érﬂf’at}?g‘rlﬁg?’?%(ﬁsq cer 82
may_set Dbits iy bbeoléd &F &fipmaémds 2QMbEEST dudtotdrs {oﬁ@b‘fwﬂéﬁsbyte in the

| P packet header, and/or the 3-bit MPLS experinental field, and/or the

20-bit MPLS |§Prspertecbbyia custamer raterdy) by an decesslingrdd. i s ineBiguye & oavcess|

interface 104: i ythin e incomw ng path,
one o?rL@rmr e %?{40%2?5#@3{/%%4%:?%%% c%&gﬁﬁc"%t}x{%%@&ﬁ%}fgg el%?fé‘l ly be

i acl uded. Forteehtaiggies, stdteaet themiet, SONBE ATBM dnd Gtantterefayl SR aiBikiegr t hat
tracks statisticg for different | ayer-2, layer-3, |ayer-4, and higher |ayer
traf Fc types W@Pé?@@%ﬁﬂﬁwe&atwmw&evel Agreenent (SLA)). Monitors
84 may al so include a fault/troubl eshooting/debuggi ng nonitor that verifies
conformance to 2 o standards and assists in code debugging and fault

di agnosi s by savi ngs awith compentidnafnetenrksycaumpmsicativh metlwerk 3(einaludds
information to external processor 4 ,vig reporti gmi nterfa&e 102 and MCRI
58. TO° requl A% ¥ ITHBF CPFLIRraLBgation Ligks §K6gd§"‘52 EVIFQHPIER 19 @85S & can be

set up to iNvakR dré RRMTS BBY IRRAEY, in ddhErabi@B bhvRBo MR TOABSMISARL 10
external processor 42 by nonitors 84 niay 2 s summarize usage I.nformation

for a parti culeawokastushms that éihustiatedlie Figuwrady eusteenerfroatehd2jdogrnodrity traffic
flow, alert exiesna rocessor 42 to arge_volune of out-of, band tragic,
report on inéB{ef(?F?#‘g?rmguﬂﬁﬁﬁl?%’rl%t&'ofli%’agt‘f':‘.’“"ﬁ#&r”ﬁ?%%@?’sqdﬁa by packet
header filt errotfer.( BiRtbadPéisitadr equitnent, SudfPdkRistoRRIrir6i@er 3, idadadeRni tors 84),

i ncom ng packets are processed by forwarding table 86., Forwarding table 86
mai nt a9 ns entWitlksompymnicatian nevak 80 vip pratworkgreess system Ylothakar di ng path is

represent ed_ %g@ﬁﬁ%@hef R0 St e i R Ral ites ?ovﬁérs (as\%gl)l (LA FEILT

PCT/ US111/ ~ ‘
functionality) among three logical modules: a programmable access device

“(PAD) 40, an external processor 42, and an access router 44. According to a
preferred embodiment of the present invention, basic routing of packets
25 between input and output ports of the access network is performed by access
router 44 by reference to forwarding table 50 as determined by Exterior
Gateway Protocol (EGP) and Interior Gateway Protocol (IGP) routing tables
52 and 54. However, forwarding and generic traffic conditioning functions,
such as marking, policing, monitoring, shaping, and filtering, are implemented
30 in PAD 40, and servi.ce functions, such as message interpretation, signaling,
admission control, and policy invocation, are implemented in external

processor 42. Given this distribution of functionality, incoming and outgoing



DA, SA, TGCs, PT, SP, DP, the incom ng port, and the correspondi ng out put
port to which PAD 40 forwards the packet through the access network toward
access roweiyAdy Uilizing these forwarding table entriegperd@ynaizdi ng
tabl e 86 forwards packets to the apprepriate output ports and passes the
packets to output buffers and schedul er 88. Qutput buffers and schedul er 88
buf fer packets ready for transm ssion over communi cati on network 30 and
schedul e the transm ssion of such packets. The buffering w thin output
buf fers and smbedshertygRalty vefntaitated betwee corzawpimEcaicsi gk S8kmtf er or
preferably multiple buffers, is preferat~ly ionf%\,gured to_support nmultiple
QS cl asses, wptomEEROWHS] via RAHRHO; #dpssireRis] 44 rBRCOIESPUEK ARnd, a

per cent age or £l ] i gueue

e ving o gortae ety SiBHB skl hPlo MR RGE bR oSBT WIN I MPES 1P
by DA SA TGwitcR50) SPoanrgtnif tbP filitHeg fmct@ialiscticRADet0 ddnans ddekeappl i es
wei ght ed round robin _and/ or. .other algorithns t@%ﬁﬁ nul ti pl e queues

mul ti pi exi ng Haoves for pyhaekepdditional services aRRgedUiiges RIS PBIOPEARE buf f eri ng
and schedul i i I 1 Qe lay to
transmt a p%ﬁ%&%ﬁ?&%@%@%é@ggﬁﬁgﬂégefjvééreaﬁr%te%é&g%é a b}c\)/%%s “value for the
QS fitter ~ Rppitngtaed GotrolteticeMGRI) 58,cvliiblbean badctssed vimah schedul er
88 can al so apply 20 CBQ (C gss-based %ﬁw@w (Wi ght ed Fair

Queui ng), VRRAPRAEEHRR BgoseuryngbBericed i IFAIER PERSSSYSFt his t o
optim ze commi BB ' t I Sdekfgpar to the
i ncom ng path, 'Zﬁg%xcegtm?%@ﬁt%ﬁg%ﬁsﬁ%ﬁ%@ﬂﬂgﬁgﬁﬂép@? 94 i% | i eu of
mar keg pol i ceprodsord2 ia this henmp gives thetsedyideyprovider(os kydnl :dd lipartiesk art,

mar ker / shaper 94 di scards, ngnconf orm ng .packets, sends rked packets to
appropri ate o@?%@?‘i%ft?g?‘?n 8?89931&3%% & SAVS TR SRS NG nélllc?sl’gF ent Q0S
cl asses for 'daﬂﬁrﬁbﬁulﬁ'bcéslsﬁgspo‘(”&mékt&ﬂ&l%bce@ﬂfrf&rvﬁiﬂﬂﬁda@\faﬁﬁqiyﬂ er 96 to

e

control the ay, fitter and loss of 3 o an outgoing packet flow, or

si nply count saffimting dinf forwiriing perkermancercfiPad 40 and theouiRg REEOTRMANEE t he
present inventipon can .be deployed a WO 02/-4.191.1 PCT/USII1/.1~395 1 (i
a nunber of |WC§FFWII%]O<€8‘ ET%EBPW%%' performtraffic managenent and policy
contrql. For exanple, a PAD 40 can be placed in a custoner access network

(e.g., fiber, xDSL, cable nodem WAP (Wrel ess_Access Protocol), etc.)
connecting cust omefoduplgmentia desired fonerianaly faePbr 40 admxtesprled by

regi onal | | ocated e nal roce r i Y 40 can be
degl oyed th aP’eé?%PE?’Stﬁfé@?f&’g:F 'p§°‘§(3)%rg§r %t%n ﬁ?g%tgéll(@:g&l(%%lg)ﬁ,p ﬁ?ﬁ% acing with
a custoner sig&fivlicy riles WatR goliog dattbise AF M diPloSmmre folieyr seeterad8ess

network. A PAD 40 in accordance with the t_inventio an al so be
| ocat ed faci n(plse wéarreditoras apolipy degsian B@n{)éﬁﬁﬁg Dol sgprer gsgﬁﬁg or in a

custoner” s si ey TG ARSIk o o) Sid St JTHADUE Of PADS
40 forAfar ds p??&%stgoq% aggé%ds?q?éot%tdé?bl elﬁg&{%@%nflﬁ}gure in forwarding table
86 by an ext eambéxtpmatpmeessordd2 bg refgrenantbitind palivy enlesstoretion. poHgY er nal

Processor is Wth reference now Fiqure 4, therg is illustrat a
hi gh- | evel bl gatRbase 46. Policy server 32? comutinicates policy $Rcisions and'3ssofiate

configuration parameters for external processor 42 and/or PAD 40 to external
ﬁrdcessor 42 via a Service Policy Interface (SPI) 56, which can be accessed,

25 for example, via an AP on policy server 48 and external processor 42.
Communication via SPI 56 can employ any of a number of policy query
protocols, including Common Open Policy Service (COPS) and Lightweight
Directory Access Protocol (LDAP), which are respectively defined by Internet
Engineering Task Force (JETF) RFCs 2748 and 2251, which are incorporated

30 herein by reference. External processor 42 relays configuration parameters for

PAD 40, if any, to PAD 40.via MCRI 58.



di agram depi cting the | ogical elenments conprising a preferred enbodi nent of
an external processor 42 in accordance with the present invention. External
processorwdlnaadigbe inplenmented utilizing either or both ebraRhvas€ and
har dwar e, whi ch hardware can include general purpose conputing hardware 2 0
or special purpose hardware. Although software-only inplenentations of
external processor 42 that execute on the hardware of a PAD 40 are

possi bl e, external processor 42 is preferably inplenented with stand-al one
hardware to all OW,%?ﬁséEEé/d RRHBF BAER ShetFoREAEOE FPdeR 31K ehdls Bfeocessor 42
to be easily scaled by the installation of additional andlor higher
perfornmance axtvidenabvidbr (urevers s thirdgarg)ér depl@Segsiaitanabiimefionakitieinnal
processor 42 from_the forwardi f uncti on .perfor by PAD,40 al so all ows
dynani ¢ al | oCHieTAH Pé?ceﬁ?'%\ggs@’i 4}8&@8@@&55%8%%%9&?&9%?91 b8 scessor 42 in
. response to %gﬁ&ﬁ;%aii dl ifstRAnE SR@riibd Aidolleed @demal jrieesk@rdgar di ng
performance of PAD 40. Mreovex, as shown in Figure 4, inplenenting

exter nal pr ockditonal Zurswivanlity sy afsp dmippEIEnEd A NPEORE aecesysystered hal

42 t 0. i | ti PADS 4 : i ted at
hystoaly aictiaie NoESeTonChfnteniol RRRLY Whit afd Ry 4088, CF
processors 449 gc?fgruﬁ@@m@d ShpporeSRAM A NMSITR memnes, @bhtesls,abports\Afms

02/ -4~91~ PCT/ US 139s 17 a single PAD 40 with nmultiple e.ctefnai
processors 4XoprodicdaSgeas g etssieaspn [R addsessieleach Af Hieomerss ok mbodi nent ,

e:cternal processor 42 primari,d y r f.or 1Br S S .
i nvoki ng pol i@”@&%?&éyﬂgp a%?ﬁrge&%ceg§ IJB mé?gggggﬁvﬁg{fggg’?gmgg%mr Kk

connegpions, ﬁnﬂlg%afaicewﬂﬁﬁhg FadRtiEY thaRNlecas 86t fur eetvRADD aifpropFateoor di nat e
these different processing functions, external processor 42 cqpt aj ns one or

more servi ce @wiomess.|for exanpge, ipmespRNISde MesfAZes BPBhS STVISE COTEOLERDe t hr ee
functions for respective,4 ype of service. For to exanple, service
controllers ﬁ%erﬁgl;&?%eéﬁr ezt'any or all of a Conference Call Service :
Controller (CCSC), an E-Commerce Service Controller (ECSC), an |IP Tel ephony

Service Controller (IPTELSC), a Reserved Bandw dth Servic troller
(RBSC), and a Ml tAéé@rtthesélﬂwr@t@d@aﬁtlg'me|2epef("19%9°e§é¥ﬁe§’e}e1v‘??ég%peci fic

control can be jnpk i M bicadged j [Tl ers or
with déneric %rg%%rﬁ?ouf%{r}égg %%Esea%%%%lger Vi égﬁsigheﬁgléﬂ c A%Féif Each
servi ce cont rgdtiverk priedtengbFor exampienum s TM seMALGWMabtRyotogelatichg al | of

its active sessions wth PAD 40,.. further shown | igure 4, external

processor 42 $W3F@i§5)s?et?v8¥ak‘@é’c‘??‘§ﬂ’&£§§’sw %’8%&8@3@5 ‘@Le{g}?gétqf\e;e PAD

controller x2 a&@%efou{e?a4qyoﬁ hOATRE o§ﬁ@ﬂ§s@d&ﬁ@0§&i&%&§knﬁﬁ@mg each PAD
g

controller 124 contigures forwardi ng table 86, packet header filters 80 and

90, mar ker | posignainggéd podiclogrfisttignet blodks GRoamdidrte bgimplsmented and out put

buffers and schedul er.s 88 and 9 f assock at i pvoki ng
comma?@s or sHPARLY @W&é?%cﬁ%@u%%éomﬁgwe%’ sllﬁ}ag:.ﬁg g@g‘l’ﬁﬂ@‘?&% nal
processor 42 alses ook d4NsvitcH ERRHe clithifimed agwiteh 6k easaso 122 far each
associ ated PAD 40. Message processors 12Z each corrHuni cate ggssages to and

fzom t he nessaltgmitinely baguerposeddretveea ageess Equigrdd MABOHTOUEEER Aecei pt of a
message from a PAD_ 40, LCh i |l i e
cust oner rout gggrg%nog Sﬁé@bag p?@:ogg’saggesgr%ﬁ%?gqgargi@% ﬁ’geéﬁé‘gggté‘g and
informs the apgegnl priesseLdY nomimouting seftwarasomtetibugn lege B4Dtdde t ype of
service) of its contents. As indicated in Figure 4, at any given tine not
all PABS 40 may be configured to handle all service types; WO 02/ ~.t91. ~
PCT/ 11501/ -43%&31{1&%13 AR HhGul ADES vice controller 120 nmay- comruni cate
nmessages Wt h=Fess ,

Referring now to Figure 3, there is illustrated a high-level block

diagram of the logical elements comprising an exemplary embodiment of a

PAD 40 in accordance with the present invention. As noted above, PAD 40 is
30 a programmable access device containing required forwarding and packet

classification functions along with other optional traffic conditioning

functional modules that implement any desired combination of marking,



than all PADs 40. As indicated by dashed line illustration, external
processor 42 may further include a reporting processor 126 for each PAD
(e. 9., PARARAjeGONtai ring optional nonitors 84 or 92 ang¢iRRe{ 14360
interface 102. Reporting processor 12f3 receives report nessages fromthe
corresponding PAD s reporting interface 102 and transmts appropriate
report nessages to one or nore service controllers 120. Reporting processor
126 can al so configure the to reporting -interface 1@ of a PAD 40 to
speci fy acceptable types) of reporting nessages, content of reporting
nessages, repopdlidigy, eN@iHosing Sirl shbiRp fbﬁﬁ%ﬁ&g%d%ufg%&%fr%&&?ﬁﬂﬂ; from
_reporting processor 126 or another nmessage type from a message processor
122; a servi celypi# pebpdimenp®AIB40 inivaplemented hrea pwsbiagion oftsoftomes aid nor e

|' . _ ) ™ Fou @ ™
e s e oA o NG S Yo Blop et Bl afdheor | o
120 will transiiakealSWiodand. SoFiFRpeRARShddNileIRSHRSYR uialdd fRSiaR P)

nmessages, respectively. A service controller 120 may al so pass a nessage to
anot her Sser vi c@tQnat Risctieral agulesd t o obtain additional services via
interface 121. In response to receipt of a policy decision frompolicy
server 48, service controller 120 may inject one or nore packets into a

traffic flow via neSeagellpspaiipothelfddctichalthb@iléLofP AARY4R: MigiatHD
controller 124 or cgntrol z s signaling inside or outside comrunication

network 30 vi a®EIRERaLT HSORRE (Scd-| B98 custgmentpyter 33handpugeing tygctnt rol | er s

128 support si i @c%fﬁ - R B Lohutign, Protocol
(LDP), Privat eaﬁg%égﬁﬁg? 3 r ﬁﬁj gtrhg’a‘éqetﬁﬁjgl\llf{ﬁ@ﬂg h’%‘?e‘ﬁ‘%@?/ pS‘ﬁ(e,B\TM User
Net wor kol nt er f headex filter 80, jnarlestripo)icdr@2s slonfionds) Sueforweaing @bMISE! shad
Connecti on (VC?) or Lapel ao Swtched Path (LSP) acraoss the network. A VC or
LSP setup by a -1 , I ket WO

b @P&P&&Pﬁ%‘*@oﬁ?ﬁ?‘&#?@ the quigoipgiath sinailnaly; ipeladesqesket

bet woen servi o ont Tal Nre 306 ol G GHPOR o REAgER. 48 ST

bet ween service controllers 1 servi ce:
control | ers 120utpatcinffereirel swhedulerddtheTHer fagetns by all sEthegpofuneyonatl es in a -

respective policy .cache 13Q. Accordingly, if policy information for a
policy query appéylﬁﬁcqq fPeny E‘H’FM ?Fﬁ%@%@ﬁ@”%%@%@@ﬁ@ﬁ@é, a service

controhker 120p688sbQd2@PomWICRA 58, query to the policy server 48 and make
a policy decision by reference policy rules cached in its policy cache 130.

In addition, When a service controller 120 queries polticy server 48 with a

36 1o dunp al | tho 1EPRTESihr B R R e DRt e axeahes —

its policy cacierface of BAD 49xve Rt prédi8sed UySpaekdthesesitebd Wargsy t he number
of policy queries and the . cache refresh frequency and the anount of

pol i cy i nf or meLiFERBUNGR PeNser VarioHsIBeISesE WRISUSINEATY AN @na lfombination. The
objectiye is tg i Ci I j . ir:0g. | ive policy
queri eg%{ such gfstﬁgﬁgﬁ%%?lln?%’ %FP%A%L}%%&%” @ggﬁ{aﬁngAgFe%wég § for other
sessi ons (e. g.0Of S&ERieTONYDiffsthaCodppbint ADEYPY SoearfcaPertqBPY, HosHnatith pol i cy
query in their Ii&ﬁgine .

Port ), and other fields of a packet (e.g., layer 4 and higher layer fields

such as the SYN, ACK, RST, and FIN TCP flags) upon which packet header

filter 80 is confi gured to filter. Importantly, in addition to filtering on layer-3

25 information, packet header filter 80 has the ability to identify higher layer (i.e.,

layer 4-7) message types or specific fields and forward those messages from/to
external processor 42 based on the configured filter parameters. Thus, based
upon its filter configuration and the fields of an incoming packet, packet
header filter 80 directs the packet either to an external processor 42 via

30 message interface 100 or to a specific marker/policer 82. It should also be
noted that message interface 100 may also inject a packet specified by external
processor 42 into either of packet header filters 80 and 90.



Net wor k Access System Interfaces As described above, the network access
system of the present invention supports at |east two interfaces: SPI 56

and MCRI 02 of these interfaces is 2 o examned in t iOf 3 As
sunmmar i zeg%l n%’g{:}l e | below, SPI 56 pjeferably supports atplélrrgésgpdgh‘e

nmessage type that is sent fromthe service controllers 120 of externa
processor 42 to policy server 48, nanely, queries regarding policy

requi renents. Such policy 2 s . queries preferably include a flag that can
be set to request that policy server 48 dunp the policy rules for the query
into the policy cache 130 of the requesting service controller 120. SPI 56
al so preferably supports at |least five nessage types that are sent 3 o from
" policy server 48 to Eercspase cordceipk béa stréedof Jarketnfwsopprkenpedersidtdr vi a SP

56 f i 8 ] |lers 120  which |
curi 11 ar | sed 1 noUke POl R SRR ReR Bl i Feutiiem
. ef

messages, MeSsageRalRPBEdKey %lggnthﬂé/ 1 defehiiieWhethd? Bl pdekdtlstreaii Sohford

configuration parangeters, messages containing policy information to be
cached ia poli cip hathéfic p3ameters exthbiisheaihy quitiotintegtace 804.48s e aesudtarfd

nmessages to e~cprernal. processor 42 fhat ijdicate settin for sessjon |evel
paranmeters in Pﬁﬁpﬂ’gfzmﬂﬁﬁﬁ@& &aﬁﬁfpsgc?r?@_éaaysii‘fﬁﬂga°‘fcﬁgfmIea,c Brie .
i nportant sessi giark fxRbonforRMAPRKES (.8., With DEghdr\or lowdripiRkithNald/gount s time

that has el apsed since a packet has been recerved in an active session and,
if nore than a spwtinphemiemung packets, depending upon s sonfigiraficn. If markingés

session should be closed,for .| ack, of act.i.vi.ty, LEl. SeryiceQuery policy
requirenents wi farqugpg),van%rﬁg c&fﬁf Hagrsettl_?ﬁérlgéi‘f’_e@&?wu&g? r‘ﬁﬁ%cy _ _

i nf or matponPol i AYiffSRFWETAP BYRME thd BNSRGEt HRGer! AndhoriReBeatMPI8Nsaction with
a cause indicationerv r cy oto ServiceProvide configuration

par anet er sCont r e¥Resinmingal fistd, gad/oe thei 30r bt MRLSolabelHield, gadios pdhgrfieldsas sessi on
| evel paramet er §on.ﬁgured by control interface 104 for that particular packet stream.

Within the incoming path, one or more monitors 84 having different
15 | functions may optionally be included. For example, these monitors 84 may
include a usage monitor that tracks statistics for different layer-2, layer-3,
layer-4, and higher layer traffic types (e.g., to monitor a Service Level
Agreement (SLA)). Monitors 84 may also include a
fault/troubleshooting/debugging monitor that verifies conformance to
20 standards and assists in code debugging and fault diagnosis by saving and
| reporting memory dumps and other related information to external processor
42 via reporting interface 102 and MCRI 58. To regulate reporting messages,
thresholds and other criteria can be set up to invoke a reporting event. The
reporting messages sent to external processor 42 by monitors 84 may
25 summarize usage information for a particular customer, report the occurrence
of a high-priority traffic flow, alert external processor 42 to a large volume of

out-of-band traffic, report on inactivity of a monitored flow, etc.

After processing by packet header filter 80 (and optionally by
30 - marker/policer 82 and monitors 84), incoming packets are processed by
forwarding table 86. Forwarding table 86 maintains entries for each fori;varding ]

path, where each forwarding path is represented by packet flow attributes, such as



i 0 Conmuni cati on between policy server 48 and e;cternal processor 42 over
SPI 56 can be either solicited or unsolicited. In the unsolicited node
oper at i ony PO 4 server 48 sends configuration paraneter s, na
processor“&gﬁéﬁgMPAD 40 to external pjypcessor 42 in the a%ggﬁggﬁﬁ Qg policy
request. Alternatively, ~. s in the solicited node of conmmunication, policy
server 48 sends policy decisions and configuration paraneters to external
processor 42 in response to a policy request. As shown in Fiwe 2, policy
requests can either be sent gﬁPexternaL processor 42 or, hecause SPI 56

preferably enBPoyé: 39 pdnShoPPeliedneming pafioang the prrespeningioWaRkROTE (€. g.

a custoner's l - i J I r

Tecer ves & pof hEK ERTLYE Roruatd ik s A5G, e Hecos ATk LRSS

speci fies a reyteesidedtBizing theseefodwarding tabls eatrieesfoonsrdingnable 86 fargardzet her -

~the requested service is to be provided given the paraneters of the service
(e.qg., identiP3rkers to Hie PEFRIESLLPUIPRY A0S RRd PasspHe PaFketto\nugnat peliersst ed, -

etc.), 5and I f aPschbdBe2gyPr opriate configurations for the service. In

responSe to recei pt o? a policy 2s request, policy server 48 interrogates

policy database 46 to access the appropriate policy rules given the

paraneters provided in th olicy requ . ol i server 48 VWO
(12/ - 4~91~ PCT/ L1S u@“ﬁhﬁgfgéﬂéfé% fgghl@g’p?ﬁc%;?fﬁéﬁ%ﬁwséwﬂt he policy

request utili gy nGobPiRGEBRSevaRII0GNd sHhBRlANE iSRS b6 QRERT | On.  For
exanpl e, policy server 48 may track the anmpount of bandw dth reserved by a

particul ar cupdcketsr Tha bpfkiiny withliryutanchbwfepy andeschedulezj8§ct 1hiwen ser.vi ce
request by conpari.ng t.h nt of .renai ning reserved handw dth that is:
unuti FPzed (uS %ﬂ%%%?ﬁa?fqgﬁ5°faﬁfafﬁéya%‘tﬁ?%‘?ﬂ&dﬁa ‘H?‘ﬂ_yr equired to
provide the regipst&tioSepyde hulfiab (o8 $RE4CEr dRniOYEof UM ih@sidle resul ting
policy decisions,” which can be "approve," "reject,"” and/or configuration of
sessi on | evel flpar diveexarspleor peremageadr afixadesynmt abbuffed spaedcabe t o ext er nal
processor 42 via SPI 56. io Turni ng n%vxéto %/%Ié—'%p i nte.rfa%f %_8 : cT ble II,

bel ow, sunmar ?ngeﬂé%gﬁlj%ueti?ﬁvéﬂgflﬁ peric class oh fFale G5 ghatiPulag «ggfe Rl
processor 42. ;iasifisWhephe A, TS PTISPSRESr DM EBheCRIdkActicdniee Heant | Y

categori zed by reference to which of nmessage interface 100, reporting

i nt er fifice 1022prlied weightedtound rebingad/or other algermmsdo theanpitiplesivees messages.

As not ed above, ..k agq | rf f - Qak I)gqﬁ?fg ptured by
packet header@ﬁlﬁqﬁgﬁgg% d;ﬁgre gﬁgfgjc qngog\gsaglgép?P é%g%i’%rﬁ%i 0 gg?éﬁ%al .
processor 42. schiguliismagesisnivdandlfcpditi dntite qreipgklayriotassnital2? can be
a o filtered out of the incom ng or outgoin paé:ket fl O\/\rsr_b[gbase_(;i upon SA,

R ¥

DA, PT, SP, DpackstithspuehBl 40a s Eyampierag v Jeo ttey. . SYN,
ACK, RST, FI I I o L el ds.
Control int ei\l{’%%%’té“%i%i"@%%e sdct(r)n (r:ogwrg'epl y ﬁer%ggg%?u%%ggiﬁéggﬁ?é%?l er 124 2
s i n responseCBY (Elass-psed Quauinght Wb (Fdiphad Fae 3egeg), WRRhe command

conpl etes suc st ul e. ...~ a configuration of, . a niror 84 is
successful |y ﬁ%ﬁhﬂ%m%@ PrRthsT] I’hi’@ll‘lg glg’t"lﬁtrhﬁjssqgoBMnd
acknow edgenmepimhfinkaRogontroller 124. However, if a command cannot be

conpl eted due to 1 nproper syntax, unavailability of required resources,
etc., then control interface 104 notifies PAD a o controller 124-of the

command failure w a command, f.ail ure.kngdj.cati.on. ortis Lhterface 102
of PAD 40 sends re:’)@ﬁol‘l&é’% %gu%bﬁﬁgpﬁjr?is%?ﬂtwﬁ%%%%gpg 1-1 _

PCT/ USGL/ - 43" kgcep? RS RS RRIonlodtnarker®shafervall in Pie@ 0 € Baler/palicet!8R. waporti ng
nmessages tabulatéd in Table Il include nmessages. provid i nformati on about

noni t or ed sess\fiﬂrﬁ’g,aPH@S@Eéé&’th@#%i@é?ii@%ﬁﬁmﬁf%ﬁﬁhwflﬁg MeariSPAD 40 and -
i t | 2 t | [ 4 t ai ni
Statisti oo cofphEEortle BhoBi SR mdEAESRAL S ipor il BiRpAlgrrOnt 3 M NO

TCP and S| P, RADRLE Qarioqs|querss serving diffeeertd dlasséofor amitvtidead flows session. | f
a TCP state nachiine detects that a _particular active TCP se(i&i,#)n has had a

‘nunber of ret MAtERPUPPETERaRd schedulgr 9610 coairahing drlay, jitisr AR i on
threshgl d. ! cBglobigithd MR REE o UmBgNARn@ HRRIABANHAIEYEAY TESSage

processor 122 of ternal processor at the TCP {0 retransm ssion
t hreshol d has been exceeded, thus~indicating that the TCP session has

faifed. Reporting. pf geogpt, 126, L0 LAk e £.S00¢ HReldian IERRPd & U1 5

such



as the expiration of an inactivity tinmer on certain |IP protocol sessions;
such as TCP and SIP. For other data flows (e.g., UDP sessions) that do not
hare assogigi2dostate machines to ensure reliability, repgging inyerface
102 of PAD 40 15 sends "Activity Detegfed" reporting nessages en activity
is detected in the session. In the preferred enbodi nent of the present

i nvention represented by Table Il, the connection state between a PAD 40
and external processor 42 is indicated a o by keepalive nessages that are

periodically exchan bet ween each PAD 40 and .the associ at ed ext ernal

processor 42. a%g%fg%gﬂ%%ogg%a R%&'B&l‘r O\Pee“r%&f&gﬁﬁéc W?ﬁeﬁleﬁiﬁdjﬁﬁﬁcﬁdi cates

. the failure ofoduoe B@M@ﬁpl@,@x_mwmanbeﬁlaeﬁnrﬂ&g@mn@&@dsaﬁéma&pcesSor 42
and/or the failure of PAD 40 itself. Such keepalive nessages are preferably

transmtted beseldbers €8k ¢ably mademns W (MonelassdiecspobotasgDmrtetessor 2 s

. 126; however, _if tface | -HQ!% e .1 Ve messagi ng
can alternati (\:/‘Seqnﬁ&gnegr %ngd\’/ré%‘e%gutgg eﬁ‘%{s%aagré’k’?%ﬁ% er ag%ﬁneégfg%é%m@ ntrollers

120 wi ghi n exloesBékxprod prRessof4Ar Lltehatvedy) ajFPLD 40@aih 8¢ Hegleysratdynam ¢

reall ocation to different services (e for | oad bal ancing s, o reasons).

In the event $ATVige PEAVIdRTES Rﬁm%fpéﬁéﬁ%&ﬁd%r'@%@@ WiBh S ERRIBSLSHE nul tipl e
service contr r.S: : rgqu ! I L S hhRhlity

bet ween servi g%érgo"?&"r]“gﬁ er’ggl , %@LE’?&VE?%F@%E@%%EWSF&@%Q?O whi ch
responsi bi | i t jx dcosrdance WttHelptesdl indeiioh’ ddblaldo/ bedodAO a2ihgnaesiedn i S
transferred nust receiye state infaqr ion pertaining tq all of fhe active
sessi ons of tif?émd-{l’ﬁ céé:é\?il%@edﬁﬁwgﬂ’ﬁga PMQEE\‘&%%‘PGW %gﬁey,, SARET Byent of a
so-cal.l ed sw fag;s?n i G0 AN rnal

pr ocesdor 42,%\%%11%% e@ggﬁly rggf)gts tggbg?rg‘{ag&ﬁa?%értﬁg)t%%ﬁf or active
sessi ons to repertddng confimesd or forRfrdofy teble 86 halanpxered puceddO42n a state
synchroni zati on nessage. Ki PAD 40 responsi ble to provide session state
i nformation tBSPHEC REHGcE *control l er 120 in this nanner advant ageously
relieves service controllers 120a and 120b fromthe responsibility of

synchroni zi ng session states, which is a nessagei ntensive process that
degr ades ser vEgemabProckioer performanc;.:,' .ring normal io operation. This

aspect of the desi achi eves faulf. tolerance har re,. sof re, and
networ’® failures. T4l Jéer%?r,equ qpayif@hgpg&i g’ w6 % %8&%18Y$ibﬁu%ssages
triggered by aﬁgraﬁmaeﬁi@mmem@gliéaremnmfcoﬂﬂidsmgad préRitiet @frfbo8rnen of 92.

First, reporting interFace i5 102 can provide general usage statistics on a
per - cust oner baskternabprogesser 42in aosbidences witlptherpresenkinmentions dedessdr 42 can
utilize this statistical jnformation 1.0 . e f SLAB and

det ect cert ai RFEVERT éES?n F%F%?‘S’%‘F?teggégﬁﬂ"?@%gﬁgf f% ?{r%lgoqfsn e?%aacg:lg 102 can
speci fically hadinaps evhich Bard®aerdah itclndesseagal plrpbsescompmtia dawiwase pr edef i ned
traf Fe threshol d has been exceeded. A servijé‘ge controller 2.0 1%0 in

exter @l pr oc 8EERselal purpase hardpatce Alfhouch sefgvargronbhimRlementglionsetaddi ti onal

external processor 42 that execute on the hardware of a PAD 40 are possible,

external processor 42 is preferably implemented with stand-alone hardware to
allow the service processing performed by external processor 42 to be easily
scaled by the installation of additional and/or higher performance external

25 processor hardware. Separation of external processor 42 from the forwarding
function performed by PAD 40 alsc allows dynamic allocation of processing
resources within external processor 42 in reéponse to access traffic patterns
without degrading the forwarding performance of PAD 40. Moreover, as
shown in Figure 4, implementing external processor 42 separately from PAD

30 40 permits an external processor 42 to service multiple PADs 40a and 40b
(which may be located at physically distant locations) or, alternatively, permits

multiple external processors 42 to service a single PAD 40. The association of



resources to the custoner's traffic (e.g., to ensure conformance to a SLA)
or can notify billing server 72 that an adjustnent should be made in
customer Qiddings(e. 9., if billing is based upon usage). @rAAY{$89s

addi tional reporting nessages can al sp be defined. 25 TABLE 11

MessageFi | t ered nmessagesContr ol Conmand acknow edgenment Command fail ure

i ndi cati onReportingTCP retransmt threshold exceededTCP state nenory full
.Inactivity timer expired ,.Activity detectedKeepalive exchange WO
|12/~ 191~ PC]/ S i [ i ervice
Swi t chover T%—fS 'jtﬂlégl %%@e@h%ﬁg%c lgggtgﬂﬁsbgggé%?%t?&rP?g%?g?ﬁdn%uﬁow to

Table I'l1l, nessdages.types sent to PAD 40 from nessage processor |22, PAD

“controller 124, and reporting processor 126 of external processor 42 via.

MCRI ~8 are sunmarized. In the interface enbodi nent shown in Table II1,

. ressage processor %ﬁzp?&?né@&ﬂbé&deﬁeéheﬁe@p{om@&m pRESRARSOHAs TeSsage
interface 100. First, “nessage processor 122 may send nessage interface 100
one or sore pagketypes of pecessingc irsdkingtpoliey sereices, gnplirgiei ssirpandout goi ng
packet flow. Second, nessage processor 122 may send nessage_interface 100 a
message i ndi c&% a%qsé%nq%rve @Pﬁﬁ%"nﬁ’ﬁnﬁ'@gﬁ%gﬁn F §E8° 6© E)e e set or

reset’ to caus f&ﬁhI@%@E&rhﬂia&%@&%ﬁ&@nmomﬁﬁg@mncti@n@rememu message
interface 100 from passing particul ar nessages to nessage processor 122

based upon t hereesiozd2sontainsame onsigpaskeice tonttaliers e whicheseh DA, PT, SP,

DP, etc. As set forth in Table |Il,. the centrol f PAD
controll er isPE gfraHy RIS eqer#@eff%célo%%r\%r%pﬁ@%s@'ggﬁg%?ﬂé% iz&aé';)rrr’]nunt)er of
confi g#{ati on &Eﬁ?&??&v{c@%n@é}fb@é £2PmRPRcaeRiang bk el of 2 Conferarsi@aur e any of
the fiTtering, marking, polici Eg nmoni tori ng

]

uffering, scheduling,
shapi ng and f GemdceCogtréllardCCS anwmerg@ng%qunmﬂadEt%u%. ontrol

interface 104._. 1l n_part,cul 0 r nd 96 can
be confi gured ?%epéppﬁgﬁwéce:émgﬁ)@Tgﬁgﬁ’ba}%g%se agﬁgﬁﬁﬁ gf" g@%ﬁ?f er per
traff c class @nuldlRf fRISE), and anMblbcistBe B TonEBlQ (MFQ). SARhRenicst her
buffer scheduling algorithnms. PAD controller, 124 can al so configure

mar ker / shaper spdcific cemtpdlopn de dmplemsnted either with dedipated,seyigs FortiE™Sind can
configure markerl.shaper. 94 t ol i ) : r ,c flow or
ﬁb% exic c%tﬁﬂ eégﬁirag%gisu §epxgc€ %}:}&1&8@1& ghth

per traffi c—cl%s can ther configure

f orwar di ng t ablepri@bcchtdllenpretsa sl seaitaina a sesyioastblbyecarding wil ofitgont r ol | er
120 in order to enable the service controller 120 to associate a data flow
with an ATM S\actiye sessiops WithsPAD Al ddi tion to general control nessages
utilized to configure functional nodul es 80-96, MCRI 58 al so supports
various control messages utilized to 3 0 . configure particular features of
the functional nodulefurtier Bidwve ih Figure éyexiquha processor 42 includes, for each

20 associated PAD 40, a respective PAD controller 124. Under the direction of
service controller(s) 120, each PAD controller 124 configures forwarding table
86, packet header filters 80 and 90, marker/poliéer 82, marker/shaper 94,
. monitors 84 and 92, and output buffers and schedulers 88 and 96 of the
" associated PAD 40 by invoking commands or scripts understood by control
25 interface 104. External processor 42 also contains a respective message
processor 122 for each associated PAD 40. Message processors 122 each
communicate messages to and from the message interface 100 of the
associated PAD 40. Upon receipt of a message from a PAD 40, which is
usually a message received from the customer router 32, a message processor
30 122 parses the message and informs the appropriate service controller (as
determined by the type of service) of its contents. As indicated in Figure 4, at
any given time not all PADs 40 may be configured to handle all service types;



WO 112/ ~~91~ PCT/USI/-4.t39; 2 packet header filters 80 and 90 can be
configured to drop multicast packets $om an unaut horized source, to admt
or deny sqWy@a4Quting for a data flow, or to admt only pagkshpsbid h.
specific source addresses. In additiopy PAD controller 124 can update
forwarding table 86 wth SVC and LSP paths setup by a service controller
120 using a signaling controller 128. Reporting interface 102 can be
configured via a "Set reporting flags" control nessage to enable or disable
reporting of selected events by setting or resetting reporting flags
correspondin t : I . Lgured via MCRI
~control mes,sgtgt;;l}algsZ a&ﬁ@%’%@%?g&fﬂﬁe@%@g%ﬁﬂg ichgmﬁ%tlci%? I cggslg%ﬁ%%%ol d,
inactivity titensl] PAdPs 40.ty ti nexs ~o and traffic threshold di scussed
above, Finally, the processing resources of PAD 40 and out put buffers and
. schedul er 88, 96 can be configured by an "All ocate Resource"” control .
message sent via MsRin§8&:ahgy QQBEH(HheElmsgx%{ié’ri%xﬂe?n%lg?ocgé%?ﬂ?ﬁ?al ly allocate
resources, such as bandw dt h, queues, and processing tine slficés, to a
cust oner i nt efuftheeinchidpackpartifig pracessoc 126 §or each BARetd..cRSD 498pup. is The

reporting nessages. sent, fxomr.epogtin rocessor .i 26, of external processor
42 to PAD 40 %PP%‘@‘&%&P&P@ “P‘?‘?ﬁ“?-’eéi Pb%&fﬂ%ﬂ?aﬂwg iRisERch 102 Repostings , with
reporting -int oA 3 i i nmessages

i nforns PAD 4;grb {:%g?r %ﬁreggggscgg%gwgg%g%gﬁgﬂggg ?lg%ﬁplg’?&?gg A:“llj;‘bsoper ative. If

PAD 40 2 o f aieperting intecface/ B0k asitzdnismits mpproarets repatmassagesiooae @ont r ol | er

120, PAD 40 initiates a swi.tc er. of service to secpndary service
control | er 12‘6‘?reasfr‘8f:%8?f§7s°élﬁrsf tl%‘rpoﬁténr%%.ocef‘ﬂ‘gﬂé%ﬁap £onfgwsdhs gasket

into hpgress RpoRREdserReskEs of d PADSRE tonpesifnie s e;g%;%&%ae
i nt e'r:‘laceCont rgl Co%fi gure packet header p%i I fy;( m@%?iﬁéure r%aqiflz rConfigure
pol i cer Conf i guessages: GRmantny repasiiveomessages. cenoatipgieventst fter s and

schedul er Confi gure shaperDrop nmulticast packets tom specifzed

sourceAdm tl deny source routing optionSet TCP retransm ssion threshol dSet
session inactivi tyUbbﬁre&ceiptwaiébzu/mﬂe&égéﬁaﬁﬁgﬁ&ﬁﬁébmcés?s%1m§et activity
timer and | evel Set traffic reporting threshol dAl | ocate resourceSet

reporting fl AR NBVERSCHVES BPMYIPEERAE] BroTeysos B poprigsconitnliitddBal i ve

exchapge Faul V. ' A service i.n the event
of o 38rvi oo S REGssl G tallor Bbrk BORY WRLECH BBl GERIIH ca by
both a pri marqueseowgoaicsanpolidy rverd8tvinSHI $GrFdriexpinple, SesPitsige - ser vi ce and
a secondary servjce troller that can provide the service if the primry
service cont rgRplgys fﬁﬁ%& a§prvige GoOREOLes . cﬁ%@f%@%éﬂﬂ’,&ﬁ’and the prinary
service cont@lgked & dOPS REVPRaR! COPL/@M) SRR ;i€ AP eSeNt

i nvention, the primary and secohdary ser e contr ers reside on separate
ext er nal procseseos sont@lktr 120 gy nlsomases tedsage & aruther serviceomagollat wor k. In

response to ecting failure of .communicati with the primary service
contréPler, gﬁgtﬂ@bﬁ%‘?ﬁg n§ SEWMTE G BFe :aﬁe?ﬂ% secondary

In response to receipt of a policy decision from policy server 48,

service controller 120 may inject one or more packets into a traffic flow via
message processor 122, configure 2 PAD 40 via PAD controller 124 or control

25 signaling inside or outside communication network 30 via signaling
controllers 128a and 128b. Signaling controllers 128 support signaling
protocols (e.g., RSVP, Label Distribution Protocol (LDP), Private Network-
Network Interface (PNNI), frame relay or ATM User Network Interface
(UNI), etc.) to setup or tear down a Virtual Connection (VC) or Label

30 Switched Path (LSP) across the network. A VC or LSP setup by a signaling
controller 128 may have a specified QoS. |



service controller. Referring nowto Figure 5A, there is depicted a
ti me-space diagram ~.s show ng exenplary network access systemsignal to
swi t choveyd peuprovi sion of service froma failed primary pggikhFgizos
controller to a secondary service conjgoller in accordance wth the present
invention. In Figure SA, it is assunmed for the purpose of illustration that
service controller 120a is the primary service controller and service
controller 120b is the secondary service controller. 20 During normnal
operation, a PAD 40 enploys a reliable comrunication protocol (e.g., TCP)
to exchange i nf or mitd reducd thb nambei cemesnagdsphised detw2en safite codidfR 0124 he
associ at ed external, processor, 4% _As noted above, a keepalive nessage is
" periodically &@H&h@’eﬁf"ﬁé’t“ﬁe‘éﬁs L@ rsamicerontaliers 120, sachmselembléache 2 s keep
the TCP sessi W ; : - L taqOfy the.keepalive
_ nessage, man;ﬁﬁaeﬁggtﬁfﬂgag%ﬁg%ég‘nrg Sggér'é &r“s} c@r%\blil"’gépbc%%@é‘bgg%r@lzw. has
failed, PAD 4@oh¢y mfpimsation ford policyaqubGParisinsfrom aniihdonsiag ondainy i$ArHAGe
control l er 120b,, gs shown in Fﬁ%@%ﬁ SA.by PAD 40 sendi nghé synchroni zi ng
segnment® ( Syl ~Sahgqs ayerYisF cerrol oL PEe08ding aaIeTe dhRiaqlicyserver 43
controller 12 A0 dbSqi ; it 10z WM secondary
servi ce cont rgil'gki1 girakigégh?g d SﬁSMg%y%%&}Ed%b ?ﬁs&rrg%giegtglga ?l? logrl\wﬁlgcg cgglieondar y
servi ce cont r dB0.en adtion, ReiRn4Osestiopsommmtlept A0 qeriespdiEySenrs 4QRAGHHRI Nt ai NS
the state and _service for sglt*] currentlé fctsl{z%e sessions until comuni cation
with primary SEWFPURCTGHYT e feryss sopeolier de@may request nobigk sever 4840 40

successful |y gl thbedadd Bohcy aFsimeionifidh SORMBIYss T Wi | er
120b (e.qg., asﬁ%n?di cat edaby-ﬁf elgy%&g of Qa'"SYNﬁA%I’z and rethr)ﬁ&}f)ﬁgggé%ﬁ), PAD
40, whicch nmi A86i Howgver, sheze ifpchadestf Hetweepdbhnemhdrod prlicy guesiss and thepl oads
state informatjon fer | of its,active si.ons .c; ... :;rolled by failed
primary. service eggﬁﬁhgﬁr?q&eni}é%dﬁsag@%ﬁ%s C%Wmoggﬂ%aﬂ@?§9%b. Once
recei pt of thgoﬁé)aﬁe@vérﬂf&ﬁt@&ﬂ%em TRE 6] 6 iSRIAEREpdHRMs o) 1P QR0 1S
acknow edged by an ACK nessage, PAD 40 initiates the exchange of = eepal i ve
messages Wi t hrepengtspsepalics quenasy gichas SIDcalls, whileavaidingicaghing not

interrupted x ARI|¢ i ngl ervic troller 120, apnd no
synchroni zat i gﬁﬁ%(ysfor%guq%ﬁoé:@%ég %\%@@ teég‘v?gg Sgsghotng)ot?’?{gg‘ege’??é%eﬁ?ﬁlteﬂgb.
Conmmunjscat i onohepvesngiRtpirthedtfetiggéondary service controller 120b nay
continue and not revert to primary service controller 120a if a

non-reverting 2 o behavior is desired. However, it is presently preferred
for comuni capjQlodiO L LYEeE L Iﬂtrel-fg@ersy service controller 120a, if

possible, to mm-n%m-rréva'gﬁgca@-a'm—rrg— of service controller processing
across the distri butsatbsEfthd abidet ehe hétgrorlonecess sstgmrof tiBpresdie itehSorlepi ct ed
a tinme-space diagram 2s show ng. exe Ly Sj | j,ng, bet ween a progranmmabl e
access device gt féﬁ?alﬁ%%"c%@@h%&%ﬁf@é%%ﬂ%ﬁ 5 nfesfaces is
secondgyry serWigRine@M fthlig#at 0 @ primary service controller follow ng
restoration of the primary service controller. The reversion process begins

with primary service controller 120a sending a SYN segnent to PAD 40 to .
LESYNAGK uhi ch pr R B i oL S8R G ay RS A pe.
.Once a TCP samsian thRsthReRRehtfrdrh McoibrviBAInAO11618/120 88 cktB@abprat&So0f2 act i ve

sessions to primary service controller 120a, and service controller 120a

VO 112/ - 4- 4911 PHEY/ TS0 ng0ely XBietionTagriving radisy prougements. Sagspalicyst at es
W th a ACK. queries preferably include a flag that can be set to request that policy server 48
dump the policy rules for the query into the policy cache 130 of the requesting

service controller 120.

SPI 56 also preferably supports at least five message types that are sent
30 from policy server 48 to service controllers 120. The message types sent via SPI
56 from policy server 48 to service controllers 120, which are also summarized in’

Table I, include transaction approval and rejection messages, messages specifying



After the session states have been successfully restored to primary service

controller 120a, PAD 40 notifies secondary service cont roI | er 120b t hat
prinmary s@iog/if@egontroller 120a has been restored via a " Be§RRGHE41395
shut down” nessage. PAD 40 then cl oses,the TCP session with secondary

service controller

handshakes,

120b via a pair of FIN (i.e
the first half of which is originated by PAD 40 and the second
hal f of which is originated by secondary service controller

finished) and ACK

120b. After the
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messaging for PAS LgYs eﬁ@%ﬂ)fc@%sﬁf@ﬁﬁh@ébsence of a policy request. Alternatively,

15

in the solicited mode of communication, policy server 48 sends policy decisions

and configuration parameters to external processor 42 in response to a policy

request. As shown in Figure 2, policy requests can either be sent by external

processor 42 or, because SPI 56 preferably employs an open policy query

protocol, by a third party’s (e.g., a customer’s policy server). In either case,

20

' policy server 48 receives a policy request via SPI 56. The policy request typically

specifies a requested service and requires a response indicating whether the

requested service is to be provided given the parameters of the service (e.g-

identity of the requestor, type and amount of service requested, etc.), and if so, the

appropriate configurations for the service. In response to receipt of a policy

25

request, policy server 48 interrogates policy database 46 to access the appropriate

policy rules given the paramefers provided in the policy request. Policy server 43



are described below with reference to generic space-tinme drawi ngs. The
exanples ~.s _ illustrate exenplary inplenentations of network-Ievel
signaling“wﬁﬁﬂgﬁqtionoriented and connectionl ess transpor t-RiRHPESHS
application-level comunication; and policy-based nulticast service
managenent. Networ k-Level Signaling Exanple 2 o Wth reference now to
Figure 6, there is illustrated a tinme-space di agram depicting exenpl ary
networ k-l evel signaling utilized to obtain a service reservation through
the use of tpRnResRYHERcIREsHivas foptheRolity cauest RELENg thnadchssed pbliex r at ed

exanpl e, a custonmer application initiates the reseryati on process b
sendi ng a RSWHesAITHISASS SHQRIILOIP AN SYRMEEPOSER SFVE, X‘ﬂﬁ@y 3&@? g’ﬁé‘l‘n%y

application r st : Lofd m;dﬁﬁh ahdappit bgul ar time.
As shown in EP%@’&@% rﬁ%%ﬁ%ﬁﬂ%%@?%ﬁ%‘?g%ggg? AD Zo_cag ures the RSVP
. PATH nessage yfjas achewpaiviBSwijupstdiyanaipatiygehe(amoent ofFEmadjingreservgdwar ds it to
the appropriate service cont,é%lfi er 120.(which in this exgg&%‘[{adhv‘idgthr eferred

to assa ResebeedwiBinta Brmutlized Qsasedniorgrya apREsEHows hext er nal
processor s Q 4 -4z RS ObliciAver |48 theh suppRede to recei pt
of the path ﬁ%%“%&&é?%{fﬁgei‘%ﬁsmts an é%ygs%g}])r_i ate pc‘)jlp?cy query to
policy serverkeshting polisFldecBidnsiwisich can b Fapproaved “rejects ane coBlgHRtieRent

COPS) to determ ne whether the reservation seryice,i rized,;for this

cust onmer. | f ofsession levslparameters for prma) pﬁ?ﬁeﬁﬂ%é‘ﬁﬁi g?%ﬂk‘%’gggké 120

approving the 5c%§§({r\@biﬁgpgggvi ce for this custoner, RBSC 120 returns a
0 40,

RSVP PATH megage whi ch sends the PATH nmessage downstreamto the

egresgy point of the network. If the receiver at the far end of the network

I th ¢ ti .th i - ] LEL
eservat i on (RESw)TvBmee VSRS iBtat i forla kBN, St b ERREREE | 09 00
120. 1N 1 eSPGRSE 8 drDEeRED AT 9040 BxteiBGodedor v oksindiakintbseol i ¢y query

r r

to policy se to ascértain whether the bandw dth 3*2333' rfrment )

speci fi ed by thémaRBESyenemseponyericrtlyt ¢atroriged Pibrelerpnds g MeFSALT esponse

to this second quer pol i serwer - i isdhd QaRLEsF

bandwi dt h form'@é}@j‘ﬁe X%tr@?@f, g&g?%?%lﬂgsm cgfl ﬁglrlﬁ{}ﬁ%&%ﬁﬁgnt [y allocated
bandw dt h pl doeguest ed bandwi dth is less than the maxi mum aut hori zed
bandm%th fokﬁ%h{%scggstorrer. If so, policy server 48 notifies RBSC 120 wi'th
a policy decision indicating approval. RBSC 120 then initiates appropriate
ATM or MPLS signalin et u RV ' to A1h 4b) RYssR FrefTies 20 ~
signaling control |é1sgo%§8a_ OX\?’fgﬁsgﬁége%#@cdgiy\#e% c@nfsi rmfti gn of t he
request ed pat b b0l beciee hualek filtRES0 aha 00 confespge procpssok 322 hbeemal i | ter

80 and forwar%ipng ta%:@e 86 of PAD 40 to transmt Qackets i ,,thebgustorrer' S
fl ow over theprostssbt 42 7de mmgzcegss thatpre H%S‘fgdﬁinﬁsﬁg, pgggeq}% Fetufns t he
RESV nessage PAD 4 I A 0 Basedtin6h WS, RNSPRESV -
messag® upstr@g?ﬁe@S“*zé)f@Eé@@%%?ﬁ%‘%ﬁgﬁgﬁ% RBS?:/{‘ITZOS;E;SO sends a
CONFI RM nessape saainstiee patitets fitlds suwheis T&P flags (RsSYO ALK oRPE eF Vst he
handshake utilized to sef up (t_)lhe SVC or LS(Ii’. fat%nnecti on-Oiented Transport
Exanpl es s 0 Edrasrwelbaelyer Hdwnessage {yersas PR there are depicted a TCP
state machi ne and tinme-space di agrans of various TCP events that together
illhustrate the handling of connection-oriented transport protocgls ca..
network access  VCoBublibterf@e 10pemdgspntrglreplg messees ik AR ORTeE Tt tance
with the present invention, Referri fir L0 SmnnfinBk [t&d
embodi2Fent of ITHIESRAE t?ré‘i?ﬁWﬁ@?f’rﬁ??ffogi%ﬂ@g’a?%rrﬁ egsag&%tggél on oﬁ cg&%A?rD 40 is
depi cted. As ghQunfifiR.8! 2benfigediohefkdfloritoe Bd desmctessfidlyatpdstedhsontivle
state 142 in Ich there 1s no active TCP_session g:lg?]an aogti;( g State 144
in which ther énterfacerl Odoetupes acpnmesd pdemowiadgedprinta £roh YT XLt &  machi ne 140
mai ntai ns TCP_session r Sperisiatatdi ng (1)
openi ng a TCPI{O&e Fﬁﬁf%%g%gﬁé%%ttggg&ggﬁ:@ﬁr&g%ﬁ?ﬁ% geg%rﬁx’d(SYl ~ (2)
.closing a TCPyggnsiability of feynjrod sssotmes efci, thenhmatroHnterfage 384 getifiesBAP) osi ng

aTer 3Soes Ston cf)xrl]traéllerﬁsﬂtolf nt}?edco%and failure with a command failure indication.

Reporting interface 102 of PAD 40 sends reporting messages to reporting



and (3) closing a TCP session in response to a reset (RST) ne:~~a=Vie. In
Figure xo 7A, nessages associated with each of these operations are

i denl~: ~, ddV54G9f" espondi ng | egends (e.g., "I.x" for a TCB-§8&si,2399PEN,
"2.x" for a TCP session close in respgnse to a FIN nessage, etc.) and are
further tinme-ordered by al phabetic designations (e.g., "l.a" precedes

"I .b," etc.). 15 As illustrated, opening of a TCP session is initiated when
state machine 140 is in idle state 142 and PAD 40 receives a SYN segnent.
As il lustrat r , heade i captures
the initial %%?\fae%%";??fégé’ﬂ %%&r;%f/ggd' c? %Sggné?'hﬁéﬂ%ﬁégg%rﬁgr an%ge;%gsbtsugarste‘??l to the

. service cont rpdbleel] idaQdavnkstages proxidargiaforpateestsut mbaitbRdsedstordesi gnated to
handl e TCP services. |In response tqg 20 receipt of SYN nessage, service
control | er 12-‘96&5@@&%1@%169ice@%@#%mgsmfe%gﬁé} ) and *@C%é@%@ﬁf# this

~custoner. |f i | erx_ . ' 5?]]-12% : [ iﬁéﬂn' ,cating

approval of tcﬁ‘:e&qeéﬁ g@%%%%?%%r@%%@%%ﬁ? }r{o R%é%ﬁ%‘g?%&%e? heb%%l segnent
to PAD; 40 as S4utidod. ekbradkerthiaf o@oale, sudires BCP ah2 SIF, P AR 4f dmplentents&cei pt  of
SYN nessage from service contrqller .1 e machine 140 changes z s

20 a
state from i ditéc gaghiae fapeach agiyq SFéSI%?-aEfésltl‘iéﬁtaﬁgAﬁ?Cwef feRir 88 4 he SYN
segnent to t : ' giegcdekd; est | LWAdmBdghERS ggel ves a
SYN, ACK seg @rﬁ‘{‘&?ﬁ%ﬁ?ﬁe reégfgélglgkrl%mégt&?hom¥ g?&tfdef er eﬂce nur}r{b%eyra 0&4- The
sender conpl efsesblitieel retranenissiyn Haeshe lia keporteguintesfdcs Weads & mesHEP sessi on

by replying with an ACK nessage epicted at re ence ral 156. PAD
40 passes thecd nﬂ@ﬁesﬁ%%es%{ﬂﬁe%ﬁgpﬁésogﬁ%e ?P"r‘?éesé& %@?{@F e handshake to
servi gg contralber, 140, 1assHNPNA tebn EEd8A&N Bfis MIBIRL thR8he RePRERIoPT the
ACK nmESsage notifies service controller 120 that the TCP session is open

and causes séhasifaibedc Aypootingprot@Got 126 simitariy @pegd othepgFsiosifailuesisugbs 32 add
the TCP session ,to i.ts, active sessiaon table, . vice controller, 120 t hen
sets an i nact3ViPE §¥RiFation ofsg ‘Bﬁcﬁg’fw éﬂﬁfﬁzgnsg% pﬂﬁch?sf%gog%ggf%ﬁ in PAD 40
and returns tHepAGKSIES §8AGECIR ARG (e @SUBPSOsdidH) Gt @6lnad havef er ence
nuneral 158. Thereafter, data can be transmtted between the custoner and

the receiver assacitthé state imaehiTGHosasuE orliabilidy, shpamnginteréice ABAGEPAMAP al 150,
To cl ose an acti,vg, TCR, session, _either the cust f QL i an.send
PAD 485a FI N Jf8¢8 aﬁ%t.mFYnBF%%tﬁgn§eé’°f‘8‘gr‘8%5§?%§’ts Q@Fggﬁtéwg{ﬁdrgrfe@segg‘é, AD 40
resets TCP stgkgogmchine 140 to idle state 142 as shown at reference
nuneral 160. PAD io 40 than passes the FIN nessage to service controller
120 as shown at reference nuneral 162. The FIN nessage notifies service
controller 120 that_ the T ' b8 ] LR AUSES 1 $6 M TULEE
controller 120'to %%ﬁlgtpéefgpgg‘?%gg%&eg?%fntﬁ? %?n&%ttlfé 30?’?\5@ sessf‘oﬁ table. As
il lustrated, RABe48nficrtionrstse béterefn NPAES4bgel dxternslproeessar 4atis mdidatede. |

ei ther the custoner_or receiver),

whi.ch responds with an ACK,i ssage and
a FI N2fessageby keepalfre mesiages thahds PFE%‘SB‘HE’SEPXPE?@%&FWFN%Me aﬁgan
ACK nessage l@ 'aséd&iitﬁ?%g@%gbﬁx%cés@&eﬁlﬂtmfab&éh@c g kedaliveRizsage fronf\® 40

del etes the state mac for the TCP sessi on. As further illustrated
in Figure 7A PEREDIMhdidatds the folurs ofthe aonngctidn/ketwem the $AD 4@ grd exteimrl t he

inactivity tinmer for the TCP sio td €Se | t xpiration of
the inactivit JFOCFHET 4# GFd/Sﬁth&g‘eFﬁVE °£Egﬁg‘}eds§ﬁegh ,Snuﬁﬁ\gg%%‘ﬂ?%anﬁgsla%‘%% state
machi ne 140 Lg&@aramgiﬁéﬁsﬂ@éd%e%&éent@péxﬂhgnﬁéme 103 2nd spoitidgusbesssed at
reference nuneral 170. PAD 40 also reports a tinmequt erfor to service

contralsl er 12026;dwweivensf aa repertngdniselachimimplemented, keepplivepeisasing CrRcei pt
essi on f1om FHEERE b oERARAN, mBRhH BRAEEIE T 7L 00 ot ati on of PAD
40 to renove the inactivity timer and
Service controllers 120 within external processor 42 are also subject to
failure or dynamic reallocation to different services (e.g., for load balancing
30 reasons). In the event of a failure of an external processor 42 supporting multiple
service controllers 120 or a redistribution of service responsibility between service

controllers 120, the new service controller 120 to which responsibility for a



ot her configuration information associated with the TCP session. PAD 40
then deletes the state nachine 140 for the TCP session. 3 o PAD 40 al so

cl oses anwahjys4TCP session in response to receiving a r@@@h}s{,?ﬁg)\ message
fromeither party to a TCP connectioms I n response to receipt of the RST

nmessage, PAD 40 transitions state machine 140 fTOm active state 144 to
~'~~0 02/ -4-491 PCT/U41/~~39; 33 idle state 142, as shown at reference
nuneral 180. PAD 40 al so passes the RST nessage to service controller 120,
as shown at r ef sgssloues mansiaredd @8R rederiwerﬂstpdmfsanat'rmnrpeam'himtg tohll bhieheRBlive

nessage, service contriptkzg 120. passe qi RST ge back to PAD 40 to
~acknow edge rec&TPPLOP PIFRIVIST EQE cil‘al’jl Bre S(f In the eveapotasaicaiied as
al so shown at r efRERRELHAUBILRL 2 PID 4BAD2 ﬁx@&f&x@&hﬁ? : eééaia I B gpchi ne

140 of the TCP session and forwards the RST nessage t he ot er party of
~the TCP sessi onprelfarahivdamrbdh@stemnﬁ)rmhnmfcamttchmsadmsam repfortﬁ’iglipréﬁbsamd

service control sirable to nt of
nessagi ng therehgéi)t\i?@ 8&58%?5 431%911 ap, ﬁWCWPB‘?W&?Sﬁge HARCK
messages to ser uo@@, SRIIE 0 biowidk2Qsdibn SEAURTRS BRE Ay TTReSE %ﬁi‘(ﬂﬁr In
addi tion, PAD 40 tgﬁ{)asses the first SYN, FIN segnent received in a

session to servi%ﬁem: masivies pdvERGgepsly pelisvemsendies cakrobersilZea asbE0h ng is
avoi ded, even thau the fun f PAD 40 and servi.ce is controller 120
are distributed’ Flr%fﬁeegpﬁ’?sé @%y %tgsvgﬁlﬁrgm%§e351%5at&§ ‘Ypé‘gdg AR¢S528€sep acti ve
state informati pledspfe phédRsS BB adé?.rseWi‘éeC&bnﬁ*@H Igﬁ?foﬁﬁﬁi« rol 84 n

configures val ueadded services. 1n other words, PAD 40 will not keep state

i nf or matlicon f or opasstio? Thigaspset of tBPdetigs hdneves T&W@O@raaadz toyhardwharees t he

requi red nmenory ze on P r_keeping TCP state information (e.g.
state vari abl es® S%‘Varf)’aa@ﬁé’tegﬂ%rgajgﬁ UFS ters 80 and 90 and nonitors 84 and

92). Al'so, since there may be a | arge nunber of active TCP sessions, the
del ete TCP session nessage given in Table Il allows service control ler 120
to deci de which TCP E@@g&bﬁ@ﬂw lists PecetomplamreporaRgimessages tsggmctbym t he

PAD 40 sends o Tebaidk o RumstoRintphiutthiors faid 3 SkGiBoriB S, o0

t hr ough 1he repdd2 tagprovide rgéxwel UsAZe btatistis I@Qﬁ%ﬁr—t&t&ﬁéﬁﬁhx& NBer@ickCP state
menory full event 184 State nmenory full event 3 0 184 may result from
depl etion ei t hefomfollgisoi2iga emrnaéatq@éﬁswéam uiilizerthis stgtigtical ipformapioago or of

107200, Ok LA 8 o KSR e AL L, 1O
controller 1Z0 reponimgSntebfecelTIR2 sdnadpecifically mdlcate ina reportmg message that a .
customer’s predefined traffic threshold has been exceeded. A service controller
20 120 in external processor 42 can utilize this information to allocate additional
resources to the customer’s traffic (e.g., to ensure conformance to a SLA) or can
notify billing server 72 that an adjustment should be made in customer billing
(e.g., if billing is based upon usage). Of course, additional reporting messages can
also be defined.
25

TABLEII

Message Filtered messages
Command acknowledgement
Command failure indication

Reporting TCP retransmit threshold exceeded

TCP state memory full
Inactivity timer expired
Activity detected
Keepalive exchange

Control




menory status of PAD 40. When custoner router 32 initiates another

val ue- added TCP session by s sending a SYN nessage 188, PAD 40 passes the
SYN nessagg) f@46@Q" vi ce control l er 120 through the nessagepiiiRhfag6s 100, as
shown at reference nuneral 190. In regponse to receipt of the SYN nessage,
service controller 120 checks the TCP state nmenory status of PAD 40. Since
the TCP state nenory status is full,1 service controller 120 deci des

whet her or not to allow the new TCP session to i 0 overwite existing

val ue- added TCP sessions based on sone pre-jinstalled policies. For exanple,
service controlller 120 may as$BSipte achronizhatien aduledt cferserdes @npoller 1 tly and
~all ow sessions df higher rel ajswiclmveority to overwite lower priorijfty TCP
sessions. Alternatively or in| 3edfit iloeshokkexeeedrdcontrol ler 120 may permit
the new TCP sesdion to overw
cof 1.5 inactivity—TftHemew
exi sting TCP session, service controller 120 ignores the SYN nessage. As a

result, PAD 40 doesReftringisévakd Tabsly [H] Besagealtpseaatitan PACY 46 HEn@wssieP
session, and PAD 40 s 0 E,rovi des best-effort service to the new TCP

session. |, heFRESAEPT 1% POsL: eorkroller 824, apd reportinechraesssardas of petermaly TCP

session can ov I t i S .G t ler 120 sends a

Del ete TCP ses@iro %ﬁﬁéﬁgé\ﬁ ?&gﬁ%%%eﬁ'r %éﬁq%gﬁg‘%oﬁr |°rﬁ1fI8?q]ta§g8WTQ2. PAD

40 respends byindidbéd ilhgnassagexirstdssuy IRCRas eaxl ab feabtr towm tipes of ciRssdgak e menory,

as indicated at reference %He%glsrp 194. The 25 ,process Illustrated in Figure
Yq f

7A at ref er encRCHARRIAGTEACE TEFFAGR PRCEISAF hedimeh Sendapessaes interfasy TCP
sessi on in theygf &Hes r : i ViEen: I : .

machi ne depi ctle(g)tl n E{Hgﬁpre?é %%ts %ﬁ%ﬁ‘@%ﬂ%@%@’?@@%ﬁ%@@ %ﬁq‘iﬂ now
be described wilow. Se¢mrdenmeesage pFacgssoe 2”7 MaPGentGnedRadeinterfage 100 5 indssagei gur e

7C, exenplary signaling utilized to estab)ish a TCP session through a
network acces smége‘tl%%ﬁgﬁlfehj’é% HEETGESEE PFFépaﬁ? é-gr%f'ﬁl?e ehORHREFL AR CRESEs hown.
WO 02£91- 4 RelihRUbterr22308% Assiok td'sleté StbssdeR ifBRiked 00 o fasi@), @
client applicati an fi r%t i ssues%ﬁ Oopeﬁr%corrmatrslleégt@hat i&r?f or %’m?ﬁ%%p t ocol
stack that thepappilicmessagesde assagetppoaspson 122 based @ipon the cooteatssdivariond a
specified port_a P.addres ) ccessing a web page). The TCP
agent at the cﬁcg%tﬁe%ﬁ’81“?}11%3?151&’31"%&’5%%%6 Sal sequence nunber (800 in
this exanple) and transmts a synchroni zing segnent (SYl~ carrying the

sel ected sequence nunber. Wien the SYN segnent arrives, packet header
filter 80 in PAD 40Ageetdexth in Balle HI,ibe aontrnd messages santl Tgmst ARaontaller

addr ess. and pgﬁttl BYEREE] thfelface 164 vﬁ%gRg g? %clu&em%uns&??@@l@q%ﬁt ~ '

intendéd to i ate a i o msSion-cri e-conmerce

Accordi ngly, paeisegeskhat etable afRPADebnB6lldpd28 s cinfiguyMysf dginehltering, an
e- conmer ce service con]t,r_ol ler | E,CSCEM%ZO. ECS;HJ.ZO responds_to the SYN
segnent by que"P?’iiH@’ pE1FIES, BE g4 Butisryie, ssasdwing, shaping andfgrugrdingap

request. i5 '%&%ﬂﬁﬂﬁﬁdh&sﬂﬁldﬁ%flizgﬁﬁg%é\%i Mu%ﬁmt&ﬁéggg&gggﬁmamape Tcp

session, for 20 exanple, via an LD P nessage, returis the
SYN.segnment t coutpd bafifersindrscheinletd 88 endidbaan bh eoSiiuretbpratiotatt aammBESC | 20,

PAD. 40_spawns n TCP.state chine_.and sets it .to active stat 44. PAD
40 theR® " sendsShHECEVR St e EaR e AR & AR W eE o LRRIePeRedBln i he
SYN segnent . g, WRR¥NS e BERE scheddlRpailyinms. PAB @RkYREr 124hans@iover ' s

TCP agent picks an initial sequence nunber (400 in this case) and sends a
SYN segnent coienfighiergakprishapersdd tocemploy $tatic exasiapiiessshaping elgomitiina and\CK t o

PAD 40. The A nessage specifies at_the fjrst. data byte.sent by the
Cont shoul o 5a BRARME RBEGI S o418 lughihel! {1abinB R rif ke ions o g S
,and ACK messageffic €laks basid. eABRbNE6I1a 184 ta Aheeebifguordading thible 8eUSt omer
application, these nessages need not be forwarded to ECSC 120. Wen the TCP

agent 2% the dRirepPnsetod rggaest by a syvicacrItERlles 488 in ender to epaligthasgavicer et ur ns
_an ACK ' ' th
Shoul d be. nnrcStsgfte2 0GR 2 hea ot dih 8 AR 3V 3 TS TP 0S50 o

notify ECSC 120 that the three-way handshake is successful and

In addition to general control messages utilized to configure functional
modules 80-96, MCRI 58 also supports various control messages utilized to
0 . configure particular features of the functional modules of PAD 40. For example,



WO 02/ ~~91. ~ PCT/ L1S01/ ~~39s 3f the TCP session is open. ECSC 120 then
adds the TCP session into its active session table and configures PAD 40
wi th an awloawagegunber of TCP retransm ssions and appropr ipaRishnagsd vity
timer setting. ECSC 120 may al so set gxarker/policer 82 to mark packets
bel onging to this TCP session as high priority. ECSC | yO then returns the
ACK segnent to PAD 40, which sends the ACK segnent to the destination
server to informthe receiver that the TCP session is open. Once the

customer's T b | i j i t the TCP.connection
i s open, thecg?‘?{gﬁ{ﬂéagn ugéergggﬁaﬂggg c%‘ggué ﬁ%z"ﬁi‘ﬁ‘f&‘.‘%@’ g@ﬁé@@@aﬁ@?egx

. session. io0 Wit hnaefieizedseumevto tidmbt guley §8urct Rttiag ifsr L&RA ab® oot | Me- space
diagramthat illustrates exenpl ary. network access systemsignaling to close

a TCP connect PHRORYRACEFE SAELSRRFHIS SPRiSe grdisasss. itane RADsnmeller t her

~side. of a T i Aidhbil chi td 2 session, in the
exanpl e shomqfizf] I's |B¢EEP£&7D, 3 glb?gﬁvg §’app| ?gésf}ﬂgan |Sﬁﬁg}3%fae§er3ﬁ085ure' of
the TCB sessi continjlet h2Q nsing asignatisg J@Rrollge 128.t Repirthifeintdtface 00D E4 bon.

Accordingly, the.server's TCP. age sgnds a FIN segrment, informing the
client appli cﬁ?%"‘tdn‘él? 3 §BWBPPF@5%%§CQMW§&&§9 tq enaplesqrsisabler o recei pt

of FIN segnen 2 i ne. tiogn to
idle state 145@3&@@&%{5&2(52&?%2&%‘&E%ﬁ%%?}%gﬂé%@%ﬁ%ﬁ%@%@%gﬁgs ponds

by del eting t theseT&Rntse SADA#Ofcanaisbtbe canfigwred RSHIORD chatbd] enesbaheb Yo set
configuring PAD.4Q to stop .marKki, ackets for this TCP session and to
Forove 1 ho s e85 baRRBr Doy HEF AR imino e mas S LGResh ACBVEY HBSS PAD 40
al so f,gr war ds aid M SRIERMoIA QistRRed Lb&AL FidliC hedkki s Rp of the
FI N selgrrent w th an ACK thatlis gassed to thg ngr;vereﬁ%@%%g\%cisg. he client
2 s applicati dhanhewpuiobuffensiand soheder $§; O6tcan be configuredey sebsllante The
client's TCP agent therefore sends a. EIN_rriessage.to the server's TCP
agent via PADﬁg{ﬂurcmgogg?%?ssgger@t 38%5&@?68&88“@3 ptEdace ﬁ’éﬁ?ﬂ s FIN
nessage W th apnafGkallyhdlochRdbsat®s, dieh RABHWilithahuduBE ahd bRK=¥&Y, hardshake
to close the T%HP sess}}in%n i's successful . PAD 40 égcordi ng?y del et es the

st at e machi neslicss, to aeusiomes istetfans. apackst Sowoa alassier a multgkt gregsage to t he
client_ Meanwhile, the server's TCP agent notifies the server application
that tRe connection is closed. WO 112/ ~~91~ PCT/ USUl/ ~~3!)5 37 Referring
now to Figure 7E, Theteporting hksssgdsaetti@mlrbpitsdptedbrleien sxRoMdINg .
exenpl ary network accegoipgﬁstem signaling. in accordance wth the present

i nvention in PRSPEASE rtsre genarally himited tasnsbrigingkeppplivomessages As can
be seen by co r'ﬁ)(}?n QU@ 7 b qune. 7 [ ss_|.s_identi cal
up until the %.ﬁr‘i% a %‘%‘Jﬁ&g&[ﬁ?c?h ég?@ﬁ'{é ggxcr:hgpgé gﬁk%ﬁﬁﬁ%@e%%ﬁscy

deci si on to HofEnis2RADefythatght hesodigirdsesdceasontrblidn 129 is eferetived Af FRAYD 4é@ny t he

TCP session, for exar‘r.Bl %be}giig,ause t he network | acks sufficient resources to
supporf the rEYSETEEHYVE §M5isages Ferdsavich eonrtalish 120, XA 4P initiplesr i bed

to the reques U Ol 5 H&‘ﬁ‘{'r I Ml | Qi gjn% f the
TCP sessi on, %%é@%gi%ge%gigosﬁz&reese Q%I\R”%ﬁlc@\}\‘ggéerrrgg?katg\?l%%# g , V\%rioch
sends t he RSTbgegynent upstreamto the TCP agent at the client. Wen the
client's TCP agent receives the RST segnent, the client's TCP agent aborts
the .session. It should be noted that because PAD 40 does not receive a SYN
segnent from ECSC 120, PAD 40 does notrxnegie a state nmachine for the TCP
session. 15 Wth reference nowto Figure 7F there is illustrated a

ti me-space di agra hawing exe bhjactypankdtunokngressss sgeps patesilgwalli ng when

excessive TCP retjansnt’ssi ons 3iSet paessiotpass flésofhéssagedn@pfhceci at gd, TCP
sessions are nor neChyrdl QRGP u Ak PR Headir TREFITIE strated in

_Figure 7D. However, in the a oleygmt et work or server faildre, the
TCP session will ftinmeout in thdgﬁﬁ r);a’igeporrral di sconnect wilh not

occur. Accordinglly, some mechamiGipiists BE 4ing table

Configure output buffers and scheduler
Configure shaper

Drop multicast packets from specified source
Admit/deny source routing option -
Set TCP retransmission threshold

Set session inactivity timer




i npl emented to update ECSC 120 and PAD 40 when the TCP session di sconnects.
25 In the exanple shown in Figure 7F, the route between the custoner and
the serveyd @ gégrupted by failure of a network link or negdeusiiisefailure
causes the TCP agent and the client tg re-transmt the data until a

t hreshol d nunber of retransm ssions is reached. The client's TCP agent then
aborts the TCP connection. Subsequently, the inactivity timer for the TCP
session in PAD 40 3 o expires. In response to expiration of the inactivity

timer, PAD 40 up R Y cRler InEleval” Sesstomto e state

142 and reports tthe TCP sessi opgl, 1 ”E%: C 120. ECSC [L20
responds to the feport of the hSé tg%ﬁ eerpr%%t%ncg %/-191. 1 PCT/ UB111/ ~~39;

38 by deleting the TCP sessi on| £ 8 {SO%EFi ve session table and|instructs
PAD 40 to stop marking the packet'dePHPIIEREESTCP session and to defete the
~configuration fol this TCP sessP@#P VR EVGadSPhen del etes the sthte nachine
for the TCP sessifon. Wth ref el Palste iosessidhi gure 7G,_there is dgpicted a
ti me-space di agr aRgpbititpt I at | npKexeiivt @kshangs wor kK access system gignal i ng
when a TCP sessi Oomparticipant Tequests amm aprupt close to tne TCP session.
As illustrated, an application, which in this case is the server

appl i cati on, Baufjflalsramae abr upt cl ose by sending a reset (RST) segnent. The

application can | aunch the abrupt .cl pse for.a, io n rrper of re sqps, for
exanpl e, because tHEPEBHIALATCEHPHPRLHeSTIE ’g&‘%‘?fve{nﬁg %W@EP?%FPQ"F because
the TCP agentpfias dRheehad i@p&?éx‘a@l‘f'}ss%lﬁﬁdﬁgdrﬂyoﬁkh @@dﬂfagbaleeﬂbé Batrdirpanot  be

resol ved. In response to receipt o e RST segnment, PAD 40 resets the TCP
st at e srachi nehdt4@diherilytgrevidesthesarvice andlasesondary EIvcyemtislesidet cane RST

segnent to ECSC.12Q. In.re nse to receipt of, t segnent., ECSC is 120
del etes the TEP é%glﬁ %Wlf%ﬁ]%)?%m&@ﬁ %?Q”%eegoﬁuc?he’i%aag? gs’i% %Sﬂ?‘ftﬁot?r es PAD 40
to stop markigwRackeAp dnarthé PlismaRries sotivllePRDo01d hprfsddet es the TCP
state machi ne 140 fox the session and forwards the RST segnent to the

client. The cmtadimentad the prossnt inuentioR thepdmary apdSaconderyisstvies t he RST

segnent. 20 Connegtionless Tr or i > j Functi on
Wth referenc nﬁ8@?§ (Sesl‘—‘?eg?ﬁ %?%%Zé-)@ﬁgmﬁﬁggésg?%%gg‘% (r#g;c O{ﬁﬁ?@g& lé{f‘gtrg}%l es of
net wog K accesfcsdpbtitrkl Miadsbotselto deeomiehiliifesmmunivatipemtithnhet ocol s. I n
each exanple, the Unreliabl e Datagram Protocol (ZTDP) is enployed. 2 s

! : )
Referring fi resimay servigereongaller RAL249 perderpisa syickovsr i thesseendaidagr am of
net wor k acces pgnaling in which UDP is utilized as the transport
for voice datszer‘g%{esé{ﬁﬂo@a‘tg'el ephony session. In the exanple illustrated in
Figure 8A, a custoner has ordered guaranteed service for his |P tel ephony

(I PTEL) calls, but_has a client that does not .squort the yse of RSVP to
reserve guar ant eedR&emineovsigligyre fAethererigdepigicr & UMGIRIFE AKEEAR | t he

custoper is . i i I i ugh the
xchamge of nEoSPaRi AR NEERd sl O e o

The process hegiiosframenfaied pstraneservice tomralles tomeacondare sarmice kentrelles] i ent

application to place an |.PTEL cal]. The client application t bt ai ns an
unused UDP de@°?9’§?&°§ Wb ey ’inlvﬁrgfoé" &8??%“'3?2‘[’&&%3“? ure_d%lin%lg data
transmi ssi on. pykPEseQfiiMitirafiBR kit SérvRe chh@sIH1204 & the peinagy sepvicecstatdller

encapsul at ed %y UDP packets over the network as best-efforts traffic. PAD

40, whi ch hasarsesrvieoemiglient2@tuisdbe sesondary perwice LoOmsileri e, | Prot ocol Type
(PT)=17) packets within the voice port range, detects the UDP fl ow and
repor® it to the I P Tel ephony Service Controller (IPTELSC) 120 within
external processorDdgng hbthicll Sperh@ion HRADet) goplbgya stinble communication

protocol (e.g., TCP) to exchange information with service controllers 120a and

120b of the associated external processor 42. As noted above, a keepalive

message is periodically exchanged between external processor 42 and PAD 40 to
25 ~ keep the TCP session active. When PAD 40 detects a timeout of the keepalive '

message, meaning that the connection to primary service processor 120;_ has ‘
failed, PAD 40 attempts to set up a TCP session with secondary service controller
120b, as shown in Figure 5A by PAD 40 sending a synchronizing segment (SYN)



48 for a policy decision via SPI 56, which in this exanple en:, ~' vs COPS.
By i o reference to policy database 46, policy server 48 deterniines that

t he cust owgy (2x@$40r dered guar anteed service for his | PTEL pgghlssi/afigs r et urns
a policy decision to I PTELSC 120 thatys nstructs | PTELSC 120 to provide
guaranteed service for this | PTEL session, as defined by SA DA, PT=17, SP
and DP. is | PTELSC 120 accordingly configures PAD 40 with an inactivity
timer for the session and instructs PAD 40 to stop reporting the occurrence
of this I PTEL 18 62dhady sbivideleafird B B0BO IPRADNM & AnfiRtesdful & ERBCEMES
bandwi dth route for the | PTEL call since the custoner's client application
i s incapabl e ofithorecongagpserVice sentralfertl@éb (egeny SANoARHVIS dedeived dican tHePTEL SC

120 sends a RSVP PATH MESSA 0, which i ds. the PATH
VESSAGE. downs SFOBHRYGRTHE vae gl D b topbobibB sy riqiand

. reservation, siNeids t@SsthiBAna kBt 1Bf all BSRNVIOAchdngstidisuntll he receiver
sends a RESV nessage to PAD 40, which forwards the RESV nessage to | PTELSC
120. Asdet er nicommumication Widrprivaaey serdeceantrallecbaisasioiedf t he specifi ed
bandwi dth is authorized. If |IPTELSC 120 has cached 2 s sufficient policy
information follow ng the previous query of policy server 48, |PTELSC 120
need not query pol iT€}hoSRV¥MEPAFB40 eGRERNY st libladaci T dP Bessioh wittpwever ,
insufficient policy informati on was cached in the policy cache 130 of

| PTELSC 120, setdndgryservies congrollsr 1t (¢-suasrindieatohby rrseipt pea 8 ¥BCAKed

bandv~ridth can.,be reserv I ifl.ed. | : v.aj for
reservation b)fmfl ﬁ%?%oﬁanc‘ﬁg{%n%#) %P%ﬁ%éﬂ Aﬁ%%"g{%ﬁ, tggh 3?5%5?%%‘% a
si gnaljgng coniseqldrehplbdls stareSeformptian fonall of itEN&iversetstinsfcar. colleel ByPraHed

session. For an ATM core, a bi-directional SVC is set up. Aternatively,
for an MPLS cari@aryseyvissicanirellariigfaito pasprday seryise contpgheri2lh.gYnge

PCT/LISIT 1/ ~~ . : LAl is UDP session
i nvol ves | PTE%%%IP?%t&ESSt%@E"gD F‘ﬁé“ﬁ?ﬂ%ﬁ%‘iﬁ g&k&%@%@[}gr trlrgod’% {gy t he
di ff erenti at edicheswiedged B3 4m&CK) messabel AAD ud dnififteh drcachan@nofkddpaLSC | 20

recei ves a connect or confirm nessage from tr,\ n,ﬁlwork i ndi cati ng_gth t the
QoS path has UBessagesvaH) sesprdry FWES@E@G@‘&%d g SEERISC NG PIEEUBE At e
the flow of U i L O IR I gy Erofs
confiris that %htgg%@%gﬁglﬁgkggtup ao%g%peerslez? Ve %@*@S?SF% a cor%%igfer%
message to PADe#lsenvdeivdte gasiolsrsti2@acodfiZébn nessage to the receiver.
Therea$er, voice data encapsul ated in UDP packets are sent fromthe =
custoner application to the receiver via the QS path. :1 io As shown in
Figure SB, in the eueffwhbatiod BEwRLEPUIPA0 BRI deeindily ¥evicd SotRsilt 130N a
policy decision indicating that the custoner does not have a QoS |
requirement f anay éokEnue ahd sot epaHELRTimaY sevnds epnireHerdABa 40 pop-pvetilg  PAD
40 from report.i the JPTEL call again. |n.addidi ets an m
inacti®fty ti gI“B’F lst‘i‘?émfoPT%fwﬁ‘é% f’%ésoer e 9? ﬁg&%&é@%@ﬁ@ﬁ? %gqu
reporting can feeerfle simayWaRAcd dmtioNtaL 1304 ifypobsibieS toendintaizsloadBbalandrg 06 QS
path is authorized, the voice data encapsul ated by UDP packets continues to
be transmitt ecervies cantuollappraeessingsicress thedistputed Pads c. 2 o Wth reference
now to Figure 8C, a time-space diagramis shown that illustrates network
access system'signaling utilized to tear down a QoS path in response to the
expiration of a UDPRefefrkigomow teEiguve 5B, thereds depiitied e tiame-ifdee diegrmon
inactivity.timer can expire for_a pnunber of reaso i nclydi.ng failure of a
net wor RS | i nk thomgaxqrr}plgrp{él@egﬁgggﬂwp{l 3&9%?‘8{5’&9% aﬁ?ﬁﬁﬂ%"’%‘gc?n‘f% ti meout

event is external processor during a switchover from a secondary service controller to a

primary service controller following restoration of the primary service controller.
~ The reversion process begins with primary service controller 120a sending a SYN
segment to PAD 40 to reestablish a TCP session. PAD 40 responds to receipt of
30 . .the SYN with a SYN ACK, which primary service controller 120a confirms with
an ACK. Once a TCP session has been initiated, PAD 40 uploads the states of

active sessions to primary service controller 120a, and service controller 120a



2 s caused by the custoner application at the custoner site concluding a
call and ceasing transm ssion of voice traffic. Sonetinme |ater, when the
UDP sessiwg d2naelyi vity timer expires, PAD 40 detects the piiRQuy8yENt and
reports it to I PTELSC 120. |PTELSC 12§ responds by initiating appropriate
signaling to rel ease the SVC or LSPs for the IPTEL call, and the release is
confirnmed by a 3 o nessage to | PTELSC 120. | PTELSC 120 al so i nvokes the
pat ht ear nessage to explicitly tear down the QS path for the | PTEL call

As this nessage is~passed irom PAD 40 through the network, the pathtear
message renovegonfighadetsigt HONPsessi¥ N @atbd/with APACRCT/ USl ) 1/ ~~395 ~1 states
~along the QoS path. IPTELSC 1Z0 then deletes the I PTEL call fromits active
session table and configures PAD 40 to delete all configured paraneters for

h 1. | 4 L o0 L | ' ' | i f [
now to Figures oa o et SsaP SR ER S eR Bl B A B e Se Wieagt ane

showi ng appl i cabntosiidrd2eh, IBLD 49ingtifits gohdhrP sdrRicoRbirsike 336h Mks peMaty)
accordance with the present | %enti on. Referring first to Figure 9A an
exanpl e Sof S| PSRIGE coBiTalier 1HQABAT beea reHeRRA Via 4 ‘FISBATE 19 shuttdeyeomessagh ~| e, a
caller at to thars ' ' : “g{hr ¢ |l ee in
t he network, for eggﬁﬁgﬁost%gh}%n]:/@g&?ﬁg ca SIE:(Eae sbe;rr%??g&%%otﬂgr ?%@Da%a
mul ti medi a conbeirefiFEN ¢as.| fini¥ieel) aRARCADhatelsieakdes, thé first hxlifbe whiziyest by t he
UDP or TCP port range assigned to SIP, PAD 40 Ei%sses,t_he I NVI TE request to
a Conference CAPBIEGEARYC angtheseconq hatfieh whish 1s exiginated by 69r0RdYYer i es
policy server . i singi LFAR .2 : r j t her
t he requested g%sa%iﬁgpggﬂéﬂsl‘lgéb%ggl % or F%%rég%(%?%ﬁczé%d’lsgp% nwgto
reduce fohe nunbentraier126b dgletesall hangatd idformeation €[a%Q th2Re seaslomotrarzfersedr ver
48, CCSC, 120 preferably sets a flag. jn._t uery to request that -policy
server 48 durrp“%ﬂ’émﬁﬁigleé\?c?ﬁmf ?%)d“'tq&sﬁﬂlﬂ‘er’ & SESURNSE Se58hVey cache” 130
of CCSC 120. '@xéﬂ%hgemﬁﬁﬁm%?vﬂ:ggor&ﬁﬂe}bﬁfa?after make policy z o '

t

e A\ . .
decisions by reference to the cached policies and avoid unnecessary queries
of policy server 48. Assuming that policy server 48 approves the SIP

session, polic erver 48 sends CCSC 120 a policy decision indicating
approval of th&m,@éﬂﬂm 250 qunps the pol i cy rules for SIP calling
into pols cy cache 130yiRfefeleRbe AP to Fignk&EBOMER ik GepibefiaRlexghpiappr oval of
the SIP session, CCSC 120 returns the | NVITE message to PAD 40,” which
forwards the | RghPpolitanumptementediod of he Iterdnkictervice PraxdidryfESP ) netwagkei pt  of
the INVITE request,. the.callee returns a SI.P 20D a K _nessage tq PAD 40,
ther eby | ndi cattoRiae R HHK RGP AR T HaF = AP eRe s e it tne.
speci fied SIP gipakbh.i FisurBaBalsaratdighgsital iftercohaa@ions 6 édgpoakmtsCrarpi | ity,

PAD 40 forwards the SIP 200 OK nessage_ directly to_the caller and
than logical (e.g., network) connections, as shown in Figure 2.,

20
Starting from the left hand side, customer LANs 14 interconnect either to a

lowest level access network (e.g., TDM, ATM, or Ethernet) among metropolitan
access networks 16’ or directly to aPAD 40. As shown, PADs 40 may also be
located at higher levels in thé aggregation network hierarchy. Engineering

25 economic and/or performance considerations determine placement of PADs 40.
For example, aggregation of a minimum amount of traffic or the need to access a
low speed access link may drive placement of a PAD 40 to higher and lower

access network levels, respectively.

30 As discussed above, PADs 40 perform policy enforcement, thus relieving
the aggregation routers (i.e., access routers 44) of some workload. Poliéy

determination is also removed from the aggregation routers and is instead located



WO 112/ ~~'1 1-4 PCT/h SO 11 ~-43")5 -42 does not pass the nmessage to CCSC
120. The caller then acknow edges acceptance of the SIP 200 OK nessage vi a
an ACK requeslyoMhi ch PAD 40 passes to CCSC | 20 to i nfor mplct/ @ g46€€ssf ul
est abli shment of the SIP session. CCSfg 120 then queries its policy cache
130 to approve the final capability set of the SIP call. CCSC 1Z0 al so adds
the SIP session into its active session table and configures PAD 40 with an
inactivity timer and other paraneters to facilitate the SIP call. CCSC 120
then returns the ACK request to PAD 40, which in turns sends the ACK to the
cai |l ee to conpinetéduiapt exdeimabgrioadssors Hdand PDPsd6Td oo btost implehemations,
~performance, it is desirable.to mnimze,nessage, passi rom PAD 40 to
CCSC 120 and fPOTREIERoTSEs 1S ‘ﬁ%‘frpflwlia@\’/’aﬁ d%@&’gigﬂh?gléﬁg? WGHBGE® cachi ng
policy rules afackanbr y i PDIGeR Whad B dBslbyed mbRipare icy
_queries. Message passﬁbﬁg@rfgﬁé’% 40 to CCSC lnggsypr ef er abl y@aﬁ% reduced
t hr ough i npl enegional basinf Ana Sispltof mlisvingshing et the warblopd aflaggrepatinges SIP i s

fo CCSC, 120 only t t abli sh t h .th bi |t

Cot of 5 st P sEu ot iniPira Bh ot Sted BUMRRE PeeOk il i DetRRE Ly o

i's shown that m&&ulﬁééﬁﬁﬁe@mﬂd&rm BRAPIEY YetdBa06S], SR LEMisine@lding for SIP
n

call -term nation. 2 0 a nufti -partrK SI P conference call, each party can
only drop hi ns®hd cdpabilitien @f thel ISP ngtwirk jaee dlsg ¢xpandedebaspusgtfADafe, extertdd | ast

party leaves the call. Jn rast.. jn a [ . call . .such
illustrated i nfPRFGEPE %@‘i?ﬁ’é?‘%f?@e&%ﬂ @5&0 @%ﬁgﬁoﬁ%}&cogﬁeé?@ﬁét e the
call. As showngrk Bddd futeRs, Yot alsb @ naibePst Rhctidhe notiSirtsiklly avhilabld iti ates cal |
termnation by sending a BYE request, which PAD 40 passes to CCSC | 20. 25
CCSC 120 r espom@sokithiq teatepviesigefjuest by deleting the SIP session fromits
active session table and by cleaning its policy cache 130 of policy rules
pertaining to the SIP session. CCSC 1Z0 then configures PAD 40 to prevent
PAD 40 from passi nglsokize i fitheSidstoRs s%gets of therprédeat Hivehtom, kxdneplECSC 120
and to delete the entire configuration for theg,\ger call. CCSC 120 al so
sends the BYE ReWQES2cqess HASM Hgnaing anrineqisTnevor Y3 PP RSTALNE SER8EI0S t 0 t he

callee. In res I |, R \ =N sirhd&r e dges
the ond of 1 nola ot hES BhtkklRe RO AR b Rraiiheel TR KARMLE 10
forwar dg t o_t hithsahteexemipidry impleassiatigns of IeCBEkAG] signali(g, @2nndctidi-1- 4

PCT/ USUL/ - 4-439S ~3 Referrin owto Figure 9C there is illustrated a

ti me- space di a@?%ﬁ??‘%ﬁ%‘;r\ﬁ’fﬁle@g SW%‘?%WEOIQC@@%a%%{%%WW?%HI o end
a SI P call thal,Pasi&*5Rededuiide: @Hievgdnadhahion. I n the depicted exanple,
term nation Ofa%l %ﬁg‘?’é‘gﬁ Is tri ggerled byégéCCSC 120 detecting that the SIP
call has exceeded the allowed duration specified by the session's
ExpireTinmer. The callee en j.SSHES BYE request to termnate the call. In

response to re LY , PAD 40 passes the BYE request to

CCSC 12Q, whi ch CCS§iR ffeehes nowb td st F, thesss Dustrawd atisndsacy diagemsi on
tabl e and renoves associated policies w..:n ifs poli c%/ cache 130. CCSC 120
t hen confi gur edemptingiexemplpryaeswerkrars] sipnelingwigized ito gbaB agesrica 20

subsequent SIP es In .t I J e t he
entire confi guF‘%? ‘ﬁ%ﬁgﬁ“ g?’m{}%%tbglugé gg .ﬂeﬁ% %g%gﬁ ﬁ@gﬁéﬁmh‘rﬁ%@uest
to PAD 40, whi ghistrafedakasipld)e cBstdiner gpliestion iaithatishhd teservafidreproasss byhe

callee. The caller and the callee then ackgngﬂ__ed e tqe nd of the SIP
| FPLeY

sessi on via a SMAdnDORSYERAIFBesspeg T RIS ING CYURIRGF ¢ a |

term nati on ex . i i r tindwidih L£.er mgnat i on,
but inzzt ead, bgﬁﬁk%&?#ﬂe@%?ﬁ%&k%ﬁgge C§eﬂ/eéllﬁlgmsessi gtnéﬁzﬁﬂe?ﬁﬁgm%%sémgce of
activity m thesivwh beBigura 6, pavket eader filter 80 f RAD 4hcaptDesihefRSVP RATEL P cal |

Sobsion from | Fessaepeuan BVh iRl iperbrot Lo 0 PRl B4 oo rrom
its policy CaC?@&?ﬂm s%&fdln%fauéﬂﬂm (WRHERER d5is BARSIR i Rfdeddhbaskhe entire

.configuration e SLP call. Referring now to Figure 9E, there is

depi cted a ti mRespaedBdidyidinSetving CaptrolemRBHG)) A20 Withio aderagkpragess@im
signaling duri negotiation of SIP call capability requirenents between a
caller ¥nd a cgﬁ1 ee. As described above with respect to Figure 9A, a SIP
call is initiated by a custonmer application at the custoner site issuing a
SIP 1Iv'VITE request. This INVITE request is captured by PAD 40 and passed
to CCSC 120, which queries policy server 48. Policy server 48 responds with
approval of the SIP call and a downl oad of the policy rules for this SIP
session (as requested in the policy query). CCSC 120 then returns the V1%
O 1121-1-4912 ~ PC T/ Il SII | /~139; INVITE request to PAD 40, which
forwards it to the callee. However, in contrast to the exanple illustrated
in Fiwe 9A the callee does not respond with a SIP 200 OK nessage conf

- ~ T O~ e o PNTL ™ NN




io predictive coding (LPC) audio can be supported (in that order of
preference). In response to receipt of the SIP 606 NOI ACCEPTABLE nessage,
PAD 40 paggas/ g message to CCSC 120, which queries its lppgalsoPeizh£y cache
130 and approves the new capabilitiesyset. CCSC 120 then sends the SIP 606
NOT ACCEPTABLE nessage back to PAD 40, which passes the nessage to the
caller. 15 Wien the caller receives the SIP 606 NOT ACCEPTABLE response,
the caller adjusts the call capability requirenents and issues anot her
I NVI TE i equest spegi fying a 56 Kbps. bandw dth, LPC audio encodi ng and an
Expi reTi ner of .120%F & 10 TRECIPAT she-path pessagey RRARA 120 egsmids 20 s passed to
~ CCSC 120 by P ; t 14QS ;] : ' he 130 and
limts the ca@&@%?ﬁ%?%ﬁgu%%ﬂﬁaﬁﬁ% %ﬁ%@?i?%?ﬁb*?@%@%ﬁ%ﬂ%%% lability.
CCSC 120 t hen asimedi® itpderthed?ICIEPS)eq destming tathethrer thepeseettivarseicei®0 m nut es
. to PAD 40, which sen the INVITE request to the callee, 2 s ~ In response
to receipt of Wﬁiogzg‘gi‘?ﬁglslclwpﬁnr&é’gggx ?ewqﬁétséaﬁurréea KX dsris8 ®hat it is
abl e tq suppon I : i i } i.on of
100 mi Rt on,  AGLar 4r naPb S IREhE LM GE RS I I HUO S R (YIRS
havi ng an ExpiarRSVR#ABE tmessaged0 Piilhdft,oghicl sende tiedhS EH imessageaioptnstvéarh he S| P
K response, PABl 40 sends ttr},%hre%g,onse to CCSC 120, which checks the SIP 3
o capability SROCSETIRPRLPIIILB response by reference to its policy
cache 130 and approves it. CCS.C 120 then sends the SIP OK response to PAD

40, which forwards the SIP OK response to the caller. Wen the caller
recei ves the S| P OKfthesgceigey at-tglfar @ fliSOndtworkidsg apregyrsitberesevetiam| | er

nodifies its irelimer to, 100 m nut.es and ackn es the

eaporidh via & RERVFEGTRRRS PAsPagia s BSen Ao RAE FLlRiee P Ao, 120,
whi ch appr ovesyHibie phdsBathe IES ¥ aaligk kd RBSEL12021TH r@dohd? tb fiee KEKYT esponse.
Foll ow ng this approval, CCSC 120 configures PAD 40 with an s inactivity

timer and ot harespageaREISF 329 vplses anpthgr polidyajustyRodwlicy saTEgC8IRGsedrtain

returns the A P, Lch _f.erwar pessage to the
cal |l ee. Upon S}g}:eg%%ﬁg %Eaxgcﬁ‘é]dﬁgﬁé&g%%ﬁssyc %;ﬁe?ﬁ§q§eaﬁ§éé%§ﬁaege§r$ call is
successful |y estheblzed fiertthisl custoRiebUld degivate foxaiiBEemdARietyTPbEHESYrad 48D

current networks, IP nulticast, that is, the delivery of packets to t<vo or
more rkcei ver Whigkirersaligsated bapdvdih for caphustopier, detegmings dwthente Accor di ng
to the open gr E ess to

whi ch to send c%igg&tg?gﬁ&baaﬂ%ﬁﬁg%tﬁﬁggéﬂ '{qg}iﬁér%%%aﬁg%ﬁstﬁ !ringI@ etPs ﬁ.{? of a
"group" parti ghpdmungatuthodzad bahtdwidth forelsis castoraed IHso,tpolibe kerner 48mdtifias

mul ti cast gro whi ch they are, sendihg, multicast kets, Moreover,
there is no pggﬁééllizgéﬂ 780 cyn%??ﬁm%g%@ﬂp‘%ipﬁgaﬁiw tB?‘b’tﬁlﬁmr@nbers
need to 'regi %?Efovgrrﬁli’é"&m&&ﬁ%sosﬁgﬂ}ﬁﬂﬂd &k 8p a'l@?(il‘:of‘ﬂggtiﬁi}litzﬂgwnb‘h?&te group

menbers can jo eave a nulticast group at wll. . hough t he
currento open gignalingwodetrolddrs A28.t AdasRBEC 130 néccimes oonfrtomtionof theeequdsted

managenent or cqntrol , of | i q icatio managene and control of
mul ticast grodf’ RS RE qr&, gﬁ%@kﬁ%@?&aﬁ{@éﬁﬂ@?gﬁtgﬁgbﬂ ei vers. For
senders, it i SoiwiReinsaableldsa3f FOID Y0 BHrihiZREka9 H BeTustbMery Aohadfe thed Send
25 packets to a nulticast group. For exanple, content providers often w sh

! g "
to protect thesiebishad &Y Giar.Ss Inaddigan, A 2@ regrng HieaRESV anepsageiteast
group and desi t,a avoi d denj al. - of |G t | i -
unaut hori zed sﬁOAg[? é@su_sqg[n%e%sagé %g%?ascgiﬁ%l}@ma%P B?@?Wéeetgs%fe%%g%%g%s in
a nul tjg£ast grhePustembeasiRkficd. | RESCd20 akb kértls arCONPIRMmedsagacket s to
parties authorjzed by the sources. As_an exanple, squrces 3 g desire to
restrict the riov@SYeIa te Shpasreivervia BAB ) tRGOmPHE tb&ﬁ’éf‘ﬁgﬁ%ﬁli? phkzedda s¢ deo
~conf erenci ng ey ets. It view of the shortconmngs in the
conventi onal @%?ﬁ%g’gtﬁggben group nodel outlined above, the network
access system

Connection-Oriented Transport Examples

30  With reference now to Figures 7A-7G, there are depicted a TCP state
machine and time-space diagrams of various TCP events that together illustrate

the handling of connection-oriented transport protocols by a network access



WO 112/-1-t91 PCT/USII1/~~395 .1G architecture of the present invention

i npl ements policy-based nmulticast service managenent as illustrated in
Figures 1Q4yh@hy,sReferring first to Figures 10A-10B, therq,cqpyl%(,g@{gi)gzt ed two
ti me-space di agrans show ng exenpl aryznetwork access systemsignaling to
manage regi stration of new nulticast groups in accordance with the present

i nvention. As shown in Figure 10A, a host at the custonmer site signals a
desire to join a multicast group (which nmay be a new nulticast group) by

di g . . JGin-
Nbosage to acRBlt in Bl Wi i bt e ot R U F T o o
. PAD 40, whi chpjeferfedndnhisidi@ent ¢f aCtddé Hachih SvRidteiss@8as TP e8idh dindP ADOt ocol

type (PT = 2), forwards the Join G oup Report Massagé to a Multicast
Servi ce Cont r #9 issdepiqust) Ag sipowm TR grtaapachingddduriudes twpstatess poide t o

_receipt of a Jojn-G. -Report. Mes NEC 120 ri 14GY - r 48
via SPlI 56, mﬁtﬁ%ﬁﬁgﬁg;‘&ﬁl‘lg ggeelsélnﬁ?@gegrgggﬁsﬁoﬁnlﬂﬁ af:§§%£elrgé\?el(rixfga{h¥c§1ponds
to thesquery éréBancblingTOP! sesior allupeeatiba of etattehecHind 840 mainkendOEP' s | P

address belongs to the eligible nenbership |ist for the nulticast group. As
shown in Fi gupsssipomtats dugieg fauy TEE nracesers, weluding (e apemeg 2 /& se¥qn s not 2

bl e to toin g | . N "
deci son to NESETsGb B eHb IR SEAUR (ST, O RE A TN B 2 bnds Lo
rejection of tdponiseqoedinitheddFRPhagage) ) bidsingG TGP shézimetpet Hasaimanr @utent s

t he unaut hori zed host fzomregistering a new nul t('ggﬁ)st {gr oup_in access
{éipt o Higdren event

router 44. MSend () clesinget 46T soiien B resmensmR A R (28 d) BeEY Sivpt !
109 10l use 1 AANRISElLGhE A At Sch FTHS: Hfertifisale MEneldtyce attacks,

Al ternativel Y, polI'cy server approves st's request to join the
speci fi ed comtspoadinglegendp(e.g.a8l S hiona TGP desgom epad) 2. xpddiacTCBer ver ~48

§ehds a policy decision indicatin proval t C 120 hi ch returns the

Join-Group 3 éeﬁé’ﬁcfi?se%égsgﬁﬁsec% a%&%p %@?aggAﬁcg(ﬁg’Eﬁ‘éeném? ﬁ?“{‘g‘ﬁ%&%y

Join-Goup Re - GESG P b, Echhe host is-the first
USSRl n G R tlesi o1 b

menber of the t he network, accesSs router 44 adds the
mul ticast group reported in. the Join Vi 002/~ 1'll~ PCT/USIII/~~395 a7
Group Report nessagge

10 the,list. of j cast _ Qr.ou. erships...on the -
networ¥ to whi ch ttﬁ‘h&ﬂgﬂ’ °£F‘_[“3§H£gl_fj_clﬂ§eﬁféﬁl?‘? %dmﬁ]%% t'0 el'—lisgﬁér’ i R
there are depijgpedin'iiEEtSPA4L 2t RADMU ekdivisd 4 SYNN@gexpiIA sillystietéder K access
systemsignaling that is utilized to nanage host rrenber_s,g,;g ueri es seeking

to detern ne téferemeerbemstal pShipagketheader filter §f} eappirey He dpE BSagfown i n

Figure 10C, PAD 40 receiyves an | Host .. Ve all :
originating i AcEhEYd ?W?c¥?°6?ﬁr%8p@§$§e§%ﬁ? gr%%ﬁ&é%gc g{l&h@ﬁ?&ﬁi [ter 80
captures this ekfod? presag a2hBaesldesigndRditd amide TCPGenvicdse In sporpasses t he

Host Menbership Query nmessage to MSS _20 in _external process 42. ,.M5C | 20
then creeries pmampfém&esmevsewmomﬂewweﬁﬁs PRI Sé&"e?ﬁgf’ &egardir8y s

LDAP) to ascertft JRhNEE il uskitilrC ¢ REAESSchtBilef 1#0 10&ies a policy

decision indicating approval of the TCP session, service controller 120 returns the

SYN segment to PAD 40 as indicated at reference numeral 152. In response to
receipt of SYN message from service controller 120, state machine 140 changes
25 state from idle state 142 to active state 144. PAD 40 forwards the SYN segment
to the receiver specified by the destination address and receives a SYN, ACK
segment from the receiver, as shown at refergnce number 154. The sender
completes the three-way handshake required to open the TCP session by replying
with an ACK message, as depicted at reference numeral 156. PAD 40 passes the
30 ACK message representing the succesé of the handshake to service controller 120,
as shown at reference numeral 158. Receipt of the ACK message notifies service,

controller 120 that the TCP session is open and causes service controller 120 to



Menber ship Query Message is an authorized access router 44. is As shown in
Figure 10B, if policy server 48 determ nes by reference to policy database
46 that t{g HAgs4Menbership Query nessage is from an uni depiidshpezN

unaut hori zed source, policy server 48 returns a policy decision to MSC 120
rejecting the Host Menbership Query. In response rejection of the Query,
MSC 120 drops the Host Menbership Query nessage and wites a a o warning
nmessage into its event log that may indicate a denial -of service directed
toward the net K f|1 aodi ng of . unauthorjzed Host Menpership Query
messages. |f,?2 ﬁ?i]oieﬁanﬁ%ﬁﬂ?c V@I*W%@Léegeweﬁﬁm ol 20rraengads an

. Menber shi p 25;Guefi, @Re: £ bRk eﬁ@éﬁae;s%fh@ﬁ@mess% STV 40Nnfiring | OC,

t he Host Menbership Query is returned to PA D 40, which forwards the Host
Menber shi p Quie\ACK méssagedo tBAD #0t isalsuiistiisated aprefaryncEmuseralié8net wor k

access syste f the revent inventjion s orts . .
" policy- b;Sed%ﬂgﬁq&ﬁ@gﬁ&@ﬁﬁﬁ%}Jgtmef#%%_cgst@g; ?Déjst..he BREENET A Bfer ence
now t ogFi gur egctl@BPdP fassibAeiseshad  effbeh@imindyBr Bwace di agrans of

e:cenplary network access systemsignaling utilized to manage WO 112/ e91
~ PCT/L1S01 /.t-t3~); ~8 sending of nulticast packets to the network. In

t he exanpl es show il.n éb:oth %ft.Fi gggess 10E—&286F a, h]%sterat tcg% CUStOegl‘ér site
sends | P multicast 86?_%8?? 3&%& et 8- § 5?’1[‘? CarAt ﬁ{ufetllcf%fang? p. Wen
PAD 40 recei VRATY $ia FIN gieshage! 16 adspoRal eéceipp of e lFINan¢tesgel PATRA0 8dets

captures the packet after checking to determ ne whether packets having its

mui ti cast addfeBstaamaphiarildfse idlostae I3asshawm atppforepge phasrahd88eBAlhe
first multi ' ; . i
bol + cser ver 19,48 HSa R AR bRt B SHEL Bl OERPaRo At MRfecEl) LTS

whet her the sauherl #6Zlr TssFIN niebeigaubtifieastvipaainablles] 28uthiche 76P t o send

mul ticast packets to the specified nmultjcast ?roui).l OL‘i%JAS shown in, Figure
10F, in respofemesison isdragsive and sauses peryicy seeqlisn 14 Wjodelste they Hel sessiimng of

the nul ticast C: : USE. : i L LLeast, packet
o uni dent 1 SAEaE tEeRsion B8R SRR PAR SERENAN, HITAMEEL GRS o
mul ti cast pacitetestination {iies efthetthnaustomendr rseaivery vanich rempdrids asith adACESs and
i5 wites a Warni ng S e into the event | t hat jndicate a
deni al*5of ser meg@gg@gniﬁ%ﬁ%@esaa%}t{zﬁ. gﬁ? é?“r%“o’g‘ %EGSP‘PM#?MF‘E%EG packet s
onto the netwopk. RG] 66, ThiredfBhsd BQedehft GEURIad AL intessHRC PRITPN from
policy serve\p%%ag%@%vrﬁ%h%@ﬁ%a mu trie%%st pa?:l?g? as shown iti -Isf%gﬁre 10E,
MSC 120 confi dlidelstes thdaté Gndchim Y48cfol thefIiiRwesslomul t i cast packets for this
conbi nation of source and 2 o nulticast address to access router 44 and
returns the first nulticast packet to PAD 40. PAD 40 then forwards the
first nulticast pa@kehrthé iBESRS& fife 74, RAID 406viNalsdsclddelansidise @t
mul ticast packets in the flow directly to access router 44 w thout passing
t hem t20 MSC | s@siomtifithe ingesivite timariforibe d63° ssyiomennyes.« Heregpaisett i nventi on
utilizes poligy-.bas Ci Sl ] 1] PAHAG! "
mul ticast pac %‘f%ﬁlgﬁgﬁg%e]\%ﬁgn @n%@%’gfégg% Eﬁh’gﬁcﬁg%sgzié% pac %gttgasgm%ﬁ

state machine 140 from active state 144 to idle state 142, as illustrated at reference

numeral 170. PAD 40 also reports a timeout error to service controller 120, as
shown at reference numeral 172. In response to receipt of the timeout error

25 message, service controller 120 deletes the TCP session from its active session
table and updates the configuration of PAD 40 to remove the inactivity timer and
other configuration information associated with the TCP session. PAD 40 then
deletes the state machine 140 for the TCP session.

30 PAD 40 also closes an active TCP session in response to receiving a reset
(RST) message from either party to a TCP connection. In response to receipt of

the RST message, PAD 40 transitions state machine 140 from active state 144 to



Wth reference now to Figures 10G 10H, there are illustrated tine-space

di agrans of exenplary network access systemsignaling utilized to nmanage
the - . r@eAhAly@f multicast packets fromthe network. Inphhgeyasd € shown
in Figures s o 10G and 10H, access royter 44 receives |IP nulticast packets
fromthe network and forwards themto PAD 40. In response to receipt of the
first multicast packet, packet header filter 90 of PAD 40 captures the

mul ti cast packet after checking to W-O 112/.1~91~ PCT/ 115111/ ~~395
determ ne whet her a packet having its mnulticast address had previously been
recei ved. Packdle swsedé?, asishewn abrefergnce punsdd8Ph@AD 46 alsophssecastRPRcket to

MSC 120 in ext a rQCessor ich gueries.policy se 48 to
" det ermi ne vvhet'ﬁ‘];egr;’a%ﬁr1tfli—Qt Sgﬁ‘?ec"eongg’ﬁ%w’&f?%v@ %’F%&Eﬁ%?‘@ﬁ&[g@; Ig aut hori zed
to send mul ti cragion@@tbkzebeiptt@fth@ﬁme$sﬁg@dem¢btcbﬁ@cﬁierqwg&ses“ﬁ_emﬂ In
Fiwe 10H, if policy server 48 determnes that receipt of nulticast packets

" is unaut hori zeBessegs baskapPird) 4@ txankaewladge sesqint of BE T ahe smaskssfidateletivack et s

is unidentifi hayr i i ver 48 S C 120 licy io
deci 51 on ] eot T ERBUTR 5¢ Ep SRR RS i e? TP ABG Bn Bftes
rejection of rtheefaptmathindbinel the TOF sepsiok eid foMRGdd B2 RST-fieERge ki \BeA0 to
drop nulticast packets for_this conbination of source and nul ticast address
and wites a Finsgy RE&a e SpsP he event 1og that may indicate
unaut hori zed nul ti cast packets fromthe specified source address attenpting
to flood the sub-network in the custoner zs site. As a result, subsequent
mul ti cast packets dartrdsritd peormhéie efhcientapetationt PADO0 sdueptcedithnollet t i cast
address are dr%ped E%VP D 40., Alternativel as-shown in Firgure 10G if
Hppisve

pol i cy*Server _ er‘%Wﬁﬁth%gfméﬁfégm%%b?m 120
configures PAQ\é’cgrc;iH%lg' PRBWO’?}{I% ; Addme l%yﬂmg%}%%%ﬁﬁégr{v&efcﬁgﬁghgy ng the

sane conbi nation o Urce an | cast address o) cust oner
site. MSC 120 120sbreqeired trsopener TCP sessio. tlh addition Fke 40 balyRAsebGhe Hkdtch

forwards the fjrst | ti cast packet and. subsequent ticast packets to the
cust oner site.é‘i@aFW%F@F}%E&%V{%@?@&WO%%?C BS f 120y Iy appEket s

in the flow ar 1Y 1sPAR: ! TS i
Wi t hout passi nﬁgc%sﬁ{e\)ﬁ%g%s% %Z%I%h%%§%$%£@%%%£ desg(r) %E%gé&ﬁ?e

pr esents i nventtoprollent12@due distribugdst ri but ed net work access system '
architecture. The distributed network access systems o architecture of the
present invention replaces a conventional nonolithic edge routez .with a

progranmabl e accesgndky peferfed¥ntidimenPADRABieeld bllPkb&PaciRd sfd War di ng
functionality, an external Epr ocessor having one or nore service WO
02/ e91. 1 PCT/ |infogmatian #3J:CE gepsigpder Whish servige centeadier 1230 tenfigurdsavaligypl ement

pol i cy-based the t { hat per forns basic
routing. Thi scag’lﬁéé rgél g%se arc R,Eloet?? ’ﬁh‘gﬁﬁggﬁﬁ%ﬁ%%%gss %Eeewg(frﬂa? 08\5@ best
conventg onal raffost TCPkesstonpst Fhisegredtiyt edtees €t requitddutérioryseal abP AD 40
flexibility, extensibil].j interoperability, security, and seryice
pr oc: s: olni % g. for keep%ngI ’HZ% >é‘f.atel ormation (e.g., sta%é variables or}l)acket header filters 80

and 90 and monitors 84 and 92). Also, since there may be a large number of

active TCP sessions, the delete TCP session message given in Table III allows

service controller 120 to decide which TCP sessions will receive value-added

25 service in the event that TCP session state memory is full.

As illustrated in Figure 7B, PAD 40 sends a TCP state memory full
message 186 to service controller 120 through the reporting interface 102 in
response to detecting a TCP state memory full event 184. State memory full event
30 184 may result from depletion either of storage for packet header filter state

variables or of storage for monitor state variables. In response to receipt of TCP



The network access architecture of the present invention achieves superior
scalability as conpared to conventional nonolithic routers by virtue of the
di stribut{nafifiunctionality anmong three |ogical nodul esipeg RhpgizaMBbI €
access to device, an external processgr providing service control, and an
access routes. In particular, by separating the routing performed by the
access routes atomthe functionality inplenmented by the programmabl e access
.device and e.~cternal processor, additional |xaffic and services can be
handl ed wi t houk,, Queld 03dh Beksldle ECESTict BiliRc 1 TPleYorl RALIMG,XT &1 Al
processor nodul'és and’ progzamrabl e’ 15 access devices according to service
_requirenent s aedogushigef Pdéndéhd. In addition, as Internet traffic patterns
continue to change fromlocally concentrated to globally distributed, the
ability to apply service and policy control at the network access point
_Separately fromregj ' ; 2] &80 bkor
forwarding traffi cq{}%&glrusdtbg#g%%{%%ﬁ estt?aﬁistﬁﬁgﬁgf@%%&%}% (:}F:s}?%%blu?eg net wor k
accessssyst emeadizigi4 $€Nunessage 138 Povle 48 passenthe SiYDomesgago topseovireles i mpr oved
flexibility. Such flexihility is a natur oyt.-growth of the ability, of a
servi ce provi Wogﬁﬂizﬁg’é%@qséagedﬁ?gﬁ%@bp%ﬁ ?’ngtfel’lc%ﬁemge%ﬂx{ he
service contr O.ai'ﬂqegfoﬂgé Rﬂ%&b{ bf e QYN HiRGdab® Radvid¥RAHIr61era o checks the
pr ogr ammabl e S ‘access device. For exanple, "the packet header filters of
t he programmaffCe satte eemotpsiates af AAD d0c Shfce e EOP stotedhemonygtatehisgabk et

fl ows based on any arbigr canbi nat i on_ of = SA. DA, TOS/ PT, SP, and
DP, as wel | a§er}‘ﬂi°§ﬁ%‘?tfql&§3%ﬁfeﬂgi§%g et:hﬁrf%rﬁ?éﬁ %IRWA%E 5@%?“%%, and
| GWP. ,l;n addi Bbﬂ—amté B8 AV A106-8d83d TOR seskivus Bak@lbh eome prsmstRvd pelicies) be

programmed by the service controllers of 3 o the external processor to

col lect stati Storesarhple, sarpict comyoltas 180 myi assien egchgaluergddedressyiogsep, PT, SP,
DP, or other f el.ds and to report..on events i :
retransni ssi oRSRH| PRSSTREE S W%V)rggggeeéﬁdﬁg%ﬁo ﬁ%g&gg% nglggéigonty
statistics. TWQelddhs: 4akShardveREdt inHdditiond 8@¥ice dor@oilep2 inay benhiy thes ef ul
application of such nonitoring is tracking statistics for different

| ayer-2, | ayemed TQRgessiondo arerwritg e TCR yessionhaying thelopeest pgiadfur e t hat
active SLAB are i ntai ned throughout the network. This policy-based
approach for b"raﬁg?J’m'ng dynam ¢ SLA support in the network is a nore

flexible solution than the current TDM (Tinme Division |V~ultiple.~ing)
approach to SLAB. The advantage of _extggl arises in 1;,)gaca'use of

i bilit ar,
the servi ce=speci f IEthessr bEY srsiadsdo fc’c"?"r’é1 tgeéf?f%'ée ?:qynetxrl%{%ﬁ;% in the
external processor. 1 [ £d Ge QYN 1Rdsab@NADE résiR] BADNMEd eit her
wi t h dedi cat e&gsg}aornv?e?g&ggﬁﬁ%l}l%g@q%?&%ﬁ\% th gensggi C. coﬁtsr ol lers that each
support ser Vi @eesgadhdthlt adyPhtate informatian firdbsnay¥ TERsesinasand PAR ¥hent at i on,

new services can be introduced.simly b ding n ice cantrollers or
e e S I B3R e S S Bt oL e ¢
not require any,abli&13bideBidee tHah thedHeNITCFRBRIA cas opaariteatiotiier TER ess
router, or other service controllers. Thus, other services ar

nat
di srupt ed dur isegsicrs sswiceicontraber BdksendawPelstectCP ER5sian Sesiags lggrtﬂ’/%é‘@
controllers arg jndependent. pf .th r : i ﬁ:{ng cess
router; the dé@ ﬁf’mﬁ‘% lﬂ&ﬁaggﬁgﬁcggﬂq}%gﬂ °§%§§’§§§§t§&§¥d %%tstl n%P

Services i s NQbsGlaPRBHGH TOP efite SREFS, 26 indit-ppiat edfereycdmmral 194. ech

reat | reduces the tinme and cost for devel opin r radi.n
) 3./ 5 process illustrated in Figure 7A at reference Fr)xumgra_.g 15391%9 is ther performed

to install the new TCP session in the state memory of PAD 40.

Given the exemplary TCP state machine dépicted in Figure 7A, several
examples of TCP signaling will now be described with reference to Figures 7C-
30 7G. Referring first to Figure 7C, exemplary signaling utilized to establish a TCP
session through a network access sysfem in accordance with the present invention

is shown.



services. 20 The extensibility of the present invention is also
attributable to the additional nonitoring functions that may be inpl enented
in the pregy@megl e access device, for exanple, to verifypegri@i/poce to
standards, debug code, and assist fauld diagnosis by saving and reporting
menory dunps and other related z s : ~ information to the service
controllers. Such capability is not integrated into conventional swtches
or routers and is usually achieved only by the addition of external network
nonitoring devices. The enhanced usage nonitoring provided by the present

i nvention enables a service provider to sell network resources (i.e.,
~capaci ty) dynani calslijusthitdde tedpenl a TORfKessiunng cliont 8pplscatidin fisst rrstesoan y

i nproves 3 0 network q%%%%z tion ut al so aytomates.tr.aff,ic engineering,

b
whi ch r educe§PefeaRpRan ‘P@ﬁtt_h%i?ﬁé?féoéét.a‘:k B° 7pplicagen degies 78050y
. [=-4395 52 Aicgﬂﬁ&goﬁﬁpy ervhl W a Pé&iﬁb&’géﬁgn@ﬁi WM dss REE e s H&deSimPh t he
present invention distributes network access functlonqﬁlty anong a
pr ogr amnabl evebgragss Thevi CR ageamn actht etioasitp thenessksols apigitialgieagenser vi ce
control, and an acg ecause these differ.ent co

S rquter. s
communi cat e @P@%Sﬁﬁa%ﬁlﬁ@é@m{? @Fﬁf%’?c&ﬁ%ﬁlﬂgﬁ%&rﬁ? not dependent
upon all the hardued &elct0lcheHs nﬁQiEEQWﬁE:&hbsmségﬁiéﬁi Qpioes, Pucikdie sane
s

vendor. The preseRt 1nvention al so provi des enhance ecurity_agaj nst theft
of services aeadendiltan8kiraPABc4sdetsats, besedmpon the specifind destimption Breddiess nay be

io maintained in a secur iL,ran t i avi (Yo I
functions of apﬂé’o’ﬁl"’ﬂﬁﬁ%ﬁﬁ&é}%ﬂ% 8’3(:%& ’%ﬁggﬁseﬁgéﬁg,‘g%&é%eug{\t/]ig%oannent.
I'n adgj tion, ﬁﬁﬁ‘:‘ﬁ-icﬁﬁcai‘%téd&h&cé‘fl@'f’osfeﬂ@idwedo@diﬁ@lly, packed -t filrtr@Qr at ed

into e external processor so that sessions to confjgure the Opr @éémbl e
access devi ceafsesthel YN ddgmentds anerrommeras sarvise peritadier B¢ hid pé) ssors

(as well as qther unaut hori co j i v nj he packet
header fil terltzgfrestpﬁﬁgsp‘}ogg? §ﬁ£%qgg@§g§%§§érg@g?pg lel%?e{ %rg{%’ Ecg%ﬁgdﬁgfg’ssed into
t he networKk. u‘{ﬁmr@qugpirw{_i on al so has enhanced servi ce: provi si oni ng.
Since the programrmabl e access device intercepts network, transport and
application | evel 20 nessages, thereby enabling the identification of
applications and ers i fp¢ention
can. ®3tablish ap 6%%3%%&%&?%8‘2@%?&8@%%@% @%oﬁ%ﬁiﬁlﬁgﬁﬁgw dth to
data flows ofexdfigle, #fanin KDAPOABPROVE messapd, ECSE)/12Mmetuund thg SROVFegamaita LAN

subnet bandwi dt h  manager (SBlLI~, a.custo applicati : i ded

wi th guar ant éedAaABwi @(%’?&9 48rrFGﬁ1Y?VE’%g§£\_{§9E’5ﬁﬁt @M@z(ﬁ?@aénd wi de

area networ ks%&{wﬂ%?h&@nfé? stald 162 diold Sldestslit@tacRReRh@ 194S PATRA0 gl i cat i ons
W )

to reserve ba performadm ssion control, and prioritize traffic
streans basedsenfothe SHAV sedthentdetvnstréant tythe istryercpecibed gethe SHMeERBE- only by
t he service provider but also by custoners. Thus, custoner applications can
intera@t with service provider network resources to dynamcally 3 o

provi si on servi cesyapf ti YO cRReR is¢edeivet st thelsbrvar, ghiodeprer @R agdntt y  of
service. This network-based provisioning invoked (gy policy _contraol replaces
ti meconsum ngpizksiareinitial sequsnes B8Bberd(Aeq B thisirag gn éff?délats@ﬁ%ﬂ?m

provi si oni ng, V1~' Q 02/,~791~.P ~~ = KBoci t he
intensity and®QHELG 393 ?le%t?%mﬁ%ﬁéﬁ%%%ﬁ#%?%hﬁgfwPP cent rTi‘I% cust oner
appl i cati ons. ACK message specifies that the first data byte sent by the client should be '

25 numbered 801. It should be noted that while the SYN and ACK messages sent by

the server are forwarded by PAD 40 to the customer application, these messages

need not be forwarded to ECSC 120.

When the TCP agent at the client receives the SYN/ACK message, the
30 TCP agent returns an ACK message of 401, meaning that the first data byte sent |
by the server should be numbered 401. This ACK message is passed by PAD 40
to ECSC 120 to notify ECSC 120 that the three-way handshake is successful and



Even with the above advantages, the distributed network access systems
architecture of the present invention can provide a cost-effective network
sol ution. wgiramMydy, the trend is for service providers t@cﬁﬂ%'ﬂu”]%‘)?
"intelligent” and therefore nore expegsive devices to the edge oi“ their
net wor k desi gns. However, this design requires custonmers to purchase
intelligent and therefore expensive CPEs (Custoner Prem ses Equipnment). In
contrast, the distributed network access systemarchitecture ~.o of the

present i nvenhk QEPSIRoH issopes! EUSCE1 theexdesthe TEPRARTon i thacivebl es
custoners to purchase sufficient intelligence to provide_service delivery

_ Wi thout unduesessipietable angonggetse Pdy dh il owsdeumber @i EeP ar 1y shown and

described with is . referen to. a i r i@qstc' '

under st ood byreF%éﬁélSsz‘%iﬁ Z{ngiaa%gﬁc’pt age %%‘ﬁ{ﬁﬁéﬁg Vari og’s C anbieésm%%gga and

. detail may bempRegpbinee Gi!lﬂoma&mﬁwkeﬁ%laﬁfntgmofﬂii@fﬂﬁﬂmﬁmﬁsil&igﬂpﬁloﬁiq,ope of
the invention. For exanple, alt ough aspects ofmshe .present in&e_nti on have
been descri beBCHE120thaperimy GeAehspement 18 yALAD.iessnds therthar e t hat
directs the fu tehff?)sthgfdesttﬁg @:{ §erfdio ﬁgtthé)féc ib&rﬁgqgé@C?%eéé%}FfsStOOd ao
t hat present TRvVEntion nay At erRati Ve y Dbe |rrp?errente as a program ,
product for uggnwQiteahdaistonuraCESBiagentsnfotrastherliegr applicationi thatie TRP
functions of the present invention can be delivered tp dat rocessing
system vi a a YRBREERAR isoPeR.dharient and syversan FW&WEW@%&EP&“%\? ﬁlﬁ ut
limtation, n éi[)gwritable storage nedia (e.g., CDRAVi], rewitable

st orage nedi a&?e g., a floppy diskette or hard disk drive), and 2s ,
comuRpcati on nedia, such as digital and anal og networks. It should be

under stood, therefgQre, that such signal-hearing, nedi when carrying or
encodi ng conput er %ﬁh@%ﬁr@qeﬁ‘&“ﬁ? ’gﬂﬁ% htilf:redgflgﬁffte?ﬁmeﬁ?@f? gﬁérag? t he
present invenj é'"&?ﬁB I t isiRRLse ©fclédeq TCesent

i nvention. %{C’){Pl}uf% g§~9‘1~_ Ig‘ /ﬂLeJ%F /a'cz{:%gggﬁé}g S{%atlﬁgl S ccl ainmed is: CLAIMS i

1. An ext er natoqmecttmsincccémiance widh theriressotimyentiops t Whiltheithen gidg:op e d§rBinmabl e
2 access device, said external. processor ri.sing.,. 3 .a service controller
t hat provi desc%ﬁneF%?andﬂﬁm?e‘ik@?@é‘e?tlﬂn qm%sppéﬂﬁec?xa?pge %m&@s@age

procesgor t haj;h-eeDs 8RSsehRl WPplkcalBa $AESSs E18kurs OF HeCRCIPSRsieadyng by the
service controller; and a a progranmabl e access device controller_that

prograns an aEstuetatgits TOPpgenjrtanieadthe ceonestiond decedingly, teassres TePser vi ce

control l er processing. dn2. The external C L Wil sethgg €i n the
external pr ch%@gPeqcﬁ&I{mgsseggegt, B%ngt%e[)@?enggﬁﬂélfcg@ctn(:%@(ﬂl ll%ger: s i ncl uding
saidl first seprC@atEOM FeBpdiRE to Ydeeipe bNFBacdyntdnt, P A M rgsktsrthe TCP stdte ser vi ce

controllers inplements a respective one of a pluraljt f servic i 3.
The external prackias forrthecomestion to idigngate 142 aRd Paises he ¥{1§ SW%F@£Z§6

contral lers 2.54i ' - We¥H a
part1 &l ar st aPcEC ey SapelEh by ARRAE HOCP KeSEh P RN R Rab
secondary ser gyad By cOmfigueingRAD MO d@p markihg packets for this TCP session and to

remove the session’s inactivity timer and retransmission settings. PAD 40 also

forwards FIN segment to the client, which acknowledges receipt of the FIN
segment with an ACK that is passed to the server by PAD 40. The client

25 application then commands its TCP agent to close the session. The client’s TCP
agent therefore sends a FIN message to the server’s TCP agent via PAD 40. The
server’s TCP agent responds to the client’s FIN message with an ACK that
indicates to PAD 40 that the three-way handshake to close the TCP session is
suceessful. PAD 40 accordingly deletes the state machine for the TCP session and

30 forwards the ACK message to the client. Meanwhile, the server’s TCP agent

notifies the server application that the connection is closed.



4 particular service to said programmabl e access device if said primary
service s controller fails. i 4. The external processor of Claim?2, wherein
sai d pl urdld dyss8fy service controllers 2 includes a second P%%r bESi395
controller in communication with said;first service 3 controller such that
a network nessage can be serviced by both of said first service W O
112/~~ 11 ~ PCT/I'l S(1 1 /-4-13"); ;; controller and said second service
controller. i 5. The external processor of Claim?, wherein the e:cternal
processor is couplRefegidgondv 1 Pigake VR, titrefs Qsanedhltenagressiagam ce, and
wherein at |east one of the plurality 3 of service controllers perforns
servi ce procebewing ¢W91@§§1egﬁ%rk agFqss gYsteym FENAINg B aceqrdgice pritjhamabl e

"~ access devices, i.,6. TF X f ' : in the service
controller i ﬁé?ﬁﬁggvgnﬁr(gnaﬁls& é);ﬁg % H’;%‘%ﬁ?%gﬁg pélllg %@bﬁ}netjdoT%w%SglP P'l éég flow

. handl ed by t hanpecgémbyeihpartaes Figere T Figilre Tahepioesssas identiedagor of
Claim1, wherein the service controller supports_a servjce, policy

i nterface t hrustigRapriBhatHEch BONSYSSTEH A8 FeShng A BOLEYSSEISIOR Weci si ons
froma polic -Aahwi al ' el n the
extornal - pr oieSo ol dehy g ITPCP SERIACIPOREPSEYELS By BB L FoPRSEy

pol i ci es obt afonexhrhple) bdeauseche agtweek laeks suffieiest. reSueces x¢ suppatt the ocessor of

Claim 1, and further_conprising a reportjng 2 progessor, that provides an

i nterface t hris@gstashl €h sessiaBRihersye &Féﬁu‘ﬁn&@éé‘gw&s?mwﬂ@@&ﬂﬁs@&r amabl e
devi g ' o ' . ) 10 " |

access devi caybs pROMIPLGALENA Briile IALNALSRNITA] PEP syl EEGE ext erna

processor of urther conpri a signaling 2 controller that
transgpts si gipalissues aceset (RBMesegatentiokl ATd dayvahieh sendsitioREE seghemwsr k 3

connecti ons. WO 02/ - .t PCT/L1S011~=39; ,:C,.11, ext ernal processor
of daim 10, WP@P&O%&%&%&@ gﬁégﬁfy ‘é{gﬁ%@Fi‘:{lﬁ“toﬂTQgP%?“éé‘%wi’?i € The
external pr Ocﬁ?gégxﬁgntg.h%}cﬁk&v’s PRIl abbRs 881s¥dsidh. APsHIUR] beSrhot&PMRE | Ses 2

sessi on managenent” neans for causing the progranmmabl e access device
control | er tcbedaysesP4NaA0 ddee npt wgeiseraliMNesegoeatEomdii3e 126, B 48 dees si on

recei ving enhanced service. .i. 13. T xternal processor of Caim1l2,

wherein the s%@scf??ﬁe?é@{ﬁ’i‘}f“’rmmeﬁﬁmhggﬁies.ﬂ??' service is a Transport Control

Pr ot oggl (TCP) session, and wherein the session managenent means conprises
or

means causing the programmbl e access device 4 controller tg signal the
progr ammabl e accesWitereferencenayetocFigurhdr, tinpe dcillyptarieds Hme-spacedip@aBonse t o

a session activity level.. i 14 .Th =t | . Ckapria. I,
wherein the SW’X%%WIF’%'I ?%Wog"o??%ﬁ%§¥sstg[gr}g@8§£n§ gﬁgﬁg%wg%ﬁqge; i/?ce
control l er. zekansmidsiofxi@rdeadctddl QeLEEIte Piprdcladdd)TICP sehwivrei aie hdrenalyr vi ce

controller conprises an 2 e-comrerce service controller. )
closed through a proper disconnect, as illustrated in Figure 7D. However, in the

20 event of a network or server failure, the TCP session will timeout in the host and a
normal disconnect will not occur. Accordingly, some mechanism must be

implemented to update ECSC 120 and PAD 40 when the TCP session

disconnects.

25 In the example shown in Figure 7F, the route between the customer and
the server is disrupted by failure of a network link or node. This failure causes the
TCP agent and the client to re-transmit the data until a threshold number of
retransmissions is reached. The client’s TCP agent then aborts the TCP
connection. Subsequently, the inactivity timer for the TCP session in PAD 40

30 expires. In résponse to expiration of the inactivity timer, PAD 40 updates state
machine 140 of the TCP session to idle state 142 and reports the TCP session |
timeout error to ECSC 120, ECSC 120 responds to the report of the timeout error



i 16. The external processor of Claim1, wherein the service controller

conprises an 2 . Internet protocol telephony service controller. i 17. ~
The exter @@ p2psegessor of Caim 1, wherein the service copphflshBhysgonpri ses
a 2 reserved bandw dth service controig er. i 21234567 a91Qmil2

i 231 2345s WO 112/a-491 ~ PCT/LI S111 /-4395 S7 18. The external
processor of Claim1l, wherein the service controller conprises a nmulticast
service controller. 19. A nmethod of providing service to sel ected nessages

with an ext er naby feletiestheT(MseasioR 0BT Ks R SEssENShBTRAGMsRE:12 PRITPYS fRbI e
access device, said nmethod conprising: receiving a network nessage at the

“external proces¥8P MargRe thepaskeyiuhabCl sastasandde delste the eorfigunitivg foer vi ce
processing inr trpeﬂﬂ K ssage, With,a servi ontroller of
t he external pr%%gg(gg;g?stsgﬁld pr ogp\éﬂi%%dﬁg%%%%?@d?%?ﬁ%ﬁé%é@i?s%ﬁ ce.in
. accordance with the service processing. 20. The nethod of C aim 19, wherein

performng service p essing conprises performng each of a plurality of
services®in response{xgg1 rsErsnsenowes Figere Ur ttherg iy g@p@@iihme@pacaﬂiagtam

plurality of semvice: e nethod of Cl.aim wherein the
plurality of Se@%g@%ﬁ%@g}ﬁbémio%% (ﬁcggsssyggpnﬁ%ﬁlgﬁd"hfgé afSSI9Br vi ce
control |l ers forpatigipattireqiests anebmipt elossnfie T&Pkepitn.aAs fiNs@ite$ Vi ces, and

wherein the nethod further conprises: in response to failure of
conmmuni cat i on v#RPHCBAT, WaiGhRY ssasef e sepier ppplication, signslaiad apaupt closé by

cont ol er.  \erEa ] PR ELARERA Pud gl A h M BR BB sRSeim 20
wher ei niper f or ninmgbes@f véasensp frerRambRYLEANTY the 8FplZafied Hvished RkbartRheir al ity of

services in response.to a single netwrk nessage utilizing a plurality of
servi ce cont r ol 08AECHoR o5 Pecapse theek () agent hey datepiere sapious eormmunisaton er nal

rocessor is c j f_rogr C devi nd
Phererin the nevoRth b Aofoftefetliidd Brelolf AR ARKTE s pal
plurality of sedlvics@s terfCDbthermachier f40rfot thg session ©ddIe sptOP2SHidhsiar | ess
than all of sai lurality of § bl e access .devices. i 24. The net hod
of Caim 19, ?&Sﬂlsﬁé’l’lf%?tﬁﬁ@g(gg?@i SERAFED SSTRYPT AP BES seementeBESRg a
packet idito a (fadicferdd YT UAG0h Bgor iRCacBVO U BBHRMICREGHTRUAS WAGG 40! 25

The nethod of C aim 19, whereln performng service processing conprises 2
requesting a pdbistop darking mackéts dmthisJEIR sagsiser PAD. 40 then deletes the TCP state

machine 140 for the session and forwards the RST segment to the client. The

client then closes the TCP session upon receipt of the RST segment.

20 Connectionless Transport Examples Using UDP Reporting Function

With reference now to Figures 8A-8C, there are depicted three examples
of network access system signaling for connectionless transport protocols. In each

example, the Unreliable Datagram Protocol (UDP) is employed.

25 Referring first to Figure 84, there is depicted a time-space diagram of
network access system signaling in which UDP is utilized as the transport for
voice data of an IP telephony session. In the example illustrated in Figure 84, a
- customer has ordered guaranteed service for his IP telephony (IPTEL) calls, but
" has a client that does not support the use of RSVP to reserve guaranteed service
30 for the IPTEL calls. Nevertheless, the customer is able to obtain guaranteed

service for an IPTEL call through the exchange of messages detailed below.



1 26. The nmethod of O aim 25, and further conprising selectively caching,
in a2 ~ policy cache of the external processor, policies obtained fromthe
policy segNffy4491427. The nethod of Caim 19, and further GefaAlSHPhRgs 2 3 '
receiving a reporting nessage $omt hesgprogranmabl e access device; and 4 s
perform ng service processing wwth the service controller in response to
the s reporting nessage. WO 112/.1.191 PCTIIISIT1/~13!')5 s 28. The

met hod of Claimi 9, and further conprising signaling network hardware 2
fromthe external processor to provide a network connection. x 29. The

met hod of O ai m 28, ThA@resiess bigimaviieny srstomnsriat terasener sienpvblsss dient

specifying a qual;ity o ervic r the.networ k connection. 30. The nethod
" of Claim 19, rl}eﬁaﬁo%iror 8??1‘?91]3) ’@g'r Vﬂﬁlcgn’ﬁrcal@%t. app Qatﬁf“ct_g?ﬁ)?l?@é‘% apugygfal i ng
the progr ammbtj@rap@xeﬁ@nﬁ@yba%ffaoai%&% rEQSaLAN fof G6icY bd BRYARGEH. The

.service. i 3l . The nethod of C aim 30, wherein the session receiving
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session mactlwty timer can expire for a number of reasons including failure of a

network link or node, in the example illustrated in Figure 8C, the timeout event is

25 caused by the customer application at the customer site concluding a call and
ceasing transmission of voice traffic. Sometime later, when the UDP session
inactivity timer expires, PAD 40 detects the timeout event and reports it to
IPTELSC 120. IPTELSC 120 responds by initiating appropriate signaling to
release the SVC or LSPs for the IPTEL call, and the release is confirmed by a

30 message to IPTELSC 120. IPTELSC 120 also invokes the pathtear message to |
explicitly tear down the QoS path for the IPTEL call. As this message is passed
from PAD 40 through the network, the pathtear message removes installed RSVP
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5 Application-Level Examples Using SIP Signaling

Referring now to Figures 9A-9E, there are illusﬁated a number of time-
space diagi'ams showing application-level SIP signaling in a network access
system in accordance with the present invention. Referring first to Figure 9A, an
example of SIP call establishment is shown. In the illustrated examrle, a caller at

10 the customer site issues a SIP INVITE request to the callee in the network, for
example, to invite the callee to participate in 2 multimedia conference call. When
PAD 40 detects the invite request by the UDP or TCP port range assigned to SIP,
PAD 40 passes the INVITE request to a Conference Call Service Conﬁoﬂer
(CCSC) 120. CCSC 120 then queries policy server 48 (e.g., utilizing an LDAP

15 request) regarding whether the requested capability is approved for the customer.
Importantly, to reduce the number of message exchanged between CCSC 120 and
policy server 48, CCSC 120 preferably sets a flag in the query to request that

-policy server 48 dump lthe policy lookups for the SIP request into policy caché

130 of CCSC 120. In this manner, CCSC 120 can thereafter make policy

20 decisions by reference to the cached policies and avoid unnecessary queries of

policy server 48.

Assuming that policy server 48 approves the SIP session, policy server 48
sends CCSC 120 a policy decision indicating approval of the SIP session and
25 dumps the policy rules for SIP calling into policy cache 130 of CCSC 120. In
response to receipt of approval of the SIP session, CCSC 120 returns the INVITE
message to PAD 40, which forwards the INVITE request toward the callee.

In response to receipt of the INVITE request, the callee returns a SIP 200

50 OK message to PAD 40, thereby indicating acknowledgement of the call without

change in the specified SIP capability. Because there is no change in the SIP.
capability, PAD 40 forwards the SIP 200 OK message directly to the caller and
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passes to CCSC 120 to inform it of successful establishment of the SIP session.
CCSC 120 then queries its policy cache 130 to approve the final capability set of
5 the SIP call. CCSC 120 also adds the SIP session into its active session table and
configures PAD 40 with an inactivity timer and other parameters to facilitate the
SIP call. CCSC 120 then returns the ACK request to PAD 40, which in turns

sends the ACK to the callee to complete SIP call establishment.

10 To obtain better performance, it is desirable to minimize message passing
from PAD 40 to CCSC 120 and from CCSC 120 to policy sever 48. As discussed
above, caching policy rules at CCSC 120 greatly reduces the number of required
ﬁolicy queries. Message passing from PAD 40 to CCSC 120 is preferably also
reduced through implementation of a SIP state machine at PAD 40 that passes SIP

15 messages to CCSC 120 only to establish, terminate, or change the capability set of

a SIP session.

With reference now to Figure 9B, a time-space diagram is shown that .
illustrates exemplary network access system signaling for SIP call termination. In
20 a multi-party SIP conference call, each party can only drop himself from the call,
and the call is terminated after the last party leaves the call. In contrast, in a two-
party SIP call, such as illustrated in Figure 9B, either the callee or the caller can
terminate the call. As shown in Figure 9B, the caller at the customer site initiates ‘
call termination by sending a BYE request, which PAD 40 passes to CCSC 120.
25 | CCSC 120 responds to the BYE request by deleting the SIP session from its active
session table and by cleaning its policy cache 130 of policy rules pertaining to the
SIP session. CCSC 120 then configures PAD 40 to prevent PAD 40 from passing
subsequent SIP messages from the SIP call to CCSC 120 and to delete the entire
configuration for the SIP call. CCSC 120 also sends the BYE request to PAD 40,
30 which forwards the BYE request to the callee. In response to receipt of the BYE
request, the callee acknowledges the end of the SIP call by sending a SIP 200 OK
message, which PAD 40 forwards to the caller without passing to CCSC 120.
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Referring now to Figure 9C, there is illustrated a time-space diagram
showing exemplary network access system signaling to end a SIP call that has
exceeded the allowed duration. In the depicted example, termination of a SIP call
is triggered by CCSC 120 detecting that the SIP call has exceeded the allowed
duration specified by the session’s ExpireTimer. The callee then issues a BYE
request to terminate the call. In response to receipt of the BYE request, PAD 40
passes the BYE request to CCSC 120, which CCSC 120 deletgs the SIP session
from its active session table and removes associated policies «n its policy cache
130. CCSC 120 then configures PAD 40 to prevent PAD 40 from passing to
CCSC 120 subsequent STP messages in the SIP call and commands PAD 40 to
delete the entire configuration for the SIP call. CCSC 120 then issues a BYE
request to PAD 40, which forwards the BYE request to both the caller and the
callee. The caller and the callee then acknowledge the end of the SIP session via a

SIP 200 OK message.

Figure 9D illustrates a third call termination example in which neither
party to a call requesté termination, but instead, both parties simply drop the SIP
session. In the absence of activity in the SIP session, the inactivity timer in PAD
40 for the SIP call éxpires. PAD 40 then reports a timeout to CCSC 120, which
deletes the SfP session from its active session table and removes associated
policies from its policy cache 130.. CCSC 120 then commands PAD 40 to delete
the entire configuration for the SIP call.

Referring now to Figure 9E, there is depicted a time-space diagram
showing exemplary network access system signaling during negotiation of SIP
call capability requirements between a caller and a callee. As described above -
with respect to Figure 9A, a SIP call is initiated by a customer application at the

_ customer site issuing a SIP INVITE request. This INVITE request is captured by
PAD 40 and passed to CCSC 120, which queries policy server 48. Policy server
48 responds with approval of the SIP call and a download of the policy rules for .
this SIP session (as requested in the policy query). CCSC 120 then returns the
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INVITE request to PAD 40, which forwards it to the callee.

However, in contrast to the example illustrated in Figure 9A, the callee
does not respond with a SIP 200 OK message confirming the SIP call. Instead,

5 the callee responds with a SIP 606 NOT ACCEPTABLE message indicating that
the requested call bandwidth is higher than that which can be supported by the
access link of the callee and that only a 56 Kbps connection is available. As
requested by the INVITE request, the callee response further indicates a set of
media encodings, for example, that only PCM (pulse code modulation) or linear

10 predictive coding (LPC) audio can be supported (in that order of preference). In
response to receipt of the SIP 606 NOT ACCEPTABLE message, PAD 40 passes
the message to CCSC 120, which queries its Iocél policy cache 130 and approves
the new capabilities set. CCSC 120 then sends the SIP 606 NOT ACCEPTABLE
message back to PAD 40, which passes the message to the caller.

15 _

When the caller receives the SIP 606 NOT ACCEPTABLE response, the
caller adjusts the call capability requirements and issues another INVITE req‘uest.
specifying a 56 Kbps baildwidth, LPC audio encoding and an ExpireTimer of 120
minutes. As before, the new INVITE request is passed to CCSC 120 by PAD 40.

20 CCSC 120 then queries its local policy cache 130 and limits the call duration to
100 minutes according to resource availability. CCSC 120 then returns the
INVITE request with an ExpireTimer of 100 minutes to PAD 40, which sends the
INVITE request to the callee. '

25 In response to receipt of this second INVITE request, the callee determines
that it is able to support of all the call requirements including a call duration of
100 minutes. Accordingly, the callee responds with a SIP 200 OK message

" having an ExpireTimer set to 100 minutes. In response to receipt of the SIP OK

response, PAD 40 sends the response to CCSC 120, which checks the SIP

30 capability set carried in the SIP OK response by reference to its policy cache 130
and approves it. CCSC 120 then sends the SIP OK response to PAD 40; Which _
forwards the SIP OK response to the caller. When the caller receives the SIP OK
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response, the caller modifies its ExpireTimer to 100 minutes and acknowledges
the SIP OK response via an ACK request. PAD 40 passes the ACK response to
CCSC 120, which approves the final SIP capability set carried in the ACK
response. Following this approval, CCSC 120 configures PAD 40 with an

5 inactivity timer and other parameters to facilitate the SIP call. CCSC 120 also
returns the ACK message to PAD 40, which forwards the ACK message to the
callee. Upon receipt of the ACK response by the callee, the SIP call is
successfully established. |

10 TP Multicast Examples

As implemented in current networks, IP multicast, that is, the delivery of
packets to two or more receivers, employs an “open group” model of -
communication. According to the open group model, sources need onI'y know a
multicast address to which to send packets, but do not need to know the

15 ‘membership of a “group” participating in a multicast session and or to belong to
the multicast group to which they are sending multicast packets. Moreover, there
is no centralized group management entity with which group members need to
register, synchronize, or negotiate, meaning that multicast group members can
.join or leave a multicast group at will.

20

Although the current open group model of multicast communication does
not permit management or control of multicast communication, management and
control of multicast group membership is important to both senders and receivers.

For senders, it is important that only authorized sources are available to send

25 packets to a multicast group. For example, content providers often wish to protect
their exclusivity as the only source of data to a multicast group and desire to avoid
denial-of-service attacks due to flooding by unauthorized sources. It is likewise
important for the set of receivers in a multicast group to be controlled to restrict
reception of packets to parties authorized by the sources. As an example, sources

30 desire to restrict the receivers capable of receiving video distribution and video
conferencing multicast packets. It view of the shortcomings in the conventional

IP Multicast open group model outlined above, the network access system
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multicast group (which may be a new multicast group) by sending an Internet
Group Multicast Protocol (IGMP) Join-Group Report Message to access router 44

10 through PAD 40. Packet header filter 80 of PAD 40, which is configured to
capture IGMP messages by examining protocol type (PT = 2), forwards the Join-
Group Report Message to a Multicast Service Controller (MSC) 120 in external
processor 42. In response to receipt of a Join-Group Report Message, MSC 120
queries policy server 48 via SPI 56, which in this case employs LDAP. Policy

15 server 48 responds to the query by searching policy database 46 to determine if
the host’s IP address belongs to the eligible membefship list for the multicast

group.

As shown in Figure 10B, if policy server 48 determines that the host is not
20 eligible to join the multicast group, policy server 48 returns a policy decision to
MSC 120 rejecting the Join-Group request. MSC 120 responds to rejection of the
request by dropping the Join-Group Message that prevents the unauthorized host
from registering a new multicast group in access router 44. MSC 120 may also
write the unauthorized attempt into an event log for use in detecting fraud

25 attempts or denial of service attacks.

Alternatively, if policy server 48 approves the host’s request to join the
specified multicast-group, as shown-in-Figure-10A;policy-server 48 sendsa =
policy decision indicating approval to MSC 120, which returns the Join-Group

30 Report Message to PAD 40. PAD 40 then forwards the Join-Group Report
message to access router 44. If the host is the first member of the multicast group

on the network, access router 44 adds the multicast group reported in the Join-
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5 diagram illustrating exemplary network access system signaling that is utilized to
manage host membership queries seeking to determine the membership of a
multicast group. In the example shown in Figure 10C, PAD 40 receives an IGMP
Host Membership Query message originating in the network from access router
44. Packet header filter 80 captures this IGMP message based v3~ 1ts port

10 number and passes the Host Membership Query message to MbL _20 in exiernmal
processor 42. MSC 120 then queries policy server 48 via SPI 56 (which in this
example employs LDAP) to ascertain whether the source address of the Host

Membership Query Message is an authorized access router 44.

15 As shown in Figure 10B, if policy server 48 determines by reference to
policy database 46 that the Host Membership Query message is from an .
unidentified or unauthorized source, policy server 48 returns a policy decision to
MSC 120 rejecting the Host Membership Query. In response rejection of the
Query, MSC 120 drops the Host Membership Query message and writes a

20 warning message into its event loé that may indicate a denial-of-service directed
toward the network by flooding of unauthorized Host Membership Query

messages.

If, on the other hand, policy server 48 approves the Host Membership
25 Query and so indicates to MSC 120, as shown in Figure 10C, the Host
Membership Query is returned to PAD 40, which forwards the Host Membership
Query to the hosts in the customer site. Thus, the network access system of the
. prevent invention supports policy-based-management-of Host Membership ™ ~
Queries.
30
With reference now to Figures 10E-10F, there are depicted time-space

diagrams of exemplary network access system signaling utilized to manage
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packet header filter 80 captures the packet after checking to determine whether
5 packets having its multicast address had previously been received. PAD 40 then
passes the first multicast packet to MSC 120 in external processor 42. MSC 120
queries policy server 48 via SPI 56 (which in this case employs LDAP) to
determine whether the source address of the multicast packet is authorized to send
multicast packets to the specified multicast group.
10
As shown in Figure 10F, in response to receipt of a policy decision
rejecting the sending of the multicast packet (e.g., because the source sending the
multicast packet is unidentified or unaunthorized), MSC 120 conﬁgurés PAD 40 to0
drop multicast packets for this combination of source and multicast address aﬁd |
15 | writes a warning message'into the event log that may indicate a denial-of-service
attempt by a particular source flooding multicast packets onto the network.
Alternatively, if MSC 120 receives a policy decision from policy server 48
approving the multicast packet as shown in Figure 10E, MSC 120 conﬁgurés,
PAD 40 to directly forward multicast packets for this combination of source and
20 multicast address to access router 44 and returns the first multicast packet to PAD
40. PAD 40 then forwards the first multicast packet to access router 44 and
forwards all subsequent multicast packets in the flow directly to access router 44
without passing them to MSC 120. Thus, the network access system of the
present invention utilizes policy-based decisions to permit ingress of authorized

25 multicast packets and prevent ingress of unauthorized packets.

With reference now to Figures 10G-10H, there are illustrated time-space
diagrams of exemplary network access system signaling utilized to manage the
receipt of multicast packets from the network. In the example shown in Figures

30 10G and 10H, access router 44 receives IP multicast packets from the network
and forwards them to PAD 40. In response to receipt of the first multicast packet,
packet header filter 90 of PAD 40 captures the multicast packet after checking to
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determine whether a packet having its multicast address had previously been
received. Packet header filter 90 then passes the first multicast packet to MSC
120 in external processor 42, which queries policy server 48 to determine whether
the source address of the multicast address is authorized to send multicast packets

5 to the specified multicast group.

As shown in Figure 10H, if policy server 48 determines that receipt of
multicast packets is unauthorized, for example, because the source of the multicast
packets is unidentified or unauthorized, policy server 48 sends MSC 120 a policy

10 decision rejecting receipt of the multicast packet. In response to rejecfion of
receipt of the multicast packet, MSC 120 configures PAD 48 to drop multicast
packets for this combination of source and multicast address and writes a warning
message into the event log that may indicate unauthorized multicast packets from
the specified source address attempting to flood the sub-network in the customer

15 site. As a result, subsequent multicast packets containing the same combination of

source and multicast address are dropped by PAD 40.

Alternatively, as shown in Figure 10G, if policy server 48 approves -

receipt of the multicast packet, MSC 120 configures PAD 40 to directly forward
20 subsequent packets containing the same combination of source and multicast

address directly to the customer site. MSC 120 also returns the first multicast

packet to PAD 40, which forwards the first multicast packet and subsequent

multicast packets to the customer site. As illustrated in Figure 10H, subsequent

multicast p'ac':kets in the flow are forwarded by PAD 40 directly to the customer
25 site without passing them to MSC 120.

Conclusion
As has been described, the present invention introduces a distributed
network access system architecture. The distributed network access system
30 architecture of the present invention replaces a conventional monolithic edge
router with a programmable access device containing at least filtering and

forwarding functionality, an external processor having one or more service-
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specific service controllers that implement policy-based control of the PAD, and
an access router that performs basic routing. This distributed architecture has
numerous beneflis over conventional monolithic router architectures, including
scalability, flexibility, extensibility, interoperability, security, and service

5 provisioning.

The network access architecture of the present invention achieves superior
scalability as compared to conventional monolithic routers by virtue of the
distribution of functionality among three logical modules: a programmable access

10 device, an external processor providing service control, and an access router. In
particular, by separating the routing performed by the access router from the
functionality implemented by the programmable access device and external

_ processor, additional traffic and services can be handled without overlbading the
access router simply by adding external processor modules and programmable

15 access devices according to service requirements and customer demand. In
addition, as Internet traffic patterns continue to change from locally concentrated
to globally distributed, the ability to apply service and policy control at the |
network access point separately from regional routing provides a more scalable
design for forwarding traffic toward distant destinations.

20

The distributed network access system architecture of the present invention
also provides improved flexibility. Such flexibility is a natural outgrowth of the
ability of a service provider and/or customer to implement policies that govern the
service control and programmability of functional modules of the programmable

25 access device. For example, the packet header filters of the programmable access
device can be configured to distinguish packet flows based on any arbitrary
combination of SA, DA, TOS/DSCP, PT, SP, and DP, as well as higher-layer
protocol information, such as TCP, SIP, and IGMP. In addition, the monitors of
the programmable access device can be programmed by the service controllers of

30 the external processor to collect statistics for arbitrary combinations of SA, DA, '
TOS/DSCP, PT, SP, DP, or other fields and to report on events (e.g., excessive
TCP retransmissions and RTP/UDP inactivity) based upon the collected statistics.
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One particularly useful application of such monitoring is tracking statistics for
different layer-2, layer-3, layer-4 and higher layer traffic types to ensure that active
SLAs are maintained throughout the network. This policy-based approach for
providing dynamic SLA support in the network is a more flexible solution than the
5 current TDM (Time Division Multiplexing) approach to SLAs.

The advantage of extensibility arises in part because of the service-specific
control provided by the service controllers in the external processor. Such service-
specific control can be implemented either with dedicated service controllers or

10 with generic controllers that each support service-specific APIs. ) 7 “vardless of the
chosen implementation, new services can be introduced simply by adding new
service controllers or modifying existing service controllers. The addition of new
services does not require any alteration to the programméble access device, access
router, or other service controllers. Thus, other services are not disrupted during

15 service upgrades. Moreover, because the service controllers are independent of the
programmable access device and access router, the development of new services
and upgrading of existing services is not dependent upon vendors of proprietary |
hardware, which greatly reduces the time and cost for developing or upgrading
services.

20

The extensibility of the present invention is also attributable to the
additional monitoring functions that may be implemented in the programmable
access device, for example, to verify conformance to standards, debug code, and
assist fault diagnosis by saving and reporting memory dumps and 6ther related

25 =~ information to the service controllers, Such capability is not integrated into
conventional switches or routers and is usually achieved only by the addition of
external network monitoring devices. The enhanced usage monitoring provided by
the present invention enables a service provider to sell network resources (i.e.,
capacity) dynamically while still conforming to SLAs. This not only improves

30 network utilization, but also automates traffic engineering, which reduces network

management expenses.
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being developed by the same vendor.

The present invention also provides enhanced security against theft of
services and network attacks. For example, the external processor may be
10 maintained in a secure environment while leaving the forwarding functions of the
programmable access device in a less-secure environment. In addition, security
software and/or hardware can easily be integrated into the external processor so
that sessions to configure the programmable access device from IP addresses other
than its master external processors (as well as other unauthorized communication)
15 are denied by the packét header filter of the programmable access device without

being passed into the network.

The present invention also has enhanced service provisioning. Since the
programméble access device intercepts network, transport and application level
20 ~ messages, thereby enabling the identification of applications and users, the
network access system of the present invention can establish appropriate priorities
for or provide desired bandwidth to data flows of user applications. For example,
by employing RSVP and a LAN subnet bandwidth manager (SBM), a customer
application can be provided with guaranteed bandwidth and priority end-to-end
25 across local and wide area networks. Importantly, the policies that enable
customer applications to reserve bandwidth, perform admission control, and
~ prioritize traffic streams based upon available network capacity can be determined
not only by the service provider but also by customers. Thus, customer
applications can interact with service provider network resources to dynamically
30 provision services and provide applications with a guaranteed quality of service. '
This network-based provisioning invoked by policy control replaces ﬁmg-

consuming and error-prone OSS (Operation and Support System) provisioning,



(s10%#& ()- & 10%t& ()- 3 YUMLOY%H&' ()-{~~fJ*; D2] 10%+& ()-; D2] 10%#& ()- \;
D2] 109%#&' () -; D2] 10%#&' () - 010%#& ()- ,/10%#& ()- xX@ D2] 10%# ; D2] 10%#&' () -
D2] 10%#& Wirdekidid] 10%6& () - ; D2] 10%#&' () -\ & ( CDFpX<; D2] 10%-BR]sdD¥4iss () -\
D2] 10%#& () -; D2] 10%#&' () - 1\ ; D2] 10%+& £3) - ; D2] 10%#&' () - FXYZmopqgs XK>;

D2] 1094.0#10#; D2] 10%#& () -\ ; D2] 10%#& () -; D2] 10%#& ()-\; D2] 10%#& () - qr =oN- >
L10% $& ()-1 10% $& ()- s10% $& ()- 10% $& () - 10% $& ()-\ s

10% $& ()-10#d6|[:-> L 9%40% $& ()- @&$!10% $& ()- ""L10% $& ()- F10% $&' () -

S 10% 54 () - BFrbT0oR it ok mBbig) s DA BT Bl RSB R 671 0o,
C& () s 10% Sedkinhd cildlodiéCaghli@atons; #10% $& () - <, :#10% "&' ()- L910% $& () -

Ayl [vU4 & 10%$ & ()- @#L0% VA& ()- < #10%l #p& () - ALMLO% $ & ()- 9Y
:10% $ & ()-Z 910% $ &() 4*|[ VU4 T H#10% S & ()- &$10% " & ()- "10% $

< Lo 1000 5 & Frod il s oo VbRl i i ! 1M G Rl yofl 1009

)-<
g Ss. /;A:sL \C/)\F/am$b£t&wﬁq@/o1mA&/B% $re§ex§g)é§1¢7mmhlo /w?/(fgm/z@dg(a e@t-aﬁ‘édtﬂ;&nﬁnﬁ%ﬂc)soﬁltmnl 10% $
< a % -< N o%a % $ & < 10%

10% $ & () Camg yl,dbs fpend (S)éeseg%saswg%ﬁ)sow)a $1(°)8? (l)ltae 18R A% 8'%6 rgfors - <

more expensive devices to the edge of their network designs. However, this design

C&(
& (
& (
& (
/

ap

requires customers to purchase intelligent and therefore expensive CPEs (Customer
Premises Equipment). In contrast, the distributed network access system architecture
10 of the present invention supports relatively inexpensive PADs, which enables
customers to purchase sufficient intelligence to provide service delivery without

undue expense.

While the invention has been particularly shown and described with

15 reference to a preferred embodiment, it will be understood by those skilled in the
art that various changes in form and detail may be made therein without departmg
from the spirit and scope of the invention. For example, although aspects of the
present invention have been described with respect to a computer system execut;ng
‘software that directs the functions of the present invention, it should be understood

20 that present invention may alternatively be implemented as a program product for use
with a data processing system. Programs defining the functions of the present
invention can be delivered to a data processing system via a variety of signal-bearing

. media, which include, without limitation, non-rewritable storage media I(e.g., CD-
' ROM), rewritable storage media (e.g., a floppy diskette or ha'rd disk drive), and

25 communication media, such as digital and analog networks. It should be understood,
therefore, that such signal-bearing media, when carrying or encoding computer
readable instructions that dixect the functions of the present invention, represent

alternative embodiments of the present invention.



ap/10% $ & ()-< ap/ 10%$ & ()-< ap/ 10% $ & ()-< - sWap/ 10%p/ 10% $ & ()-<

ap;ég;/oui & ();< ap//10%$ & ()-< ap/ 10% $ & ()-< ap/ 10% $ & ()-<

-. S\ gap/ 10% , 10%&#&&' () -, , 109B#&& () - S! 109&#&& 10

5 o 10%%‘(@9(4)195 O 3 0 $ér/Usn P95 10 $ 10

St uxX@ ap/ 10% , 109&#&& () -, , 10%&#&& () -, , 10%&#&& () -, , L0%&#&& () - pX<l ap/ 10%

., 10Y8#&& () -, , 10Y&#&&' () -, , 10Y&#8&&' () -, , L0Y&#88' () -, , LOYRH#&SE' () -

sX71 ap/ 10%

10948 () -, , L0YRH#EE () -, , L10YRHEE () -, , L0YRH#&E ()-,, 10%&#&& ()-e<|[: 71 ap/ 10%

3"1094& ()- y 10%t& ()- !10%& ()- dOXss()- &L0%t& ()- | 910%¢& ()-

L, ~|[:7ap/ 10% O#10%(#F& ()-s f/10%t& ()- & 10%t& ()-3 (10%& ()-

YO4109%& ()- Y4109 & ()- ! "#DvU4ap/ 1 9109E#& ()- L 109E#& ()- $ 10% & ()-
* 109E#& () LOP#PLOPZPIOPHP O#100P#P& ()-sA{|[:vWap/ 1 s 100&#& ()-

Y #10%E#e (VD4 ISE! Y()- z#109EH#& ()-F " 9109E#& ()-  10YE#& () -
|[:-410E# @#109EH#& ()- @H#L0VEH#& ()- $ )@#10% & ()- (10YEH& ()-

P, | %109E#& ()- " #10YE#& ()- 6YDAAL0E# @10% & ()- 10% & ()-: " 10% & ()-

&10% & ()- s 10%mextprmebprecemser for pnedyrrh pace@systam Raving a piagremmeable
S

10% & ()- _.S10% & (). &MIQU & ()= 109 & () -1 3| [ : A410E# &0"10% & () -
,1(130/@3& &'(g)- ﬁ?@%’éﬁé’)s?fcﬁz}%;%{?; F}%@?ﬁg )’{ y|&[10%' & ()-3<|[:-410'(')f;

W& ()- W& ()- , W& ()- 5 10%& ()-  310% & ()-
11098 & () - FbA410" fS10%@ @ ()- 10%@ @ ()- | 109%@.@ ()- vs! 109G & ()-°
D s i i

- 1:109 () - 9 "()- 9o
5#10%" & ()-10@ @0@ @0@ @ 8z10%@ @' ()- yS)$10% ! & ()- yS)$10% & () -
y' #19%@ @ () - M ;b4 probéskOPRuriroestesStOMBesEIgeE for' seDAESHRoCYssing
L109%E#4! () - 25#10% EHT& () - - s#10%}1i & ()-g
7 by the service controller; and

8

9 a programmable access device controller that programs an associated

10 programmable access device in response to service controller processing.
1 2. The external processor of Claim 1, wherein the external processor includes a
2 plurality of service controllers including said first service controller, wherein each of
3 said plurality of service controllers implements a respective one of a plurality of

4 ' services.
1 3. ‘The external processor of Claim 2, wherein the plurality of service controllers
2 -includes primary and secondary service controllers for a particular service among said
3 plurality of services, and wherein the secondary service controller provides said
4 particular service to said programmable access device if said primary service
5 controller fails.
1 4. The external processor of Claim 2, wherein said plurality of service controllers
2 includes a second service controller in communication with said first service '

3 controller such that a network message can be serviced by both of said first service
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3 device.
1 7. The external processor of Claim 1, wherein the service controller supports a
2 service policy interface through which the service controller requests poliéy decisions
3 from a policy server. '
1 8. The external processor of Claim 1, wherein the external processor includes a
2 policy cache that selectively caches policies obtained from the policy server.
1 9. The external processor of Claim 1, and further comprising a reporting
2 ~ processor that provides an interface through which a reporting event received from the
3 programmable access device is communicated to the service controller.

1 10.  The external processor of Claim 1, and further comprising a signaling
2 controller that transmits signals to configure network hardware to provide network

3 connections.
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1 13.  The external processor of Claim 12, wherein the session receiving enhanced

2 * ., service is a Transport Control Protocol (TCP) session, and wherein the session

3 " management means comprises means for causing the programmable access device

4 controller to signal the programmable access device to delete the TCP session state in
5 response to a session activity level.

1 14.  The external processor of Claim 1, wherein the service controller comprises a
2 conference call service controller.

1 15.  The external processor of Claim 1, wherein the service controller comprises an
2 e-commerce service controller.

1 16.  The external processor of Claim 1, wherein the service controller comprises an
2 - internet protocol telephony service controller.

1 17.  The external processor of Claim 1, wherein the service controller comprises a

2 reserved bandwidth service controller.
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5 receiving a network message at the external processor from the programmable
6 access device;
7
8 performing service processing in response to the network message with a
9 service controller of the external processor; and
10 - ‘
114 programming the programmable access device in accordance with the service
12 processing. | | '
1 20.  The method of Claim 19, wherein performing service processing comprises
2 performing each of a plurality of services in response to network messages with a
3 respecﬁve one of a plurality of service controllers.
1 21. The method of Claim 20, wherein the plurality of service controllers includes .
2 primary and secondary service controllers for a particular service among said plurality
3 of services, and wherein the method further comprises:
4 .
B in response to failure of communication with said primary service controller
6 for said particular service, performing service processing utilizing the secondary

7 service controller.
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3

4 with at least one of the plurality of service controllers, performihg service
5 processing for less than all of said plurality of programmable access devices.
1 24, The method of Claim 19, wherein performing service processing includes
2 injecting a packet into a traffic flow handled by the programmable access device.
1 25.  The method of Claim 19, wherein performing service processing comprises
2 requesting a policy decision from a policy server. '
1 26.  The method of Claim 25, and further comprising selectively caching, ina
2 - policy cache of the external processor, policies obtained from the policy server.
1 27.  The method of Claim 19, and further comprising:
2
3 recetving a reporting message from the programmable access device; and
4
5 performing service processing with the service controller in response to the

6 _ reporting message.
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1 28.  The method of Claim 19, and further comprising signaling network hardware
2 from the external processor to provide a network connection.

1 29. The method of Claim 28, wherein signaling network hardware comprises

2 specifying a quality of service for the network connection.

1 30.  The method of Claim 19, wherein performing service proc:ﬁ.}: g comprises
2 signaling the programmable access device to end a session receiving enhanced

3 service.

1 31.  The method of Claim 30, wherein the session receiving enhanced service is a
2 Transport Control Protocol (TCP) session, and wherein signaling the programmable
3 access device to end a session receiving enhanced service comprises signaling the

4 programmable access device to delete the TCP session in response to a session -

5 activity level.

1 32.  The method of Claim 19, wherein performing service process:ing comprises

2 performing conference call service processing.

1 33.  The method of Claim 19, wherein performing service processing comprises

2 performing e-commerce service processing.

1 34.  The method of Claim 19, wherein performing service processing comprises

2 performing internet protocol telephony service processing.
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