METHOD AND SYSTEM FOR DI SABLI NG FEATURES OF AMOBI LE
DEVICE Field of the Invention [0001] The present

wo toemis7en rel ates to a nobil e device. |In partpCu$@io008/000196
the invention relates to a nmethod and system for
tenporary disabling features qf a nobile device.
Background [0002] Wth rising concerns over security,
many facilities restrict or prohibit the use nobile
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enforce such restriction ever since the nobil e devices
are getting smaller in size and yet nulti-functional.

[0003] The nost strai ghtjéi@iedneditishi on to such
restriction is to prohibit all such nobile devices

wth the restricted features to be carried into the
[@odhy i ct ed The gassenflihvention weldtealte ameobileqdevieed i padivdlar, the
over their nobil e devices bef&Fe ent er

ARvenHoR: fcége%];oeggletlggcﬂ}di s(yﬁteglf égp@r%ygy%@g features of a mobile

appoLnted at the entrance checkpoint of the restricted
area to performchecking to restrict owners of any
such nobile devices fromentering the restricted
areas. However, such nethq ften,causes a crowd at

t he entrance checkpoi nt. gound; +equires

addi ti onal storage space to keep the handed over

gﬁbhfgf |Sotn§rw 1¥1§s Prs ﬁ%%?%cgggoﬁ] cgﬁﬂgéﬁlrgsng%tror roh1b1t the

fuS@inebRé eIE@trdlﬁc d&aeks)\bit A iléast Soend festures (bfﬁd: rﬂblﬁhSelectromc dev1ces.
Therefore, it may not be practical to_prohibit ?
bbsd encbelei dectrnse u1§§wﬁ5h ar gangrally updisd vitht ]GFSeQ dptures and

@R@‘?@S?Sr ?t/ wevel B % ﬁlsaﬁgling ' ﬂ)l eﬁfgrcteh&cﬂsi%gtﬁc%J RL& since the

l' eas
mobile devices are getting smaller in size and yet multi-functional.

[0003] The most straightforward solution to such restriction is to prohibit all
such mobile devices with the restricted features to be carried into the restricted areas.
All individuals are required to hand over their mobile devices before entering the
restricted areas. Security officers are often appointed at the entrance checkpoint of the
restricted area to perform checking to restrict owners of any such mobile devices from
entering the restricted areas. However, such method often causes a crowd at the
entrance checkpoint. Besides, it requires additional storage space to keep the handed

over devices temporary and safely.

[0004] In most situations, the restricted areas restrict only certain features to be
used within the restricted areas. Therefore, it may not be practical to prohibit the
mobile device because the non-restricted features on the same device may be essential

to the users within the restricted areas.



[ 0005] The present invention describes a nmethod and
system for enabling/disabling a restriction state of a
Womioplhﬁmbew ce having applications and feat ur asGT/SG2008/000196
wherei n working states of the applications and
features are identified by status values on the nobile
devi ce and usage on one or nore of the applications
and features is restrictedilhf}y the restriction
state. In one aspect, the nethod” and system conpri ses
a software agent executable on the nobile device,
siei Nt hghsofgrehe agenfiod S dasteipted af omethed eiantingsystem  for
rst conmand signal to enable the restrictiaon state,
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enbodi nent, wherein naintaining the restrictions
setsmqm@n\saitwe\saluqa in the meltilel devigeWiueing therestalinn sate; and receiving a
chec ur siwvel h alues are the
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values Wth the restriction status values if the

status values are not the same as the restriction
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ﬁ&}désaﬁ/aggw&a, wWith the restrictions status vaI ues and
restoring the status values to the present status -
val ues. [0010] In another enbodi ment, the first command

fdogﬂal Y Qr%tﬂer em%odlment the software agent may be executed at startup of

- -

the mobile device.

[0008] In yet another embodiment, wherein maintaining the restrictions status
values in the mobile device may comprise checking recursively if the status values are
the restriction status values; and replacing the status values with the restriction status

values if the status values are not the same as the restriction status values.

[0009] In yet a further embodiment, the software agent may be adapted for
storing present status values prior to the step of replacing the status values with the

restrictions status values and restoring the status values to the present status values.



prescribed time period, and the restriction state is
di sabl ed after expiration of the prescribed tine
w72 0011] I n yet another enbodi nment, thepd¥/$61008/000196
signal and/or second signal is received via a wreless
link. It is possible that the3first and second conmand
signals are in a formof short nessaging service
ge. [Q01 ' . LV | rent. .
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padsciibedc fig@t petiod, anéd nthe rresigctivns@ardis disabded)afibhexpiration of the
software agent manually. [0013] hi accordance with
@ﬁ@ﬂﬂ@ﬁtﬁ§®é@vxbf the present invention, the system
provi des a software agent enables a restriction state
that forcing the applications and features in a
ety i ct ed mwyekiangthst ahbodifient,s thiet fisst sigigknhd/opaeaindssignal is
to replace working status val ues of the applications .
aeeivedaian wirclgss i K aspospiblc thet tag Heshand sechid Copandsignals are
L Bt ai h L] Ct s val ues. The
?}2%?%%,0 i%’ﬂ&s egggegulhégééﬁgﬁnééﬁg%en a first conmand
signal is received. The restriction state is disabl ed
when a second command signal is received by the
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[0015] FIG 1 illustrates a schematic bl ock di agram of
a nobil e communi cati on device in accordance with one
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ehaihthi@ theas&ffttions status values. The restriction state is enabled when a first

command signal is received. The restriction state is disabled when a second command

signal is received by the software agent.

Brief Description of the Drawings

[0014] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0015] FIG. 1 illustrates a schematic block diagram of a mobile communication

device in accordance with one embodiment of the present invention;

[0016] FIG. 2 illustrates a process for enabling/disabling a restriction state on a
mobile communication device in accordance with one embodiment of the preset

invention; and



invention. Detailed Description [0018] In line with
t he above summary, the foll ow ng description of a
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provided to understand the inventive features of the
present invention. It shall ba apparent to one skilled
in the art, however that this invention may be
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lvbildr @nihénitaioanddvide uFQl‘:ccﬁ&z&ﬁe oith efner @nloelimentnob the present
reference nunerals will be used throughout the figures

WhHeRtief erring to the sane or sinilar features conmon
to the figures. [0019] FIG 1 illustrates a schematic
bl ock di agram of a nobile comuni cation device 100 in
accordance w th one entDethibeiDesetiptibve present

i nvention. The nobile communication device 100 can be
any portable electronic devices, such as nobil e phone,
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sta f ARRl LGRS eatures 102 are
%§§%8¥ ﬁ%n1a§%00|518gﬁ8?g$'é val ues. The nobile

connunlcatlon devi ce 100 conprlses a software agent
110 adapted to restrict/limt_ usa of one, or
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software agent 110 operates to | ocate the function | Ds
pbaneyritving 2 eplurehtyi gg appliqations and features 102 provided therein. The

applications and features 102 can be any hardware or software based applications and

features that are easily accessible by owner/user of the mobile communication device
100. The applications and features 102 include Bluetooth for wireless communications,
phone profiling containing profile settings for user selection, and etc. These features
102 are identified as function identities (IDs) 104 in the mobile communication device
100, wherein the status of the applications and features 102 are represented by
associated status values. The mobile communication device 100 comprises a software
agent 110 adapted to restrict/limit usage of one or more of the applications and features
104 on a temporary basis, typically when user/owner of the mobile communication
device 100 enters a restricted area. Depending on the restriction requirements, the
software agent 110 operates to locate the function IDs 104 and to re-configure the
associated status values according to the restrictions/limitations to force the working

status of the relevant applications and features 102 to the restricted states. In a non-



associ ated status val ues according to the
restrictions/limtations to force the working status
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restricted states. In a nonlimting exanple, the
sof tware agent 110 can be set5to re-configure the
rel evant status values of the function IDs 104 to turn

- t
Sl PLAREChS L AaRaAen Al MRROI: B e levant s
seluesvaf ehadandtiohl (D 404 &b starrb effs etBluetooth cramdmitter ef tthe mobile
rel evant status val ues of the fuynction I Ds 104 f

ronaRisatior dprien k00 ranpthepsxaniple, o0t aEE e L8 o be se
UFHLEEEER Aot AR SIS hh B0 4 88 e e phon

pEcTHE of €id @Bbitd edremusidation dwtei 100rates silentanqgaierprivd to entering a
when t he one or nore aﬁpllcatlons or features 10

p@@mau theater. FoF thesasreofpljustigtionss theyaestrigipprtate’ ’1%31311%6t?2016fer toa
Ct | t

DR PR el kP Tod . MBBLIR e by e
g@&&m@agaﬁuM@re agent .110 via a MAreIess
conmuni cati on. The command signal re-configures the
nobi | e communi cati on device 100 according to the

ictio oI|0|es f r . T [ .

IR ROH G A PR SR B a0 PRGN dovc
300 Bf sehding Mt é&ﬁnm tshgalmabi the  comwaei ﬁ@dﬂt onidexni ce wireless
100 in various forns; for exanple, the conmand signal
commhvwicstion. The command signal rerepisuressthis gnofileseanypemcation device

R0 oS B AR ETBRE, Bl on o o

o€ SdoimrftiniSdtiono ik ed, afie Qﬂ)nhﬁzﬁlda BignhlC @hh GBS t@RshARH UfoeShe mobile
102 of the nobil e communi cati on device 100. The

commamitatipy davice 0@ imparioys ferms; dorrexayipdsaydlae pymmped pigagl can be

of .t.he bi | 0 ni cation devj 00, .an

St BPRgeint ST MSsreding “FraSH LT Bl iR bR gl he
R&inAHRY igndl NAck@sRafmahaNahd Faidn@eRMRRdexidcdtidd thes restriction
renmoved/ del eted fromthe npobil e comruni cati on devi ce

policieDom |thﬁgapﬂlwsatncestqr|featu@ﬂ 192 af ¢he miebile sﬁmwam@aagle device 100.

Ihe Gdind. Vb S o0 R, 0e° v e Ra, Pl 1 b3 ofp the mobile
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commands and parameters the command signal, the command signal is

removed/deleted from the mobile communication device 100. During the restriction
state, the software agent 110 proactively accesses the function IDs 104 and changes the
relevant status values according to the extracted commands and parameters. The
software agent 110 activates a timer to perform recursive checking and updating on the
status values to ensure that the applications and features 102 remain at the required
restriction state. To terminate the restrictions/limitations, another authenticated
command signal is required to restore the status values of the function IDs 104. The
command signal to terminate the restriction state is generally sent when owner/user of

the mobile communication device 100 is leaving the restricted area.



software agent 110 activates a timer to perform
recursive checking and updati ng on the status val ues

w0 moemsaze t hat the applications and feat ures #®EsG2008/000196

remain at the required restriction state. To term nate

the restrictions/limtations, 6anot her authenticated

command signal is required to restore the status
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corrmand signal is inputted to the software agent 110

manual | y. The software agent 110 nmy provi de a user
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restriction state. To restore working states of the applications and features 102, the

same or a corresponding password is required to be entered to terminate the restriction

state.

[0024] FIG. 2 illustrates a process for controlling the applications and features
102 a mobile communication device 100 in accordance with one embodiment of the
preset invention. The process comprises providing a software agent 110 in step 202;
executing the software agent 110 in step 204; transmitting a command signal in step
206; reading and parsing commands and parameters in step 208; and
activating/deactivating a restriction state in steps 210. In the step 202, the mobile
communication device 100 is provided with the software agent 110 that is adapted to

change status values of the function IDs 104 on the mobile communication device 100.



state. [0024] FIG 2 illustrates a process for
controlling the applications and features 102 a nobile

weis7eat i on device 100 i n accordance W th oREr/sSG2008/000196

enbodi nent of the preset invention. The process

conprises providing a softwar& agent 110 in step 202;
executing the software agent 110 in step 204,

ThaNSEwakd %%HIR ﬂi"zgﬂ'does g 0aktalldy ot eiﬁstgﬁ)@n Jeﬁﬁ.q&% A mobile
parsing co ds and parameters in step 208;

acihhivatcatigh dedcd 10Gt Onge & is sdtalleds tlmrsofdv\ate‘:‘agemt il@ psrunning in

210. In the step 202, the nobile comunjcation vice
1@&0&@9%96@1 il comEupTAIRR devise 409 1 (e stenabd; ghe software

.I. lD tﬁﬂ %8158 Q@Q}%@d 14 8L Redfid'Sito Etléatﬁg fi%g&%( %ulp%‘ the mobile
e conmuni catl on EVI Cc
%@ﬁﬁﬂﬂﬁfcﬁtléw deticd 100.can sk POG-the)séwhechgent 110 awaits a command

i nstall -on-demand on the nobil e communi cati on devic
moal Onkergceived, | WhemPp|commandesignfl tifiewivede e SPfO"aF% agent 110

g?TEQX%ﬁ‘faES?baCEI%ep zu'a%T%gfsof ?hé fcé’ﬁ‘g‘g%ﬁpgl B ¢4 be any

@aﬁﬁm@ﬂ@@%@aﬁ fuch@s @xpafpedtion SMS1bt aR! like, diat evitthins appropnate
startup of the nobile comruni cation device 100.

In
soxeplaadﬂeand n@raméters/\maéalag &nitthg poftwarsi agsnl Hb farggngbling/disabling
f}éegnal t?o QECeyg cmnrlan 1 5}? 6 08 thdugh any of the

é?%%ﬁ N RES of t\har &R age ? i or s verh? %ht Sn
eBmiMiBicaRpiRAshrlsI6A the Hodile M@Atmahew 106 airl as GSM,
transm ssion signal such as a configuration SM5 or the

m&s,, Wi, Eforieathists. apsiep 20 e SoReRRcaink reads the command

glreﬁl?fg;)gli'sésg dab e dsﬁ 21& fp%%t ers ﬁ%teﬂlclu%i%th (}Estrlct n status

hBal fd}aféx@&uﬁg nttheI hfe@l‘#ﬁﬁoﬁmfs‘taﬁ&c t MEheC OJOTNArE aﬁgeﬁn 110 then
channel s of the nobile conmmuni cati on devi ce 100, such

asti\@8iy|de@R@tes Wic iestricBprustateaceordingly instept2df. 208, the
software agent 110 reads the command signal and parses

t he conmmands and paraneters that include the

[GO25F | Cti Oy $icpi208, MRl dRSmART siBNACddhi Be0sehhfh various ways. In one
restriction state. The software agent 110 then

antbdiatens /the acmmaad signahis trassmititesk foothe gnchile communication device

ééﬁrﬁgtgélggp%}ya&h ﬁg Bgl:rligré?%ep gﬁtﬂ; é’ll(ﬂ)d %%%?%titog ﬁgvice 100 enters

the restricted area. Location-based-services and global positioning system, for
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example, can be used to detect if owner or user of the mobile communication device
100 is within the restricted area. In another embodiment, the command signal is sent
manually to the mobile communication device 100 when the owner/user registers to

enter the restricted area at the check point.

[0026] To prevent that the restrictions state is disabled/terminated by
unauthenticated command signal sent to the software agent 110, the command signal
may include authentication data for verification. The authentication data can be a
password or similar indicia. Accordingly, once the restriction state is enabled, it can

only be disabled/terminated with an authenticated command signal.



enbodi nent, the command signal is transmtted to the
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weeidaser of the nobile communi cati on devi cepcd®§62008/000196

enters the restricted area. Location-based-services

and gl obal positioning systenB for exanple, can be

used to detect if owner user of the nobile
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a5@P 110 awaits a new command signal. When no new command signal is received,

the software agent 314 determines if the current status values remain at the restriction
status values. In step 314, if there is no change in the status values, the software agent
110 loops back to step 310 to read the current status values and the step 312 to listen for
a new command signal. When the software agent 110 determines that the status values
have been modified or they are different from the restriction status values in step 314,
the software agent 110 loops back to the step 308 to replace the current status values
with the restriction status values. When a new command signal is received, the
software agent 110 verifies the command signal and parses the restriction policy
commands as in the steps 206 and 208 of FIG. 2. Similarly, the software agent 110

determines whether the command signal is used to disable/terminate the restriction state



304 to performrecursive | oops of checking and
updati ng on status val ues on the nobile conmmunicati on
walsehees7300. I n the step 306, the software agertT/9dM08/000196

stores the present status values that can be used for
restoring the applications an@ features 102 working

status hi step 308, the software agent 110 repl aces

. ot =Y _ _
VEAERES 302 SR £ OIEE siindiho SRMERHBLES 2 Shution state s
terived ethe I0Rwarecagent 120l stopk ahd timewin kiep @16tamtderestores the present
according to the restriction status values hi the step

statis velves ofterdk&todgiapinate thy regsigdon Hatecur rent st at us

values and in the step 312, the software agent 110

awaits a new command signal. Wen no new conmand
- gdogepR! s sefgkfefthg folFFIG Gf theatauaghids relhtes gehelly rgmrameters
I f the current status values remain at the restriction

thas aresused | to ddentify; ther wprksngstateoftthe applications andaiegurgsnl02 on the

the.status val.ues. .th of.t.war C .
% B3Rt BT B P o Ut ST et § 40P S prosening
HetPorking difted 4ré hBndcessady INBieCRTRCONT @R aOFFYWBor dxample, they
software agent 110 determ nes that the status val ues

v be weloes repeisenting lovels RE(theaverkinigr state.cyveh ay yplumedlevels of a ring
restriction,status valu in.ste 4 of r
et b B Rl s B P oy o, P g fsent stats
GHILES Rdlatet Bt U Hahd!©aluvs aPpdab@nr Betmbbild 0dmfiuaicdtion device 100
val ues. When a new command signal is received, the

sofediately beferetthe 1 trictionfsfatessterie  Elesniesiigtian staas valygs relate to the

arses .the restricti.on li.c S [
BBRCSL 00T bl 6P 1B h, PO 0 48 S o BhE o e
1 GRh el Srenlliedd lrikd) ehe AVFRAEH Sta@NalThe otk bigent 110 is
di sable/term nate the restriction statein the step

8pcrablpiie maintainthe mebtri¢tipnatatup valpesetn tetraghilerppmmungation device
restri.ction state is received, the software agent 110
§§§ﬂ§“‘?§1@ef?’$@$l(’|ﬂﬁta§?'ep 316 and restores the present

status values in step 318 to termnate the restriction
state. [0028] Still referring to FIG 3, the status

joeles r el dher agenaiaisippssibilipes thatecancgusetrhangss 4o theetatus values

e B KRN, KRB0 cOtormIPEa: PO o ghied Piote mobile

Lbmhsinitadss atAed 1663y thdewabiAises mig ABSed BRISBI@NTAINEG when the
the working states afe not necessary limted to only

‘Apilicabons' Sfd-featuFes l(b‘b(aﬂﬂiespobiteegommunication device 100 are executed.
The usage can be an user initiated usage or automatic operations on the mobile
communication device 100. In another example, rebooting the mobile communication
device 100 may cause status values to be reset to default status values. In any event,
when the software agent 110 determines that the status values do not accord with the

restriction status values during the restriction state, the software agent 110 replaces the

status values by the restriction status values.

[0030] Whenever possible, the software agent 110 is configured to have a high

priority level to prevent interruption by other applications during its operations.



can be val ues representing | evels of the working
state, such as volune levels of a ring tone or val ues

wo fmb/14sepr esenti ng the vari ous nodes of feat urssesG1ves/000196

present status values relate to the status val ues

appear on the nobile communi ctédi on device 100

i rrmedi ately before the restriction state starts. The

LE {1ctiongt ﬁ;lfé%vﬂgldbﬁﬁilﬁﬁiln?t @xa&r%lég"ﬂhfstt@feu%ﬂ(ﬂisuﬁéthods of
sed during the resttiction states 'and they are set

acashitiingthe eoinbreand egnal totenable/dshbleitlesresteigtion statedur i ng

the restricted state. The software agent 110 is

operable to maintain the restriction status val ues on

bi | e g i [ (dgi ce 100 during the
&esgfnctlon St gtefqﬁgégﬁﬁ Tﬁere are vari ous
possibilities that can cause changes to the status
val ues during the restrictiop state. [n _one exa
& b E@

l e, .
§0aE ol usdge BRctoq bbq OB SORRHGAEAR device & Tesiired to be
l?%m&@ SnAYNeEdiVS ﬁrcoﬁﬁ ﬁl%ﬁﬁééﬁlevﬁle l+€§m¥\4ikﬁf§ state. The
pl1cations and 1 of t he nobil

(Bltmbldith eahbeiveslav/the eeshﬁ)ﬂechma éxatapteddo sddneh fmagﬁ acgae Bluetooth
be an user initiated ugw e or automatlﬁ operatigns o

deeicand pacediertsth das BBIstboR fraasceigr Sonfls 2ieommand signal to enable

%&Hﬁma hEROFE P RS RS LA B At gv! ce 100
cause status values to be rese fault status

vaI ues. In any event, vvhen t he softvvare agent 110

determ nes that the st val ues not ord with

{034} est ri dprBwleat Nial @8%‘“8%“8 Gﬁ%‘gt riction

state, the software agent 110 repl aces t he status

val ues by the restriction status val ues. [0030]

\$ussEVver passidbile,cotmmmumaitionaleeicageittt GPS0recaiver is able to detect a

configured to have a high priority_ lev

ﬁ}‘( o preye ent .

ilogatipn @b thomobye SORBRMGIHPR dsviFendha P THgre qeent further provides a

%ﬁﬁﬁ@% Sesti?Qad lareli 8 dOthQHV' thY BWald Hhdrk Nkt IR eiﬁe mobile

iTTustra e various net of transmttfng the conmand

%bﬂlﬂﬁimdaﬁoﬁ rdebice/islivdehin ¢hd testriceslt areat the rsoﬁWateeagebO 8@dinatically
anple 1: Via Bl uetooth [0033] The Bl uetooth of the

ﬁB@J?lPﬁledéﬁﬁﬁtﬁﬁlbsé%tFon device is required to be turned

on to receive a conmand signal to enabl e/ disable the

restrictions state. The

[0036] Example 3: Via SMS

[0037] For mobile communication devices can receive the control signal in a
form of SMS message, typically via GSM network. The SMS message contains simple
message/commands and parameters recognized by the software agent to enable/disable
the restriction state. The transmission can be done manually or automatically. For
manual SMS transmission, the SMS message can be sent by the security officer before
owner/user of the mobile communication device enters the restricted area. And when
owner/user of the mobile communication device leaves the restricted area, another SMS
message is required to terminate the restriction state. For automatic SMS transmission,
the SMS message is sent automatically to activate the restriction state when owner or

user of the mobile communication device enters the restricted area. A location-based



Bl uetooth transceiver at the restricted area is

adapted to search for any active Bl uetooth device and
werpe1detect ed, the Bluetooth transcei ver sendsCBESG2008/000196

command signal to enable and disable the restriction

state of the nobile comunicati on device. [0034]

Exanple 2: Via dobal Positioning System (GPS) [0035]

A [ c hcat i [ ' r ' [ :
- 3BTRS, bycBECHL R AR, dudct TR SERLYEer GF the mobile

deminfimicalibe devitd svnere tlegestricfedmtdaer provi des a dat abase

of restricted areas and when the software agent

detects that the nobile comunication device is within

i -sof [

1058] 39} LSS FondeiGyiat eI AT Sk B TRENHy officer

Svioré @B FlobHe reconinidi@tion ndavivecaitéronhel esstiieed asra. And when the

receive the control signal jn a formof SM5 ness

myqhile gommuynigatiapderiaeisyes th sosapte a@@ﬂa%élég%ig’required to

Ll N S a cogni :
i SpE AERARTA T e BitaRBHC IR} R R oA 6F Buihatic sMs
$faddrBissiohe thd docatiofdiassd Garvidee niynde masadaltd ydatect if the mobile
automatical ly. For manual SMS transm ssion, t&? SNV .
pesgEication dpvice bas enisred fhe redected @gﬁao’rv}s‘?fbaﬁe aelils; gommunication

. | A :
PROREL R4 Bl fAAIULE oSNNIV, Sl BOAERYRE K BlBleKjiable the
céevmativngedté.on device | eaves the restricted area,
anot her SMS nessage is required to terminate the
restriction state. For automatic SMS transm ssion, the

ssage, i. t [ [ activ :

ﬂe@?ﬂ?cti o(rit s a?lggmﬁ%&%%r&?r lﬁslté%do?ﬁ)% hlgécrgms@s 1"l e})e a mobile
Communicadbh @rvideVviBeas iihatratet hebovestlticah et arye portddble electronic
| ocati on- basedservi ce may be used to automatically
deviee susl as prasopahdata assestans PRAbanddhe like.conmuni cat i on
device enters the restricted area. [0038] For nmanua
SMS transmi ssion, the SVM5 can be sent by the security
pddabrer befwhite theiffobmbaditen3iiuve deew desteibed andritlestmted, it is
the restricted area. And when the nobile comuni cation
aadersteod dhatemany charges; madiiratipes, vagidtionse pndspgmbanations  thereof

'5Hd' b€ erngd% to the present invention without departing from the scope of the

invention.



restore the functionality of the applications and
features. As for automatic SMS transm ssion, the

wo oosidsoy based service may be used to detect pdT/$¢&m®08/000196
nobi | e comruni cation device has entered the restricted
area, when the nobile comruni tZaiti on devices entered
the restricted area, an SM5 is sent automatically to
enabl e/ di sabl e the restrictigg,state. [0039] It is
al so understood that it need not necessary be a nobile
conmuni cati on device 100 as illustrated above. It can

ggt Znég g&iﬁ@g@e (e;eslgﬁctggﬁ@ 1ﬂgea|vl{e§tglct1§rggtgtﬂasﬂla Inroi) MYevice having
‘fdatxbﬁs glgﬂjﬁﬂhﬂaﬂ\ﬁlem e Tl s@cﬁecsc(;ﬂ faedp ﬁf‘&tlons and features are

ustrat I'S understood~that many changes,
lmdmﬁledaiyl states vahies ani thasmalmdb denité nad iusaes orh @neafr more of the
could be qgﬁe to the present, inventjon wtho

aepatipRY a0 fFaHes o8 ofsatristed; uring, et FSHIcHH; fgtey thy, method

gg%@ﬂ gpr enabling/disabling a restriction state of a
no e devi ce having applications and features,
wher eieRecuting iarsgftwhmtagsnta:fn themohjlp Hé\datt i ons and

features. are |dent|f|e u | ues. an t he

devi Céefghvdngjg g [%1 ﬁtgrega t %@S%BP? state, g/ﬁgrem the first
%Gl‘iim{aﬁatsfghglsco'rrasr{i@ StebirfeliSs stdtss valied;ne restriction
state conpri si ng:

executing a software
agent repladimetheciithevatessi with thegediiviiomstatus valges, tharehgnigreing the

signal, to enable the restriction wher ei n

ApHlisatip atyfeg i fhe foedlateS el ) B i fespintitus values
val ueﬁﬁaiﬁtﬁﬁ’ﬁr%[c D r&ﬁt‘? tRin?ktdfusV MIHES if thd hbile device during the
restriction at us va ues, thereby forcing the

aplictoatstapysandnd features in the working states

defined by the restriction status val ues; i ntal ni ng
the r SETYied 3 sipond semuand pigaal tp diseE BroSFEtER YAt

during the restriction state; and

2. The method according to claim 1, further comprising verifying an authenticity

of the second command signal against the first command signal.
3. The method according to claim 2, wherein the authenticity includes a password.

4. The method according claim 1, wherein the software agent is executed at startup

of the mobile device.

5. The method according to any one of the preceding claims, wherein maintaining
the restrictions status values in the mobile device comprising:
checking recursively if the status values are the restrictions status values; and
replacing the status values with the restriction status values if the status values

are not the same as the restriction status values.

6. The method according to claim 1, further comprising storing present status

values prior to the step of replacing the status values with the restrictions status values.



recei ving a second conmand signal to disable the
restriction state. 2. The nmethod according to claim1,

wo wod/meracconpri sing verifying an authenticity mfT/$¢m®08/000196

second command si gnal against the first command

signal. 3. The nethod accordibhy to claim2, wherein

the authenticity includes a password. 4. The nethod

according claiml1, wherein the software agent is

executed at startup of the nobile device. 5. The

ﬂet hodhacuahel agotdingitvyclaimes,durthérecopreised iegonhathestatus values
rein nmaintaining the restrictions status values in

tt‘l’l erﬁSfﬁeP%StﬂB%V!tlBeScorrprl sing: checking recursively if

the status values are the restrictions status val ues;

and replacing the status values with the restriction

St at uSheahethed iakcdrimgstpadnysoneadiiths pneeedimg clafmes, selmzeinsthe first

t he retrlclo st at us val ues. t hod. accor di ng,.
(Gt HEnal IngAdRs R PEGRPITE PEiesh 7] B BSEIFIo0 S8 disabled
\éﬂlg{J @ phensddanObeddap! aci ng the status

irdfibPbf
val u ' {”E {!}e I‘eStI‘ICtIOgS status val ues.7. The
nmet hod according to claim®6, further conpri si ng

restoring the, stat s val ues to resent

val uesTheSmetgﬂ‘é aﬁ%‘ir B8 QA Y {}ﬁ &ﬁ?fedb?ﬁ’e si h‘%herem the first
f AN seldld GE&IV AP WirbRbs fREMaNd si gnal

@r@?ﬁ%es 5’ presc iﬁgd time pe?l od, Sand the restriction
state is disabled after exp| ration of the prescri bed

time ri od . met ccor di ng any one of
dpece gugth ?ﬁforq?ﬂl%?oe‘fq ﬁwhqr?lgtt ‘b‘ﬁé‘ﬂl %ﬁfﬂ?‘%?ommand signal
[ reless link. 10. The

ﬁ"i‘*&%@?‘é‘ﬁ%@%ﬁ%ﬁiﬁ?éﬁﬁ% e P the irst and

second command signal are in a formof short rressagl ng

servicg The net hod cor di any

3T ¢ nFpBEBA oeTingri. aTheier h TErgersditk CBimapiprn the first

Shfind 311 apan&/g;ethé%esm &ﬁ}ﬁfaﬂdslgda@ Abrehied Q/'faeé{t@r%%"é(ﬁnmands

entering conman through the software agent manual
through the software agent manually.

12. A system for disabling/enabling a restriction state of a mobile device having
applications and features, wherein working states of the applications and features are
identified by status values on the mobile device and usage on one or more of the
applications and features is restricted during the restriction state, the system comprises:

a software agent executable on the mobile device for receiving a first command
signal comprises restrictions status values to enable the restriction state, said software
agent is operable to replace the status values to the restriction status values and to
maintain the restriction status values in the mobile device during the restrictions states,
thereby forcing the applications and features in the working stats defined by the
restrictions status values,

wherein the software agent is operable to disable the restriction state when a

second command signal is received.



12. A system for disabling/enabling a restriction
state of a nobile device having applications and

wo smburses, wherein working states of the appl i @El/$E88/000196

and features are identified by status val ues on the

nobi | e devi ce and usage on on&tor nore of the

applications and features is restricted during the

N8St I itkisOferi b@ldtdink G ¥R 1O M RGERY thS Ssftwdte 34t YBESble to veri

ggéntjgkggﬁ%ab?éﬁgw&tﬁg nnb?1e evi ce f8¥ ?egeig?ng g o verify

fah matheativityafdhessegorad comnpud sigisal mgabstitiod fisheomsmandisignal.

values to enable the restriction state, said software

agent is operable to replace the status values to the

st r gL in§ 2 HiGfin 384y QeilBhdhthhticlt§ includ d.

rlg'st r i@%isgﬁe@:dg%ddgmég{lf ues in tl%eelrm%ﬂ e delv?géncdlb re |S ﬁé’ asSWor

the restrictions states, thereby forcing the

applications and features in the rking stats. defined

dy- t hJhﬁégﬁtﬁm&cp%rﬁgigs@a&nusowaﬂfd’é%,vcﬁmngt%ﬁmfhefem the software
| LaRoBilt Bedisabl e the restriction

égéﬁgg%ﬁgﬁgggégééldﬂgoﬁnéhg s?gﬁgl is received. 13. The

system according to claim12, wherein the software

agent operable to verify an auythenti ci of the second

A8 TBe SR acagidingste Smoreialdpe ot S grisfereipyhe Software
R B 0 0L A8 R SLG T P8 e etcions st
aahes,indgotreplacy thensatod valoes oiithi the réshridtionIsfatus\alnes if the status

the software agent is executed at startup of the . . .
rebies ergapt dBe Sege %é‘l%ﬁ%@fr&iﬁoac%ﬁ“ai‘ﬁémﬁo%éﬁﬁ?byo fenipining the
tr&‘?ﬁ&kﬁ's@us]\%%ﬁég it the MO [AdNidee sof tware nmodule is
operable to check recursively 1f the status val ues are

the restrictions status values, and to replace the
status values with the restriction status values . f

tife s tTaesystem ageardinedorfbaim He Whersn the o{lvare agent fthyy operable
€ ' | {  GliltOthe restricti

34 S B VEREP R SR 08 kel S estcions

aoaanalueg. to claim 12, wherein the software agent

further operable to store present status val ues before

replacing the status values with the restrictions

yigat usl"h\éagygt%ﬁr according to claim 17, wherein the software agent operable to

restore the status values to the present status values.

19.  The system according to any one of the claims 12 to 18, wherein the first
command signal include a prescribed time period, and the software agent disables the

restriction state after expiration of the prescribed time period.

20.  The system according any one of the claims 12 to 19, wherein the first signal

and/or second signal is received via a wireless link.

21.  The system according to claim 20, wherein the first and second command

signals are in a form of short messaging service message.



18. The system according to claim 17, wherein the
sof tware agent operable to restore the status val ues
wo thobeg7pr esent status val ues. 19. The syst em @eRsEHoeo196

to any one of the clains 12 to 18, wherein the first
conmand signal include a prestyibed tinme period, and

the software agent disables the restriction state

abt er 1aPiysRhd 9fcopding 6 Ryeste” bbeatk ik PLrtb O, wilkrein the first
The systern accordi ng any one of the clains 12 to 19,
woemsind signal And/et theisgeraid comunand sigasdngicreatgd aiia éngering commands

received via a wireless [ink. 21. The system accordi ng
F@mﬁggﬁﬁﬁﬁ Waﬁﬁﬁ?éﬁﬁ“?ﬂ@ﬂkﬁrst and second comand
signals are in a formof short nmessagi ng service
message. 22. The system according to any one of the
clains 12 to 21, wherein the first conmand si gna

and/ or the second command signal is created via
entering conmands through the software nodul e
manual | y.



