28 February 2007 Specification Title of the Inventionlaggé:ronigO ting
System and Met hod of Preventing Unauthorized Use of Bal © herein 5
Background of the Invention The present invention relates to an electronic
voting systemin which voting is electronically perforned by a voting
apparatus using a ballot card 10 issued by an accepting apparatus and, nore
particularly, to an electronic voting system having a function of
preventing unaut hori zed use of the ballot card, a nethod of preventing
such unaut hori zed use, and a recor®SfFEIRaHLAR storing a program 15

Currently, voting in an electjion or the like is.generally perforned in the
fol | owi ng manner. A front degktéﬁdo%afFﬁtkﬁgﬁnganprepared in a polling

I ) h | | bal ] h | who h
bt oper |y compt eletPHEBtE N Fusten il S 58RI eo Con
t he ball ot sheet,.thﬁggﬂggpggﬁgd ﬁggdbgaﬁgl%gflg?gg%ifﬁ?fgiﬁon wants to

vote, and casts the eet rntot ewise, in a
pol l'i ng ace where acceptance and voting procedures are separately
performed, a ballot 25 card is issued, instead of a ballot sheet, to a

person who hBgcRELEEREY oL OPRE el BfeliGdccept ance procedure. An el ectronic
voti ng systemdestgned tO performerectironic
The present invention relates to an electronic

voting system in which voting is electronically
performed by a voting apparatus using a ballot card

10 issued by an accepting apparatus and, more particularly.
to an electronic voting system having a function of
preventing unauthorized use of the ballot card, a method
of preventing such unauvthorized use, and a recqrding
medium storing a program. |

15 Currently, voting in an election or the like
is generally performed in the following manner. A front
desk and ballot box are prepared in a polling place. In
the polling place, a ballot sheet is handed to a person
who has properly completed an acceptance procedure. The

20 person then writes, on the ballot sheet, the name of a
candidate for whom the person wants to vote, and casts
‘the ballot sheet into the ballot box.

Likewise, in a polling place where acceptance

and voting procedures are separately performed, a ballot

25 card is issued, instead of a ballot sheet, to a person
who has propérly completed an acceptance procedure. An

_électronic voting system designed to perform electronic




1 _ 28'February 2007 voting using such ballot cards has_been propgsed
(see, e.g., Japanese Patent Laid-Open No. 6-251048). Th@ﬁ%ﬁl ‘ﬁhj

probl enms, however, arise in such a conventional electronic voting system
5 Assune that in the conventional electronic voting system after a ball ot
card is issued to a person, the person carries it out of the polling place
w thout voting, and hands it to the third person. In this case, if the

third person enters the polling place upon 10 properly conpleting an
accept ance pYotbewresing/ suehchallelreands s mpamiRionpsasy (fesher own
ball ot card and the ballot_card obtajined fromthe above person. This

| eads to the®p¥rchidRaRese ofatent batdnuesh Nof AT ®annot be done

b 15 of a faul ty, ball d, | 1 ot d | ' d. | it
of fact that voting halPRoEnILHpret BEORIRRs SRETRES: ATEE L hiMhio t he

voti ng appar t#Jg vali®on ngéf%c{gg%i%nt‘foerg:{%al | telgr[_eak the ballot card and

claim that helshe cou a 0 er, 1t is 20 inpossible to

di scrim r},at e them TheAES@ﬁQi fHEL Qiﬁc%lﬁéeg%%‘pelgﬁgc | oﬁe f £¥nid-ai d- Open

No. 6-251048 is based on e prenise at el mnistration
termnal hawagidh $fdeim! Carv@t &4 B ANA G U d s UEE1EOT IgEIML i On

about 25 electors including voting state information indicating an
unfini shed weRé gfddn &f@.@ri@ 199 SHRlTE ithet PVI8GHRH place without
| voting, and hands it to the third person. 1In this case,
if the third person enters the polling place upon
10 properly completing an acceptance procedure, he/she can
perform voting twice using his/her own ballot card and
the ballot card obtained from the above person. This
leads to the purchase of votes.
In addition, if voting cannot be done because
15 of a faulty ballot card, a ballot card is reissued. In
spite of fact that voting has been completed by
inserting a ballot card into the voting apparétus, some
person may intentionally break the ballot card and claim
that he/she could not cast a vote. However, it is
20 impossible to discriminate them.
The technigue disclosed in Japéneée Patent
Laid-Open No. 6-251048 is based on the premise that an
election administration terminal having an eligible
voter database storing election information about
25 electors including voting state information indicating
an unfinished voting/finished voting state is connected,

through a communication line such as a LAN, to an




t hrough - a comuni cation |line such as a LAN, to an 2 28:§ﬁ%%uar% é?07
accepting term nal which perforns an acceptance procedur ¢ ng this
el igible voter database. This reference discloses no arrangenent for a
case wherein an accepting apparatus designed to performan acceptance
procedure for voting is not connected to a voting apparatus designed to
performvoting. Summary of the Invention Enbodi nents of the present

i nvention seek to. provide an electronic voting system which can prevent

t he unaut ho??%eé%FHéi Sy I‘g}l‘%érﬁfré‘?r&?s, FLIFTTHYE C%hal | ot card out of
a polling nd_tran rri.ng it . to.t.he third pers a_ Iret hod of
preventing&#ﬁggﬁﬁ%ﬁ?h%¥i§%§CE§880FB§Sb§H%%}q%%' bt ﬁ%ﬂ§§% %%1 and a

st orage ned; r i f i t ori zed use of
Pot Toar i PEALILA, BONaN LY Shhian 1% Jhad

a ballot card. ( e present- invention seek to provide an

el ectroni ¢ Watidith SyStRMA Gy faaj'rbaxcytqfssr IENYR A CATR MSHEIM VO i ng
could not be perforned because of a faulty ballot card froma case

wherei n a vad@aptdaientd addurdrivke Wit imsti 8 el lceinnetaicd ard acl ai ns t hat
he/ she could not cast a vote, and prevent double voting by unauthorized
rei ssuance witimg addaotatoer diesa gretchash gfeqfrceventotdgot.ne unaut hori zed use
of a ballot card in the system and a storage nediumrecording a program
for preventiygratie of the Invention

Embodiments of the present invention seek to
provide an electronic voting system which can prevent
the unauthorized use of a ballot card, e.g., taking the
ballot card out of a polling place and transferring it
to the third person, a method of preventing the
unauthorized use of a ballot card in the system, and a
storage medium recoiding a program for preventing the
unauthorized use of a ballot card.

Embodiments of the present invention seek to
provide an electronic voting system which can
.discriminate a case wherein voting could not be
performed because of a faulty ballot card from a case
wherein a voter intentionaliy broke or lost a ballot
card and claims that he/she could not cast a vote, and
prevent double voting by unauthorized reissuance of a
ballot card, a method of preventing the unauthorized
use of a ballot card in the system, and a storage
medium recording a program for preventing the

unauthorized use of a ballot card.




unaut hori zed use of a ballot card. 3 28 February 2007 %%%rdlng ¢
first aspect of the present invention, there is provid ?4%ni ¢
voting system conprising: a ballot card, an accepting apparatus which
issues a ballot card in accordance with a vote acceptance request, and at
| east one voting apparatus which perforns voting processing in accordance
wth a vote request using the ballot card, wherein the accepting

apparatus includes acceptance tine recordin nmeans far recordl ng

accept ance Z{] 9 he® baaaqn Stcaﬁstfe%éﬂfd'tsk%uﬁifgest% BAVESE 1€5rd, and the
voting app t.Us ncl u i _reout tectl ans_fo bef ore perform ng
voting pro?cre%sfléng éuﬁ)orno‘geceept“’}moneLELo © arc\)/% e r%geggt Sységfner m ni ng whet her or

not a_preselodd ipaitly!l | gephagarebapsed by amdda ORI TRy (8 or ded on

the ball ot «car tirne of voting, rni splay nmeans for

out putting 1%%@'@%@?%@9851%%& Q%cb'r@i%?i‘éte wdeledl ing.dreans det erm nes
that the tineout tinme has elapsed. According to a second aspect of the

present i nuemptincd heeguestprevbded aeaeihesheofrcprieveabbagatugaut hori zed
use of a ballot card which uses an electronic voting systemincluding an

accepti ng wappEdAr gieust oduisc hvdtsisue pravdealsioly dar dddvminor«danceh wwth a vote
accept ance request, and at | east one voting apparatus which perforns
voting procusst ngequesiccesdapcehe ballot card, wherein the

accepting apparatus includes acceptance time recording
means for recording acceptance time on the ballot card
when issuing the ballot card, and the voting apparatus
includes timeout detecting means for, before performing
voting processing upon reception of a vote request,
determining whether or not a preset timeout time has
elapsed from the acceptance time recorded on the ballot
card to the time of voting, and warning display means
for outputting a warning message when the timeout
detecting means determines that the timeout time has
'elapsed.

According to a second aspect of the present
invention, there is provided a method of preventing
unauthorized use of a ballot card which uses an
electronic voting system including an accepting
apparatus which issues a ballot card in accordance with
a vote acceptance request, and at least one voting
apparatus which performs voting processing in accordance
with a vote request using the ballot card, comprising

the steps of: recording acceptance time on the ballot




with a vote request using the ballot card, conprising h8 eps 8(;

recordi ng acceptance time on the ballot 4 ------------ -28 Febry roary 2007 g
February 2007 card when issuing the ballot card, before performng voting
‘processi ng upon reception of a vote request, determ ning whether or not a
preset tinmeout tinme has elapsed fromthe acceptance tinme recorded on the
ballot card to the tine of voting, and outputting a warning nessage when
it is determned that the timeout tinme has elapsed. According to a third
aspect of tFRrPreentissnientigh Pakktte ¢arpr Reldee Perdcsidingg nedi um
recording a programfor preventing unauthorized use of a ballot card in an

el ectroni c VottHg Ry Wﬂ:l‘%ﬁﬁrhgr%ﬁ?p@c‘?%ﬁﬁ Ry aFarstdre st ch i ssues a
bal |l ot card |@eracr(1:{)r§ daw vgthoa v e acce ce %&t nd at | east

one voting appar%Jt }berrforrrﬂs oatlprbe% ckejé[’s H% S dance with a
vote requesty eé(‘&éé'@ fr_h&n b@ﬂé %c%tgar%cé he; pX aaram hey ’?:glt Gonstiyted by a

program for ecuting” a proce recordi ng acce ance t1'me on the

Dal Tot . card, wher, Lie: batloto cardhisy | ssyechyanda pr eesgusand o when the

ballot card is to be issued, recording, on bal I'ot car vot er IDis
i nformat i onnd £%adei el Vit | e nfd dotinithed WOIRY 1l R ridambalin@t reay d;

wherein the programfurther conprises a programfor executing a procedure

for, beforelpgsdeim ng voting processi ng upon
| According to a third aspect of the present
invention, there is provided a recording medium
recording a program for preventing unauthorized use of a
ballot card in an electronic voting system including an
accepting apparatus which issues a ballot card in
accordance with a vote acceptance regquest, and at least
one voting apparatus which performs voting processing in
accordance with a vote request using the ballot card,
the program being constituted by a program for executing
'a procedure for recording acceptance time on the ballot
card when the ballot card is issued, and a procedure
for, when the ballot card is to be issued, recording, on
the ballot card, a voter ID is information for uniquely
identifying a votef using the ballot card; wherein the
program further comprises a program for executing a
procedure for, before performing voting processing upon
reception of a vote request, determining whether or not
a preset timeocut time has elapsed from the acceptance

time recorded on the ballot card to the time of voting,

- 4a -




reception of a vote request, determ ning whether or not rese%‘ meout
time has el apsed fromthe acceptance tine recorded on t Hm‘al% Qjard to
the tine of voting, 4a - -------- --- 28 February 2007 and a procedure
for outputting a warning nmessage when it is determ ned that the timeout
time has el apsed. Brief Description of the Drawings FIG 1 is a bl ock

di agram showi ng the arrangenent of the first enbodi nent of the present
invention; FIG 2 is a block diagram showi ng a tineout detecting section
in the arraﬁf{j%r?erﬁr%ed[% fﬁorrstougfé%%%rﬁ WETHRG FieSS@de iMidénttiton; FI G

3is a flowch rt sho er at time of acceptance in the first
enbodi ment “of scgﬂih%pcn\fg}ﬁqfolﬁ“ eFé]ﬁrsufr]f Fig. 4is a
fl ow chart Bsﬂov! r}%s%&q_ract natt eﬁl]a votlng in the first enbodi ment
of the pr % chart showi ng operation at 5
the tine of |dent|tyE\¢Q§|f1 ié’“biﬁck“&ié%iéﬁ sRRhedimeRt, of the present
invention; Fig. 6 is a flow chart show ng operation alg e tinme of
identity veyitdedmon¥ bat| gheCaldskSeWARCE@ment of the present
invention;
FIG. 2 is a block diagram showing a timeout
detecting section in the arrangement of the first
embodiment of the present invention;
FIG. 3 is a flow chart showing operation at

the time of acceptance in the first embodiment of the

present invention;
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in the first enbodi ment of the present invention; 10 Fig. (.is flow chart
showi ng operation at the tine of a voter 1D search int gbryagy 2 odi nment
of the present invention; Fig. 8 is a flow chart show ng operation at the
time of end of electronic voting in the first 15 enbodi nent of the present

I nvention; Figs. 9A and 9B are views schematically showing the first

enbodi nent of the present invention; Fig. 10 is a view showi ng the

arrangenment of the second enbodi nent of the present inventjon; 20 Fig. 11
is a flow chart showi nfifhe? dpeRafiof chart nehQekR PREFHAILMARTL of the

present invention; Fi 12 js a view show ng the arran nt of the third
enbodi nent o?h?’ el LB nfOFIRE MY dife didsh prbpdinent %%g‘\%h@hart showi ng

t he operatiao 5 of. the third enbodi ment of, the present invention.
Description é#e%%ﬂ;rﬁ%¥%9$¥ﬁPEMbodinents The first enbodi ment of the

present invention 5 2§%§eb5Uf£yang%w gﬂé}tfgﬁégiﬁﬁké?%#éégﬁﬁn I | next

with reference to the éonpany!ng raw ngs . . 1, an
e T A et e st
accepting apficHidfent! dNWHEIGTrelbnt invention;

Fig. 6 is a fliow chart showing opefation at
the time of identity verification/ballot card issuance
in the first embodiment of the present invention;

10 ‘ Fig. 7 is flow chart showing operation at the
time of a voter ID search in the first embodiment of the
présent invention; |

Fig. 8 is a flow chart showing operation at
the time of end of electronic voting in the f£irst

15 embodiment of the present invention:

Figs; 9A and 9B are views schematically
showing the first embodiment of the present invention;

Fig. 10 is a view showing the arrangement of
the.second embodiment of the present invention;

20 . Fig. 11 is a flow chart showing the.operation
of the second embodiment of the present invention;

Fig. 12 is a view showing the arrangement of
the third embodimént of the present invention; and

Fig. 13 is a flow chart showing the operation

25 of the third embodiment of the present invention.

Description of the Preferred Embodiments

The first embodiment of the present invention




acceptance tine recording section 12, a voter informatign storage section
13, a voter ID recording 10 section 14 connected to the W%Fuair}ﬁ ¥t i on
storage section 13, and an erasing section 15. The acceptance tine
recording section 12 wites the current tinme in an acceptance tine
recording area 32 of the ballot card 31 (to be described later). 15 On the
voter information storage section 13, voter information, e.g., information
(voter ID for _uniquely identifying a voter is recoded. Wen a_ball ot

card (to be WektrPeHAeseHidhed il idafaile edthavividt giefigyencec dith§ secti on
14 retrieves informatjon (voter I1D) 20 for uniquely identifying the voter
who has conpEEEWPHN L1 HE SN procedure fromthe voter information

storage section 13, d ites.the, voter ID i voter 1D. recording area
33 of the ballot car dagﬁ.gﬁf%@e:}'%&ejr%‘ ]g'ec"?rf O#cht:éq%%qu 9 nformation
recorded on ' 8 i rea .34 of hall rd 31. The
accept ance tﬁ%@%%(%%%%%?e% &gl%%%nﬂ%o &e%%ﬁrseggﬁ%ﬁg%ge%%i ogﬁ 14, and

erasing gectd ng dhpARtRIIIAI N ARG Bl AN efddbagalti Ng a CPU

(Central Processing | ncor por at e accepting apparatus 11 to
| oad conmputgrpr4agrans recorded on a recordi ng medi um such as a hard disk
into the main nmenory. 5 Such conputer prograns nmay be | oaded by directly

mounting a recordi ng nefd WESSPIS apfd-dtdd AL includes an
acceptance time recording section 12, a voter
information storage section 13, a voter ID recording

10 section 14 connected to the voter information storage
section 13, and an erasing sectiocn 15. The acceptance
time recording section 12 writes the current time in an
acceptance time recording area 32 of the ballot card 31
(to be described later).

15 On the voter information storage section 13,
voter information, e.g., information (voter ID) for
uniquely identifying a voter is recoded. When a ballot
‘card (to be described later) is inserted, the voter ID
recording section 14 retrieves information (voter ID)

20 . for uniquely identifying the voter who has completed an
acceptance procedure from the voter information storage
section 13, and writes the voter ID in a voter ID
recording area 33 of the ballot card 31. The erasing
section 15 eréses the information recorded on a voting

25 status recording area 34 of the ballot card 31.

| The acceptance time recording section 12,

voter ID recording section 14, and erasing section 15




whi ch the prograns are recorded in a drive unit. Alterqﬁ%%%g%% @@F
conputer prograns may be downl oaded through a conputer yg h as the
Internet. 10 The voting apparatus 21 includes an acceptance tine reading
section 22, a tinmeout value storage section 23, a tineout detecting
section 24 connected to the acceptance tinme reading section 22 and ti neout

val ue storage section 23, and an unaut hori zed use warni ng 15 display
section 25 connegted to the tineout detecting section 24. The voting

appar at us 2135fsdTPheReREed OV oFR1S1RY R LRY nfeddbPERcest M er 1D 1 st
di tl 27 ted,t h ter. D di ti 26, d
20 voter | D PREE) sHAPORROEEES T oh SBNE CATERR BAPY FRBRF SRt 1T 15 1o~
di ' : [ . ' t | D
mput soct | ooBRRCEL Ry e HEREREEI N Ge Trr AR A 0T
| i st storage?sggfhogigﬁ €%g32§hgq&g | Bay t section 2A, a voter |ID search
C

result display section onnected to t voter I'D search section 2B, a

voter I Dgist erasing gﬁgﬁigamggkggn?Egbggmg ey O 1Gsde@09y to the voter
ID list storage section 28, and a voting status recording section 29. Wen

the ballot caifestily ménseiteth FdCor@OEd e tduth rfAd D-FEM ioan 22 s
connected to the 5 acceptance tine recording area 32 to read the
acceptance which the programs are recorded in a drive unit.
Alternatively, the computer programs may be downloaded
through a computer network such as the Internet.
10 : The voting apparatus 21 includes an acceptance
time reading section 22, a timeout value storage section
23, a timeout detecting section 24 connected to the
-accéptance time reading section 22 and timeout value
storage section 23, and an unauthorized use warning
15 display section 25 connected to the timeout detecting
section 24.

The voting apparatus 21 also includes a voter

ID reading section 26, a voter ID list recording section

'27 connected to the voter ID reading section 26, and a

20‘ voter ID list storage section 28 connected to the voter

ID list recording section 27.

The voting apparatus 21 further includes a
voter ID input section 2A, a voter ID search section 2B
connected to the voter ID list storage section 28 and

25 voter ID input section 2A, a voter ID search result

display section 2C connected to the voter ID search

section 2B, a voter ID list erasing section 2D connected




time-réecorded on the acceptance tinme recording area 32 2&{ he bg@%pt card
31. As shown in Fig. 2, the tinmeout detecting section SR AUA

ti meout determ ning section 24a 10 and control section 24b. The ti neout
determ ni ng section 24a checks whether or not a tinmeout has occurred from
the acceptance tine, on the basis of the acceptance tine read by the
acceptance tine reading section 22, the tineout value recorded on the

ti meout val ue storage 15 section 23, and the current tinme. The control
section 24btPsthenvieberdI?P olise $Tomeee SReEloR Mg anttd SFPBE and
controls, upon occurrence, of a tineout, the wunauthorized use warning

di spl ay sect PbAtYS FecotdRd Sechemi 49 nessage. 20 The ti neout

det I Ni ng. ti 2 heck h t th | d. f] f h

acceptance iime. Lot nAREh Bt PRLHEL| SoBa.Al 5 DroPREeat nEkhe 11 moout
lue. If th ' f | ' '

cqual to or feveTRire | Filie eSO 7 M Marhocdlf SHURL (ol on

24a det ' j . | [
Cheerteq® t racseptiiod LUIFRLCORELAE AR T2 I AP U [ dbogRidhct! | ©
connect ed topife MASEadd SEaHd e {ind GarbdiBngtared B2 ecor ded

on the wvoter ID recording area 33. e voter IDIlist recording section 27
records. t he yptEie IHA1TEAGADA t3e, voter |D
As shown in Fig. 2, the timeout detecting
section 24 includes a timeout determining section 24a

10 and control section 24b. The timeout determining
section 24a checks whether or not a timeout has occurred
from the acceptance time, on the basis of the acceptance
time read by the acceptance time reading section 22, the
timeout wvalue recorded on the timeout value storage

15 section 23, and the current time. The contrel section
24b is connected to the timeout determining section 24a
and controls, upon occurrence of a timeout, the
unauthorized use warning display section 25 to output a
warning message.

20 The timeouf determining .section 24a checks
whether or not the elapsed time from the acceptance time
to the current time is equal to or less than ;he timeout
value. If the elapsed time from the acceptance time to
the current time is equal to or more than the timeout

25 value, the timeout determining section 24a determines
fhat a timeout has occurred.

'When the ballot card 31 is inserted, the voter




5 reading section 26, on the voter ID |ist storage Sec“%& g&e voter
| D search section 2B searches the voter IDIlist read fr ‘?Hﬁ“ﬁ

| ist storage section 28 for the input voter ID input fromthe voter 10 I D
i nput section 2A, and displays the search result on the voter ID search
result display section 2C. If voting is normally conpleted, the voting
status recording section 29 records information indicating conpletion of
voting on the voting status 15 recording area 34 of the ballot card 31. The
voter ID |i®R %‘i”%\@’r% ek igh D i é‘ﬁ’élet%sﬁd/d%cérth%"lolt% IPecorded on the

voter IDIlist sto e sectlon.éZB unctlons of the res %hlve
2

sections de’é%‘??zb VREER U F§rrEeérd

t t t t.e
computar pr BT 2 regg%%f’glgﬂldﬁgo ok né‘%%vcﬂaﬁﬁﬁcgfwr 155 £BREPEIMOK i nto
the main Mermyy.; sicsy @Mﬂ:ﬁ%ﬁr O:Q'rrr 10% E{Ey %doﬁ}th%yvogei‘eibl y mounting

a recording ne |un1such as a prograns are recorded

in adrige yidqidy LSRdY e dnhg %O%Ll.le%r I‘H‘i [%t@%)ﬁgg EQB‘E’%Haded

t hrough a conputer network such as t e I'nternet. ebruary 2007
that the votwgy, I D input section 2A provides a nmeans for inputting a voter
ID as a search target to the voting apparatus 21

The voter ID search section 2B searches the

voter ID list read from the voter ID list storage
section 28 for the input voter ID input from the voter

10 ID input section 22, and displays the search result on
the voter ID search result display section 2C.

If‘voting is normally completed, the voting
status recording section 29 records information
indicating completion of voting on the voting status

15 recording area 34 of the ballot card 31. The voter ID
list erasing section 2D erases the voter ID list
recorded on the voter ID list storage section (28).

The functions of the respective sections

described above are implemented by causing the CPU

20 incorporated in the voting apparatus 21 to.load computer
programs computer programs recorded on a recording
medium such as a hard disk intc the main memory.

Such computer programs may be loaded by
directly mounting a recording medium such as a CD-ROM on

25 which the programs are recorded in a drive unit.
Alternatively, the computer programs may be downlcoaded

through a computer network such as the Internet. Note




The ballot card 31 includes the acceptance 5 tine recorqgﬁg ar ea &%, vot er
ID recording area 33, and voting status recording area @4 SOWERZ0e bal | ot
card 31 is inserted into the accepting apparatus 11, the acceptance tine
recording area 32 is connected to the acceptance tinme recording section
12, and the acceptance 10 tinme is recorded on the acceptance tinme recording
area 32. Wien the ballot card 31 is inserted intohe accepting apparatus

scction 14, ShaviERengorBP FoPRrpdt, edsFRR Eh PrbPided XS o ar oo

33. On the Vehhiagrshat HSvHEERT gHN e i ti L ngli | ng whet her
or not voting Eas begn dgne by us?ﬁgé ?%%é%%l ?%?éégrwgﬁhég%g%% ded. Note
that as the Bpphphtgargi 31, various kinds 20 of cards capable of recording

i nformati on, such as a nagnetic card and IC card, can be used. The

operation of the firstTRebpdimeat catdt B iREceE88E thueatteptahté be :
descri bed next with reference to Figs. 3 to 8 25 Fig. 3 shows the flow of

“accept ance ptimesseogrdimgtieeac3eptveeaIartddsrding Fred 38, aldd a voter
or an attendant in a polling place inserts the ballot card 10 28 February

2007 31 i ntvotieg astais meappiimg srdd I461 eWhidn .this HdiElotbaldmt card 31,

a card prepared in the polling place is
31 is inserted into the accepting apparatus 11, the

acceptance time recording area 32 is connected to the
acceptance time recording seqtion 12, and the acceptance
10 time is recorded on the acceptance time recording area
‘32.
When the ballot card 31 is inserted into the
accepting apparatus 11, the voter ID recording area 33
is connected to the voter ID recording section 14, and
'_ 15 the voter ID is recorded on the voter ID recording area
.33. On the voting status recbrding area 34, information
indicating whether or not voting has been done by using
- the ballot card 31 is recorded.
Note that as the ballot card 31, varijous kinds
20 of cards capable of recording information, such as a
magnetic card and IC card, can be used.
The operation of the first embodiment of the
_preéent invention will be described next with reference
to Figs. 3 to 8. |
25 Fig. 3 shows the flow of acceptance processing
lin the accepting apparatus 11. First of all, a voter or

an attendant in a polling place inserts the ballot card

- 10 -




used: \hen the ballot card 31 is inserted, the 5 acceptggég tlnezquording
section 12 of the accepting apparatus 11 records the a ﬁ? Yre on
the acceptance tinme recording area 32 of the ballot card 31 (step A2).
The voter 1D recording section 14 searches the 10 voter information
storage section 13 for the ID of the voter to be accepted, and records the
corresponding ID on the voter |ID recording area 33 of the ballot card 31

hod of f f
o 61 181 % S adlele I (R G 0T A 1) B Ehel o' o ch
bar Codes arg i NLAt AL, Sl e 1,ANAGE TS Bbcpode 1 eader

connected to t%e accepting appar S I'S uSe rea code,
t hereby seargdidqig for the 20 corresponding ID. In this case, in order to
cope with voters who forget to bring vote request notifications with them

the accepting apparat ythdd Bi&TBaABdY &gy B 1f Unctimyefed, SREE fYi ng vot er
| Ds by sel ecting addresses/nanes froma 25 list or a function of specifying

voter | D5 byadhemtiiae tintdddigraiddy esetsbnanes dehraegaceepeyhgar d. For
exanple, a voter |ID specifying section 16 - 11 28 February 2007 having
t he above f apdamatuss ldoneecirelt tthet eceptehce time on the
acceptance time recording area 32 of the ballot card 31
(step A2).
The voter ID recording éection 14 searches the
10 voter information storage section 13 for the ID of the
voter to be accepted, and records the corresponding ID
on the voter ID recording area 33 of the ballot card 31
(step A3).
In this case, as a method of searching for
15 voter IDs, for example, the following method is used.
Vote request notifications on which bar codes are
- printed are sehf to voters in advance. The bar code
' reader connected to the accepting apparatus 11 is used
to read each bar code, thereby searching for the
20 corresponding ID.

In fhis case, in order to cope with voters who
forget to bring vote request notifications with them,
the accepting apparatﬁs 11 preferably has a function of
specifying voter IDs by selecting addresses/names from a

25 1list or a function of specifying voter IDs by directly
_inputting addresses/names through a keyboard.

For example, a voter ID specifying section 16

- 11 -




I nformati on storage section 13 and voter |ID recording gﬁfﬁlon 1 ThIS
make. it possible to search for a voter |D on the basis gﬂ?
address/ nane and the voter 5 information storage section 13. The voter 1D
recording section 14 therefore can wite the voter IDin the ballot card
31. The erasing section 15 clears the voting status recording area 34 of
the ballot card 31 (step A4). 10 Since information indicating whether or

[ h b b he bal | d.31 i ded h
1oL, UL MESLB ASrey DY AL e Bl Lobneatdyoho! B sRELeS O Le
f h 15
O 20SBIaNCEp sk lh TUMDSe, LUSLAEROPLURS LOUE-20Y JalstelRyore

acceptance praeesshndy. ThapYa! fhxdr 1NpoBkiBILaRL b0akbR Pobldngopkace then

renoves the ballot card romthe a ceptlng apparatus 11 (step A5).

Subsequent | yun! B8 ¥RbChalRXesr! B YRbhBlaadPedBpAhfl Usndlthelvorer of a
plurality of voting apparatuses) to cast a vote. The flow of voting

processi ng i AnEBem4et bR stapRgbatystLdnWi Bl bendesstébeth wédor@isgence to
Fig. 4. First of all, the voter inserts the ballot 25 card 31 into the

voting appar aeosidh Q&teheﬁéforénc&ﬁewrﬂﬂélﬁneaﬁaﬂéﬂtﬂﬁ P, thde acceptance
time reading section .22 reads the acceptance tinme fromthe. acceptance

time 12 28 Pablotrga28031.

The erasing section 15 clears‘the voting
status recording area 34 of the ballot card 31 (step A4).
10 Since information indicating whether or not
voting has been done by using the ballot card 31 is
recorded on the voting status recording area 34, this
area must be initialized at the time of acceptance. In
this manner, the acceptance time and voter ID are
15 recorded on the ballot card 31 to compiete a series of
Qperations in acceptance processing. The voter or an
attendant in the polling place then removes the ballot
card 31 from the accepting apparatus 11 (step A5).
Subsequently, the voter moves the voﬁing
20 apparatus 21 (or one of a plurality of voting
apparatuses) to cast a vote.
‘The flow of voting processing in the voting
apparatus 21 will be described with reference to Fig. 4.
First of all, the voter inserts the ballot
25 card 31 into the voting apparatus 21 (step Bl). In the
| voting apparatus 21, the acceptance time reading section

.22 reads the acceptance time f£rom the acceptance time
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recordi-ng area 32 of the ballot card 31. In addition, ﬁ e&oter @B readi ng
section 26 reads the voter ID from the voter ID recordl 33 % of the
ballot card 31 (step B2). 5 The timeout detecting section 24 reads the
preset tineout value fromthe tineout value storage section 23 (step B3).
The acceptance tine read by the acceptance tinme reading section 22, the

ti meout value, and the 10 current tinme are conpared with each other (step
B4). If the elapsed tine fromthe acceptance time to the current tine is

equal to or FRAX Ginth arra tIhefutthalalleheanbtilng dFHpAHIEoRy di spl ays,
on the unauthorized use warning dis section 25, a marnégg nessage

i ndi cati ng 1@‘? h‘(é’trﬁ}‘ss]f[bl%e éz)’éb‘} (A% Tfads dhesModere Ay TEpm (st ep
B5). The mar e inclu es for ressi on formng the
vot er that a qﬂ§ |QﬁFQﬁ§fqﬁ%%ﬂﬁ%%§ﬁaﬁ he

acceptance prac éﬁhﬁéﬁ 20 to votlng, and the voter needs to return to the
accepting ap 11 to check whet her or not he/she is the person

hi msel f who has conpl ejed @&€q£é€ggfﬁngr§@ £ 240ULSeeig this

war ni ng nessage, the vo ns accep |ng apparatus 11 to verify

hi s/'her 25 d.dandd taimé&uﬁ %Ai@feerﬂd?@%@ ARt Rraqhecmag%on in step

B4 that the el apsed tine fromthe acceptance tine -
section 23 (step B3).

The acceptance time read by the acceptance

time reading section 22, the timeout value, and the

10 current time are compared with each other (step B4). If
the elapsed time from the acceptance time to the current
time is equal to or more than the timeout value, the
voting apparatus 21 displays, on the unauthorized use
warning display section 25, a warning message indicating

15 the possible unauthorized use of the ballot card 31
(step B5).

The warning message includes, for example,
expressions informing the voter that an abnormally long
period of time has elapsed from the acceptance procedure

20 to voting, and the voter needs to return to the
'accepting apparatus 11 to check whether or not he/she is
.the person himself who has completed the acceptance
procedure. Upon seeing this warning message, the voter
returns to the accepting apparatus 11 to verify his/her
25 identity.
| It is determined as a result of comparison in

step B4 that the elapsed time ‘from the acceptance time

- 13 -




28 February 2007 to the current tine is less than the t ut v e (step
B4: NO, nornal voting processing is perfornmed (step BG)igr?e\%ﬂ@ﬁy%(#l ng is
normal Iy conpleted, the voting status recording section 29 records, on the
voting status 5 recording area 34, voting information indicating t hat
voting is finished (step B7). The voter ID Ilist recording section 27
records the voter IDread in step B2 on the voter IDIlist storage section
28 (step B8) The voter then renoves the 10 ballot card 31 fromthe vot i ng
appar atus 21tQstke ®HTenigieies i bh teshehsur fhenddmantt ¥aldieni(§§ePressage
is displayed in step B5 and the voter returns to the acce par at us
11 to verifyBhi HRbr ?‘H@Pﬁlrt‘QOtWWP’E)QC%HQM %lfﬁf)?r%?‘i Q?]rceég Pig. 5.

15 When the yoter returns to th cce i.n ppar at u attendant in
the polling Ppiete’d 1i:’ch;frje*"'S nogm %’f&&dfa %etﬁé’%}d}gersqﬁ}:lnqwrlng,

d find th t d As
ggscr: Bez abo"gev‘-'o‘#f'nneg acc J nrggﬁ ap%egé:‘%fe s’I n i ncli%(%]s'{ahe%\p/)ot ez
f fs b
colecting’ s uRfity ARl ' 8 vo i Albdine ungllt SHAGMIE ol Y voter

| Ds by di recidysd o téing SAH 66s&s) H#es through a keyboard 25 As
descri bed abovel s?he vol‘t er 1D speci'fying section 16 is connected to the

}/0t er. information storpge vsesti on Lidsentkodi@ng Bdaeumling seeidden 14 to
'nd e the voter ID read in step B2 on the voter ID list
storage section 28 (step B8) The voter then removes the

10 ballot card 31 from the voting apparatus 21 (step B9).

Operation to be performed when a warning
message is diSplayed in step B5, and the voter returns
to the accepting apparatus 11 to verify his/her identity
will be described with reference to Fig. 5.

15 When the voter returns to the accepting
apparatus 11, an attendant in the polling place acquires
an address/name from the voter by inquiring, and finds
the vdter ID using the accepting apparatus 11 (step Cl).

As described abovet the accepting apparatus 11

20 includes the voter ID specifying section 16 having a
function of specifying voter IDs by selecting
addresses/names from a list or a function of specifying
voter IDs by directly inputting addresses/names through
a keyboard.

25 As described above, the voter.ID specifying

'_'section 16 is connected to the voter information stdrage

section 13 and vqter'ID recording section 14 to find a
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- 14 - 28 February 2007 voter ID on the basis of an inpq%wggdre526€fne and
the voter information storage section 13. The found vot®r MY itten
on the ballot card 31 by the voter ID recording section 14. 5 The
attendant in the polling place then receives the ballot card 31 on which

t he warning nessage is displayed fromthe voter and inserts the card into
the accepting apparatus 11 (step C2). The accepting apparatus 11 coll ates
the voter 10 ID found in step O with the voter IDread fromthe inserted
bal | ot card %2 ?EtEB e) th QTEES¥% oﬁtaPslnE%EC@§ﬂF%§ﬁ%4ﬁWecﬁHQKﬁ % he voter

ID found in s coi ncj des th t he voter d f he i nserted
bal | o'tj calrd ‘3‘11?3551?14’30?%1”1(% %1%4%?9? [ﬁe(\é&)}%l#g wi tH° %t‘ﬁe# it can

be inferred at the Iot card .3 e n to the
vot er when h%]?s?ﬁ% %Eﬁp %naw‘.ﬂhe b% Jé %}( O%h%y‘){%émse [ hersel f,
and the vote£ec€§§ §t£%{¥&%ﬁ’fH’V“th t he unauthorlzed use of the 20 baIIot

card 31, e.g ari aking the ballot card. 31 out of the polling

pl ace ang transferrlngThg SQtéH&anEh%ﬁdFH§r§8ﬂllﬂEe?¥QéértH@ﬂ claimthat a
ti meout has occurred, in spite of act that voting has been 25

finished, andecleiweasl 16t ssainse ird hel bl v i QR rehe wariith P asiddeg
apparatus 11 therefore checks whet her or
is displayed from the voter and inserts the card into
the accepting apparatus 11 (step C2).
The accepting apparatus 11 collates the voter
10 ID found in step Cl with the voter ID read frem the
| inserted ballot card 31 (step C3). That is, it is
checked whether or not the voter ID found in step Cl
coincides with the voter ID read from the inserted
ballot card 31.
15 If the two voter IDs coincide with each other,
it can be inferred that the ballot card 31 held by the

voter was given to the voter when he/she completed an

- acceptance procedure by himself/herself, and the voter

has nothing to do with the unauthorized use of the

20 ballot card 31, e.g., temporarily taking the ballot card

31 out of the polling place and transferring it to the
third person. |
The voter may claim that a timeout has
occufred, in spite of the fact that voting has been
25 finished, and demand reissuance of the ballot card 31.
The aceepting apparatus 11 therefore checks whether or

not information indicating the ¢omp1etion of voting is

- 15 -




not information indicating the conpletion of voting is 28 F&F ary
2007 recorded on the voting status recording area 34 of Tuapy t card
31 (step &4). If information indicating the conpletion of voting is not
recorded on the voting status recording 5 area 34, the accepting apparatus
11 determ nes that the tinmeout is based on sone justifiable cause, e.g.,
taking an abnormally long period of tinme fromthe acceptance procedure in
t he accepting apgaratus 11 to the insertion of the ballot card 31 into the
voting appar 2EG9T9ed1 8npERg ¥Rt HRI BRAEYEI BRCPRAIRE Hotd i3y HF e and
outputs the,c Lres ongi 9 inLor ;on. Wth this operation, the flow
returns to s 88 AT iS. §SteR Ghich the attendant in the polling place

' he ball o . fit.is d ' '
that the tvgte er 185 do ot WESFRRERS LAt Eakal kS cﬁ%fié”c%%?eé% ned. that
: ' ' 31, e.g.,
Lomporart |y (3 tRa By FafeRad oy 1oel o8 hg Myl ndtoathiy 1y o

transf errg ngakbat 84t Nen@Oabbpt G S9Parhfubt 1l Saded Al didy sigp C4 that
i nformation indicating the conpletion of voting is recorded on the voting

status recor gingoateds3Baséd &% solfd efEEPLELIANBE ddise 2. d.S, ankidggal act
of demanding reissuance of the ballot card 31 in spite of the fact 25 that
voting has bagnabhormatly (Béep fe)iod noSutimé@ £25€,the acceptance
proceéure in the accepting apparatus 11 to the insertion
pf the ballot card 31 into the voting apparatus 21
10 Dbecause of congestion in the poliing place, and outputs
the corresponding information. With this operation, the
flow returns to step Al in Fig. 3, in which the
attendant in the polling place reissues the ballot card
31 {step C5).
15 If it is determined in step C3 that the voter
IDs do not coincide with each other, it is determined
that the voter has taken part in unauthorized use of the
ballot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
20 third person. If it is determined in step C4 that
information indicating the completion of voting is
recorded on the voting status recording area 34, it is
determined that this act is an illegal act of demanding
reissuance of the ballot card 31 in spite of the fact
25 that voting has been finished (step C6). In such a case,
corresponding information is output, and the attendant

in the polling place takes action in accordance with

- 16 -




corresponding information is output, and the attendant in_the polling
pl ace takes action. in accordance with 16 28 February 29plebrggygg007
situation. Referring to Fig. 5, the processing of finding a voter ID (step
Cl) and the processing of inserting the ballot card 31 into the accepting
apparatus 11 (step C2) 5 can be done in an arbitrary order. In addition,
the processing of checking whether or not the voter IDs coincide with
each other (step C3) and the processing of checking whether or not

i nformati on eaehcaityugtinm. conpletion of voting is recorded on the voting
status 10 recording area 34 (step C4) can be done in an arbitrary. order.
Operation to be done wREEeET}BENCAgFAEssAgethe PEPSHFE)RE Ph E%%%lﬁg, and

Iy 1 5l so BovAERE B [RESHEERbaERoRE A erer o sid oF Lderitd Tadhoa, ¢ he
_ & B PR R ¢S _

o ror ssu noPehLShartb %af 16T e bt ing capr e St ot eekiGEy T

ver | 11 ed sar echidpgendsnt 1Y 20 oPBILOLIS dorddl | oL TELRRL AIpI D Fi -

these two processeS are perforned Tni Seri es oper

e nce | PEBEESHF 4P Phalelil Tl siep Loy sapg iy 1L, Lhe
warni ng mMessg@fncide with each other (step C3) and the processing of
checking whether or not information indicating the
completion of voting is recorded on the voting status
10 recording area 34 (step C4) can be done in an arbitrary
order.

Operation to be done when a warning message is
displayed in step B5, and the voter returns to the
accepting apparatus 11 to verify his/her identity may

15 also be done by the method shown in Fig. 6.
In the above method, the processing of
~ verifying a voter's identity in Fig. 5 and the
processing of reissuing the ballot card 31 in Fig. 3
when the voter's identity is verified are independently
20. performed. In the method shown in Fig. 6, these two
processes are performed in a series of operations. More
specifically, when the voter returns to the accepting
apparatus 11, the attendant in the polling place
receives the ballot card 31 on which a warning message
25 'is displayed from the voter, and inserts it into the
accepting apparatus 11 (step C7).

The attendant in the polling place acquires an

- 17 -




25 is'displayed fromthe voter, and inserts it into the eptin
apparatus 11 (step C7). The attendant in the polling pla%iﬁéEﬁHY?ag7an 17

28 February 2007 address/nanme fromthe voter by inquiring, and finds the
voter I D using the accepting apparatus 11 (step C8). As described above,
the accepting apparatus 11 includes the voter ID specifying section 16
havi ng a function of 5 specifying voter |IDs by selecting addresses/ nanes

hdar eoses) naRBETERF LagHC AL kEPLEAS Qv HHBRY b L5 NE] cind FAndE HEY ound by
col [ ot eot hevSEet BT R LY Bl AESehElad LamRaraEss of by LAY Ry i he
mrth each ot festEEERACHbe®! e HocBhEihd dopdtattf 1D ERed Fhs° he °°
orocedur e by’ roBeT? RRPSLYTLRG HOCOLAE Y AR LA ARE T TICE | e
unaut hor iszeds @i £fih§evobatl| Pbs C@fd.se?.ﬂecﬁr%  ad EFRAESS Hiamd Ll Ehe

ballot card 31 out of the polling place and transferring 1t to the 20

third personidoveyed , fhhet Von &£ Nepedier el Mokt s B aiddmayt has
occurred, in spite of the fact that voting has been conpl eted, and

denmandi ng t henpet tssnpna@dreésédindmmdd dihirdigh 3 . ké@odhds rBeaeForde

accepting a voter ID can be-found by using the voter ID specifying

section 16.

10 The accepting apparatus 11 collates the voter
ID found in step C8 with the voter ID red from the
‘ballot card 31 inserted in step C7 (step S9).

| If the two voter IDs coincide with each other,
it can be inferred that the ballot card 31 held by the

15 voter was given to the voter when he/she completed an
acceptance procedure by himself/herself, and the voter
has nothing to do with the unauthorized use of the
bﬁllot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the

20 third person. However, the voter may be claiming that
the timeout has occurred, in spite of the fact that
voting has been completed, and demanding the reissuance

- of the ballot card 31. For this reason, the accepting
apparatus 11 checks whether or not information

25 indicating the completion of voting is recorded on the

| VOting status récording area 34 of the ballot card 31

{step Cl1l0)}.

- 18 -




apparatus 11 checks whether or not information 25 indic%ggﬂ% t he @ﬁppletion
of voting is recorded on the voting status recording ar bal | ot
card 31 (step A O. - 18 28 February 2007 |If information |nd|cat|ng t he
conpletion of voting is not recorded on the voting status recording area
34, the accepting apparatus 11 determnes that the tinmeout is based on
sone justifiable cause, taking 5 an abnormal ly | ong period of tine

f h h 11 h
om the et e pigeg #”e AT AT R SRS B Ybcause of
S non (Tollie N AW Aed Byl Ui 1B s*%%tusm;gf%%aaﬁ d on the

acceptance tine recor area ot card

into the cutrentsfing,d Sél&fé(pgljn)g 8@%@#&:&%&&@& Reas gtﬂggegg from

the accepting apparatus i s determne

the voter lpidddutda Padedd il ol Hhs§aF aMilkCloauske, | 8.460 erBkAgg 1t hat

the voter has taken part in unauthorlzed use of the Dballot card 3 e.g.,

tenporargly atxakamﬂ)ﬂm:ﬁgalldﬂé; wﬂodSbeIttm@f firlbm Rokl ae@epitaﬁe:eand
transferring it to the thi per son. it is determined in step Cl O that

20 i nf or mat iprodedtireatinn g Heh aceepitlg a@paﬁ:a\mrsl ng ite® thecandedtdont he
voting status recording area 34, it is determned that this act is an
illegal act off thembadilleg card 31 into the voting apparatus 21
because of congestion in the polling place. 1In this
case, the time recorded on the acceptance time recording
10 area 32 of the ballot card 31 is rewritten into the
current time (step Cl1).
The ballot card 31 is then removed from the
accepting apparatus 11 (step Cl13).
If it is determined in step C9 that the voter
15 IDs do not coincide with each other, it is determined
that the voter has taken part in unauthorized use of the
ballot card 31, e.g., temporarily taking the ballot card
31 out of the polling place and transferring it to the
third person. If it is determined in step C10 that
20 information indicating the completion of wvoting is
recorded on the vdting status recording area 34, it is
determined that this act is an illegal act of demanding
reissuance of the ballot card 31 in spite of the fact
that voting has been finished (step C12). 1In such a
25 case, corresponding information is output, and the

:attendant in the polling place takes action in

accordance with each situation.
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rei ssuance of the ballot card 31 in spite of the fact tq€# voti ng _has been
finished (step Cl12). In such a 25 case, correspondi ng i o A0 s
output, and the attendant in the polling place takes action in accordance
with each situation. 19 28 February 2007 Referring to Fig. 6, the
processing of inserting the ballot card 31 into the accepting apparatus 11
(step C7) and the processing of finding a voter ID (step C8) can be done
in an arbitrary order._5 In addition, the processing of checking whether or
not the voter |Ds coiﬁﬁﬁ?ﬁF%Wght%aﬁﬁgotﬁertQ%tQﬁP?é%s%ﬂﬁi?#&a processi ng

of checki ng whet her or,__not infornati i.,ndi cating the | eti on of voting
i s recorded YF¥FHe ﬂ%d’%ﬁaqmscq%‘gg#]di]ﬁgoa&é'f %’fc(esqt r%10) can be done
10 in an arhbitrary. order. t e 0 i . .rei ssuance  of
t he ball ot é&ﬁ?ﬁﬁﬁ“iﬁ%ﬁrﬁéﬁgﬁ[EifT%R?rﬁ?éﬁﬁﬁé§€%ﬁl ecgﬁgﬁgggg§235e t he

bal | ot card Jl Sxd”(%% cdy Oéesr%camf@%yg%ﬂ Ay YT, the

accepting apparatus 1 inclu e vot er speci fylng section 16

having tBe fingldion g SRS I QIE of Rhedkith] Wldtier addmesses/ nanes

froma list or the function of specifying voter I'Ds by directly inputting
addr esses/ naifRs ddileduaiheA disihaialdl wii sxRecidtihey t(ktez) 0ot @nd Bhef this

person.. The apparatus then checks in accordance with the flow chart of
Fig. 7 whet afoddssitly of checking whether or not information
indicating the completion of voting is recorded on the

voting status recording area 34 (step Cl10) can be done

10 in an arbitrary order.

Furthermore, some voter may deménd reissuance
of the ballot card 31, claiming that voting could not be
done because the ballot card 31 was broken. In order to
cope with sﬁch a demand, the accepting apparatus 11

15 includes the voter ID specifying section 16 having the
function of specifying voter IDs by selecting
addresses/names from a list or the function of
specifying voter IDs by directly inputting
addresses/names through a keyboard, and specifies the

20 voter ID of this person. The apparatus then checks in
accordance with the flow chart of Fig. 7 whether or not
the person has finished voting.

An attendant in the polling place (preferably.
the superintendent in the poliing place or a person

25 designated by the superintendent) inputs the voter ID to
be checked to the voting apparatus 21 by using the voter

ID input section 2A. For example, the voter ID input
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t he person has finished voting. An attendant in the pollugg pIacg
(preferably, the superintendent in the polling place or? ‘? 005

desi gnated by the superintendent) inputs the voter IDto be checked to the
voting apparatus 21 by using the voter |[ID input section 2A. For exanpl e,
the voter ID input 20 28 February 2007 section 2A is of a touch panel
type, and has no external input device such as a keyboard unli ke a general
personal conputer. Therefore, characters that can be |nput are di spl ayed
on the screefetbian| dhy iheohta dieusht Paneb ¥R andk das P ie¥teamadi on
(step D). The voter | D search section 2B reads, _out the [Iist of recorded
voter IDs frifPihedSvies Furh ag a HYRRArd duthide fsg(egteéfpﬂoz) The

ttendant th hes | f ter 1D target input 10
by usi ng { hOSUETERat BRI Ruct] A B SRe T 2l B t”pi”s

di spl ayed o Y r ult If a
plurality OPIIEII%?I n%)}%p%%%f%g%&s E:lgjre Scflgés tIacye ‘?L%H[ ﬂg‘%éﬁ(&t@% ace t he
attendants i tgﬁF §%%§1 p8ar ch processing with
respect Fo 2#% e&gotlng ap aﬁ% fuses %ﬁgﬂﬁﬁ1 te?dant permts reissuance
of the ballot card 31 gpbYy¥bEP i sSardEt &SNS ddatedd® o &hd D is not
recorded on any of the voting apparatuses 21. 20 Electronic voting is
performed untidt td¥® recorded voter IDs from the voter ID list

storage section 28 (step D2). The attendant then
searches the list for voter ID as a search target input

10 by using the voter ID input section 2A (step D3). The
search result is displayed on the voter ID search result
display section 2C (step D4). |

If a plurality of voting apparatuses 21 are
installed in the polling place, the attendant in the

15 polling place performs such search processing with
respect to all the voting apparatuses 21. The attendant
permits reissuance of the ballot card 31 only when it is
determined that the voter ID is not recorded on any of
the voting apparatuses 21.

20 Electronic voting is performed until the
electronic voting end time while the above processing is
pexrformed. In due time, the electronic voting end time
will come. Fig. 8 shows operation to be performed when
the electronic voting end time has come, and processing

25 at the end time is perfbrmed.
| The voting apparatus 21 checks whether or not

an instruction to perform processing at the end time has
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el ectronic voting end tinme while the above processing is g& forgﬁ(gE I n due
tinme, the electronic voting end tine wll cone. Fig. 8 ilon to
be perforned when the electronic voting end tine has cone, and processi ng
25 at the end tine is performed. The voting apparatus 21 checks whet her or
not an instruction to performprocessing at the end tine has 21 28
February 2007 been issued (step El). If a termnation instruction has
been issued, termnation processing such as digital signature on a
recordi ng nebeen1@ﬁsuhﬁchsbepuﬁg)datéfug termiratien ppdioryglion rhas
tern1nat|on rocessing, the 5 voter IDIlist erasing section 2D erases al
the voter eRr bRFEPR. VE@€m1m§¢¥?%tPE?%?%@%nSe%? eeP¥EGH el E2). 1t is
t hen checked whether or not an ipstruction to perf orn1 omerdfFF proceSS|ng

has been is8yggatyye O%dﬂeFe??¥ﬂ+ﬂgtmﬁé%?%noﬁégh%%% a%3etS 10 power
I's turned off P. Eﬁé ﬁ%he fLrst nE é of the resent |nvent|on

er for s t heP BREPAL HordeTELEPrea 1h %rmmae 150 et SR oo

d b f t

Ty

't or mat i on T EEOR PRE | oter M n it e“? RS TR 28 T
ptance ti1ne an voter "A' are
recorded on the ball OtIEaiQ Bleh SEHEEK Y @zﬁ@tﬁéﬁe&%'ﬂ&t an
instruction to perform power OFF processing has been
issued. If a power OFF instruction has been issued, the
10 = power is turned eff (step E3).
The first embodiment of the present invention
performs the operations described above. These
operations will be described with reference to schematic
views of Figs. 9A and 9B.
15 _ Operation in a case wherein thentimeout of the
ballot card 31 is to be determined will be described
with reference to Fig. 9A. Time stamp information "T1"
of the acceptance time and the ID of a voter "A" are
recorded on the ballot card 31 issued by the accepting
20 apparatus 11.

When the ballot card 31 is inserted into the

voting apparatus 21, the voting apparatus 21 reads the

time stamp information "T1" of the acceptance time, and
calculates the elapsed time until current time "T2".

25 The voting apparatus 21 then checks whether or not the
elapsed time is equal to or more than a predetermined

“timeout time "TBf. If "T2 - T1 < T3", it is determined
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20 appératus 11. When the ballot card 31 is inserted i”t%%%Qf vgﬁ@wg
apparatus 21, the voting apparatus 21 reads the time stahp*riTOrmati on

"Ti" of the acceptance tine, and calculates the elapsed tinme until current
time "T2". 25 The voting apparatus 21 then checks whether or not the

el apsed tine is equal to or nore than a predetermned tinmeout tinme "T3".
If "T2 - Ti < T3", it is determned 22 28 February 2007 that the ball ot
card 31 is nornallﬁ used, and normal voting processing is performed. Wen
voting i s noithatl fhef paildrédcarde3lDisf nemmalby cusedy and RRERdfed on t he
voting apparatus 21. 5 If "T2 - Ti > T3", the unauthorized use of the
bal | of card ¥Pti®9sDEpEesedngely. perforgedysplaendveking vb¥ AOMRLi%ok t he
ball ot card 31 qu f the pollin space apd, transferred. it ta a voter "B",
o 8 corr LbBAHAG-vbRRi 18 RELhgeUPECE A Ls TRerREREd on 1S o
accepting apparatus_11 cohlatgi the voter ID of the voter who is holding
the ballot c3P§'39 FPPATEAESV6Ler 1D recorded on the ballot card 31.

Cperatiog%to be perforq@d"wgeQSEQaésTgece%ﬁgrXP?%?hgﬁgg%grﬁgghgf ot er

has finished voting, e’Q., e "Whéréei'n a ot car lis

bai ot card Tt o aRan Lt fa o hnerann 110 camnot The ST e o
whether the gatdri sa%eabbk Phekeg196t!&&rd 31 out of the polling
space and transferred it to a voter "B", and a
corresponding warning message is output. Thereafter,
10 the accepting apparatus 1l collates thé voter ID of the
voter who is holding the ballot card 31 with the voter
ID recorded on the ballot card 31.

Operation to be performed when it is necessary

to check whether a voter has finished voting, e.g., a
15 cése wherein after the ballot card 31 is issued. the

voter claims that he/she cannot cast a vote because the

ballot card 31 is broken (a case wherein it cannot be

discriminated whether the card is really broken or the

card was intentionally broken) will be described with
20 reference to Fig. 9B.

A voter ID as a search target is input to the
voting apparatus 21 to search the set of voter IDs
recorded on the voting apparatus 21 for the
corresponding voter ID. The search result is then

25 output. The ballot card 31 is reissued only when there
.is no corresponding voter ID, -

Note that the voter ID recorded on the voting
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card was intentionally broken) wll be described with Z%gg fere2§§7to Fi g.
9B. A voter ID as a search target is input to the votin %5%?& 21 to
search the set of voter IDs recorded on. the voting apparatus 21 for the
correspondi ng voter ID. The search result is then 25 output. The ball ot
card 31 is reissued only when there is no corresponding voter ID. Note
that the voter ID recorded on the voting 23 _ 28 February 2007 apparatus
21 is recorded on an area different froma voting result recording section
30 on whi ch £#RBay3tRAg2lr ESuTeCrEded RN IWed RFEexRRt f¥¥h 2 by erasing
the voter ID recorded on the voter ID]jst storage section 5 28 at the end
of eIectroniEOGEPQnﬁ?s?ﬁE FEPardthg nieGketer 360 reiehy ey YHe bt i ng
result or person .information associated with this record can he

Conceal od. " TRESULE ohf EREERF hantVoRS  Ho 5 SREARE I oY Fasing e

descri bed ne | t.aj ' f e 1 Q. . el egt.roni ¢ voting
syst em of thléét%%bg@i%%?%%?o@?dgggg% %]ge)rfﬁnefjh%% %ﬁoﬁér?{)éut%el%logpvot er ID

in_checlg ngahet Neke Obnd % 2 JGhefod £ Ao fuFar il LALG1 &P by 1 0 &

voter IDlist storage section a votling appar at us remai ni ng

arrangenent sy & +4€o5@"%na hd Vétind i Fedumodi gliondin the first
enbodi nent, a voter IDis
information associated with this record can be concealed.

The second embodiment.of the present invention

will be described next in detail with reference to
10 Fig. 10.

An electronic voting system of this embodiment
provides another method of inputting a voter ID in
checking whether or not a voter ID as a search target is
stored in a voter ID list storage section 28 of a voting

15 apparatus 21. The'reméining arrangements are the same
as in the first eﬁbodiment.

In the first embodiment, a voter ID is
manually input from the touch panel. In‘the second
embodiment, an accepting apparatus 11 issues a voter ID

20 checking card 41 for checking a voter ID, and the card
is inserted into the voting apparatus 21 to allow the
voting apparatus 21 to recognize the votei ID as a
search target.

A checking identifier 4la and checking voter

.25 ID 41b are recoded on the voter ID checking card 41.
The checking identifier 4la indicates information for

identifying the checking card. The checking voter ID
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manual Iy input fromthe touch panel. In the second enbggg nt, 3@
accepting apparatus 11 issues a voter ID 20 checking car ryaLy %@cking a
voter ID, and the card is inserted into the voting apparatus 21 to all ow
the voting apparatus 21 to recognize the voter ID as a search target. A
checking identifier 41la and checking voter 25 ID 41b are recoded on the
voter | D checking card 41. The checking identifier 4la indicates
information for _identifying the checking card. The checking voter 1D 24
28 February 2887indigatgdi aavetesn {Btaf RDSaRTe@hskaF¥ettarget. The

accepting apparatus 11 _al so includes an input_section, K17 _fqQr inputting a
voteP ID? apeoter ID 06 8§EeRE T APPETALIS L r?iﬁotﬁﬁc%ﬂaﬁ? ?%L andga 5
checki ng voter recordi ng. section 19 which is_ ¢ ected to t I nput
section 17 a%8P9£t8?°?EPEtg?a§%r %BBP?B%“EBaéﬂ%t%F?ﬂQS %uv?%%%fﬂ%ne of the
checkin I d LLi.er . and h ' % r 411, 0 voter |ID
checking cargekkgbgosééglggt}%SP%%p§?§¥ggg2€ﬁ§d$%ﬁ%$ |anﬂ%£§1a checki ng

voter | Dy eaghgi3R6! iBEePIrf OFesSAHLAY BocElark MuaULrLd D when the

application specific entl ( I'ng an application, which is
recorded oncbhfiebBEAT t60tRET thsel s8cte8H iPeikd Wier SID Netdsagdiecki ng

identifier 4la. As shown in Fig. 11, the voting apparatus 21
section 18 and writes at least one of the checking
identifier 4la and the checking voter ID 41b on the
voter 1ID checking card 41.

10 The voting apparatus 21 further includes a .
checking voter ID reading section 51 for reading a
checking voter ID when the application specific
identifier indicating an application, which is recorded
on the inserted card and is read therefrom, is the

15 checking identifier 41a.

As shown in Fig. 11, the voting apparatus 21
reads the application specific identifier of the card
Efrom the card (step Fl). 1If this card is not a voter 1D
checking card (step F2: NO), normal voting processing is

20 performed (step F5). If the card is a voter ID checking
card (step F2: YES), a voter ID is read from the card
(step F3), and the flow advances to step D2 in Fig. 7,
and a voter ID search section 2B searches for the voter
ID.

25 - The third embodiment of the present invention

will be described in detail next with reference to the

accompanying drawings.

=25 -




reads t-he application specific identifier of the card fromthe (step
F1). If this card is not a voter ID checking card (stexé%é%”“ﬁﬂ? or mal
voting processing is 20 perforned (step F5). If the card is a voter ID
checking <card (step F2: YES), a voter IDis read fromthe card (step F3),
and the fl ow advances to step D2 in Fig. 7, and a voter ID search section
2B searches for the voter |ID. 25 The third enbodi nent of the present

invention wll be described in detail next with reference to the
acconpanyi ng draw ngs.As shBown in_Fig._ 12, an.electronicygott®guary 2007

As shown in Fig. 12, an electronic_voting_ . s sten1accordinq¥io this
enbodi ment hSESERMAFEAEEHRAt tO | Fhish RPSINeRE MR (HFENEgeNe 21 are

ted th b A k_80. h of_th ' t 521, t
310 has. t he SArBTLES AROEhaR SBRATHALSRT 2Ho T, ot pPAPAPHESS1 descr i bed
b . In thj | ect ' ti t t |.D | on 2B of
ach voting HpardR & Pebuh B8~ lof 1 Yorthe FHFHEERLT 07
h | k | bl e f
Vot ng apar aPust Lleohfe HHE SEhCkErifoehihf B8 ERat pPOFRE" 0\ I 1y 7

DD e AT AR A0 IR B! 10 system according to

In this electronic voting system, a voter ID
search section 2B of each voting apparatus is designed
to return a result with respect to a search requést

10 through the network 80. This makes it possible for one
voting apparatus'to search the voter IDs recorded on all
the voting apparatuses.

The operation of the electronic voting system
according to this embodiment will be described next with

15 reference to Fig. 13.

The voting apparatus 21, reads the application
specific‘identifier of a card therefrom (step Gl). If
this card is not a voter ID checking card (step G2: NO),
normal voting processing is performed (step G4). If the

20 . card is a voter ID checking card (step G2: YES), a voter
ID is read from the voter ID checking card (step G3).

The voting apparatus 21; checks whether or not
the read voter ID ié stored. If the ID is stored (step
G5: YES), the voting apparatus 21; displays the search

25 result (step G8).
If the ID is not stored (step G5: NO), the

voting apparatus 21; transmits the voter ID to each of
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15 reference to Fig. 13. The voting apparatus 21, reads appl i I on
specific identifier of a card therefrom(step GL). If tﬁ?ngggﬂzﬁ@}not a

voter I D checking card (step &: NO, normal voting processing is
perfornmed (step 4). If the 20 . card is a voter ID checking card (step &:
YES), a voter IDis read fromthe voter ID checking card (step G3). The
voting apparatus 21, checks whether or not the read voter IDis stored. If
the IDis stored (step Gb: YES), the voting apparatus 21, displays the
search 25 r&bgl VotingpapppratpseRe2lD 16 bt compestelstbpough KBf, the
voting apparatus 211 transmts the voter 1D to each of - 26 28 February
2007 the voPPhYORBpEPatOstednest:s 98RTeBnhEERLRICEAr ough the network 80

t t h ®). | h It i t d f |
o e anonr of T2 2 iarcy ReREIE Rl SRllulald ERGRIARY GhETVELY ON°
G7). F le. th Lt i i spl th i tus which
oo rond ¢ notBecyakifia’ pkakises| PENEY O Pha" RRpkEb IS, FEP SL U2 E €T

t ouch | i i i described ti
honoraPosy Bisblabfrit) (SteBTRI ToRbr dERGPDE] BREVEesuI 1B VOLINO

a voter |D ag18p3&gLaNiont 8hECYOLLRM SfSatOEL WRTEh Rbs fiCayoiiIY appar at Us

21 nmakes it possible to searc vot 1 ng appar at uses
voter ID.

Note that when a voter ID is to be input from
a touch panel as in the first embodiment described above,

10 the voting apparatuses 21; to 21, are connected through
a computer network. Inputting a voter ID as a search
target from the touch panel of the voting apparatus 21
makes it possible to search all the voting apparatuses
21; to 21i,.

15 The voting apparatus 21; checks whether or not
the voter ID is stored. If the'voter ID is not stored,
the voting apparatus 21; sends the voter ID to the
voting apparatuses 21, to 21, to request them to search
for the voter ID. When a search result is returned from

20 any one. of the voting apparatuses, the voting apparatus

21, displays it. For example, this result is displayed

on the voting apparatus which has. read the voter ID.

As has been described above, according to the

embodiments of the present invention, the accepting
25 apparatus records the acceptance time on .a ballot card.
If the elapsed time since the voter inserted the ballot

card into the voting apparatus is equal to or mcre than
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21, to 21n 15 The voting apparatus 21, checks whether or th ter
is stored. |If the voter IDis not stored, the voting aﬁ%p€g¥ﬁ§ gT%Psends
the voter IDto the voting apparatuses 212 to 21, to request themto search
for the voter ID.- Wen a search result is returned from 20 any one. of the
voting apparatuses, the voting apparatus 211 displays it. For exanple, this
result is displayed on the voting apparatus which has-read the voter |D.
As has been descri bed above, according to the enbodinments of the present

i nventi on, tﬁep’é@@%?mb"% %Hb%ﬂraal‘ FRERY oSS th’é‘eoF@é'é‘&'ancgauﬁ me on a

bal | ot card the el apsed..tjne, since the voter ert.e he ba card
into the vot 'R eﬁpﬁgr OFLIRAR) FO (REQYS ?ﬁwEP%rHﬂ?|E§P %ﬁé éiy 2007

'SL ECE‘S? lt the %ﬁgl}%or 9 f;"%i 'ée'ﬁ%;ﬁeéfl%sr%a%gg R Ftor ﬁ"“%i 2king
the ballot ¢ Utn@f pd e R 81 ﬁ]%r%é%lnger@r{gjlgéoteS
ing t nt

third person t|on acc the accepting

apparat us; r egR{£§ ge¥o4er D on a ballot card. Wen voting is normally
finished, the voter IDis recorded on the voting apparatus to allow a

search 10 afterward. TihSad@keson! RHOSSHALEg tEo d1ssdniBotBinferdts Cagee Wherein
voting could not be done because of a faulty ballot card froma case
wherei n a voaetepting apparatus records a voter ID on a ballot card.

When voting is normally finished, the voter ID is

recorded on the voting apparatus to allow a search

10 afterward. This makes it possible to discriminate a

case wherein voting could not be done because of a

faulty ballot card from a case wherein a voter

intentionally broke‘or lost a ballot card and claims

that he/she could not cast a vote, thereby preventing

15 double voting due to unauthorized reissuance of a ballot

card.
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intenticonally broke or lost a ballot card and cl ai ns trngge/sh? &Puld not
cast a vote, thereby preventing 15 double voting due to unaﬁ?ﬁ%Y ged

rei ssuance of a ballot card. 28 28 February 2007 Wat is clained is: 1.
An el ectronic voting systemconprising: 2 a ballot card; 3 an accepting
apparatus which issues a ballot 4 card in accordance with a vote
acceptance request; and 5 at |east one voting apparatus which perforns 6
voting processing, in accordance with a vote request 7 using the ball ot

card, 8 wher®rat sb§ CLHREBH iRy apparat us incl udes 9 acceptance time
recordi ng neans for recording acceptance 10 tinme on the ballot card when
I ssuing the ballot card, 11 and 12 said voting apparatus includes 13

reception of ta vot e rofieareoERLE PRERRECh el oot (R PSR T, ot

time has,16 el apsed frgnbgffogcgﬁg&?nce_tine_recorded on the ball ot 17
card to the tine of voting, and war ni ng di splay nmeans for outputting a

warni ng 319 message whgp §@éélp£iﬁ§\%p£§a€ﬁéimiwmwéea_inwﬂsoeo t hat
the tineout time has el apsed.” 2. system according to claim1l1, wherein
4 card in accordance with a vote acceptance request; and
5 at least one voting apparatus which performs
6 voting processing in accordance with a vote request
7 using the ballot card,
8 wherein said accepting apparatus includes

9 acceptance time recording means for recording acceptance

10 time on the ballot card when issuing the ballot card,

11 and
12 said voting apparatus includes
i3 timeout detecting means for, before performing

14 wvoting processing upon reception of a vote request,

15 determining whether or not a preset timeout time has

16 elapsed from the acceptance time recorded on the ballot
17 card to the time of voting, and.

18 warning display means for outputting a warning
19 message.when said timeout detecting means determines

20 - that the timeout time has elapsed.

2. : A system according to claim 1, wherein
2 said accepting apparatus further comprises
3 voter ID recording means for, when the ballot card is to

4 be issued, recording, on the ballot ca:d, a voter ID
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2 sai d ‘accepting apparatus further conprises 3 voter iﬁf%rdln%gﬁﬁans
for, when the ballot card is to 4 be issued, recordlng i

card, a voter ID _ 29 28 February 2007 5 indicating information for
uniquely identifying the 6 voter who uses the ballot card, and 7 said
voting apparatus conprises 8 voter IDIlist recording neans for recording 9
the voter ID recorded on the ballot card as a voter ID 10 |ist upon

Com oo OL4ot 0, PEFESABLASLIALSL DSt o gEans o

storlng the

said 2 ggcephbing Qﬂﬁ gggst rﬁgfiogoggfdsgﬁuyoter | D search 3 neans for
o chec

maki ng a search t or not a 4 voter ID as a search target is
recorded son sai d voter ghPg 50Ehﬁ§ appheaLuieabfprised systemaccording to
claim2, wherein said 2 voting apparatus further conprises voter ID |ist

erasing & neans for e{aseRJID YOLEr rbEblishgrmeahdetopnrecotdmger 4 1D
|ist storage neans. 5. A systemaccording to claim3, wherein 2 said system

further Gonpthsesoteyolerrédbrdedhetkig walikbf cdarxdenkiaxyatemtldr | D, 4
sai d accepting apparatus further conprises 5 checking voter ID recording
nmeans f @10 r etbsti wper coneletion basvet sepmtoaaesgiatg oramshi d voter |D

checkln% card, _
voter ID list storage means for storing the

12 voter ID list.

3. A system according to claim 2, wherein said
accepting apparatus further comprises voter ID search

means for making a search to check whether or not a

= WN

voter ID as a search target is recorded on said voter ID

5 list storage means.

4. ‘ A system according to claim 2, wherein said
2 voting apparatus further comprises voter ID list erasing

3 means for erasing a voter ID list recorded on said voter

4 ID list storage means.

5. A system according to claim 3, wherein
said system further comprises a voter ID

checking card for checking a voter ID,

said accepting apparatus further comprises

s W W

checking voter ID recording means for recording a voter
6 ID as a search target on said voter ID checking card,

7 and
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7 and 30 28 February 2007 8 said voting apparatus furt co
checking voter ID reading neans for reading a voter qugyégiﬁ

target fromsaid voter ID checking card. 6. A systen1accord|ng to clalmii
wherein 2 said .voting apparatus conprises a plurality of 3 voting
apparatuses connected to each other through a 4 network, 5 said plurality
of voting apparatuses conprise 6 voter IDIlist recording neans for
recording a voter ID, 7 recoded on said ballot card, as a voter IDIist,
and 8 sad voter |D se&Réf ﬁeﬁh%gnﬁmﬁ%r%tgéaﬁ%Fﬁ@ﬁ¥rﬁQﬂRﬁi%ﬁﬁe network to
check whether. or. not a voter ID 10 as a search tar t |s & cor& d on voter

ID Iist $torZeek HﬂﬂrﬂﬁﬁﬁF|¥P(ﬁ%ﬂﬁlﬂﬂnW%EP%uﬁﬁﬁzﬁ

accordi to claim2, wherein sald IIot C 0 rlses 3 n accept ance
tine reggr di 3y Arief WHget 4':2 ce"fﬁﬂq scfi’rg’%dfl@ *8id 5 a voter

| D recording area on which a voter ID 6 is recorded. 8. A systen1according
to claim2, wherein 2 said ballot card conprises a voting status 3

“recording arga on which ¥9§£&9 égé&fﬁ;éogolgfémtj ngﬂhe‘lrélr{“ shed. voting

is recoded, and 31
2 said voting apparatus comprises a plurality of

3 voting apparatuses connected to each other through a

4 network,

5 said plurality of voting apparatuses comprise
6 voter ID list recording means for recording a voter ID,
7 recoded on said balleot card, as a voter ID list, and

8 said voter ID search means makes a search

9 through the network to check whether or not a voter ID
10 as a search target is recorded on voter ID list storage

11 means in other voting apparatuses.

7. A system according to claim 2, wherein
2 said ballot card comprises
3 an acceptance time recording area on which

4 acceptance time is recorded, and

5 a voter ID recording area on which a voter ID

6 is recorded.

8. A system according to claim 2, wherein
2 said ballot card comprises a voting status
3 recording area on which voting information indicating

4 finished voting is recoded, and

- 31 -




28 February 2007 5 said voting apparatus conprises voti tatu
recordi ng nmeans for recording voting information 7 indié%??%ﬁm¥¥2?%ﬁed
voting when voting is normally 8 finished. 9. A system according to claim
8, wherein said 2 accepting apparatus further conprises erasing neans for
3 erasing voting information recorded on said voting 4 status recording
nmeans. 10. A nethod of preventing unauthorized use of a 2 ballot card

whi ch uses an electronic_voting system 3 i ncl udi ng an accepting apparatus

4 (
whi ch i ssties a bal | ot SBiga V@R APRATRHEE ﬂPWﬁrés96tE°5%E%p?5ﬂgﬁsrequest,

d 6 at_| t ti t i ch f { I i ' '
accor danch WFERCAIYBPEMPERACSPE 8T HEPRY P REFIS LREPMETbr i si ng the |

steps of:;9 ¢ Lhg _a et on t he || ot. en i ssuing
t he balle% c%ﬁgﬁggtgggfg¥§£%§$§o¥%#%§gv§??%gvb?8%§§§?§ggﬂ%%gtﬁg reception
of a votq;reggﬁighegeternining whet her or not 13 a preset tinmeout tine has
el apsed fromthe acceptance 14 tine recorded on the ballot card to the
time of voting, 15 and 16 outputting a warning nessage when it is 17
determned that the tineout time has el apsed. 32 28 February 2007

9. A system according to claim 8, wherein said
2 accepting apparatus further comprises erasing means for
3 erasing voting information recorded on said voting

4 - status recording means.

10. A method of preventing unauthorized use of a
2 ballot card which uses an electronic voting system

3 including

4 an accepting apparatus which issues a ballot
5 card in accordance with a vote acceptance request, and
6 at least one voting apparatus which performs
7 _ voting processing in accordance with a vote request
8 using the ballot card, comprising the steps of:
9 ' recording acceptance time on the ballot card
10 when issuing the ballot card,
11 before performing voting processing upon
12 reception of a vote request, determining whether or not
13 a preset timeout time has elapsed from the acceptance
14 time recorded on the ballot card to the time of voting,
15 and
16 outputting a warning message when it is

17 determined that the timeout time has elapsed.
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11. A nmethod according to claim10, further 2 conprisin ste
when the ballot card is to be issued, 4 recording, on t%@gﬁi %@go
voter IDindicating 5 information for uniquely identifying the voter mho
uses 6 the ballot card, and 7 recording the voter 1D recorded on the
ballot 8 card as a voter IDlist. 12. A nethod according to claim11,
further 2 conprising the step of making a search to check whether 3 or not
a voter ID as a search target is recorded on the 4 voter IDIlist. 13. A
met hod according to claim 11, further 2 conprising the step of erasing a
voter ID Iis{. 14. A nethod according to claim10, furth 2 conprising
the steps ofls: recordiﬁgmﬁtbﬁﬁe?c??Fggn% E%a?%@ﬁ@a}%etf %% T4 checki ng

card, and 5 reading, t he_voter the search target from 6 the checking
card. 15(i A EEﬁégﬁﬁxﬁQﬁrﬁf?Q?(ﬁ im11, further 2 conprising the steps

of 33 28 February 200 %?g gﬁ@'ﬁ%ifgtvgﬁf glgrfgegéliggu recoding a voter

| D recorded on the bal cafd as a vo B maki ng a search
to check whetdiel, @indOlof the ballot card, a voter ID indicating

5 information for uniquely identifying the voter who uses

6 the ballot card, and

7 recording the voter ID recorded on the ballot

8 card as a voter ID list.

12. A method according to claim 11, further
2 comprising the step of making a search to check whether

3 or not a voter ID as a search target is recorded on the

4 voter ID list.

13. A method according to claim 11, further

2 comprising the step of erasing a voter ID list.

14, A method according to claim 10, further

2 comprising the steps of

3. recording a voter ID as a search target on a

4 checking card, and

5 reading the voter ID as the search target from

6 the checking card.

15. A method according to claim 11, further

2 —-comprising the steps of
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7 voter ID as a search target is recorded on a voter %Jst nother
voting apparatus through a network. 16. A net hod accordl%é%

further 2 conprising the steps of 3 normally finishing voting proce55|ng,
and 4 recording, on a ballot card, voting 5 information indicating that
voting is finished. 17. A nethod according to claim 16, further 2
conprising the step of erasing voting information 3 recorded on a ball ot

d. 18, A di k i f 2 t
ot hor ed e of |3 BENLEMASTROFARY BeREGSLERY BT 2 ."LSVESSl om
including 4 an acceptlEgcgggﬁgagu§o@Q£0fD|§é ﬁfdé?tﬁﬂlfﬁe giln

accordance with a vote acceptance request | east one voting

appar at ug Whigha Pes fRr¥dter MPU1{WE Pragessing in accordance with a vote
request 8 using the ballot card, 9 the program being constituted by a

program feor 10 executin8Ring34 58 &b & 2 Ne @0 Ofhe B ¥ asedigte  or recording
acceptance tinme on the ballot card when the ballot card is issued, and a

procedur @ f orotewhelD tde dHaddaricls atdrdest tis e ddasisT on eC&lodierg,IDON t he
ball ot card, a voter ID which is information for uniquely identifying a

vot er usiéng tist iraldrodtlear drotuimey eppadat s dgrmamdhuE hetwoakpr i ses a
program for executing a procedure for, before perform ng voting processing

upon reception of a vote request,

16, A method according to claim 10, further
2 comprising the steps of
3 normally finishing voting processing, and
4 recording, on a ballot card, voting

5 information indicating that voting is finished.

17. A method according to claim 16, further
2 comprising the step of erasing voting information

3 recorded on a ballot card.

18. A recording medium recording a program for
2 preventing unauthorized use of a ballot card in an
3 electronic voting system inbluding
4 an accepting apparatus which issues a ballot
5 card in accordance with a vote acceptance request, and
6 at least one voting apparatus which.performs
7 voting processing in accordance with a vote request
8 using the ballot card,
9. the program being constituted by a program for

'__10 executing
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determ ni ng whether or not a preset timeout tine has elmaaz%zﬁeg fro e
acceptance time recorded on the ballot card to the ti COPBIY G,/ and a
procedure for outputting a warning nessage when it is determi ned that the
timeout tine has el apsed. 19. A medium according to claim18, wherein the
program further conprises a programfor executing a procedure for
recording a voter ID as a search target on a checking card. 20. A nedium
according (o cl &) MetBayhr Rl BEARLAT L LGho GATBY 36 Sun ReODr am for
executing a procedure tor finishing voting processing, a procedure for
recor di nghiibh&ar ® 8fuedland €corded on the ballot card, as a voter IDIist,
and 35 28 February 2007 a procedure for making a search to check whether a
voter ID as a senpiedirafCintich th8 BHIHEEkraNs td18e\igdiRl, tdeotdisd, orttheA medi um
according to claim20, further conprising a programfor executing a

pr ocedurtalibbeardr asiotey 18 wiidrels ihforinatidn fo2 Anfyuepdientifaer anditarausirg theai m 20,
further conprising a programfor executing a procedure for reading a voter
| D as a badat chrd; awlygreinf thenpegrant efurth® coapkisasg ac prograr® Jor Asxesdtingnaaccor di ng
to claim18, further conprising prograns for executing a procedure for

fi ni shi yosastre iprobeferessifagning vpting pegessitg uporetsseptiongof @ vetetrequash,

recorded on the ballot card, as a voter IDlist, and a procedure for mnaking
a sear cIHS$IFERIGH Waeler RbRt 2 preseb dmaprbimerhagrelapsed rafp the afgsptages search

target i,s recorded voter IDljst in another votin apparatus. 36
9 tﬁne record%ﬁ oncme gal!o card to I?he time of votﬁ\g, ande a procedur% for Ll?tpu ing a

warning message when it is determined that the timeout time has elapsed.

19. A medium according to claim 18, wherein the program further comprises a
program for executing a procedure for recording a voter ID as a search target on a

checking card.

- 20. A medium according to claim 18, wherein the program further comprises a
program for executing
a procedure for finishing voting processing,
a procedure for recording the voter ID, recorded on the ballot card, as a

voter ID list, and
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28 February 2007 Electronic Voting System and Method of Pfrﬁ%vent%@g
Unaut hori zed Use of Ballot Cards Therein Abstract of tH& TPEE%&iFe An
el ectronic voting systemincludes a ballot card, accepting apparatus, and
at | east one voting apparatus. The accepting apparatus issues a ball ot
card in accordance wth a vote acceptance request. The voting apparatus
performs voting processing in accordance with a vote request using the
ballot card. T i r.a in C td recordi ng
secti on whish  BRGeae iomaRAG cPtdtion | Gt e ACTHR: 04 5 SRR T osui no
t he bal I@}gé;%r,gcorgg@(,,yg{ei%gerqgggtr_ atus includes a tineout detecting section
and unaut hori zed use war ni ng Isplay section. Before performng voting
processi ng upon reception of a vote request, the tinmeout detecting section
determ nes whether or not a preset tineout tine has elapsed fromthe
accept anze tiAmngdkaobeemding td Biainbad, fithercifpriing tahsrografefopbxyiinga. The
unaut hori zed use warning display section outputs a warning nessage when

t he ti nmgwotedudefos etasimg sswteri IDristlet ermi nes that the tinmeout tine has

el apsed. A nethod of preventing the unauthorized use of a ballot card and
a nmediumrecording a programfor preventing the unauthorized use of a

ball ot card are also disclosed. Fi gf I - 37 )
22 A medium according to claim 20, further comprising a program for executing a

procedure for reading a voter |D as a search target from a voter ID checking card.

23. A medium according to claim 18, further comprising programs for executing

a procedure for finishing voting processing, a procedure for recording
a voter ID, recorded

on the ballot card, as a voter ID list, and

a procedure for making a search through a

network to check whether or not a voter ID. as a search

target is recorded on a voter ID list in another voting

apparatus.
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Electronic Voting System and Method of Preventing

Unauthorized Use of Ballot Cards Therein

Abstract of the Disclosure

An electronic voting system includes a ballot card,
accepting apparatus, and at least one voting apparatus.
The accepting apparatus issues a ballot card in accordance
with a vote acceptanée request. The voting apparatus
performs voting processing in accordance with a vote
request using tﬁe ballot card. The accepting apparatus
-includes an acceptance time recording section which
records the acceptance time on the ballot card when
issuing the ballot card. The voting apparatus includes a
timeout detecting section and unauthorized use warning
display section. Before performing voting processing upon
reception of a vote request, the timeout detecting section
determines whether or not a preset timeout time has
elapsed from the acceptance time recorded on the ballot
card to the fime of voting. The unauthorized use warning
display section outputs a warning message when the timeout
detecting section determines that the timeout time has
elapsed. A method of preventing the unauthorized use of a
ballot card and a medium recording a program for

preventing the unauthorized use of a ballot card are also

disclosed.
Fig. 1
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