;e3ed. *0Z6T2 WD 02/ 19598 PCT/ USO1 /2663 SYSTEMS AND METHODS FOR | NTF@ jY
CERTI FI CATI ON AND VERI FI CATI ON OF CONTENT CONSUMPTI ON ENVI RONMENTS )
Backgr oungd,gh, 49 | nvention Field of the Invention [0001LC¥/|@J5§Y16@3’4€“" i on
relates to i ntegrlty certification and verification. In particu hi s
invention relates to integ r|t¥ certification and verification within a

content consunPYSTEMRANDMETHODRR FOR NTEGRITY RERBIFICATIAN [0002] One
of the nost inportARNp me&meﬂo%bmmr@mnswwntwbutIon of
digital docunents via electronic conmer he current |ack of prot ection
avai lable for the intellectual ﬂ?( WER 9’ ]§ of content owners

providers during the distribution and use of those di gi taI Jmmm,wmm lum
Efforts to resolve this probBaskgreusd beeie Invemtioh | nt el | ect

Ri ghts I\/a@gﬁ&r} IPR% Digital Property Ri ghts Managenent (ERRé),
Intellect %“e NXenffagenent (1PM), Digital Rights Management (DRV),

Ri ghts Marfag@ifent ThiRMventidn Félates fodniegritgopestifiqghion kbdugeimation.(ECV) . [ 0003]
Cont ent pr f; rtified
appl i cat | GANEE L8 th AR gl R e D S

behavi or. Cph@ani@%mpﬂ@ée@fﬂoanﬁﬂbl Ic key infrastructure (PKlI) makes it

possi bl e that application and system providers can certify their own
products and conten viders can verify the integrity of the applications
and systergesFﬂBE“”éPtﬂ{)f‘sﬁﬁaf%‘ Hnsume their contents. Summary of the

I nvention [006%)4] Bﬁawmfe,mmmﬁmntmissmen@édmgdlﬂﬁdemremda’strihunimmf t 0- many

| at i hy. d nd_th
el ati onsr B gRSTHGYS B iR oA 1E MELHSEP aEk pE PR ER bl i b and
conduct i ngfonthedtittileitent prapedy righis-aficnetentrivearprs m;dmevndf:lrscianngthel s difficult,
ot ! RegsbiM S arfd%sg%gur%g@dllgh?f&gygdm%gtﬁ%n%%o thisqhbMEna0L 1 0 have

their contents consune i cations an ﬁ{ag ens that have

desired cheentaeed i@tﬁﬁ@“&{gf%%ﬁl&tél\fae%@éﬁw (BIRM ) Pigigd Feopgeiect s of the

r g gt relng t ng%ﬁmw@eﬁem ommmatenévalatppfape ge@l@ﬂt (mM) Ul?l'talex a(r)rPI tehe
ut i.on,
li ke. [ooo%lﬁgﬁé\ﬁm@%amféwgﬁg g )?n&/grlﬁmpﬂm Bree U content

agai nst Management (ECM). .
[0003] Content providers often want their contents to be consumed by certified
applications and systems that have a desired characteristic and/or behavior. The direct
use of a public key infrastructure (PKI) makes it possible that application and system
providers can certify their own products and content providers can verify the integrity
of the applications and systems that are used to consume their contents.

Summary of the Invention
{0004] However, the direct use of the PKI creates a many-to-many relationship
between the vendors and the providers. This type of relationship does not scale well,
and hence, managing the relationship and conducting an efficient and real-time
integrity verification is difficult, if not impossible, to achieve.
[0005] Content providers often want to have their contents consumed by certified
applications and systems that have desired characteristics and behaviors. By
controlling these aspects of the content consumption environment, the content
provider can, for example, restrict usage, e.g., copying, printing, embedding,
distribution, or the like.
[0006] For example, a content provider may want to protect content against
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WO 02/ 19598 PCT/ USOL/ 26G3~ mi suse by demanding that the systemthat
consunes the content be of a certain |evel of security and rights

managene lity. The content provider may al so want that no
"alien" g%oplﬁ?fca %on e.g., a debugger, virus, intercepti Oﬁ&f/gﬁfl?iégﬁ or the
i ke, interacts W|th the content consunption application on the user system
whi ch may meigwei byclerending dhat éhasiystent Grtcansumesethe contenttbewf asetiein lewhsi ti ve

i nformati %sg&ht%mélﬁs m%ﬁagaﬁﬁﬁt/c;i@/g&lf@} ngcoﬂtéﬂt%:g@vﬁgpﬂ% als§ wahﬁ foed

"Docunent Distributiop Managenent par at us, Usi ng A St andard
Render i ng 38§ Hat np dal;@nweratmh& agsﬁi,fs ‘rﬂ&}s, @&mpéuonurﬁ@m atthadar d

Render i ng likeginegacts Wwith €lt dvateRsdnBumptlon ﬁ;&;ﬂfc@@cﬁﬁéxﬁtﬁe mneér@yétebwwmelﬁ gfagnce in
its entiret

It t
o root 1 piapla el eSO R of AFr Sk Mo PR orer o
. certify tkaamgley AttorppDocketiNmd 1 8325 mﬂﬂoarmtlﬂad/@ommmﬂ)mhmm eristics

d beh i t
needed ¢ o anzcieibhbi At bl dUuho R SR ERAMRAIRIRIFE comPonent s
appl i cat i dviethpddag|Apparatus Foy &ieniroHinge’s Standard Psaytécrelt&Ewnle, Tréledods t hat
provide CQfe%évﬁﬂPﬁfd' iRbrpGYated Beteld G}aﬁdf&@n&qﬁ\ﬂs GRfrety? aﬂ@»% ARImARBSHERL | on

hin SUC a system an |ntegr|ty certification and

envi ronnent s. ed%l\:}

verificat %t P%w%lwaq Ajiserfvalem toestHctaysr’s acoessio) ql?flroaam;é%ua‘@p&een a
content priogorer Bﬂtﬁi‘dar t@@@ﬁﬁgnthacgmu@fgﬂwaﬁol&y@mmtam@hmaddsﬁed provider.

Thi s cert| i cati.on eyhce I g Sterﬁ‘f : ndltxtlnfdt?{ al%g |cat| ons and/ or systens
from t hei ° Fé‘g}?&&?‘ﬁ?& B’ PRI grionofalkthe applicationi and Syptemos ¢ hese

appl i cat i eospaneiitonessipd teecmmsume theroatent med\heetenﬁrrmddgrajverqidatiom

pr edet er m gﬁﬂq#%hectl on. Through the use of this 'service, a content

provi der c rust"” an integrity certification and verification device.
Wth this[00Q8t, Thisiprestipedescabessysientsasd mehods thag prsrvide esstifieation

appl i cat i G veAdcmIH e Fock 'f@éon@é’n@ c8h Gnreﬁvﬁd?ﬁ%ﬂﬁeWﬂlﬁn SH £8sfm, and
verifies on .the . user %Fgl corg‘%n o the e, .that 'the user's
set of app¥hiREEil et Qsﬁx%tl%?%cg LeAROT, AGW, PtchY‘é%O'gfsel SSTCES$ cul ar, the
syst ens aﬁﬂumh@ﬁmé b Bbigentpy@rtiéramd proovicdecongiithptidrC &istedid. t
verification. TfC rtl t|nte e§r|t 0of conte gpt WS& amﬂidalon
consunpt i SRR h’rsu 1[I1gza “Wf il ré@gﬁqrsdngv@lgmppg & *Oﬁlfé‘ﬁ Pt ngeél?st i fication
and verif |ﬂmt1tlmxr mdspectiee priovidersy ondi ebetifidsiibe mtapeity ofthesd applicatrond and/dr bet ween
content pr hS St t??delfg(gé?é ?&Bflﬁﬁg%sgd rﬁ?d@é&%ﬁ%ﬂﬁ%ﬂﬁgﬁ%@%{ A8 oy OVi ders

who nmay d| | ut e, conputers,
PDASs, rruI tqf is R VISE s e Qfer emvm CaTDVDlSE)i %tylétegntsmeﬂiﬁmen@ad vetfigatiRn enabl ed

phones, araév@ep quaﬂxmam twﬁﬂavﬂér YRIlisREQCRB AR T a seo@ (Eatln@Wed S,
mul tinedi a: reif ion a

. Th t t
verificati® e@é&%gx lgwggéq EOW%WBF%%(‘J'IBIQ‘[F&? I X’@ﬂ? PHAS h&r’l’a?rosrys@gfgﬁ)ens from
t he cont erccadinguoiid profiley tibethe apgy!d seaof applipations ded systanchre euthedtices sets of

t hese apply ion . g this service,
a content [96@] M@s@?@?ﬁggﬁaﬁ@%@éﬁgfﬁg e%ﬁlggﬁréké?é;ct or trust,

t he i nt egraettification pid mﬁcehoxamvm@rrpfmtemtwf colteitceg., edoatthenth a profil e of
a set of %H&drﬁﬁidn%m@ﬁﬁexﬁys\ﬁﬁmsh&?&si’s%&n%' Hﬁé’gﬁtytr fllert?ﬁaat AR dts contents,

and verify on a,user, system %écordln to.the e set of
appl i cat i OfF8 I&W@%%tcéﬁ%at@FP‘? these seryirss isrintpdncsd betsicen €°ntPIH: thi s manner,

t he ext entprefiders @Bé Soritent c@ﬁs@(pﬁl‘bﬁ@&st@m%d &;aﬁ@xﬂfaﬁiﬂd@fﬁﬂlj@&h@d or
subm tted,d @[‘Rt he. user he terns

i's used hajgiputefor S ?‘nptersg’flgl cl‘ﬂ e’?’ ll&ut?r&% FP‘E}ﬁme # or
transfer, dlspiamvm@s, DWD plaery, drstrl‘taxﬂect mr,tworkremlslpd phexmseanduppkisgtiomsgazi nes,
| s, t h d
L), NS el Ao APEAFAL aL 2,
docunent rBiPEHY ribfination apdvesH] 1Cﬁ‘ll@ud¢‘@¢ﬁrﬁeéﬁteﬁﬁalpéwld%§almhgﬂ&l%ns agdfon on a

storage Megktems fRﬁntHé c%ﬂﬁéntfﬁoﬁlﬁiﬁnﬂﬁtﬁi’@s&ﬁvé@h@it1dﬂ%ﬁu@@@dan‘dﬂfei-tﬁ’ie‘é s nedia
*or softvvarﬁ& flncl u

nmpact, § gital video
i sce. ( DS thob8 Bl sSEIABE b coniei REGHARD HINE THRER Cind coMant | ke,
[0011] The systens and nethods of this2invention provide for integrity
certification and verification services. [0012] This invention separately
provi des systens and nmethods for integrity certification and verification
services for content consunption systemenvironnments. [0013] This invention
al so separately provides a systemand nethod for determning an integrity
profile. [0014] This invention additionally provides a system and net hod
for verifying the integrity of one or nore systemenvironnents. [0015] This
invention also provides a systemand nethod for managing integrity
profiles systen1and systen1conponent |nfornation. [ 0016] This invention

o s o o,




*'Fig. 2 is a functjonal

WO 02/ 19598 PCT/ USO01 /2G53 verification, to be made between an application
or system conponent on a user's system and the original application or
system coypabgspg as di stributed by the content consunpti OBcrusor/2663d
systeni application provider. [0018] The authentication infor ma{l on for
system appl i cati ons and conponents are stored in a conponent database. The
profil es fPEPViIdernasselepl ontresbibe iegrity egrtificationgng vetificasiod devioase.
Al t er nat i \eglalisl NrofiddLNdet 6LPPUTRIINS And Yystedid BRRIrL S%W&f'torbroﬁéi‘pq@fts can

or

mai ntai n a dat abasge of. aut hentication ipfornation_ that can be war ded
direct|y tSTERE: FLYRIEY PY @ Ve SYBIsmeaGsPTdIRg:to; the BROtile, hat dha sef pEat i on and
veri fi cat iapplickttohs end syistehmwn thévasen egsterh are dullentiot BothistnantRF,ithé &atiton and

certificat] ice term ning the integrit rofile. ,An integrity

profile i £§€?eg.ﬁé)a§1. %%?mi8?"%@5%%?%@%8@%0%3?@ nBAHeRSESHEPDE pr of i | e,

. i's then revuirelded.t o the content provider. [0019] A content provider, such

as a docu di Siry | . C t.ept to a

user. The%ﬁlentgpéog% {ét} a%fg\\t/l\éargﬁg “?%ﬂ?ﬁegé’ﬁgglﬁf%mgéﬁ’%é{“ glgo@glgbé?%n of the

di gi tal cénfishtbutinaor frapsfersisluding bebagipimited so.Icorespondengeckavknt and an

i ntegrity ngabinks joaAL, Hewepdpe) oth&NPapelt SErtwirY, @ﬁlﬁéﬁﬁ,%hb%%?@g L@t on

i ncl udes, ftor .exanpl e, the . |.i cat i ons anij_ system conponents that are

al T owed + SUH5E TG o, ap UEA 7R A pher R TP éie BResete e o IOCERENt he

i[ g &% i f Lgamdm mbddhaihihmmdi fosm ph pfﬁ;’ndr,easfqiwgitdl ?@lﬁ%nsa)rr]ﬁdlﬁg@ﬁﬁ@iﬁhi, ©fin ONs.
koninf.ormati an fromthe content consunption

syst ent ap\éb?gg{e?g%&gé 81\6/%&!5@?éﬁwgdivﬁpgta&&w%&%sp | %&lfl@HH'éﬁd%o&eri fication

devi ce f oruampls, cdnopacésimop(G)’s)atligitakbvidemdiesst(DIDY, hesendisds, Apghcton andi |

integri tyanJegﬂEéoL@tf‘chécf?§?ﬁi§ﬁéliﬁ¥St em Wth this integrity profile, an

rifi i t '

integrity v ation o e user's systemcan be perforned. If it is

det er mi ned0QiHdt t Fle exstamiradmagthestsiof ghis inyentiasf provide derdntegrityy st em ar e

aut hent i c,ceﬁmaﬁld,rgéﬁcﬁ;}erg@aﬁ@mmpg@yi ded by the cont ent provi der_ can then be
el o THRGai TR SyBPhrerRt sk s SURen] BS2By BAVBTOREETY | < to be
appr eci at edrtificationt drel veeificetidn deovicesrfor cune@t consufeibh Eystéh ieAvirdiR@shtd) Ot
ori gi nat e (¥d t he, . i To the contrar the certification
request céélmtgi i nlf?llgglwggp&% %%9%& g%%ffl%?maé&g a%%}?%éhéeﬁlbqq @5“ on embedded
in the prdfiermsiningan infagridy profild. nfor mation-that is forwarded with the

pr ot ect ed 6@ Nt Thik FWehfibn Qm%g?/ Bf&ﬁdégl%rsggtgmtatﬁﬂ nlI'e?ﬁcEdhﬁ)r %Xlﬁéfgrgg tp%/ 0022]

Al ternatively, the content provider nmay al so serve as ein

verifi cat IRRSTEN PLOBS PT MPECRYPlSH WYEPRRENS.N this i nstance, the content

provi der ¢eoIdyCt SThibénvehtiehlsd Provilet b kyterhiaflnRRbAMBF inkh&ghd RegsRy Vi CE
itself by goaﬁlgsegkrt]% tapl&Sa ?5)150?” at e, aut hentication i nformation and

det er mi ni RQ° AR’ Nt egei yysg FYIPROTEGH Qa0 ont provider' s own use. 4 WD
02/ 19s98 SO This 2668tidn fdid@RSiallAgdividesaalybtym anldenctloond #hat performsapt | on
applicati i I Lty certification and
verificat %ﬁ%@&?gﬁ ]f%h%ﬁ%}é&%g}tﬁgl?%etﬁgﬁlﬁez&c%aﬁtggﬁ {ygjgégl%frpt ion

appl i cati §9015Y st ebnasifisallpethe canient pravidaresuchay a dbeyanent ppblishanor nt egri ty

profile tapaihies: Miikied PRqASS Riiaal LRt onponent .
[ 0024] Th%?%landr ot hﬁs fegt.ures aéﬁt@fgﬁt@?ﬁ?ggeggg ﬂﬁ%@%%iﬁt oh are

descri bed e iy fonyarded o-Andntesryertification prdyarifipation deviesd The éestiyi on of
t he pref ecentificetidmnaidnesifisatidsr deefce Das ot @langle, of arf R gBraWoREsdded8dd] The

preferred |k f the ijnvention Will|l be descrihed in detail, with
ref erence a?g:}@géé(_ ﬁg#rﬁggmreﬁg#?dg@@?tl%ﬁg?méefyr?.te“fsdi?%ﬂon &, QUETY &CteH ynct i onal
overvi ew censysmiianisysjern/application providearwha fiposiample, hasf suphBed vdrisgsi t y
certificak{® i 1,901 SY: OFél| i.s. Lhvention; [0027]

G PR o RES T hb collA ary
enbodi menfYSIM2RRIGAHOR gEqVEGer sdvns 1o thedntegritysartifisption sk Yesificaljent em accor di ng
. to this i deebt adthént{c@leBinfrhtition about heUrtidul RVippl AGbAT Oy sifh exenpl ary
integrity certi fi caltl on hang \{erl.ftl cat{on device according to. this
i nvent i onCRPPRESY The gythertipation dufpapation allows @ fgmpatisan, P{Jg’tt?ﬁ”éyof an
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integrity profile according to



this invention; [0030] Fig. 5 illustrates an exenplary environnment stack
according to this invention; (0031] Fig. 6 illustrates an exenplary

envi ronmagg (sheek according to this invention; [0032] Fi gpcf/gshi/stgss ates

t he wor kfl ow of an exenplary stack according to this invention; [0033] Fig.
8 illustrates an exenpl ary workflow of the stack according to th| S

i nvent i on;veriflo@addn, fd e made bdtws&rratamhaance»(c&rsp‘stamwon@bhmﬂ onfa useris pul ati ng

th tack 0
L1 =t K SR 0Pl I 0Bty ol kg
debuggi ng C@@élﬂnmqiﬂgeyst?nﬁﬂpbcﬁtmwldﬁr [0036] Fig. 11 is a flowhart

outlini ng [QGPB]GXGTHE ﬁﬁﬂﬁeﬁ{&ﬁ&i %%1&1%11% Et'%fhda Héatio'ﬂ&ﬁﬁﬂb&ﬁ &f%his' fication
and verification according S |nven 037] Fi.g. 12 is.a flowhart

io
out | i ni ng aéﬁétogﬁéwcam%%éaﬁa t The PEp ﬁaaom?ﬂt W%‘@ﬁ%rﬁ 8rs syedBht i cati ons
. and/ or sysjirefik dacbededi Algerhivielyi, thel davient- ca@mnbﬁ&iaz%]steﬁt/gp 1ib3t1d)1$p1@vfdlsﬂV\B hart

tl | f
pCT) ST AR AR g xRS lPrinon 18 cab b v e T
i nvention; toalmlreh&@ﬂ% d&pigpse dAthedntagfitymertifaationand venificgtiandexenyplithoyt
nbodi
St hent: capgped SEitcbty RIS IBAMGIENL Mo Bty
Pr ef er r ed 1Eaflsd |A¢emte£npom@}e Wetifipponeorraspendisg o the dstermines! integait | on

provide cegbiifel &%ﬁérp&umt\seﬁéédrﬁaﬁ?m&&rw ces to determine the integrity
on enyjronmnen Wth|n1h|s system inte rlty

of a content cons i
certificathOfil and%ﬁttﬂt PHVIds W8 P dpumat ASHIRRT SV eSO ©nor e
cont ent prlﬁwedﬁﬂ%ontéﬂﬂo@ﬁﬁelo rrhmxﬁemqmbﬁaér mﬂmmtth@ﬁses Y preesednd

application rov er The i tific n and verlflcalon devi ce
obt ai ns au‘f t’gf’ digital ﬁ?lg‘?rﬁglﬁq 'ﬁeﬁ’rﬁ %‘g g}ﬁe NEARELHHEY 8 Hbpl i cati on
and/ or syahmgngrmﬁtbadmtlﬁﬁahm aldhiategricaprofite 1|daitrfrdamm oreluales, (fms a content

DI oVi der "t @b sty L ABERL QRITEArt CortluflisGRALEN Ol o BE (BEQYT ded. Thus,

based on the Ion I nf-or recei e cont'ent

consunpt i orpnjstive withdhe pretectedsoatent aod theddentifieation efghe ingegaitpprafide i s

est abl i shegly thblé Syskm@/dgpBicationshen forwarded to the user systemto confirm
that the user has_not at rgd nopdi fied, or does not potentially interfere

in a unaut i9829); e Haxmsedhe aytheriticatonyinprmiation Siomuthe cpRiER: QBSBRHGhe cont ent
provi der. s[y@ﬁﬂﬂappﬁbﬂlorﬂprbhﬁbﬁtHeﬁh&gn@fbeﬁxﬁiﬁbﬂﬁﬂd saHicatioh deviper f or m ng

integrity gertifi atlon and.verific arti.cul a egrlty
cor £ 11 ot PO o e 3 S Fedpc she Bisr bl il bl o e

certi fi catusensysteh. Wéith this atégrity gefile @an2dogrity verfication af tlwaiste’s systaht or

di stributo r @;ﬁg

system appfl c%g%eléfgn*f?cgvllf X§h§g?5éi99d e ﬁlg%gn? Bx(]:léz;l%; 51‘%18 of ! uzgerpsr ofile
dat abase 2sptent @942151611% e @gléa%ﬁpatﬁpt mgétflaci 97 gneémtenbmﬁmr cqmtbertbm ent
consunpt i Ofkcs3ssd Byrt@nmbwaﬁﬁli@au&fs%adwterﬁm RCOMbrtRSwiaD For Sakip®)$he SySt ens
and/ or soft re/ g onents to a user. The user system 400 all ows
consunpti o Ohgt g° ent’, such as docunents, that are supplied by the
content pr@oRtler ﬂaﬂvedfeshtnsmJBMppséwatedmamhdeﬁqubﬂfbemmWMnﬁ integrity of
the user s e% Qgeeé{ﬂ"toh” Jﬁ Wit thceeo?n{emﬁt%&ld%{] ﬂxec%&ﬁgxbrcﬁ%' on device

200 collec re isters-a rcation orna i on a e i ndi vi dual
appl i cati mmlﬁ@y@nmestrmnbp uy@atpdvafpmmrLdW@ so&mﬁmﬂlsaﬁmxﬁmheﬁéed:ont ent

consunpt i of, Ry ﬁfoﬁﬁ@ RARRifiafbh ﬂffoﬁﬁ&%h%e{t 1?% el tEhfihé A& ot} | on

i nformation, e Integrity certification |cat|on devi ce 200
det er i ne ﬁﬁ@ tE"e?th?nrt@Sov rite (e JIseR §/SY8EHi | e of one or nore applications,

systens angpz Sysﬂtlmamamﬂmbﬁteﬁﬁmdld@ﬂmayagb\gm@aieﬁu@t&gnt&o fromthe
content provi s .det erm ned |nte

- Forvarded YSAHoR QB e e A0 a6, e BRIt Siof ek SmiBER sy st em
400 can bethdettegnity meﬂlf{cﬁwand \rerxﬁpemcat semce Hsetithyt guthierimgdbe agopiate
. di stribut of, 200 Vi Athatlbd hﬁcf'tlletennmmg an integrity profile for the content

provider’s own use.
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6 WD 02/19598 PCT/ USCOL/ 2G33~ content, such as a document, to a user
system 400. The user system 400 conpri ses one or nore syst em conponent s
such as Rapd¥asses components and/ or various software appli g@wugﬁllsn“;;hese
appl i cations and hardwar e/ soft ware conponents are usual Iy obtained by t

user fromone or nore content consunption system application providers,
such as a [poRPut eAddititphilyrthe eomerdt comsuenpi@n applicktion/aystan préoviddricam pr ovi der,

or the lik Thesg appli.cati ents are
t hen asseréf%ﬁct a3 &1 ﬁ@@gﬁﬁyrcgléta?faagﬂ%‘Mﬂ%l‘?rhs{l@ﬁ g%tﬂy}gn%é%%ggﬁ?l ate, by
t he user |¢Dnbenﬂe<unsumpabn epplidation/system proyuies fmeesaomple may @sa:*upa alocunent s.
[ 0044] Thug, %ﬂaa ét@%etﬁ%ﬁl?t}féfaséb%ﬁaté@capbhé‘atféﬂ%hﬂ/&%jlﬁé}ﬁ c8figonent.

hardvvare/so t e user_ environnment, the user Vi, ew
e\&{ﬁéﬂ

prot ect ed 093¢ ]ent Thesecand phes fepfurgrand adviniages Qfﬁ]é‘séi%vé%ltl%er eldBuest
. fromthe cemrea;sdpapér@\fﬂoﬂﬁhem\mﬁg d@faﬂé@ﬂ@cﬁ?[%ﬂ@’lh@pw%tﬁd@l ésbodimeltect roni c

book, a multinedia file apresentatlon ormtenplate, or the like. Upon
receiving this request, ent I‘OVI glr and. di stri butor 300 could
provide the requested cont ‘E‘e esﬁrlé’ 0P oL I BEAY B h 4 profile

I dent i fi caf@i0as] 10 The préferrehembedimedd 0f thEtingenpipnfill be ddwmibed ircddtaign 10
i ncl udes, ﬂke%%ﬁpf!%ﬂlgﬁﬁﬁk‘{‘ﬁ?ﬁé‘% vahe&‘eﬁ]tl"m' ch applications the protected

content can 'he extent to which the provided

content calP0B6l maigp Ul iapdanctionsi Wet'\h‘%,w Hiustrating afirss examiplary swhodigaent

envi ronmengsthk QQ%JW AadifthipdddWerifibRid Beﬂltac@mmgele thid Y epdn;f orward a
service re uest 0 an |nte ]:tyc rti ganona ver|f at|on devi ce

200. The sEMg7ke Figdse fertional Rlpdksdiagram 10usiEatpg a tust EXeMPELY conponent s
and/ or sof émﬁb(ﬁnﬁ@lrﬁﬂm@idtégmﬁy octtifibition bl eertfinitionisyem i cerdingdo thik shes t o

al l ow t he user c'fsqystem 400 to consunme the distributed protected content. The
|ntegr|ty *cation and verification device 200 determnes if the
conmponent s [ome] apMig.Sais iaonsk Ao tdiepran of em exdnpdatyiintegdity cetifidation amtjuest have

correspond f stored in the conponent database
260 and/ ork’%ﬁ%&gélg %&e&%%f%%{&t%gm#?%’he integrity certification and
verificati 0028kvi dbg-doidlystraes anesremplasy slpatersof e mtegiity Rrefilpaeqosdng feci f i ed
in the seryigmvemmpmest 20, the integrity certifi catl on and verification
device 200 _can re from one or re content c

syst enl app[qoggll oﬁ:u %@ﬂ“ﬁﬁ?%@‘e S’Fﬁlfod’ﬁﬁn&ﬁa‘? %& trfhishout a

parti cul ar uﬁrpﬁﬂmn;atl on, syst em har dwar e/ sof | ware conponent, or the |iKke.

ver 11 cati B4Ry dERaRRERT B ng RGP wiSleine ol O 221 on

and systenimmmmqents in the corrponent dat abase 260. Alternatively, the
integrity fi | kol n
ntegrity SUP) | o TPk P uERhe B v Iy Bla B Ak AR AR O, o,
whi ch conf ifrVﬁBtlthe aut henticity of applications, systens and system
COWponentS{oaslsf |rF1%§Hilﬁ1¥trﬁ8§iﬂ il aryﬂvoalﬁﬂbweflhélsfaakh&’brdilﬁglt@ﬂus?()o
forwards an 2/ 19S98 PCT/ USO1/2GGE3~ integrity profile 50 to the user
system 400““‘Fm%n’| ntegrity profil e 50 is used to confirmthe authenticity
of syst ens [003¢bt e rﬁ1gmmmmeatb$araﬂdhqxlarynmthqﬂmf inpanspudétingthe smek awpsdiegn 400.

it is d?n%ﬁné“n@ q.ilohf the user's system conponents and/or applications are
aut henti c e pro ected content 10 is unprotected so that the user system
400 may vi §80351 otFigr W4 Blastmates guexamplarn mephodtod pravgnidesdmamis fampegisg dance

with the | RiBaE i il f debeeih PR aih %Qath?mh{rédﬁ%hf at es an overview of the
conponents of an int Eﬁaj E?y certifica

ion and v |on Vi nt 100
accordi ng 19036h exd8gpllaisy Rawsbart eupiming or{emxgmp mephofgaamﬁ%e t he
integrity daf 1hte§n@aiettiﬁbaaaﬂ an@vérification adtorting fcﬂhﬂ&ﬂ(’emh@ﬂ corrprl ses one or

TS R oY B AL RS SR ERoc e 6ol

content co rfmlmgrsienng am:itcemWId(QIaystcms mcordmgmhsomvenpcﬁfﬂ] The co nt ent

Controt er 0T ARCR Ao AR Rinidh GFBloT bl DFFRIGhotdty an 110

appreciated that the content provider 390 nmay al so distribute content in a
nore traditional manner. For exanple, the content provider may distribute a
conpact di sk containing content. This conpact disk, for exanple, could be
delivered through a postal service to a user. In general, any type of

di stribution and di ssem nation process will work equally well with the
systens and nethods of this invention. [0048] The integrity certification
and verification device 200 conprises a controller 210, a nenory 220, an
/O controller 230, a digital signature device 240, a conponent
reglstratlon deV|ce 250 a conponent database 260 a proflle database 270,

. - SN PN - P o
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W O 02119598 PCT/ USO1 /2663.4 verification of the system and environnent of
the user, the integrity profile can be retrieved fromthe integrity

certifi catvoqnnmd verification device 200 to the user systp@rﬂusﬁ)%g Q] The
user system 400 conprises a controller 410, a nmenory 420, an | controller

430, a storage devr ce 440, an_integrity authentjcation device 450, and a
profile st‘é)fft g0 inteardy Profifgaceording fo this inyersionagistk eci at ed that thi s

exenpl ary [‘:ﬁ%] syﬁg@MIlsaﬂ@mﬂm@aumnﬁgquex% é}ﬁ%ﬁlﬁén’cd‘ﬂ%"iﬁé’tﬁédf tisto

be appreci at he copponent.s of 't he user system may change dependi ng
on, for ex% enlé‘etg?}% 1 1giee n“}l'ffétlﬁﬁ‘)‘b%?ﬁ%%‘é’dto thﬁlﬁ‘é%‘@?lél any user
system that conprises portions whose integrity can be verified will work
equal ly wel | with the BetatledrDesoriptivat df@uiefeofed Binbodimearts i on. [ 0051] The

2 Cont ol | LA, TheSYRLCRADRCIOR RGN bt CRIAGERM (ot i on T
appl i cat i overifisetioresesvioes tardequpmedh@ integrigiaofxbergtent Sonsumption epvisiremantlat abase
560. HowevesihirSth(¥ dysten, entrh@grﬁsv e&ﬁ@tatmn%u%ﬁgég@n &ebfc OMBReAONS LR i on

systeni appl i cati on”provid have sever al eren orms_ dependi ng on

the type ofSTWHIQIR LRI PO%tﬁ%tr nre‘é!firrérﬁllriwee EHMOEHEOTHYY SORYNINGiAN
systenl ap péysteﬁtslaﬁd ap;ﬁlibatldﬂ prmwt lT@tS 1ntE@{ty Q¥difiehteon drld VeREicHRIH R ice

t I 50 f d
Comonent . ts AERGERROE R Bh oLy B soblens 3 Eimition SoBeA 09145880 may ot

mai nt ai n amterrqapvmrsa"ﬂhhsayﬁtentmmtan aifasesion Allbws n@bitent ptoviﬂertoemrrpl e, the

t en dev f
S Ehent | oot EnARERARC) Wi RbER: TMGHided HhuE YO0 GLipfBpfletlichfion g
veri fi cat i Bferaatoreeceiged fipgothe ]commteronmpt@m;apphmOncand eystern prosaidap i on
syst enl applg 1ﬁﬁzrghgfbr8fﬂé"i's gﬁﬁbl@ﬂ@d Mg I?r@ﬁfeqb Pﬁa%ﬂa}&’&ﬂﬁ 44§43 %ﬂfen? ﬁ{'t ent

provi der 300_to litate determnatign o nlnerltﬁipro

general , t$@fiEyihat the ysshaasant piered medified 9poesaiot pateptial laterferein ahe any

entity thantnau&lomﬂlnhxme@fmﬁuneurglﬂagcdneerndp@mearby&m édﬁ»ﬁér@ ?dwdefilut henti cation
i nformati out 0053] Wiile in th| exe ﬁ nbadi ment the

content co ti ong 29@?5?%}65&8&?‘8 taB/nSYIBPHt/f"aBFr fH90%i ng
vari ous syaglderwtiga:tmnhmmtlcular the lntaglb’e' e&rﬁrﬂroenmanmﬂvedfa:htmhﬁysmnIWt

consunpt i qﬂcﬁu&t&%ﬁgﬂg oA ﬁ&lﬁoﬁ cal G dSAM ?qobii coﬁt%ﬁt glggl ea &

conputer distributor ware oper, a software p
di stri but cd/osdistmkatey 309, a?ﬁ‘tﬁy“@ﬁé’r()@om@rﬁﬁnt G@wmmpn@wt@mmwppl i cation

provi der 5;9@v1ld§rmpaetnﬁ Sien® HRADASE DE) BEYA 11@&51 e %twafe that allows

for the co n of content that 1s provr e content provider
300. [005415dtci Y OReriiag %Vlt%@ephtquileﬂ e@spmptient i on and

verifi cat.systeﬁn/appmma/ptsﬁa&m&rruraaas dpgrfatmhse steme@an®Bi 100 are capabl e

of conmuni [ i wired.or reI ess
link, or a‘%ﬁw 5\&5@%‘8&?‘8@}1& 4 ﬁé*&t/gr %e ‘E&f %15 eﬁe%@gﬁlﬁqvﬁsa‘tonﬁ'sm RUGTLG e

suppl yi ng ‘bglé@tcﬂléiﬁmes@étaa dtoeuramts fthaimetsmppheﬁ’b'beﬂatwdnteht@mvmg ankor exarrpl e,
the link rn be
connect od - SoBr 9‘?"9“9?2&35‘5@%?1‘5 *H“%ﬁﬁ d??‘?é%@#‘?ﬁ a0, Y iy

verificat |"6’H1‘§°ﬁ§}?1i‘ ficatigp devige (thoélp Eelgiﬁtefﬁrﬂlllthtﬂﬁlcéﬂ@mst ances of any

one or rmnﬁf@rnaﬁdaeamﬂﬂermdmrd@m #@h&atﬁ:ﬁ@ Sy$tEaE aﬁdf/sf S AORardpard ent
consurrptlon p}é |hl catlotn roviders ﬁm&P jntegrity certifjcation
and veri fiCHP°8 Coggn CP ERRton, Sy sk Bﬁ?ﬂt‘é’W’rQ)‘ﬁ@‘?rastopnwl@ﬁb’isr onment ,
the conte ra;uttmntlsalmpmlformstgmt, ¢ iategtityottifivation evd daificaén awmi 2088

applicati Tes atrons,
Software angprmiity sHEtauRRCuE BT Ol of Btk sdbIaRoRh Bl { oy
exanpl e, \ADG{AT AYptere SOMmBRRALS Paseden amlc@mueﬁt%;fmmnlmeaonmmpmmer exarrpl e,
* at the req®stThi9 déteﬁﬁi%d trﬁsgﬁ qtr@fnetsb?s tﬁaﬁfor@mte&% ﬂi@%’se%

cont ent, user system 400. I'n part

ch, as_ a i
request catH th X/%ﬁtrﬁey‘/‘s‘%rr?e‘!StE’S‘rﬂ%Qr%nB? ?ﬁF@é‘Pe‘boo fromthe user system

© 400. This [0e4f]est In operation] s costestipreddétand dhibher 300Qr6waty @gltar 330, is
processed by the controller 310, in cooperation with nenory 320 to retrieve

t he requested content fromthe content6dat abase 340. For exanple, the
content provider 300 can be an on-line content provider, a book store, a
sof tware provider, or any other content provider that w shes to provide
content, such as a docunent, to a user. [0057] Upon receiving a content
request fromthe user system 400, the content provider 300 returns to the
user systemthe requested content as well as additional infornmation about
the protected content. This additional information can include a profile
identification. Alternatively, the additional information could contain,
for exanple, |nfornat|on |nstruct|ng the user systentto request a profrle

L Y I o o o o S B Y b1 o
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IO WD 02/19598 PCT/U S01 /2663-1 device 260, receives, via the I/0O
controller 230, and in cooperation with the controller 210 and nenory 220
t he servwgoﬁ% ygst fromthe content provider 300. [0061] Péis,Ugg;@(kg‘usl y
di scussed e integrity certification and verification device

conprises a conponent database 260 and a rof| | e dat abase 270. The
conponent agbicab such Beodesument taubses AYSiaa tS nlhermer sysiemoAPOrompaises ng t o
Systens angey alopdysRine n?&lentstt%h ﬁﬂthr@@axelcaﬁl@bhétﬁ@ﬂlm VafBudr nore

content consunptiof syste i.cation Hhow ders 500. Simlarly, the
profile daqogyageeapplpgatgqngf@gesgépmpptéqﬂsgn PR/ SOSHY AL QOTAP QSIS EC 1 e gi st er ed
. system Cormﬁdtllifmﬁalhélﬂby&remsbﬂfrctﬁmetﬂﬁmbhﬁccmmtediﬁssmptloprot ect ed docunents

for one oOr dua conte r0V| S u n rece| pt
et oty aopCdor bV PRT L SR he PEMb S SoBRG:  KIRDAT wWhPBuH BRT 1 OCF P
. integrity applitatiohpaevider, alntlie\hkc|’thesaappdmatdmelauéh2t(d@/ar®andt8hﬁwmer ection of

th t 2 t
e apont " SondPnd it lnble, Ehil oo 28 hno BB EGBRIE BTONED
i nf or mat i ohe nser Energerso alloyv theaserde ponsypecaatenty suahasiderynerisi on i n t he

service regufft - TRAS Arifk HRY btk \be Lo oﬂtﬁeaﬁﬁhtce%ﬂstaﬁd Gaidwiakd/ b8 and
verification evi ce 200 can erform an on- I ne Vel’clﬁl catio servi ce. The

on-1ine vedithg wsst prpironmpent, (f]ée PSST BREWREL HHY PEHPSFhTtRnt SERET § ¢ v
verifi catiduweumentl Thes, thoisee4c0wbeld r&iueﬁtefadm thengnyént piovidehB800 olicegr i t y

cervice. s RRtmE e af Qe CPorky R el pRlis He,bRutsphibh 8 it
forwar ded template onﬁmrlﬂwyﬁpmm@éﬂmg‘l’thle rcqueetgthetc?n@nt previdecatdolistabitons t he
col | ecti onpfe oh{?]}ﬁ{)mg 'tﬁ’é‘reaﬁesltéﬁq}"i}hteﬁﬂfn &e@ﬁﬂ‘g‘?&ttﬂ%@%é% gﬂgg@fbﬁnt S.

AIternatlvey Inte nt1cdtor can dicate I ce, such

as the i ntabtpltha/er&nsqéﬂg@ éféma pefileddentidicatim 10 ingldes derexpmple, gpepificshe
i nformat i ofy 9@ hﬁfcﬁq h@#tontheﬂr&e@ebd é&ftéﬂt’@ﬁﬁb@{?f%@ﬂ atﬁarft%ﬁﬁnﬂenmenent s is
returned alon? E’%‘r‘ e |nqea ’Ef)é profil e ld ‘Ffla m{‘on to the integrity
certifi cat XMt ihihiching proxide B bo grpniggat ORHIPHE i ntegrity
veri fi cat i ofivaddhdréwper dn@irm@lentThe conponent registration device 250

exani nes s r e/,hat.dwar.e n ers and
ctores  donP ARG, AEPRERT AL ST LIS bR R D 205

i nf ormat i om 1p@gna| qﬂrtn@catmntané venficaiian deties 2h The sevirgmequesicininplades; or

exanpl e, hag h 110185 D6t Borkel B foR BorPart BBl ARoAL\h AiifcHT dofapent

sof t waxe/ har re i entl t1on. However grem ated that the

i nf or mat i oProviges I wishes @é&lﬁwsthf t‘%éls)é?t%f‘g@vﬁ?r @néemethwtm wigd Botestgd known
or |at e][ ﬂ@ﬁgén@mﬁ i etditadauah h@d\ﬁertﬂyaumdemwzontaddt?ﬁnﬁs 1$ﬁheaUt htentl ?:

i ece of hardware and/or,.s strati of a particular
goftvvare affimgne ‘Pﬁ?ﬂg\@?@l @ﬁ?ﬁf&% 4@%@#&&5% cearseq’f’?ﬂj‘?) Fgr exanpl e,
t he cont entorrepding authersiy ati emnih fyppiaticastoed ip t}m\uod@lon&ﬂ(dlatahase(%mm ni cat e
wih the | g Ad SREIORA, 58 1 ICERIRR ARIALKERLMP Dertdoariof BB, 19598

PCT/ USO1 eg I stration servi
al t er nat i védey not ltrpé/e|tbremth¢rttwatl¢mmfmt1@emeictﬂ an therperraed reuest ZQ)ﬁh%lew ce 200

can ComuNingatify aarﬁﬁc&faataeatveﬁﬁwmm@h@@2@0/@&@@11@@&5&%e% m®Vvi der 500 in
order to secure the authentic |on|nfor% g(ﬂ) tg{thls eF& | e, the

regi strat i SHEHHFPISEHPIGH SH%WI%@P%OH PV, a2 PTG FAHGRH AR Afrol | er

510, the nesvatypadidulangpplivation, @stﬁﬂ,tha@dl\bﬁ‘élstiﬁ@are&ﬁmp@hﬁﬁ (ﬁrﬁﬁe bke.m)r e of the
applicatio t?xlat aba]gh g Q and thet teerrtl dat al 60 t mn enf or mat i on
about “the N2 AREEnEe R oRioR Moo il P Rt M, the
provi der n2@festorms uﬁ'mmntmnntpertdmnm tbnhmapphnatlomcandexﬂmplcempanees 1nathe nunber ,

| Verston nUgfctonchith{bBUBRST ALt 16, b eAREL AU GHIRLAY Pl
scenario, PeKseccHld con dgwelap An iyjesIily REaftls fosoneAr mﬁfmhﬁatmsﬂg’&hﬂas particul ar

Coni e Pt C?ﬁﬁ&m&hg@ rwmg b@xﬁﬁx&&l&h& Gethér#iditp 6Qh‘p[ﬂii%gtlcﬁﬁgsysieﬂ% dnﬂtssiﬂét‘?t yf
-certification an verirt.l C COu ac ues or
exanpl e, a“PERTCES: a}fgﬁh"%ﬂ@ﬁv%‘éc i 4?"\‘/95&2’ %’/ % fromthe

content consunption systeniappl|cat|on7prOV|der 500. In this way, the
integrity certification and verification device 200 woul d not need

aut hentication information since the integrity certification and
verification device 200 could secure the particular software application
directly fromthe content consunption system application provider 500.

[ 0066J The conponent registration device 250 verifies the infornmation of

t he conponent, and optionally conputes, for exanple, a hash value that can
be used, for exanple, as the authentic software and/or hardware
|dent|f|cat|on The conponent reglstratlon deV|ce 250 then stores the

o o " T ) o o o g,




WO (1 2/19598 PCT/ USO1/ 2663~ relationship is used to identify the calling
and returning sequence of the conponents in order to prevent uiuntended

i nt er act iypg oY dsbg ot her conponents. The content of the intpgfikn/REAfile is
then, for exanple, digitally signed and the resulting signature is appended
to the integrity profile. Each integrity profile is associated with a

uni que i demtgrdity patfilers0 tp GROSEr Fisgm 400. ThisgntegtiyprafledsVaspiedrty comfirkt | ow of

cort1 11 cartom@RficRgbY it SR eombonil AURY sbititalind S BRI
regi strat i460. ¥t isidetgrmineddfitherveerts ystent sompoments and/gnappdisetionsare y, net a

. informatigpaRRouthd AStdRfdldoRithfT0 & ANPRIRRI sol thatftd H&F Sekrh 200 Ry conmponent
regi stration devjce 250. The cgggonent re,(t:u stration devij 0816250 registers

the conporfét Of PBeTveseFPiRulalg the Proficisdfoateoh i aecodrnea Witk thedtiegiyes,  and
behavi or s préfilthe conponent dat abase. Then, the conponent registration

devi ce 25 urns. t identificatiaon he reqj ster canponent to, for
exanpl e, ﬁﬂ@%@onﬁﬁ 53‘6‘%?3&%%&??8#@?&%@?% %PP%‘%??*S&]?E‘B%C r, and makes the
i denti f i caeitdivathumaddavdrdication émriroemantl 09, actordingdo tag exerpplomi eebodddent [ 0070]
For profil ' / [ LOF i [

dent 1 ot fan Eetsh. th BFRLG" kAR centh 3 cHhGRER EXERAI,

regi st er ed 08 sapprisgstane opiseme eonienitpeevidgrs BOQ, wae onmergrager aystamot(i0, phe

associ at edy GRIFPAEIHS celtificBiith ardVRrifiBRdnHH1deabd0, anld 9RE6r ABFL Bhfhed in the
profil e database, An"integrity prof.i Irglséglentl fication is returned to the

r equest or .CopBmPLONSysiepanplicationdroyide ‘di stribution device 290 receives
an i nt egrijog4qr of The cordenttprdvidatlioo Romptisespfopiekpld pd edidtie?¥®, as t hen

queried taq_deterane {5 an, int it rofi rr Lhg to.the integrity
profile i d@“ﬁ?ﬁ’%@t ?kabi °é’n59@?f|%§g1 4ntl 4 ‘%"?‘Eeﬁ%g‘i‘tﬁ?aéa ??@Sﬁg‘rﬂs%ﬂ lglsi tSe"ﬁv ai | abl e,
t he i nt egrappeciatadfthhtethe sontentyprondder 360 miny alscdistsibute cotiehtsinwisere t he

integrity .praf b i i i b r.ofi eation
devi ce 2869‘1‘1?5;8%%&@%@ gfro gﬁal?@f%ier,l %éél? P%oﬁ?dcfg\&/rﬁ t‘{gﬁsﬁé‘?ﬁ? gggllfnbécg dﬁiﬂ(f ormation
i dent i fyi regnisindngeoniente Thismooment diska for xample, eepld by delivered duqugBti fi cati on.
I ety e B e e o

det er ni ne W9 @aPﬁghwﬁléWét% 4‘? Syshean fni“?té@)séﬁgugmﬁﬂ‘fght s and
identificq0048]s n@Ehe ntedritg cemmifiegtion andokrifibstigmytei 200 soinpriseswer i fi ed.

O herwi se, _the,s em i 0 44 i .hteqr rofile, or
it has beef nEP]tleer)rQé ,?ergngg%ﬁ%\%@g I/Fggqf%]%ﬁ% %ﬁ(f% dliqqﬁaLgig?%{ﬁtees&giﬁE}gﬁg’r%l ary

i ntegrity qompbném regibiagiondswise 269, 4 commpnentydagabesc 269, & arofile datakase dd0.by t he
profile creghhb: e evicd980, PprBHie ﬂstﬁﬂuﬁdﬁ@&[&etﬁo%@ﬁgkﬁilgor an

aut henti cat'ed content provid a request for, creatin nintegrity profile

er A
i s initiatweaficm dsvieed9s; t hellisiBiserbrcegtification aad verification devjes 240
certificatgrovidaitle kllowilPsE21ckO2BpBhdt kEpistation Servicahdl intedritpprafityi ce 200

and request the.greation.of an infeqrit. rofide...Then, the proyj der sends
B ot Tor ies T eertiissonies i vvareion s ARREORS SYRRG SAPbar i ¢y

certifi catsofiwagefithridtwniefdonglonents tremi their &8pectiVia @ropiddrs !aaaauthcma'b iones, shethi ce 280
t hen retr'iﬁ%ﬁﬁe&&ﬁrdc@&ﬁ%ihg:% o'sé%%d}%ﬁ’%@l}]ﬁo&gn integrity or a hash val ue, of

each of the components 1rad e conponent database 260. The profile
creation dé04¥e 22 integrityderoBlerdcrnies ia pravidedde icogteprpsoyiders toapildhandont ai ns

the aut hengi Rt msgﬁt?fp%ﬁue&. 'Aﬁf‘inte%ﬁﬁ”%r@ﬁle%a'dﬁ&tﬁﬁéﬂt}%hi@ﬁ iPogtRatuyal ue, of
each of the caopponents, to e_ther_wl{?r ot her infornmation,such as the
i ntegrity $eiéay ssnedetiet fordains vriifiablergiogmation g a set peregistedSSEM bui | d
dalt e, conh@ﬁipgmem kit reto mfensmuih hé f@éntaﬁﬁﬁplbﬁ/tecwﬂtdoei(ijmbﬂt&,Oﬁd&Qhé nt er acE 138 94]
rel ati onshi tween .an e software and/ or. hardware c nents.
- The profi ntegplytoBle i Stseled. %&W@?V&Fﬁﬁefﬁ‘gﬂ’g‘@é‘?% lﬁéﬁuﬁfﬁ&i% °ty profile
to a digi teinteit grewidep4The aonienhprosidet wihinsluge theiptegutyt profileaflentifisapiorof i | e.
The profil i L & . L i i he
“profile da%lg(t;({ ?gﬁgl%a g%éb ?lg%%rgggﬁlp ﬁgp%?%ﬁ%lsde&lﬁﬁg%i i g%?l{egc)bfr?hitegt ét)ﬂ;}}elé cont ent
provi der 3wotecieddpsymeptds consemed Al therris apgadioconduet gdeeal Ite@H¥e for the
content of a protected docunent, the cgntent provider 300 can optionally
include the integrity profile identification into the usage license. On the
user system 400, the integrity profile will be used to verify all of the
sof t war e/ hardware conmponents in an environnent call stack. This assures
that the sensitive information can only be consuned by authorized
sof t war e/ har dwar e conponents, or any conbination thereof. j0076] The
profile distribution device 290 accepts requests for obtaining integrity
profiles and retrieves themfromthe profile database 270 and returns the
integrity profiles to the respective requestor. Simlarly, the profile

o, - ~ N - T . r 5 T r o




PCT/ USOL/ 2663-1 [0080] I n an exenplary operating environnent, the integrity
aut hentication device 450 contains its own encryption/decryption key pair
and a verihipsadso®n key of an identification certificati onpendswmexssis cation
devi ce. These keys are possibly hidden and/or enbedded within the integrity
aut hentication device 400 for the tanperresistance aspects of this

i nvent i on.vefificatidnosdhagysidcand ewiropmant of dag wses theiatagsity prfile 6a8de s private
i nformati | BRI 4E %t}ﬁg, i QRVide 200'® theuegrity

aut hent i cggwo{ﬁeddgél?l(}}e{gﬁ ca%élﬁggggﬁ%ggggﬁ?i?gg integrity profile to verify
all of theysiemt war e/ hardware conponents on the call stack in the user

. fsyst ;am en}qpoa{]rmntrhe h@e?%ﬂls]teﬁﬂ][l@? E%%ﬁis?a%oﬁﬂblﬂrﬁﬂﬂl?mm@ﬂmm}dm,aﬁlf@?. }M I y
irst veri e signature .of. r of i usjng.. i< rtification
and verif i‘i?ﬁfrPﬂ‘ﬁ %Qg? Et@raxg&die‘flic%é‘?q’%ﬁlwg@%y,&g{hieﬁﬁlcﬁgﬁ?g?‘}elggjia'snd’é}ngg. 7-9; once
. the si gnatptofleissorigy ddviedic0t Howevee dris toybeappresintédthni this cxempliey ¥$Y exani nes
the current cal.l .stack a t |.C rdwar e
conmponent YeEHE b@% 1% %gﬁeﬁgg:érﬁgmbﬁteeﬁ;’%&g?&%%?gsﬁo %?gg?‘ggg{e}i@ﬁlg@l ntegrity
profile. Tvenpoabits of thekisersyatemonay ehinge dencodingon, fos epappignthe PEMsi sts of
Temor | MgGR R Bk Bndyheal 1 Borlchi1ChryREr BhtcRi MECiRRes Fhifloss escoper at es
pt o ast b

on the conce -1n- L

X ) ] rst-ou aneg1 tjge st acks ?@fl C Oﬁel’ ions are
the stack misgsity cagrhe veriief wilh gorl equady W fhesystems pad pgthofsp onto the
stack and gdugamme to the top of the stack to a position. Pop is used to

remove the a fromthe stack and restore..t t . a
previ ous p@ggh on.ThEs8ast WW@P‘P&‘ Séé%ﬁ%&&%&’“ﬁ@“?%@@%ﬁﬁ%’ E‘%r rently
execut ed f¢naatplgn doatraliert6, 4 memofy §205 as {/&réontroliensi0ne registraéinl | y execut ed

function invokes or cal f i gs@f the next
function i%ppﬁﬁgtﬁo@ddec‘fg&téﬁ@’ %I{c])%pg? Q&E Tle&ég% %égoégy%%@?\gﬁ?%%gof the call

st ack poi nHswewvert similantugbe ofnteit@ronaser 300nihe comenteaBH RN on of the st acked
i mges W | [ifati il Bifreldns Toriie depehdaig &1 tht bgpecal | ed
functi on f%yr??eg‘%@lﬁ’ta{sl&@%gg{e?gﬁfﬁf‘g%sseg] Fi l%f' 10 i | nleﬂsﬁh at g s hoh}q)t he

execut i on ehsuisieansrsher applipationdhe eamtentgensumptign FYsterp/gpRlicaPeR PrOvIST | nt ogrity
Aut lhe nti paglq;puegﬁf]or_ dxBpR) EQI]:;E &dﬁxtbn;@%oﬁd_?_ﬁlpﬁén spstemiapplivation pyovidet 508t ed

appl i cation, ich is.part of the IA The noni s an

2bpl | cat | ontonans Rkt coppoadil e Fullel bRt s E Arptieaion, °F |
f r om bei ngprovider 66@thalgynoamypintai epplisatiorasl systeapiatabeses: dXtamptively, &fstem I n

an environge . igif.ocess,
then the tF ﬁ%’%‘%lg}ﬁgFistteg{rl@(rél‘gé%?‘(ﬁ)gébg%mcégﬁpﬁ%rqﬁw%gop¥X&£Lds}y’ dﬂ(rjl.lgdt;%{gg.er . Since

g pt n be .enented as .
t he noni t orithgntisation infoimatigndiraeityete thpptessiky F‘%SHE%W@ 2R PR B9 95V I58r and s
integrity gygt be in the current integrity profile: Therefore, the A will

verify the iI'ntegrity of .the trusted application befare.loadin

execut i on. (68521 f u%ﬁ?@ﬁt‘ﬁy’ﬂhﬁCW%F%‘g%ﬁW E)fﬁtﬁﬁ’@/‘?‘%@lﬂafl%%?ﬁ"g fg&go prevent
the 1A fromaeodlimmatfenedith e coattht plolieldr 200itodfagtitateedbtdyynidgion of@n02/ 19598
PCT/U SO1 /.2663.t at.he roc [ :

noni t ori ng* ﬁ%ﬁt?'é’é?titl%h i‘? gentega?,ﬁﬁﬁﬁq%zéﬁg hﬁ&@ﬁt@gﬁﬁétgﬁ([aﬁ)l&aﬁgﬁ%fdﬁ]%&gglg erm ne
i f the chabgeny entityihatosneapableiof supplying hudwatecr spfiwareqnd apthentiggdopr yst ed
noni t ori ng ;aBRLLGAR! 4680t HSimél S0 be protected and the IA will act as the
nonitor to protect the trusted noni trrg)rﬁi ng aB]pI i catjon from bei ng nonitored,

capt ured ad®9%] coWhilsiin s exermlang empEpnicns e sRuIentEANSURRON 1 ot ect i on
mechani sm g ﬁ%ﬁa’ﬁpﬁca@ﬂoﬁ%ﬁ&?&fﬁb@ﬁ@ HoRn dhiprisiigameibis S?/tsi%ﬁfccﬁmﬂn;sma;iit oni 1f rom
moni toring .the execution of the integrity. authenticator. ig.
i |l ustrateds M%P@ﬁﬁ??aé?‘{)thﬁ%@%@“# °8g%]r‘%ﬁ{}°8r§y§Fmgall?gﬁfaﬁ]togQﬁ(gggéggrﬁti fication
and veri fi catidbe, de\example] o cq@apitecdibtabutor, antoftelarddayeloper,  seftegreS 100 and
continues to step S 110, 1. [ L ' i s determ ned.
Rt RS s sortyis diliBlGPprint e, Pl Ak SOitkhucoBbuin | o, Bl BT
130, the i rsystgmiapplipatiomi frevifler Y08isweangble of supmiuing devices@sdior spitwaghatont i nues
to step S 140ws[O0BCLoAdinhiBR oBcokéht thdd @& provided by theQontchepresiler 30t em i s

“verified. Nex

t. In step,S 150, a detgrmnation i, d%@@hetger.the user
systemis d@?ﬁﬂntigheWF“@Hé”H&@ngﬁgﬁ%ﬁPﬂgygﬁFﬁ@ﬁf%@?‘ YERYPHO8nt i nues to
step S 160, where the user is allowed aBcess to the selected content.

O herwi se, control junps to step S170, where the content access is denied
or disabled. Control then continues to step S 180, where the control
sequence ends. [0086] Fig. 12 illustrates an exenplary method of

regi stering conponents/hardware and/or software according to this
invention. In particular, control begins in step 5200 and continues to step
5210. In step S210, the registration service is initiated. Next, in step
S220, the component supplier provides authentication information about
particul ar conmponent s/ hardware and/or software. Then, in step S230,
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In step S310, the integrity profile determnation is initiated. Next, in
step S320, the nane, such as an identification of the conponent and/or

har dwar e re is obtained. Then, in step S330, the, tion
for the c\gprpgfr?le%‘\txvahar dware or software is retrieved. Contr(b)fﬁlltgf)tie/{r?l"ggntl nues
to step S340. [0090] In step S340, the integrity profile is determ ned.
Next, in sin@frofdeit,100hee ¢aphislgof tomminaicktion thereieigiebm| iy lisk Gmhltch'ﬂnen in

onti nues 15+ S OyFelety Bug BT i FhG ol B 8o Telo B SRS oy of e

is then f ompalld eﬂsupqﬂ)ungelemplmsdam to andcfiora shet doaneatert &l ements. rEmrrpt i on

_ systeni a where the
cont rol - SeaERle, B IBHCY i jﬁﬁ%ﬁﬁ’é GRRIRLNErlA TR et ML of
verifying qoneeqt%ttegqmtoywe@ UCPDM Begrity certifination angd verficationc cor dance with

. one as pectenqtrohhent@te@Qﬂtaueﬂtéeva ultméﬁhcéaegmtbscnerbrsﬁ@e o340 and
continues to ste

n ste |nte of t he nterlty
aut hent i cafogfent gl%merﬂ% emq% %P@%e@ffﬁs é(?tﬁ‘inﬁﬁ’ﬁ’i made
whet her t h@rovides $00 tapd &xuég‘rﬂylbemﬁmtom ﬁldwahﬁdatldnfdetrhes 2t egrity

aut hentic alid ontr ol con W se contr ol
junps to 2@@%5]854%“1 %ﬁd mgé?l\gg)%%nenf éﬁrpcgolr%;er%ggtpﬁsstjg %’p énw ronment is
est abl i she&ystemséagp;hcatmnsmepd@‘m Suplbi@mappb@rflpny spftwhrclapdfos herdpiatd e,  Then,
in step Sélu':%% [ mﬂﬁ.\gﬂﬁ tR 5 kb YouRfel 1 € i's
valid. If eTi%ﬁ%g h@lt[b%% Maﬁ:‘l s vall a?%?trtero l():}gntglgerrrtuesoto s?t ep $460.
Q herwi se, C@&ﬁ%r@l“} Vt‘%“%ﬁé‘?ﬁ‘@@@ﬁ [0094] In step $S460, the integrity

profile i spbsgded Theshtent paoﬁaem 094 1R ,extrhﬂe Calthe let;aésk oP4 uddh @ocﬁtbﬁrae nt
executi on environnent sghpbustrate n, rel % on to ure
t

i s
const r uct €€ BT Sy$iemy Jies Ften ?“cgta?;t?: OF‘smeant’stgtth Seﬁﬂsm‘tgo -and/ or
devi ces, V\intﬂatrta:lullart zhﬂ:qae)s‘t tmberecanabhgetﬁe&ontmaprdmdemafwmmhe tdee stack. The

rel ati onshj i conmponent
calls the ép %ded;t%hfsre ues Ve |Frec?‘}t tt}?ﬁéég FW% Eljlzéi%lfﬂ!sg(/:{f)nstruct ed, the
top of theproaetslse Yathik conting rin adonsration vetememo geingve thige | ast

dsty thk lbhﬂ;@; jom veiste u330tageirieye the
execut ed ﬁgﬂﬁt@%nteﬁfrbﬂ%é 8%ten¥'&ﬂ%}aa§e'ﬁ0%&%&ﬁfnﬁﬁ ?1‘ RRERicRf prodfier CoMponent

on the stac ps 1 dentif e ca n onent In step S480, the
i dent i f i catqooqan@swn.qaghweﬁbwpwdsn @@ppk é"\?é%l a se@watedtmtlﬁem ORYht ‘Pth‘ifes to

step S:l9ghc&@£ﬁ§}ovtdbrﬂta¢p1§49&prbhﬂelcaltteﬁttsdclﬁsaggéibbtﬁneﬁnmmf is verifi Sd
agal ns e I Of.1 nis made
et hor & oS3t S ioh iBieNjng Fgontet panst BB RnSier pfory 0GR &Rk,

conti nues provileep0Gbishins Oithenser systero diretneqrhestedmpatenbasstf@paﬁﬁldﬁmnpbo96] In
step S510, 1n?0r91 ?ﬁ %&ﬁ&ﬁe%oteéteﬁ%%?sw %&ﬁfﬁddﬂt%afﬁ%ahﬁp ggpfn)éludls]; the stack

is enpty, con rwi se step
5530. In moﬁlwrezi@goesﬁnbenﬁps@ thg aBliiongl gtferplaselzeoulﬁlwentaew”orconponent
in the staggniple itofhAtbrARdnicihs (e %@téapmetluesﬁa Fotileand Rghcewhr ent stack
frame. Confrol then.refurns to s ‘34 for verification. [0097] In step
S530, the MfREEdy serf 193§1°S‘e}?qf‘?’ieéﬁalgﬂ& hg ¢teitont i nues to step S550, where

t he cont r o[00S8pUeNCRlitsilly, the @@bliodal irfbepation4an 1dehﬁfyl whieh rsysttgmc heck is

[000] s, PoRERAB0RF hAHFR b esR eyl Fod SEWBRBRIBLNRER o *

veri fi cat i maclieswben viewingrorafitsraghihg wiithgheregnested @ntdnbr on a single program
gener al pUL{WB§Et RN Se 09510?99%@?&111@5 @Ve“@emmdnapﬁtm&%oﬁeﬁ@ut er.

c
However, the ihtegrity certification an i cation device can_al so be
i mpl ement eBrodite e %@@3/1911 apsupprded bydhp uecasystemdBariathed APRFQISF 88@ssor or
m crocont r gid &fth@digeddioh oP b&talllet M(E Slopddeidl obk F Hioke 6f tRERRMOrpA2NGAd-, Or
other inte ated cirecuit a di gltal signal processor, a hard-w red

- el ect r oni cMGSITRE vigeddli t such as a discrete elenent circuit, a

progr anmab[0®60Ppgi dn@day exeniagtendndinditAhe E’d:r[t)entlf:E\ﬁiiderB@D caninitiste al i ke. 1n

general , ap devi ce pa hine that is
“in turn cap llcgre@PGStCz%r Seur?ié% eredutnﬁ fe]?e mltﬁ%git’?g%hﬁ Plft?;? Eﬁj} %FI gs. 11-14
can be usedgertificitiopl aedrynnﬁcattoegiuewtcy 26@r1thefmf@at1tym¢rtefmtl%m¢ Ye&iicatien devi ce.
[00100] Furthernore, the disclosed nethgd may be readily inplenented in
sof tware using object or object-oriented software devel opnment techniques in
envi ronnments that provide portable source code that can be used in a
variety of conputer or workstation hardware platforns. Alternatively, the
di sclosed integrity certification and verification device may be
i npl emented partially or fully in hardware using standard logic circuits or
a VLSI design. Whether software or hardware is used to inplenment the
systens and nethods in accordance with this invention is dependent on the
speed and/ or eff| CI ency reqw rerrents of the system the part| cuI ar
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WD 02/ 19598 PCT/ USOL/ 2GG3~ resource residing on a server or graphics work
station as a routine enbedded in a dedicated integrity certification and
verificatygn.gevgce, a web browser, a web TV interface, apPPRshiHEgsf ace, a
mul tinmedi a presentation device, or the like. The integrity certification
and verification device can also be inplenented by physically incorporating
t he syst endevined6fptebaidss, viatthe HOsohtrobere38nahdan chopetatiomewitly tHesontrallerh as t he

h dvvare . dedi cat ed
|ﬁ{egr|ty cera?’ﬁrlﬁéggtﬁrﬁoz%dzl%e eu(r“)":if gggs{t;ﬁgﬁf g\(}él‘\@éllﬁ%%%%%ﬁ is, therefore,
appar ent t18861]t heAs ierdousbedispisead, thedntegntyarstification deWQrHiqahen fedesent

i nvention 200%h L Reh b hlaﬁtd@dtsz%e Qﬁﬁﬂrdﬁrﬁﬁ}éec%'t%h@ﬁoo The ¥ (}b&lne%o D ent s

| nventloncr ee descrl .inc unction wt

t hereof , i4a ai’é eeZ)&cfé‘?TFS fHa ?ntWﬁW @E@réwﬁa% P%f’émnﬁﬁ‘li?)fsﬁe@bﬁt angdsysteWd vari ati ons
. be apgarerﬁompmnélht@ﬂﬁii 546 bd a@tnbﬁteatw oﬁﬁbfh@f’é)&cﬁltéiﬂtbons&ﬁ@ﬁbﬂi ngly, ?ppl i C?Etts
intend to e suc | i on var. i ons a
foll ow w tsﬁlqur%;"? hg%t °r“11’€°%{ﬂ%fs g@@)? yﬁp%pfoﬁ{}%ﬁa? Ez%gtor%eﬁgﬁgs 98 W
d ai m PClihfig0aliowaBl aset of mglsltmcb@rstcmycmnpanehtsdhatlamwtoamdsmm thei cati on
SyStom 1 ot ec A PN HRlunSBY bHORIRR Sn BRI il pbjdel £ | 1Y

certification verification device e I nt icatlon and
verificat il8862eyi Jhus wpen FrycintoFiba reausst foran lﬁfftgﬂmfpﬁlﬁ %mdhe eqgendr nor e

appl i cati %‘r@wdéﬁ@d(ﬁflﬁ 1Ht’égﬁb§r%feﬁfﬂcﬁﬁgﬂ9ﬁlﬁ%rﬁicaﬁ6ﬁid@ﬁcé 00 tht mr@&fash'dfe t hat
is used to det%gﬂi e aut ent|C|t of he one or nDre ap |cat|ons

systens orth&{q eﬁg%@?@e‘mﬂ%t expid qf]’é‘e%lﬁ?gt'?e%’ éqar@'leéﬂ}fﬁci’mppﬂﬁli‘tﬁ@% 8¥nmri si ng
ahconpoEeru60r@gltﬁé px@'ﬁ]!dxthtzdﬁyé y7 i) tbhhﬁtenel?ieaf Qi%tﬁ@ﬁlcat:cibﬂl ]!ﬁf(ﬁﬁfa:lbﬁ aRéLdlyi |t eI fro {n
t he aut hent| n_1Lnror the.in rorile con alnlng a eas
one of verTHTamrERrieRPIRT B afRmation TRk st reg: st er ad

appl i cati dﬁ@63]systAéﬁ¢mauwelyytbe antegraproenidnatson fid v'Ehﬁcmmlt@viocafZOﬁlcam m 1,
further gsmfo Iaaqmahrgr‘%m&&%ﬁhgé g‘hE 'E!ﬁthn%'eﬂﬁédti&ﬁ ser%e% ?ﬂfv'l&e\‘l rofile

and an id catlon, | stere It cati ons, %/
conponent sterformhginisgsite srificatipmprnline, pwtaﬁmle @bregk fimp H@than ﬁ}egtlt]eg@ty
verificatiQpifild¥ibs nd verification device 200. In order to initiate this service, a piece of

software, called an integrity authenticator, is forwarded to the user system 400. The

integrity authenticator allows the collection of information of local software and/or
hardware components. Alternatively, the integrity authenticator can be a dedicated
device, such as the integrity authentication device 450 illustrated in Fig 2. The
information gathered about the local software and/or hardware components is
returned along with the integrity profile identification to the integrity certification and
verification device 200 so that the on-line integrity verification can be performed. The
component registration device 250 examines software/hardware components from
their respective providers and stores identification information in the component
database 260. The information pertaining to the software/hardware component can be,
for example, hashed and the hash value can be used as the authentic
software/hardware identification. However, it is to be appreciated that the information
to identify each software/hardware component can be any known or later-developed
scheme that allows for identification of an authentic piece of hardware and/or
software.
[0064] The registration of a particular software and/or hardware component is
accomplished as follows. For example, the content consumption system/application
provider 500 can communicate with the identification and certification verification
11



that verifies authenticity by conparing one or nore of application, system
or system conponent identifications, the one or nore applications, systens

or syste gnts, the integrity profile and an integr
i dentifi g??gﬁ%S The systemof claim1, further conpri s?’%’”g{”? é&%gt ration

application device that obtains the aut hent I cation information about the
one or nordevis00dateayes a regisralinn sevvies art dltereativplyn thetiderftifisation asint ent

consunpt i O&r@mhbﬁ%ﬁﬂébuoﬁ)d%h%@n% cﬁy&&ﬁﬁﬁrﬁeﬂpmf&n&hp& Q%P?‘ﬁ“ The system
of claiml, F@Pﬂit he integrity p Ile conp rlsesanlent I cation of
SLats

the one orSYi§ (E’d%r%‘ﬁ%r 5%&0641‘% t‘bﬁecb“;ﬁs‘b%ﬁ‘}tbﬁﬁtféﬁ%llﬁomﬂnc&h be used
in conj uncmusmxamtehtmlrsgmtrdmm@phm@nmetﬁbf)mo n cht?{a&mtvﬁfm 1 ;:I aim é The
furth t ent a utes informatio
Lurtner oLk SeaLent Shst e Malpdueli B e atermtr on 6

. system or thyapldmabmnmtaﬁmb 550 end thesyst@m dItabase;SﬁDemm‘ur@inmrmaﬂmnanﬁﬁel nif a
profile veg E}bﬁ@ﬁl'apgbfgﬁj\fé ﬁ@%ﬁ&%ﬁ?ﬁclécﬁ%tﬁpﬁ e f:]‘[)r(S)VJ(;i'iﬁlglti)z@xPI Cat I ons,

syst ens or stem co onents are not au .,CéS
docunent s qownw%a%xﬁlﬁca‘@n, Toreexapplce Aserial alben, Yersfonmuirher,duipr i si ng a

rofile Cl‘lﬁﬁlﬁbe@rb ARV IES ahd AlterARIRIYTHEDpliBRIhHsE@r i ty profile based on
\F/)erl fiabl (Zalgbgg] égt | (l)n éa oute t he c?ma or r#org 20 . VWO 02/19598

PCT/ US01/ Bt ?’@&m SR ongDarticHar operaling serpagig mvstsat pEacqiisingne or more
aut hori z emmlmntleationqmmn ﬁ?ﬂm&ﬂﬁh’ﬂlaﬂdrlc@ﬂt%nt &hﬁﬁ:ﬂﬁﬁoﬂys&)ﬁﬁﬁiﬁbﬁtﬂﬁponem S.

11. A net ert cat | | on cont ent
consunpt i Ic}% g‘équ gn:' Srdg niS %?te%% ftéfl cﬁlbon a%(f%?ﬁ%ml%&%}’ﬁc 4 V“ﬁ“@)’f ile, the
i ntegrity yeqedsst ifer eximple, ag’alamdbw epplication, suchods o softweand jamgranc,lﬂoyn tife one or
nore appl i ' [ g access
rights IOIto o] %g%%ng%?lsgﬁgﬁ%‘?%%téﬁgeﬁgﬁgﬁ CI t pg@e epﬁnyg/a?%gm % The net hod
of cl ai m 1oertifiqatiom and ¥@ifinetien ﬁgw@fez(iq would got nred janthegti¢atipn information .

since the integrity certification and verification device 200 could secure the particular

software application directly from the content consumption system/application
provider 500.

[0066] The component registration device 250 verifies the information of the
component, and optionally computes, for example, a hash value that can be used, for
example, as the authentic software and/or hardware identification. The component
registration device 250 then stores the component information and, for example, the
hash value, in the component database 260.
[0067]  Alternatively, instead of sending the software and/or hardware component
to the registration application device 540, the content consumption system/application
provider 500 can also connect to the component registration device 250 to download a
small software application, such as a registration application, and have it executed
locally. This registration application will examine the target software/hardware
component and send information pertaining to this software/hardware component
possibly along with an integrity value, such as a hash value, back to the component
registration device 250 which can then store the authentication information about the
component in the component database 260.
[0068]  Alternatively, the profile creation device 280 builds integrity profiles for
software. In particular, an integrity value, such as a hash value, of each software
application can be retrieved from the component database and stored. Also included
in the profile is an optional interaction relationship among the components. This
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profile. 13. The nmethod of claim11 I, further conprising verifying the
authenticity of one or nore applications, systems or system conponents.
The et hqgo @b gshb@i m 11, wherein the access rights includepgty Wg pone of
enabl i ng or o{llsaﬁl i ng access to the content. 15. The net hod OF a;l‘m 11,
further conprising obtaining authentication information about the at | east
one appli cmlaitipnghip;isageqhtmideslj@ttbmathgmldeamnﬁﬂ@seq‘ﬁhacerrﬁ‘cﬂmcbm;fonehmi m 15,
further co, @e?'t re@%&' mt@fdeﬁ'nqq fa@&orl %ﬁh oﬂ{ ﬁg&rhﬁcynegfﬁ fl‘hé gonténz iﬂ%e met hod
a

of claiml orwar S|gne Integrity
profile tomaeguanmreﬁie w@hﬁsufmrexamsle dlg@alhfeengmd apd ﬂm @suitmg_swmtuneher

conpri si Ngaphehddditb figk Mb%n't)nﬁx%ﬁ[é BYciPinteahity ﬂ%ﬁﬂaﬁ‘s ¥sodidbdasiith £@highe 19 The
nmet hod of gl alygg 18, furt'her conprising establishing a tanper resistant

envi ronne aligfhe et hod of claim 18, further conprising verifying the
.integrity mm]l | eFig B. 1llﬂi£tﬁatéﬁnrmdmprarﬁmﬂdﬂok80f1ﬁput; beputcadpsivides gnd oadi ng a

lid int i t) d of i fyi th
Rt eqr Ty Srernf ARy G ey SR B AL ASeR Ry that the
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or recordegyi gy, Meth HBHRIoh3Bost hE fficdTRcthdoldhe, i8R ddd ¥ ehdmat i on for

integrity
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component registration device 250. The component registration device 250 registers
the component, for example, with intended characteristics, purposes, and behaviors in
the component database. Then, the component registration device 250 returns the
identification of the registered component to, for example, the content consumption
system/application provider, and makes the identification available to, for example,
the content provider 300.
[0070]  For profile creation, the profile creation device 280 receives the
identifications of registered components. The identifications of the registered
components, when combined with the information about the associated components,
if any, are then digitally signed and stored in the profile database. An integrity profile
identification is returned to the requestor.
[0071] Similarly, the profile distribution device 290 receives an integrity profile
identification. The profile database 270 is then queried to determine if an integrity
profile corresponding to the integrity profile identification is available. If the integrity
profile is available, the integrity profile is returned to the requestor. Otherwise, the
integrity profile can be determined with the aid of the profile creation device 280.
[0072] The profile verification device 295 receives information identifying one or
more components and an integrity profile identification. The profile verification
device compares the component identifications, integrity profile identification and
corresponding integrity profile to determine verification data. If the profiles and
components and identifications match, the integrity of the system has been verified.
Otherwise, the system is not the one specified in the integrity profile, or it has been
altered in some way.
[0073]  Fig. 4 illustrates an exemplary integrity profile. This exemplary integrity
profile can be created by the profile creation device 280. To build an integrity profile
for an authenticated content provider, a request for creating an integrity profile is
initiated. For example, the provider can contact the integrity certification and
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[0074]  The profile creation device 280 forwards the determined integrity profile
to a digital signer 240, which can then sign the content of the profile. The profile
creation device 280 then stores the signed profile in the profile database 270 and
returns the profile identification to the content provider 300.
[0075] When creating, for example, a usage license for the content of a protected
document, the content provider 300 can optionally include the integrity profile
identification into the usage license. On the user system 400, the integrity profile will
be used to verify all of the software/hardware components in an environment call
stack. This assures that the sensitive information can only be consumed by authorized
software/hardware components, or any combination thereof.
[0076]  The profile distribution device 290 accepts requests for obtaining integrity
profiles and retrieves them from the profile database 270 and returns the integrity
profiles to the respective requestor. Similarly, the profile verification device 295
accepts requests for verifying user systems for one or more system environments. The
profile verification device 295 gathers the information about the software/hardware
components according to integrity profiles, verifies the information against the
profiles, and returns the verification results back to the requesters.
[0077])  The user system 400 compﬁses an integrity authentication device 450. The
integrity authentication device 450, for example, runs on top of any content
consumption application.
[0078] Thus, Fig. 5 illustrates an exemplary system environment stack on user
device 400 for verifying system integrity. In particular, the user system environment
stack comprises an integrity authenticator and one or more system components.
[0079] Fig. 6 illustrates an example of an environment stack which includes an
integrity authenticator, a plug-in, a rendering application, an operating system, an
operating system (OS) boot strap, and the respective hardware.
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top of the stack to a previous position.
[0082] With the call stack, the image of the currently executed function is at the
top of the stack. When the currently executed function invokes or calls the next
function, the memory image of the next function is pushed on the top of the call stack
and the top of the call stack points to the image of the next function. Each portion of
the stacked images will contain the addresses or return instruction after the called
function finishes its execution.
[0083]  Fig. 10 illustrates how the execution environment is protected.
Specifically, to protect the Integrity Authenticator (IA), the execution of the IA is
monitored by a trusted application, which is part of the IA. The monitoring process,
e.g., an application, can be a debugger or a special process that can prevent the TA
from being monitored by any other process or application in the system. In an
environment when a process can only be debugged by only one process, then the
trusted monitoring program can be implemented as a debugger. Since the monitoring
program is a trusted application, the monitoring program’s integrity must be in the
current integrity profile. Therefore, the IA will verify the integrity of the trusted
application before loading and execution. The function of the trusted monitoring
application is to prevent the IA from being monitored and controlled and captured by
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[0084] Fig. 11 illustrates an exemplary method of operation of the integrity
certification and verification device. In particular, control begins in step S100 and
continues to step S110. In step S110, an integrity profile is determined. Next, in step
S120, the integrity profile is certified. Then, in step S130, the integrity profile is
forwarded to the user. Control then continues to step S140.
[0085] In step S140, the integrity of the user system is verified. Next, in step
S150, a determination is made whether the user system is authentic. If the user system
is authentic, control continues to step S160, where the user is allowed access to the
selected content. Otherwise, control jumps to step S170, where the content access is
denied or disabled. Control then continues to step S180, where the control sequence
ends. "
[0086]  Fig. 12 illustrates an exemplary method of registering
components/hardware and/or software according to this invention. In particular,
control begins in step S200 and continues to step S210. In step S210, the registration
service is initiated. Next, in step S220, the component supplier provides
authentication information about particular components/hardware and/or software.
Then, in step S230, information about the particular components/hardware and/or
software is verified. Control then continues to step S240.
[0087] In step S240, a determination whether an integrity value should be
determined. If an integrity value is to be determined, control continues to step S250,
where an integrity value is determined. Otherwise, control jumps to step S260
where authentication information about the component/hardware and/or sofiware is
stored.
[0088] Next, in step S270, a determination is made whether to store an integrity
value,. If an integrity value is to be stored, control continues to step S280, where the
integrity value is stored. Otherwise, if an integrity value is not to be stored, control
jumps to step S290, where the control sequence ends.
[0089]  Fig. 13 illustrates an exemplary method of determining a profile according
to this invention. In particular, control begins in step S300 and continues to step S310.
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profile is stored. Control then continues to step S370.
[0091] In step S370, the signed integrity profile is then forwarded to the
requestor, such as the content consumption system/application provider. Control then
continues to step S380 where the control sequence ends.
[0092] Fig. 14 illustrates an exemplary method of verifying the integrity of the
integrity authenticator in accordance with one aspect of the present invention. Control
begins in step S400 and continues to step S410. In step S410, the integrity of the
integrity authenticator is verified. Next, in step S420, a determination is made whether
the integrity authenticator is valid. If the integrity authenticator is valid, control
continues to step S430. Otherwise control jumps to step S540.
[0093] In step S430, a tamper-resistant environment is established. Next, in step
S440, the integrity profile is verified. Then, in step S450, a determination is made
whether the integrity profile is valid. If the integrity profile is valid, control continues
to step S460. Otherwise, control jumps to step S540.
[0094] In step S460, the integrity profile is loaded. Next, in step S470, the call
stack of the current execution environment as illustrated in relation to Figure 6 is
constructed. At the bottom of the call stack is a set of hardware and/or devices, with
all the software components towards the top of the stack. The relationship of the
components in the stack is that the lower component calls the component just above
it. Once the call stack is constructed, the top of the call stack, which contains the
execution image of the last executed component, is located. Thus, the execution
image of each component on the stack helps identify the calling component. Then, in
step S480, the identification calling component is retrieved. Control then continues to
step S490.
[0095]  In step S490, the integrity of the component is verified against the integrity
profile. Next, in step S500, a determination is made whether the component is valid.
If the component is valid, control continues to step $510. Otherwise, control jumps to
step S540.
[0096] In step S510, a determination is made whether the stack is empty. If the
stack is empty, control jumps to step S520. Otherwise, control jumps to step S530. In
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S550 where the control sequence ends.

[0099]  Asillustrates in Figs. 1-2, the integrity certification and verification device -
is preferably implemented either on a single program general purpose computer or
separate program general purpose computer. However, the integrity certification and
verification device can also be implemented on a special purpose computer, a
programmed microprocessor or microcontroller and peripheral integrated circuit
element, an ASIC, or other integrated circuit, a digital signal processor, a hard-wired
electronic or logic circuit such as a discrete element circuit, a programmable logic
device such as a PLA, PLD, FPGA, PAL, or the like. In general, any device capable
of implementing a finite state machine that is in turn capable of implementing the
flowcharts illustrated in Figs. 11-14 can be used to implement integrity certification
and verification device.
[00100] Furthermore, the disclosed method may be readily implemented in
software using object or object-oriented software development techniques in
environments that provide portable source code that can be used in a variety of
computer or workstation hardware platforms. Alternatively, the disclosed integrity
certification and verification device may be implemented partially or fully in
hardware using standard logic circuits or a VLSI design. Whether software or
hardware is used to implement the systems and methods in accordance with this
invention is dependent on the speed and/or efficiency requirements of the system, the
particular function, and particular hardware or software systems or microprocessor or
microcomputer system being utilized. The integrity certification and verification
devices and methods described above, however, can be readily implemented in
hardware or software, using any known or later-developed systems or structures,
devices, and/or software by those skilled in the applicable art without undue
experimentation from the functional description provided herein, together with a
general knowledge of the computer arts. Moreover, the disclosed methods may be
readily implemented as software executed on a programmed general purpose
computer, a special purpose computer, a microprocessor, a server or the like. In this
case, the methods and systems of this invention can be implemented as a routine
embedded on a personal computer or server, such as a JAVA® or CGI script as a
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as the hardware and software systems of a graphics workstation or dedicated integrity

certification and verification device.

[00101] It is, therefore, apparent that there has been provided, in accordance with
the present invention, systems and methods for integrity verification. While this
invention has been described in conjunction with the preferred embodiments thereof,
it is evident that many alternatives, modifications and variations be apparent to those
skilled in the applicable art. Accordingly, applicants intend to embrace all such
alternatives, modifications, and variations that follow within the spirit and scope of
this invention.
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consumption environments comprising:
an integrity certification and verification device, the integrity
certification and verification device storing authentication information about one or
more applications, systems or system components; and
an integrity profile that is used to determine the authenticity of the one
or more applications, systems or system components.

2. The system of claim 1, further comprising a component registration
device that determines an integrity profile from the authentication information, the
integrity profile containing at least one of verifiable information and an identification
of registered applications, systems or system components.

3. The system of claim 1, further comprising a profile database that
maintains an integrity profile and an identification of registered applications, systems
or system components.

4. The system of claim 1, further comprising a profile verification device
that verifies authenticity by comparing one or more of application, system or system
component identifications, the one or more applications, systems or system
components, the integrity profile and an integrity profile identification.

5. The system of claim 1, further comprising a registration application
device that obtains the authentication information about the one or more applications,
systems or system components from a content consumption application, system or
system component provider.

6. The system of claim 1, wherein the integrity profile comprises an
identification of the one or more applications, systems or system components that can
be used in conjunction with distributed information.

7. The system of claim 1, further comprising a content provider that
distributes information.

8. The system of claim 1, further comprising a content consumption
application, system or system component provider.

9. The system of claim 1, wherein if a profile verification device
determines that the one or more applications, systems or system components are not
authentic, access to one or more documents is disabled.

10.  The system of claim 1, further comprising a profile creation device that
determines the integrity profile based on verifiable information about the one or more
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of the authenticity of one or more applications, systems or system components; and
determining access rights to content based on the authenticity determination.

12.  The method of claim 11, further comprising certifying the integrity
profile.

13.  The method of claim 11, further comprising verifying the authenticity
of one or more applications, systems or system components.

14,  The method of claim 11, wherein the access rights include at least one
of enabling or disabling access to the content.

15.  The method of claim 11, further comprising obtaining authentication
information about the at least one application, system or system component.

16.  The method of claim 15, further comprising digitally signing the
integrity profile.

17.  The method of claim 15, further comprising forwarding the digitally
signed integrity profile to a content consumer.

18. The method of claim 11, further comprising verifying the integrity of
an integrity authenticator.

19.  The method of claim 18, further comprising establishing a tamper
resistant environment.

20.  The method of claim 18, further comprising verifying the integrity
profile.

21.  The method of claim 18, further comprising loading a valid integrity
profile.

22.  The method of claim 18, wherein verifying the integrity of an integrity
authenticator comprises establishing that the integrity authenticator is not being at
least one of monitored, controlled or recorded.

23. An information storage media that stores information for integrity
certification and verification in a content consumption environment comprising:

information that determines an integrity profile, the integrity profile allowing a
determination of the authenticity of one or more applications, systems or system
components; and

information that determines access rights to content based on the authenticity
21
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determination. .

24.  The information storage media of claim 23, further comprising
information that certifies the integrity profile.

25.  The information storage media of claim 23, further comprising
information that verifies the authenticity of the one or more applications, systems or
system components. .

26.  The information storage media of claim 23, wherein the access rights
include at least one of enabling or disabling access to the content.

27.  The information storage media of claim 23, further comprising
information that obtains authentication information about the at least one application,
system or system component.

28.  The information storage media of claim 27, further comprising
information that digitally signs the integrity profile.

29.  The information storage media of claim 27, further comprising
information that forwards the digitally signed integrity profile to a content consumer.

30.  The information storage media of claim 23, further comprising
information that verifies the integrity of an integrity authenticator.

31.  The information storage media of claim 30, further comprising
information that establishes a tamper resistant environment.

32.  The information storage media of claim 30, further comprising
information that verifies the integrity profile.

33.  The information storage media of claim 30, further comprising
information that loads a valid integrity profile.

34.  The information storage media of claim 30, wherein verifying the
integrity of an integrity anthenticator comprises information that establishes that the
integrity authenticator is not being at least one of monitored, controlled or recorded.
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