A system and method are provided for securing a servi ce provi ders hosts

such tRat unauthorized access to the hosts is prevented. T
require the installation of any speC|aI

not
and
| oca
User

al l ows t hPGT vi ce pr

< o SRRA AP kG Holy

1

e

1 11

S

heclt
Bad
4, ‘H"up*

t em does

software on use
ERTDERAANBATAN | y and Y Zically

rﬁﬁ?ﬁf’#ﬁ b&ﬁéﬁiﬁ?@@%ﬁﬁﬂﬁr -

I nt
whi g
user

((§3)cinterniftioun! Bajeot Clasifieation 7 5 f | r St
h thesrf 29700 server receives a|%ss
term nal and generates a connect

ser

vumnmauphaémﬂam&hmmﬁurst n WD 06/70839
5|on establlshnent

uest fromthe
Hepopa Rty 24 Nepgions 00 G K0P,

est g
secd
conm
secq
cont
conn

Eélshnent Le uest. A second ser%Fr

berihe ¢ SHHENOY

(12} Ka@nhtidih® FiddgtDated he 08k My Boo6Q £.65106) nce

nd server initiates communications
Lon with the first server

| R B

k

(71) Applicant: THE CHASE MANHATTAN BANK [US/US]; 270
Park Avenue, 41st Floor, New York, NY 10017 (US).

(72) Inventors: YARBOROUGH, William, Jordan; 510 Cranes
Way #107, Altamonte Springs, FL 32701 (US). ZHUANG,
Iia, Jin; 3 Eric Court, Princeton JCT, NJ 08550 (US).

(74) Agents: DUIMICH, Louis, C. et al.; Ostrolenk, Faber, Gerb &
Soffen, LLP, 1180 Avenue Of The Americas, New York,
NY 10036 (US).

Qialaggauest 19 MaoosEesy ser wsrl.

Ied to the flrst server and t he
%E{EE%} T, ,AZBA,BB
,GLDEIK;D

&1, GB) U1 OF,| GH) GMENR,) €61 D, 11,1

wew&mwm EAAGLKCER, LH T, LU,

ef or et M6 ol b'bo Se sk AL, I i, TERE 18]

YA, UG, UZ, VN, YU, ZA, ZW ARIPO patent (GH, GM,
KE, LS, MW, SD, SL, UG, ZW), Eurasian patent
TI. TM), European patent
Fl, FR, GB, GR, IE, IT,
patent (BF, BJ, CF, CG, (I,
NE, SN, TD, TG).

Published
Without international search report and to be republished
upon receipt of that report.
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(57) Abstract

A system and method are provided for securing a service
providers hosts such that unauthorized access to the hosts is prevented.
The system does not require the installation of any special software

on users’ terminals, and allows the service provider’s hosts to be

logically and physically located at convenient spots within the service
provider’s private network. Users can be located anywhere within a
global public network such as the Internet. The system uses a first
server coupled to the first network in which the first server receives a
session establishment request from the user terminal and generates a
connection request in response to the session establishment request.
A second server coupled to the first server and the second network
receives the connection request and establishes communications with
the host in accordance with the connection request. The second server
initiates communications by establishing a communication control
sesgsion with the first server before the first server will send the
connection request to the second server.
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