-1 TRANSACTION SYSTEM FIELD OF THE INVENTION The present invention relates to a
transaction system and 5 a transaction terminal, adapted to save transaction data and of particular
but by no means exclusive application with offline transactions. BACKGROUND OF THE INVENTION
10 An advantage of using a customer token such as a smart card (e.g. a personal transaction or
identification card with an integrated circuit chip (or IEG) or other form of memory) in transaction
systems lies in the security that can be provided by means of the ICC. Owing to this 15 security, some
existing smart cards are used to store monefdfNaATih@e&YEniEbrm in what has become known
as “electronic purse' systems. In such systems, a transaction terminal is used to deduct monetary

value from the ef—SICEI(_)Q]igO?e"‘FEén ]W@t@ﬁrd; this monetary 20 value is stored in the terminal in an

offline mode. That 'IS, rminal does not have to connect to a host system in order to authorize the
payment, since tH&'&aRERFJIT nidheearl liLd edrkRSte§quRpAyABRAGE IR paXFESBd 3gbds or

services. Thg valaetieatistacitiion the sniatadgrcadiajsteidrecbingheoderorianbatdoly sddeagquently
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terminal to connect to the_host system in eiﬁ? ly (perhaps once a day at closing time), instead of at
the time of every¥HE e dH HIPARSRRFRLAHMPNPof an existing offline application of this kind

involves the use of a smart card to store ‘rewards' or bonus points in a customer loyalty scheme. The
bonus points aresgiekeskagRosteedryatuq N\iergpart card, 35 which can be deducted by an
authorised farming] &g Rt Ah gt b L i 58" RALESHE SN Ne NS8O nar ¢
card (e.g. a personal transaction or identification card
with an integrated circuit chip (or ICC) or other form of
memory) In transaction systems lies in the security that
can be provided by means of the ICC. Owing to this
15 security, some existing smart cards are used to store
monetary value in electronic form In what has become known
as “electronic purse’ systems. In such systems, a
transaction terminal is used to deduct monetary value from
the electronic purse in the smart card; this monetary
20 value i1s stored in the terminal in an offline mode. That
iIs, the terminal does not have to connect to a host system
in order to authorize the payment, since the transferred
monetary value constitutes full payment for the purchased
goods or services. The value deducted from the smart card
25 1s stored in the terminal and only subsequently sent to a
host computer as part of a batch of such transactions.
Such an arrangement allows the terminal to connect to the
host system infrequently (perhaps once a day at closing
time), instead of at the time of every transaction.
30
Another example of an existing offline application of this
kind involves the use of a smart card to store “rewards’
or bonus points in a customer loyalty scheme. The bonus
points are stored as a stored value In the smart card,
35 which can be deducted by an authorised terminal as part of
or in lieu of a cash payment. Such offline transactions
are captured in the terminal and — again - transmitted to



are captured in the terminal and - again - transmitted to - 2 a host system in batches to reduce cost of
data communications incurred when contacting the host system. A typical existing technique for
making such offline 5 systems secure involves authenticating the ICC in the smart card. This is done
by means of cryptographic systems that authenticate the ICC card and therefore verify the card's
authenticity before accepting the card for use in a transaction. Such existing authentication 10
schemes require that the terminal store a secret value, known as a "Key', that is used by the terminal
to verify the autiertieBt osirtanat @ tohrsiliahisedutengostiori sabamed by a so-called

‘mutual authentigafipiiPiectsPoAs TimeliRatsdchidenutish HthentigatieiePISSES s staasumed that
the ICC in the smart card contains a secret Key and the terminal attempts to verify this algorithmically

by exchanging random values with the smart 20 card. The process is known as mutual authentication
because the cardwiiditfady axdmbl 9 vEeGhiaHer fied dilacthaueBofEddditing secret Key,
that is, whether gedesminasscaneuthentd versinalt Benhis atonegs tiienuaal authehigcation is

effective only if tgﬁé?rfniegﬁsecr?hggy ﬁk%%t%;? ; H@gﬁ@ogp%é\gﬁg@l@% secret Key must

be prevented. This requires that the terminal er-resistant an revents

unauthorized accS t5 TS HBL TRUNFESA §6H5s TP R d Eonradiirdtd i RFA&IERRS store the
secret Key or seesat Kigystihe et sesistmt oievice{gutie fis ran E0Captd hguddekinckederminal)

that is programmgg 0 KBCHPN 8S Bratsalladi BRcUeeIese:M AR gOaatEntiie 2EWds physically

secure and, designed not to release 35 the secret value or Key. The SAM is typically installed
(Hg g%é%emes require that the termlnafys¥ore a segpét zdiue,

known as a “Key”, that i1s used by the terminal to verify
the authenticity of the smart card. Typically this
authentication i1s performed by a so-called “mutual
authentication” process.

15
To effect such a mutual authentication process, 1t iIs
assumed that the ICC in the smart card contains a secret
Key and the terminal attempts to verify this
algorithmically by exchanging random values with the smart

20 card. The process is known as mutual authentication
because the card will similarly attempt to verify whether
the terminal has a corresponding secret Key, that is,
whether the terminal iIs an authentic terminal.

25 This process of mutual authentication is effective only i1f
the terminal’s secret Key i1s kept secret; unauthorized
access to the secret Key must be prevented. This requires
that the terminal be tamper-resistant and generally
prevents unauthorized access to that Key. To achieve

30 this, 1t 1s a common industry practice to store the secret
Key or secret Keys iIn a tamper-resistant device (such as
an ICC card housed in the terminal) that is programmed to
function as a so-called Secure Access Module (or SAM).

The SAM i1s physically secure and designed not to release

35 the secret value or Key. The SAM is typically installed
in a dedicated slot In the terminal into which the SAM can
be iInserted and from which 1t can be retrieved. A



in a dedicated slot in the terminal into which the SAM can be inserted and from which it can be
retrieved. A terminal may have multiple SAM slots to allow multiple SAMs to be installed. As
discussed above, therefore, in such existing systems 5 offline transactions captured in the terminal
must be transmitted to the host system so that the system can account for the transaction. In the case
of an electronic purse system, the system must pay the3merchant the amount collected in electronic
form, while a customer loyalty 10 system must account for the amount of rewards deducted from or
added to the smaietatnabvirayr hawe Moot tdyatemSaNinabrts reeeiad biow offtidd iahsaction
information, the tgsacipn sanieidadgeqynted for and either the merchant is not paid (in the
electronic purse 15 system) or, in the case of the customer loyalty system, a customer's use of
rewards in the offline mode can remain unrecorded by a host system which consequently records

those rewards ad\gnC-ESCAURPEFIRIPRY & thENQIRHAEE 201Re RHUEN X BBIHING FXFERNSNS stored
in terminals f existfild n#lina-tiassactiporsy stapaapdein saiheusterailasl Susatirbes the loss of

such transactions af O, ¢RIEAC'EY YHEWRALID 5 JRaPagkoR Bl (Y Tepeipbriowagls or copies

of the receipts printed at t11e terminal 25 at the timg of transaction. This is laborious, error prone and

difficult to check ff CRIHENERY. SORMARISOEEAE iNVENTIOR £758n Bbjcdt of HRGHEQBAE
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resent invention, 35 therefore, there is proyided g transaction system comprising: a hoSt computer
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from or added to the smart card. However, i1f the host
system is unable to receive the offline transaction
information, the transaction cannot be accounted for and
either the merchant i1s not paid (in the electronic purse
15 system) or, in the case of the customer loyalty system, a

customer’s use of rewards iIn the offline mode can remain
unrecorded by a host system which consequently records
those rewards as unused and available to the customer.

20 Hence, loss of offline transactions stored in terminals of
existing offline transaction systems can be a serious
problem. Sometimes the loss of such transactions can be
corrected by keying In the transaction data from receipt
journals or copies of the receipts printed at the terminal

25 at the time of transaction. This i1s laborious, error
prone and difficult to check for authenticity.

SUMMARY OF THE INVENTION

It 1s an object of the present invention, therefore, to
30 provide a transaction system that takes advantage of the

memory storage of the SAM to at least ameliorate the

aforementioned problems.

According to a first aspect of the present invention,
35 therefore, there is provided a transaction system
comprising:
a host computer server; and



- 4 at least one electronic transaction terminal for receiving transaction data pertaining to customer
transactions and for transmitting said transaction data to said server over a computer network, said
transaction 5 terminal including an interface for establishing data communication with a removable
data storage device for storing at least one digital security key; wherein said security key is accessible
by said transaction terminal when said data storage defice is in 10 data communication with said
transaction terminal, and said transaction terminal is configured to write said transaction data to said
data storage device for subsegtiedeasic\eneysherkiosdgiobnantaatdoanbeielika brafgkction

terminal. 15 In thiseaidi 0ifeg aepasis a8 Hio Hveatian phpEeFHIHg ke ishe pdppted to facilitate
authentication of the transaction termin u icatign of a custo r- mut

authentication of%ﬁ%ﬂ%%&%t%ﬂngte?ﬁﬁna %ﬁd%@%@g&ﬁ;ﬂtﬂl}g to%%rllaqur_Ee%grﬁ:%%f %%%Hqt?%?gragg device
comprises a sec@l dc&&MAbdASdr SavOPBHeferBsRIkrafsddiochrianamalHeudes memory

and is further conéguridd stve badiignsactipntatfatesalth messarybWisraysald transaction data
s stored In both saith 4FIRIAYT dRSP and nyddipgagion Jedhial el ayiner copy of

the transaction data Is stored In the transaction terminal’'s memory. ows the transaction

terminal to transt e en&citpAcka W ehe NG LiRe CHELLJR¥ data either from the data 35
storage device or from the mewluey ef thesiedisaation rietyiredyTwscalycdssddheofoyieseardaction

data transaction terminal when said data storage device is in

10 data communication with said transaction terminal, and
said transaction terminal 1s configured to write said
transaction data to said data storage device for
subsequent retrieval by saild transaction terminal or
another like transaction terminal.

15
In this and other aspects of the invention, the security
key may be adapted to facilitate authentication of the
transaction terminal, authentication of a customer token,
or mutual authentication of the transaction terminal and a

20 customer token.

Preferably the data storage device comprises a secure
access modulle or SAM.

25 Preferably said transaction terminal includes memory and
i1s further configured to save said transaction data in
said memory, whereby said transaction data is stored iIn
both said data storage device and in said transaction
terminal.

30
Thus, a further copy of the transaction data i1s stored in
the transaction terminal’s memory. This allows the
transaction terminal to transmit the transaction data to
the server after retrieving the data either from the data

35 storage device or from the memory of the transaction
terminal. Typically, the copy of the transaction data
saved In the terminal’s memory would be treated as the



saved in the terminal's memory would be treated as the - 5 principal copy of the transaction data, with
the copy stored in the data storage device acting as a backup. Thus, the invention enables transaction
data (and most 5 especially transaction data from offline transactions) to be stored redundantly and
cost effectively by taking advantage of an existing data storage or memory device such that the
transaction data can still be retrieved from the memory@evice in the event that the terminal becomes
10 faulty. The transaction data is stored to and retrieved from the SAM independently of the security
functions that a $ANINS kppitapppyed forthehdreasasiohubingake SANEN StEdsaapyecurity

functions (such asgyetagtien of e gaR{ogEPFiHkeerieys stetarhiy thes FAMadiegferably the

transaction terminal includes a housing (such as a card slot or a smart card acceptor) for 20 receiving
said data storage device, wherein said data storage device can be connected to said interface when
in said housing. TRESrarERetidM¥EHEILMEY)BE kenfiftirnsadder dadaSaaskRedk data from
said data st@agecdpécd akeysaiddrassation ddtathaspean sffdanséuliyrtransaatédins yaito server

by said transactigq,t ?M? H Gsds t actiqi}-d u I transferred to
the host server, i(tﬂ%eeeg no gng?eerggé savedh%n%ﬁ?dg%ggto%ﬁé %Set\?i%%qs?) it g?é‘el xﬁ_;(e)ted from that

device. The dataNAGLAIth& fa s G LR STFARB 1L for SERLYuAR Y rRaction data.
35 In one embodsueht, tiatkaksectibnassaitill Brcatdiarethno stietd shiel trartsactvedafa- from said

data storage dei afiemedy IREGRERON AdinRATlepR SEsRAESIHY HRsiHad Mostsmidsata

storage dexige tof%alljiqtt}r/ansaction terminal. In this embodiment also, therefore,

The transaction data is stored to and retrieved from the
SAM 1ndependently of the security functions that a SAM is
typically used for, without compromising the SAM’s

15 existing security functions (such as protection of the
cryptographic key or keys stored in the SAM).

Preferably the transaction terminal iIncludes a housing
(such as a card slot or a smart card acceptor) for

20 receiving said data storage device, wherein said data
storage device can be connected to said interface when in
said housing.

The transaction terminal may be configured to delete said

25 transaction data from said data storage device after said
transaction data has been successfully transmitted to said
server by said transaction terminal.

Hence, once the transaction data has been successfully

30 transferred to the host server, 1t need no longer be saved
on the data storage device so i1t can be deleted from that
device. The data storage iIn the data storage device 1is
then available for subsequent transaction data.

35 In one embodiment, the transaction terminal i1s configured
to delete said transaction data from said data storage
device after said transaction data has been successftully



data storage in the data storage device is made available for subsequent transaction data. 5
Preferably the data storage device is configured to write new transaction data over old transaction
data when said data storage device is full of transaction data, wherein the oldest transaction data is
overwritten first. 10 Preferably the transaction terminal is configured to write to said data storage
device only transaction data that pertains to offline tran@actions performed at the transaction terminal.
Thus, in the event that the 15 transaction terminal is faulty or for any other reason is unable to
transmit the offlineneassattitad sforea capdd idldtatesitda9e onaré ertd stosadél device (such as a

SAMr)] to the hostﬁyéteﬁacthe&atetémwg Hevicertagries r@mwednﬁmﬂ@ﬂ %milﬂiéﬂ’@mﬁ@q?d into
another 20 termi ch can thep eve {rans n the st vice for
transmission to t%ﬁ\é'{lstg ﬁ”l ORe %mkd) rhenﬁ ate m%g% IS ?c%foel%é to%sﬁ %ﬁeh 83/6%3' I%%i
communication Wk@Fa SHRERYEEREMbTARNSaEE 08 s‘i'éﬂi@e devices whereby a first data storage
device can % used to store said digital security key, and said transaction terminal is configured to

write said transasiadpte 2 BRECUANEIANIRARIGHCR [ SPOSEONATBIIRIBY Rt

transaction terminal or 30 another like transaction terminal. Preferably saidtransaction data s stored

in said data stor8§¥ dLVRBFRGHORoARHANG G KA SR RGHQ HataidBsR S8e device
is configured suctic@Bthatanageahdenndser i trimbdctidnstnegosiatitingaidifiltais at@raiove a

threshold value, g3jd dgjde0raqs da¥se tRdW NgAalalus VAl FrbeasoFeEPInal prompting - 7
said transafB'on terminal to upload any transaction data
Preferably the transaction terminal i1s configured to write
to said data storage device only transaction data that
pertains to offline transactions performed at the
transaction terminal. Thus, iIn the event that the
15 transaction terminal is faulty or for any other reason 1is
unable to transmit the offline transactions stored either
in the terminal or on the data storage device (such as a
SAM) to the host system, the data storage device can be
removed from the terminal and plugged into another
20 terminal, which can then retrieve transaction data stored
in the data storage device for transmission to the host.

In one embodiment, the interface i1s adapted to establish
data communication with a plurality of removable data

25 storage devices whereby a first data storage device can be
used to store said digital security key, and said
transaction terminal 1s configured to write said
transaction data to a second data storage device for
subsequent retrieval by saild transaction terminal or

30 another like transaction terminal.

Preferably said transaction data is stored iIn said data
storage device in a file containing a fixed amount of
space, and said data storage device is configured such

35 that when the number of transactions recorded iIn said file
Is at or above a threshold value, said data storage device
returns a status to said transaction terminal prompting



stored in said transaction terminal to said server to thereby clear offline transaction data stored in said
transaction terminal and any redundant copies of said 5 transaction data stored in said data storage
device, so that said transaction terminal and said data storage device can hold more transaction data
without losing any transaction data previously stored in said data storage device. 10 According to a
second aspect of the invention there is provided an eleétronic transaction terminal for receiving
transaction data pertaining to customer transactions and for transmitting said transaction data to a
host server 15 o&a kdcdinpiieaataenykteid komlintPcoin pasidlgaay irksaasank kstatslizghihg data
communication i pd@Miyasisi deteripsaettRicerior SIoTiID aldeasti anedligiat seeurity key;
wherein said secyily key s apgessiRlp s sald (70 fanseqion epinal phensayd datgysorage device
isin data communlcatlor}/th said trar]sactionifermlna, and said transaction terminal IS configured to
write said transabligneREAPEhiEETH BRtaghtedty, WREEMARTI GRERstioT daflfh said data

storage devise carahsabtdguenilytize sttoeeel iy ssulitthnikactios temnigel ceaibothgr dike
transaction termig}ﬂlagr gﬁ@bl)ﬁﬁgwsté@%ﬂor&égrmiﬁgl inawgegm%{nggzt%n%ﬁ agbfégured to write
said transaction data to both said 30 memory and to sald!data storage_device, preferably in the form
of respective trarfi8¥AGH 16 Proteasif caidtdigRIcTE AR, B3R JhEtheybiuf Ay g dVal security
keys, more prefetatan a6 anthdaticatgesustoa by takenseThd intsdace debecbestidapgd to
establish data cogayygigation with a plurality of removable data storage devices whereby a first data
storage dexige can be used by

According to a second aspect of the iInvention there is
provided an electronic transaction terminal for receiving
transaction data pertaining to customer transactions and
for transmitting said transaction data to a host server
15 over a computer network, said terminal comprising:
an interface for establishing data communication
with a removable data storage device for storing at least
one digital security key;
wherein said security key is accessible by said
20 transaction terminal when said data storage device iIs in
data communication with said transaction terminal, and
said transaction terminal 1s configured to write said
transaction data to said data storage device, whereby said
transaction data in said data storage device can
25 subsequently be retrieved by said transaction terminal or
another like transaction terminal.

Preferably said transaction terminal includes memory and
i1s configured to write said transaction data to both said

30 memory and to said data storage device, preferably in the
form of respective transaction logs.

Preferably said digital security key is one of a plurality
of digital security keys, more preferably for

35 authenticating customer tokens.

The interface may be adapted to establish data



said transaction terminal to store said digital security key, and said transaction terminal is configured
to write 5 said transaction data to both a transaction log in said transaction terminal and to a second
data storage device for subsequent retrieval by said transaction terminal or another like transaction
terminal. 10 According to a third aspect of the invention there is provided a method of saving
transaction data before transfer to a host server in atr&hsaction system comprising: writing said
transaction data by means of a 15 transaction terminal to a data storage device adapted to store a
digital security kesofongaiticathipial widin daral esahitnicadorr aibaill gaskedaion toragal;
whereby said trageagfieaglaipnspaisybaeqiedly RriFatricved dycsaldUrosacion leeminstqr ppother
like 20 ”a”S.aC“.OEat%H“WM SCtE hnOdt@%Pﬁ i’h%‘idetge's?{fﬁ?l sald FAn3AAIPPLRIR LN Al data
storage device if said transaction data has been successfu y?rapsmlttecf 8y said transacflgx terminal
to 25 said host $6@Ver. #RE nfathEd FANFREEEORNITR] isad dbsa sRIdguESde tonlyEbERaction
data that peBainstodfftheatrsasadtonsdzaréoroe doattdaich tranaactmntiominkb A BRY2A d

DESCRIPTION C_E'?Jﬁ&%@ﬁ%W'“&@HH ﬂﬁ%‘ir thf‘o‘”é{e%%ﬁﬁy 5“’%%8!'9%% q}%‘iﬂ@é”ed'
preferred embodiments will now be described, way of example, with reference tq the
accompanying 33 QFasigSSAUYRREN :rl‘—elﬁﬁt'@Y?sly aR¥hemtdlc HaRsanrton farthiadcin system
according to a prefevidteembelienditari Sath€ pwasdiinuenaibn; Figure 2 is a schematic representation
ofa
10 According to a third aspect of the invention there is
provided a method of saving transaction data before
transfer to a host server In a transaction system
comprising:
writing said transaction data by means of a
15 transaction terminal to a data storage device adapted to
store a digital security key for said terminal and in data
communication with said transaction terminal;
whereby said transaction data can subsequently be
retrieved by said transaction terminal or another like
20 transaction terminal.

The method may iInclude deleting said transaction data from

sald data storage device if said transaction data has been

successftully transmitted by said transaction terminal to
25 said host server.

The method may include writing to said data storage device
only transaction data that pertains to offline
transactions performed at said transaction terminal.

30
BRIEF DESCRIPTION OF THE DRAWING
In order that the invention may be more clearly
ascertained, preferred embodiments will now be described,
by way of example, with reference to the accompanying

35 drawings, in which:

Figure 1 is a schematic representation of a

transaction system according to a preferred embodiment of



payment terminal with SAM and customer token of the system of figure 1; 5 Figure 3A is a flow chart
illustrating the process for storing transaction data from a payment terminal of the system of figure 1;
and Figure 3B is a flow chart illustrating the process of retrieval of transaction data from a Secure 10
Access Module to a payment terminal of the system of figure 1. DETAILED DESCRIPTION OF THE
DRAWING A transaction system according to a preferréd embodiment 15 of the present invention is
shown schematically in figure 1 at 10. The system 10 includes a host server 12 and a plurality of
transaction termitéle ip Hesaitth dnygmtdeinterminals 14, connected to the host server 12 by means

of a computer network 16 (su¢tj ge fee intqreed). EaeBrRuidy repiessinehi4 dndefgaed to permit a
customer to conduct a transaction hy,means o, nt.c 0 card pr the like, Referring to
figure 2, each pa@%%mﬂa?@rms%éﬁw e!s 4 ﬁp%&@i%’['r%f é’dgr‘\{l:ﬁq?ac e'Ld %%%rﬁvglﬁtiﬁém%e%%%@vw 18
and random-acc@fs T8 (RAM) 19, a keyboard 20, a receipt printer 22, and a SAM acceptor 24.

The SAM acgeptor 24, providingghe@agmeit ternfilals iotexiace Millug G4 i isgintthe form of a

smart card acce g&%ﬁ e ﬁqﬁ ' natio t 7 1to 3 (for
example, one of %Ibtype cosrnBrEor%P use gﬁ?%%ﬁ%erﬁ%ﬁn?ﬁﬁéﬂ%i%?ﬁ%b”e phones).
The payment terfiHal 123 s @t sSY SR QE pld B S515u® %S one conforming to International
Standards 7816 Parts 1 to 3. THegcard Rigeptora 6fdompides; fori tlasplea bnegfthe type found on
Electronic Draft Gapipeass1@ fteppipaieysad Bcrerl casteavnenbastersFoaiaaing do the
Europay-MfstercEé%-é/éssa M%Wi gt@{ugl aéd payment terminal of the system of

figure 1.

DETAILED DESCRIPTION OF THE DRAWING
A transaction system according to a preferred embodiment
15 of the present invention is shown schematically in figure
1 at 10. The system 10 includes a host server 12 and a
plurality of transaction terminals in the form of payment
terminals 14, connected to the host server 12 by means of
a computer network 16 (such as the iInternet). Each
20 payment terminal 14 i1s designed to permit a customer to
conduct a transaction by means of a payment card, a
loyalty card or the like.

Referring to figure 2, each payment terminal 14 has a

25 processor 17 connected to non-volatile memory (NVM) 18 and
random-access memory (RAM) 19, a keyboard 20, a receipt
printer 22, and a SAM acceptor 24. The SAM acceptor 24,
providing the payment terminal’s interface with a SAM, 1is
in the form of a smart card acceptor such as one

30 conforming to International Standards 7816 Parts 1 to 3
(for example, one of the type commonly used for subscriber
identity modules (sims) in mobile phones).

The payment terminal 14 also includes a card acceptor 26
35 such as one conforming to International Standards 7816

Parts 1 to 3. The card acceptor 26 comprises, for

example, one of the type found on Electronic Draft Capture



specifications. The card acceptor 26 could alternatively be adapted to accept “contactless' ICC cards
using radio 5 frequency (RF) transmission techniques (such as those complying with Internationa
Standards 1444) for communication between the terminal and such ICC cards. The payment terminal
14 includes (when in use) a SAM 28, 10 installed in the SAM acceptor 24. The SAM 28 has an
integrated circuit chip 30 with built-in anti-tampering —sek@irity features to protect the digital contents of
the chip; the chip 30 comprises a processing unit 32, read- only memory (ROM) 34 with application
software coded t&#@6Tona b oisadtidg spstechidn aachipayeianit RXRItES)Sne VbRt Rgmory

(NVM) 38 (sulgth ét@Etewéri@IVOB%%@@EéﬁmabIeE;m@djgﬂb{rgﬂamry (EEIPROM)) e
containing software program co to petfor uncti S.assnciate
data and an 1/0 %rﬁtéj ébqi : %ggéfemiﬁs%o%% u%eé]%rg)%ﬁr:ﬁ@?ﬁc?s%gﬂg%jé%@aea'c%%lsﬁfhe form

of a customer snit@t S&laREecofiiniesaR tinicgpREacttefThipl 44, Ieards certiidesabd®cessor
25 unit 46 cennetteddaene P M RFOA £8 ansteiisd ensaftyue i gpplsalisociodad teipesiorm payment

functions in the C@%ﬁﬁ}/?t@b@l iRa ﬁptgpﬂ iiSHqu'étEHHHBiFég (441 eriqﬂ'ng with the card

acceptor 26 of the payment “terminal 14). 30 When a customer smart card 42 is used at the payment
terminal 14 to m&GAYIFREE BPsHRLRRE 4PE kedistnal, #aAsURR, A4Fark&EHSh record is

generated and stored in the NVM 18 of the payment terminal 14 for 35 subsequent transmission to the
host computer Ssefyer b% eﬁ&ttlggﬁm,r{goqgﬂiqtm! Stes lé,\,ﬂ'@ﬁ tmns‘t%‘éiynéegq,q isglso sent to
the SAM 28 for Ioaaipgy Tapfemenipe sie AR ST WaR ROUAM28 has an
integrated circuit chip 30 with built-in anti-tampering
security features to protect the digital contents of the
chip; the chip 30 comprises a processing unit 32, read-
only memory (ROM) 34 with application software coded to
15 form an operating system on the chip, volatile RAM 36,
non-volatile memory (NVM) 38 (such as Electrically
Erasable and Programmable Read-only Memory (EEPROM))
containing software program coded to perform the functions
described below as well as associated data and an 1/0 unit
20 40.

The system also includes a plurality of customer tokens,
each 1n the form of a customer smart card 42 containing an
integrated circuit chip 44. ICC 44 comprises a processor

25 unit 46 connected to a ROM area 48 containing a software
application coded to perform payment functions in the chip
44, a RAM area 50, and an input/output unit 52 (for
interfacing with the card acceptor 26 of the payment
terminal 14).

30
When a customer smart card 42 is used at the payment
terminal 14 to make a payment or some other type of
customer transaction, a transaction record 1Is generated
and stored in the NVM 18 of the payment terminal 14 for

35 subsequent transmission to the host computer server 12 for
settlement, reconciliation, etc.



stored in the NVM 38 of SAM 28; this software program is configured to accept and log such
transactions. The SAM 5 28 receives the transaction data from the payment terminal 14, and invokes
a function that: 1) looks for the next available memory location in the NVM 38 of SAM 28, 2) logs the
transaction in that location, and 3) updates an index to indicate the location of the memory area
available for 10 the next transaction. This is repeated fbt every transaction, until the SAM 28 runs out
of storage area in its NVM 38. When this occurs, the index is updated to point to the memory location
at 15 the start of Tt Baitg@nBAdEdGing 262 MHthEsSABONSBN BT Hih e tRS themext
transaction wkilll be degrRty In a hieldae i dee iranstaﬁﬁiomnggisg psea irsfamw %&dhbv&go SAn
over-writing the tr on re ously . The.nu r of transacti at

28 can cater for aéﬁ%&hé%ﬁ[@e%mm%aéﬁi a%éce:’an me'%og%%%ﬁw Me Sﬁﬁﬁg%%e the oldest

transaction in thecSAKA B R &R ACESRh Rh tHed nEHBRr BY #aR3sditMRYhat iENReSAY occur
before the tBrmid lecwitrassrolidis hiedeisatitdnsadtiaualafa tm2iiee pagméachtatati isaypically

denified by a bajolh nupbYRIEIIEY PG RSCIHIPCRE 1)y POURYS folife Megasioning a

sequential number incremented for eac L or accordin date and time of the first

transaction). EacAfld UMYl oF ekt shiythe MMy B8 tfis it e® ardthd8fninal
14 issues a comtirendtinathes8ANIAI8 tomtiHathelsiaa bi amevabdtcB)bypgatasg anthendak the

new batch numbeg, Ifithe RayEe et MiBakid BisaRdhe tasserior PEAOGRRGINHISINViFbis lost
the SAM 28 can remov%d rom the%agment terminal 14 and inserted into another payment

terminal 14.This %OHS)E) y At etmM Q™4 can be - 12 programmed to make requests to the SAM
28 to retrieve the

This 1s repeated for every transaction, until the SAM 28
runs out of storage area in 1ts NVM 38. When this occurs,
the index is updated to point to the memory location at
15 the start of the transaction logging area in the SAM’s NVM
38. This means that the next transaction will be logged
in at the start of the transaction logging area iIn this
NVM 38, thus over-writing the transaction record
previously logged there. The number of transactions that
20 SAM 28 can cater for (that i1s, the number of transactions
that can be logged in the SAM before the oldest
transaction In the SAM is overwritten) depends on the
number of transactions that is likely to occur before the
terminal 14 can transmit its batch of transaction data to
25 the host. Each batch is typically i1dentified by a batch
number, which may be assigned in a variety of ways (such
as by assigning a sequential number incremented for each
new batch, or according to the date and time of the First
transaction). Each time a batch i1s uploaded successfully,
30 a new batch i1s started, and the terminal 14 issues a
command to the SAM 28 to mark the start of a new batch by
updating in the SAM the new batch number.

IT the payment terminal 14 fails and the transaction

35 logged in its NVM i1s lost, the SAM 28 can be removed from
the payment terminal 14 and inserted into another payment
terminal 14. This second payment terminal 14 can be



transaction data stored in the NVM 38 of the SAM 28 from the SAM and send the data to the host
server 12 in place of the original transactions in the damaged payment 5 terminal 14. Optionally, each
time the payment terminal 14 starts a new batch of transactions, the change (i.e. from a previous
batch of transaction to the new batch) is also logged in 10 the SAM 28. This allows the payment
terminal 14 to recover transactions from the SAM startl® from the start of the last batch logged in the
SAM 28, and allows the SAM to reuse the NVM 38 space in the SAM 28 used by transactions from
earlier batches wilsbowamese it 05 makeedgtauestisaded the avéodBnder neietiedehetivacked-up
on the SAM 28. igaiesat 15 arilowaaars bk dsTatesHEeNyRCEs dTeainaingal A8 of piing a
transaction into ttE% %ﬁ&%l\%oazr?dm tlgﬁ &%ng soyse to(; PEpcessinga ér ﬁ\s;%?n (il'r>](n i%g%e te_rmlnal
14 when the terminal 14 is operating offline (i.e. without connection {o the host server 12)."In this flow
chart, Idx refers ©@fh&h@eAfi erldf 8 ac3ka0n X StERx e nRoRdt PaYAeBta particular
batch of trargactiomsnaintelndldx is the last Idx of a particular batch of transactions. At set intervals
determined by any of a number of conditions (such as the number of transactions captured in 30 the
terminal or the time of day), the terminal 14 proceeds to send transactions (that is, upload

transactions) to tHEHERIRENEr 260 (1 BRI B RRXEEST 5634 NGHbcdés StatdsniRal&hds to
the SAM a "Startbetcbawh' toansact iwdematdate tlaasgetidps.eaptdmeahing Aviehefones3s the

upload and those,tore cartuighAlacHiBAd thhighStAEWeBaRRISY AI9caISlS aAlsgdbigtrited in
Figure 3A. 733 IgyfeRiRh I5E 1, SR RS RS IR 2 rminal 14 to
recover transactions from the SAM starting from the start
of the last batch logged in the SAM 28, and allows the SAM
to reuse the NVM 38 space in the SAM 28 used by
transactions from earlier batches which have been
15 successfully uploaded and are no longer needed to be
backed-up on the SAM 28.

Figure 3A 1s a flow chart that i1llustrates the process
(beginning at “A”) of storing a transaction into the SAM

20 28 1n the normal course of processing a transaction
(“Txn”) in the terminal 14 when the terminal 14 is
operating offline (i.e. without connection to the host
server 12). In this flow chart, ldx refers to the
identity number of a transaction x, Startldx is the first

25 1dx of a particular batch of transactions and Endldx 1is
the last Idx of a particular batch of transactions.

At set iIntervals determined by any of a number of
conditions (such as the number of transactions captured iIn

30 the terminal or the time of day), the terminal 14 proceeds
to send transactions (that i1s, upload transactions)_to the
host server 12. At the end of a successful upload
process, the terminal sends to the SAM a “Start new batch’
command to demarcate transactions captured in SAM before

35 the upload and those to be captured after upload. This
“Start new batch” process i1s also i1llustrated In Figure
3A.



figure 1 is as follows. 5 When a new SAM is first inserted into the terminal 14, the terminal 14 starts a
new batch in SAM 28 (at step 66) as part of an initialisation process. The following description
assumes that first-time "start new batch" steps 66, 67, 68 and 69 have been completed, and therefore
10 commences at "A' (step 53) with the more generic case, in which the SAM 28 is used in part of a
transaction process for logging a transaction: Step 53:13ser presents smart card 42 to terminal 14;
Step 54: The transaction (such as a payment transaction or 15 a loyalty points or coupon transaction)
takes place, possibly with data updated in the card 42; Step 55: Transaction data logged to

transaction log (T Qfreitie lgeviipl 14 thtenselbjuaiaundfdesaiitestrdapssenalesaitaithe SAM
28 20 for updatiqg‘. hertéarélsacgongoqz ?} V%') in SAM 28; Step 57: The Logging Application in SAM
y

28 has predefined mount of mefhory for s ofing SLOG. This memory is divided into space for a

maximum number of transaction records denoted by Maxldx. SAM application also has a number of
25 other datg stomgmenmavs Hatiaide shinyogiaseirig: dargotp nene dtandndefiriedias, follows: 1dx
is the location ofﬁéermﬂ? gni%t@awge%im%ﬁhB&&G;Wit'@wayg ?%l‘li.x 'g)tg X6 ANLis 0.
Startldx is the location of the 1st_transaction record 30 written into the SLOG for the curtent batch.

Endldx is the locR&&tothedlst i fds IR RERSSHHo thd B8 I 1 MEMhich. Batch#
identifies a batchdeBatch RDimentorass anesatidneti tia 824 tomainiagar 85nswvobB&wh?s, and each

batch identified by@gpatchg, hay 2 ErresRanendnaiaelbedif Epfikdtdgatingecmopiipar the
fwstandIaﬁkyan%%%%gHgggng¥w;&4 (step 53) with the more generic case, 1In
which the SAM 28 is used iIn part of a transaction process
for logging a transaction:
Step 53: User presents smart card 42 to terminal 14;
Step 54: The transaction (such as a payment transaction or
15 a loyalty points or coupon transaction) takes place,
possibly with data updated in the card 42;
Step 55: Transaction data logged to transaction log
(“TLOG”) 1n the terminal 14;
Step 56: Terminal 14 sends transaction data to the SAM 28
20 for updating the transaction log (“SLOG”) In SAM 28;
Step 57: The Logging Application 1in SAM 28 has predefined
amount of memory for storing SLOG. This memory is divided
Into space for a maximum number of transaction records
denoted by Maxldx. SAM application also has a number of
25 other data storage elements (variables in programming
jJargon) named and defined as follows:
e 1dx i1s the location of the last transaction written Into
the SLOG; initial value of Idx in a new SAM is O.
e Startldx i1s the location of the 1st transaction record
30 written into the SLOG for the current batch.
e Endldx i1s the location of the last transaction record
written into the SLOG for the batch.
e Batch# i1dentifies a batch.
e Batch Directory i1s a location in the SAM containing a
35 list of Batch#s, and each batch i1dentified by a Batch#
has a corresponding Startldx and Endldx indicating the
position of the first and last transaction record for



that batch. Thus, in this step, check if Idx of current batch is pointing at Maxldx (i.e. the last record in
SLOG); Step 58: If YES, then point Idx back to the top of SLOG, 5 thatis, set ldx = 1 and continue at
step 60; Step 59: If NO (i.e. ldx is not pointing to the last record in SLOG), increment Idx to point to
the next record location and continue at step 60; Step 60: Write the current transaction into the SLOG
10 record location indicated by ldx. Set Endldx to Idx, td4indicate that the last transaction of this batch
is here; Step 61: Check whether the last transaction of the current batch has overlapped into another
batch. This is deterrtiir@tl Badiedtking whether Endldx of the current batch 15 is equal to Startldx of

any other batch (pHggcorhbaiehs &rie BaikBdKrepforvaRieprogul ¥&se thrygesonisbatch is no

longer valid and irect £ temov ro B t irecto procedure
continues at step‘5 §§ 0 heﬁl af {{ stl g\{ ieé 63: $erm%18éﬂ§ % ?L?égjétermlne whether
any upload is to $1&Ppa8a (zicfcoYE g tG'?:%I’r‘anﬂ@!éE dbehsingaste &Shcﬂ% fRipad)LStep 64: If
YES (and cezndltlohatonleoaénrel ety 25 taithingntiiags sztogit&‘@rﬁmptlnue at step 65;

otherwise return ft&(%m @p ) REEPGS: Chq%émigthﬁajdprﬁggﬁ%qj;%lﬁs?_ th 066! If YES (but

also if this is the e the SAM 28 Is inserted in the Terminal) 14 instructs 30 SAM 28 to
start a new batcH, 8% Eortihuds48 ke BE Ok 0t Bol'rm'gLﬁ"Q 3% 85%Y: Ea%PH
updates the Batchdoisdatory \sitidl nearBatch eeatty, sbelpse86 both Endldx and Startldx of the new Batch

to Idx+l (i.e. the Ig*@étr@prqw)}@qu_tﬁg ok Preha 3eravs2A8M diseitsidntebedigsminal for the first
time in 10 record location indicated by ldx. Set Endldx to ldx, to
indicate that the last transaction of this batch i1s here;
Step 61: Check whether the last transaction of the current
batch has overlapped into another batch. This is
determined by checking whether Endldx of the current batch
15 1s equal to Startldx of any other batch (a “second batch™)
in the Batch Directory;
Step 62: 1T YES, the second batch is no longer valid and
i1ts Batch Directory entry is removed from the Batch
Directory, and procedure continues at step 63; otherwise
20 go to step 63;
Step 63: Terminal 14 checks to determine whether any
upload is to take place (according to parameters defining
the condition for upload);
Step 64: 1T YES (and conditions for upload are met),
25 terminal iInitiates upload then continue at step 65;
otherwise return to “A” (step 53);
Step 65: Check whether upload was successful;
Step 66: IT YES (but also if this is the first time the
SAM 28 1i1s iInserted in the Terminal), terminal 14 instructs
30 SAM 28 to start a new batch, then continues to step 67.
Otherwise, go to “D” in figure 3B;
Step 67: SAM 28 updates the Batch Directory with new Batch
entry, and sets both Endldx and Startldx of the new Batch
to ldx+1l (i.e. the ldx of the previous Batch or ldx of a
35 new SAM iInserted into the Terminal for the first time in
which case the ldx is equal to 0) 1f ldx < Maxldx, or sets
Startldx and Endldx to 1 if ldx=Maxldx;



which case the ldx is equal to 0) if ldx < Maxldx, or sets Startldx and Endldx to 1 if Idx=Maxldx; - 15
Step 68: SAM 28 checks whether Endldx has over-written the first record of an adjacent (other) batch
by comparing the Endldx of the new batch with Startldx of other batch entries in the Batch Directory; 5
Step 69: If YES and another batch has a Startldx equal to the current Endldx value, that other batch
entry is removed from the Batch Directory, as the datalif the other batch is considered no longer
valid as the records in that batch are being overwritten by records of the new batch, 10 then return to
step 53; otherwisetegufBto sial 528 Frheeles hetbe chandihgtrdtiag thy @rovyusktkan otbers
according to the {igseft eaboeimeTt ihHansHaeanePlcatinarMomactist Boymenpterpl thiound
(at step 15 65 in E%%lngsA)otP qﬁ/g fﬁ‘g?vd .th{i%r[;leV(\:leﬁE 'taéq:sétlhg ég(trigpl O%ﬁrarnsggt{%rh data from SAM
28 of the first paymen_f(erm_lna 6 a Second payment terminal f . Typically the process shown in
figure 3B would &A@ SvHEN ERErRABGAaPHESETAEYT the upload was due to 20 a failure of the
first paymens terrBirep BE: fallfireygidaiadoanvthisatibastbeiwess apsitepiardiereins hnddhe host

server 12 is regajgies o5 pOUNRISE IPAS VARLEIUEHAR SHRAGPSTRANSIRIERg e SAM 25 to a

second payment terminal for uploading the transaction data Is a convenient way of %/-passing the

failure, without hESTHMBhWIAiPH ctRE 1S atE o PAXECES Y uASa TR A kRel thd RS ¢dhS5Ral and
the host server I Beht wdll bensiitthed inchd pragpess\shbn iadigbine 3Becbherdsen cartbaltct

which Batch to uplggdroméé,e g 28 SPRFIIEF0h thg UpRids asked faiHer el Vigteer the Batch

to be uploaﬂ?d 'Stwgnla?fte %tl(’:H (%lgceszggs Vgi%u;ldotherwise, return to step 53.

Figure 3B 1s a flow chart illustrating the process that
occurs according to the present embodiment if transaction
uploading from a first payment terminal i1s found (at step
15 65 in figure 3A) to have failed. This necessitates the
retrieval of transaction data from SAM 28 of the first
payment terminal to a second payment terminal 14.
Typically the process shown in figure 3B would be used
when it i1s found that the failure of the upload was due to
20 a failure of the first payment terminal.

The failure of data communications between a particular
terminal and the host server 12 is regarded as equivalent
to terminal failure. In such cases, transferring the SAM

25 to a second payment terminal for uploading the transaction
data 1s a convenient way of by-passing the failure,
without having to await the restoration of data
communications between the first terminal and the host
server 12.

30
It will be noted that, in the process shown in figure 3B,
the user can select which Batch to upload from the SAM 28;
specifically, the user is asked (at step 70) whether the
Batch to be uploaded i1s the last Batch (since one would

35 usually attempt to restore a Batch that has not been
uploaded from the terminal 14 essentially immediately) or
not.



35 usually attempt to restore a Batch that has not been uploaded from the terminal 14 essentially
immediately) or not. - 16 If not, the terminal 14 retrieves a list of Batches from the SAM and displays
that list for user selection. In either case, therefore, the terminal 14 ultimately sends 5 (at step 80) the
selected Batch# to SAM 28 and - at step 90 - then sends a "Get Txn' request to SAM 28. At step 100,
a counter N is set to Startldx after which, in sub- proced$1t0, each transaction N in the instant Batch
is uploaded from the SAM 28 to the terminal 14, and N is 10 incremented until N equals Endldx. It
should also be noted that, because the terminal 14 marks the start of each batch of transactions

logged in the SAM Wilhta Bakd HdFRE MarreldAkESANTIRfeeam be IStcanfigpEaetiodisadkpltiple

batches, depending o { emor, a storage is available f qrding transactions in
the SAM 28. Thug%u%r%ﬁ u;%ggod r'o% E&’% iyé%aée férsn%nif_gﬂ Lrjn%?}a%és e%%gsrg:r%gn'{;d toﬁéﬁlow the user
to select a batchethkb@&hs GRE8ubjERESELPF&iodgpbalPI @letdt fidh kRathY (RMBATg some

still earlier uploaq( feilwedpraone oisa leltend BatthmptthBsoarks taidd-upkadsitem the SAM
28. Modificationsgﬁith_inflpl% c (?18f3th§ iny, ioﬂ(waylb&r&@ gl eff teéisbyt}pfess&l din the
art. It is to be understood, t e%e%ore, that thi%qfnvention iS not %ﬁngteg toﬁge particular emb?diments

[
described by way-8PexdmpRUALRInAL . Sa% &R anliar t1 2t AELR oW RISEBm d6nBH RG: a host
computer server;paratgss €l oneatdtttoninsacdacionNeaminthir sty Batsdctios data

pertaining to cusigM@aded From the SAM 28 to the terminal 14, and N is
10 incremented until N equals Endldx.

It should also be noted that, because the terminal 14
marks the start of each batch of transactions logged in
the SAM with a Batch Id (see figure 3A), SAM 28 can be

15 configured to track multiple batches, depending on the
amount of memory/data storage is available for recording
transactions in the SAM 28. Thus, during upload from SAM
28, the terminal 14 may be programmed to allow the user to
select a batch that was the subject of a previous upload

20 attempt from the SAM (following some still earlier upload
failure from the terminal 14), and re-attempt that earlier
failed upload from the SAM 28.

Modifications within the scope of the invention may be

25 readily effected by those skilled in the art. 1t is to be
understood, therefore, that this invention is not limited
to the particular embodiments described by way of example
hereinabove.



transactions and for transmitting said transaction data to said server over a computer network, said
transaction terminal including an interface for establishing data 10 communication with a removable
data storage device for storing at least one digital security key; wherein said security key is accessible
by said transaction terminal when said data storage device is in data communication with said
transaction terminal, and 15 said transaction terminat i €onfigured to write said transaction data to
said data storage device for subsequent retrieval by said transaction terminal or another like
transaction termi@bAPES: A system as claimed in claim 1, wherein said security key is adapted to
facilitate authentication of said transaction terminal, authentication of a customer token, or mutual

authentication of said Ka[lsrac{:rtli 0 é%r{girqajsag({ e%c%%troﬂﬂlef écilﬁen_. 25 3. A system as claimed in claim
1, wherein said dafa storagé device compriSes a secure aceead module. 4. A system as claimed in

claim 1, wherein said 30 trans&ctit?SEnGREPHeRIdSSMeRory @R is further configured to save said
transaction &ata in said memoat Wbertsbyswd &hosantmnidatersntuiet iohotbeaaid data ftarage

device and in saipé@@ﬁ%ﬁ% ﬁr%@cﬁ éﬂ%ﬁﬁ%@@éﬁé@ﬁggiﬁam%w gr'ein said transaction

terminal includes a housmgd_ r recelving sal ra erein said data storage device

can - 18 be condd@EFar HiameHade IHentha2RPALEdAY. 344y LEanzachhnRadataik,
wherein said trassadiosaenrinabisctordigaretpiotaateteedaio Bkrarsarton datsiomisaid data

storage device aig#HAATIRCI0N AR HAS PREBFFSERSSFYlY E3reBipeHT g sesver

10 communication with a removable data storage device for

storing at least one digital security key;
wherein said security key is accessible by said

transaction terminal when said data storage device 1Is iIn
data communication with said transaction terminal, and

15 said transaction terminal 1s configured to write said
transaction data to said data storage device for
subsequent retrieval by saild transaction terminal or
another like transaction terminal.

20 2. A system as claimed in claim 1, wherein said security
key i1s adapted to facilitate authentication of said
transaction terminal, authentication of a customer token,
or mutual authentication of said transaction terminal and
a customer token.

25
3. A system as claimed in claim 1, wherein said data
storage device comprises a secure access module.

4. A system as claimed in claim 1, wherein said

30 transaction terminal includes memory and is further
configured to save saild transaction data in said memory,
whereby said transaction data is stored in both said data
storage device and in said transaction terminal.

35 5. A system as claimed in claim 1, wherein said
transaction terminal includes a housing for receiving said
data storage device, wherein said data storage device can



7. A system as claimed in claim 1, wherein said 10 transaction terminal is configured to delete said
transaction data from said data storage device after said transaction data has been successfully
transmitted from said data storage device to said transaction terminal. 15 8. A system as claimed in
claim 1, wherein said data storage device is configured to write new transaction data over old
transaction data when said data storage device is full 8&ransaction data, wherein the oldest
transaction data is overwritten first. 20 9. A system as claimed in claim 1, wherein said transaction
terminal is confighfeC@NWERtRGAS datd dtvate dEare aenrahBagidarausdngsrtains to offline
transactions performed at the transaction 25 terminal. 10. A system as claimed in claim 1, wherein

said interface is adapted _to lish daja ¢ unication with a plurality of remgvable data storage
devices wherebyga' BOgﬁrsﬁ%e%%?oéggéfaé%\”ﬁgH?a#be% J%"éﬁ totigto\ﬁahée%éilaigﬁ%l's?ecurity key, and said
transaction termit&A8SgsiitRred &y Miitedaid SrarRrafdcv gt 5% dedsed&alStorage device for

subsequent Betriaveh by st drangatizorFrasmind ind adater dike itwys adiani temirfate3S 441 4 system

as claimed in claiey 3n SefSHB Pk 2 RACTOR ARt SIEd i PRY SHARRRAIFVIES Baild 2 fe

containing a fixed amount of space, and said data storage device IS configured such that when the
number of trans&&foYS'recorded in said file is at or above a threshold value, said data storage device
returns a status 5 to said transaction terminal prompting said transaction terminal to upload any

transaction data gtoredhinsgai¢etfaRRacHps fREHINFhocruG Rever ip diasshy slepd
10 transaction terminal is configured to delete said
transaction data from said data storage device after said
transaction data has been successfully transmitted from
sald data storage device to said transaction terminal.

15 8. A system as claimed in claim 1, wherein said data
storage device is configured to write new transaction data
over old transaction data when said data storage device 1s
full of transaction data, wherein the oldest transaction
data 1s overwritten first.

20
9. A system as claimed in claim 1, wherein said
transaction terminal 1s configured to write to said data
storage device only transaction data that pertains to
offline transactions performed at the transaction

25 terminal.

10. A system as claimed in claim 1, wherein said
interface i1s adapted to establish data communication with
a plurality of removable data storage devices whereby a
30 Tfirst data storage device can be used to store said
digital security key, and said transaction terminal 1is
configured to write said transaction data to a second data
storage device for subsequent retrieval by said
transaction terminal or another like transaction terminal.
35
11. A system as claimed in claim 1, wherein said
transaction data is stored iIn said data storage device in



offline transaction data stored in said transaction terminal and any redundant copies of said
transaction data 10 stored in said data storage device, so that said transaction terminal and said data
storage device can hold more transaction data without losing any transaction data previously stored
in said data storage device. 15 12. An electronic transaction terminal for receiving transaction data
pertaining to customer transactions and for transmitting$aid transaction data to a host server over a
computer network, said terminal comprising: an interface for establishing data communication 20 with
a removable dat@stbtdge gevita fovisigriag B kedt ameuiigitaiccepageke\anthesaihdsai@teacurity key

is accessible by saig rt@ésafé’o'iéérmigabdhﬁ Qai@bféﬁ@&é@faﬁﬁ&b\'&}ﬂ@eiﬁ irtn&ltammuaifation
with said transac]t gﬁes g&naloﬁgd |Zg' C gj g&ns ctjsog rl:puf(%ls%orag aéata Sc%)(\)ér/géee aid transaction

data to said data s‘forage evice, whereb y said ransac ion data In sai evice can
subsequently be FoFies8@ by oéal Hﬁnseﬁﬁib‘ﬁ tdAkMaPbP LRReh ek GRisa ks e rmisdiatyds. A
transaction ®rmital andldimecivselein da, memeﬁlalp\ seopttyrikgysa hdapeaisdetiiate

authentication of pgid {ARYASHSN BTBAR! AL P} 8 PSR IPbPRLC UL °

authentication of said transaction t rmlnal a customer token. - 4. A transaction terminal as
claimed in claim % am?&h%ufﬁwgéﬁlbntt@nﬁ%hgwﬁﬁfdé% E%oﬁb‘ﬁﬁﬁq’é’ olfglired to write
said transaction ddtfike et saidsawhiony arite sk dath dtorsgel dedicarsabtAaransaction

terminal as claimgd i g ¥hd any redundant copies of said transaction data
10 stored iIn said data storage device, so that said
transaction terminal and said data storage device can hold
more transaction data without losing any transaction data
previously stored i1n said data storage device.

15 12. An electronic transaction terminal for receiving
transaction data pertaining to customer transactions and
for transmitting said transaction data to a host server
over a computer network, said terminal comprising:

an interface for establishing data communication

20 with a removable data storage device for storing at least

one digital security key;

wherein said security key is accessible by said
transaction terminal when said data storage device 1Is iIn
data communication with said transaction terminal, and

25 said transaction terminal is configured to write said
transaction data to said data storage device, whereby said
transaction data in said data storage device can
subsequently be retrieved by said transaction terminal or
another like transaction terminal.

30
13. A transaction terminal as claimed in claim 12,
wherein said security key is adapted to facilitate
authentication of said transaction terminal,
authentication of a customer token, or mutual

35 authentication of said transaction terminal and a customer
token.



wherein said transaction terminal includes memory and is configured to write said transaction data to
both said memory and to said data storage device in the form of 10 respective transaction logs. 16. A
transaction terminal as claimed in claim 12, wherein said digital security key is one of a plurality of
digital security keys. 15 17. A transaction terminal as claimed in claim 12, wherein said plurality of
digital security keys are adapted to authenticate custorfértokens. 20 18. A transaction terminal as
claimed in claim 12, wherein said data storage device comprises a secure access module. 19. A
transaction termiddl-as dakrensaction 2tesHadinasid kansgstiohnearhinintfudes a housing for

rece}ving Sﬁid dajmelesdge davigetvapsit sdieate ratermop dﬁtl'tquﬁ’é@ hﬁﬁmﬁycwﬂgowd .
interface when in_said-housing. 30 20 ransaction terminal a ' in clai , rein sai
interface is adap%%ﬁf'&?%%ghé At rcﬁtré m%%f%tigﬁ %ﬁgﬁorugrgﬁli@gﬁ%er%%v@gg da?gls orage
devices wherebymEfMRF YafstolysSddclada ha ks dadEansaction terminal to store said

digital secury 35 key, and said transaction terminal is configured to write said transaction data to

both a transactiorﬂéog imsagfa“@a@ﬂi% t%ré'rm?h%r‘ld %]a éﬁq%&a%s@%dﬂ jce - 21 for
subsequent retrieval by said transaction terminal or  another like transaction terminal.’21. A method of

saving transactiof & N aIRH LN RGIten datindnaiburtng IdsRimpPLYiodl el er
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adapted to memory and to said data storage device in the form of
10 respective transaction logs.

16. A transaction terminal as claimed in claim 12,
wherein said digital security key is one of a plurality of
digital security keys.

15
17. A transaction terminal as claimed in claim 12,
wherein said plurality of digital security keys are
adapted to authenticate customer tokens.

20 18. A transaction terminal as claimed in claim 12,
wherein said data storage device comprises a secure access
module.

19. A transaction terminal as claimed in claim 12,

25 wherein said transaction terminal includes a housing for
receiving said data storage device, wherein said data
storage device can be connected to said interface when in
said housing.

30 20. A transaction terminal as claimed in claim 12,
wherein said interface is adapted to establish data
communication with a plurality of removable data storage
devices whereby a first data storage device can be used by
said transaction terminal to store said digital security

35 key, and said transaction terminal is configured to write
said transaction data to both a transaction log iIn said
transaction terminal and to a second data storage device



store a digital security key for said terminal and in data 10 communication with said transaction
terminal; whereby said transaction data can subsequently be retrieved by said transaction terminal or
another like transaction terminal. 15 22. A method as claimed in claim 21, wherein said security key
is adapted to facilitate authentication of said transaction terminal, authentication of a customer token,
or mutual authentication of said transaction terminatadd acustomer token. 20 23. A method as
claimed in claim 21, wherein said data storage device comprises a secure access module. 24. A
method as claimd® Ih Sebsequiiriudietwhevg lo 5 saldista snsagd benictarin tralsadtion data

that pertains to offfyear Hapsa@iensteiiosaet ) isatd thasastion terminal. 25. A method as claimed in
claim 21, including deleting 30 said transaction data from said data storage device if said transaction

data has been successfully transmitted by said transaction terminal to said server. 26. A method as
claimed in claim 21 -inciydiRtdeetif Baydingrahsansaciidfrsiataid Dat EbARREEBASN after

said transacion datatws kepnisigcessiilly tanshittgol dewn sgidtdata Sioregestamiaerto said
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writing said transaction data by means of a
transaction terminal to a data storage device adapted to
store a digital security key for said terminal and in data
10 communication with said transaction terminal;
whereby said transaction data can subsequently be
retrieved by said transaction terminal or another like
transaction terminal.

15 22. A method as claimed in claim 21, wherein said
security key is adapted to facilitate authentication of
sald transaction terminal, authentication of a customer
token, or mutual authentication of said transaction
terminal and a customer token.

20
23. A method as claimed in claim 21, wherein said data
storage device comprises a secure access module.

24. A method as claimed in claim 21, including writing to

25 said data storage device only transaction data that
pertains to offline transactions performed at said
transaction terminal.

25. A method as claimed in claim 21, including deleting

30 said transaction data from said data storage device if
said transaction data has been successfully transmitted by
said transaction terminal to said server.

26. A method as claimed in claim 21, including deleting
35 said transaction data from said data storage device after

said transaction data has been successfully transmitted

from said data storage device to said transaction terminal.





