.1 e3ed4ZIXXYTYY@Z6rZTZ " CLAIMS 1. A nethod of archiving an el ectronic
_records and docunments | eaving self organized application programrunning in
‘a.general purpose conputer, the general purpose conmput er i

di spl ay, a user input device, an ar ihl val appraisal poli Cy”mmmmmml
archival transfer nodule, an archi vhRgedk erence nodul e, an

preservation nodule a crypto nodul e and a processor, the net hod“b%rrprl si ng:
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11. A nmethod of archiving an electronic records and docunents as set forth
b nclaim8 to claim10, wherein the archived file information format
content consists of electronic records and docunents netadata properties,
an original electronic records and docunegnts in native format, encrypting
crypto key values and an el ectronic: agecdr ds and docunents in el ectronic
print format. 12. A nethod of archiving an electronic records and docunents
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stored in a mcrofilmdata storage device. 21. A nethod of archiving an
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encrypt ed or decrypted. Si ngapore Pat ent Application Number: 200206377-4
Appl i c@@ﬁﬁiﬂf@@‘_v”’%',‘,ﬁ\@{:ﬁf"éﬂ EYY8*"Hvent i on- Archi vi ng System (EAS), Met hodol ogy
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docunents as set forth in claiml wherein the general purpose conputer

conprises a workstation, and there is further provided a file server,
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24. An electronic repository nmanagenent systemfor storing electronic
docunents and records froman application in a workstation and retrieving
“electronic docunents and records froma file server to the application, the
file server having a file system the electronic repository managenent
system conprising: (a) an access seRagedn the file server conprising
software for handling user authentication and file system access control

for the file server; (b) an access client in the workstation conprising

sof tware for enabAimghéd dsarchivifg ShPlecianicoretiids fanl &losamests aanet ataim
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docunent sreaoms ded dypimans oiktadate pyprestiicsd aic riginglsglestroaieienotds @nd doasserser ver
and accesm witive filrna,entryptihg oryptd keypadics iand an cleetrovde recohds anldelotuaets in

reposi t or yletEIMA@pNmITorrea a1e ktofdlitin@h Ectronic GefREPYThAMEYMBMNgemeNnt client,
and the crypto server is functionally positioned between the archiving

appl i cati pn and t/ﬁ%@(h toT%FUh?uﬁ @Hséléc‘%){lc”ﬁ@&ggrﬁ'ﬁ Lo iRt -as e HPHB
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el ectroni c %g abtl‘c‘g diméil eFr%arl\ syst n%gggqse%e * olret horfnﬁ @Pgs Ny aI'el n
t he crypt% Iéf‘g%‘é'ch"%Oftvvare i ncl udes di splay commands, the display commands
only for displaying error messages to the user. 26. An electronic

r eposi t or §/7 managefrantthed of @phadng en slestonici rscendsand docuimgas s set futh ity pt o
server i nelpingésvhese step mpsisps thetepe of phecayelipli nessyetiomsodale wherein a

el ect r oni user eglogti the aychirsh presemyatiorns yemewndss agomatioaltyhtranslatingithe 26mntahds
crypt ogr apie ansgxengnthe copptr iidnlg  atometasdlyomgppig REAcvEESTheTciypt enddn®;

Bl owf i sh, adfomplieal 1Bl rotdeivisiy sadudripiioA keSivaliepoeeriiad enddulpaltbmatidalin ddoyber :
200206377arfd éHppict arNdlectORle ¥eeds Bhe dobendmy arthived iffoshhiYd N HleSHSheMsitAS) |
Met hodol o RBEpREPKES Salué MBS rediilt eRMactiOh {valdf coiSst of PDF (Portable Document

Format) file format, an electronic records and documents in native format, associate file
information properties and stored in a data storage device.

18. A method of archiving an electronic records and documents as set forth in
claim 17, wherein the archived information file format comprising at least XML
(Extensible Markup Language), CENSML (Collaborative Electronic Notebook Systems
Markup Language) and stored in a data storage device.

19. A method of archiving an electronic records and documents as set forth in
claim 17 and claim 18, wherein the method further comprising converting PDF (Portable
Document Format) file format and electronic records and documents associate file
information properties value into TIFF (Tagged Image File Format) file format, and
output the image into microfilm format.

20. A method of archiving an electronic records and documents as set forth in
claim 19 wherein microfilm format comprising at least 16mm, 35mm, 105mm and stored
in a microfilm data storage device.

21. A method of archiving an electronic records and documents as set forth in
claim 1 wherein the electronic repository management system comprises a database, the
database including an indicator of whether the file reference folder should be validated,
appraised, an electronic records and documents should be encrypted or decrypted.
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13Y! 10%&' ()-3!3110%& ()-!3!10%&' ()- Pagedor’ ()- @Z10%& ()- Fs109%& ()- h
A1y 6: 8109 ()-,!y 6: $10%a& ()-, 30! 109 ()-33*! 10%& ()--33% 109& ()-3!3!1
0% ()- @22. ObCImétROYBY @)chdEng b %fectrpnic! EOSMES (ahd Mdde@ments ad Gel Corth in
10y" 6: $108%&int )1- whknetEiHe! Yoheld) Yfarfose IbndRtek’ domprises hOMBrkisati@h! QP Bhed is
1109 () - furthed Profdded 29110 3&96 GWherein the archiving appraisal policy module comprises a
archival appraisal server on the workstation, the access module comprises an access
server on the file server and an access client on the workstation, and the electronic
repository management system comprises a database on the file server, an electronic
repository management server on the file server, and an electronic repository management
client on the workstation.

23. A method of archiving an electronic records and documents as set forth in
claim 1 wherein the operating system includes at least part of the electronic repository
management system.

24. An electronic repository management system for storing electronic documents
and records from an application in a workstation and retrieving electronic documents and
records from a file server to the application, the file server having a file system, the
electronic repository management system comprising:

(a) an access server in the file server comprising software for handling user
authentication and file system access control for the file server;

(b) an access client in the workstation comprising software for enabling a user
to sign on to the file server and obtain access to the file system on the file server;

(c) an electronic repository management server in the file server comprising
software for controlling an electronic repository management database and electronic
repository management indexes to the electronic repository management database;

(d) an electronic repository management client in the workstation comprising
software for interfacing the workstation to the electronic repository management server
and thereby allowing access by a user at the workstation to the electronic repository
management database; and

(e) a crypto server comprising software for automatically intercepting 1/0
requests by the archiving application and transparently handling encryption of the
documents and decryption of encrypted documents;

wherein the access server and access client are functionally positioned between
the electronic repository management server and electronic respository management client,
and

the crypto server is functionally positioned between the archiving application and the
electronic repository management client.
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An electronic repos1tory management system as set forth in claim 26, the

cryptographlc systems comprising at least one of RSA, DES, Triple-DES, Blowfish,
Triple Blowfish and IDEA.
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