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The present invention relates to a computer system having

multiple levels of security access, and in particular to those
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COMPUTER SYSTEM SECURITY DEVICE V/

computer systems having a power-on password.

IBM Technical Disclosure Bulletin Volume 30 No. 5 October

at pages 57 and 58 discloses a security system for a personal

computer.

Personal computers such as, for example, the IBM Personal

System/2 (IBM and Personal System/2 are trademarks of International

Business Machines Corporation) range of computers are provided with

a powsr-on password facility to prevent use of the computer by
unauthorised persons; in this case an unauthorised person is a
In the IBM Personal

System/2 range of computers the power-on password is held

person not knowing the power-on password.
ion-voratile {baltery powered) CMOS Random-Access Memory {“RAM").

The power-on password facility provided on the IBM Personal

once a person has acce

System/2 personal computers is limited to a single password, and

computer are available to that person.

It would be desirable to provide access to the computer for

ss to that password the full facilitias of the

=3

plurality of users and also provide different levels of access to

the facilities of the computer.

In particmlar 1t is desirable to

have a computer system in which the way the system boots up after

bower-on or system reset has been predetermined at the stage of set

up and configuration of the system by a system manager or similar

such control person.

into the computer memory.

The term "boot" refers to initial program load

In the case of computer systems which are

capable of booting from multiple devices (ie from diskette, fixed

disk or the like), when the system is switched on initially, a boot

(sowmetimes referred to as bootstrap) program is’ initialised to load

the operating system from a reserved area on the media (this may be

on tre floppy diskette, fixed disk or remote device) and load the
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1BM Techni cal Disclosure Bulletin Volume 30 No. 5 October 1987 at pages 57
and 58 discloses a security systemfor a personal conputer. I
comput ers such as, for exanple, the |BM Personal Syl$ Has By
Systenl 2 are tgpflesBais of International Business Ma m
range of conputers are provided with a power-on pass
prevent use of the conputer by unauthorised persons; in this case an
unaut hori sed person is a person not know ng the power-on password. In the
| BM Personal Sysdreithing s3886m.0f TE® gt efcutihe j2ONETa QR RS SWotdh'sSRéWd d

-vol atil t Random A Me "RAM ) ... .
The power - on pIESWBPIPRAC FTTY Browiach BRotHaor I PBFEaPt s Paiins
personal conpuberihei sydtiem ¢edst activated)popasseptahceanfl ecesar petax@ has

access to thatP&%§§gQrpgnggrg ull facilities of the conputer are avail able
to that person’ - )

In prior art computer systems, password access to the system
facilities is activated after the operating system has been loaded.
Ynauthorised access is possible before the operating system has been
loaded by using an alternative boot up program. Once the
unaunthorised user has- succeeded in booting up the system all

facilities of the system are vulnerable to misuse.

In order to illustrate the problem of the prior art one may
consider the precautions being taken by computer system managers to
prevent contamination by computer viruses and the like. A personal
computer is conventionally restricted to a single user by a

i conventional physical key lock or a power-on/configuration password
as described above. BAny user having such access has unrestricted
access and may use the diskette drive if fitted. The most common
source of computer wiruses is from a diskette contaminated with the
virus, either deliberatly or as a result of inadequate screening of
stored programs and data on diskette made available to the user.
Prior art multi-access computer systems are configured to attempt to
boot up from the diskette drive (provided a suitable diskette is
insexted) or, if not possible from diskette, to attempt boot up from
other storage media eg the fixed disk or remote device. It is clear
that allowing an unauthorised user access to an activated diskette
drive could allow that user to introduce a computer virus stored on
a diskette; the prior art systems which only prevent access to
unauthorised operators once the machine has booted up may have
already been contaminated with a computer virus before the operating

system password control security system is in operation.

Accordingly the present invention provides a computer system

having a power-on password stored in non-volatile memory wherein
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It mourd be desirable to provide access to the conputer for a pIuraIity of
users and also provide different | evels of-access to_ the f ﬂ
conputer. In particular it is desirable to have a c n mhlch
the way the sike-8prla®ots up after power-or® or system |
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of the additional password by a user permlts the system to boot in a

ﬁanner preselected by the system manager.

'The computer system may be a stand-alone personal computer or
- workstation, or may be linked to other personal computers or

workstations and/or mainframe or micro computers by a network.

Suitably there are available a plurality of additional
passwords, in particular at least two classes of additional password
are provided, each of the classes of additional password providing a

different level of security access to the system.

At least one of the different levels of access preferably
disables all input devices permitting uyloading or downloadi;g of
programs or data from diskette, magnetic tape or like storage media,
thereby preventing the user from copying material onto or from the

system.

In a preferred embodiment of the present invention the power-on
password and the additional password(s) are stored as keyboard scan
codes in non-volatile CMOS RAaM, such as for example battery powered
CMOS RAM. The-passwords are suitably seven characters in length

with a checksum character.

A computer system particularily suited for use of the present
invention is a personal computer, such as the IBM Personal System/2
Model 50, 55, 70 or 80 having a diskette drive and a fixed disk.

The -preferred configuration of a compuler system of the
invention is one wherein entry of the additional password causes the
diskette drive boot facility or other devices to be disabled. The
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-2 - operating system The boot routine is held in the systenis Read
Only Menory (" ROM') and it is automatically ent ergdsrbiifk psa g On

the systemor is activated upon accept ance of the ower - on
passwor d. -49”- %ior art conputer systens, passmm&ﬂ H t he
system facili PRELTcti vat ed after the operating n | oaded.
Unaut hori sed access is possible before the :

additional password(s) used in such a system may be stored in non
volatile RAM or on a sector of the fixed disk: the sector chosen
will be a sector which is not accessed in normal use of the user

data on the fixed disec.

s an additional particularily preferred'security feature for
the computer system, failure by an user to enter a correct password
within three attempts causes the system to require the power to be
turned off and on again by the user before a further attempt to

enter a password can be made.

In a further embodiment 6f the present invention there is
provided a method of configuring a computer system to restrict boot
up of the system to a manner preselected by a system manager having
knowledge of a power-~on password, said password permitting the
system manager to access all facilities of the system to enable
configuration of the system and installation of appropriate

additional password authorisation.i
One way of carrying out the invention is described below with
reference to the accompanying drawings which illustrate a preferred

embodiment of the invention.

Brief Description of the Drawings

Figure 1 is a schematic block diagram of a data processin
g

system on which the invention may be implemented.

". Figure 2 is a flow chart of the logical operation of the
_ processor in the operation of an embodiment of the invention having

a single additional passworad.

Figure 3 {divided for convenience into Figures 3a and 3b) is a
flow chart of the logical operation of the system in the operation

of an embodiment of the invention having two classes of additional



o‘perat‘i ng system has been | oaded by using an al ternative boot up program

Once the unauthorised user has succeeded i n booti ngis SeetitaeB |1
facilities of the systemare vulnerable to m suse. mmn‘muiﬁﬂ r to
illustrate the, problem of the prior art one nay cons utions
bei ng taken bg'qo"ﬁg' uter system manager® to preve contam nati on by
conputer viruses and the like. A personal conputer is conventionally
restricted to a single user by a conventional physical key lock or a
power - on/ conf L quratko SSPWY, i - Y% s | ng such
access has unif’%%twr@%'t ggggccessga(%%sgfgigﬁs%ﬁiﬁégﬁasgg%tﬁya ri végﬁld ?i tted.
- The nost commbifszaredeyel cdnperass Vo rthseavstemirom a di skette

Deacription of the Preferred Embodiment

. Figure 1 illustrates a typical hardware set-up, such as the IBM
Personal System/2 computer, on which the present invention may be
implemented. The data processing system comprises a microprocessor
1 such as, for example the Intel 80386 or similar microprocessor,
which is connected to a system bus 2, which comprises a set of data
lines, a set of address lines and a set of control lines. A
plurality of I/0 devices including user input means (e.g. a keyboard

'3), display 4, printer 5, random access memory 6, read only memory
7, storage media (eg diskette drive 8 and fixed disk 9), are

connected to the bus via respective adaptors 10 through 16.

An cperating system, such as for example IBM PC DOS or
Operating System/2 (Operating System/2 is a trademark of
international Business Machines Corporation) may be loaded from the
storage media 8, 9 into memory & to provide instructions to the
microprocessor 1. The loading of the operating system is activated
by the boot program held in ROM. The operating system may be loaded
from either the fixed disk 9 or from a diskette inserted in the
diskette drive 8. Conventionally the system first checks to see
whether an appropriate diskette is present in the diskette drive,
and if present attempts a load from the diskette; if no diskette is
present the system attempis to load from the fixed disk drive or

remote device.

An application program subsequently loaded into the system will
run in conjunction with the operating system to enable the data

processing system to perform the application program tasks.

In the IBM Personal System/2 range of computers the power-on
password is held in non-volatile (battery powered) CMOS RAM with an



contarinated with the virus, either deliberately or as a result of
i nadequat e screening of stored prograns and dat a 9f sHicSH®

avai lable to the user. Prior art nmulti-access conp e

configured to_attenpt to boot up fromthe diskette ¥ a
sui tabl e di Skélt(?-églrlgé(? nserted) or, if not %os'si ble f I skette, to
attenpt boot up from other storage nedia eg. the fixed disk or renote

device. It is clear that allowing an wunauthorised user access to an

activated diskett.e 9{' e epul d ‘I)c% eéhcat user. to |ntrﬁc§l{ce a,conput er

virus stored onen GYSkeCFEFPhalirsrd 4t TaS SREROTHhARR 571 PS5 event access

t 0 unaut hor i skakagper at Ghe witceptdressac chneoniysadmotsethease abghthhytesl r eady
.been during the Power-On Self Test ("POST"). Once a password hés been
installed and POST has been completed the password bytes are locked
by a hardware latch, it is not then possible for the processor to
access the password bytes. To reset the hardware latch it is
necessary to turn off the system power, and then turn it on again.
The power-on password is only known to the system manager or similar
such- dontrel person who in addition has access to ihe internal
physical structure of the system.via a conventional keylock to
pernit opening or closing of the covers on the system unit, and

sccess to the internal components of the system.

Upon switching on the personal computer the processor carries
out the normal POST checks, including scanning the available Read
Only Memory {“ROM") and Random Access Memory ("RAM").

Referring ngw to the flow chart of Figure 2, on exiting POST at
20 the system checks at 21 that the security Jjumper (hard wired
switch or contact breaker) on the system unit is closed and, if
closed determines at 22 whether the non-volatile €MOS RAM is
functioning correctly. Should the non-volatile CMOS RAM not be
functioning, for example because the battery powering it has
insufficiegt power, the computer displays at 23 an error message and

prevents further input from the user.

Provided the CMOS RAM is functioning correctly the processor
checks at 24 whether a power-on password has previously been
installed in the CHOS RAM.

The presence of the master power-on password in CHOS RAM at 25
triggers the system to read at 25 a sector of the storage media 9
{Figure i}, in this case the fixed disc, upon which any additional
passwords are stored. As an additional security feature the

additional passwords are stored in an masked form by applying an



cont am'*nat ed with a conputer virus before the operating system password
control security systemis in operation. SUMVARY
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algorithm produced from the values contained within the installed

master power-on password. The system will be programmed to ensure
that an additional password identical to the power-on password

cannot be installed.

In aadition, at step 26 the computer diéplays an invitation to
ihe user to enter the (additional) password; should the user wish to
change the password a suitable combination of present and desired
passwords is entered. The additional password keyed into the system
by the user is checked by the system at 27 to determine whether the
character sequence is acceptable. The steps of masking and

unmasking of the passwords are carried out by conventional methods.

Provided there have been no POST errors 28 which must be dealt

with by a user prior to use of the computer, the processor attempts
" boot up at 29 from a preselected portion of the system's storage

media; such storage may include all or part of the fixed disc 9
{Figure 1), or a diskette inserted by the user in the diskette drive
8 {Figure 1). Provided boot was successfully carrieé out 30,
control of those facilities of the system preselected by the system
manager is transferred to the user at 31. If boot was unsuccessful

for some reason the system repeats operation 29.

An additional security feature is shown on the flow chart at
32. Should the user input an incorrect password at 27 the system
permits further attempts: however, only a total of three incorrect
entries are permitted at 32. If a third attempt to enter the
password is found to be unsuccessful at 32, the system displays at
33 an error message and prevents furthe input from the user until

the system has been powered off and on again.

It will be seen from Figure 2 that if the power-on password is
disabled -[security jumper open at 21) or not installed 24, the
system is insecure and boot is possible without entry of a password.

The system will, of course, be in this condition until the system



-3 - According to one aspect of the present invention there is

provi ded a conputer system having a power-on pas
non-vol atile nenory wherein entry of the power-on
manager perm ygo-a®cess to all of the.conpuger funct

t Ré¢placed
system
1I§E: ] stem

having at |east one additional different password stored in non-volatile
menory, characterized in that said additional password is stored in a

masked form by

appl yi ng the val ues contained in the power-on password and

wher ei n ent r ymafiageai thiatiaileasets ape the dystainandPasteoIsl thy sowereén pernmts

the systens tBaQQ&&a[” a manner

Referring now to the flow chart of Figure 3 which illustrates

an embodiment of the present invention having two classes of

additional password, each of the classes of additional password

providing a different level of access to the system.

-The initial steps {20 to 24) in the flow chart are identical to

those in the flow chart of Figure 2.

The system reads at 35 {Figure 2) the password sector of the

fixed disk and unmasks the security level A and security level B

passwords using the master power-on password as the key. A password

prompt is displayed at 36 and provided a password, whether level A

or B, is entered correctly by the operator and is accepted at 37,

progress towards satisfactory boot up continues. The system is

programmed to ensure that when multiple passwords are installed, it

is not possible for a password character sequence to be repeated.

The number of attempts to enter a password is limited to three

by steps 38 and 39.

POST errors are dealt with at 40 and 41.

The system checks at 42 whether a security level A or a

security level B password was entered by the user. A security level

A user password is a trigger to the system to attempt at 43 the

initial boot from a diskette inserted in the diskette drive, whereas"

a security level B user password triggers the system to attempt at
45 the initial boot from the fixed disk. Successful boot at 43 or

45 allows the system to transfer control to the user of those system

facilities selected by the system manager. It will be clear that

the holder of a security level B password has a more limited range

of access to the system than the holder of a level A password, for



pfesefécted by the system nmanager. DESCRI PTI ON OF THE
PREFERRED EMBODI MENT( S) In a preferred enbodi nent of the present

i nvention the power-on password and he additional T tored
as keyboard seggpg-gpoges in non-volatile CM3s RAM  su l e
battery powered CMOS RAM The passwords are suitably ters in

|l ength with a checksum character. A conputer systemparticularily
suited for use of the present invention is a personal conputer, such as
t he | BM per soeaamBys tisnll2vab depaddvord Swould l8r g@Penawi agiser to ensure that

the user could not contaminate the system with a virus held on a
diskette.

Should the system not boot successfully from diskette at 44,
boot is attempted from the fixed disk at 45 thus permitting the
level A password holder access to some but not all of the system
facilities the system manager has preselected. Should the system

not boot suécessfully from the fixed disk the system returns to 42.

Reference has been made in the specific embodiments to the
operation of the system following power-on; the operation of the
system following system reset may be similar or may suitably be
blocked to prevent system reset. {System reset for the personal
computer is activated by simultaneocus depression of the Ctrl, Alt,
and Del keys on the keyboard). :

Although a particular example of the invention has been
described, it will be appreciated that modifications and additions

are possible within the scope of the invention.



. diskette drive and a fixed disk. The preferred configuration of a
conputer systemof the invention is one wherein entry of the additional
password causes the diskette drive boot facility or other devices to be

di sabl ed. ykhess-040 10
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non-volatile memory wherein entry of the power-on password by a
sysiem manager permits access to all of the computer functions,
characterised in that at least one additional password is held in
non-volatile memory and wherein entry of the additional password by
a user permits the system to boot in a manner preselected by the
system manager.

2. A coﬁputer system as claimed in claim } wherein there are

available a plurality of additional passwords.

3. A computer system as claimed in claim 2 wherein at least two
classes of additional password are provided, each of the classes of
additional password providing a different level of access to the

system.

4. A computer system as claimed in claim 3 wherein at least one of
the different levels of access disables the boot facility of all
input devices permitting loading of programs or data from removable

storage media such as for example diskette.

5. A computer system as claimed in any preceding claim wherein the

passwords are stored in non-volatile RAM.

6. A computer system as claimed in any preceding claim wherein the
additional password{s) is stored in a masked form by applying the

values contained in the power-on password.

7. A computer system as claimed in any preceding claim having a
diskette drive and a fixed disk. '

8. A computer system as claimed in claim 7 wherein the additional

password(s) is stored on a sector of the fixed disk.



4" additional password(s) used in such a systemnmay be stored in non
volatile RAM or on a sector of the fixed disk; the sector chosen wll be a
sector which is not accessed in normal use of the user data on the fixed
di sc. A%( afg & g}i tional particularil % preferred security feature for
t he conputer: system ailure by an user to Bnter a correct password within
three attenpts causes the systemto require the power to be turned off and
on again by the user before a further attenpt to enter a password can be

made. l91 & & WhBe 2 TDOdATRO c1Afinkd & nPEESENY WBEREL Rt DAL bF
the additional password causes the diskette drive boot fac111ty to

be disabled.

10. A computer system as claimed in any preceding claim wherein
failure by a user to enter a correct password within three attempts
causes the system to require the power to be turned off and on again
by the user before a further attempt to enter a password can be

made.
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provi ded a method of configuring a conputer systemto restrict boot up of
the systemto a manner presel ected by a system nanager havi ng know edge of
a power-on password, said password pernmitting the system manager to access
all faciliti ggrsefs-bhe systemto enable corpi guration of the system and

i nstallation of appropriate additional password authorisation. One
way of carrying out the invention is described below wth reference to the
acconpanyi ng drawi ngs which illustrate a preferred enbodi ment of the

i nvention. ABsTRCTDescri ption of the Draw ngs Figure 1 is a

schematic bl ock diagram of a data processing

CCMPUTER SYSTEM SECURITY DEVICE

& computer system having a power-on password stored in
non-volatile memory wherein entry of the power-on password by a
system manager permits access to all of the computer functions; tha
system also has the facility of at least one additional password
held in non-volatile memory, wherein entry of the additional
password by a user permits the system to boot in a marner
preselected by the system manager. Preferably a there are available
a plurality of additional passwords providing at least two different

levels of security access to the system.
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;gfenion whi ch the invention may be inpl enented. Figure 2 is a flow
chart of the | ogical operation of the processor in the operation of an
enbodi ment of the invention having a single additional password.

Figure 3 (divided for convenience into Figures 3a and 3b) is a flow chart
of the | ogical operation of the systen%}@ t he operation of an enbodi nent of
the invention having two cl asses of addiTi onal :
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password, each of the classes of additional password providing a different
| evel of access to the system Description of the Preferred Enbodi nent
Figure 1 illustrates a typical hardware set-up, such as the |IBM Personal
Systenl 2 conputer, on which the present invention rmay be inplenented. The
data processing system conprises a m Ccroprocessor
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1 such as, for exanple the Intel 80386 or simlar mcroprocessor, which is
connected to a systembus 2, which conprises a set of data |ines, a set of
address |ines and a set of control lines. A plurality of 1/0 devi ces

i ncl udi ng user input neans (e.g. a keyboard 3), display 4, printer 5,
random access nenory 6, read only nenory .7, storfage nedia (eg diskette
drive 8 and fixed disk 9), are connected/&o the bus via respective adaptors

10 through 16. An operating system such as for exanple |BM PC DOS
or Operating Systeni 2 (Cpﬁ Tl a trademark of Internationa
Busi ness Machi nes Cor por atj oRgy fTRgsPE ed hrggn t he storage nedia 8, 9

'm croprocessor 1. The | oading
2he boot programheld in ROM The
r GPRY fixed disk 9 or froma

Conventionally the system f|irst

into nmenory 6 to provide
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whet her an appropriate diskette is present in the diskette drive, and if
present attenpts a |load fromthe diskette; if no diskette is present the
systemattenpts to load fromthe fixed disk drive or renote device.

An application program subsequently | oaded into the systemw |l run in
conjunction with the operating systemto enable the data processing system
to performthe application programtasks. . In the | BM Personal

Systeni 2 range of conputers the pomer-onl’gq’ssword is held in non-volatile
(battery powered) CMOS RAMwi th an
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COMPUTER SYSTEM SECURITY DEVICE

The present invention relates to a computer system having
ultiple levels of security access, and in particular to those

computer systems having a power-on password.

iBM Technical Disclosure Bulletin Volume 30 No. 5 October 1987
at pages 57 and 58 discloses a security system for a personal
computer. Personal computers such as, for example, the IBM Perscnal
System/2 (IBM and Personal System/2 are trademarks of International
Business Machines Corporation) range of computers are provided with
a power-on password facility to prevent use of the computer by

.unauthorised persons; in this case an unauthorised person is a
person not knowing the power-on password. In the IBM Personal
System/2 range of computers the power-on password is held

nou-volalile (battery powered) CMOS Random-Access Memory {"Ram").

The power-on password facility provided on the IBM Personal
System/2 personal computers is limited teo a single password, and
once & person has access to that password the full facilities of the

computer are available to that person.

It would be desirable to provide access to the computer for a
plurality of users and alsc provide different levels of access to
the facilities of the computer. 1In particular it is desirable to
have a computer system in which the way the system boots up after -
power-on or system reset has been predetermined at the stage of set
up and configuration of the system by a system manager or similaxr
such control person. The term "boot" refers to initial program load
into the computer memory. In the case of computer systems which are
capable of booting from multiple devices {ie from diskette, fixed
disk or the like), when the system is switched on initially, a boot
{sometimes referred to as bootstrap) program is initialised to load
the operating system from a reserved area on the media {this may be

on the floppy d;skeﬁte, fixed disk or remote device) and load the



“The power -on password is only known to the system manager or simlar such
control person TgShea c¢das access to the internal physi cal

‘tstructure of the ﬂ ﬁ onventional keylock to permt opening or
closing of the c i‘a stemunit, apd acces ! )
corrpongnts of the system Upon swi tching on mg ﬁ“ I) seg it er
the processor carries out the normal POST checks, itngl udih Bnni ngi{t he
avai l able Read Only Menory ("ROM') and Random Access Menory (" RAM').
Referring now bgetattanélsyytéﬂﬂar H‘hefbdatgwxftlﬁe mhem tﬁn“ﬂ%@%?}:@t] s2ﬁe&d1et t
system checks 21 ec wired swi_tch or contac
b?leaker) on thg;%}{/s emo r{l ?&'? %,?SROP? ég’écf”ﬁ%{eéar Rf hes Sy tIuing
whet her the nonnvwealsw@nCMESRAMmatéﬁunprnomua&gtamrer eftine uShouwhdetdte
non-vol atile ng%ﬁ,gl}{l ﬁ'a%tswgPa

In prior art computer systems, password access to the system
facilities is activated after the operating system has been loaded.
Snauthorised access is possible before the operating system has been
loaded by using an alternative boot up program. Once the
unauthorised user has succeeded in booting up the system all

facilities of the system are vulnerable to misuse.

In order to illustrate the problem of the prior art one may
consider the precautions being taken by computer system managers to
prevent contamination by computer viruses'and the like. A personal
computer is conventionally restricted to a single user by a
conventional physical key lock or a power-on/configuration password
as described above. Bny user having such access has unrestricted
access and may use the diskette drive if fitted. The most common
source of computer viruses is from a diskette contaminated with the
virus, either deliberatly or as a result of inadequate screening of
stored programs and data on diskette made available to the user.
Prior art multi-access computer systems are configured to attempt to
boot up from the diskette drive (provided a suitable diskette is
inserted) or, if not possible from diskette, to attempt boot up from
other storage media eg the fixed aisk or remote device. It is clear
that allowing an unauthorised user access to an activated diskette
drive could allow that user to introduce a computer virus stored on
a diskette; the prior art systems which only prevent access to
unauthorised operators once the machine has booted up may have
already been contaminated with a computer virus before the operating

system password control security system is in operation.

Accordingly the present invention provides a computer system

having a power-on password stored in | in non-volatile memory wherein

'REPLACEMENT JHEET
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“functioning, for exa IeBQe%q@ﬁ&dthe battery powering it has insufficient

power, the conpU® h 23 an error message and prevents further
cinput fromthe us ‘\ M \: s (
t he processor che er a power3on passvﬁﬂﬁl Sﬁngﬁ@/BEENS y been

i ded t he CMOS RAMp—s~—fwactiianing correctly
installed in the CMOS RAM The presence of ]t he nRERICEpOVeTr - PN
password in CMOS RAM at 25 triggers the system to'“r‘é‘&“d“a:ti‘&-a—-sect.ar of
the storage nedia 9 (Figure 1), in this case the fixed disc, upon which any
addi ti onal pa&8WEF @8 Hie Pevey-en. passyorth byddiavsseml maveger ineymitatagress le

addi ti onal pagsWSdsheldmphezeduhdt idRs MRSKELhS Qﬁﬁﬂ)ﬁiﬁewﬂé 891 manager

to configure the system, characterised in that at least one

additional password is held in non-volatile memory and wherein entry
of the additional password by a user permits the system to boot in a

manner preselected by the system manager.

The computer system may be a stand-alore personal computer or
workstation, or may be linked to other personal computers or

workstations and/or mainframe or micro computers by a network.

Suitably there are available a plurality of additional
passwords, in particular at least two classes of additional password
-are provided, each of the classes of additional password providing a

different level of security access to the system.

At least one of the different levels of access preferab%y
disables all input devices permitting uploading or downloading of
progréms or data from diskette, magnetic tape or like storage media,
therepy preventing the user from copying matérial onto or from the

system.

In a preferred embodiment of the present invention the power-on
password and the additional password(s) are stored as keyboard scan
codes in non-volatile CMOS RAM, such as for example battery powered
CMOS RARM. The.passwords are suitably seven characters in length

with a checksum character.

A computer system particularily suited for use of the present
invention is a personal computer, such as the IBM Personal System/2
Model 50, 55, 70 or 80 having a diskette drive and a fixed disk.

The .preferred configuration of a computer system of the
invention is one wherein entry of the additional password causes the

diskette drive boot facility or other gdevices.to be;dﬁTabled. The

IREPLACEMEN? SHEET
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7 algorithmp gEPERe MENF sﬁﬁjﬁal ues contained within the installed

mast er power -on Swore—the Sy temw || be programmed to ensure that an
<additional pass [ dentAf%g t he power-on password cannot be install ed.

4

additional password(s) used in such a system may be stored in non
volatile RRM or on a sector of the fixed disk:; the sector chosen
will be a sector which is not accessed in normal use of the user

data on the fiwed disc.

As an additional particularily preferred security feature for
the computer system, failure by an user to enter a correct password
within three attempts causes the system to require the power to be
turned off and on again by the user before a further attempt to

enter a password can be nade.

In a further embodiment 6f the present invention there is
provided a method of configufing a computer system to restrict boot
up of the system to a manner preselected by a system manager having
knowledge of a power-on password, said password permitting the
system manager to access all facilities of the system to enable
cenfiguration of the system and installation of appropriate

additional passﬁord authorisation.
One way of carrying out the invention is described below with
reference to the accompanying drawings which illustrate a preferred

enbodiment of the invention.

Brief Description of the Drawings

Figure 1 is a schematic block diagram of a data processing

system on which the invention may be implemented.

. Figure 2 is a flow chart of the logical operation of the
processor in the operation of an embodiment of the invention having

a single additional password.

Figure 3 (divided for convenience into Figures 3a and 3b) is a
flow chart of the logical operation of the system in the operation

of an embodiment of the invention having two classes of additional
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In addition, at StEilnﬁ A8
enter the (additiong ekt ~—3A0Ul d the user wi sh to change the
password a suitable canblnatlon of present and desired passwords is
entered. The additipn

accept abl e. The steps of masking ahd unnasklng of the passwords are carried
out by conventi onal rovi ded there have been no POST errors

28 whi ch nust ;m%bas@dtem %Lbyh@ cliagges%f OéadtQJ!'?aQ PlsL38a GRADUESly at he

processor attenpts boot up a froma presel ected portion of the systen1s
storage nedi a;d'SheRenst é?‘aﬁ’eoﬁa‘?ccﬁﬁéltfdéhalf’ﬂséﬁmpart of the fixed disc 9
(Figure 1), or a diskette inserted by the user in the diskette drive 8

(Figure 1). Provided boot s successfully carried out 30, control of those
facilities of #3%?4¥?§@8#%pﬁggeﬁﬁﬁfﬁﬂgi§ﬂﬂéﬁﬂﬁ9gten1nanager is transferred
to the user at 31. If boot was unsuccessful )
Figure 1 illustrates a typical hardware set-up, such as the IBM
Personal System/2 computer, on which the present invention may be
implemented. The data processing system comprises a microprocessor
1 such as, for example the Intel 80386 or similar microprocessor,
which is connected to a system bus 2, which comprises a set of data
lines, a set of address lines and a set of control lines. A
plurality of I/0 devices including user input means {e.g. a keyboard
'3), display 4, printer 5, random access memory 6, read only memory
7, storage media (eg diskette drive 8 and fixed disk 9), are

connected to the bus via respective adaptors 10 th;ough 16.

An coperating system, such as for example IBM ©C DOS or
Operating System/2 (Cperating System/2 is a trademark of
international Business Machines Corporation) may be loaded from the
storage media 8, 9 into memory 6 to provide instructions to the
microprocessor 1. The loading of the operating system is activated
by the boot program held in ROM. The operating system may be loaded
from either the fixed disk 9 or from a diskette inserted in the
diskette drive B. Conventionally the system first checks to see
whether an appropriate diskette is present in the diskette drive,
and if present attempts a load from the diskette; if no diskette is
present the system attempis to load from the fixed disk drive or

remote device.

An application program subsequently loaded into the system will
run in conjunction with the operating system to enable the data

processing system to perform the application program tasks.

In the IBM Personal System/2 range of computers the power-on

password is held in non-volatile (battery powered) CMOS RAM with an



- for sone reason REPE&E&MENT&§ I operation 29. An addi ti onal

security featuredi 4 shown on theiflfow chart at 32. Should the user inpu
i ncorrect passworid fat yMA’hq%ﬁ/stem permts further attenpts: however,

%

a total

of three §n orrect ‘entrigqgslare permtted at 32. If a third atte

to enter the pas ¥e—s—ToUNnd to ke unsuccessful at 32, the system

di splays at 33 an} error nessage a prevents furthe input fromthe user
until the system Nas been powered off and on again. - It will be s
fromFigure 2 that if the power-on geassword i s disabl ed gsecurlty j unpe

open at 21) o?"‘%tbwr%tlaﬁ@ﬂ’"zﬁn"tcﬁ

G ySt e PESTHEECHIE IERFIEE6t i s

possi bl e wi t hendraepéy y Ohe anipoSRESkorThaén TN eabdeh | thest @mrtsmtel@e in
this conditi on unt ],

ring the ngéﬂy%n Self Test ("POST"). Once a password has been
installed and POST has been completed the password bytes are locked
by a hardware latch, it is not then possible for the processor to
access the password bytes. To reset the hardware latch it is
necessary to turn off the system power, and then turn it on again.
The power-on password is only known to the system manager or similar
such- contrel person who in adait;on has access to the interpal
physical structpre of the system via a conventional keylock to
permit opening-or closing of the covers on the system unit, and

access to the internal components of the system.

Upon switching on the personal computer the processor carries
out the normal POST checks, including scanning the available Read

Only Memory {"ROM") and Random Access Memory ("RAN").

Referring now to the flow chart of Figure 2, on exiting POST at
20 the system checks at 21 that the security jumper (hard wired
switch or contact breaker) on the system unit is closed and, if
closed determines at 22 whether the non-volatile CMOS RAM is
functioning correctly. Should the non~volatile CMOS RAM not be
functioning, for example because the battery powering it has
insufficiept power, the computer displays at 23 an error message and

prevents further input from the user.

Provided the CMOS RAM is functioning correctly the processor
checks at 24 whether a power-on password has previocusly been
installed in the CMOS RAM.

The presence of the master power-on password in CHMOS RAM at 25
triggers the system to read at 25 a sector of the storage media 9
{Figure 1), in this case the fixed disc, upon which any ad&itional
prasswords are stored. As an additional security feature the

additional passwords are stored in an masked form by applying an

t an
only

npt

een
r
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manager initiall EMEM:.'&SHS%E’H em and installs the power-on password.
Referring now toithe flow chart joff Figure 3 which illustrates
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algorithm produced from the values contained within the installed
master power-on password. The system will be programmed to ensure
that an additional password identical to the power-on password

cannot be installed.

In addition, at step 26 the computer displays an invitatiorn to
fhe user to enter the {(additional) password; should the user wish o
change the password a suitable combination of present and desired
passwords is entered. The additional password kXeyed into the system
by the user is_checked by the system at 27 to detexrmine whether the
character sequénce is acceptable. The steps of masking and

unmasking of the passwords are carried out by conventional methods.

Provided there have been no POST errors 28 which must be gealt
with by a user prior to use of the computer, the processor attempts
oot up at 29 from a preselected portion of the system's storage
meéia; such storage may include all ox part of the fixed disc 9
(Figure 1), or a diskette inserted by the user in the diskette drive
8 (Figure 1}. Provided boot was successfully carried out 30,
control of those facilities of the systeﬁ preseiected by the system
manager is transferred to the user at 31. If boot was unsuccessful

for some reason the system repeats operation 28.

An additional security feature is shown on the flow chart at
32. Should the user input an incorrect password at 27 the system
permits further attempis: however, only a total of three incorrect
entries are permitted at 32. If a third attempt to enter the
password is found to be unsuccessful at 32, the system displays at
33 an error message and prevents furthe input from the user until

the system has been powered off and on again.

It will be seen from Figure 2 that if the power-on password is
disabled -(security jumper open at 21) or not installed 24, the
cystem is insecure and boot is possible without entry of a password.

The system will, of course, be in this condition until the system



“an enbodi ment of {REPLACEMENT iSHEHTYi on having two classes of additional
password, each of} tyre—ctasses—of ditional password providing a different
.l evel of access t The initial steps (20 to 24) in the
flow chart are i ith -t he fgow chart of Figure 2. The
system reads at assword sector of the fixed disk and
unmasks the securjty level A and sdcurity | evel B passwords using the
nmaster power-on p . A password pronpt is displayed at 36
and provi ded aapassvwoniliasbeidhes Lewak #AsebnBind SnenRliek etheCpowaChly by the
operator and is accepted at 37, progress towards satisfactory boot up
continues. Thé® %Vggén1|s progranned to ensure that when nultiple passwords
are installed, it is not possible for a password character sequence to be

r epeat ed.

Referring now to the flow chart of Figure 3 which illustrates
an embodiment of the present invention having two classes of
additional password, each of the classes of additional password

providing a different level of access to the system.

-The initial steps (20 to 24) in the flow chart are identical to

those in the flow chart of Figure 2.

The system reads at 35 (?igure 2) the password sector of the
fixed disk and unmasks the security level A and security level B
passwords using the master power-on password as the key. A password
prompt is displayed at 36 and provided a password, whether level A
or B, is entered correctly by the operator and is accepted at 37,
progress towards satisfactory boot up continues. The system is
programmed to ensure that when multiple passwords are installed, it

is not possible for a password character sequence to be repeated.

‘The number of attempts to enter a password is limited to three
by steps 38 and 39.

POST errors are dealt with at 40 and 41.

The system checks at 42 whether a security level A or a
security level B password was entered by the user. A security level
A user password is a trigger to the system to attempt at 43 the
initial boot from a diskette inserted in the diskette drive, whereas-
a security level B user password triggers the system to attempt at
45 the initial boot from the fixed disk. Successful boot at 43 or
45 allows the system to transfer control to the user of those system
facilities selected by the system manager. It will be clear that
the holder of a security level B password has a more limited range

of access to the system than the holder of a level A password, for



“ The nunber of attenpts to enter a password is |imted to three by steps 38
and 39. POST errors are dealt with at 40 and 41. The system
checks at 42 whether a security level A or a security |level B password was
entered by the user. A security |level A user password is a trigger to the
systemto attenpt at 43 the initial boot froma diskette inserted in the
di skette drive, whereas a security level B user password triggers the
systemto attenpt at 45 the initial boot fromthe fixed disk. Successful
boot at 43 orexdmpaé |asiéha Bysdsenoid wbthhdkegiveants ol uker tHecensede @hat hose

system faci 11 {23,881 361 § 4o odMEnSY AL B RYZ0E! wikd AMAhbuP%eh8H ot Nat

diskette.

o

should the system not boot successful;y from diskette at 44,
boot is attempted from the fixed disk at 45 thus permitting the
level A password holder access to some but not all of the system
facilities the system manager has preselected. Should the system

not boot successfully from the fixed disk the system returns to 42.

Reference has been made in the specific embodiments to the
operation of the system following power-on; the operation of the
system following system reset may be similar or may suitably be
blocked to prevent system reset. (System reset for the personal
computer is activated by simultanecus depression of the Ctrl, Alt,
and Del keys on the keyboard). :

Although a particular example of the invention has been
described, it will be appreciated that modifications and additions

are possible within the scope of the invention.
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the hol der of a security level B password has a nore limted range of
access to the sy§iemiiRABednr@pieli der of a |evel A password, for

exanpl e the | evel uld be given to a  user to ensure that the
user could not commlm systemwid¢h a virus held on a

THIS SHEET HAS BEEN
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1. A computer system having a power~on password stocred in
non-volatile memory wherein entry of the power-on password by a2
sysiem manager permits access to all of the computer functions,
characterised in that at least one additional password is held in
non-volatile memory and wherein entry of the additional password by
a user permits the system to boot in a manner preselected by the

system manager.

2. A computer system as claimed in claim 1 wherein there are

available a plurality of additional passwords.

3. A computer system as claimed in claim 2 wherein a¥ least two
classes of additional password are provided, each of the classes of
additional password providing a different level of access to the

system.

) 4. A compuler system as claimed in claim 3 wherein at least one of
the differsnt levels of access disables the boot facility of all
input devices permitting loading of programs or data from removable

storage media such as for example diskette.

5. A computer system as claimed in any preceding claim wherein the

passwords are stored in non-volatile RAM.

6. A conmputer system as claimed in any preceding claim wherein the
additional password(s) is stored in a masked form by applying the

values contained in the power-on password.

7. A computer system as claimed in any preceding claim having a

diskette drive and a fixed disk.

8. A computer system as claimed in claim 7 wheérein the =additional
s Lok

password{s) 1is stored on a sector of the fixed disk. - LA{&H%ENT SHEEI
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- diskette. Shoul d the system not boot successfully from diskette at
44, boot is attenpted fromthe fixed disk at 45 thus permtting the level A
password hol der access to sonme but not all of the systemfacilities the
system manager has presel ected. Should the, 1;ystem not boot successfully
fromthe fixed disk the sySstemreturns to 4 Ref erence has been
made in the specific enbodinents to the operation of the systemfollow ng
power -on; the operation of the systemfollowi ng systemreset may be simlar
or may suitabby be bbmked dyetpheicnlaiiat endiasaty w&yﬁrﬁ%éﬁ%ﬁtrf ¥ the
el LR Y AR TR R R LN s e

be disabled.

10. A computer system as claimed in any preceding claim wherein
failure by a user to enter a correct password within three attempis
causes the system to require the power to be turned off and on again
by the user before a further attempt to enter a password can be

made.

This Sheet Has Been
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'.Although a particular exanple of the invention has been described, it wll
be appreciated that nodifications and additions are possible within the

vscope of the invention. -10-
CLAI M5 : 12

COMPUTER SYSTEM SECURITY DEVICE

ABSTRACT

A computer system having a power-on password stored in non-volatile memory (6)
wherein entry of the power-on password by a system manager permits access to all of the
computer functions; the system also has the facility of at least one additional password held
in non-volatile memory (6), wherein entry of the additional password by a user permits the
system to boot in a manner preselected by the system manager. Preferably a there are
available a plurality of additional passwords providing at least two different levels of
security access to the system.

Fig. 1

Fa P

"



1. . A conputer system having a power-on password stored in non-vol ati l e
menory wherein entry of the power-on password by a system manager permits
raccess to all of the conputer functions, said system having at |east one
additional different password stored ip_non-volatile nmenory, charact eri zed
in that said additional password is stored in a masked form by applying
the values contained in the power-on password and wherein entry of said at
| east one additional password by a user pernmits the systenms to boot in a
manner propewitisgtsysieny Thebentsbutinenis helein. the system'2 Read Onty Muubay (SROMM as
clainmed in claim1l wherein there are available a ) i

it is automatically entered after switching on the system or is activated upon

acceptance of the user entered power-on password.

In prior art computer systems, password access to the system facilities is activated
after the operating system has been loaded. Unauthorised access is possible before the
operating system has been loaded by using an alternative boot up program. Once the
unauthorised user has succeeded in booting up the system all facilities of the system are
vulnerable to misuse.

In order to illustrate the problem of the prior art one may consider the precautions
being taken by the computer system managers to prevent contamination by computer
viruses and the like. A personal computer is conventionally restricted to a single user by
a conventional physical key lock or a power-on/configuration password as described
above. Any user having such access has unrestricted access and may use the diskette
drive if fitted. The most common source of computer viruses is from a diskette
contaminated with the virus, either deliberately or as a result of inadequate screening of
stored programs and data on diskette made available to the user. Prior art multi-access
computer systems are configured to attempt to boot up from the diskette drive (provided
a suitable diskette is inserted) or, if not possible from diskette, to attempt boot up from
other storage media eg. the fixed disk or remote device. It is clear that allowing an
unauthorised user access to an activated diskette drive could allow that user to introduce
a computer virus stored on a diskette; the prior art systems which only prevent access to
unauthorised operators once the machine has booted up may have already been
contaminated with a computer virus before the operating system password control
security system is in operation.

SUMMARY OF THE INVENTION

It is an object of the present invention to ameliorate one or more disadvantages of

the prior art.
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ﬁluraiity of additional passwords. 3. A conputer system as clained
in claim2 wherein at |least two classes of additional password(s) are
, provi ded, each of the classes of additional password(s) providing a

different level of access to the systemy_ 4. A conputer system as
claimed in claim3 wherein at |east one of the different levels of access
di sables the boot facility of all input devices permtting |oading of

programs or data fromrenovabl e storage nedi umsuch as for exanple _

di skette. Accogling Ao conepaspeet sy shee preasntcinwéntiod tharea isy pravidedda Rgnguédrm

wherein ts?setergahsa%\i,\r?gr %cli %owg-gn Sptagsrw%cli'd istnorgdoiql_ Xc?ntgélgtlilg mRéAnl\l/cl)ry wherein entry of the
power-on password by a system manager permits access to all of the computer functions,
said system having at least one additional different password stored in non-volatile
memory, characterized in that sﬁid additional password is stored in a masked form by
applying the values contained in the power-on password and wherein entry of said at
least one additional password by a user permits the systems to boot in a manner
preselected by the system manager.

DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

In a preferred embodiment of the present invention the power-on password and he
additional password(s) are stored as keyboard scan codes in non-volatile CMOS RAM,
such as for example battery powered CMOS RAM. The passwords are suitabiy. seven
characters in length with a checksum character. ,

A computer system particularily suited for use of the present invention is a
personal computer, such as the IBM personal System/2 Model 50, 55, 70 or 80 having a
diskette drive and a fixed disk.

The preferred configuration of a computer system of the invention is one wherein

entry of the additional password causes the diskette drive boot facility or other devices to

be disabled. The
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'6. A conputer system as cl ai rred I n any preceding cl ai “ ﬂm te
. drive and a fixed disk. : A conputer system a m n\“muﬁw“
wherein the addl H onal passvvord(s) is stored on a sector &f the*fiked
di sk. cgdystem as -abai ned_in.clai- rein user entry
of an add|t|25 ot auses the di sketiis mﬁﬁeﬂmm lity to be
di sabl ed. ‘“ i\ﬂ REPLACED

1. A computer system having a power-on password stored in non-volatile
memory wherein enfry of the power-on password by a system manager permits access to
all of the computer fanctions, said system having at least one additional different
password stored in non-volatile memory, characterized in that said additional password
is stored in a masked form by applying the values contained in the power-on password
and wherein entry of said at least one additional password by a user permits the systems
to boot in a manner preselected by the system manager.

2. A computer system as claimed in claim 1 wherein here are available a
plurality of additional passwords.

3. A computer system as claimed in claim 2 wherein at least two classes of
additional password(s) are provided, each of the classes of additional passwqrd(s)
providing a different level of access to he system.

4. A computer system as claimed in claim 3 wherein at least one of the different
levels of access disables the boot facility of all input devices permitting loading of
programs or data from removable storage medium such as for example diskette.

5. A computer system as claimed in any preceding claim wherein he passwords
are stored in non-volatile RAM.

6. A computer system as claimed in any preceding claim having a diskette drive
and a fixed disk.

7. A computer system as claimed in claim 6 wherein the additiénal password(s)
is stored on a sector of the fixed disk.

8. A computer system as claimed in claim 6 wherein user entry of an additional

password causes the diskette drive boot facility to be disabled.
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-1 11 - 9. A conputer systemas clainmed in any preceding claim
wherein failure by a user to enter a correct password within three
attenpts causes the systemto require he power to be turned off and on

again by the user before a further att®@mt to enter a password can be
made.

9. A computer system as claimed in any preceding claim wherein failure by a

user to enter a correct password within three attempts causes the system to require he

power to be turned off and on again by the user before a further attempt to enter a

password can be made.

This Sheet Has Been
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1. A computer system having a power-on password stored in non-volatile
memory wherein entry of the power-on password by a system manager permits access to '
all of the computer functions, said system having at least one additional different
password stored in non-volatile memory, characterized in that said additional password
is stored in a masked form by applying the values contained in the power-on password
and wherein entry of said at least one additional password by a user permits the systems
to boot in a manner preselected by the system manager. '

2. A computer system as claimed in claim 1 wherein there are available a
plurality of additional passwords.

3. A computer system as claimed in claim 2 wherein at least two classes of
additional password(s) are,provided, each of the classes of additional password(s)
providing a different level of access to the system.

4. A computer system as claimed in claim 3 wherein at least one of the different
levels of access disables the boot facility of all input devices permitting loading of
programs or data from removable storage medium such as for example diskette.

5. A computer system as claimed in any preceding claim wherein the passwords
are stored in non-volatile RAM.

6. A computer system as claimed in any preceding claim having a diskette drive
and a fixed disk.

7. A computer system as claimed in claim 6 wherein the additional password(s)
is stored on a sector of the fixed disk.

8. A computer system as claimed in claim 6 wherein user entry of an additional

password causes the diskette drive boot facility to be disabled.



