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BACKGROUNDCOF THE | NVENTI ON [ 0002] Enmil is a popular way of transferring
contract docunents in the marketplace. Currently, there does not exist an
effective systemor nethod for a person to email a docunent or file to

anot her person and have themfill-in and sign the docunent in such a way as
to enforce a legally binding electronic signature process. [0003] In order
to create a legally binding docunent, the signer nust be authenticated, the
docunent may not be nodified and the sequence of signing nust be
controlled. Standard enmail systens |ack the control over any of these
processes. One current nethod is emailing a PKI signed docunent. A PK

si gned docunent can be cunbersonme because it requires the docunent to be
signed by the sender before it is distributed, then againby the signer when
they sign the docunent, and further requires all parties to have speci al
software and certificates to execute the process. This requirenment that al
parti es pre-establish proper technology in order execute a transaction adds
extra burden and cost on both parties to the transaction, which severely
limts acceptance of PKI in the marketplace. [0004] Advanced el ectronic

signature servi ges 3R MRGHRIGE FOR BRAALBIAIY ERECTRONIC

SIGNATURE DOCUMENTS
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No. 12/176,265 filed July 18, 2008, which claims priority to and the benefit of the filing date
of U.S. Provisional Application Serial No. 60/950,563 filed July 18, 2007, which is
incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

[0002] Email is a popular way of transferring contract documents in the
marketplace. Currently, there does not exist an effective system or method for a person to
email a document or file to another person and have them fill-in and sign the document in
such a way as to enforce a legally binding electronic signature process.

[0003] In order to create a legally binding document, the signer must be
authenticated, the document may not be modified and the sequence of signing must be
controlled. Standard email systems lack the control over any of these processes. One current
method is emailing a PKI signed document. A PKI signed document can be cumbersome

because it requires the document to be signed by the sender before it is distributed, then again



to be signed with an ESI G\-conpliant signature process. However, this
service lacks the ability to sinply email the source docunent to a person
to sign; WO2wgie3es the signer to visit and aut henti careThstawmsd’hey sign
the docunent. It further requires the sender to regi ster each docunent with
the service prior to sending it for signature. SUMVARY OF THE | NVENTI ON

[ 0005] Systens and nethods for providing a report describing the status of
an el ectroni c envel ope are disclosed. The el ectronic envel ope includes a
first el egtthosipeerddeu gyt signothb@oclinsdnt, i dnditfethef eaquizésedt patiésctohagngietiae and an
el ectronic signing tenplate defining a set of at |east one task that nust
be per f ospidarpyndeprighicates toexeeifte thy @racesss Thig fegeireraaiit thatdbrpmeasdre-estabbfpl et e

the el ectronic signature. The first el ic d t ] bj ect ,t
wor ki | owPTRET SIS o8 BN ye b sgat a0 st RETRbG A4S0 IREEe 41 ng

froma ”Ql(@t%@%icﬂgn,%tiéhts%v el?ﬁléfr‘tg?aéc%@alg e RBKI HGRL E&}k%{&laa% an event of the

plurality. e progress o Irs ectroni ¢ docunent through the

wor kfl ow i s npomospr advanddibdledibdBicaignh@RSrvRe s@NER D oB@Si ot Chbleecbnithdi
respect to the first electronic docunent is determ ned. In response to

det er m nitmge tstzatd wie aat ESISatonphientegnturh apcoscdovedy, thikeevoniledsitg entity
is notified of such. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0006] The preferred
and al t erthdity YeiBry SHRIEIQuisSE dpHECHT o RIRESON Y BRI ToigqEFeS thfed@er tetsit n

detail below w th reference.to,the fol i drawi ngs: [,0007] .FI GJRE 1
Shows. an e ALt BHERTRGdPnt Pl Ml MR ssrsttp st

di stri butsed,&lneGith aRiservl PRBL MK GRGHTR Bbfatuk 0008] FI GURE 2 shows a
preferred method for distributed el'ectronic signature docunents;[0009]

FI GURE 3 shows a user interf gk ordsk @VATIEN St at us reports according to
an enbodi ment; [0010] FIGURE 4 shows a first status report according to an
enbodi nent; af®05] Systems and methods for providing a report describing the status of an

electronic envelope are disclosed. The electronic envelope includes a first electronic
document to be distributed for electronic signature and an electronic signing template
defining a set of at least one task that must be performed by an executor of the first electronic
document to complete the electronic signature. The first electronic document is subject to a
workflow including a plurality of events. The method includes receiving from a monitoring
entity a selection of an identifier of an event of the plurality. The progress of the first
electronic document through the workflow is monitored. That the at least one event has
occurred with respect to the first electronic document is determined. In response to
determining that the at least one event has occurred, the monitoring entity is notified of such.
BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The preferred and alternative embodiments of the present invention are
described in detail below with reference to the following drawings:

[0007] FIGURE 1 shows an example system for creation, processing and execution
of distributed electronic signature documents;

[0008] FIGURE 2 shows a preferred method for distributed electronic signature

documents;



[0011] FIGURE 5 shows a second status report according to an enbodi nent.
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENT [ 0012] Systens and net hods
for distrwbubwdised3ectroni c si gnature docunents are di sclPoTas2610/089768 One
enbodi ment of the present invention acts |like a "Self Addressed Stanped
Envel ope"” and all ows a docunent to be sent for signature via email. Once
the signer receives the docunent, he/she may fill in necessary fields prior
to signing. Wien the signer is ready to sign, a control enbedded in the
docunent enabl08§9) hEIGIRHB sigovpraosesistetfacelfer ¢usiotiiAt edatyrepbres sstqydieg tand t he
si gni ng nangged by a web service. The web service authenticates the signer
and ensurBsmppdimeithe content of the contract can/cannot be nodified

et or cos  he WP BIEHG" sBhoanrRg bR reast dr et wiaefeas %afy Ti el s to
the docurent ifiai) ¢ Bt 990 Ad IR UEIRGLAULENIATT SXGHLLRR, Th S

approach allo any current to be distributed y for signature via any

nmeans al ong with t@E@Hﬁﬂlt)t’sctn‘ﬂw%éfﬁﬁﬁP%EﬁﬁkﬁEMﬁbﬁﬁ%TWthOUt the need
for special software or certificates, and there is no requirenent for the

sender to tak@odpechistansaatd ﬁﬁﬁaoﬂ@ﬂ‘orea@thbﬁe@ wheemdnic Righatu@t ienmantk avs t he
docunent to be distributed freely. In a preferred enbodi nent, the sane
si gnabl e d@@b@ﬁﬁehﬂtrelna@nb@f@eﬁmenb ohthedprespst difVemémi pite ke 2 “Salfezﬁ@drtssedaach of

whi ch may SI |r ,CO with the result that all .copi es and
all the ¢ B ‘élé?da @XI Oﬁ‘HBWtPo S§§“b Eh‘??é‘flﬁn%‘ép@l?g P

avai | abl ¢ cteRf Lhe d%{%% f.n /sl?%%l fIFTRRAL tf%ld\% J(Sfl % f\kzp i
i ncorpora 6 ‘conce gésce:rl in corn’?gﬁ? € %Mg@ gPa Pg%pﬁrilscati on
No. 12/ 03&d}2@s1§1{1tal doht@sl emBYRIEEM ﬁ@@o&ﬁ?&ﬂ@haE@t MNFocEAGALNGRiTEMPLATES, ™
which is hereby incorporated by reference as if fully set forth herein.
[0014] FIbEgREsidncs hodvtheairpneanplagedlyss erb 188ict.ofhecwebatenact, autrcotessithg and
execution of distributed electronic signature docunents. The system 100
i ncl udes SkNeY qap@e@sures that the content of the contract can/cannot be modified (determined by the
creator of the document). The service preferably enforces the workflow and sequencing of the
document and adds any fields to the document that the signer added during review and
execution. This approach allows any document to be distributed freely for signature via any
means along with the ability to be electronically signed without the need for special software
or certificates, and there is no requirement for the sender to take specific actions for each
document, but rather allows the document to be distributed freely. In a preferred embodiment,
the same signable document may be sent to hundreds of recipients via email, each of which
may sign their copy, with the result being that all signed copies and all the data provided by
the signed copies is securely captured and available to the sender.
[0013] Embodiments of the invention may incorporate concepts described in
commonly owned U. S. Patent Application No. 12/038,728 entitled “SYSTEM AND
METHOD FOR DOCUMENT TAGGING TEMPLATES,” which is hereby incorporated by
reference as if fully set forth herein.
[0014] FIGURE 1 shows an example system 100 for creation, processing and

execution of distributed electronic signature documents. The system 100 includes a single

computer 101, or includes a computer 101 in communication with pluralities of other
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conputer 101, or includes a conputer 101 in comunication with pluralities
of otherconputers 103. The conputer 101 is connected with a web signing
servi ce MO ardsa30el ectroni c signature service 106 ovePCa/useamosKesuch as
the Internet. In one enbodi nent, a bank of servers, a wireless device, a
cellular tel ephone and/or other data capture/entry device can be used in
pl ace of the conputer 101. An application program such as a source-client
application, is run by the conmputer 101, which then creates a signing

t enpl at e ct@Putand/Odr Tae sogpahl €0ldecameatedlRRh aTiweb cnjpgtservickOl04canl amcl ude
an application programthat allows the signing tenplate 120 and/or the

si gnabl e cHetMHe pignarpy seryiced 08 @er § pytwaikgeh oy gle Vittgrnghadi pne ¢rpprgnentiye

i gni late 120 i ile that f bl t aj i nf ti bout
Che st gnioRlY Broeses 1o b, * SRyabhBaraRdrdof bR BIerBiR T RO ai ns
links to A ¥e L&rdrﬂlg)!la%l: 9? tﬂe%oﬁgﬁtef g@ﬂ?{%ﬂ ﬂQﬁ#gg)%gréﬂ%clY\% % s&ﬁcé’—'&ﬁ:ﬁt to

fully execute the signing te a y a contaln infornmation about

t he accoupplidagdley ruas tRyorhgufidr 1811 Oliish Men tReteS b gizhing tHHFISE IS0 ahd/omRY
identify other parties that will also sign, as well as any authentication
requi r eneignsblé docusmayt 132. Theecogipgiee (. call irehsle gn aylieatdoquegemh e Aldve the
docunent file that preferably contains text and/or graphics along with a
cust oni zasnBedamripe | 2Gend/qrihe signaple doguament AR be g0t fi SigRY i weipl ate f or

exeouton  ThofEP, haknk RRRURY 1200 b P BBl SSla PGl R0 oL 12t

preferably ho e n 1ogrc ransm d by the

enbedded tﬁ‘eoﬂtgﬁif‘?% pkdRedsh et @0 oLl fondO G B RthentR&ioM Thcodta@Ri ks & AR 36 120
rule sets. An electronic signature service 106, such as the existing

DocuSi gn fRRIk i the sigaaee ddcametitiBat SVilh bt DG dtte fply akecutdthié sigaihg enplddmough t he
web signing server. [0016] FI GURE 2 shows a nethod for distributed
el ect r oniatso spefpiatinformation abav the apergng kpldmendéaboldhitasins onnghe bighink PRESsa

docunent originator creates a signing te ate file that contains
i nf or mat iLGRORNERHEY AU %?f%ﬁsmmﬂigla%%gwﬁ %{1 sy %@egﬁlcﬁﬂ%rﬁqﬂr%&frﬁ%t

IC):]![ g:’ 22‘: % y ?ﬁ%g Ig}lgféﬁ??:ﬁggl’gnﬁlé)@%fl%elgq2§ iStar(?)QﬁlﬁﬁI{tifﬁ%atﬁ)@ef@l&ﬁlﬁ%?{ntgﬁls %9?’ entity
g a“-sI gnabl e docurnent. e signhing tenplate file may
i ncl ude ByHd/ot SrapWits bloA t8G 4§ Qudtdifizable control or link (e.g., tag) back to the signing
template for execution. The web signing server 104 is a web server on the Internet that
preferably hosts the application logic to correlate data transmitted by the embedded control in
the signable document 122 with signing template 120 rule sets. An electronic signature
service 106, such as the existing DocuSign service, executes the signing template instructions
through the web signing server.
[0016] FIGURE 2 shows a method for distributed electronic signature documents
200 in one embodiment. At block 202 a document originator creates a signing template file
that contains information about how a signable document is to be signed. A document
originator may be a user, a party to a transaction, an agency or any entity interested in
creating a signable document. The signing template file may include but is not limited to the
location of signatures and initials for one or more signers; linkage between form fields in the
actual document; information to be used to notify or authenticate the signer; information that
may be used by decision systems to decide on different signature execution processes based

on what is entered into the document during the signing process; the number of times the
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| ocation of signatures and initials for one or nore signers; |inkage
between formfields in the actual docunent; information to be used to
notify orweubtvarstddcate the signer; information that nayPo@/ussed/obyegleci si on
systens to decide on different signature execution processes based on what
is entered into the docunment during the signing process; the nunber of

ti mes thesignabl e docunent can be executed; who will pay for the signature
process; information governi ng whether the signabl e docunent content is
nodi f i ablsgnityle tdhainsingnar be anadtutiheho odhtpagpltbi thg dsigiharaptocor; infi@matiay be
changed or nodified at any tinme by the sender who has access to it on the
web ser V@V%@ﬁ& edredr ths tignablendaspment comeat & lgﬁqhﬁ@ole erphasigngrs a@c} ether abl y

t d t hat | nt 0017] |
one. embodPHEfErE BITBrbRAS R et aan COHQ%ﬁ.abﬁ%t?%? ity ERREL: 4 g greb A
docunent aE&Qst tol iP o{xl(aleb&@e‘tgéeﬂelf ICQI‘IHEthd tPthe Et'eﬁ'ete %? sig 1'11§ %érﬁ’ﬂﬁt@gs @J]:efe\lldb

The creation of the signing tenplate an si gna unment prefera

occurs i RidrdlieonSeAn® igiMd Lkt 98t is Btinedt@ytoahSRteaeur in a different sequence
and in different applications. The core signable docunment preferably

includes an effi9dddeth conembddimérat atprloski 2k thenfleuneni omgidd@unay keaconpani on
signing tenplate. This information is simlar to a secure h%perllnk t hat
enabl es tigaakle g%lmeflbth%q i &beadlﬁuwt%w(memsﬁtﬁ fJrmgning o yigWipg Tihg cteplosi gnabl e
docunent that . %onnttal Stoly % ) rrlr%tl a Loy 1 (%on nect over. aplen Ibng er net
to the sioGHIEAEIE elfl%flg PO FEROkE ch re‘n peiE% ¥ OGALDI NGB BRI Bib er abl y
pai red Wity Ass bt N of GARIAL ?equ&f%\é"%@rm cﬁﬂ@rérﬁ J@Mca'ﬁ%nsm’ﬂhte'o%@sghaﬂ{@m e
docunents relating back to one or nore Signable Tenplates. [0018] The
docunent docunginh giadérablat inddhides kan2 abeddedpsitid hal @otid@nin€@hhyord higous itigni Ng
tenpl ate and signable document to the signer. In an alternative enbodi ment,
t he si gnicagpaeerignies weylaseThip stfeintiorey sminhlra) sicapt aypeylivkrthatgkatiesdhe t o t he

Che ai gnetEarets Bl SHEETAAGR e OB 1Bk T Shagerole Geromee! BroERTSDE, o
eSS0 1y ER LB 6L UL LEPTAARE AR ) I WSRO BBl

i nvokes a si gni ng gni ng process unc
procedur eht @%hable document is preferably palred with a signing template; however, there may be

multiple signable documents relating back to one or more Signable Templates.

[0018] The document originator, at block 206, transmits electronically the signing
template and signable document to the signer. In an alternative embodiment, the signing
template may be distributed via a simple hyperlink back to the signable document stored on a
web server available to the Internet. When the signer is ready and when the SDButton is
activated, at block 208, a message is sent to the signing template on the web signing server,
which invokes a signing process. This signing process preferably launches a procedure that
validates the transaction and uploads the data provided by any form ficlds in the signable
document to the web signing server and invokes a signing process that spawns a local web
browser on the signer’s computer and begins a signing process as defined by the signing
template.

[0019] After the signer has been authenticated by the system by any means defined
in the signing template, at block 210 a version of the signable document that is created from

the server is presented in the browser window. The signing process uses the current method
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val i dates the transaction and upl oads the data provided by any formfields
in the signabl e docunent to the web signing server and i nvokes a signing
process tWwetonpAwis a | ocal web browser on the signer'sPcomsaten3enagl begi ns
a signing process as defined by the signing tenplate. [0019] After the

si gner has been authenticated by the system by any neans defined in the
signing tenplate, at block 210 a version of the signable docunent that is
created fromthe server is presented in the browser wi ndow. The signing
process uwsegntngefoont ietite DEuligdokrvidegbingay etnthnalatehdteetuSmgthodenti ce,
but may accommpdate alternative methods of signing found in simlar

ser vi ces SigAMZHPEERn Sipmlar gepdces; @%@Cks?ilérfbe tigeer gigeLMfe ApCUNeE020] Preferably

mer e nto tMOZE GRERERLREY tiecSrs AP Tr SR et € Fo0REnt
copy) . | And 5%%%?8 qthqugﬁgﬁm Eelﬂﬁalll &S c i L s %9%)?%&uﬁ}3ﬁt' Jo?y)t I?ﬁathls

under | yi ng ment s ta I's not u en t ontract is

pr esent e@nibedibReMhdWichfig atchet 191 AEiBMREaRSHyihO0&lnech® badaud thgipatd ve
enbodi ment, if the sender allows the content to be nodified prior to

submi t ti mgt tsed tvhen the borgiagis pgs@Edve thefalurigg grisiegingtph@esnt i re si gnabl e
docunent rather than only the field information is uploaded to the web

si gni ng ser vef002bk Hla"’r‘i‘d“I“FIﬁ‘@“‘fetﬁn%hQéWlePhéf thg @%ﬁﬂ%gllgW%@éggnteqtﬁPl?ﬂrf?lgdlﬁed

enbodi nent. cunent is I ner 1o nin
e e drgrenge BBReb ¥ BBSSRR, s SRRl W S88heb bl ot
al | ow t hen&Qmtyedt ﬁEl@ iSrmiRidh fs'@%a@élﬁtottﬁ@w&{’stl%g% Q%Piﬂ%%ndh% Hf?@&g%%é o the
web signing server for the signing process ocunen% integrity
vaI|dat|@@nmgqum$$omnUheemb@hmdngm@umﬁﬂﬁaﬁ@memauﬁedﬁbﬁyaﬁﬁeﬂwn@gmfyjng
content has not been changed. [0023] Once a signabl e docunent/signing

t enpl at e sigaiin thagvechaignivgeerverr eat ed, the signabl e docunent can be used in

many dlfferen s.to enabl e businesses to easi | 1 ow el ectroni.c
T omatur es. oSSR ol Qe BaEmHEn b RO IR CBruT Hhe BT 14 bl es of

and the entire document is posted to the web signing server for the signing process. Next, a
document integrity validation occurs on the posted document to ensure that the underlying
content has not been changed.

[0023] Once a signable document/signing template pairing has been created, the
signable document can be used in many different ways to enable businesses to easily allow
electronic signatures to be collected. The following provide non-limiting examples of
alternative embodiments as may be desired or dictated by application requirements.

[0024] In one example, a business creates a signable document for the company
401k signing sheet and emails it to multiple employees. Each employee opens the file and
fills in the form, clicking a button that may say “Sign.” The web signing server responds by
presenting a web interface that authenticates and presents the document for signature for each
employee and collects the signature and any data provided.

[0025] In another example, a business creates a signable document for a sales order
form and creates the companion signing template, which requests that after the original signer
has signed the document must be countersigned internally by two other people before being

completed. To execute a sales transaction, the sales representative opens the document, enters
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alternative enbodi ments as nmay be desired or dictated by application

requi renments. [0024] In one exanple, a business creates a signable docunent
for the cwoparmyis43dk signing sheet and ermails it to nul PCPIUS2@0pBUyEesS.
Each enpl oyee opens the file and fills in the form clicking a button that
may say "Sign." The web signing server responds by presenting a web
interface that authenticates and presents the docunent for signature for
each enpl oyee and collects the signature and any data provided. [0025] In
anot her eéxénpdag reQuilmnisfonelmSabar ead esida tiei fjlnabltle dgeudendigfaaire. hsaligasr or der
formand creates the corrpanl on signing tenplate, which requests that after
the ori gineasly slightethc Hpiens byger Tlivewal Gigninat scrigs trespends dinprstostipg @gweb

i nternall. eople h fo e bein te To. execut sal es
tF ansact iR e KT g&fl@ﬁw?tgsp%@spéwf@ SogSu BRaBuBUE et TrEAREF. Ba% e qut a
required , i r e. The
si gner né%%ﬁmﬁng%E%§€ é?ﬁﬁ Hk?f%ﬁbag%hpﬂkhﬁg?éﬂﬁﬁgmégH3§?g$§%%%nds by
presentim@ﬁﬁgmﬁmompkaﬂface t hat aut henticates and provi des the docunent for
signature to the first signer. Once the first signer has signed, the
docunent is ridl¥2ed Adusinesserdaes atsigmaklec gnemsenf et sivghaker @s. thetorentiit i s
conpleted [ 0026] A busi ness creates a signable docunent that is unl ocked
(i.e. thé @tgﬁ%béfatfoq §e emwglééav%l}tmg@greﬁlﬁéntc%famn%ﬁgmlaﬁ Wigh a@?%ﬁ%t and

a signin wWith in uct ons, about the SI n ess
o nousos AR TR SLfu bl NG RT B ot 080l B0 S RL EE B0 S Dot

the Conp%ﬁﬁ(ed%ﬁbcﬁl?%@ohﬁgﬁy éﬁvc%ﬁéﬂltaﬁt' SIRSARRAR HR L it iSRRI bE ﬁle%af- he
final copy. QOice the final copy is reached, either party may click the

"Submit feopy. Bingadieinal Cdplyl'ii(re@dfhebUélﬂl@lnpaﬁmydndeWﬂﬁ ‘“Submitfor Sighanet” hmnages
t he signing process. ! 27] A conpany has an "Account Setup Forni that
currentl )PrgmeQeét@ rengkgd crvpr martagesribie figning pgecstranual |y, and faxing the

o1 Back Lo L PPN LEY 2CCouL SELUR, (LGt e, SYSLSLE and, gt hods
document | pi&s iRt oSl nb AP LAY BxhBhe AGHAES O RE AR Y REQGESS TOr
setup. Using the systems and methods described herein, the sender company creates the form
as a signable document linked to a signing template that defines the signing process for
opening an account. When the user clicks on a hyperlink on a webpage that says “Open
Account,” the form is displayed in the browser window, and the user fills out the form using
all form fields defined in the signable document (for example a PDF form). When the user
clicks “Sign” the web signing server executes the signing process for the document.
[0028] Embodiments of the invention include methods and systems for providing a
report describing the status of an electronic envelope including one or more electronic
documents distributed for electronic signature. Elements of the system 100 may include one
or more computer-readable media having stored thereon instructions that, when executed by
one or more elements of system 100, enable such elements to implement the described
embodiments. For purposes of the present discussion, an envelope may be considered to be a
grouping of pre-tagged documents and/or standalone documents, along with associated
templates, if any. As such, the electronic envelope may further include an electronic signing

template defining one or more tasks that must be performed by an executor of the one or
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openi ng an account. \Wen the user clicks on a hyperlink on a webpage that
says "Open Account," the formis displayed in the browser w ndow, and the
user fil lwoaoto/tsiesof orm using all formfields defined i RCThES261008276$ €
docunent (for exanple a PDF form. When the user clicks "Sign" the web
signing server executes the signing process for the docunent. [0028]

Enbodi nents of the invention include nethods and systens for providing a
report describing the status of an el ectronic envel ope including one or

nor e el ectaronicctrahiicduremtss di stnipléetledldcapniels@oitneniAs dstgpat hirén akdverent s of
t he system 100 may include one or nore conputer-readabl e nedi a havi ng
stored t Hexr@ser mese dlerdronis lecurprats, mwmﬁu@ﬁ@dwéacwnb%cmonwbﬂ@w teent s of

For - pur poteEOR AU REEL R TR s TR Dhe o B TR e BTRTELEG o be

a groupiqﬂmggepre t agged docunents and/or standal one docunents, along with
associ ate enpl ates, if any. As such, the electronic envel ope may further

include an el ﬁIOQ9pnIrﬁarSbl@Bd)d]ﬁeﬂt,emk@rt@sﬁlﬁﬁltdSl|rﬁt@11t@ﬁﬂle(lsﬁqtlﬁ§0dﬁieeléc&ﬁ)hﬁ:alﬂyhat must
be perfornmed by an executor of the one ornore el ectronic docunents to

conpl et e sighebleldectmanmi distsibgadtinragsociagord msth us particier sicnurabiege, dottrecnone or
nore el ectroni c docunents may be subject to a docunent-execution workfl ow
that i ncldiigéuted by %uP%H“F‘%lV Q?anéméﬁ’f ?dIWﬂaBW%VG|%WH@bIQ]héOb?i‘én‘@}e Hor e

t asks associ at.e [0029

nbodi
desi ring apeksy 1nt:g{mat10{1h ss%ct1 ?C{pr%f S%(i ff‘coglllt? C\quln rr?ay 8b”§191{ in n%/ntetllée

us y sPg

di stri but,g@lididiafs %P@b@élgﬁﬁg Wb 164 BRYIriefebdr @ic ﬂg&%@Eer&@e 906. ng&gﬁﬁﬁt S
distributed by a particular conpany or individual) may use conputer 101,

for exanmheyset Mmapacessa ivobsite meidintsinedSs achatidthitatdn asdi plovaie cathotiticadi ch nmay
be maintained by the adm nistrator of web signing server 104 and/ or
eIectronﬂ@mgﬁ@maﬁU%éﬂ%éﬁVﬁ@@nm@@COFGmU@WéﬁBm@r the user may access a

vebeiLe ol FARE LUl S0 pLersLer s provde aw hengaLion

accessi n%dﬁlﬂl?stﬁ%? %Wproxﬁﬁ'éjtoa&ie cBJnB{?tEJ %leg vJeragl: %’Ero%ldntlghg graphical user
interface allowing the user to customize document-monitoring reports. As illustrated in
FIGURE 3, the page 300 includes a field 310 allowing the user to select from among a
number of workflow events (e.g., envelope delivered, envelope signed, efc.) pertaining to all,
or a user-selectable set, of the envelopes/documents distributed in association with the
account. As such, if, for example, the user selected only the “Envelope Sent” and “Envelope
Signed” identifiers in field 310, the user would receive progress reports only upon the
occasion of an envelope having been sent and upon the occasion of the envelope having been
digitally signed.

[0031] As further illustrated in FIGURE 3, the page 300 includes a field 320
allowing the user to select from among a number of workflow events (e.g., recipient
delivered, recipient signed, efc.) pertaining to all, or a user-selectable set, of the recipients to
whom envelopes/documents have been distributed in association with the account. As such,
if, for example, the user selected only the “Recipient Sent” and “Recipient Signed” identifiers

in field 320, the user would receive progress reports only upon the occasion of an envelope



adm ni strator may provide to the conputer 101 a webpage 300 providing a
graphi cal user interface allowing the user to custom ze docunent-nonitoring
reports. we2niodssdnated in FI GURE 3, the page 300 i ncl u#es/is261008d6810
allowing the user to select fromanong a nunber of workflow events (e.g.,
envel ope delivered, envel ope signed, etc.) pertaining to all, or a

user-sel ectabl e set, of the envel opes/docunents distributed in association
with the account. As such, if, for exanple, the user selected only the
"Envel opéhaGegbienasedt toEnpetiape &iginadr sedefintecipicets sind npén e dbebdn dfhile user
woul d receive progress reports only upon the occasion of an envel ope having
been senthyghepeisping berd digiely pigreddty angrticalay echprat o101 ofgedies di gi tal | y

signed. [0031 further i.llustrat i RE 3, e. page 3Q0 i udes a
field 320 all 1%%%]9 Eﬁéj‘}‘ﬁ%eérlh?s atfgllggtﬂ%a nlPes @Q%Qﬂe&fa%m%dow
events (%ﬂgwi’n?rﬂ‘?ec sat %%FQPMM%%& ahﬁ&b&'q‘?@ﬁdiﬁhﬁl‘s@%socﬂt&d Wit Hela@edih9 tO
all, or a user-selectable set, of 'the recipients to whom

envel opesyioeERIN S uRAVEVBIBBR/ ddtshdritd W sedich, byasS@eih @ idanfisd ol phieulaccount .

As such, if, for exanple, the user selected only the "Recipient Sent" and

"Reci pi endi8igthen" fidldéM,ithd eyes wionldfreadg BeOesstrhrigsaly vwoulthe pa@sgo ef

progress reports only ugon t he occasion of an envelopehaving been sent to a

parti cul &eliteesigstednin figldss 10, 320 oseyrpne Mitd Tagrdd (i JacunpatsodiptERteth bpfthg he

envel ope havi be digitally signed by a particular recipient or set of
et a3

reci pi ent’ AS further illustrated in FIGURE 3, the page 300

!nc!udes a fiﬁkﬁ3ﬁ3ﬁs@%ﬂﬁﬁhﬁﬂu&&fﬁ#ﬁﬁﬁﬂh@3§ﬁk%ﬁ§e§@PHkRﬂBﬁQﬁ@MQHﬂ@QT of
i ndi vi dual s associated with the account who have distri buted

envel opesllowiagn@atuser WSseddt ilonDyms®d @Ciunitgr iofl @iddefereinsd @bstipatidnis,c ot &y
individuals in field 330, the user would receive progress reports only upon
t he occaslcognagfa doyeet destytion ttewhich spius rapertgmay bapuplighed r pinhg with regard to

doCUTEnt S 1R S g 5SS 50 Lk L OS2 P8k v e

user to &Gk ELIBAFIRAG Ao MYTRE! hOhroBfSASF UG En BRI R oA Rent 8 1O
it passes through the workflow. For example, using techniques described elsewhere herein,
clements of the system 100 are operable to determine when a tab or other activatable control
within a document has been activated (e.g., a document has been electronically signed and/or
initialed). Upon determining that a selected event has occurred with respect to an electronic
document, the web signing server 104 prepares and publishes a report of the event to the
destination designated by the user in field 340 of page 300. FIGURE 4 illustrates a webpage
400 associated with the designated report destination listing the envelopes for which selected
events have occurred, and providing several types of exemplar information including the
status of the envelope, the name of the person who has signed or will be signing the
associated document(s), dates of sending and execution of the document(s), and the time
elapsed between sending and execution, or delivery and execution) of the document(s). The
user can select a link from “EnvelopelD” field 410 to view a more detailed status report
pertaining to an associated envelope/document, as illustrated in FIGURE 5. In the case of an

electronic envelope containing more than one document, such status reports are operable to



designate a desired destination, to which status reports may be published
or sent. [0034] After the user has nmade and saved his sel ections using page
300, the wokorygmniang server 104 functions to nonitor theCcprsgeiess3s’es each

el ectroni ¢ envel ope/ docunent as it passes through the workflow For

exanpl e, using techni ques described el sewhere herein, elenents of the
system 100 are operable to determ ne when a tab or other activatable
control within a docunent has been activated (e.g., a docunent has been

el ect r oniiefatnh yhesisgnefdhastathoof ¢anh iridiliéd) dodupent @et,ahaviont docunteat haa bsal ect ed
event has occurred wth respect to an el ectronic docunent, the web signing
server 101nptapie g oisahgumk isshasidantifispiigntof dic sighed dowmento t he destlnatlon

Cenpana! 300 2Ll U3EL <ebr EnE BadoDReP 35S i3t fomott Faeresr TILHES fhe
ervel onesy ISl BELCGHSH:YETS AR, S6F U IRCoARIR MO ARG, S o

types of "exenplar information in e status nvel ope, the
nane of tddeurRak SRstMiO(eRasigatdNadgld, MtlotheREsSHGAIAY eich 820156 &&h albBEl
docunent (s), dates of sending and execution of the docunment(s), and the

ti me el apsdabktlowiEnatgand?hef thediles esignedhy th@rsigd@tb vahyabhadifiddecut i on) of

t he docunent(g% The user can select a link from"Envel opel D' fleld 410 to
view a nmore d81030) eWhile dhq Brefegisd cmbpdimeny o 'ﬁ@ l@V@ntaqv lé{‘@stlﬁéli' alluéwate and

e e SR kAU Sk R T
oper abl e ¢t & NfOHN ﬁlt‘z‘é?mHi% eAc&frd&lQ? ﬁf‘eastcHﬁe of tﬁ@%eﬁt%‘ N &Halhmi@éHCHﬁQﬁE (e.g.

t hat one document has been si gned |'e the other has not, and
|dent|f|kak@Meoﬁ‘mhqﬂakgaBQHMO@umﬁmnjnt@Qﬂ@Sﬁwﬂhﬁlmepmmﬁm&hQWm@ muFIGURE 5
is in the formof a webpage 500 and provides, anong other information,
descri pt ilbrgatsd o thé cxemwlaraihowd belowl ds present in the docunment, the status
(e.g., signed, unsigned, not otherw se executed, etc.) 520 of each tabbed
field, and identifications 530 of the val ues assigned by the signer to each
tabbed field. [0036] Wile the preferred enbodi nrent of the invention has
been illustrated and descri bed, as noted above, many changes can be made

wi t hout departing fromthe spirit and
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scope of the invention. Accordingly, the scope of the invention is not
limted by the disclosure of the preferred enbodi nent, but to the invention
as descriweadosbisvaoand illustrated in the exenpl ars shoraThskawoIdres

enbodi nents of the invention in which an exclusive property or privilege is
clainmed are defined as follows: 1. A nethod for providing a report
describing the status of an el ectronic envel ope including a first

el ectroni c docunment to be distributed for electronic signature and an

el ectroni ¢ si Gh¢ rgbddinphtatod titefrvaitivg ia wléth ef catludieaptopaneot pdklephat nust
be performed by an executor of the first electronic docunent to conplete

t he el ectlpigyfl eregiefirrgtagf@dlovshe first el ectronic docunment being subject to a
docunent - executi on workfl ow conprising a plurality of events including the

at !eaSt ong t Sﬁeth%@%oq”?ob%gnﬁca? ?é}f)ro{’tsdeg&fb%r{gﬁ%gls%ﬁlt ngoffa{nloépe& WIS e
entity an el'ectronic selectiorr of "an 1dentifrer of at east one event of

the plurahdidding AOMst SlebRhiOVUBEunRnNeS WRr KisthiPReP THIERSENR! sibhfuk! 4t an
el ectroni ¢ docunent through the workflow, determi ning that the at |east one

event haslecogani¢ Kigolinitdniplate dpfadig 4 ecttdfiat fehst Dhe edsle ctar enktcbedaefiomadit by and i n
response to determning that the at |east one event has occurred wth
respect tesequipe dfj the tfirgt] deatiopisi docamentnentommiie ithe elagfranire sigasiieotlienfisent i ty

that the at | east one event has occurred with respect to the first.
Ll aet + oniclCtia R Ton 5o g Ryl A G fop e Heeon W HaT SompHYE 1 PREIo cument

| nci udes 0. SI9RAARH ACLI AT AR GICADHLAo ARGRLer i ni ng that the event

has.occurr conprises receiving an in capl n that the cpntrol has been
activated. 3. TFheiviltheda aonRbigBndity M@dcabiic bhetish @€h RBAtHILOY &l IoRE

i ncl udes a second electronic
one event of the plurality;
monitoring over a network the progress of the first electronic document through the
workflow;
determining that the at least one event has occurred with respect to the first
clectronic document; and
in response to determining that the at least one event has occurred with respect to

the first electronic document, notifying the monitoring entity that the at least one

event has occurred with respect to the first electronic document.

2. The method of claim 1, wherein:
the first document includes an embedded activatable control; and
determining that the event has occurred comprises receiving an indication that the

control has been activated.

3. The method of claim 1, wherein the electronic envelope includes a second electronic
document to be distributed for electronic signature, and further comprising;:
monitoring the progress of the second electronic document through the workflow;
determining that the at least one event has occurred with respect to the second

clectronic document; and
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docunent to be distributed for electronic signature, and further
conprising: nonitoring the progress of the second el ectronic docunent

t hrough twe 2evisid3ow; determ ning that the at | east onePevamstolaso’egcurred
with respect to the second el ectroni c docunent; andin response to
determning that the at | east one event has occurred with respect to the
second el ectroni c docunent, notifying the nonitoring entity that the at

| east one event has occurred with respect to the second el ectronic
docunent. 4. Theraspinkod ddftermirangrthidt the ut teherone ongt had ugugeheitiatrdspgt &

graphi cal user interface (GQUJ) to a display device associated with the
moni tori ng enti tythe gdserdeslections dogepnt.fiodfyirgethe sronteringsengyohstdeciatdsast he
nonitoring entity via the GU . 5.. The thod of .claim1l, wherein the at

| east one event d%ﬁﬁ??%g?(Egﬁﬁpé?ﬂﬂﬁqﬁag?ﬁﬁS@¥@ﬂ?*§ﬁ?§”§FﬁW3Fure of the
first electronic docunent. 6. The nethod of claim11, further conprising
receiving fgomr,he,dimai (!;focfléiﬁlgl,eﬂﬂhhéryCoﬁlfpﬁﬁihg%ﬁh&ﬁin%fa 8rabhitAtyselemtdrfaal i on of
a plurality of destinations to be notified that the at | east one event has
occurred (GUDhto esiigptdy daideh@sddidtat with ethé moomiitoriekp entirgnivheréin the Syattiding
conprising: a source client executable on a first conputing device, the
sour ce clstlegitondopipyigest Bithe mogisarmegniety aie the 68Hr oni ¢ envel ope incl udi ng a
first electronic docunent to be distributed over a network for electronic

signature and electronic signing tenplate defining.a set .of at.]east one
Caok that nust e Tsp T Hefe By YRR AsCTTR G o Byl Sbe it Soc ument

to conpl @fRubifiesieh-BGt bOML Girst LIGARMIY ®curhdt. first el ectroni c docunment being
subj ect to a docunent-execution workflow conprising a plurality of events

including the at | east one task; and an el ectronic device coupled to the
first conpud.i nghdencitlod ab\eeuimtlhéurthet gwmpkisinghrecedligr fromrhe moenerog ecvotyfd gur ed
to:

selection of a first destination of a plurality of destinations to be notified that the at least one

event has occurred with respect to the first electronic document.

7. A system, comprising:

a source client executable on a first computing device, the source client configured
to generate an electronic envelope including a first electronic document to be
distributed over a network for electronic signature and an electronic signing
template defining a set of at least one task that must be performed by an
executor of the first electronic document to complete the electronic signature,
the first electronic document being subject to a document-execution workflow
comprising a plurality of events including the at least one task; and

an electronic device coupled to the first computing device over the network, the
electronic device configured to:

receive from the first computing device an electronic selection of an
identifier of at least one event of the plurality,
monitor over the network the progress of the first electronic document

through the workflow,
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receive fromthe first conputing device an el ectronic selection of an
identifier of at |east one event of the plurality, nonitor over the network
t he progrwexowfiisiése first el ectronic docunent through tRE€T/US2010/039768

wor kf | ow, determ ne that the at |east one event has occurred with respect to
the first electronic docunent, and in response to determ ning that the at

| east one event has occurred with respect to the first el ectronic docunent,
notify the first conmputing device that the at | east one event has occurred
W th respect to the fletesiinethecthe anicast doc envanhbas Bcuridevigystpenn ofthectiai m 7,
wherein: the source client is further configured to enbed into the first
docunment an acti vat abl elastpie dpcumgpdaitche el ectroni c device is further
configured to determ ne that the event h occurred in response to

ecei ving an i ndi cat oI9S 4 SRETTES B st PR RO P VARG sy st em
of claim7, wherein the.gLachr P! Clkel AR habIRSiG e RAtRaAL oni C
docunent to be distributed for electronic signature, and the electronic

device is further confidguic€cthat e atRiktoaE ctdAEhRr REIrRSSViES rebeet 1B akOfiEt
el ectroni ¢ docunent through the workflow, determ ne that the at |east one

event has occurred w t ltlacegipedocuont he second el ectroni ¢ docunent; and in
response to determning that the at | east one event has occurred with
respect to éhe econd e ctronbc docunent, notify the first conputing
devi ce that®t hd "atYSfBLSclgRd- BIERE" has occurred with respect to the second

el ectroni ¢ dOC‘&{EE’s‘éurcelQﬁenmg ft%&éﬁére@an%fgul%h &b Mfbed MAES Gh R CaRLAEH" QNI C

device is further configure
activatable control; and

the electronic device is further configured to determine that the event has occurred

in response to receiving an indication that the control has been activated.

9. The system of claim 7, wherein the electronic envelope includes a second electronic
document to be distributed for electronic signature, and the electronic device is further
configured to:

monitor the progress of the second electronic document through the workflow;

determine that the at least one event has occurred with respect to the second
clectronic document; and

in response to determining that the at least one event has occurred with respect to
the second electronic document, notify the first computing device that the at

least one event has occurred with respect to the second electronic document.

10. The system of claim 7, wherein the electronic device is further configured to
generate a graphical user interface (GUI) to a display device associated with the first
computing device, wherein the identifier selection is provided by a user of the first computing

device via the GUL

11. The system of claim 7, wherein the at least one event comprises completion of the

electronic signature of the first electronic document.
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generate a graphical user interface (GU) to a display device associ ated
with the first conputing device, wherein the identifier selectionis

provi ded W9 2a1uses300f the first conputing device via theCBUS201020397¢he
systemof claim7, wherein the at | east one event conprises conpletion of
the electronic signature of the first el ectronic docunent.12. The system of
claim?7, wherein the electronic device is further configured to receive
fromthe first conputing device a selection of a first destination of a
plurality of2.d&at sysaii ofitdaiimd, bdemidtthd ¢ledrohfealkevitdhs fathek eadigueie eveénd has
occurred with respect to the first electronic docunent. 13. A conputer

r eadabl e freaHihg frst sempinggleyias & palectipp aSa fifphdestipgion of g @huitley obyestpptiensect r oni c

aport | ade o iyt 1Rk B AITC o s e o PR M IR 4O M PEEFREHA% T

el ectronig.fdogyment to be distributed for electronic signature and an

el ectronic signing tenplate defining a set of at | east one task that nust
be perforned by an executor of the first electronic docunment to conplete

t he el ect r orf. ¢ Ascgngaiterr @adableemtdinsit ineludiag rinsiuctiche cbiate wheb ekargte§ Iy] &act to a
docunent - executi on workflow conprising a plurality of events including the
at | east claonigglRyice enableethe clastrphis glewige tp exsefpim ritgps rfomPeoviddY & 0ebaih entity
an electronhg se| ectj on ofegn identiiien f..at Ieaéi one ﬁvent of the

plural i t YESCRBIBBT PAYS 66 8P CHORUEETIE PRI BIDT SHeC P IPTEtenki%RE roni c
QoC e iAo A8 ORI lon Mfe AT HELPL RNl hiic A ihiEAE LIPS BXEN DS

OCCUI’I’.ed.V\At respect to rst electro ; In response to
det er m nigRg tdsk @fat NG RipetBREU BN RVEN: RaR MSCICHBEic WhéuhdheeRRElIdko t he

first electronic docunent, notifying the nonitoring entity that the at
| east onehe electronic signature, the first electronic document being subject to a document-execution
workflow comprising a plurality of events including the at least one task, the steps
comprising:
receiving from a monitoring entity an electronic selection of an identifier of at least
one event of the plurality;
monitoring over a network the progress of the first electronic document through the
workflow;
determining that the at least one event has occurred with respect to the first
clectronic document; and
in response to determining that the at least one event has occurred with respect to

the first electronic document, notifying the monitoring entity that the at least one

event has occurred with respect to the first electronic document.

14. The medium of claim 13, wherein:
the first document includes an embedded activatable control; and
determining that the event has occurred comprises receiving an indication that the

control has been activated.
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event has occurred with respect to the first electronic docunent. 14. The
medi um of claim 13, wherein: the first docunent includes an enbedded

acti vat abwe 2omtsieb; and determ ning that the event hasPOTASROIOM3ITENPr i Ses
receiving an indication that the control has been activated.15. The nmedi um
of claim 13, wherein the electronic envel ope includes a second el ectronic
docunent to be distributed for electronic signature, and further
conprising: nonitoring the progress of the second el ectronic docunent

t hr ough theHMoﬂhéhmmmndeﬁeﬂmhnﬂmgwhham‘mheﬂamohbaSWebp@imm£M$ahasomtcurred
with respect to the second el ectronic document; and in response to

det er mi nickgtretadocupmentdp b digisibuigsh forslpeteninsenaguend Suthgl cmFiesgect to t he
second el ectroni c. docu notJ fyin e nonitoring, enti t he at
eaot one. oven BT PR i e El el iR bR bt

docunent. 16. r QP g a

gr aphi cal user E?ﬁngrﬁ@gqmt% %?éaé(;{‘ %n%dﬁvfselg %35 ég\%l ce glzsr%gf(g?ggﬁﬁétcﬁ&t he
nonitoring entityﬂambﬁbamnmhh@ah@entlfler selection is provided by the
nonitoring entity via the GU. 17. The nmedium of claim 13, wherein the at

| east one eventin coppsé Sedetammphethaothe of lcefteneleat handccusidgnah wspecoto t he
first el ectronic docunent. 18. The medium of claim13, further conprising
recei vi ng from t HBe FRSARY @?qt%w@ﬁﬁww d10§é111é’c‘thP sroniering nfipysthatdbesstilest i on of

o Blural Ly, of SeaLLIalLaNea bR RS Rhbli s Reha e dgibmone event has

16. The medium of claim 13, further comprising generating a graphical user interface
(GUI) to a display device associated with the monitoring entity, wherein the identifier

selection is provided by the monitoring entity via the GUI.

17. The medium of claim 13, wherein the at least one event comprises completion of the

electronic signature of the first electronic document.

18. The medium of claim 13, further comprising receiving from the monitoring entity a
selection of a first destination of a plurality of destinations to be notified that the at least one

event has occurred with respect to the first electronic document.
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