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. *166166* SYSTEM AND METHOD FOR CENTRALI ZED SOFTWARE
MANAGEMENT | N VI RTUAL NMACHI NES | ME OF THE
I NVENTION Field of the Invent| mmﬁmﬂm@ﬁwm t
invention relates in general to the,fjeld of
i nformati on handling system virtual nachlnes and

SYSTEMPAND MEBHOD F@lac@wtmazﬁﬂ@bh?@mm MANAGEMENT IN
centralized softwarey ﬂ@T@ Hggﬁsrtua machi nes.
ate

10 Description of the the val ue and use
of information continues to |ncrease, i ndi vi dual s and
busi nesses seek additional ways to process and store
infornmation. One option available to users is
i 0f NQ ) eps. An information handling
Bééﬂgﬁéé gere =y - ‘N' conpi l es, stores, and/or
conmuni cat es |nfornat|on or data for business,
FieREbBhedmwvestioPt her 15 pur poses thereby all ow ng users
to take advantage of the value of the information.

Because technol ogy and information handling needs and
r eqlile BrPEERt dnVeatgn idatoiargedital b e fieldsdiinformation handling system

S T T e

nmnnkﬁﬁmahi@nuMSnﬂmnﬁbed, how much information is
processed, stored, or comrunicated, and how quickly

and efficient|y the infornmation may be processed,
LL%&QﬂQ&ﬂ—iib—iﬂiﬂﬂﬁkﬂﬁh|cated The variations in

i nformati on handling systens allow for information

hangk iy ahesdrMie bP it mIRIdE BhtiAles ?@Hlfcfegyé' %1@1‘3[1&@ and businesses

specific user or specific use such nan
seek pddigianalivays o proeessiang stoa¢ imfometioes é)nea)iptlom gyailable to users is

dat St ora conmmuni cat i ons.
mfcﬁﬁ%ﬁog ﬁl%ﬂ?(ﬁmlgfsgs em q forranF %b 8@&1{1% ﬁ%st%)gepedelil% Bré)c%sses
convgitesgdtyresfandioa E:dmammoaﬂ:d isfofrh¥@drEorCRIPBRBiMiSesk N sofBY or other
be conflgured to process, store, and 25 conmuni cate

purpes thse YHloNrRE wesys Toriakdriyaniaes of thﬁryﬁ@e@éﬂm}n&rmanon Because
tec%&%d 19 ?ﬁal%rpﬁﬁglﬂ ﬁ¥ i re n{éﬁ{ %F)kﬂ)c{]ﬁ'een different users

systéens. rmati on I'ng sy ypl‘ta
or gppbcaEBwS, lnfommaadm bandhing hvsmes ofay 30 & aryaeRhrderad widtSnformation is
ystem t at coordi nat es

' t
nang {3 b0 4 oo maR i e ke BN GHEB M AR PEAC ey seored,or
conhRicaed, 28 hoangliéklg asy SERIB S i‘ﬁwrﬁﬁ{lbl’{ fhaly ¥Rl RodeSded, stored,

or communicated. The variations in information handling systems allow for information

handling systems to be general or configured for a specific user or specific use such as
financial transaction processing, airline reservations, enterprise data storage, or global
communications. In addition, information handling systems may include a variety of
hardware and software components that may be configured to process, store, and
communicate information and may include one or more computer systems, data storage

systems, and networking systems.

Information handling systems typically process information with one or more
applications running on an operating system that coordinates operation of hardware

components. Although discrete information handling systems are effective tools for
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. *000002 * managi ng i nformati on associated with .
specific locations or activities, often the processing
capabilities of an information handling systemare

maHRERE WirbihARM AWciRH WRRS écY focgﬁ"ons%? Li@AGes, HAL thg processing
|nstance an i nformtion em assocl a

capgbilhiea Oﬁam inifeunagion lhasdlhgssstefnme hndmmﬂz;edstuamg inadki€e time

f t ended er| ds so th i's avai ] abl e when
peri £t TR HOTB R kenglng s ewec»awgwem particular business
furRfiOF ARG s GABRONSrRled DLGEUsAD thA1§t B9 Whé{]ﬁjeeded Rurlng the
storage components, cohsume power and depreciate W
idlg P?ﬁqdédtha@hmcal Rragessing canhpprisuts] nebsis theauscesmd stoavee

accept ed t cost of .idle
Corggc ange ot éve%‘hfc WrETRe W‘%‘fl”ﬂ‘é?ﬂp?f@ g lé‘ﬁ?‘i’ratpe business.
Buinﬂés@ésl’llﬁdviecg@nélﬁﬂﬁ hédepted Yisd @¥BoLMId ;berx‘%d@mje{cﬁ%j%é foPthe convenience
nportant operations. A recent shift towards t1he use
of b e eI isb infprraiah haadlingrsyMamsai lowead beslyrfes seprtapt operations.
10 have the conveni ence of discrete |nfornat|on .
hand| ﬂe@é}lt Siigt tg%d\é"tﬁgl@slét f tr&%u )éRf?rrl]ueﬁlzanon }ﬁl %Qvl?g Ibﬂgnesses to
and operating separ S|ca
hawei th¢ oalvienghtoof dimrae ﬂtheﬁnatﬁmf liandlige appme@ith@shd &xPehse of
hardmare i nformati on handling systens by placing the

magiipiRg Aad ORFAIing saPRRHS PlYs1oal fysidiy. Fsemictriualization decouples
sofBR4pt Qbﬁlﬁraﬁonffréfmrhﬁf@var &Jn{lf? oh$afld s{y i by J)é%mrg]g fhe software

abstraction of the hardware ayer t provi
apRi)lfcalll(m@ if l‘jmn:tunabma¢h1mw wﬁtamq&yﬁlvdmhal hachHinariea sofewvamati&iraction of

havj t | i cations i e

ol BRSEBb8 B  f HBR S R e e

ha Gy R4t steMislahd %bpl[@ﬁ@hsnl%stﬁﬁéﬂ Rﬁb’ ﬁ’l{ecz?f)}ll%lcg?mtfmlah handling
of as two files, sof tware i mage a generic -

SYSIER}- dMPEV%WPfﬂg‘GF'a%l ingghinie|can \mhmwlhﬁy tb@ug.bagéds wyp files, a

so%?&é% I taﬁ%ﬁxﬁﬁ' ggrrgl SC %ﬁ% N#’ ﬁlfhw{uc i\&?{fgtrasgﬁa 9n Extensible

ManiapHhi angpagey@MB).| The efevareindge ralsreeen{s/ﬂhéolguﬂl disti &&ve for that
The virtual .di sc pi.cal Iy contalns 20 erating
viruplopaghing itypically| rsé‘frresi\&pilﬁ Eatirtel 439 ed hayarugb disc Daxl%ally contains

Opratifs InsBllMfi&Hh filels rAﬁ@icaﬂ@ﬁ; Rld&sid @EFP?@&%@? lilﬂra?v%rtual machines

net wor ked server ehvironnent typica erred
are gtop¢d et watkad semerenvironmehtaty pmalihe sifered toias tauddtual data center so
he server

vai l.abl e fqr operation on
el BEGPE btogl WRhBEir o B et RBh et ocnesen as needed.
Virtual 5Rekihéd fre NBEBIINER0 bﬁ&(fﬁh@@&r@@uﬁﬁﬁ&es&%ﬁ% r&ourdd®nay be
be. provisioned and resized dynam cally t

proyisinee and psized dynasmigalhew applicatisng es veguied aratb wiqeoatsaom)hcauons
t r ces as_deman
P Ru T BAEOLE RSN BB AR B8 SRS, Pl macin
hardwmfelcguﬁgﬂiraﬁdm filek @gcludedizifieasd &irfeht-BnispddtaNio pPshic Rbvement
det 0 support novenent

of virtua mac nes across hardware and vice versa.

Typically, a virtual data center manages virtual machines with data-center-wide data
models, such as Microsoft System Definition Model (SDM) and EDS Data Center Markup-
that allow configuration sharing across software lifecycles, management systems and

virtualization systems by using static and non-distributed data. However, within a virtual

data center, software remains tightly coupled to management and control systems, which in
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of virtual machi nes across hardware and vice versa.
. Typically, a virtual data center nmanages virtua
machi nes with data-center-wi de data nodels, such as
M crosoft S stem Definition Mddel (SDM and EDS Dat a
turadighly cRmup Rwan@snxeﬁra%ys@mwﬂa; Brdpgisrandivserss mramhﬁgwords the
fleRfbil ﬂz%f %H{Ja‘l’\ﬁ{aghlhésf B UT Eﬁ Saril® i‘gg}%?%gtls Isegf?lc?erasoyatﬂe management of
virtaoalization systens by using sta
tharartueli redchinmgtaed tidatiaual Haweaeater, suich Bg maﬂageln{ehuaf updgdsa

center, software, renawﬁf ?htl y coupl ed to managenent
PeLANANSH IPEAUIOBSSHTIOREIES fif RIAVifGges.- A5 pPAMRIgHD Rylatoteples s

en%ﬂ&ﬁ%ﬁ@@ﬁlﬁﬁg‘gemehf‘ls ?srtHB\?tE@ w?tﬂ(é:a ﬁﬁ%cal%lg s?gtaﬁ having to be

words, the flexibility of virtual
managébudividsdyr Jbis makes eeﬁwamtmmagmem@pmnagemhtas qmﬁtch

the virtual nachi nes and.the virtual data center,. such
A SRR PR BEINE. B OFST (b 85101 49E S0 ekion. paich

madap@hértiaB8 seeityPlipditds CARE sy Aeman a A¥@Rh&r muBt B ¥r&ded and
Cent er 5 environnent, sof t war e managenent 1S

Sy patbhﬁsedstaﬁqdrpne@dndlafpblal basiid. eA typstad dath @vntaghdsathbesands of
Thi s ,makes softwar,e. mana

d dual |
B s T,

tin€) RSUNinggn alhBrefyp@BEous @ntigorsRért WatEsontSdyalehAtup@Ride @ BAE gbme using
managenent and security updates, each systemin a dat

ol wsrpigps. miraeking sYRR #pgi@derie cnswe that el spaermhars upgraded presents a
| dat
sulgsg%{tiglri %%gg%] 2%\05}21%1 hé{' ?81?%1 }%ﬁg’%t fevera}/ﬁm%gg yg% zi%hpg{ches are

relemduSoﬁWaﬂh&xthln adaqudtisatcontepalasd fenddihs tydHikyUhipled to users and
tinme, resulting in a

ines at the

us‘l‘?@f r6gerfEotts éﬁgy Hgitmgthe s Af sfiware yathsafiwarsgapatieations
maAHEd38 WEerd/ i %HsurQJIthé{%Bﬁ{vngsandﬁaMrQ gcg@fg‘st s 'Hs%’rp%eé‘ﬁ"%s
~ to ensure that all” systens are upgraded presents a
prefedsnecsnsuchlas besgrist, isvddtiopy eiblization had billingsftaegebaepeat ed

several tines a year as patches are released.
Slﬁqéi g%Wf;EEEN@ENﬂ(Wl data center also remains

and 15 user-1like services,
such as by limting the use of software with sof t war e

ap p/Therefore nmeedratschien f@ ausstet dnarmehsdivhitg dsbabirtual machines to
qé?ﬁware angohardmargéadheres to user-specific

i IroR Hsprs 28d ser¥igest y, i sol ation, utilization
and bi I i ng/ chargeback. SUMVMARY OF THE | NVENTI ON

Therghipiher fedde@filid B a @%ﬁtéﬁ And HetiRdSYHEE R %L‘f? WRfines to
whi ch” uses virtual ines to 20 decouple software

de¢qupln sedievase Gank maragiment and chutrolsystemeed exi sts for a
system and net hod which uses virtual machines to

decoUR] fheS RIHRIsE fof 8 g}s@xq %gg MRbod V\%lcﬁ: (sll?gprh?'les gﬁ&%@s '

management of virtual machine software across a virtual data center.

In accordance with the present invention, a system and method are provided which
substantially reduce the disadvantages and problems associated with previous methods and

systems for managing virtual machines of a virtual data center. Runtime instances of vmual

-machines are generated from management configuration information and user/service

configuration information coupled to the virtual machine. Thus, virtual machines are



10

20

25

A further need exists for a systemand method which
. sinplifies software managenent of virtual nmachine
software across a virtual data center. 25 In
accordance with the present invention, a system and
effEBIRBHIRE o BERVHRSTMIAGH ceRtdPRTaAM nnt Xn&{]@&%? S}‘;SIPE%IS from user
di sadvantages and problems associated with previous
andrsandiks semvetes.syst ens for managi ng virtual machi nes of
a virtual data center. Runtinme instances of virtua
machj ar enerated from managenent configuratio .
ot Sl Bl el B e TR SRR P BT 1 P b re image
and setpdrerdvoart Benfidurdtiidl thifBehioRServENbiirdwitte b stk cadBE B8R by a
are -3 effectively used to decouple virtual data
respuies Myl ipaRaginea fa addHon.gack yistuehmaghingmngbides a sepdrate

=1 ' . speci fical l virtuagl . .
mli St S RATH R i BB Pl e igrvig pepfisuration
havinpgger pastereaessy Ghe ednd yérhent oetticgedsahd0de inlfdHnatibA f@management
seryer hardware resources as assigned by a 5 resource
relgfed MFW&%@?WS@H@FWGWW atplsilikg powssisooling and balancing,
polBEN NI BN, UK @nS 8?%‘% Bn uSRE %gﬁw?&t oGP YT AL OMrce use
havi ng managenent preferences and user/service
mopgnf ¢rgimeanpmitors hatviareg wigeal npackires éng elsedlloep Mamage o8N policy
reference incluge.in ormation for nanagenent
e“é)‘B‘F Y aéﬁusﬁ aﬁ%ctafl%g, VIEHRhMACUBGRACERSH RESE B N ECCRRRBIERS [Of Regver

resB@NBY accbRIMd PAhARFAnARLANE ?g&%reﬁ%y @Jis@nc’ser\r[i;1 aérg%g}&leces ipclude

maxi muns or limts on use software or (
infprmasignder prewity 20d pestiof @virandimehinons tvell as attiei patu@dters, such as

j i i ith a global poli
vach PS5k e PRV ar e Wbl Bapasten

corffigueaivnk Reke OIFANRAELENE sebdot®lined RIQY LERS ALEANHE NGers and
to the nanagenent pref erences. User/service

SYSH fenagfarest fordypeaic 3lleceiqnaioinspeebsing pernperents tameeet desired

xnéﬁgéh&ﬁﬁ&yéﬁw@$g&h$e as well as other paraneters, such
as. backup pref8rence and frequency or security

| evel s. The user/service and managenent 15 .
confi epgr cnbasirmentathe managerabntraad hiserssrsed donfigatadibneslaintain
eric hard serg and sysh§n1nana%enent

infERatiRD 10 MO gFReSaian oy iRl SRasBIAE Pt o OB A ARG ig@ion read only

im&ReFod @ftaneél the MBRAVRIRNEOAHYIrON a6k B0 abplicaliBn BAR and the
enbodi ment, the nmanagenent and user/service

usez/servicg spafigwakonmaaks aysiemiunfque neforroatiano Iastealof having a separate

. ' f. Vi | hi i nst f .
R R R R
mankinegdaeshbrecth fdrgelo peraiy dys@akand dpplicdidnk GRith 8 Bepga¥R€ virtual disc

1e _user/service gonfiguration tracks system
“S‘%:}ghﬁgs fhaf Breripiqusro individualyineal meachings.suelepsusaer data files. An

instance of a particular virtual machine runs from a copy of the common virtual disc
populated with unique information from the unique virtual disc. Information generated by
the instance is written to the unique virtual disc with the common virtual disc maintained as
read-only to protect the integrity of other virtual machines that use the common virtual disc.
Access to alter the common virtual disc is limited, such as limited to a patch manager that
has write permission to install patches or security updates to applications on the common
virtual disc. For example, a patch is installed across plural virtual machines by shutting

down all running instances that use a common virtual disc, applying the patch to the
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virtual disc for each virtual machine, a conmon
. virtual disc is used for plural virtual machines that
share the sane operating system and applications, with
a separate virtual disc wused for files that are
corHitofl WertdD disoCindi reitatiny kid platal VRGA] MEShin&UEdn Ak ﬂﬁﬁfed common
data files. An 25 insfance of a particular virtual
virfugbishigo thahmstapeanran watpyhopateihe common virtual disc
popul ated with unique information fromthe unique

_ o ! fromthe u
Vs AP prhminepllo RARHRA RRRSER! ety ERTioA MG One

examplé vfihn thsartan@ieokiditd) @dvagagerie @tht Oithidl fnacHIA&LRE Lsddn8 decouple
Integrity of other virtual nmachines that use the _
Soflb my fapaggmeg| and conpetestemspfal vispaldaw cepiproRecoupling of
ma¥delttat aﬁjdhé&ltxl alldl § Bflre SUGBIHRodel {Hat I%QICBQ% I%Fﬁa%tegnllm to generic
mahager that 30%has write permssion to Insta
syspaodfasent seoaue ad/harpaateemahazes pplliislatywess, llotvbéndependent
connnq. virtual disc. For exgnple, a patch is . . )
changiieAl AN AZRPEY SIS PAIATE OF BRIIVRESCTYieR dehiisyruBiDg pivirgral machine
and@W0red lthat ARb et Qéﬁe@@%%oﬁibghl&s Such Efg%m&n}{éx{t%l%lmpliance,
di sc, applying the patch to the -4 common virtua
andjhasdwargradheres toambnaggmehespekifiicdimivs, stabads podicies nemakinoum physical
. the updated co n Vvirtual disc sp that instances run
iy PRI B LR s i waeeme L aid santal ol o tonere changes
indBpeHAeAL SHmdraPehéRNMipdafs M hERlin AhIERAARIE SO ke WX AAh Sement
of an inportant technical advantage is that virtua
SYSHERATA 88ceating tigad sinepldiss maphgemént systemaipdatés, onch as for manager

ontrol systens. .of a, virtual (data )
chdFPACANTEN, B ARt P RS SEREE etk PiBhmachines are
selfrevmaihé@xdrbisqzeBitchart Wate, BRECHRSySRMAGBEMchOoGRHMalE §
systens of users, software_and_ hardware, nanages

compiFte pr SRS bls snapsheniRatisiepridanial dakaspienipobrategories, such
as (IBSRBEEE QBequ?i%f;Fbac f ElWﬂfn%égf p%x@mﬁgaﬁc}é ?ﬁﬁ%@ﬁa&gbilling.

running a virtual nmachine nd ensures t agenent
Verstimergeef files pathincyvirtuhlgsachsnecimalifienvack omgnefimbadagement updates and

conpliance, 10 and.hardware adheres to :
the SES e AP L e PRLetrdi 4fe DR rale-batid acress tg ponfigurations
withixd Vet YRRl VirfuhPhh&hind RGO sHM-E iR d ROELRAE  KRBWare,
managenent and control allows software changes

userRispwRgENnariEemEnEganeYide a gpaiatetssandaeprodndiblg saagshot that

sim B L sl A D P ST eGPt pastor

closinghsuBgerfdifesurid agkbthar gbaclgeisling) Wérsohing RE il QWHIE @ virtual
| acations, priorities and privileges. Virtual machines

maghige gimplidies raglqpaphiendates rad shegenapicdishrgafigreation dig allows role-
basB e RUSI R IBIANGHAinih & M ifenfhe, COMP! €t € and

repr oduci bl e snapshot that sinpli s virtual data

center tool categories, such as diagnostics,
chedkpihienexanipde i inglooantigehrsce péviitagessitmat ainaial machines are
Qargebafk/%illipg. : . :

0 decouple software from users and services of a virtual data center. Decoupling of

used
users and services allows a more flexible model that matches software applications to users,
ensures that software adheres to user-specific preferences, such as security, and ensures that
hardware adheres to user-specific preferences, such as isolation, utilization and
billing/chargeback. Decoupling of software from users and services allows software

changes independent of users, updates to running and stateful software while users are

-5-
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Versioning of files within a virtual machine

. sinmplifies tracking of managenent updates and the

separ at e managenent configuration file all ows
rol e-based access to configurations 20 within a
virtual machine. Virtual machines are self-contained
across generic hardware, users and system nanagenent
to provide a conplete_ and reproduci bl e snapshot that
si npl pgGeesing/ityandsmplafied usenhupdatasdoViewat peyfarmance, fagetions,
I i checkpoi nt, backup, cloning,

?ﬁg%g%%ﬂgéghﬁég?hd char geback/ bil i ng. Versioni ng of
fil es Anbthet exanplée bf arimporaatiectenicil avantdge svith dekhingadhfines is
gfdates and the separate user configuration file

af REVare MEnoeeIiElt arostd Welkak Bl Gt ar guHEPHIGRY. (iRakibrioan
‘i}')ﬂ'lfcﬁﬁ‘é)n f)Bli&pto £YeR4 BRF, c%F?HP{h% a li&ﬁohﬁnw&ﬁ%achines that
techni cal advantage iIs gha virtu machi nes are use
irelufle dlougripdicatodnt bwat érofir tharessieondy amagede indladeshepatah so that

virtual, data center.. Decoupling. of _.users and service
EpAIRE the RO apmlication unsPRie HECBNUY WBgtipoal wirtal
A1aBhih6AthbONSIuHE tHéSHPpHeatioRN THE BSe 6AE réa@idnR8agddH 8tiSsort boot
to user-specific preferences, such as security, an

eheyhtipde vinael machizasaogices avcinell storage aithe virtysd datk icenter since the
ferences u as.isolation, utilization and

Bl F RS RE or R R R Batbe Rt B PBensaseopy of the

apylicagdryaries] aktuaMaachiids Weing theRadoas dopdepaddesmnidn state with

users, updates to running and stateful software while

(RSB tafhe application e i adilition, cloamg of vighal maghings kaving the same

g atiohds Eé@%&QEQEfaQE&{RQQ %fnel sﬂ?ﬁ%tthé)ﬁls%r serPick QBﬁﬁélﬁéﬁon file

an rivileges. ot her "exanpl' e of "an I nportant

assotinied aditletile applicgd omist dopiadrwitimlut regairingespiisg of kistentire

sof f war e ement across a virtual data center.is .

apRfsenen- .aﬁﬁgw& applicgtions age : "Fﬂ%‘t“?do‘ﬁ“‘i‘ guf?ewm 'é‘_&or{rkﬂ‘“o“ to

Be [RRFerIBhYo 16PRY 10 biddfifys AP Rk Cald RRvicedl §yistal mARE N EBor

that include the application boot from'the read-only

hadyeret o i ncl ude the patch so that applying the patch

to the application a single ti effective updat es .

v AR R My BuRmits Bl Ta€'s £EBIor Gl virtal

HaghiusLo O vitth gl dagackn@srliyproniige, thesywwpp esrhphsing: of

mul tiple virtual machines reduces overall storage at

t he vilobakdatzyepciable tn gereqilyakbvifthd mashinesd- onl y copy of

the a ' [ I: i t . .

por maAn s ihes ol Rl 1651 88 AR Kl machine having a

machi nes udardgy atdeonfigacktionlayd & epfwabdamegs tiodoforars ingdge having

with respect to the application. In.adgition, cl oni ng

of virtual 2hiseHione aPHiceoRySYSHE BISRE2U HI% gur ation i s

per { OLABHlialifh fhal SHHCiRThgh sBReathiieelbbA diBeT Servi ce
configuration file

plural processing components operable to run the virtual machines; and

a resource virtualization engine operable to run a virtual machine instance on the
processing components by populating the application read only image with the
application system preparation file to generate a runtime instance of the application.

According to the invention in the second aspect, a method for maintaining

virtual machines of a virtual data center is provided, the method comprising:

storing a read only image of an application at the virtual data center;
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associated with the application is copied w thout

. requiring copying of the entire 15 application. In

addition, applications are self-contained with
sufficient information to be independent of specific
bi ndi ngs to users and services, system nmanagenent or
hardware. According to the invention in the first

aspect, a systemfor maintaining virtual nachines of
a vi r f05ns alwral \igpalanachinep alfhe yitnal d3a cerypen ezph virtual machine

conprisin I r:

virtus machrnse A FdRRiang axBn gkl ol dhlotware
t he gl obal ildagqi;avea;;‘hsy(stem pebamBahfilastavdtedywith the application;
har dwar e con%iguration and a software inmage, the

software i e having at |east one application system

pr epagaﬁdramgf d hatimRNnafRkiof akvirtil HRakin® BY YopilBEEs the read only
store in the global data; 25 plural processing

rgsr{dhe @prél,séﬁl%weth ths system preparatian flle ofthah vireis] maghing
resou I
v r i Codhie ahe RORAAR HH R RS Bl pftlind semprises
by popmhahmm@c¢ﬂﬁguapmh;catlon read only inage with the
appllcathﬁ gkp aration file t generate .a
runt i ASOSWateH 8@ vinga S PEsRRTaHAD § %Sé?@?tﬁ@ with anppplication,
i nvention ke s%xb@nﬁﬁ@ﬁﬂ%&ﬁﬁl%‘Bﬁ)eraﬁle%baﬁlﬂatfe%rread only image of the
mai nt ai ni ng virtual machines of a virtual g
center is pppidatien the tead pehtiodge sinpedisspargte fram dra vigua
read only inmage of an application at the virtual data

me. an . .
center; g%orlng ural virtual machines at the

virtu a|uséi'ﬁ‘§teﬂ/1€dﬂcmnﬁfguraﬁaﬁ Bpathblt tahcRPCRIRE geied 8y the
hardmare configuration and a software inmage, the
applicgend um%@l@tlﬁlﬁvnsﬁgwss ol lbe ¥iysl B3eliaei on file
associated with the application; and 5 generating a
runtlne |nstance of a V|rtual machi ne by popul ating

, N QE RANINGS ati on with the

re aratlonEflle of, hét Vi al machi ne. )
Aoor gbﬁ gr#’sm hieniign g}?ty.bskeft?f gt e LR birpSous objets,
Ydakiiredn oIS BhtA e sGRASIY dppBient 1B these dmm@s i ﬂﬁfakw@rdré}r&mghe
software i mage having a system preparation file

a@@@maama digwinga nTagoipsieiof He seme refepenep sughethrpughout the several
8&%@%@?% 4 & GRELAR Serh@uePopPul ate a read only
ge 0 e

Figure 1 depicts a block diagram of a virtual data center having management

syste

configurations and user/service configurations associated with each virtual machine;

Figure 2 depicts a block diagram of a virtual data center having an application
read only image that supports runtime images of plural virtual machines having
application system preparation files; and

Figure 3 depicts a layered view of virtual machines having a common image.
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application, the read only image stored separate from

the virtual machine; and a user/service configuration

operable to accept wites generated by the

application during runtime instances of the virtua
DEE£1LEB DESCREHOMESCRI PTI ON OF THE DRAW NGS The

present 1T nvention nmay be better understood, and its

nunerous objects, features and advantages nade

appdieyal mashing dassancks precagnératethad aranitogedrinfacrirwed idaig center by

: aving draw ngs. The use of .the sane - .
b SR A B o506y A D5 i sppreuion
assdeiaiegvathesach virtle® nachisk MTh@magh@mik andh@wservice ¢8R Glrdtions aid
. a pblock diagramof a virtual data center having
In FHaigaFERENd M Hring Wt yitush Maghigesiodpfosmetipr bandling system

' i i ' h virtual hi ne:
BB MRS RSP T 0 R
infommtion haadlinggsystenmappy inchide@ny insaacheatilliyy omapgeedateast

._supports runti i mages of plural virtual machines
msm@?a@% PSR SOBIP UL, Stast o PEYSETSa L itpeeive, Egtdeve,

1 Fingidr &vighdepi I ' [ I ] s
i 0Ll AVRSES AN or Bl TRERI P an
form qﬁiuglrmmniimelli?gmamcma for dugjeesr sti@difancommiicr otted purposes.

' ' b f to i nformation
Fof fkafhol A JERER oD H SI1cBh A 3o 2 RESEPA PSS, & nétwork
stof@B AU, 3 Y othRB SRbRL RYiMahl nfRAY I Gixtakh E:%:rg) ance,

The managenent and user/service configurations
funcHoradisy, gndrpriee. ahlee mborintation hgndding\systemahayrachideemdpm access

' i\ 0 dling system processing resources.to .
b8 LR et M B P S RE by 7 eita processing it (CPU)
or kirdwhieduseftwas cohdldbge! ROM,haadk biidr B)es 8MdMYlatile memory.
inclﬁde any instrunmentality or aggregate of
¢

Adflivopsh feERCaFtE Pede spepamia hagdlivapistcn mayasdideone or more disk

drivtsO6RSSHmdb e RB&M k 0{1? €St birm n%artilngﬁﬁ%h ex?érjngll d’é@}cgs as well as
swtch, store, dlgp ay, manitest, “detect, fecord,

varfaas iyt eed owtand|l€) devices, ishétras slaybdirdf drmousd, and a video display.

i nf tion, .intelligence, or. data for business, .
The PP Bahdligi VS 5 gomielyse s Qe aore pisies eRssae a0 transmit
corffMuhitdniiivRn RN CHricg hadiWaet dRYorRRtsd Per sonal

conputer, a network storage device, or any other

sui tabl e devi ce_and may va2¥ in size, shape, .
per Referngcow to Figure 1, a’block diagram depicts a virtual data center 10 having

management configurations 14 and user/service configurations 16 associated with each -

virtual machine 12. Virtual machines 12 operate on server hardware resources 22 by calling
a software image 18 to run based on a server hardware configuration 20. Inactive v_irtua‘ll
machines are stored in global data 24 and activated by assigning a stored virtual machine to
desired processing components of server hardware resources 22 through a resource
virtualization engine 26. For instance, a data processing function is performed at the end of
a business day by calling a virtual machine 12 that performs the data processing function
once the data becomes available. Resource virtualization engine 26 assigns the virtual
machine 12 to a CPU of server hardware resources 22 and boots the operating system of
virtual machine 12 on the CPU to run the function. Upon completion of the data processing

function, resource virtualization engine 26 deactivates the virtual machine 12 for storage in
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functionality, and price. The information handling
. system may include random access nmenmory (RAM, one or
nore processing resources such. as a central processing
unit (CPU) 15 or hardware or software control | ogi c,
gldBeMiatand! ConPindBhalt RS d2fa JAARYL, My c%u %Tvare to the
Addi ti onal conponents of the Info t|o andl I ng
ma@ysftrefmt ma@ comudl ggteronas well m;)toethel lusrk andi nsardﬂge sonéceliperformed,

orts for co ext er nal
thugg ‘é‘@% Vﬁg a@é#? C%@er ‘%Pﬁf%%ggp “ya Mg tehly coypling
maBeYdrRas sySeEHwah hardoryd ot ﬁiserﬁ ‘V‘Pﬂdlﬁpdat@%té} 1\, cﬁlq]qgure 1 includes a

di splay. The information handling systemnmy a
M3NAGIRIE ComEcusatiqroieanduisessaspise acmﬁgwanmrl@nsm t:aczoflrtual machine

en the various
12O g B R eciFre Bt e B e pnghpser-tike
serdizps Edrdmdrovied bpédaticrad] degilitgr 10 having managenent
configurations 14 and user/service configurations 16
assqQciated wwth_each virtual machine 12. Virtua
mac hi#hegement sgafigiratiy1 4 proyides firapiped Sexibilisy by ssumingpy

maﬁi@ééxﬁ&ﬁ’ mf@m?@ {8 EEeH Hﬁgg rﬁ% HLR 1148 aﬂgalergat?ﬁlnﬁg of Fahifement to
haf dwar e conf i guration nactive virtua .
gempclHysiesis af esest, sofrarateranglhahiarelab all@w nedidgiagtof viadleple Bystems, to

stored virtual nachine to _desired
ol BT BT B R G e STER il SVIRE et wchine 12, o

allb Wi RPBnent @?a‘ﬁ ELR® usiik rstolf@vdr% of hRBWSRADE w?xfle rlafhi ung, fo ensure that

i nstance, a data processing function is pertorne
mappgeneaid adiferesgto pebenewspldage ylec28 buchgs anvirertnukaltal compliance, and
erforns ocessi ng function,

o REE PRt s lRire DS R mrr e ae MBUS HRRRes Polictes o maximurn

hiwiddl Ualiiszirfih@hb W oadlian&d RIS 2t8h@vlf¥da5ErH@111t c®ffiguration 14 ma
P %;chlne 12 to gﬁggﬁ@ofgggrver har dwar e resourcesg22 y

be ap Kb dHs thehiorsp sranegemens prsfensness in ¢ stendertizad édrimae  The coupling
of Hl'ﬁnﬁé?:?ne g}e%?er{c\:lg] hﬁu&%ﬂ&éha?é} wi x%ana l ecgon lguraﬁlonqﬁsupports

dat & processin I on, resource ikt |za
mapagyr m@tﬁfﬁtod\&awﬂlzuadnehyéﬂs ehrough badsoume hs@@loﬂlﬁoxf édgine 30 and
storage in %ﬁ obal , dat 24 Convent i onal V|rtual

maages oMt P Ty reHan ledp fluaudiut elRkrigaligy engine 32 to avoid conflicts
in MBRAALE TPdHiesad AsG b i RlarSHRI IBIBW RS V\Vfﬁ’le vu"ﬁ]?al tnﬁ\ch‘l@s Y2%lnning. For

and user-1|ike services perforned,
exwmlsmanagamn@@nﬁgmranm i 40 fomes| préﬂeencdzm fbi vlywsspmhrmSnce

locBofh RIS SRR RSy (T e aPecbdieo  Femar Fisnach oY iatted

threugh ARAAGRIRAL mﬁe(?félﬁé G4 Fadtlile QN ik dal HUER RS ﬁ?n%[n\b' B:yechangmg the
conflgrratlon 16 with each virtual nachine

valyeswiihinghe prpsgsment eanfighentione Mom-basad undm@srmbvsiygnénsty to

r rehi services for
S SR BRSBTS 0 RRART it o
engino¥2.demce manapeatknt prefdrbideb hie MYinf@ealas Part of the virtual machine
itself, complete reproducible snapshots of a virtual machine simplify tasks for a number of
tools, such as diagnostics, checkpoint, backup, cloning, suspend/resume, and |

chargeback/billing, and versioning may be tracked in the management configuration.

One example of management configuration preferences is environmental goals such
as relating to power, cooling and task balancing within a virtual data center. Resource use

monitor engine 30 monitors virtualization runtime based on environmental goal
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managenent information to each virtual machine 12 to
. all ow mat chi ng of managenent to 10 generic systens of
“users, software and hardware, to all ow nanagi ng of

mul tiple systens, to allow i ndependent changes to
B L oL Bl Ol b Aok AT virua
resprarcel way emoeerast phiysicaly, ghnbiaHg or tamgensugtetotdilatv discovery, monitoring

oSSR SRS 5et BB S50 S22 LSRR 3o S o

pom@r@@m 1% fagﬁﬁﬁi%ﬁﬁﬁhdﬁtﬁ%é £1l1<s‘cahbﬂbmrt%ylcrha@§nd@qlzl A28 the
maxi mum 15 physical” |inmts defined by policy

prosgﬂfrplgu canmncrus e§sezger hptdverge asntrcen??.i Borriastanye, a_s4wnwoads and
.pe e that stores mana eferenc S
pr10r %eﬁ 5 rv%‘uzai‘ glale&nﬁ%)iunnLﬁg eacxéogasl Iﬂ.&n‘a ﬁra%eé'%tn oads are%alanced

w1tﬂrp©f&@f eyt@Bort MdVdff hhddes FRERE REErgWahd gFREMAGMBRde power
conflguratlon 14 supports manager inputs to

conspmplian.| Aaepehen apmpls, tiangirghmantabensiraiatsiwyeh apgriofiog are met,

res?tﬂ'rg% Bsgehrﬁgmgcf}geb gﬁl@gg%ﬁ%@%fﬁ oﬁltfeg fy orcfaHe%l wf% Cc'(t)lﬁ Elvll 1%/ Ifachine

maRfkentennpuedgerces pel diaeglobsl posiey %nglslef‘P. Wy%e&ﬁﬁvd’lﬁl Kibt@dige lower
whil e virtual machines are running. For exanple,

priowisde Free eeptmegismantis nnpliceative smbpdisreaise meBagemsnt preferences
et SR BB ORI ey 8 e AR L Sp 0 g ol picy
endyge ijdnahefd gohlsrrda@ti t@vmg:ehem mmﬁranrﬁqaaﬁaﬁmumwr emats on

V|r e i s _runni hangi ng t val ues
sl SPAHoRERE T RSB EN R r B At BCBRLEoT Tole-based
secUREAt ¥ BF QBLER 1INl Velsidied25 Change managenent
conflguratlon val ues based on access |evels approved
| obal licy engine 32. Since nmanagenent ' _
pr e é@réﬁ%\ege IgHEtian 4 P eeyides igmrevedfilax llf\Yih’YtQQaplmg user/service
i . of.
1nf5§%ﬁﬁ8§lﬁo Fr%ctcl:r;\fﬂhttéal g?a%ﬁﬁxeqtzq? aHE{;vorg%{?,ljugk ﬁﬁ § g;gﬁl{c%g?lgs’ to users,

to enigofe tha sdftazgrmlhbms to asleeekmﬁmpneféramie@ pucths(SB(tuit'gy, and to ensure
S endcﬁgsune and ¢ geback/ bi |l 1ing, and

S
thal yrl g CHFRC BETFPES Rrleenase Smg&%mn utilization, and
bil kEHaB8HbALH . OD serROr/iR& 0B I BRI N 96 1m9ﬁn§fythat stores %re'ﬁ:rences for

configuration preferenceS is environmental goals s
usegsarndedsat-likeg sarvicpoiner starslanlizadgfoanat. tThelcobplirenafiuser/service
a V|rt ual, .dat a cen”er Resour ce. use noni.t or .
Prel S PRy T o PP SR e oo BB enager inputs
to ERVAIIZAN0E Myets tBRAkh a SséRAGIFRMerfBECI CIRNC AR AtOENzation engine
than direct nonitoring of hardware since a gi ven

38y fissagiating measegereent sagligisetiand sandopspeparsice yonfymmeqnl 6 with a
virfll Jng&gneeﬁr%lé%lg lVa?ulf‘\! ie?fv%onltaslﬁ ci/ Ye’m R dﬁ/galg% a&? g§1éys

e3our ce  us Iy engl
dlsﬁlkfuefwebﬂﬁﬂhaﬂ appficmionb ofh Obﬁial nﬁ@hﬂn@ Yna§t@h B& oS eeneric hardware and

dynami cal |y adjust the allocation of virtual machines
use:@ Adyplbssel gwtamed virtual machine presents a reproducible snapshot to simplify
tools, such as diagnostics, checkpoint, backup, cloning, suspend/resume and
chargeback/billing, and allows simplified tracking of version changes over time.
Decoupling of virtual machines from users and user-like services with the service

configuration allows software changes independent of users, including updates to 'running

stateful software while users are accessing it. Users are update by updates to user/service
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5 processing conponents of server hardware resources
. 22. For instance, as workloads and priorities of
virtual machines running -across a virtual data center
permt, |oads are balanced wth power cycled on and
prefdrénddt on@@dased/ R oy CorfRFHn 2Ndh 45 ﬁge?fvﬁjévbsy pEEHAHEe, locations,
power consunption. As another exanpl e,
P“%rrﬁ%Sra@ﬁ PEHEgesc Srooneeethessrssvithlaes! cobed ﬂgteaare updated by updating
I ar ipne 30 anal yzes priorities
thee@ éxg%?‘g? ee&dk}:h\?\} gtﬁﬁd?g{r:lﬁvelg w\gfl i ﬁﬁ al** € ﬁ%ﬁ% Ofg”aﬁﬁ tnagenent
preferences so that gl obal policy engine 32 may
sel ©at evahylewif abdrisenecd Pufency fidrel ih 8 SsdrBef@dUbR iguration is a

mand In alternatlve enmbodi nent s,

useﬁéﬂé{ g’é reBFf‘e?C’é PEREBSAndgapiAsseaiated a@ﬁh@rwmﬂal\mactlml For instance,
a ub@Reh h@ﬂlk@%efv?&oéﬁrt&g pHéeearﬁodys{ rarﬁ?[g rkg ? % rﬁxapmgclggea l12 into

policy engine 32 to neet goa e O various
usep/s¢rivsie eenfigriration e throwehi usemiservice 1nitdrfdcs 36N SeHS& Wrtualization

hard e. Managenent configurations are

endlfe 14 R0 P . atie T e GF ey EeA praching wih the priority and
cost pRfdren®@s ke Uk Sesaide UK xﬁbﬁ&ﬁ%gﬁﬁgro/ﬁﬁﬂ Y(%bcaﬁ)?hcy engine 32 adjust

configuration 16 provides inpr exi
the@é%gnmwg ofj wrvigualymashine tmlwrpratessmgtcomandfntyoﬁ thel @d:rver hardware

t
resBEGLBRactly Gb e TRhE o el eristiRa e igs S by Compliance
ruléssxs: ﬁﬂﬂlﬁ‘drfek@mpreﬁffﬁﬁﬁmﬁvl§élﬁriéféi‘§no%‘?§{-hre aH}{xsta@ﬂ:dsetthg of backup

nsure that hardware adheres to user-specit
Prefeﬁr@fcﬁ aHkisaqusnentornsiusslattingrituor tezaiusoi)e aenmgzs@cumy levels to

apm8rig 9IRS HEQRCI kUl B RN Uk it os

at Stores pr

-changiagukérk @end aseriseRSs dre redotiiddtdattiag doftWh¥end sa_ﬁ@are states.

cou&llng of user/service preferences to virtual

Seryice NiTHelzaf Qs 2t a8 e FHREMe SRYIFJURSAX firngtences fpny a wirtual
madFRGHRI] ahd R Pbs] oftd%el‘é'aﬁﬁ ﬂ?ﬁ!r' AR ds'eﬂncés‘f'tw e Vil Wedn cs as a utility

user/services interface service virtualizati
reshgs mrcludipg pﬂg@@éllzatum@amah@g@nent configuration 14
and user/service configuration 16 with a 25 virtua

ful | L - cont ai ped t hat
iy ) e e LYo R RSB Bty AU s Aty Gmgne an

appdlf:ata)nvreaid orelly Iﬂﬁ@ihéﬂ(h&M PO AEGERSIEn e SN ﬁlﬁrah@ﬁ‘l@ﬁﬁh@chmes 12
and Hsers A fully self-contained virtual machine

£ion W@ﬁ@dﬁ%ﬁ}%@ slﬁ%ﬁstlhétr svﬁwgnenmagetsyl 8. tAvod wirtual
&H@l P cgfl&gf?gﬁ’lt%G&I 4594 l%&oiél‘batf ans%'lep\?er \»fa(scagesources 22,

suspend/ resune 4 char gebac
resa@ir mViﬁﬁiilmtibn anknego oéady epdication h?aﬂ @ﬂl:‘y 1@@6 4DitdBoot VIBual
f V|rtu chines fromusers and

maqt L B Sahealibb Eonly iHise 4B mapaBteddrin maten Gam the
appBtdtnSy §t@ﬁ1tﬁﬁ\§5a?atﬁﬂlaﬁ"lg %ﬁ)réﬂqes,gﬁ%?éqx?n%fe 145 %5r instance, application

i ncluding updates to running state sof tware wh
readJ@ldvsmageeéﬂh@@erssd -nglyicopy bJﬁeNéH\HD@WSJdp&retu’@/sv@mdﬁMtB to
conﬂgl?ra( 3% m\formatlongumque to each virtual machine’s use of the operating system,
such as IP address and system name, removed with an appropriate tool, such as running the
sysprep program. The application unique configuration information isolated with the
sysprep tool is stored in user/service configuration 16 and the version or class of the

operating system or application is stored in management configuration 14. Thus,

application read only image 40 acts as a gold image to support population of system-unique
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preferences of the user/service configuration, such as
. user views, performance, locations, priorities and
privileges. Connected users with | ocal cached states
are updated by updating the user/service
inf6 Rt BUARB LA E YR N MY (!)femﬁltﬁSleqﬁﬁﬁal ?r?a%ﬁﬁr%?ﬁcr%?%&g VR0t data center
One exanpl e of user/service preferences stored I n a
withswries perforoeddo tife wpar/servioe corsigurdionsiérdfake virmel machine.
preference for priority and cost associated with a

virtual machi ne.  For %ﬁSt Zynce,l. a user or user-like .
servige ent %flrascoﬁ’i“f’@ér FRoGPlsE KR, 5 YSterg inigug infprmation
proVedeR ishiepl i diapbhcatiot ehdinRhMice sueR B irdilidtd |ilafkl of PAEME or the
user/service interface 36. Service virtualization
apRlirglipreaagssraeyiiuaitdataseatari orelotingviryak maehingss tAsndepictdd by Figure
e, V] ' 1th the priority.and . cost. .
2, dsHEph el BT Wb OE Bl ity P i dae 9o en ggerating
systino Bédlang QIPUCA6. epdates tB%pﬁﬁ’dalﬁSh reaiGbri ﬁn@%@?@ﬂfox‘ﬁ{ed by an
the virtual machine to the processing conponents of
apRljcatiqppafeh MABREFRAR cAlse BEBInEas ntualapashiienty, tdidhias write
i i L chng.: co r A o
autggﬂf lt?%h@g%?ﬁ?ée éy%ag%irggo %@el{&gté()g(na%%ﬁﬁ 83118/1[1}'%%@ 8. B¥fore application
patul erahsgar ¥ @ppliseiharpeaeao applidado@eiad ShAbineigs @0} virgalahachines

back ref.erences and frequency to ensure data
rurEa ppRJication s thes 14t 4BV s Bchrdhep Gekisndt re meyRyested from

|Rati P RAEBAIyARALY 46 8LiA S i r icati
apl;bi ﬁtéli ng det g? I %s gggg{l%g{ea‘%ggﬁh?ia%r}gngg ??%1%ao§gtﬁen%pphcanon
beforethe update aldews gitidabsirmnkemadboesrd contimieapgiangg st war edate

and seftware states. Service. virtualization ct .
oo R i prosEe BirGToOmHbRY apRlicioispaliy dnqgepdfihe shut virual
mavhihtd@t rest@elitd eurP@Rh tl@lﬁbd@teﬂ%ﬁkli&ﬁioi& $&4dSoifP Shage 40. Virtual

user-like services to treat virtual nmachines as a
maghipps fpning oFRfrcerchedeanydiinke perupdriglappleation nufy be restarted from

' ' L [-gur , | oGk . .
or B AR Sy B TELIRATNE (O EU 1 BLOR s o o
softyppt mzatgonent eahresthyt dlneigeal4fiachivet usinpppplication Fdadroaly image 40

[ es.of plural virtual machi ?es 12 having . .
are;ﬁ%?ae@éq ? alﬁg@f@?a% P’Y:}ﬁ’a‘F%& 156191 P1OTA8E TeQUEREI Pindibrywigverage of
thel 2pPAGS oA SeadtoniR iMhdd lng JTRRRE HEa Ji?tuhlsmﬁ nlaeegy é {281 machine

gl obal data 24 for operation on server hardwar
clopersylediesss A time andresowrces needed iozmtfoom cbming1eCaF tirmadsreduced

o SRS SR B P 0 B s vt coming

apfiRptibatead obly i}ﬂag@nor_ati on fromthe 25 application
system preparation file stored in software i nage 18.
For instance, application read only inmage 40 is a .
r oaBel5AIRE {0 BiEvis WieNeXes! wgeriadenigied pLvistvalunaghines having a
Is ta ' ' ' - 1 h virtual .
co A B PP et S PSR ROy fpsances of
virmddmedsnanslichys paressorand memoyetksvirtds. forap@hple! 4 @dt€ center often

O TN R T
inst¥htdd. T hardware layer includes shared storage 54, such as one or more
interconnected hard disc drives. Shared storage 54 stores the application read only image
that is cloned to create instances of virtual machines 12. A resource virtualization layer 56
allocates the hardware resources of hardware layer 52 for use by virtual machine layer 58.

At virtual machine layer 58, plural virtual machines 12 run as clones of application read
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30 sysprep tool is stored in user/service
. configuration 16 and the version or class of the
operating systemor application is stored in
management configuration 14. Thus, application read
onl9mrﬁé?é AR Y6p @GS A u%_i%lrﬂafi'%@ﬂ)‘? feﬁc.ch \ﬁHHB%Achtine 12. Application
population of system uni que - I nformation into
pately ntanageri48 s timrasesviohal mdchingl thatkias bosekss wepplicanaesdsesly image
auyW rtual data center jth wites perfornmed to the
40, Whepgafcpprae EBRATga Pd?%?fquemawaﬂ@lww A3Ch maRgH ¢S shuts

doweRithal habhiaés B2 GENERRA dERLAR ¥adRRly i%ﬁg&%pyﬁ {hB patch to the
system uni que information provides Sinplifie

reag 9ply iEage oandribgmiemiaie the Wriudl ragchines tlaIriimug witiat denecof the
hn%%tches for the 5 application across a virtual data
nter, or cloning virtual machines. As depicted by
Figure 2, activated virtual machines 12 have one or
mor althppdhi thabpraas idntivh AnBecdesdtiteaen détadt si)$d B inderstood
44 and CPU 46. Updates to application read-only image
thay garigus Cb@}%r%‘altwna@ndabwaﬁ@mqa@rbepmd@ﬂnermmg@pu parting
frof R séiH?Qﬁ({‘&og ofth¥ iy H?l)n Q?&gﬁrﬂ:ﬁ b&%he %@&&4‘&% ! te
authority to apply updates or patches application
read only inmage 40. Before application 10 patch
manager 48 applies an update to application read only
i mage 40, virtual nmachines running the application
are either shut down or cached so that reads are not
requested from application read only image 40 during
the update. Caching of an inmge of the application
before the update allows critical virtual nachines to
conti nue operating while the update occurs. After the
update is perforned by application patch manager 48,
the shut virtual 15 machines are restarted to run with
the updated application read-only inmage 40. Virtua
machi nes running off of a cached copy of the
pre-update application may be restarted from updated
application read only image 40 at a convenient tine.
The use of a single point for software nmanagenent
ensures that all virtual machines using application
read-only inmage 40 are updated in a single operation
wWth | ess use of storage resources. Simlarly,
| everage of 20 the application read-only inage during
cloning of a virtual machine by a virtual machine
cl oner 50 reduces the tinme and resources needed to
performcloning. Copy tine is reduced by copying the
software inage with the application system preparation:
file without copying application read only inmage 40.
Referring now to Figure 3, a layered viewis depicted
of virtual machines having a 25 common i mge. A
hardware | ayer 52 has the physical hardware to support
i nst ances of
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virtual machi nes, such as processor and nenory

resources. For exanple, a data center often includes

plural information handling system servers that ar eLLOYD WISE

allocated to virtual machine instances. The hardware

| ayer includes shared storage 54, such as one or nore
WHAtrerseppaaMep 1gard di sc drives. Shared storage 54

stores the appltcation read only inage 30 that is _

cloned to create instances of virtual machines 12. A

r esbur ce Avdystegnior maintamingyigpalgpachies o€ avisgial gata center, the system

: re resources of hardware |ayer 52 for use by

Cor\gﬁﬁiﬁl machi ne | ayer 58. At virtual machine |ayer

58, globalrddta vparhblato steehplimabvirthial hachigs; cl ones of

appljcation read -11 only inage 40 popul ated with .

uﬁipa(?éﬁ Vit FRAChBss stereddn e glpbal dala, pchniliieal Tmchine having a

Appl i cat 91 ' : ' . .

oo ne. T oy RacFRelBNgA gk 4 SoftiaR RRe8 e it imape paving a

40. Whenlgsit oreppbeatioappitempréparaiondde, onl y i mage,

application patch nager 48 shuts o] vi rtual

macht ﬁ%‘glcftéo‘? f OBEE‘”?%EFQH@ ‘Bftg? ﬁ]é?bglégg;onl y i mage,

appdardl pRodRadifN cdBpddRatsDpERBE BRLY tHdBAG n"f‘d}ﬂirﬁg%d

reinitiate the wr?ual machi nes 12 running wth a :

cl ongesgfree yartualigaitom engineropearible foguprestnd nianhieatnstemce on the

has been_described in ebail it shoul dl.be un%?irofgﬁpgod .

that var POIESUIRRGUONCLT BY PPPYIpTing (e 2RpRliction readi optys tmage with

can be W&ﬁ%#)bﬁéeﬂiofﬁ s\t QaépaBRRAT i1k R gerfeF AEh HhRinSPinklahce of the

and scope of the invention as deflne%_by t he appended

clai ms. 2BPicR@YD WSE WHAT IS CLAIMED IS 1. . A

system for maintaining virtual machines of a virtual

data center, the system conprising: global data

opetabl eThesytan ef plaimdl whdrernthe aplishiioresomyprisgs ah operating
ssteinlI.t ual machi nes stored in the gl obal data, each

virtual machine having a 5 hardware configuration and

a software image, the software i mage having at | east

one,appl i [ em.preparation.file: an .

ap p? i cat Fggg¥sg€% %gﬁfaf/mi 1rrf$al§tgers?°6?per e ! E}P@ﬁﬁﬁt@ﬂﬁatc&aﬁ]g}ager
opgpahle & uptaGecths appigtac OMPMRNE Dr GR2E pRCRestty dpPlyidd@e patches to the
app:/gj rtual machines; and a resource virtualization engine

i5aiohiead PBLYAERES virtual machi ne instance on the

4. The system of Claim 3 wherein the patch manager comprises a virtual

machine operable to run on the processing components.

5. The system of Claim 3 wherein the application patch manager updates the
application by closing all virtual machines accessing the read only image, installing the

patches on the read only image, and restarting the closed virtual machines.

6. The system of Claim 3 wherein the application patch manager updates the
application by storing a copy of the application in cache memory, running from the cache
memory one or more virtual machines accessing the read only image, installing the patches

on the read only image and restarting the virtual machines accessing the cached memory.
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10 processing conponents by popul ating the application
read only image with the application system
preparation file to generate a runtinme inst anELQ%\qu;gEe
application. 2. The systemof Caim1l wherein the
application conprises an operating system 15 3. The
system oa_ Caim1l1 further conprising an application
pat ¢h maddgeysters o€ Chaime! vhergidhe airtusk maghinecirthercomnrise a
Dy, I - e to the
R e S BB £ ° 0 a3
wherein the patch manager conprises a virtual nachine
opekgabl e r L nQ. nent s 05 .
The ayst ant sfe 87 A, PLRGERSHE S EBTRAERR Sl Qiporise o
usarerxgperconfigiatien hindng sgqeptitycrtcts infoymatisysassgeig&kbd with the
vi rtual machi nes accessing the read only i mage,
applitatieft | i ng the patches on the read only inmage, and
restarting the closed virtual machines. 6. The system
of glai m 3 wherein the application patch manager
t

upddt es tReSYSigIpIOf Edimohwhsreis the vilabhmaepesfurtherecomprise a

2RBNIce b he; : ' fr cache :
o b ot B PR S P L b5t with e
operatamh afrthy appliezgion atnthé alrtuahgachige. pat ches on t he read

only image and restarting the virtual machi nes

accessing the cached nenory. -13 LLOYD WSE 7. The

- syst@m ofTh&hyitdm bf Giemel furthbecomprisitad a ekl Meshifdé1bRG operable
Cgon‘pri,se a managenent confi %urati on having
0 PR ¢ CEPRIgRAGERS YL FORYM DA APPIENLIoR SySteTa Pagpatation Gife.
Caim1 wherein the virtual machines further conprise
a user/service configuration having security access
i nf bk-nat AdRethed frimtiaWining viruplemschipgs df @atiites da@ cemigy the
meﬁ%ﬁ%@ﬂ@ﬁ@ing aim1l wherein the virtual machines further
conprise a user/service configuration operable to
st osterisy 8 reuh e onddecfianfappliationat ths satiahtied cantth t he
oper.at.i on. of the application at the virtual machine. . )
0. e BB b HRRLInGS 1 e Fhiel o heers ey G mpighine having
machi ne gheaarORsaRtLion hRd bW FWAR8NALY I the S d??ﬁﬂég?—:qlaving a
by copying the application system pr ep%r ation V}II e. - =
system preparation file associated with the application; and
generating a runtime instance of a virtual machine by populating the read only image

of the application with the system preparation file of that virtual machine.

12. The method of Claim 11 wherein the application comprises an operating

system.

13. The method of Claim 11 further comprising:

copying an update patch to the read only image of the application to update the
application; and

populating the updated application with the system preparation file of a virtual
machine to generate a runtime instance of that virtual machine running the

updated application.

-14-
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11. A method for maintaining virtual machines of a
virtual data center, the nmethod conprising: storldng a
read only inmage of an application at the virtual data
center; storing plural virtual machines at the vi k@& WISE
data center, each virtual machine having 15 a

har dqware._configuration and a software inmage, the
sof S\%ar e@ﬁﬁ{fﬁoﬁa‘&idﬂ@m&lf ICEABPEPREation file
assgkhtahedowh bhe 5%0@%&&8%%&3%65 E}ﬁg aRGfid 'bllrkgatp%}]iéation before

runtime 1 nstance of. a virtual machine by po

t he read therdopyingmédfe upihtetaechappd | cat i on wi thh t he ,
syste reparation fi.le of that virtual nachjne. :

e RS Rl B it el AR alfe i Spmuag pbihe update patch.
conprises an operating 20 system 13. The nethod 01;]
Caim1l further risjng: copying an update patc

to tlﬁ']e ré@lﬁlﬂtﬁﬂwqcf?}ag‘é‘@f?%’e%mm%%i on to update

t he st_oﬁﬂg kd ERhE ARMAN IndPOPHbAL Giﬁgalmhﬂmgg?{al? Are r];mning the
application with the system preparation file of a

vi rtual 2pplivadén befoteahgeomying of the upddte patchnst ance of

that virtual . hine running th updat ed appl i cati,on.
- 14Tyt el machingrdom dh cachied wPmoRy duia he Repying of the
conpri Si ngda@b;um;iaag down one or nore virtual machi nes
that are running the application before the copying

of faseariigeitie eaghed oirtuah pchiass fiomithgupdatedsipplicatonm
virtual machines after the copying of the update

patch. 5 15. The nethod of O aim 13 further

conmpfi si Ae msthodiof§ laim bhﬁm&lerrmm}mjsri]me orI mor e

vir machines that, are.running the a i cation

pet o1 BIngtTRE 36 e G Bhchitesdn Ehyidhe SRl bigeeen fle.
virtual machines fromthe cached memory during thﬁ
copyin th u t.e ch; and 10 restarting the
ca%gdgv%ft‘ ﬁjgﬁwﬁlé’?%ﬁ?}g’spﬁ%ef fREPRIGY ed appl i cati on.
16. trddi@ngritie RogbicH ofChehpplibati ik b8kt W d WHASL machine in a

management configuration stored with the virtual machine.

18.  The method of Claim 11 further comprising:
generating information at the virtual machine for writing to the application image;

and

writing the generated information to a user/service configuration of the virtual

machine.

19. A virtual machine comprising;:

a hardware configuration;

a software image having a system preparation file associated with an application, the
system preparation file operable to populate a read only image of the
application, the read only image stored separate from the virtual machine;
and

a user/service configuration operable to accept writes generated by the application

during runtime instances of the virtual machine.

-15-



cl oning one or nore virtual machi nes by copying the
system preparation file. 17.. The nethod of Caim1ll
further conprising: tracking the version of the LLOYDWISE
application associated with a virtual machine in a 15
managenent configuration stored with the virtua
machi ne. _18. The nmethod of C aim 11 further
conpYi si ABE V’é%’ﬁle‘?’a‘f}ll?f’goﬁ (rlrER fAtiehker spmpRaing jamanggement

corﬁ?ﬁmn@ﬁ Ip abl'th ts{o?cgvédgi Fﬁoﬁﬂ%dncz?sts&gﬁed g %gdat@yg) the read only

ting e generate ormation to a user/

image nf itlguapplicationof the virtual 20 nachine. 19. A
virtual nmachine conprising: a hardware configuration;
a software image having a system preparation file
associated with an application, the system
preparation file operable to populate a read only
i mmge of the 25 application,  the read only inage
stored separate fromthe virtual machine; and a
user/service configuration operable to accept wites
generated by the application during runtimnme instances
of the virtual machine. -15 LLOYD WSE 20. The
virtual machine of Claim19 further conprising a
managenent configurati on operable to store version
i nformati on associated with updates to the read only
i mage of the application. -16
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