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users has recently been accompanied by an increased ability to provide mobile communications at a

relatively low cost. Accordingly, mobile communication devices are becoming ubiquitous in the
modern world. With the rapid expansion of mobile communications technology, there has been a

20 related rapid expansion in those services that are demanded and provided via mobile
communication devices.

Over the history of mobile communications, there have been many different generations of
systems developed to enable the use of such communication devices. The first generations of these
systems were sometimes developed independently and, at least initially, were not nscessarily usable

25  in cooperation with other systems. However, cooperation between communication system
developers began to be employed so that new technologies could be enabled to have the potential
for synergistic cooperation with other technologies in order to increase overall capacity. Thus, a
mobile terminal operable in second generation (for example, 2G) systems such as GSM (Global
System for Mobile communications) or 1S-95, which replaced the first generation of systems, may

30  in some cases be useable in cooperation with newer generation systems soch as third gencration
systems (for example, 3G) and others that are currently being developed (for example, E-UTRAN

(Evolved Universal Terrestrial Radic Access Network)).
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i n t hearpetwbokhafd thit tichetvddk atd the uBr equipment (UE) being handed over may have
different concepts of when a handover has been successfully completed. For exanple, in each of
various different SR-VCC handover scenarios, the UE may consider the handover complete and
then send a message indicating as much to the network. The network typically considers the
25 handover complete after receipt of the message sent by the UE. Accordingly, with the difference in
handover completion determination conditions established, it is possible for one side to store the
new CS key set and the other side to dispose of the new CS key set and instead retain the previously
stored CS key set. This scenario may occur, for example, in a handover failure case. More
specifically, if the UE provides a transmission (e.g., a handover complete message) that 1s not
30 received by the network, the UE will store the new CS key sct; but the network will retain the old
| CS key set.
A key set mismatch is normally handled by checking for matching key set identity (KSI

(key set identifier) or CKSN (ciphering key sequence number)) in the network and at the UE at a



subsequent CS and/or PS connection, where a msmatch triggers a new key
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30 handover conpletes successfully, a user equipnent (HE) such as a nobile
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for subs@fU#HOYEE in support of CS.connections with ?ﬁ%ﬁ%%@h$ﬁ§)identity
of the new CS key set (e.g., KSI or (KSN) is copied directly fromthe
identity of the PS WO 2011/ 039655PCT/ 1B2010/ 053440 6 key set. Accordingly,
if there is a handover failure as descri bed above, one side nay store the
new CS key set, while the other side nmay not, thereby causing a key

m smat ch. Some enbodi ments of the present invention nmay provide a
key handling process that may avoid key m smatch following a SR VCC
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present invention is applicable will be described below in relation to a handover according to the
SR-VCC solution. However, it should be appreciated that embodiments of the present invention

90  also extend to other inter-domain solutions and are not limited to SR-VCC. Morcover, although
handover from PS domain to CS domain is specifically described in one example, embodiments
also apply to handovers from the CS domain to the PS domain. Thus, the examples described
herein should not be viewed as being limiting with respect to application of embodiments of the
present invention, As such, handling of keys that are mapped between different domains (¢.g., the

95  PS domain to the CS domain or other exemplary handovers) may be improved by embodiments of
the present invention, Typically, for example, when performing SR-VCC handovers, ciphering is
maintained in the switch from PS domain to CS domain by mapping new CS keys from the PS keys
in use at the time of the handover. The generated CS keys are considered “fresh” because the
mapping makes use of a NONCE value. Once the C8 keys are generated and the SR-VCC

30  handover completes successfully, a user equipment (UE) such as a mobile telephone or other
mobile terminal may store the newly generated CS keys for use in subsequent C5 connections. The
network may also store the keys for subsequent use in support of CS connections with the UE. The

identity of the new CS key set (e.g., KSI or CKSN) is copied directly from the identity of the PS



25 in comunication with a source node 20 (for exanple, an u-node B of
E-ULRA/ N) and may be in the process of being handed over to a target node
30 (for exanple, a base station (BS) of GERAN). Howev j d be

under stoé@%%{?”ﬁ?e target node 30 gnd the source nodgéngé%@ MJcorrespond
to other base stations or access points corresponding to various other

i nter-domai n handover scenarios (e.g., PS domain to CS domain, or CS domain
to PS donmain, etc). 30During a handover process, a handover request nessage
used to initiate the handover may be expected to provide an identity of the
source node 20. As such, a nobile swtching center (MSC) 32 associated with
the target node may receive an identification fromthe source node 20 in
connection with the handover request. The MSC 32 nmay be capabl e of routing

calls k%ﬁﬁcﬁlzgccgpf ﬁ@iﬁﬁ‘ﬁher}!@ a%@ﬂé-o’v@ﬁl%ﬁ@éEgéséﬁ%ﬁi%@%é‘éﬁe?nayﬁmﬂeﬂhw the LIE

10 is nd Teceiving calls while in communication wth the target
node 3B keAgctswbile the ptbervEe 3 ngaihepbh iiHiee 4 KEHRHERIon to | andl i ne trunks

when the UPg1Q. & Sholifh¥edls @ thel proséhnt Gehtion! maygiehilid ORey Hah@linlyBtac3:2 timmynabe

capabl e of controlling the forwarding Pt me stggses t.(i) and frlomthe UE 10,
and nayoid kepmissiich &plloming F YrWahango 6f 3H’é"§s§‘g - fHEVRP'SOPD and from a
5 NBSSaRLMhRE Bt BE predhiCinVBiton 22JBiovhR feQURY eandliBg drodak thanaiieser k, such as a
|l ocal area network (LAN), a nmetropolitan area network %I\/A% af]rzlgrqéowr a wde
area ristalidetion CUlewy it Figptioas yheF & ARy 4errliee Mgt PERTBP NP TR P S ect

( 3CPP)mikRLtek RehssRIOt ACakh, Mabbdimeddh af Bupeyat B (EbVBRy 40)vide Theesadr o8 node 20
may al so be coupled to the 3GPP EM5 40 vj a o&g ar nore gateway devices such
as ONEsidgmyiendiing prospuss dhat mgy avgid Kigmigpeligg f8Y and/ or a packet data
networ k gat epay, R kBPhiPEnbodiient S OV imaytisn dhetrandt dbrmai diods dngdat a
packets, while also acting as a bility anchor for the.user plane during
haA@lovd ﬁsﬁﬁfﬁlﬁtﬁh‘f%‘@nmwsbﬁm%é?‘ﬁ%ﬁ %?f%’ﬁﬂﬁ?%ﬁn%‘fdﬁg?m ﬁ%#’g P’ﬁ“‘gL exanpl e,
GER@N) in&ae-ghgn. R m%tomggvi,d@ ﬂﬁ,@mmtoif kastf typd esydifie iHdEwddd bencBxfren nal

packet data networks .being.the pojnt of exit and .ent of traffijc for

t he UEmbpgimeriiof fhﬁrl’@eé?“){ HH&‘&“%OSW "@T’fl‘ slt he REHpT g’awﬂigf’%{%aéi%c%d%%@r to a
ser Vi ng[BRSd(Fe pahat mbhilPaakeails RatixamBer wkcajipaupp@m) 1apdde ¢pSEEN) 34. The
SGSN 34 may be capabl e, i m

f perform functions sim./lar to,the 32 for
packet te@ipile FaybS By ickidere ﬁéa%\‘l’r%%wb §OHRUR ST 8515 S‘ghﬁ%g?r%?%y
manageneind e D ANVMRkerd tnéthR el ebyion) @mibeddvives dapmpriogattesnmeliieth t he MSC
32 and the source node 2 and.t/hg QW 22, The WNE 36.may be,. 2 ot her
t hi ngsPhoREss FERFEISHTIESorTETordegy Ay de Ry B R ARUP PUS T RE " ocedures. The
| VI NLE43QciTRY 218 combinatashl « tiE\eeheatiohal afdrthdritipe2 0f afdeaothiment and handover

processes and .nay hand user. guthenticati As o n cases, the
net wor RonrRTationslevigas c Heyevery b she eﬁﬂ&%‘?’m %hqgatﬁﬁ@%ﬁg?mang%ﬁﬁlgﬁt gtz t he

gener aiidaRredidetbOfes@ibed Agerdf itlaysivantion ngpe i ppiicrghi fvokBytsndfd twmen t he PS
SO . 005 TSR S e D N0 e a1t
coul d ahb&smatd ofeheprbentrieeponsi bl e for generation and/or storage of keys
and mapping Ir21 gn g)zem%)ﬁlyysémbodiment, the UE 10 may include an antenna (or multiple antennas) for
transmitting signals to and for receiving signals from a network node such as a basc site, base
station, access point, node B or e-node B. In an exemplary embodiment, the UE 10 may initially be
75 in communication with a source node 20 (for example, an ¢-node B of E-UTRAN) and may be in
the process of being handed over to a larget nede 30 (for example, a base station (BS) of GERAN).
However, it should be understood that the target node 30 and the source node 20 could correspond
to other base stations or access points corresponding to various other inter-domain handover
scenarios (¢.g., PS domain to CS domain, or CS domain to PS domain, cte).
30 During a handover process, a handover request message vsed to initiate the handover may
be expected to provide an identity of the source node 20. As such, a mobile switching center

{MSC) 32 associated with the targst nede may receive an identification from the source node 20 in

connection with the handover request. The MSC 32 may be capable of routing calls to and from the



For exanple, in a situation where a handover is requested, the NLVIE 36 may
coordi nate handover of the LE 10 from source node 20 to the target node 30.
A s part of the handover process, the MSC 32 may provision a new CS key set
for the MEO2U10MFh may be provided, for the UE 10 vi aCTHESESRH* 4. The MVE
36 may utilize the procedures described in 3GPP technical 30 speci fications
TS-33.102 V.x.y and TS-33.401 V.x.y to handl e mappi ng of the key sets

bet ween the PS domain and the CS domain. After the new CS key set is
generated, the MSC 32 may store the new CS key set locally. The HE 10 may
then generate a new CS key set fromthe PS key and the NONCE. After
generation of the new CS key set, the UE 10 nmay al so store the new CS key
set, for WD 2011/ 039655PCT/ 1B2010/ 053440 8 exanple, within a (U SIM (UMIS
subscribgy whgletpé LMo @dﬂﬁmfg ar@ fredeREn g i1 Ohilc i € SEmPLOARH WiBShdBdeeifpasi m | ar
to conventional procedures. However, enbodi ments of the present invention
may f B0t HersudntiedySQM mppeotite s coectionye wadiieitmpks Fhop e 65 dhis igfotved

I nter HgQ:Z?}%QQ&g&M @f@ I@E@g?g}agﬂe Ezﬁa‘aflgﬁﬁcoglﬁolgngﬂ@ﬁt}m%é%f nte@elatl;éért@)md SFI GS.

2 and ustrate bl oc ans of an apparatus that may benefit from
embodifrenths L8 10, ved mesedderroniiglsmiorewnding of messngpriop el etrgbiomtonever
t hag trgf%s LALLI SRS 4 ki@xﬁ}; B @)QFI%H'% maeﬂkd@@{frkesﬁm}dﬁ%gbéa@%a h&womr el y

illustrati've of one apparatus that may benefit from enbodj ments of the
pr esert-ANvengtiopnlitanarea nofwpkidHY). FWGNR ottt yak 6 400 o B4"P%e scope of

embodi BRSOkt b B LESE @}ojé@m}) Qferndt Pr GRS REIRUArbSRRACIIENLG). t he
apparatus of FIG 2 malv§ 10" be oyed on a npbile term nal e"q%'ﬁ)%%gE 10)
A r

enp . ! |
capabl tegpurcomiail auy b barrlsgthie 38T RIS SOViAPng oRBPIRGPIETY A
exenpl Aty oD B My rebR8er@PRAVRL Yacoly ELGY) adi@Y: fackectml fytRstkahtcdan et wor k
device (e.g., MSC 323 configured to manager or otherw se gar,tl cipate in
codP di RN GW)offhy $riBY Mgy mafherd Apraiatatser d'gme% e Wil plsogoting g BRI What may
enpl oy, eARqgli HBMN.Spiofe duify RSN witi¥ 8Nl TIOANGF Bt REGESBARIANdeaes | bed
herei n. Moreover, ot her s%ructures for apparatuses 53”‘@{1{%?@{ 15 enbodi nent s

u

of t heRpFedermappydit on)- nHiF BN GV heapravida s gty Ure

I ncl udg, R e AtwoBS By GORPARSBIE o RANNE BRSEf H@MIodthe BEEGS. 2 and 3. Thus,

sonme enbodi nents may conprise nore or |less t g all th gv'.ces illustrated
of Esp cg?ﬂ?@ RPEST

and/ or descrlip bechaddsih of ty FREPITEE 2 b ST RS FHdugh devi ces
or 18| eRRRLR BB ERRMUPBS BEISNYGEN) TONTAIBGSAL 340Ra WhcldApAHECIT poithieing
herei nafter such devices or el enents ngouI,d bf %%%gﬁred to b]e ¢a abl e of
bei ng @RS BATKI PRRMEE 3¢ hY radkebsGEbFLET s o it ANEY R P8 tes or
el enent,shisHQM ha kdin A OB QAVFD 36 $H20 b flalebd iR Ao Mot dn Grithl thekisatizved y be
portions of the same device o Wr&t. b R fe&{icn now.bho Fld% 2, an
appar atfi§owe FogF AHe %f}ﬁ‘gzzf(e@‘eh OGP Y°51 ?“E)Wr‘fg'e e TEBRRTHC Raiover
f ai | ur godsSURkAMiSEHd pIi8e ARPAlAL.UShEOMES hey arqtaayled:W selatioefibald ed as a
nmobile termnal, K (e.g., the UE %0 OR‘\%‘ G 12] The,. appar aéh‘f?ns%?ne@éési ncl ude
or 8t hatfasireest B 1aRdOst prgrRTA PRARRD P e AU P YISaRT L A TB B TS it er f ace
72, a GEWBMRHCE@!, @R NISt 8 ftaesGTd 3 andiha MERD6 yaldéuid e tibgenthasomennry devi ce
76 may include, far exanple, vol ati | tar&g{cpr nonsvol atile
hgévieae

I one or r (
menor i §€7389 of Kevra Uoraremeed Ko PamseR e? RERRRSP TRV Bet an
el ect r gkl 1Btnefca gt savtict fotireskGntityatieo that the MYE 3d atht BISEI R thg SGFRIH U™
conpri sing gates figured to stare data (e.q.,, bits) that be
retri edRplTE HYY &O‘%QWF%EV%%%@?I’%“@Sr‘??fugtcf“?ﬁ m&gwr% t‘?ra%ﬁ GEESYS a%%‘fp%%i ce 76

30 xmayofaeyeonfigured to store information, data, applications, instructions

O L 0% ShBL) 10,5 SEREL AR5, L RIS s 1
exanpl Bzndbiie ofEBWIEY1 00 aercZtiodoRl @ thetagoinfodg it eds gapt ditlifrenddvaprrbeedat a f or
the MSC 32 may provision a new CS key set for the UE 10, which may be provided for the UE 10

via the SGSN 34, The MME 36 may utilize the procedures described in 3GPP technical

30 specifications T$-33.102 V.x.y and TS-33.401 V.x.y to handle mapping of the key sets between the
PS domain and the CS domain. After the new CS key set is generated, the MSC 32 may store the
new CS key set locally. The UE 10 may then generate a new CS key set from the PS key and the
NONCE. After generation of the new CS key set, the UE 10 may also store the new CS key set, for



WO 2011/ 039655PCT/ 182010/ 053440 9 processing by the processor 70.
Additionally or alternatively, the nenory device 76 could be configured to

store instructions for execution by the processor 70 70 may
be enbodiVéR2M 0¥ unber of different, ways. For exanpl EQT’F‘%@ (%Or%i‘@gssor

may be enbodi ed as one or nore of Vé%IOUS processi ng means such as a
coprocessor, a 5 mcroprocessor, a controller, a digital signal processor
(DSP), a processing element with or without an acconpanying DSP, or various
ot her processing devices including integrated circuits such as, for
exanple, an ASIC (application specific integrated circuit), an FRIA (field
programmabl e gate array), a mcrocontroller unit (1V1ICU), a hardware

accel erator, a special - purpose conputer chip, or the like. In an exenplary

enbodi Hﬁle &u'ﬂﬁnPflﬁb%ﬁ\ﬁ?QMT?;QuEE@ﬂbéP@deﬁﬁt@fﬂmﬂUfe?Qft’h@UEXi@C‘I‘h@se'pfb%&d’ub&t| ons 10
stored Iin the nenory device 76 or otherw se accessible to_ the processor 70.

Al t er ey beeingilag o %[mﬁrttm@hallop‘gﬂufeﬁ hEoppEecsdedimeots phifc BEsEH HAEHHIE® o
executghatt, 1%?‘2@(91;)5 Hﬁtfbl%?héﬁdﬁn Ashs 4ehs o Bt NG CRRlheHE RN har dwar e

or software he a conbl nation thereof, the processor 70 may
r epr edeifire é?rgse%haﬁ@@"ﬁ(féﬂ’@’e) physical Iy enbodied in circuitry) capable of

perform ng engy Qta'n@5‘%hﬁt@aﬁ95i@&1@aér&n@3m&qgﬁ@ﬁﬁ§thﬁfmd}%nffﬂ’teﬁaﬁﬂt i nvention
whi [ e configured accordingly hus | e p t he processor 70
7

i s enbodiodnesis offheaspar EERNo it shordd by padersiaed: W&E‘f’éﬂs@?} PPy b

speci fiijgalatey aﬁ@fﬁr@n%@@desj&ﬂfed‘I‘@lﬁzﬁ‘s[fy(?ﬁusﬁ*@lﬂ@ufbhd"ﬁ)pﬁﬂaﬁs apema¥ baast fascri bed
herein. Alternatively, as another_ exanple, ocessor

embodi wbodineats b hsPusen HPREBPpddhEiTs ?kkoﬁlétqob??sm{ef‘ﬁ‘gflﬁnﬂélfersﬁﬁﬁﬁ gns may

speci fdQakiNenGR iHgrsent tientRMO G 5k hflaty@ ndlinhiN Helgpaad gOsIFIGNBmand/ or
operations described herein when_ the i tr ctions are execut ed. However, in

sortf chesawloyehen psbidsisurnae-gmyE 10 Heatlc groranaprtigr i SRE RIS Vieli ce
(€. 9., ncndRP it Biothsf FeMplaryQUinHRSINNAL, khedMiraay ofadap Rl bOEmFoRday Agwork

enbodi ments of the present invention further configuratiop. of the
pr oces&sice o8- bvgpngf?%gg‘frﬁ%g’ TR &t ‘F‘B‘%/ T G EER Ry ‘l"gct]ﬁ"rli’é’“ é{ﬂﬁ'
oper at i s, KhagsIetd athvResidd all M&n@rtm ans @ihpl?}@ emaydlma&b bitthe presng ot her
things, a clock, an arlthne C Io unlgh%‘ qé Zﬁ 9 configured
to supPBmlionHErEtTEHLGRsRE 6‘?""?00 NEARRRhIoT %pp PHE %?ﬁi%ﬁ’i]% ation
I nti8r f aeRditdenfef tlbﬁ)r@&&t u&ﬁ%ﬁmﬁx mc&moa:& p@mﬁi&%laﬁ@ a@h sichetd hiyindniodied i n
ei t her hardmare sof t apﬁﬁﬁﬁ % of hahgwgkﬁﬁand sgfgﬁ@re t hat
i s conftilgrenPesnt dRB T ée @ﬁﬁf‘éﬂ ’asof“F3 T AEFWSTRP'ERd/ or any
ot her gleNi GesOthaBIgihk Gevides QDRI Gadlor ﬂéhcﬂ\bddmefdite ﬁﬁp@rmwm sobla this regard,
t he connu lcatl rface6¥4 may include a (or
mul ti pfed @)"“&h VEEbPGTTIAY aﬁ%ﬁ“&%?%ﬁe&?ﬁﬂ‘g ?m?g? C??\% hoera dé%g 51 ng
her emaﬁex such devices or elements should be considered to be capable of being embodwd within
20 the same device or element and thus, devices or elements shown in communication should be
understood to alternatively be portions of the same device or element.
Referring now to FIG. 2, an apparatus 50 for providing key handling following inter-
domain handover failure is provided. The apparatus 50 may be employed in or embodied as a
mobile terminal (e.g., the UE 10 of FIG. 1). The apparatus 50 may include or otherwise be in
25  communication with a processor 70, a user interface 72, a communication interface 74 and a
memory device 76, The memory device 76 may include, for example, one or more volatile and/or
non-volatile memories. In other words, for example, the memory device 76 may be an electronic
storage device (¢.g., a computer readable storage medium) comprising gates configured to store data
(¢.g., bits) that may be retrievable by a machine (¢.g., a computing device). The memory device 76
30 may be configured to store information, data, applications, instructions or the like for enabling the
apparatus to carry out various functions in accordance with exemplary embodiments of the present

invention. For example, the memory device 76 could be configured to buffer mput data for



30 comuni cations with a wirel ess conmuni cati on network. In sone

envi ronnents, the conmmunication interface 74 may alternatively or also
support wired conmunication. As such, for exanple, ion

i nt er f ac@FWHEIFncl ude a comuni cafi on nnden1and/or dﬁﬁg&%

2011/ 039655PCT/ 1B2010/ 053440 10 hardwar e/ software for supporting

communi cation via cable, digital subscriber line (DSL), universal serial
bus (USB) or other mechani sns. The user interface 72 nmay be in

comuni cation with the processor 70 to receive an indication of a user
input at the user interface 72 and/or to provide an audi ble, visual,
mechani cal or 5 other output to the user. As such, the user interface 72
may include, for exanple, a keyboard, a nouse, a joystick, a display, a

touch &E&G&b S frodeBM6S 70, AAN i 1ARN O Brordti S e BkeQhom @Y dORENS cbilp bt/ out put
mechani I an exenpl ary enbaodi ment in whi @h t he apparatus is enbodi ed

as a s?enf\t/@reddp strsriss ey [HTererien Welr ewessse'd user interface 72 may be

limted, OrTﬁ%]ﬁr&é@ﬁ)rr@dmalj'g:\!\@ﬂi@ddiedhﬂaﬁ{iknﬁd}bﬂdiﬂ&&mwh@ hi mplbahappar at us i s
enbodi ed as a conmmuni cation 10 device (e.g., the nobile term nal 10?1 t he

user imecersPrEemapbagybotict agioRs “‘"&1%‘&‘8{1?\‘@ TREHTISARcaRY SUER BT Sy  or al |

of & %@@Kﬁkesscﬂf m&ﬁgﬂﬁoﬁ&gltﬁ sighdl phaysso (DA PR alﬁﬁ@da@&fgd:le(ﬁ[ent\lmﬂl dm Vkléwuﬂ nthis
regard, for exanpl e

t he processor 70 nprise. u i. Nt . ircuitr

conf | gitregPrpenBHPER) or éi%ﬂq%éa@?f %%s%é% ilﬁe%wgl“%‘flg Hﬁ%%”g?d W5t ‘*8? fts of Y
t he US&ﬁm{)i@tﬁlﬂi&ﬁ@?ﬁppﬁﬂﬁﬁﬂ@&clﬁc()ﬁtegxaamﬁdr@ut),anWGal(ﬁéid p[dgﬂagena,blengacﬂ’ ophone
di spl ay, and/or the_ like. The processor .70 and user int ert age CI rcuitry
15 co rﬁb‘*fﬁb’)s P cTeyetrpiE cal S4FUra ’a’i‘feacﬁ?}?f?‘iob&rsgﬁwtl BB P B e Tor” nor e
f unct i 9askOfm Qfﬂé{&ﬁ{plan@ézﬁbcﬂhﬁm NhSprodesdon €0 naebe bd’iﬂ‘i@ﬂx‘é@.ﬁﬁxb&lﬁ@m@i‘ucﬁmut er

raminstructions of tware and/ or, fi on. a menor
ac égs sylspbingthy mgrRory FB\%%%%W °§6“'(‘%e "gfc“s’“ﬁg’r% iy PR Vi e -RQIGL\%:H“’I?V<31 “the Ii kegl
| nhan eﬁi&ﬁﬁgag%r Ye @fﬁa@sdérnmﬁay thenfRyuadas sm:m%%ﬁ&yd&déme:mﬂsmﬂhbedﬂmawiu ncl ude or
ot herw se contr

a m smat h condjtjon detec or..80, an e |4 dity
nmanageyhesEr Cﬂﬂ%“ﬁfigi‘rﬁfréﬁ“&?ﬁm’t a@nmﬁh?det?r&’r" o™ ag‘é%? A m& t%e Ox?q%r?%odl ment
may f uik %ﬁrekdﬂﬁhﬂ@ﬁt@@e ogtphﬁﬁd@dlﬁ anm;eein‘ﬁ)emxﬂdv)a:SpahleLdEphﬁmdmg@perhwﬂs ure

detector 84. The nisma condi t.i on.det ect or di.ty nanager
82 andaetidingio FAIHILS ‘%éi‘ﬁ Hﬁ?%ﬂid‘é‘fcg%?‘b?&% iéedaaé:ﬁmBme%n rréans such as a

devisC ecx@fnplel ﬁzﬁdﬁl thé Pro€RER 0 isntgnbioticdacar A&IECEPGAtoh tie dikt mmms«woﬁm BrWM Se
embodi l?edsplecrIﬁ ct,]a?l V\%rgm e(a hm%ware or comt:lucang 81e o{}e‘%«%@ 0 l"clgscnge% herein. Alternatively,
as another example, when the processor 70 is embodied as an executor of sofiware instructions, the
instructions may specifically configure the processor 70 to perform the algorithms and/or operations
described herein when the instructions are executed. However, in some cases, the processor 70 may

20 be a processor of a specific device {¢.g., a mobile terminal or network device) adapted for
employing embodiments of the present invention by further configuration of the processor 70 by
instructions for performing the algorithms and/or operations described herein. The processor 70
may include, among other things, a clock, an arithmetic logic unit (ALU} and logic gates configured
to support operation of the processor 70.

25 Meanwhile, the communication interface 74 may be any means such as a device or
circuitry embodied in either hardware, software, or a combination of hardware and software that is
configured to receive and/or transmit data from/to a network and/or any other device or module in
communication with the apparatus. In this regard, the communication interface 74 may include, for
cxample, an antenna (or multiple antennas) and supporting hardware and/or software for enabling

30 communications with a wircless communication network. In some environments, the
communication interface 74 may alternatively or also support wired communication. As such, for

example, the communication interface 74 may include a communication modem and/or other



25 software (e.g., processor 70 operating under software control, the
processor 70 enbodi ed as an ASIC or FPGA specifically configured to perform
the operations described herein, or a conbination the y

conf i gur MY2PHE%Evi ce or circuitry to performthe co%$§5£%@%?%g§functions
of the msmatch condition detector 8 , the key validity manager 82 and the
UE handover failure detector 84, respectively, as described herein. Thus,
in exanples in which software is enployed, a device or 30 circuitry (e.qg.
the processor 70 in one exanple) executing the software forns the structure
associated wth such neans. The m smatch condition detector 80 may be
configured to determ ne,the perspective of the LT 10, whether conditions
exist that are likely indicators of a potential msnmatch between the WO
2011/ %%1%%%%%@51@%8‘%9(;%%m%nfé§l&@1e@&@lﬂﬁ 1@t iYBEhs 3ok ind @SB, wafvetsile CS key
sets stored therein. I'n this regard, for exanple, the m smatch condition
det ectsenal 8@ (F¥R) beotheyifdchiiidd t o nonitor nessage traffic and activity of
the UE 10 i fhd RSPARSSL D ABNRNALIRRuR B RRWIECH KDY ofgeivBhgr - domai n
handover operation in order to determ ne whether %ﬁﬂjcatiqns f.a ﬁotential
key niiadieation ooyl npwrit the ases piertase & wior [hpvife ah il vl TarRaEs RS of the
pot entjgal KEW (S MedC Rs GRMdINE LRRiNRR B TENGOMBk Y, Bsh cxidife, i iemadeh acondi ti on
detector 80-according to an_exenplary enbodi nent is configured to notify or
ot her vingee, izfgstieh. 8 HisPipya tguphisereery sifbleyg grmigepphons, a speakpp, or %E"fhandover

fai l Uriﬁpﬁ@ﬁtﬁ&tr@ch%ﬁﬂn Bee:caplairodmiedinkat geliest ths partahises émeididas t hat may
be detectable at the UE 10 to indicate. a handov%r_f%ilu.e.o ot herw se
cfiminafsd

i nt er -doRBITHORA RGeStV defieE AR B PTRSR & PR HECUE ctive. In
particul ar, 1f,QtvXanR bebodiNer YEsandoe ufardtai ih tieoditetea tanm8desiy be
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failure. Additionally or alternatively, the UE handover fah{yre detector 84
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handovgimfad) skl el aehery a8dssitytolife processor 70 (e.g., memory deviee 76, and/or the
like).
In an exemplary embodiment, the processor 70 may be embodied as, include or otherwise
20  control a mismatch condition detector 80 and a key validity manager 82. The mismatch condition
detecter 80 according to this embodiment may further include or otherwise be embodied as a UE
handover failure detector 84. The mismatch condition detector 80, the key validity manager 82 and
the UE handover failure detector 84 may each be any means such as a device or circuitry operating
in accordance with software or otherwise embodied in hardware or a combination of hardware and
25  software (¢.g., processor 70 operating under software control, the processor 70 embodied as an
ASIC or FPGA specifically configured to perform the operations described berein, or a combimation
thereof) thereby configuring the device or circuitry to perform the corresponding functions of the
mistnateh condition detector 80, the key validity manager 82 and the UE handover failure detector
84, respectively, as described herein. Thus, in examples in which software 1s emploved, a device or
30  circuitry (e.g., the processor 70 in one cxample) executing the software forms the structure
associated with such means.
The mismatch condition detector 80 may be configured to determine, from the perspective

of the UE 10, whether conditions exist that are likely indicators of a potential mismatch between the



20 configured to determ ne whether the LTE 10 attenpts a handover failure
fal | back, as such an attenpt would also be indicative of a handover
failure. O her potential indicators of a handover fail ernatively
or addi ti%ﬁ%&‘?lwgﬁﬁ detected by the Eﬁhandover fail urﬁ@@@%&%

The LB handover failure detector 84 hay be configured to, on behalf of the
m smat ch condition detector 80, notify or otherwise informthe key validity
manager 82 of the existence of 25 indications of a potential key m snatch
condition in response to a determ nation of any of the indications

descri bed above that are indicative of a handover failure. The key validity
manager 82 may then alter activity at the UE 10 as descri bed bel ow.

However, in situations in which the m smatch condition detector 80 (or the
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The UE handover failure detector 84 may be configured to, on behalf of the mismatch
condition detector 80, notify or otherwise inform the key validity manager 82 of the existence of
25 indications of a potential key mismatch condition in response to a determination of any of the
indications described above that are indicative of a handover failure. The key validity manager 82
may then alter activity at the UE 10 as described below. However, in situations in which the
mismatch condition detector 80 (or the UE handover failure detector 84) does not signal a potential
key mismatch conditiom the UE 10 may store the new key set generated according to normal inter-
30  domain handover procedures.
In response to receipt of an indication from the mismatch condition detector 80 (or the UE
handover failure detector 84) that a potential key mismatch condition has been encountered, the key

validity manager 82 may be configured to direct invalidation of the received new key set in the



20Accordingly, despite the currently inherent inability to guarantee
sygch&ﬁnlzatg%nvgé storiﬂg mapped keys in both the network side and the UP
si de en a SR- or other inter-domain handover fail h ratus 50
may be cO¥?EYUP¥ESt 0 reduce the ik %ihood of key nisﬁépgﬁ ﬁ@%%@@

comuni cation conplications by nanag ng key set validity based on
indications of a potential key msmatch. The indications of a potential key
m smatch nay be detected based on 25 activity of the LT 10 and nessages
received at the UE 10 in relation to confirmng successful handover via

i nter-domai n handover operati on. Referring nowto FIG 3, an
apparatus 50' for providing key handling follow ng inter-domain handover
operation failure is provided. The apparatus 50" nay include or otherw se

be in i
a nené%’ﬂﬁieﬁh%%dyg&t th b ol 06SE0Ey #uic & CATRINIARA DAk REPKLApe 74 and

0 such, the apparatus 50' may Si mlar to the
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82" jsanghatiPg uleOthlt the network side has received confirmation of a successful handover and

properly stored the same new key set (e.g., by virtue of the indications of potential key mismatch
detected by the UE handover failure detector 84) by invalidating the new key set at the UE 10 side.
In response to the new key set being invalidated at the UE 10 side, the most recent valid key set
may be retained for use until a fresh key set can be provisioned.

20 Accordingly, despite the currently intherent inability to guarantee synchronization of
storing mapped keys in both the network side and the UE side when a SR-VCC or other inter-
domain handover fails, the apparatus 50 may be configured to reduce the likelihood of key
mismatch related communication complications by managing key set validity based on indications
of a potential key mismatch. The indications of a potential key mismatch may be detected based on

25 activity of the UE 10 and messages received at the UE 10 in relation to confirming suceessful
handover via inter-domain handover operation.

Referring now to FIG. 3, an apparatus 50° for providing key handling following inter-
domain handover operation failure is provided. The apparatus 507 may include or otherwise be in
communication with a processor 707, a communication interface 74” and a memory device 76°. As

30 such, the apparatus 50° may be similar to the apparatus 50 of FIG. 2 except that it is adapted for
employment at a network device instead of at the UE 10. As such, for example, the apparatus 50

may not necessarily include a user interface. However, the processor 707, communication interface



handover failure detector 86 may each be any neans such as a device or
circuitry operating in 15 accordance with software or otherw se enbodied in
har dware or a conbi nati on of hardware and softmare ( or 70

oper at i n§FAHAEISSf t ware control, the processor eﬁ%%%naﬁgggign ASI C or
FPGA specifically configured to performthe operatlons descri bed herein, or
a conbi nation thereof) thereby configuring the device or circuitry to
performthe correspondi ng functions of the m smatch condition detector 80,
the key validity manager 82' and the network handover failure 20 detector
86, respectively, as described herein. Thus, in exanples in which software
is enployed, a device or circuitry (e.g., the processor 70" in one exanple)
executing the software fornms the structure associated with such neans.
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device or circuitry {e.g., the processor 70 in one example) execuiing the software forms the

respectzve]y, as described herein. Thus, in examples in which software is employed, a

structure associatad with such means.

The mismatch condition detector 807 may be configured fo determine, from the perspective
of the network, whether conditions exist that are likely indicatots of a potential mismatch between
35 the UE 10 and the MSC 32 in terms of the CS key sets stored therein. In this regard, for example,
the mismatch condition detector 807 may be configured to monitor message traffic and activity of
the network in response to provision of a new CS key to the UE 10 during inter-domain handover
operation in order to determine whether indications of a potential key mismatch condition are
encountered. In response to indications of the potential key mismatch condition being encountered,
30 the mismatch condition detector 807 according to an exemplary embodiment is configured to notify

or otherwise inform the key validity manager 827

The network handover failure detector 86 may be configured to detect specific indicia that

may be detectable at the network (e.g., at the MSC 32, MME 36 or SGSN 34) to indicate a



i ndications of a potential key m smatch condition in response to a

determ nation of any of the indications described above that are indicative
of a handover failure. The key validity nmanager 82' may then alter activity
at the nd¥VQBIR0#%5Yy.  at the MBC 32, MMVE 36 or SGSN 3XFTARZHESM bed 15

bel ow. However, in situations in whilth the nismatch condition detector 80
(or the network handover failure detector 86) does not signal a potential
key m smatch condition, the MSC 32 nay store the new CS key set provided to
the I TE 10 according to normal inter-donmain handover operation procedures.
In response to receipt of an indication fromthe m smatch condition
detector 80" (or the 20 network handover failure detector 86) that a
potential key m smatch condition has been encountered, the key validity
managey. ' I I jyal i i : ey, set.
The. 1 e B b o R B e Ko of
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response to Invalidation of the mapped keys by the key validity nmanager

82' , an@Heneivnthy (8 Khah feluredy rdseive By cedicatian ¢f handqvgr %Pmnﬂlﬂlﬁg%dur e). By
forei ngya,REW KEME%E BARZE AdBidn 80Nk bR hAd 28D EARer@andREGRIREd above, in
situations where a potential key i smatch condition is encountered, the key
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of encountering a communication failure or conplications associated with

key ni drdeedere feie may altsietively oneddinpeplly heedstsetpd §y the ngtworky hagdegr faplareaka
procedi&)or kN response to a new key set being indicated at the network
side as being invalid by the key validity manager 82', the key validity
mardfger 82' Thayetwerkdepdaverdpridue deopenss magdscrdEdraddo.-ondehadh ohsBH<Rt nat it
is unlikely, ihakotde nuﬁ7 1Poi8kA8 RSl Ref SARILY 8EnABASPrORRIkMSIc@red t he
same WO 2011/ 039655PCT/ | B2010/ 053440, 15 new ke virtue of

O 2( . : : set (e.g., Db
the i niafiegtanpfise Menﬁ'e\)tl@hﬁwénatqbéynﬁigwtf&ﬁﬁ‘ﬁ%tt%%(féﬁﬁwg%%f WECWIFk handover
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In response to the new key set belng i nvalidated at_the network side (e.g.,
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store the new CS key set provided to the UE 10 according to normal inter-domain handover
operation procedures.
In response to receipt of an indication from the mismatch condition detector 807 (or the
20 network handover failure detector 86) that a potential key mismatch condition has been
encountered, the key validity manager 82° may be configured to direct invalidation of the new key
set. The invalidation of the new key set may include or result in deletion of such key set, or the
assignment of an indication attached to or associated with the key set to indicate the validity status
of the key set. In response to invalidation of the mapped keys by the key validity manager 827, a
25 new key exchange may be forced (e.g., via an AKA procedure). By forcing a new key exchange in
a controlled fashion, as described above, in situations where a potential key mismatch condition is
encountered, the key validity manager 82° may manage key validity at the network in a2 manner that
is likely to prevent or at least substantially reduce the likelihood of encountering a communication
failure or complications associated with key mismatches that are not proactively resolved {(e.g., via
30 the AKA procedure).
In response to a new key set being indicated at the network side as being invalid by the key

validity manager 82°, the key validity manager 82’ may be considered to have responded to a

determination that it is unlikely that the UE 10 side has also received and properly stored the same



storing mapped keys in both the network side and the UE side when an

i nter-domai n handover fails, the apparatus 50' may be configured to reduce
the likelihood of key m smatch rel ated conmunicati on i L Qps by
managi ng ey 1¥863al i dity based on ipdications of a pgﬁgﬁ#Pgﬁ%%gg m smat ch.
The indications of a potential key nismatch may be detected based on
activity of the 10 network and nessages received at the network in relation
to confirm ng successful handover via inter-domain handover operation.

FIG 4 is a flowhart of a system nethod and program product according to
exenpl ary enbodi nrents of the invention. It will be understood that each

bl ock or step of the flowhart, and conbi nations of blocks in the
flowmchart, may be inplenented by various neans, such as hardware, 15
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stored in a computer-readable storage memory {as opposed to a computer-readable transmission
75  medium such as a carrier wave or electromagnetic signal) that may direct a computer or other
programmable apparatus to function in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufacture the execuiion of which implements
the function specified in the flowchart block(s) or step(s). The computer program instructions may
also be loaded onto a computer or other programmable apparatus to cause a series of operational
30 steps to be performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions which execute on the computer or other

programmable apparatus provide steps for implementing the functions specified in the flowchart

block(s) or step(s).



potential handover failure according to an exenplary enbodi ment, as shown
in FIG 4 includes 10 determ ning whether an indication of a potential key
m smatch is present responsive to an attenpt to cond bet ween
a first WEh#iHO®¢Sr exanple, PS dorrgg’nn) and a second éﬂ%zﬁ%@%ggent) domai n
(for exanple, CS domain) at operati 100. The nethod may further include
defining validity of a nost recent key set (e.g., CS key set) used for

ci phering conmuni cati on between a nobile term nal and a network device
based on a result of the determ ning at operation 15110. In sone
enbodi nents, the nethod may include additional optional operations, an
exanpl e of which is shown in dashed lines in FIG 4. As such, for exanple,
the nethod may further include initiating a new key exchange in response to
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of which is shown in dashed lines in FIG. 4. As such, for example, the method may further include
initjating a new key exchange in response to invalidation of the most recent key set at operation
120.

20 In some embodiments, certain ones of the operations above may be modified or further
amplificd as described below. Modifications or amplifications to the operations above may be
performed in any order and in any combination. In this regard, for example, determining whether
the indication of the potential key mismatch is present may include determining whether an
acknowledgement from the network device of a handeover completion message sent by the mobile

95 terminal is received at the mobile terminal. Additionally or alternatively, determining whether the
indication of the potential key mismatch is present may include determining whether Layer 1
synchronization is dotermined. As yet another alternative or additional option, determining whether
the indication of the potential key mismatch is present may include determining whether the mobile
{erminal attempts a handover failure fallback. In an aliernative embodiment, determining whether

30  the indication of the potential key mismatch is present may include determining whether the
received handover command contains valid configurations. In some embodiments, determining
whether the indication of the potential key mismatch is present may include determining whether a

handover completion message is received from the mobile terminal at the network device. Inan



In an exenpl ary enbodi nent, an apparatus for perform ng the nethod of FIG
4 above 5 may conprise one or nore processors (e.g., the processor 70 or
70") configured to performsone or each of the operatlons 000-120)

descri beW@aBYYE3%Fhe processor may, for exanple, be cOhPTHIEFHd perform
t he operations (100-120) by perfornlﬁg har dwar e i npl enent ed | ogi cal
functions, executing stored instructions, or executing algorithnms for
perforning each of the operations. AIternativer, t he apparat us may
conprise nmeans for perform ng each of the operations described 10 above. In
this regard, according to an exanpl e enbodi nent, exanples of neans for
perform ng operations 100-120 may conprise, for exanple, the processor 70
or 70", respective ones of the msnmatch condition detector 80 or 80', the
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of i mihal k1RFein. Tfhe computer-executable program code portions may include program code

instructions for performing operation 100-120 (with or without the modifications described above).
Many modifications and other embodiments of the inventions set forth herein will come to mind to
one gkilled in the art to which these inventions pertain having the benefit of the teachings presented

25 in the foregoing descriptions and the associated drawings. Therefore, it is fo be understood that the
inventions are not to be limited to the specific embodiments disclosed and that modifications and
other embodiments are intended to be included within the scope of the appended claims. Moreover,
although the foregoing descriptions and the associated drawings describe exemplary embodiments
in the context of certain exemplary combinations of elements and/or functions, it should be

30  appreciated that different combinations of elements and/or functions may be provided by alternative
embodiments without departing from the scope of the appended claims. In this regard, for example,
different combinations of elements and/or functions than those explicitly described above are also

contemplated as may be set forth in some of the appended claims. Although specific terms are



WFI AT IS CLAIMED | S: 1. An apparatus conprising at |east one
processor and at |east one nenory including conputer program code, the at

| east one nmenory and the conputer program code configured to, with the

pr ocessorWOoeHi®®sihe apparatus to at |east: dePETIBRL PP her an

i ndi cation of a potential key mismatlh is present responsive to an attenpt
to conduct a handover between a first domain and a second domai n; and
define validity of a nost recent key set used for ciphering conmunication
between a nobile termnal and a network device based on a result of the
determ ning. 10 2. The apparatus of claiml, wherein the nenory and
conput er program code are further configured to, with the processor, cause
t he apparatus to initiate a new key exchange in response to invalidation of
t he nost ent. K set .q193.Jh8 £ . Wherein

t he neﬁ%%?m eel %%%?ﬁUMﬂlna %ﬁ]CO éﬁgggﬂ%g% eﬁﬁ é%h%MP&w %%t %Pprocessor,
cause hhamamparatus to determ ne whether the indication of the potenti al
key m smatch is present by determ ning whet her an acknow edgenent fromthe
net wor k devi ce of a handover conpletion nessage sent by the nobile term nal
is received at the nobile termnal. 204.The apparatus of claiml or claim
2, wherein the nmenory and conputer programcode are configured to, with the
processor, cause the apparatus to determ ne whether the indication of the
potential key msmatch is present by determ ning whether Layer 1

synchroni zation is determ ned, 5. The apparatus of claim1 or
claim2, wherein the nenory and conputer programcode are 95 configured to,
with the processor, cause the apparatus to deterni ne whether the indication
of the potential key m smatch is present by determ ning whether the nobile
term nal attenpts a handover failure fall back, 6. The appar at us
of claiml or claim?2, wherein the nenory and conputer program code are
configured to, with the processor, cause the apparatus to determ ne whet her
the indication of the potential 30 key m smatch is present by determ ning
whet her the received handover command contains valid configurations.



70 7. The apparatus of claiml or claim2, wherein the nmenory and
conmput er program code are configured to, with the processor, cause the
apparatus to determne whether the ingication of the potential key m smatch
is present by determ ning whether a handover conpl etion nessage is received
fromthe nobile term nal at the network device. 8. The apparatus of
ol Ny _‘_o__,§ding claims, wherein the menmory and conputer program
WESLISSAARIRRIS & “witth the processor, cause the apparatus to define
validity of the nost recent key set by invalidating the nost recent key
set, at the network device or at the nobile termnal, in response to the
presence 'of tﬁ%”?ﬁﬁﬁ&%?ﬁﬁﬁmﬁﬁaVﬁﬁtﬁBﬂ@ﬁﬁﬁaqw%éykﬁﬁgﬁﬁﬂ@WWYﬂ@mdmgGompm@: The
apparaatauscddt, thny iQRenOheinbe b @RRIMPECralRH ,cod@*l%ﬁﬁc;u?ed&&%ﬁﬂﬂé‘&%&éé ) S @
nobi |l e term nal and further conprises user interface circuitry configured
to F%@?#Ff@@%mﬁ¥%?t8ﬁﬁtrol of at least some functions of the nobile
term nal deidiailit: Vol ROTIRAIRIJ 8 biGitial key mism8el BN %p(y}'ﬂﬁrg hef A Bm to
i ndic tioq qI a potential key msmatch is present responsive to an attenpt
bt aton R P apdrg segqnd ¢

to WU BFaY 2 et driet gwinnadnd a second domai n: and

def i ni ng dvRaleivdlidity o0h nRsITOGH KeQ GaMcdKBYciSiREind! SEhn 061 E’JB\%ein%ani%ﬂ@Ve?ﬂinﬁlat Ion
bet ween a nEaiLe termnal and a network device based on a result o e
det BHA MG o

90°% Besefiol A e SHe @MU IRg 10, further conprising initiating a
iflew key exchange in response to invalidation of the nost recent key set.

12. The thod, of claim 10 or claim 11, wherein determ ning whether the
i ndi cat i gﬁ of {1%@:@&1‘&1;5 of claim 1, wherein the memory and computer program code are further

configured to, with the processor, cause the apparatus to initiate a new key exchange in response to

invatidation of the most recent key set.

i) 3. The apparatus of claim 1 or claim 2, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the potential
key mismatch is present by determining whether an acknowledgement from the network device of a

handover completion message sent by the mobile terminal is received at the mobile terminal.
20 4. The apparatus of claim 1 or claim 2, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the potential

key mismatch is present by determining whether Layer | synchronization is determined,

5. The apparatus of claim | or claim 2, wherein the memory and computer program code are

2
L

configured to, with the processor, cause the apparatus to determine whether the indication of the potential

key mismatch is present by determining whether the mobile terminal attempts a handover faiiure fallback.

6. The apparatus of claim ! or claim 2, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the potential
30 key mismatch is present by determining whether the received handover command contains valid

configurations.



75 potential key msmatch is present conprises determ ning whether an

acknowl edgenent fromthe network device of a handover conpl etion nessage

sent by the nobile termnal is recei%%d at the nobile term nal

13. The method of claim 10 or claimI1, wherein determ ning whether the

i ndication of the potential key msmatch is present conprises determ ning

whet her Layer .l synchronization is determ ned. 30 14, The method of claim

10 or clarn111,mﬁ%%?%WH’8 Pt A HRig Wietewdhe meraory gel ecatriuen pokrarhedpat ent i al

key crifgnetiah it (x 88&8%or, CONRHIcSOSr 88! &fd@ihing NindiG; hb e d.erm nal

attenpts a handover failure fallback. Wﬁgﬁ%$ﬁé§%§%ﬁggp%%g%?%ﬂn110 or

clai'm TTM et BER B EIC M RINE g et e desecandition ticsngol rachisedibtre Atinabiik ey

m snatthal dtshepreas@nticw@npri ses determ ni ng whet her the recei ved handover
nmrand contains valid configurations. 16. The nmethod of claim 10

or claim 11, wherein detehether the indication of the 10 potential key

m smatchgi s prieseffar@empiises ok reel ik NdaiMbeLngs, A hapdover conpl etion

message i s regelwgd fromthe mobile termnal at the networ devi'cé. 17The

met RSE 28t SR G SRRl dp-a7 e heryoeegsor. e dierparsatiniongfinealalidiint of tof moshecamst

r ec@et sekigyins@idating the GOMRICER RSy deN\iadht daloA%tich RE IR §e i SERE B III('I?}y i bnsa o the

netﬁnrk deV|gﬁ o%.at ng nobile termnal, in response to B he p esence of

t he "ICRESTEE CON® S PR Poteamisnad! kregiswiathat ch. 18. A conput er

IPr ogr am product conprising at |east one conputer-readabl e storage nmedi um

havi ng cgnput ef - execut a | e program code portions stored therein, the

conput er “exec 1%‘?}}@*‘%88?%%“66 ac psredingrisigs npeicsi thganprogs &m odde terminal

i nshrddtth® IﬁSminOJefs user interfacedﬁ%ﬁfrﬁ:b@jf%gre%@ﬁbi@fateatﬂelj L@ﬁlt'r(ﬁ %H1 %]atgp SfOI a h?nog eant i al

key p%snagﬁh is present responsive to an attenpt to conduct A hARGOVEr

bet We'8h™]°S F¥t"domai n and a second domai n; and defining validity of

a nost recent key set used for ciphering conmunication between a nobile

%erninal @nd % net wor k devi ce based on a result of the determ ning.
1 1. methed comprising:

determining whether an indication of a potential key mismatch is present responsive 1o an atiempt to
conduct a handover between a first domain and a second domain; and

defining validity of & most recent key set used for ciphering communication between a mobile

terminal and a network device based on a result of the determining,

20

1. The method of claim 10, further comprising initiating a new key exchange in response to

invalidation of the most recent key set.

12, The method of claim 10 or claim 11, wherein determining whether the indication of the
25 potential key mismatch is present comprises determining whether an acknowledgement from the network

device of a handover completion message sent by the mobile terminal is received at the mobile terminai.

i3 ‘The method of claim 10 or claim 11, wherein determining whether the indication of the

potential key mismatch is present comprises determining whether Laver 1 synchronization is determined.

30



19. The conputer program product of claim 18, further conprising program
code instructions 01 11 iating a new key exchange in response to
invalidation of the nost recent key segt, 20. The conputer program
product of claim 18 or claim19, wherein program code instructions for
defining validity of the nbst recent key set include instructions for

i nvalidating the nost recent key set, at 30 the network dev[ce or at the
mobi | e t éfm nalhe mefiod ek paipsld or glainmél. prheemtasrmiingtvereihadihe atdiconorods thehe

pot @btchi@d! kkeMisHag Rt Ehent comprises determining whether the mobiie terminal attempts a handover

failure failback.

L)

15, The method of claim 10 or claim 11, wherein determining whether the indication of the
potential key mismatch is present comprises determining whether the received handover command containg

valid configurations,

16. The method of claim 10 or claim 11, wherein determining whether the indication of the
10 potential key mismatch is present comprises determining whether a handover completion message is

received from the mobile terminal at the network device.

17. The method of any one of claims 10-16, wherein defining validity of the most recent key set
comprises invalidating the most recent key set, at the network device or at the mobile terminal, in response to

15 the presence of the indication of the potential key mismatch,

18, A computer program product comprising at least one computer-readable storage medium
having computer-executable program code portions stored therein, the computer-executable program code
portions comprising program code instructions for:

20 determining whether an indication of a potential key mismatch is present responsive to an attempt to
conduct a handover between a first domain and a second domain; and

defining validity of a most recent key set used for ciphering commenication between a mobile

terminal and a network device based on a result of the determining.

25 9. The computer program product of claim 18, further comprising program code instructions

for mitiating a new key exchange in response to invalidation of the most recent key set.

20, The computer program product of claim 18 or claim 19, wherein program code instructions
for defining validity of the most recent key set include instructions for mvalidating the most recent key set, at
30 the network device or at the mobile terminal, in response to the presence of the indication of the potential key

mismatch.



