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UNIVERSAL ACCESS SMART CARD FOR PERSONAL HEALTH RECORDS
SYSTEM

CROSS REFERENCES TO RELATED APPLICATIONS: U.8. Provisional
Application for Patent No. 82/022,812, filad July 10, 2014, with title "Universal
Access Smart Card PHR System” which is hereby incorporated by reference.
Applicant claims priority pursuant to 35 U.8.C. Par. 118{e)}{i).

Statemnent as to righis to inventions made under federally sponsored research
and development: Not Applicable

BACKGROUND OF THE INVENTION

1. Field of the Invention.

The present disclosure relates 1o a system and method for capluring, storing,
retrieving, and transmitting patient medical records, including longitudinal history
and imaging throughout the healthcare system environment, and more
particularly, to 8 system and method for communicating patient medical records
that provides optimal medical information service {0 a subscribed recipient by
managing an integrated medical information processing and transport system.
The present invention provides total interoperability of patient medical records
information between all present EHR/EMR electronic medical records base

systems.

The present disclosure further provides for the ability and functionality to
generate, capture and fransmit a comprehensive sst of medical information in
compliance with CCD/CDA/C-CDA interoperability standards from a host health
records system to a smart card for use in transport of same to a distant care
provider, and the ability to open, view and download the data files in a manner
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that the data can be uploaded inte a disparate system in use by the care provider

in connection with providing medical services.

While other existing solutions are capable of copying medical files to a flash drive
or similar siorage device in a non-structured format, such process vields the
stored data generally useless in being capable of being captured, uploaded and
parsed into disparate slectronic medical records based systems or in structured
format. Due to the vast amount of data contained in a typical user's medical
record, and using fraditional methods for handling medical records, this has

limited the application for elecironically transferring medical records.

The present invention provides for the ability to upload data associated with
any/all medical services provided by distant physicians and transport such data
to the host system whereby the data is parsed info the host medical record as
structurad data.

2. Brief Description of Prior Art.

Comprehensive medical care often requires a patient o visit more than just one
doctor. While many patients have established a long-standing relationship with
their primary care provider, they are generally unfamiliar with more specialized
doctors untit medical circumstances necassitate a referral {o one. Upon receiving
a referral, the patient is usually lefl to arrange an actual appointment with the
specialist. However the patient usually relies upon the patient’s primary care
provider to timely forward the patient’s relevant medical records {o the specialist
prior o the scheduled appointment. There is litlle transparency in this process,
and under unfavorable circumsiances a patient may find himself/herself referred
to a doclor who has not been given access o the necessary medical information
relating 1o that patient due {o slow delivery, mistaken delivery, and/or failure o

deliver. These hurdies may cause delays in medical care, and in some cases
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even dissuade patients from complying with their primary care provider's

recommendation to seek additional medical care from a specialist.

Existing EHR/EMR (Electronic Health/Medical Records) systems do not always

communicate with sach other whereby patient information ¢an be exchanged.

Other existing solutions in the prior art only copy medical files o a flash drive or
similar storage device in a non-structured format which yields the data useless in
being capable of being captured, uploaded and parsed into disparate medical
records systems. Additionally, the medical files or data is gensrally in an

unprotecied state and susceptible {o unauthorized access and use.

The problem does not end with the sharing of patient's medical records. There is
ne protocol for sharing of patient information between the primary and secondary
care gffices. The process requires someons {o establish communications
between one or more of the patlient's primary care physicians and the sscondary
care physician(s). The inefficacies in managing this process are a drain on both
the primary and secondary physician(s) offices. Often times, the patient, who has
the least amount of medical knowledge and often an inability to anticipate or
articulate the critical nature or timing of the referral, is left calling one or both
offices and communicating with a receptionist who cannot independently
determine what the next step in the process should be, without again involving

aither the primary or secondary care physician(s).

The issues described above have been long-standing problems for both
physicians and patients, and substantially interfere with the ability to provide
appropriate and cost effective medical care. Every existing slsctronic medical
records based system known 1o applicant relies upon the health care institution

and/or care provider to manage the patient's medical information independently.
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The present invention provides tofal interoperability and portability of patient
maedical records information between all present EHR/EMR elactronic medical
records based systems. The present system manipulates the patient's updated
medical records data o be sent to a referred physician into a format that can be
retrieved and used in the referred physician’s electronic medical records system
with the ability to return data in the same specified format for integration back into

the originating system database as structured data.

SUMMARY OF THE INVENTION

in one or more embodiments of the present invention, an apparatus and method
are provided that manages the process of generating a complete and
comprehensive set of patient medical records and the transport of said data {o
any physician for use in providing medical services 1o the patient with the ability
to retrieve and transport all data related to the medical services provided by the
physician back to their originating source.

In the preferred embodiment, a system and method is available for sharing by
means of portability of patients’ medical records throughout the continuum of
care involving all care providers, either primary and secondary care providers
and/or facilities. The present system allows various means of communications
and medical records transfer betwsen any health care practitioner practice
groups, hospitals and other care provider locations. The system’s servers provide
a network-based service {o the patient and all participating care providers, in
order to aliow the patient's medical records o be made available to transport to
selected praciitioner groups, hospitals and medical specialists, by providing a
web-based data processing service and hardware interface to any medical

provider.

The present invention provides for the ability and functionality to generale, a
comprehensive set of medical information in compliance with C-CDA/CCR/CCDICDA
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interoperability standards from a host electronic personal health records system
to a smart card {common access card (CAC) or other relevant smart card known
in the art) for use in transport of same to a distant care provider and the ability {o
open, view, and download said data files in a manner that said data can be
uploaded into a disparate system and used by the care provider in connection
with providing medical services. Additionally, the invention provides for the ability
o upload data associated with any/all medical services provided by the distant
physician and transport to the host system whereby the data is parsed into the

host medical record as structured data.

The smart card is used as the storage device of a MHealth information Exchange
{HIE) module, and the fransport of all patient data recsived from the originating

source (personal health records module) to the distant care provider.

The personal health records module is the originating and ultimately the end
receiving point of ali patient medical information sent to the care provider and
returned to the originating system. A user computer or other web-enabled device
having an execuiable HIE application software program {referred to as the “first
application”) 19 serves as the host computer that provides web access to the
cloud for connection and communication with the source patient personal health
records module. And as mentioned, the HIE module (referrad {0 as the "second
appiication™) 22 is embedded on the smart card and provides the logic and
processing for slorage and parsing of patient madical data. As will be
understood, the smart card is mobile in nature, and can be updated from the

point of care and cloud anywhere, at any time.

These new features bring significant benefits {o patients, doctors and hospitals,
increasing the efficiency of their work flows and improving patient care while

reducing administrative costs, and the probability of errors in patient care.

BRIEF DESCRIPTION OF THE DRAWINGS

i
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Fig. 1is a schematic representation of the cloud service for implementing the

present invention.

Fig. 2 s a flowchart of an exemplary application fllustrating a method and
apparatus for transmitting patient medical data to a remots health care provider.

Figs. 3A-3W are examples of screen pages from an HIE software application
{second application)} enabling a user to transmit patient meadical data to a distant

care provider,

Fig. 4 is an exemplary C-CDA report generated by the HIE software application
of Fig. 2.

DESCRIPTION OF THE PREFERRED EMBODIMENT

in the preferred embodiment of the present invention, an apparatus and meathod
is provided that manages the medical records data of a patient across the
continuum of care involving multiple care providers or medical institutions for the
purpoeses of receiving medical services involving, but not limited to, the process
of physician referrals, whereby a patient is referred from one physician (primary
care provider) to another physician (the referred-to or receiving physician or
specialist) for a particular medical procedure, or analysis or care. Other existing
solutions only copy medical files 10 a flash drive or similar storage device in a
non-structured format which yields the data useless in being capable of being
captured, uploaded and parsed into disparate electronic medical records based
systems or in structured format. Due to the vast amounts of data contained in a
typical user's medical record, and using fraditional methods for handiing medical
records, this has, in the past, prohibited the application of transferring patient
medical records. As will be described, the present system as disclosed

fox}
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eliminates this problem and consists of components configured and correlated

with respect to each other so as {o attain the desired objective.

The present disclosure builds on a previous disclosure of the Applicant relating to
a software application that provides the logic from which to orchestrate the

retrieval of records from a cloud-based personal records based system.

The present disclosure I8 in communication with the cloud-basad personal
records based system in order {0 receive data in a structured format, and
packaged in a compressed state for handling and siorage on small capacity
smart cards {(CAC or ather) and with the logic as required to be capable of
automatically unwrapping the compressed package of data in such away as {o
be viewable, printable and downloadable in a format that is universally usable by
any certified slectronic health records based system in North America.

The present disclosure differs from what currently exists. The present invention
uses NIST Standards from which to serve as a common format for which every
cerlified EHR can communicate. Additionally, the present invention uses a
commuon profocol for packaging the data in a compressed state that permits its
use with small capacity circuit chips as those found in the smart cards.

Transfer of Patient Records

Over the course of a multi-doctor treatment process, a patient’'s medical records
must often be transferred between several offices. Each of these transfers
carries with it the possibility of document loss, and the frequent use of physical
patient records (paper) only serves to increase this risk.

There is no widely used specialized procedure in place to efficiently facilitate
fransfer of records betwegen heaithcare providers sither in private practices or

Hospital-based physicians, meaning that a responsible patient and cooperative,
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well-organized practices must be present to snsure each doclor is properly
informed. Three-way communication between the patient and multiple medical
services locations is at best cumbersome, and at worst ineffective In ensuring
that records are transferred completely and in a timely fashion. Breakdowns in
communication and record transfers can lead o unnecessary procedures,
inappropriate medication, preventable deaths, and superfiuous festing that
combine o create additional cost for patients and insurance providers, all the

while eroding trust in medical providers and causing frustration on all sides.

The present invention is directed 1o a solution that provides for the capture,
storage, retrieval and transmission of patients’ medical records including
fongitudinal history and imaging (hereinafier "medical data”} throughout the
healthcare system environment. Application of a software program {referred to as
tha “first application”} 19 executable from a user's web access computsr as will
be described, provides for the ability and funclionality to generate, capture and
transmit a comprehensive set of medical data in compliance with CCDYCDA/C-
CDA interoperability standards from a cloud based personal health records
module 50 {o a smart card 21 for use in transport of same {o a distant care
provider and the ability to open and view, downioad the medical data in a manner
that the data can be uploaded into a disparate system in use by the care provider
in connection with providing medical services. As such, the present sysiem
resolves problams associated with interoperability between axisting and legacy
heaith records systems by providing one central all-inclusive repository of patient
medical data by way of a smart card, a user computer and a cloud-based
personal health records software solution with the ability to generate a continuity
of care document in a format as described above that is capable of being parssd
into any disparate medical health records system and the ability to retrieve and
receive a continuity of care document in such structured format as previously
identified back to the central repository whereby the data is parsed back info the
patient record based system.
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in the preferred embodiment, the present disclosure includes a smart card 21
having a memory 21a and a microprocessor 21b for executing a Health
Information Exchange ("HIE") application (the “second application™) 22. The
microprocessor 21b is a small capacity circuit chip available in smart cards for
gxacuting the second application 22 and for packaging of medicaldataina
compressed siate that is slored on the smart card 21. The smart card 21 for
transporting patient medical data from the originaling source, the personal health
records module 50 to the distant care provider 80, The Personal Health Records
module 50 is the originating and ullimatsly the end receiving point of all patient
medical data, A user computer 20 or other web enabled device provides web
acoess to the cloud 25 for connecting and communicating with the source patient
personal health records module 50, The second application 22 further provides
the logic and procassing o receive patient medical data, whereby the madical
data is compressed for storage, or unwrapped for viewing, and parsed in a

format that is useable by a disparate medical records system.

For purposes herein, reference to the user computer 20 shall refer to a personal
computer or other web-enabled device that providers web access {o the cloud
25, and having the first application 19 in executable form. Further, a general
reference to user computer 20, may, when relevant, refer o the execution of the
first application 18 on the user computer 20. Further, the user computer 20 refars

to the user/patient’s personal computer or the patient’s care provider's computer,

The Personal Health Records module 50 serves as the central repository for all
patient medical records. The Personal Health Records module 50 receivas,
stores, and transmifs from, all patient medical data and records. All medical data
is made available in structured form using the NIST standard for CCR, CCD,
CDA or C-CDA for user by the end-user (physician) in downloading the data info
their respective disparate operating system. As a result, the present invention
has the ability to sllow a user to append medical data of any known format to the
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CCRIC-CDA/CCDICDA transfer document{s) for user by the physician in
providing diagnosis.

As will be further understood, once the altending physician has access o the
medical data, any slectronic response from the physician following a medical
encounter, such as the encounter summary including comments, suggestions
and recommendesd orders by the atfending physiclan {medications, tests, eic.}
should be uploaded to the patient’s cloud based personal health records 50 and
retrieved from the personal health records module 50 and saved on the smart
card 21 in the structured form, and the smart card 21 deliverad to the user.

The first application 18 further defines a reconciliation process that is procassed
by the user's computer, whereby the data received/ data stored on by the smart
card is logically compared with the dala in the personatl health records module 50
fo avoid duplication. The reconciliation process is both automatic and manual in
that all data recelved is brought to a user webpage screen on the user computer
20 when the first application 19 is initiated and presented o the user with both
axisting data and newly received data so that the user can either accept or reject
the inclusion {into the personal health records module) of the newly received data

at the user's discration.

in the preferred embodiment, the smart card 21 is configured to store the second
application 22 on the smart card 21 in such a way that provides integrity of the
sacond application 22 and the integrity and encryption of data within the second
application.

it is critical to note that the use of the personal health records based system as
discussed, is independent of the medical care provider's own electronic medical
racords system but vet capable of communicating with the provider's medical
system or any other medical records based system. This is the founding principle

10
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of the present system that cannot be altered. The present system is therefore
independently operated using a cloud system.

Relationship between the System’s Components

The second application 22, as disclosed, is embedded on the smart card 21 and

can be run with the user's web-enabled personal computer 20.

The user computer 20 with smart card reader technology provides web access o
the cloud for connection and communication with the source patient personal
health records module 50. The cloud-based personal health records module 50
serves as the originating source of all patient medical data and ultimately the end
receiving point of all patient medical data as uploaded by the care provider and

returned to the originating system.

The smart card 21 is used for both authentication and as a portable means of
storage for medical data involving personal information including longitudinal
medical history information. As a storage vehicle, it provides a secure carrier for
all patient data to and from the originating source fo the distant care provider.
Medical data stored to the smart card 21 is inaccessible without access {o the
first application 18, and without the required unique login information as will be

discussed.

Domestic medical information processing technology includes Picture Archiving
Communication System (PACS), Order Communication System {OCS), and
Electronic Medical Record (EMR), which comply with Health Lavel 7 (HL7).
Medical information processing is independently managed by individual
hospitals. Particularly, EMR has been developed into the Electronic Heaslth
Record (EHR) concept that is a lifetime electronic health record of individual

patients.

ix
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However, EHR independently operated need to be integrated according o
standardization for high quality medical service of individuals. For this, integrated
system technology is needed, and for example, a cloud computing model is
being applied.

Cloud computing is a next generation computing technology in which Software as
a Service {Saald) for web 2.0 service and utility computing are complexly

combined.

The service structure of cloud computing may include a server for using T
arvironment, storage, Infrastructure as a Service (1aalb), Platform as a Service
for providing a basis for development of software, Software as a Service {5aalb)
in which a computing provider supplies and uses software through intemnet. The
prasent system may further include mobile browser technology which is 3
software-manufaciuring technology with an app structure used fo independeantly

provide developed sarvicas o a user in a smart environment.

Network Communications

As used heregin, database is meant o include any of various types of data
raepositories and processes for indexing, searching, storage and retrieval from

such repositories.

The personal health records module can further include a DICOM viewsr module

for viewing and processing "native” DICOM imaging from any source known,

Physicians and Practice Groups

in various smbodiments of the present invention disclosed herein, the term

LI

“physiciang”, “care providers”, “doctor” or “clinician” refers {o a physician

12
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administering patient care, as well as to those membaers of his/her staff
responsible for maintaining the physician’'s patient records. Though the term is
used interchangeably, it should be understood that in the exemplary figures and
texts, sach function is being performed by one or more persons that perform

such activities in a particular doctor's office on behalf of a licensad physician.

The term “specialist” is applied to a physician administering secondary care fo a
patient after a referral from a referring physiclan, and is also applied to other
members of his/her staff in the same manner as is done for the physician. t may
be possible for any given physician to in one situation be a specialist (recsiving a
patient via referral), and in another be a primary care physiclan {referring a

patient to another physician for specialized care).

Further a “provider group” or “practice group” may be any entity linking a group of
doctors through shared facilities, services, or referral agreemants. This can
include but should not be limited to integrated multi-facility hospitals, medical

groups, and mulii-doctor practices.

System, Mathod and Computer Program

As will be appreciated by one skilled in the art, the present invention may be
embodied as an apparatus or method, including a computer system or computer
program product. Accordingly, unless specified to the contrary, the present
invention may take the form of an entirely hardware embodiment, and entirely
software embodiment {including firmware, resident software, micro-code, sct.) or
an embodiment combining software and hardware aspects that may all generally

o8

be referred to herein as a “circuit,” "module” or "system.” Furthermore, the
present invention may take the form of a computer program product embodied in
any tangible medium of expression having computer-usable program code stored

in the medium.

13
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Any combination of one or more computer-usable or computer-readable
medium{s) may be ulilized, unless specified to the contrary herein. The
computer-usable or computer-readable medium may be, for example, but not
limited to, electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor storage mediums. More specific examples {a non-exhaustive list)
include: a portable computer diskette, a hard disc, a random access memory
{(RAM), a read-only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash Memory), and a portable compact disc read-only
memory {CDROM), an optical storage device.

Further, the present invention is described above with reference to flowchart
flustrations and/or block diagrams of methods, apparatus and computer program
products (systems) according to embodiments of the invention. |t will be
understood that each block of the flowchart ustrations and/or block diagrams,
and combinations of blocks in the flowchart lustrations and/or block diagrams,
can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data processing apparatus to
praduce a maching, such that the instructions, which execute via the processor
of the computer or other programmabile datla processing apparatus, creale
means for implementing the functions/acts specified in the flowchart and/or block
diagram block or blocks.

The flowchart and block diagrams illustrate the architecture, functionality, and
operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present invention. In
this regard, each block in the flowchart or block diagrams may represent a
module, segment, or portion of code, which comprise one or more executable
instructions for implementing the specified logical function(s). it should also be
noted that, in some alternative implementations, the functions noted in the block

may occur out of the order noted in the figures. For example, two blocks shown

14
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in succession may in fact, be exgcuted substantially concurrently, or the blocks
may sometimes be executed in the reverse order, depending upen the
functionality involved. It will also be noted that each block of the block diagrams
and/or flowchart ilustration, and combinations of blocks in a block diagrams
and/or flowchart Hlustration, can be implemented by speeiéi purpose hardware-
based systems that perform the specified functions or acts, or combinations of

special purpose hardware and computer instructions.

Referring to the drawings, and in particular Figs. 3A-3U, in application, the first
and second applications 18, 22 serve as the initiator of all steps in the creation
and processing of data compilation and dissemination of medical daia betwesn
the originating source 50 and the recsiving designation information systern and
the refrieval of information from the destination system and subsequent transport

and dissemination back and into the originating information system.

The user/patient first inserts 100 the smart card info a user computer's 20 card
reader or other ke web-enabled device. The user's computer 20 initiates
exacution 105 of the first application 18 on the user's computer 20 that accesses
110 the patient’s information contained on the smart card 21 and present a user
fogin screen 120, The user is required o log info the systermn 130 with its unique
usernams and password. The first application 19 authenticates 135 the user's
iogin information against the patient data contained on the smart card 21, and the
personal health records module 50 when Intemeat is available. Further when
internet access is available, the user's computer 20 will then navigate to the
user's based central silo personal health records system 140 and downioad 150
all medical data in a CG-CDA format. The first application 19 then reconciles 155
the patient’s medical data retrieved from the module 50 against the data siored
on the smart card 21 and updates 157 the smart card if appropriate. The medical
data can then be displayed 180 on the user computer in a viewable and printable
fashion. The second application 22 will then receive the medical data and save
165 the medical data on the smart card 21 in the original NIST format suitable for

15
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use in importing to any certified records system as structured data orto be
uploaded into any uncertified operating system. It should be understood that the
medical data includes both structured and unstructured data files. These
unstructured data files include any medical imaging, scanned documents, ete. for
either viewing or downloading. Once the user/patient has successfully loaded the
most recent copy of their medical records data to the smart card 21, they remove

the smart card from the card reader for transport 170 to an admitting clinician.

The user will transport 170 and then present the smart card 21 to the admitting
clinician for use in establishing identity, insurance, benefits and providing a
longitudinal personal medical history of data for use by the clinician during the
medical visitfencounter. The admitting clinician will insert 175 the smart card into
thelr user computer 20 to launch 180 the first application 18. Upon loading the
first application 19 into their web-enabled computer and inserting the smart card
21, the clinician is presented 185 with a user login screen and in the preferred
embodiment, is asked 180 for the user/patient’s usemame and to enter their NP
{National Provider idantifier). The first application 19 then authenticates 185 both
the patient, the received smart card 21 and the admitting clinician against a
national care provider database (NP!}. Once the system authenticates the
user/patient and cliniclan, in the preferred embodiment, the system displays &
HIPAA Release and Authorization agreement (Fig. 31-3K) for acceptance 200.
Upon acceptance by the dlinician by clicking the Accept box, the clinician is
aliowed access 210 to the patient's records stored on the smart card 21, As
should be understood, upon access {o the medical data on the smart card 21, the
second application 22 will unzip the folder which contains an XML file and an
XSL file style sheel. The second application 22 will then load and display an XML
generated slyle sheel representative of a continuity of care documsent in a

viewable, downloadable and printable format.

The care provider may now view all of the longitudinal medical data of the
user/patient to include image files in native DICOM for use in providing medical

16
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services 220 to user/patient with the knowledgs that they have all the patient's
medical information at their immediate disposal. Additionally, the data as
presented is in accordance with the NIST Standards and as such can be
downloaded and parsed back into any medical records system. The data is also
made available in such viewable and printable format as o be downloaded for

storage and future use in any legacy operating system.

Upon completion of the medical encounter with patient, the admitting clinician will
generate 230 the encounter summary that includes comments, suggestions and
recommended orders by the attending physician, When closing 235 the first
application 18, the cliniclan is asked (Fig. 3L} if it would like to upload the
available medical data. The clinician can choose fo do so immediately orat a
jater time. If the clinician slects to upload immediately, the clinician is presented
with 8 screen from which to select data files, designate what clinical category
folder they are most associated with and upload 240 the medical data to the
cloud-based personal health records 50. if the clinician elects to "wall” o upload
the medical data, the data is saved on the cliniclan's computer to be uploaded {o
the patient’s originating source {personal health records module) 50 at a later

{ime,

As should be understood, it is important o the present system that the clinician
timely upload medical data following a medical encounter so that the patient's
files stored on the personal health records module 80 remains up to date. In the
event the clinician elects to "wait” to upload the most recent patient’s data files
stored on the clinician's computer and ultimately fails to update the data 50, the
present disclosure includes a verification module that provides verification of
receipt of patient’s medical records data from the attending physician. In
application, when medical service claims are submitted by the admitting clinician
for medical services rendered, the system can retrieve a viewable, printable and
downlcadable copy of the patient encounter records for direct reconciliation for

services “raceived” against, the admitling clinician’s medical claimfinvoice for
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medical services provided. In the event the admitting cliniclan’s medical service
claims are not supporied by patient data stored in the cloud-basad patient
medical records §0, Le., the admitting clinician never uploaded the patient’s
madical records from the subject medical encounter, the admitting clinician’s
claim for services would be returned to the admitting clinician with a suitable
notation {o the effect that "the medical claim for services provided to the
referenced insured/patient is being returmed for the lack of patient’s medical
records as required by the subscriber in kesping with the newly developed
patient medical records reconciliation program.” Once the admitting clinician
uploads the patlient medical records, and resubmits its claim for medical services,
and upon verification of the same, the admitting cliniclan's claim for medical

services could be processed.

As should be understood, the smart card 21 will retain the most recent data file
as was presented to the care provider. The next time the smart card Is inserted
into a user computer 20, the first application stored on the user computar 20 will
synchronize with the host system as described and, if needed, download from
the dala 50 a more recent copy of the patient’s medical records including the
data as was provided by the last care provider.

Although the above description contains many specificities, these should not be
construed as limiting the scope of the invention but as merely providing
fltustrations of some of the presently preferred embodiments of this invention. As
such, i is to be understood that the present invention is not limited to the
embodiments described above, but encompasses any and all embodiments

within the scope of the claims.
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Claims

i claim:

1.

A system for ransmitting patient medical records, comprising:

a cloud system,

a first application accessible to a8 user terminal to allow a userfo use a
medical information processing service and inducing access to the cloud
system taking charge of medical information processing,

a smart card having a memory and a microprocessor, said microprocessor
configured to execute a second application stored on said smart card,

a personal health records module,

whereain said personal health records module for receiving and managing
patiert records and transmitting saild patient records o be stored on said
smart card in a structured form, and

wherein said first application configured for uploading said patient records
from said user terminal {0 said personal health records module and further
configured for refrieving said uploaded patient records for storing on said
smart card, and wherein sald second application configured {0 receive
said retrieved patient records in a structured form and transporting said
retrieved patient records to a referred physician,

said first application further including a user interface enabling the user {o
view said retrieved patient records,

said first application further including 2 security module such that the
referred physician is unable to access said retrieved patient records
without a unique identifier.

The system as recited in claim 1, wherein said first application further
comprising an interface function of oulputling, managing, and software
processing an event generated by the personal health records module,
The systemn as recited in claim 2, further providing a function of checking a

physician's identifier saved on the smart card.
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. The system as recited in claim 2, further providing a function of checking a

physician’s identifier saved on the personal health records module.

5. The system as reciled in claim 2, further enabling the referred physician to

form a response and upload said response to said patient health records

module.

. The system as recited in claim 8, further including 2 reconciliation module

configured to compare said retrieved patient records stored on the smart

card with the patient records stored in the personal health records module,

. The system as recited in claim ©, wherein said reconciliation module is

configured to store an up-to-date medical records file on the smart card for
ratrieval by the referred physician when said user terminal is connected

with said cloud system.

. An online transfer of patient medical records apparatus comprising:

an initiator configured o compile and disseminale a patlent's medical
records between an originating source and a distant care provider, said
initiator including 2 memory and a microprocessar, sald microprocessor
configured to exacute an application stored on said initiator,

a web access o cloud device for connacting and communicating with a
personal health records module that is a central repository for all patient
maedical records, said web access device further in communications with
said initiator,

said access to cloud device includes a user interface enabling the
originating source {o retrisve meadical records from tha personal health
records module and stors on the initiator and further configured to enable
access of said retrieved medical records by the distant care provider,
wherein said iniliator stores said relrieved medical records in a structured
form, and wherein said initiator and said user interface are used by the
distant care provider for recelving said retrieved medical records and
uploading a response from the distant care provider's computer system to
said personal health records module,

wherein said response is in a structured format,
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sald user interface further includes a reconciliation module that compares
the retrieved medical records stored on the initiator with the medical
racords in the personal health records module, and

wherein said distant care provider is unable {0 access said retrieved
medical records without a unique identifier.

8. The apparatus as recited in claim 8, wherein the initiator is a data storage
device.

10. The apparatus as recited in claim 8, wherein said web access to cloud
davice is a user computer.

11.The apparatus as recited in claim 10, wherein the originating source is a
patient.

12. The apparatus as recited in clalm 10, wherein the originating source is a
meadical care provider.

13. The apparatus as recited in claim 10, wherein said sforage device is a
smart card.

14 A method for transferring patient medical records comprising the steps of:
inserting an initiator in a web enabling device, said initiator having an
application;
executing a software program in the web enabling device's processor,
accessing a personal health records module through sald web enabling
device, sald web enabling device for web access to a cloud device for
connecting and communicating with said personal health records module;
downloading patient data from said personal health records module;
securely storing said patient data on sald initiator; and
delivering said initialor to a referred physician;
the referred physician performing the following steps:
connacting the initiator to the referred physiclan’s web enabling devics,
said physician's web enabling device for executing said software program;
responding 1o security from said physiciar’s web enabling device;
accessing the personal health records module;
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reconciiing the stored patient data with the personal health records
module and storing said reconciled patient data on the initiator;

reviewing the reconciled patient daia;

racording the referred physiclan’s recommendations on the physiclan's
web enabling device;

creating an accepted file by reconciling said recommendations with the
reconciled patient data;

merging said accepled file with said personal haalth records module; and
delivering said initiator to said user.

15.The method as recited in claim 14, whersin said slored patient data and
said recommendations are In structured form.

18. The method as recited in claim 15, wherein the step of recording the
referred physician’s recommendations includes the step of saving said
referred physician's recommendations on the physician’'s web enabling
device and wailing a selected period of time before executing the creating
an accepted file step.

17. The method as recited in claim 16, further including the step of monitoring
whether the referred physician completed the merging step.

18. The method as recited in claim 17, including the step of denying the
referred physician’s medical claim for payment of medical services when
said monitoring step shows the referred physician failed to merge said
accepted file with said personal health records module.

18. The method as recited in claim 18, wherein said initiator is a smart card.

20. A system for transmitting patient medical records, comprising:

a cloud system,

a first application accessible to a user terminal {o access medical
information processing service and inducing access to the cloud system,
a smart card configured to execule a second application stored on said
smart card,

a personal health records module, and
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wherein said first application configured for uploading patient records from
said user terminal o said personal health records module and further
configured for retrieving said uploaded patient records for storing on said
smart card, and wherein said second application configured to receive
said retriaved patient records in a structured form and transporting said

retrieved patient records to a referred physician.

.The system as recited in claim 20, said first application further including a

security module such that the referred physician is unable {0 access said

retrieved patient records without a unigus identifier,

22.An online transfer of patient medical records apparatus comprising:

an initiator configured to compile and disseminate a patient's madical
records between an originating source and a distant care provider, a web
access o cloud device for connecting and communicating with a personal
health records module, said web access device further in communications
with said initiator,

said access o cloud device includes a user interface enabling the
originating source to retrieve medical records from the personal health
records module and store on the initiator and further configurad {o enable
access of said retrisved medical records by the distant care provider, and
wherein said initiator and said user interface are used by the distant care
provider for recelving said retrieved medical records and uploading a
rasponse from the distant care provider's computer system fo said
personal haalth records module,

said user interface further includes a reconciliation module that compares
the retrieved medical records stored on the initiator with the medical
records in the personal health records module, and

whersin said distant care provider is unable {0 access said retrieved

medical records without a unique identifier.
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